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: é‘w Office o*fIﬁ‘iépcctor General - Investigations REPORT OF INVESTIGATION

Case Number: | 105-TSA-CHI-0] 544
Case Title: | Transportation Security Administration, Cherry Capital Airport,
Traverse City, MI
Report Status: | Final
Alleged Violation(s): | Deficiencies in TSA S ecurity Measures
Insufficient Emergency Training

SYNOPSIS

The Department of Homeland Security Office of Inspector General (OIG) received a complaint from -
the Office of Special Counsel (OSC), Washington, DC, forwarding an allegation received from
former Transportation Security Administration (TSA) Supervisory Security Screener Thomas Mair,
Traverse City, M. Mair alleged that TSA officials at Cherry Capital Airport, Traverse City, MJ, _
failed to respond to reported security deficiencies at the airport, resulting in a substantial and specific

danger to public safety.

The OIG interviewed Federal Security Director (FSD) Alan Anderson, Cherry Capital Airport,
Traverse City, MI, who refuted Mair’s allegations, Anderson pointed out that the terminal building,
which was the subject of the alleged physical security deficiencies specified by Mair, is no longer in
- use since the opening of a new terminal on October 27, 2004. Anderson provided documentation of

TSA training, and multi-agency exercises, which have been conducted during 2003 and 2004, He
also provided maintenance and repair records, which refuted Mair’s allegation.
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The OIG conducted interviews of numerous persons from various agencies, which confirmed that:
the old airport terminal had been in compliance with all Federal Aviation Administration (FAA) and
TSA security regulations and guidelines; TSA had participated in numerous joint agency emergency
planning meetings and training exercises; and repairs had been made to areas of the old terminal

- mentioned in response to incidents described in the allegations.

The allegations were not substantiated. OIG analysis of conditions at the old terminal, and
management response at the time of alleged security lapses, did not disclose any systemic security
management deficiencies that represent a past or present specific danger to public safety.

This matter will be referred to the TSA, Office of Internal Affairs and Program Review for whatever
action they deem appropriate. , - -

DETAILS

The Office of Inspector General (OIG) received a referral from the U.S. Office of Special Counse]
(OSC), which forwarded the allegations of Thomas Mair, former Supervisory Security Screener,
Transportation Security Administration (TSA), Cherry Capital Airport, Traverse City, ML. Mair
alleged that TSA officials failed to respond to reported security deficiencies at the airport, resulting
in a substantial and specific danger to public safety. Mair’s complaint alleged that two access points
at the terminal building were insufficiently secured and that emergency lights failed, causing a
security vulnerability. Further, he alleged that airport personnel have never received emergency

preparedness training. (Exhibit 1)

Allegation 1: A doorina baggage-handling tunnel behind the airline ticket counters is left
unlocked and/or unattended resulting in a breach of security. Complaints made by Mair

about the door were ignored.

On November 29, 2004, the OIG surveyed the old terminal building at Cherry Capital Airport and
observed the door listed in the allegation. The building is no longer used for any aviation traffic and

was locked. (Exhibit 2)

On November 29, 2004, the OIG interviewed FSD Alan Anderson, who conceded that the door
referred to in this allegation was not locked. Anderson explained that access to the door, through the
tunnel, was restricted by locked doors controlling access from the terminal area. Access to the door
from the outside was within the secured Ajr Operations Area (AOA). Anderson said that TSA
Aviation Security Inspectors (ASI) had surveyed the area as part of their normal inspection process,
and did not cite the door as needing to be locked. (Exhibit 3)
IMPORTANT NOTICE
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On November 30, 2004, the OIG interviewed—-, NRAC, who recalled being informed
1 !

about malfunctions of the emergency back-up lights in the tunne stated that within two days
of being notified, new batteries were installed and thereafter the [1ghts worked properly.#
provided three sales invoices for the batteries that were installed. hacoompanie the OIG
to the tunnel and demonstrated that the subject lights were working by pressing the “test” button o
two randomly chosen light fixtures, (Exhibit 8)

The OIG Interviewe who recalled that Mair notifie f the lights’ malfunction.

tate eported the malfunctions to AFS who forwarded the information to airport
operations. recalled personally testing the lights after notifyin confirming that they
were operational added that on at least two other occasions, and possibly more frequcntly.
performed a successtul test of the lights. (Bxhibit5) '

Allegation 3: A revolving exit door that leads from the secured to the unsecured area of the
bassenger terminal malfunctions, and repairs have been unsuccessful, therefore, presenting a
security risk, Further, the door’s alarm cannot be heard at the closest TSA security post,

The OIG interviewed ~ Wwho recalled that the revolving exit door would jam
periodically'tate that on at least one occasion, the alarm - 5 -—SZZ
malfunctioned when a bassenger attempted to enter throuph the door, however, since the oor

automatically stopped, no security breach occurredﬁ stated that the F ebruary 8, 2004,
breach prompted a comprehensive examination of the door’s operation stated that it took

approximately three days to upgrade the door’s hardware, during which time a contract security
IMPORTANT NOTICE
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officer wag Stationed at the door, qstated ersonally monitored the Iepair process ang
Participated ip, subsequcnt testing of the oor. ¥ added that this incident Wwas the only breach of
Security involying this doot* ' '

A main checkpoint alloweg TSA personne] t, hear the alarm. (Exhibi 7)

On Novemper 30, 2004, the OIG interviewe )
Capita] Airport, and conducted apn on-site inspectiop ofthe door, The door was found to be in proper
Working condition, and the alarm, whep activated, wag audible from the area Where the TSA main
checkpoint hag been Previously Joca : also provideqd copies of invojceg for repairs to the

' 004, as well ag for another repajr dateq January 28

2004. (Exhip t
On November 30, 2004, the O1G Interviewed ons (CSS),

- Who provided copies o ’s daj IVity re _ CSs security officer
Was posted at the subject re 3 ] ( '_ 04 through Februaxy 10,

Stated that
» and that the door

The OIG interviewe
Temembered that a contract security
Was restored to proper Operating conditiop within a couple of days, Iecalled that op another
Occasion, the door Was found to pe in a constant revolving ¢ ' cli felt could haye

allowed 3 breach of security, ta ecided to delay the

, departure of 0 flights.
?jj [ was not Cconfirmed, and 5 ed tha believed the door wag
‘ Tepaired later that ay.”(Exhibit 5) v

On cmber ], 2004, the OIG interview‘x‘ Screening Manager, TSA, who Stated
thatﬁ Wwas in the vicinity of the TSA main checkpoint op more than five occasions when the alarm
on the revolving door Was activated i

A main checkpoint with no difficulty,

Alleg ation 4: Personne] a¢ Cherry Capita] Airport haye received no training in emergency
response Procedures, N, drills or eéxercises have been conducted. The complainant responded
toa without appropriate training, '
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development of an Emergency Operationg Manual, whjch Was finalized in 2004, Although Majr
Complained aboyt 5 lack of training in emergency procedures, during the interview, he produced 3

Copy of a December 9, 2002, memorandum from F SD Alan Anderson entitled, “Security Incident
Response Procedures, ”

d on February 8 2004, He stated that pe was

cam at the airport, Majr Stated

search; however, he opined that 3 Northwest Airlines

1med he subsequently spoke with the and
Mair, therefore, concluded that the

ave been planned anq communicated jn advance, (Exhibit 10)

incident, Anderson explained that

Northwest Airlines, contacted the d Traverse County Sheriff’s
Anderson asserted tha failure to 1n0tify TSA was the

problem associated with thig incident, He stated that AFSD had a

conversation wit after the incident ang tol that TSA should have been notified sooner.

incident Ieport mentioned onition, Anderson Commented that the incident
occurred during the early phases o TSA’s Coverage of the airport, and that Communication between

all entities involved at the airport hag Improved signiﬁcantly since that time, (Exhibit 3)

On November 29, 2004, the OIG interview ho indicated that all screeners
Teceive three hoyrg of TSA-mandateq trainj € training ig accomplished via the
TSA Online Learning Center, and through Scenario-based practical exerciges conducted at the

; added that g briefing book,
Containing standarq Operating Procedures, and other required reading, is utilized by managers to

his report jg intended solely for the
Pector General, This report remaing
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On November 30, 2004, the OIG Interviewed Mike Warren, Chief, Traverse City Police Department
_ (TCPD), who stated his department has participated with TSA in tabletop exercises,

55 Z | 7’!, and the aboye reported Jarge-seale disaster dril], Chjof Warren
Initiated Coverage of Ch

» also stated that since TSA? ﬁf
erry Capita] Airport, hig department hag had many meetings with TSA to
establish policjeg and procedyres for TCPD resp ituati resulting from TSA Screening
activities, He added ¢, 8- (Exhibit 15)
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emergency preparedness, had steadily improved. When asked if itial assesément of TSA
training as being “very poor” was accuraté,- said it was not. (Exhibit 5)

» Who stated that a Safety Action Comiittee binder and the
inder are both kept so they may be reviewed
stated that in addition to the previously reported exercises, a tabletop
a, Michigan airport, which is under the supervision of FSD Anderson.

The OIG interviewed
Emergency Operations
regularly by screeners.
exercise was held at the Alpen

-provided the OIG with a copy of an email from Mair in which he acknowledged that “Who to
call in an emergency is common knowledge.” Mair also acknowledged his responsibility for
providing training stating, “There hasn’t been much spare timeé for training. Staffing numbers are
tight. Last week there were six training items alone from.” (Exhibit 9)

The OIG investigation determined that both training and drills for emergency response are
regularly conducted at Cherry Capital Airport. With respect to Mair’s own preparedness, his
training included completion of a course “Identification and Reporting of Security Violations,
Threat Information, and Criminal Activity.” Further, he was required to be familiar with, and had
a copy of, a memorandum from FSD Alan Anderson dated December 9, 2002, “Security Incident
Response Procedures.” Moreover, the investigation determined that Mair’s supervisors were

notified of the qincident, promptly responded, and assumed control. This allegation

was not substantiated.
557
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EXHIBITS
NUMBER DESCRIPTION

| Letter from the U.S. Office of Special Counsel to Tom Ridge, Secretary, U.S.
Department of Homeland Security, dated October 20, 2004; and a Memorandum
from Secretary Ridge to Clark Ervin, Inspector General, U.S. Department of
Homeland Security, dated November 16, 2004,

2 Memorandum of Activity, Pre-Investigation Activity, dated December 14, 2004,

3 Memorandum of Activity, Interview of FSD Alan Anderson, dated
December 14, 2004, '

4 Memorandum of Activity, Interview of~dated

December 9, 2004.

5 Memorandum of Activity, Interview of~dated December 14, 2004.

6 Memorandum of Activity, Interview of-, dated December 9, 2004.

7 Memorandum of Activity, Interview of— dated December 9, 2004.

8 Memorandum of Activity, Interview of Cilerry Capital Airpoﬁ Employeeé, dated
December 14, 2004.

9 Memorandum of Activity, Interview of - dated December 14, 2004.

10 v Memorandum of Activity, Interview of Thomas Mair, dated December 9, 2004.

11 Memorandum of Activity; Interview of— dated December 9, 2004,

12 Memorandum of Activity, Interview of. - dated December 14, 2004.

13 Memorandum of Activity, Interview of Grand Traverse County Emergency
Management employees, dated December 14, 2004,

14 Memorandum of Activity, Interview of Ed F isher, dated December 9, 2004.

15 Memorandum of Activity, Interview of Traverse City Police, dated

December 14, 2004,
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nspector General. This report remains the property of the Office of Inspector General, and no secondary distribution may be made, in whole or in
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- Secretary: ..z

U.S. Department of Homeland Security
Washington, DC 20528

Homeland
Security

(4-2221

MEMORANDUM FOR: Clark Kent Ervin

Inspector General .
—_—
FROM: TomRidge™ /" A)‘*'
SUBJECT: Office of Special Counsel Referral in Regard to OSC File No, DI-04-2465

DATE: November 16, 2004

- Atiached please find the Office of Special Counsel (OSC) referral in regard to OSC File No, DI-04-2465.
I h§reby refer this matter to you to investigate and prepare the report required by 5 U.S.C. § 1213 for my

Teview and signature, Please note the time limitations for complying with the OSC’s referral and ensure
that I have the report back from your office with sufficient time to review and transmit. ’

www.dhs.gov




U.S. OFFICE OF SPECIAL COUNSEL
1730 M Street, N.w,, suite 300
Washingron, D.C. 200364505

October 20, 2004

The Honorable Thomas J. Ridge

Secretary ,
United States Department of Homeland Security S o
Washington, D.C. 20528 o : 0CT21 ‘g4 is'OJuA

Re:  OSCFile No. DI-04-2465

Dear Mr, Secretary:

one of these conditions exists, I am required to advise the appropriate agency head of my
findings, and the agency head is required to conduct an investigation of the allegations

and prepare a report. 5US.C, § 1213(c) and (g).

iMr i i ir's current address and phone number are: “



The Special counscl

The Honorabje Thomas J, Ridge
Page 2
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The Special Counsel

The Honorable Thomas J. Ridge
Page 4

Please refer to our file number in any correspondence on this matter, If you need
further information, please contact Catherine A. McMullen, Chief, Disclosure Unit, at
(202) 254-3604. 1 am also av

ailable for any questions you may have.

Scott J. Bloch
Enclosure |




Enclosurée

Requirements of § US.C. § 1213(g)

Any report required under subsection (¢) shall be reviewed and signed by the
head of the agency! and shaiy include:

(1) asummary of the information with respect to which the
investigation was initiated; S

(2)  adescription of the conduct of the inVcsﬁgaﬁon;
B a summary of any evidence obtained from the investigation;

(4 alisting of any violation or apparent violéiion of law, rule or
regulation; and S

5 a description of any action taken or planned as a result of the
investigation, such as: :

(A)  changes in agency rules, regulations or
practices; A

(B)  the restoration of any aggrieved employee; -
© disciplinary action against any employee; and

(D)  referral to the Attorney Géncral of any evidence of criminal
violation.

In addition, we are interested in learning of any dollar savings, or projected savings,
and any Imanagement initiatives that may result from this review.

! Should you decide to delegate autlion‘ty to another official (o review and sign the report, your
delegation must be specifically stated,
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- Mairand § eft several messages for each other and were eventually able to talk on

)

-S. Department of Homeland Security | , _ »
ffice of Inspector Genera] — Investigations MEMORANDUM OF ACTIVITY

Type of Activity: Telephone Contact

]Case Number: I105-TSA-CHI-01544 Case Tifle: TSA, Cherry Capital Airport

Pre—Investigation:

On November 19
of Inspector Genera] (DHS/OIG) contacted Alan Anders
the Cherry Capitol Airport located in Tray i i

Iso attempted to contact the complainant Thomas Mair.

On November 19 2004 SA

November 23% During the conversation, an arrangement was made to meet at a local restaurant ip
‘Traverse City. Mair also requested that S espond to an email confirming the meeting so
that he could have a record in writing of the Purposed meet. Mair stated that this was at the advice

of his attorney.

During this conversation, Mair made severa] comments to S about his current employment
status and his attempt to get himself reinstated to his previous position as a Supervisory
Transportation Security Screener with the Transportation Security Administration (TSA). Mair also
stated that he did not bring the issues of security up as adamantly while he was employed with TSA
because he feared repercussions from both the FSD and his assistant. Mair further stated that he
believed an invest; gation of the security concerns, substantiated by DHS/OIG, would make him
more credible in his quest to regain his employment with TSA and help prove, that the information

fficial Name, Tile, Sigﬁtgze, Date:

Name, Title, Signature, Date: ‘ Reviewi jf\
Y ; =
— Special Agent ' Thoma @ cial Agent in Charge

IMPORTANT NOTICE '
This report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly frorr} the Office of
Inspector General, This report remains the property of the Office of Inspector. General,.and.no .sccondary-distn'butien—maybcmade:mwhalﬂ)nr'

part, outside the Departiment of Homeland Security, without prior authorization by the Office of Inspector General, Public availability of the report

will be determined by the Office of Inspector General under 5 U.S.C. 552. Unauthorized disclosure of this Teport may result-in criminal; civil, "ot |-
&nim‘stmtivc Penaltics.
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Cherry_ Capital Airport

Airport Overview: ‘Located in
-service commercial airport offering major ai
home for the United States Coast Guard Air Sta

is a full
- s also

rescue services for the Great Lakes area.

scenic Traverse City,

Federal Security Director (FSD): Alan Anderson is a former deputy director and

lieutenant colonel with the Michj
retired as commanding officer of the state
comprised of the Fire Marshal Division,
Detective Division, and two Criminal In
He is a graduate from the University of
Public Administration degree from We

gan State Police

» Where he served for 30 years. He
police Investigative Services Bureau, which is
the Forensic Science Division, the Field
vestigation Divisions, '

Michigan in Ann Arbor, and holds a Master of
stern Michigan University. :

Information on Checkpoints
* Number of Checkpoints

° N umber of Screener Shifts

Number of Lanes

Number of Gates

Information on Baggage Screening

In-Line CTX 5500 EDS System
With two (2) CTX Units.
Percentage of bags screened
electronically: All checked bags
are screened with EDS
equipment. . ,

Type and number of equipment
in Checked Baggage Area:

- - Four (4) Batn'nger Ionscan

400B ETDs
- Two (2) Itemizer ETDs
- Two CTX 5500 EDS ‘

- Information on Employees

Total TSA personnel: 40

~(includes Admin Staff)

Total number of screeners

authorized (FTEs per week); 27
Number of screeners on-board:31
Percent Fulltime Screeners: 65

. Percent Part-Time Screeners: 35

Quick Facts Listing : ,
® Number Passenger Screeners: 28

1
2
.

and international:

.

Number Cross-Trained
Screeners; All screeners are cross

trained. '

Airport and Passenger Information

Number and type of Carriers

3 Commercial Airlines

Number of destinations, national
3 National

0 Interntl. »

Number of flights per year:
ARV: 5431
DPT: 5431
Number of terminals: 1
Number domestic passengers per
year: Enplaning: 194649
Deplaning: 159050

-Number international passengers

per year: - 0
Number of checked bags per
year: 220897

Tons of freight shipped per year:
2156

Percentage of screened baggage
alarms: '

T

Number Baggage Screeners—0
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® Average number prohjbjteq items
Intercepted 24 month; 240
Average Deadly or Dangeroyg

items Intercepted 5 month:.

AVerage number of security-

®
. ~ related incidents per month.
] SST

_ .

Hot Issues: The ne

Complete with ap in-line Invigjop CIX 55
- System is more efficient thap the previoyg

W Cherry Capity Airpo,

It termina] Opened in October of 2004,
00 EDS baggage System. This automateq
System of manually Screening and utilizing
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91U, Department of Homeland Security
Office of Inspector General — Investigations MEMORANDUM OF ACTIVITY

Type of Activity: Personal Interview Anderson

Case Number: 105-TSA-CHI-01544 Case Title: TSA, Cherry Capital Airport

On November 29, 2004, at 4:30PM, Special Agent (SA) J I and SA
Department of Homeland Security, Office of Inspector General (DHS/OIG) interviewed Alan
Anderson, Transportation Security Administration (TSA), Federal Security Director (FSD), Cherry
Capital Airport, Traverse City, Michigan. The interview took place in the FSD’s office in Traverse
City.

Prior to this position, Anderson was a thirty-year veteran of the Michigan State Police and retired
with the rank of Lieutenant Colonel. In his current position as FSD, he oversees five airports that
include Traverse City, Manistee Blacker, Alpena County Regional, Pellston Regional, and Chippewa
International. All are Category III and IV airports located in northern Michigan.

S first went over the concerns outlined by the Office of Special Counsel with Anderson.
Anderson had, prior to agents arrival, prepared a statement addressing the issues based on his
telephone conversation with S Anderson’s statement rebukes the concerns outlined by
Thomas Mair in his complaint to the Office of Special Counsel. Anderson listed specific actions he
and his staff had taken to correct safety issues or concerns that were brought to their attention, and
documents several training exercises that were conducted to insure the safety of the flying public.

Before discussing safety concerns, Anderson explained to agents why Mair was terminated from his
position as Supervisory Security Screener with TSA. The reasons were, failure to calibrate or cause
to have calibrated an Explosive Trace Detection Machine (ETD), failure to follow instructions, and
failure to fulfill supervisory responsibilities. An allegation that Mair made false statements was also
investigated but not supported.

The first allegation, from the Office of Special Counsel, is in regard to an unlocked door located in
the tunnel, which is part of the sterile area. The tunnel is an area between the unsecured area and the

 Airport Operations Area (AOA) in which baggage is loaded/unloaded. It is large enough to drive
luggage trucks and other equipment through and has garage style lift doors at both ends. These
doors are locked when not in use. There was mutual acknowledgment that this area has been
abandoned pursuant to the opening of a new terminal building.

Anderson explained that to get into the tunnel from the unsecured area an individual must g0 through
a locked door with either a cipher or key lock. Therefore access to the AOA from the door is

igidl Name, Title, Signature, Date:

b (3~A ¥ 0F
. Frost — Special Agent in Charge
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restricted. Nevertheless, TSA inspection guidelines do not require the doors to be locked. The
current TSA, Aviation Security Inspector (ASI)_and the former ASI, who is now at
Dulles Airport had inspected these doors as part of their normal inspection process.
TSA Headquarters also conducted a vulnerability assessment on October 27, 28, & 29, 2003, at this
airport, and did not observe this to be a problem. '

Agents brought up the concern to the Anderson that from approximately midnight until 5:00AM
there are no employees present at the airport. Therefore, if an individual would climb the airport
security fence, which is 4-6 feet high depending on the location, they could gain access to the sterile
area through these doors. The doors with the locks that prevent individuals from entering this area
do not have locks on the backside to prevent someone from leaving. Access could be gained that
would lead from the tunnel, past the checkpoint, and up the stairs to the sterile area. Any of a
number of situations could be imagined, with the most obvious being the ability to hide a weapon
and retrieve it later. Although both TSA employees and airport maintenance employees perform
security checks in the morning, these checks could be enhanced if they had knowledge of the sterile
area being breeched. Anderson said that the doors had not been examined from this point of view
and he fully understood the concern. However, this terminal is not longer in use and the new

terminal has locks on all doors.

The second allegation was that emergency lights, located in the same tunnel, did not work giuring a
power outage posing a security deficiency. Anderson acknowledged being aware that the lights

malfunctioned on at least one occasion and ex lained that repairs were requested by -
w and completed by airport maintenance personnel.

The third allegation was that a one-way revolving door from the sterile area to the unsecured area
presents a security risk. The one-way mechanism has been known to malfunction and allow the door
to move in both directions. Anderson remembers maintenance issues with the door that were
corrected, and recounted an incident that occurred on February 8, 2004. During this incident five
teenagers were able to defeat the door and enter the sterile area. This was discovered by a TSA
Screener and immediately brought to his supervisor’s attention. The incident was quickly solved
with the individuals being rescreened and a guard placed on the door until the problem could be
corrected. The door was either kept locked or a guard was present until it was repaired on February
10, 2004. (Security logs later obtained from Corporate Security Solutions and a repair invoice from

Windemuller Electric Inc. verify these statements.)

Anderson was asked to address the allegation that the alarm attached to the revolving door that

notifies security personnel of a breech or attempted breech was not audible because the speaker for

this door was located, over the door, which is about 75-100 feet from the open stairwell that leads to

the security checkpoint.- Anderson said that after the problem was brought to his attention, the alarm
- was moved to the top of the stairwell located above where the screeners perform their duties. The

speaker is very loud and can be heard throughout the airport.
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The final allegation is that personnel at the airport have not been trained in how to respond to
emergencies. According to Anderson, each screener receives a minimum of three hours of training
per week. This training includes normal screening procedures as well as responding to emergencies
that occur at the checkpoint or elsewhere in the airport. TSA Supervisor Security Screeners are
responsible for facilitating this training as well as role-playing emergency or threat situations with
screeners.

Anderson said that the airport has adopted an Bmergency Operations Plan and ol SN <=1
The plan is a collaborative effort between TSA

Administrators and Screener Supervisors. This book contains information on numerous situations,

both emergency and not, that may arise at the airport. The plan discusses how to handle each

situation and provides emergency contact information. Screeners are very familiar with this plan

and it is a normal part of their training. Also in effect is a plan to account for all employees in the

event of an evacuation. :

Anderson discussed the following large-scale exercises that were conducted in cooperation with
many other local, state and federal agencies as well as airline and airport personnel. Examples were:

April 14,2003: A table- top exercise was conducted at the airport. The scenario was an
approaching aircraft is experiencing difficulties that may or may not be terrorist related. Participants
included, Crash Fire Rescue, Traverse City Police and Fire Representatives, Ambularice Staff,

Federal Aviation Administration Personnel, TSA Personnel, local Airline and Airport Staff, Etc.

September 18, 2004: Grand Traverse County/Full Scale Disaster Drill. The scenario was a terrorist
group blows up a local dam and hijacks an aircraft at the airport. More information will be
presented in interviews with Grand Traverse County, Office of Emergency Managemen@

was very involved in the planning of this exercise. ‘ ’

S8

Anderson was asked about the allegation that Mair was forced to respond alone to
which occurred in February of 2003 in the early morning. Anderson explained that Northwest
Airlines Manager, attempted to “downplay” a possible threat that was received, and

A screeners and supervisors w.
conversations with airline personnel demanded to know what was occurring and responded

appropriately. Mair was the supervisor on duty and once knowledge of the situation was obtained he
immediately called and the 2t that time, -
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. ; Reports show that neither supervisor was on duty, but still responded to the airport
S5 7 According to Anderson, ook control of the situation.

i — T, directly. He stated th:

, had a conversation with, after the incident and to
that TSA should have been notified sooner!documented this conversation in a Northwest
Airlines Incident Report, a copy of which is attached.

FSD Anderson commented that the incident occurred during the early phases of TSA’s coverage of
the airport, and that communication between all entities involved at the airport has increased

significantly since that time. -

Attachments: Statement from FSD Alan Anderson

Documents pertaining to Thomas Mair

<<<T Reports from{i I Mair, NW Airlines -)- Security
Aviation Security Directive/Compliance Letter '
Cherry Capital Airport-Table-top info Dated April 2003
Emergency Operations Plan

L

Full Scale Drill, time line
Miscellaneous Training Documents
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To: Investigator SN Office of Inspector General, DHS -+ -

From: Alan K. AndedsBh Federal Security Director, TSA

Subject: Allegations from Mr. Tom Mair

Date: November 26, 2004

' INFORMATION

AN - this office on Friday, November 19, and indicated @l and a
colleague would be conductiné an investigation at Cherr_y Capital Airport, Traverse City,
ML, on November 29" and 30%, 2004. The-basis for the investigation is a letter of
complaint from Mr. Tom Mair. Mr. Mair was formerly employed as a TSA Supervisory
Screener at Cherry Capital Airport. ' .

Mr. Tom Mair worked for the 'Transportation Security Administration as a Supervisory
Screener from June 30, 2002 until June 28, 2004. He served initially as a member of the
TSA national mobile screening force and was subsequently assigned to Cherry Capital
- Airport, Traverse City, ML, in September of 2002. A Supervisory Screener is tasked with
-a key role in enforcement of federal guidelines with regard to passenger and baggage
screening. His defined responsibility as a Supervisory Screener was to supervise, coach,
manage, and ensure the performance and training of personne] that provide frontline
security. '

Mr. Mair was terminated from employment on June 28, 2004 for: (1) Failure to calibrate
- Or cause to have calibrated an Explosive Trace Detection instrument (as was his
responsibility), (2) Failure to follow instructions, and (3) Failure to fulfill supervisory
Tesponsibilities. An allegation that he made false statements ‘was not sustained due to
insufficient evidence. Attached to this document are: A copy of his SF50 which
indicates employment dates, a copy of his position-description as Supervisory Screener,
and'a copy.of the letter of decision to remove him from federal service dated June 28%,
2004 (Attachment 1). , e ‘

. CHERRY CAPITAL AIRPORT

Cherry Capital Airport (TVC) is located at 727 Fly Don’t Drive, Traverse City, MI,
49686. It is a full-service commercial airport offering major airline service. It is
administered by the northwestern Regional Airport Commission which consists of
representatives from Grand Traverse and Lelanau Counties. The Airport Director is
Stephen R, Cassens. Cherry Capital Airport is also home for the United States Coast
Guard Air Station, which provides search and rescue services for the Great Lakes area.
- TVCis classified as a CATEGORY IIT airport and approximately 195,000 passengers are
’ boarded each year. : . . ‘ -



Of recent significance is the construction of a new »terminal,‘ located at the above address, -
. which opened on Wednesday, October 27", 2004. A significant improvement is the
introduction of a new in-line baggage handling system, with two (2) explosive detection
systems (EDS), instead of the old Explosive Trace Detection (ETD) baggage inspection
System. Also new is the capability to have two lanes at the passenger screening
checkpoint instead of one. ' ~ -

TSA currently has .an allocation of 27 Screener FTEs at Cherry Capital Airport.
Screening personne] currently number 31 (including part-time employees), and we have
three (3) supervisors. TSA also has a current Law Enforcement Personnel ’ '

. Reimbursement Agreement with the Northwestern Regional Airport Commission. The
essence of the Reimbursement Agreement is a requirement that the airport provide an air
transportation security program that provides a law enforcement (or armed security) |
" presence and capability at the airport that is adequate to ensure the safety of passengers.
Issues beyond the purview of the screening staff are turned over to an armed security
representative of Corporate Security Solutions, and the security officer will in turn notify
the Traverse City Police Department when necessary. A copy of the reimbursable
agreement is available upon request, and a “Quick Fact Listing” regarding the airport is
attached (Attachment 2). S C

ALLEGATIONS

Absent a copy of the letter of complaint. the following response is based upon
conversation with Investigator ffice of Inspector General, Department of .
Homeland Security. This response is not intended to be all inclusive, and request is made
- toreserve the right to modify this response and to reply to other potential allegations as

they become known. It is my understanding that neither ﬁ nor .colleaguc
have had the opportunity to interview Mr. Mair.

1. Mr. Mair is alleging that 2 doors at the old terminal were left unlocked day and
night, and this was a danger to the public. One of the unlocked doors is believed
to be in the middle of the “tunnel” where baggage was searched and loaded on :

. tugs for delivery to the aircraft. Absent specific information as to exactly which
_doors he is referring, and absent information regarding under what circumstances

they were allegedly left unlocked, T will delay response pendi o
information. It will be helpful to also discuss this with
| as 'is the person with whom we would ‘work on such issues.

m first one to bring this allegation to my attention, and I have no
owledge that Mr. Mair, in his capacity as TSA Supervisor, brought it to the .
attention of anyone else. As already indicated, a move occurred to the new

' .terminal on October 27%. The old terminal is not longer being used, and there is a
strong likelihood that the building will be razed. :

‘2. Asecond allegation involves eme ency back-up lights in the tunnel and failure _
during a power outage. has information regarding such a e
. failure, am'_ and will be best able to address what was done regarding



- -thisissue--Regarding issues of concern that could involve significant capital
outlay, there was some logical reticence to putting a ot of money into the old
terminal when a new terminal was under construction and a move was pending.
A good example of airport responsiveness, however, was the installation of a
plexi-glass shield or window to prevent unscreened passengers on the first floor
from tossing items up to screened passengers on the second floor. The airport
complied with our direction. 4 '

. A third allegation involves a revolving door in the old terminal which was
designed to allow arriving passengers to leave the secure second floor, and to -
preclude departing passengers from entering the secure area. It is located at the
top of a stairway leading to the second floor, secured, passenger waiting room.
To my knowledge, problems with this door were first brought to our attention on
February 8, 2004. Teenagers were able to defeat the door and enter the secured:
area. When brought to our attention, we immediatély stationed someone at the
door to ensure unanthorized personnel could not gain inappropriate access to the
secured waiting area, and worked with the airport to repair/modify the door. The.
door was also designed to alarm when attempts were made to defeat its purpose,
and at our direction the bell for the alarm was moved to the checkpoint so LEO
- and Screening personnel could hear it. A PARIS record detailing this incident is
attached (Attachment 3). The door is an approved means of allowing legitimate
egress from, and prohibiting unlawful ingress to, the secure area. | .

- A fourth allegation involves personnel not being trai n how toreactto o
emergencies. Reference was allegedly madﬁn which Mr. Mair_5 5_7;
was personally involved, and there are recor -regarding such an incident on : L
February 8, 2003. The report of the incident is attached (Attachment 4),and I
believe it speaks for itself. Regarding personnel not being trained, I am not sure
of the exact personnel to whom he is referring, nor to which emergencies, but the
following will illustrate some of our activities and preparation.to date. This
process is ongoing as world events change and as vulnerabilities are identified.

- In regard to our Screening staff, training essentially starts with their Introductory

Screener Training course in which they are made aware of how to identify safety-
related areas and problems in the workplace, how to idcntify weapons of mass '
destruction (IED and Chem/Bio agents), and when to immediately notify their
supervisor and, in turn, a LBO. Security incidents, which require immediate
notification of a supervisor and/or LEO, involve positive identification of a threat
- item, positive identification of contraband/illegal items, and a breach of a secured
(non-public) area. The main focus is on how to effectively and courteously
perform the screening function, and when to inform a Supervisor and/or LEO.
Once an emergency situation is identified, it is the Screener/Supervisor’s primary
responsibility to notify the Armed Security/Law Enforcement Officer before
taking any further action. The expectation is also for the Supervisor to notify
his/her Screening Manager so that the Administration and, if pecessary, TSA

Headquarters can be notified of any incident.



Playing for whigh we have records include:

- 10/13/04 “Power Outage Emergency Training

In response to emergencies such as a fire alarm or other circumstance where there
is a need to evacuate the building, we did establish direction and a meeting point

outside the facility where all personnel could be accounted for. ‘While we have a -

vested interest in the well being of our employees as indicated by the

- development of our owri evacuation plan, safety issues such as these come under

the responsibility of the Airport and are regulated by the Federal Aviation
Administration. A new plan is in the process of development for our new
terminal at TVC. ' :

Asto recurrent training for our TVC screening staff,‘éach screener currently
receives 3 hours of training per week. Asa representative example of training

Teceived, a Student Learning History for Lead Screener is attached

(Attachment 5). While the focus is primarily upon improving screening

- capabilities and upon screener awareness of ever-changing threats, emphasis has

also been placed on emergency preparedness. For example, in November, 2002
cmergency preparedness input was requested from Supervisors. When this input .

. Was combined with Administrative concerns and direction, the result was an

Emergency Operations Plan which was completed and distributed to Supervisors
at all 5 of our airports in April, 2003. Supervisors discussed the Emergency Plan

“and were asked to train staff on the content.

Included in the Emergency Operations Plan is an emérgency contact telephone list
and step by step directions on what to do in the event of the followine:

» Fire Alarm, Hazardous Leak of Spill, Medical Emergency, Adverse
Weather Conditions, Power Outage, and an Undeclared Weapon or Gun. Also’
included are maps, weapons, and floor plans of the airport. The Emergency
Operations Plan books were most recently discussed and updated at a .
Supervisor’s Meeting in May, 2004. A copy of the book is available upon
request. _

As to specific Emergency ’Prep'arédness Training, Supervisors are expected to
facilitate training and role playing with Screeners on possible threat/emergency
scenarios whenever down time and scheduling permits. Examples of recent role-

On an ongoing basis, Screening Quality and Compliance Checklists (Audits) are
completed_ and three (3) hours of recurrent training (including IED

27




image detection at the X-ray, Role-Playing, and Standard Operation Proéed_d_re B
- Teview) is completed on a weekly basis. ' ' .

~ AIRPORT AND COMMUNITY WIDE EMERGEN CY PREPARATION

There are other aspects to security and safety at Cherry Capital Airport which are
exemplified by the Airport Security Plan (ASP) and the Cherry Capital Airport
Emergency Plan which covers such incidents at the airport. A-copy of the Cherry
Capital Airport Emergency Plan is available upon request. The issue of '
emergency preparation and response also extends into the greater Traverse City

- community. Emergency preparation activities have been conducted with officials
from the airport, the Traverse City Police Department, the Grand Traverse County
_ Sheriff’s Department, the Grand Traverse County Office of Emergency

- Management, the Michigan State Police, the Federal Aviation Administration, and
the United States Coast Guard, to name a few. Emergency preparation activities
to date include, but are not limited to: o

April 14,2003. A table top exercise was conducted at TVC involving an
‘approaching aircraft experiencing difficulty which may or may not have been -
. terrorist related. Participants, to name a few, included representatives from
Emergency Crash Fire Rescue located at the airport, the Traverse City Fire and

Police Department, Ambulance Staff, the Federal Aviation Administration,

Cherry Capital Aj irlines, and the Transportation Security
* Administration. acilitated the exercise.

. September 18, 2004. A Grand Traverse County Full Scale Disaster Drill was

~ conducted on Saturday, September 18, 2004. The scenario involved local
terrorists blowing up a dam and hijacking an aircraft. Participation was extensive.
- TSA was represented at the Emergency Operations Center. The exercise was



~

~ suceessfully conducted, drid further detail is available as nesded. Tn addition, =

'AFSD Screening ﬁwas involved in many of the pre-planning
meetings. ' :

'ADDITIONAL INFORMATION |

- If necessary or helpful, further records and/or information can be provided
regarding crisis management and role playing. Administrative Staff Meeting
Minutes, in which occasional reference 1s made to some of the above, can also be -
made available. S : =
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The statement below is from the official TSA Website: -

Supervisory Transportation Security Screener V(‘STSS):

Supervisors play a key role in enforcement of new more stringent federal guidelines

with regard to passengerand baggage screening. Responsibilities include:

* Supervise coach manage and ensure the perforrﬁance and training of
personnel that provide frontline security
* Position '

- G Band (Word 347KB)




Job Analysis T oo? :

Type of Action: (Check one below) , IPPS No:

XNew [ =[] Temporary P;omotiog o L] ]
hire Promotion Reassignment A B Demotion  Detail
Job title: Supervisory Transportation Sécurity Screehér _ |

Series: 019 ’ Cate'gory:v Speciélized - |Level: MGR3 |PayBand:G

Duties and Responsibilities: Functions as a level 1 Supervisory Transportation Security |
Screener responsible for supervising personnel performing pre-board security screening of |
persons and their carry-on and checked baggage. o

Implement security-screening procedures that are central to Transportation Security
Administration (TSA) objectives that will serve to protect the traveling public by -
preventing any deadly or dangerous objects from being transported onto an aircraft.
Conducts screening of passengers and/or baggage, and/or cargo.

Participates in information briefings concerning security-sensitive or classified
information. : ‘

Assists management with inquiries for information or investigations that may be initiated
‘against a regulated party. Oversees the screening checkpoint on-a day-to-day basis to
include equipment with personnel. Schedules an adequate number of screener personnel
to provide for efficient and effective screening of all persons, their baggage and cargo.

Provides guidance to lower-staff on resolving difficult technical issues. Coaches staffin
customer service, technical approaches and other duties related to passenger screening.
Resolves all but unique technical problems without the intervention of management or a
more experienced technical specialist.

Maintains communication with management regarding issues that might reveal a weakness
or vulnerable area of security screening that is discovered in the course of screening duties.

Works with a full team of transportation security screeners, supervisors, and law-
enforcement personnel at checkpoints and airport security staff and management.

Directs the work of subordinate erhployees, Sets priorities; assigns tasks, monitors and
evaluates performance; coaches and develops employee capabilities; approves leave; and
takes or recommends corrective/disciplinary action, as appropriate. '

Resolves routine problems independently, but consults with hi gher-level management
when existing guidelines are not available or applicable for complex problems. May be
called upon to assist in the development of new policies and procedures.

Maintains communication with supervisors regarding any issues that might reveal a
weakness or vulnerable area of security screening that is discovered in the course of
' screening duties,




KSAs: (List each item)

Knowledge of the theories, dynamics, and factors underlying the aviation screening
process to enable authoritative and independent handling of screening functions.

Skill sufficient to operate all advanced technologies sécurity equipment at screening
checkpoints. : ' ,

Ability to interpret and apply federal, agency, and TSA personnel policies, processes
and procedures. ' _

Skill in working with the public to include resolving conflicts, communicating process
and procedures, and enhancing understanding of the TSA mission, vision and values.

Ability to manage a diverse workforce and lead others, including planning and
assigning work, improving and controlling performance, selecting employees, and
promoting EEOQ, human rel'atiogs, and employee participation.

Other:

Optional: Selective Factdr/Quah‘ty Ranking Factor(s): (List each item)
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Security |

%7 Administration

Date:  June 28, 2004
To: Thomas A. Mair
\ : Transportation Security Screener
From: - Michael Deegan
' Assistant Federal Security Director
Traverse City Regional Airport
Subject: _ - Letter of Decision to Remove |

REF: : #401287/TVC/NC/ME/me

On April 29, 2004, you received a written Notice of Proposed Removal signed by TSA Screening
Manager - The notice proposed to remove you from your position of

Transportation Security Screener (SV-0019-G) for faiture to perform required pre-shift g
operational checks, failure to follow instructions, failure to fulfill supervisory responsibilities and
false statement. ' : . o .

You were gi_vézi ten (10) calendar days from your receipt of the proposed notice to submit a reply
+ orally, in writing or both. At the request of your counsel, you were also given an extension on _
this time limit and ultimately submitted a written reply from your representative, Mr. Lee ‘ o

“ Hornberger on or about May 21, 2004.

Ihave carefully considered all of the evidence of record, including the notice of proposed
remioval, the documents used to support the specifications and your response to the proposal. As
the deciding official, I am responsible for reviewing the allegations and supporting
documentation, and rendering a final decision. ' '

statement was inaccurate in that
tatement said thatdilil

In your reply, you state that Lead Security Screener

~ Screener did not report for duty until 1410 and

oK the ETD log at about 1310. You also said that g did not calibrate
the ETD for the afternoon shift, The Checkpoint SOP Chapter 3.4B requir

' machine must undergo a successful calibration/verification test each day - 55?___7:_ "
§§ — WW This means that it was your re onsibility to perform a -
‘ caiibration/verificgtion test . '
157

52

arch 25, 2004 statement about the March 1, 2004 incident may
time Screenc;”checked the ETD log, the fact that you did
not accomplish the required calibration/verification checks is accurate. Further, in your March

U.S. Department of Homeland Security s Transportation Security Administration
701 South 12% Street * Arlington, VA 22202 » 571-227-2829 » httu_://www.ts&zoy
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Your representative also argues that the calibration/verification of the ETD machine is not an
operational test because it does not appear on the Daily Operational Testing of Equipment form.
The calibration/verification of the ETD machine is an operational t

I find that the evidence supports the fact that on March 1, 2004, you failed to calibrate or caused
to have calibrated by a subordinate the ETD, as was your responsibility. Ultimately, the
respousibility for the proper operation of the screening machines rests upon the management

. official on sight. Your failure to accept this responsibility endangers the traveling public and -

undermines my confidence in you. As such, this Reason 1, specification 1 is sustained.

Iy'arguexe that it was Lead
irj e first violation of

Asto Reason 2, specification 1, Failure to F ollow Instructions, your re
rc;sponsib' i report the violation of SOP '

1t was your responsibility to report the violation.
d that specification I'was sustained. SRS —

cor

el

S

Concerning specification 2, in your reply, ybu state tEat Training Coordinator Wil did not
notify you that you were the main specified POC for Traverse City but rather that you were the
alternate. I find that the evidence indicates that you told both the HAZMAT contractor and Lead

W you were unaware that you were responsible for HAZMAT pickup and that youhad

no information about HAZMAT processing. I find that the évidence supports that on January 13,
2004, you were informed by Training Coordinator MMM, that you were the alternate POC
for HAZMAT pickups at TVC, and you acknowledged the January 13® e-mail in a January 18%
response. In a March 18, 2004 e‘mail to Screening ManagerdSi iR, you state that you did
not open the attachment to the January 13® e-mail as an excuse for not knowing you were
responsible for the HAZMAT pickup but your January 18, 2004 response to WP indicates
that you must have opened the attachment. I find that specification 2 is sustained. -

. As to Reason 3, failure to fulflﬂ supervisory responsibilities, in your reply, you state that you
‘ gave* the forms to cancel Jiphealth benefits that you received from HR

Specialist SN on December 27, 2004 and that4“apparently misplaced the forms”.

 The evidence indicates that in a January 17, 2004 e-mail you asked U8R for the forms

" again inferring that @il#had not replied to your original December 27, 2003 request. You make

no mention of ~ misplacing the forms. Consequently, I conclude that you did not
give §Mdthe forms resulted in the screener paying additional premiums on unwanted insurance
and specification 1 is substantiated.

I find that specification 2 is not substantiated because the Notice of Proposed Removal contains
insufficient information. As to specification 3, in your reply you state that you did not know
about the supervisor log. The evidence indicates that Screening Manager announced the
implementation of the supervisors log at a January 27, 2004 meeting with you, and Supervisors

and JENENNEP. Supervisor @Memade the first entry in the log on the following
day. The only entry from you is dated April 4, 2004. Consequently, I find that you were
informed about the supervisor log and specification 3 is substantiated.

Lastly, as to Reason 4, Making False Statements, I find this reason and specification although
supported by the‘evidencc is ot sustained because more evidence was needed.

j In reaching my decision, I considered several other factors including your length of service, past
- performance and your reply to the notice of proposed removal. I find your explanation of the

U.S. Department of Homeland Security e Transportation Security Adminisfxzfdon
701 South 12* Street » Arlington, VA 22202 o 571-227-2829 o http://wrw tsa.gov




events surrounding your removal to be incredible and unpersuasive. First and foremost you are
respansible for assuring that the equipment you-and your subordinates use is operating correctly .
) and within the guidelines of the SOP. Failure to conduct an operational check

5 §I - is an offense that requires removal for the first offense. Asa Supervisor Tansportaion
: ‘Screener, you are held to a higher standard of conduct. Your entry in the daily log sheet
that the ETD machine went unused is contradicted by reason and your own March 25, 2004
statement. You have violated the trust and confidence I had in you to perform your duties and
simply tell the truth. I no longer have confidence in your trustworthiness or your ability to
perform the essential functions of Supervisory Transportation Security Screener in a
professional manner. ' : :

>y

I find that the decision to remove you from Federal Service iS an appropriate peha_lty, in the best
interest of the TSA and is for such cause as will promote the efficiency of the service.

‘ Accordingly, your removal will become effective on June 28,2004, .

You may appeal this decision to the TSA Disciplinary Review Board (DRB) within thirty (30)
days following the effective date of this decision. The address for filing an appeal is: -
Assistant Administrator for Human Resources Management ,
Transportation Security Administration (TsAa-21)
Attention: Disciplinary Review Board Coordinator
601 South 12 Street A
Arlington, VA 22202-4204

- A copy of TSA Managemerit Directive No, | 100.77-1, Disciplinary Review Board, which
contains applicable requirements and procedures, is attached to this letter as well as the -
. Disciplinary Review Board Appeal Form to use if you elect to file an appeal. Questions
concerning the appeal process may be directed to '

If you believe this removal resulted from discrimination or harassment based on race, color,
religion, sex, national origin, disability, age, sexual orientation or reprisal, you may make a report
to the TSA Office of Civil Rights (1-877-336-4872). If you choose to make a report to the Civil |
Rights Officé you must do so within 45-calendar days of the effective date of this action.

You must return all TSA issued property including ID badge(s), uniforms, equipment and
manuals. You will not be allowed to access TiA offices or any other TSA facilities. Therefore,

please contact —, at to arrange an appointment for out-processing.
If |iu ive any questions regarding this liotice,.please contact“

2 ______ 3

 Please sign the acknowledgement of receipt below. Your signature does not denote agreement
with this action; it only represents recéipt of this notice on the date signed.

Michael Deegan 35/
AFSD Traverse City Regional Airport
Attachment: TSA Management Directive No. 1100.77-1, Disciplinary Review Board

U.S. Department of Homeland Security o Transportation Security Administration
701 South 12" Street » Arlington, VA 22202  571-227-2829 « hitp://wwrw tsa.gov



Acknowledgement of Receipt ~ Date |

‘Delivery Information:
Hand Delivered By S  Date
Mailed By | .~ Dae

Name/Signature: I certify that on.this date I mailed Date ,
via FedEx, regular, and certified mail this notice to the addressee. R

U.S. Department of Homeland Security e Transportation Security Administration
701 South 12% Street o "Arlington, VA 22202 o 571-227-2829 « htto://www.ts&gov
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Anderson, Alan

To:
Ce:
Subject:

! S! !! a‘ich Contact

Want to inform. you about what was initially reported as

inally, regarding Sha T e ——

Alan Anderson
F.S.D.

TVC - Cherry Capital Airport
> [ - S—_—




o

Incident Report

February 8, 2003

@NORTHWEST
AIRLINE S

i .

sdse

KLM Royal Dutch Airlines




Customcr Service Manager - TVC




INCIDENT REPORT

- 0330
. Saturday, February 8, 2003

-%ﬁé

As reported by Tom Mair, Supervisor

H brought -into‘ the office to relay the mforma’aon to me. They
ought I'may already know about the situation.

S 56.7:‘

Lassessed the situation with ﬁand determined that the threat gy < S 7

I fo]lowed thc followmg steps to resolve the threat:




According to NW and Sheriff's Dept officials, the threat was made to a pilot (one of two
pilots), of the aircraft, by a female who knows the pilot. The pilot contacted NW on
Friday, February 7, 2003 with information about the threat,

Ibelieve we should have been told about the si_tuation by NW ahead of the opening the
checkpoint, since they had the most control over the information regarding the threat.

NW should have shared the information with the TSA and let the TSA decide the
height/importance of the threat.

By discussing thé matter ahead of time we could have évoided all or most of the trouble
at 0530. } ' " »

Flight info:

NWA #3368 at 0630
NWA #3501 at 0700 - .
UAL #5875 at 0716



Northwestern Regional Airport Commission

p(JHERR Y
CAPITAL
e ||AIRPORT

TRAVERSE CITY, Ml

_ October 9, 2001

Airport Certification/Safety Inspector
- Airports Division .
2300 East Devon Averue

‘ Des Plaines. IL. 60018

Dese )

I'am writing to inform you that we completed our FAA-required tabletop review of the ;
Airport Emergency Plan on Wednesday, October 6, 2001. T have enclosed a sign-in sheet
of those who participated. Also, we completed our Airport Emergency Plan exercise on
Saturday, October 8%, T have also enclosed a scenario from that exercise for your review.

R R P VA SO PN SRS bk eadras e

Cemracctng e et e

If' you have ,mg quesﬁons about the tabletop or the éxcrcise_:, please contact me at

Sincerely,

_ ’ ’ \

Operations Manager

rt Access Road
"City, Ml 49686




0 o ‘ . " Northwestern Regional Airport Commissior

TRAVERSE CITY. Mi

- Cherry Capital Airport
Airport Emergency Plan
Table-top review
October 3, 2001

Scenario - -

(Responses)

\dministrative Office
- 330 Airport Access Road
‘.{'ravexse.‘City, Ml 49686

231-947-2250
Fax: 231-947-4329




‘TVC ~
EMERGENCY OPERATIONS

1. Phone List

- Tl4.  Fire Alarm .
15.  Hazardous Materials Leak or Spﬂl
- 16.  Medical Emergency |
17.  Adverse Weather Cond1t1ons
Power Outage |
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TSA TELEPHONE BOMB THREAT CHECKLIST

Time Received Time Ended

Date

Exact Wording o(Th:'—at

QUESTIONS TO ASK: CALLER’S VOICE:

1. When is the bomb guiné to explode? 0 CALM O CRYING O RASPY o .
DO ANGRY D'NORMAL . [ DEEP

2. Where is'it right now?

3. What does it look like?

"

& Whatlind of bomb isit7___

OEXCITED  DDISTINCT ~ ORAGGED

D SLOW OBLURRED O CLEARING THROAT

NS What will cause it ‘to explode?

§. Did you place the bomb?

7. Why?

8 Where are you now?

 ORAPD OWHISPERED D CRACKING VOICE
0 SOFT DNASAL 0 DISGUISED
DLow . msrunm  DACCENT ,‘
O LAUGETER - DLISP. O FAMILIAR™ =
BACKGROUND SOUNDS:
U STREET DHOUSE NOISES = D CLEAR
OCROCKERY D 'MOTOR' 0 STATIC

D OFFICE MACE. D VOICES 'DLOCAL-

OPASYSTEM  DFACTORY MACE 0 LONG DISTANCE

3. What is your name?

10. Whatis your address?

Sex____ Race_

Remarks:

Age

0 MUSIC ‘D ANIMAL NOISES 0BOOTH

O OTEHER ‘
THREAT LANGUAGE:

0 WELL SPOKEN (cucatedy” - DFOUL .
OTAPED - D IRRATIONAL

U MESSAGE READ BY THREAT MAKER D INCOHERENT

s

REPORT CALL INLMEDIATELY TO TSA BEADQUARTERS CONT. ROL CENTER AT

Nnmc,

- (571) 2272600

Telephone: o ‘
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Medical Emergency - o L e

~ sereening checkpoint. In the evefit of 2medical emergency, the following procedures shall
* be followed. S : I

o Amedical emergenicy is defined asag:y instance of illness; infury, or incapacitation at a TSA

. Actions to be taken for sick or injured TSA employees: |

s to be taken for sick or injured passengers: - N
1. Immediatély assess the needs of the injured or sick passenger.

2. Ifnecessary, contact an ambulance or first responders.

3. Notify Airport Operations, . . e :
4. Ifnecessary, close the checkpoint. Move the passenger to reopen the checkpoint
only if it can be safely done without adding to the mjury or-illness -

Action,

Ifa mcdlcalcmcrgcncy 15 declared on a
th

flight, either inbound or while boarding, -
e Supervisor will coordinate and assist irline and airport personnel. Medical

o / o first responders shall be escorted. Immediately éontact a Screening Manazgcr. -
o _ 8. The On Duty Supervisor, or designee, shall note all action taken in the daily shift
o -+ summary, inform the Screening Manager, and complete 2]l necessary paperwork.




 MEDICAL EvERGENCY CHECKLIST - .
2 Evaluatﬁ -in],uri d assist cn;pioycdpasscnggf _ | . TIME: ] .
' at checkpoint. - , e
3. Cbntacil911 if necessary | T]ME——_.____
1 4 Co.n'tact Airpoft Opcratio%xs TIME
s Contact SCrccnmg Managq# T.IME:__T___‘

Cc]l:-

. Rerhove cmployee/passenger from checkpoint.
~ if approprdate. PR

’l./._l?s”UPCTViSor § are responstble for completing appropriate
JO'CumeiztS.izivolying injury or sickness. |

" This bolicy is not intended to be all inclusive or to preclude the use of goodjudngenf\ax'
conditions warrant, . . S - -

1122004




'SEVERE WEATHER

N

e - Thc followmg security plan has bccn estabhshcd to give direction to the on-duty TSA 2
- Supervisor in the event a severe weathcr condmon 1s issued for the airport and
surrounding area. - o . C :

1. thn severe wcathcr is 1mmmcnt, notify a Scrcemng Manager. If the mrport ceases
: "+ operations, close’ the Checkpoint and Check Baggagc areas and move to the temmnalr
o ' boiler room. This is Jocated across from the Nahonal Car chtai ofﬁcc and the,
S Womcnsrcstroomonthcl“ﬂoor L _7P L
SRR 2. If the airport is closed, notlfy TSOC — @KQ/’}/O 4-'

3. Rcsumc normal opcratlons thn thc “All Clcar is gwcn

el e
’ P2

: 733 pou‘y zs,nar/mtem‘fed to lz,%g_ll mclmve no;\% the use of good Jud,gmﬁnt as -
R condztzonu*warrant ' :

. 1123/04 -



LO CAL WEATHER CONDITIONS CHECKLIST

1 Nature of Wcathcr condmon .

- , 2 Contact thc SCICCmngManagcmé;ﬁ ////L—Z- e TIME:

| . 3. Assist aitport staff if needd.

4. Dlrcct passcngcrs & staff to safc arcas L L L (

( M!/}M | . Acco‘unt for all screcnmg staﬁc at safc arca.

s . B v T e ey s B
Aoy - - Bylia ¥ a, T, .
Tt L g < 4% e SRC o
. . ~ e
R P R P -~
. . e @g -
-

1nns



‘Power Failure

. Intheeventofa POWeEr f@il}irc, the following pggcaddrﬁs will be followed:

: 69 /[/ - . Contact Supervisor, - -
L ' . Contact Airport Operations.

Contact. Screcmn g Managcr for changc of status.

Checkpomt Procedures . » B .v; . e v
: Immcdlatcly notify all camcrs of the power fallurc : - L St
p ‘ﬂ"“P&?Qf‘I‘Vgn will be hand- Wandcd and alt bags wﬂl be dmﬂfxd aﬁcf hana scarched. e

""7‘“" .A P B ~>ﬁ_ x,,_. .\m{-.,-.;.‘ % cg 5 . o g

These procadure.s will continue umti] power has beén restored.

" This policy is not intended 1o be all mcluszve not 1o preclude the use of good ]udgnwm as -+
condzrzon.r warrant. : ~ :

02/19/04




Firearms

ke

A;F.i\réariﬁs Found at the Chec o‘ix;t o N ' T
Actions to'be taken 1 Screeners: o ? .

-

Undeclared Kirearms, or Loa

ded Declared Firearms in Checked B ';lggége

Actions t(i be taken by Screen ers:

P B b



PHONE LIST T‘JC

“EMEHGENCY Pohoe Ftre Ambulanoe R : é 9” o
[CastNams |First Name Office # Cellular # Home ’

. JAnderson - JAlan .

| _ TSCC (Transportatton Secunty Coordnnahon Center)

Traverse CxtyPchce Department Ch:ef Mlke Warren

- -|Grand Traverse Sheriffs Department Sheriff Scoft. Fewms s o

- [Traverse City.Fire: Deoa:tment

ChIEf Ed Fisher:

FBfTra*geree Cxty@f%e

e

[FBI stpatch Detro:t

CJicE T I s
‘ Local Emergency Planning Coordmator ﬂ BE
-|Grand Traverse Central Dispatch - Non Emergency T

FAA Control Tower

] TVC Ajrport Admlmstrati‘on Office

Alrport Manager -

1Deputy Airport Manager

Operations. Manager

|Airport Fire Department

'[Operations Supervisor ' ol

Airport Maintenance

. Ajrport Secunty (Corporate Securzty solut:ons)

Emergency #

) Northwest

1United

American o}

| .,‘.1:.;122(2004.4.,, A S Q»@JN”?L/&‘W Xa/a




Transportation Security
Administration

NOV -7 g

MEMORANDUM FOR: JOHN E. SHKOR, CHIEF OPERATING OFFICER
GALE ROSSIDES, CHIEF SUPPORT SYSTEMS OFFICER -
CAROL DIBATTISTE, CHIEF OF STAFF E
- ALL-ASSISTANT ADMINISTRATORS AND DIRECTORS

e a& v‘

: DEPUTY ADMINGST TOR _ )
SUBJECT: Identification and Reporting lof Potential Security Violations, N
' , Threat Information, and Criminal Activity o
PURPQOSE

This mémorandum establishes a protocol for immediate use by all TSA employees and
contractors to identify and report potential security violations, threat information, and -
criminal acfivity. ' : o

the public’s cionﬁdenc_:e. ' : e

N The proce&ures ’detailéd below and illustrated in Figure 1 (attached) rely on each of you a
- to make an initial assessment then immediately report those threatening -
* communications to staff in-one. of two TSA organizations:

Report potential security vidlaﬁons,.threat information, and criminal activity

involving thenation'stransgortation system to the Transportation Security

Coordinating Center (T. SCC); and

. Repbrt potential security violations, threat information, and criminal activity
against TSA, its facilities, or its employees and contractors to TSA's Office of
Security. ' I ‘

Please use a new Threat Assessment Worksheet to documenting these communications

(copy attached). Additional information and a downloadable version of the Worksheet .

" wi!l be available on TSAWeb at 'bitg://tsaweb.tsa.dot.qov/. Please treat these

-communications as evidence of a crime. Do not discard, delete, alter, take notes on,
tear, -or fold them. o ' :




-THREATS DEFINED

Threats include any language expressing a pre'seri\t determination or intent to injure or -

- kill a person, breach security, or damage propergllnow or in the immediate future, This

indude_s an already completed act that poses a cyrrent threat. Examples include:

* Any unauthorized exp!os‘ive, incendiary, weapon, or other prohibited item that
area;

* Any security breach creating a current or imminent threat, including
Unauthorized access to a sterile area or breach of perimeter security;

Any imminent use of g Man-Portable Ajr Defehée System (MANPADS) or
-other missile threat; and : ' : .

. Any imminent hijacking.
PROCEDURES . |
* Assess the Threat |
Review and become famifiar with the definitions anci exampies listed above.

Remember, these are just a few examples and arg not the exclusive universe of
potential threats. e

2. Document the Threat ,

If you receive a telephone call, voicemail n‘iessage, email message, fax, letter, or

- package that You believe presents a threaf — doctiment it on the Threat Assessment
- Worksheet. This form is attached to this memora?dum and is also available on the

TSAWeb at: http://tsaweb;tsa.dotgov/.

ALy

Be prepared. Print and store a fe
now in the event

Voicemall Messages -

was, is currently, or will imminently be placed aboard an aircraft orin 3 sterile

457




‘Report Threats Against TSA Its Facilities, pr Its Emdloveés and Contractors to -
TSA’s Office of Security. ‘ oo S

’ 'Teléphone Calls —

Faxes or Letters. -



NON-THREATENING. COMMUN!CATIQNS

Finally, non-threatening communications can be referred to the TSA Contact

. Center (TCC). This organization, located in the Office of the Ombudsman, is
responsible for preparing timely responses to inquiries and concerns from a variety of -

sources, including the traveling public. They can% reached at (866) 289-9673 or via

email at Tel TSA@dhs.qgov or TSA-ContactCenterf@dhs.gov. o

 Attachments (2)
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Transportatlon B . : Threat Assessment Worksheef
ecunty ' ' : '

Admmlstranon

Ty A,_

e, {}rIts BNEe gu_“vv‘

YR 3 E . RN ;
Your Name: . ©__ Date: ‘ ' "Time Received:
‘ Your Office: Your Email: ' 'Pixonie #: ‘ ' i
Threat Delivery: [ Telephone DAVoio‘c Mail - [] Email " [ Facsimile [ Mail/Letter
Attachments to thiis Worksheet; [ Email Mmgc ‘ [ Facsimile . [ Mail |

Dcscnbe ‘the Threat (Use Exact Wording if Poss’ble)

« For Teleghomc Thrcats'

" Nameof Caller: - : S _Ehgnc Number of Callcx"

Sex of thecaller: " Male Female

Csller’s Voice: ~ ' i . ,

___Calm . __ Excited __Siow _Rapid —Soft

—_Loud *Crying " Formal Umusual  Distict
__Stutred —_ Stutter . Lisp —Raspy Doz

—_Disguised Wi —_Acoeat —Ragged -

Backeround Noises: ’ . ‘ ' e

Street Noises - Factory Machinery - Telephone Boota —_PA System Lang Distance
. House Noises __Stati — Motar —CarPhone  __ Music
.Rword of Confirmation

Coutact Name: . o Date ﬁ»'ﬁme: - Phone#:




ddddddd

. Page 12. Date of Assessment: Change from November 2003 to October 2003. - 5 ;

Ahderéon,_Alan . S Jve S ///693

Subject: RE: | ss7

Thanks for the opportunity to review. You have asked for feedback on any potentially contentious issues, and ]
don't think there really are any.

Yy understanding is that this is going to

at the airpo

I do have some feedback, however, that | hope is helpful and constructive. For example, regarding the.firs‘:t
paragraph in the Executive Summary: | would recommend you state that TVC serves 'Nonhyvester_n Michigan®
instead of just Traverse City and Grand Traverse County. Also, while the airport may be about 2 miles from the
center of Traverse City, it is.still within the city fimits and not *2 miles from Traverse City". :

Paragraph 2: The Cherry Capital Festival in July is known as “The National Cherry Festival*..

Paragraph 3: The new terminal will open in the Fall of 2004, not 2005.

-Page 3. First paragraph. The‘assessrhent took place October 27-30, not November 3-6.

~age 15. For Scenario 2.

Hope this helps. Thanks. Seé you here some fime in warmer weather.

Alan

Alan An . “=on, FSD
Transportatior “ecurity Administration
U.S. Departme:nt of Homeland Security
1769 Forest I1.dge Dr, Suite B

~ Traverse City, M 49686 o

—-Original Message-----
" From:
Sent: Wednesday, November 19, 2003 4:01 PM
To: Anderson, Alan

o
_ ST+

Subject: (N

Gentlemen‘,




Message oo ‘Page2of2’ -

Please review for content and give us feedback on any potentially '
. Contentious issues. )

- indicated I could send this to you as well and that I
could expect feedback on Friday... Please do not release to

anyone else until-_sends you _j?j’ ,

Password for Zip file in next email.

Regards, .

erations)

- Aviation Security Measures -

Office of Aviation Operations o
Transportation Security Administration
U.S. Department of Homeland Security

Office -
Cell -~

WARNING: This document contains Sensitive Security Information that is controlled under 49
CFR 1520. No part of this document may be released to persons without a need to know, as
defined in 49 CFR 1520, except with the written permission of the Under Secretary of

Transportation for Security, Washington, DC. Unauthorized release may resultin civil penalty or .-
- other action. For U.S. Government agencies, public release is governed by 5 U.S.C. 552..




Sy

CHERRY
= CAPITAL

* Northwestern Regional Airport Commission

October 15, 2003

Mr. Alan Anderson

Transporation Security Administsration
1760 Forest Ridge Dr., Suite B

Traverse City, MI 49686

Dear Mr. Aﬁderson, o

The Cherry Capital
partnering up
and will be
officials from Washin

y
gton, D.C.

T ask your attendance for table top exercises on both Tuesday, October 28, 2003 and
Wednesday, October 29, 2003 from 8:00 am. to 4:00 p.m. The exercises will be held at

the airport administration offices on the second floor of the main terminal. Please meet in
the lobby and you will be escorted upstairs.

Please advise me if you have any questions or concerns at L
Please also invite any person that can assist or will participate in the Airport’s Emergency
Plan.’ ’ ' o '

.Sincc:y, _




_Oct 10 03 09:00a S

Title FirstName LastName Company Addresst City .State PostalCode
: . Chief  Ed Fisher Traverse SI0W. Trave MI 49684

| City Fire  Front e o |
v W : Departmen  Strect City - ‘ , ,
5{@ h]{ Chief Wayne _Hanna GT Metro 879 Trave MI 49685 y / } W
' 4 — ‘Fire Parsons rse :
, ¢/ A Departmen . City : : P

. ' t : "
: GT County 400 Trave MI 49684 (/
//1 () /ﬁ 1% ' ; Emergency Boardman rse s

Manageme Avenue City
at ;

‘Chief © Mike % Tmverse 320 ©  Trave MI 49684
City Police ~Washingto rze

,/\/VMW Y gy o o, e e CMW

Dep n City
— Gand 320 Trave MI 49684
4 ) Traverss ~ Washingto rse
‘ . County n ’ City .
Sheriff :
. Michigan 218 W, Trave M 49684
B State 14fh Strect  rs¢ -
P . Police : City
MY S <~  P0oBx Tee Mi 4565
, ] Burcau of 924 rse - S
‘ Investigati City
on

Ny “,NWReg, 11056th  Trave MI 49684
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0730

0730

10800

S5z

0830

0915

1130

Grand Traverse County Full Scale Drill Time line
Saturday, September 18, 2004

0700 - | |
All airport player/actors arrive at the airport maintenance building for moulage

Airport evaluators, observers, and facilitator arrive at the airport maintenance
~building :
All Brown Bridge Dam player/actors arrive at‘house for moulage

0730 . ' A
. Brown Bridge dam evaluator and facilitator arrive at ~ house

Brown Bridge Dam portion of the full scale narrative begins

0800 :
The Grand Traverse County EOC is opened and activated

. ~ Grand Traverse Metro Fire, meets the Coast Guard for site survey by
- Air : : : _

0830 |
Cherry Capital Airport full scale narrative begins

M—

1130 ,
Drill Narrative begins to end

Lunch provided by the American Red Cross and Salvation Army at the airport
maintenance building :

Post Exercise Evaluation and Debrief will be Tuesday, September 21,
2004. It will be at Northwestern Michigan College, Great Lakes
Maritime Campus, conference room A in the Hagerty Center.

‘Time: 1000-12 noon, lunch is provided.

Q’M'ﬂ’“ '. CO‘»{NW’

o s e J//V’Ct/ .




0800

- 0800

Grand Traverse County Emergency Management |
Full Scale Drill Narrative
September 18, 2004

A previously planted explosive devise is detonated by two members of "Citizens
For Liberty" (CFL) at the Brown Bridge Dam. Several pipe bombs were placed
under the nature trail walkway steps.

The explosion and movement of the water causes a "V" shaped breech in the dam,
opening the earthen embankment. As the water rushes out, the breech widens.

‘ calls in a report to Central Dispatch of a loud explosion in the ,
area of Brown Bridge dam and reports the water level is going down, and the dam

~ has been breeched.

: Central activates the warning sirens and the tones are set for a County wide
- disaster. ,

0805 ”a resident on the river, calls 911 to report that he's fallen off of his
T00

. He's on his cell phone and unable to move. He hears the siren and cannot
get to his car. '

Thereisa 20 minute window of opportunity to extricate ]  and notify

- 0810

0815

residents before the flood waters inundate the Boardman river up to the first
bridge on River Road west of Garfield Avénue.

-feports to Central that after the explosion there was a heavy smell of cordite

and lots of debris in the air. He could see someone across the lake running up to

. the hill to Hobbs Highway.

An unidentified courier drops off a videotape at the Traverse City Law
Enforcement Center front desk.

The videotape reveals four men, masked, holding weapons and what appear to be
numerous pipe bombs. One of the men says, on tape, "When you receive this
then you'll know that we blew this dam. It's not going to end here. This is just the
beginning of the revolution. We won't stand for federal spies from the USDA to
tell us how to raise our dairy cows! Our brothers and sisters will rise up across -
the nation when they hear our call to arms!" '




Two of the men are then seen planting the pipe bomb looking objects around and
- in the dam.




Anderson, Alan

lues!ayl, Enu, 2003 1:29 PM

From:

‘Sent:

To: .

Cc: Anderson, Alan; , '
4 Mair, Tom; ,

Subject: :

Training Lesson Plans

April 9th, HHMD and Pat down Procedures. ” (training room) .
April 16th, TSA ETD Maintenance Procedures "Shift Maintenance.” Tor Mair and| (airport)
April 23rd; TSA Dangerous Goods and Hazardous Materials "HAZMAT " (training room)
*April 30th, Benefits Seminar. (training room) ‘ '

S

- TSA Training Coordinator
Cherry Capital Airport
1760 Forest Ridge Drive

~ Traverse City, ML 49686

‘ office

fax -




I.I‘

.-’.l L ]
| & &

Srom: . | ] . :
sent: , Thursday, June 17, 2004 11:52 AM
Ter , '
Subject: RE: Couple misc, dufies
W=y | brought the audit eards in, | will-work with them this weekend,
Scenario training, as per’ lets get some more suggestions far 'tOpios.from Screeners 10 see What they are interestad
in practicing or reviewing. Does flexibility count? ' : . S
‘ !!{! - Scféening Supervisor
Charry C imort ,
Ph
. Fax
~—Original Message-.
From: :
Sernt: Sunday, June 13 2004 5:13 pM -
Ta:
Subject: RE: Couple misc. duties
: _ 1 :
Scenario trainiing could be pat down of PWD. 2977 : |
Audits? Do yoi mean just update the cards that we have? | : T
“Also, would youy Jike 1o assign some overtime fram Pay period 16 through 17‘?' That will show that
- We are working together onit. We don't need 1o assign it until about a month in advance,
Thanks! : - o ‘ 2 S : :
TSA Supervisoy .
Cherry Capjtal Airport (TVC) _
1330 Airport Access Rd. . ' -
Traverse 296586 :
QR ey ———
—Original Message—. - ,
"From: SR
Sent!  Sunday, June 13, 2004 12:
- Tos N ' :
+ Subject"Couple mise. duties }ME
_1-from PLN wil be sending down thEﬂms for us to get our required WTMD test done on fime;
2. We need to do soenario training - we were supposed to have something scheduled by 6/15, and to invite -
a. At;ldits - This is sbmething we he‘ed to do within the next two weeks to 'accomplish our diréoﬁve of once per
i It would probably be ‘9aod for us to get £2, and #3 done befare the. Supervisar's meeting. Do you have any ideas -
e for squepts ?or the soenaries? The Audits shouldn't be top difficult because we have the forms. | haye alrsady
_ pratct;cecr doing t, but wanted to wait to talk to You so we are on 'the same wavelength as o accomplishing our
goals, . I . S :

1




Weekly Headcount i done.

Sée you later and thank you

. can we talk later about supply ordering? I'll work on the T&L's for the rest of shift.

~+ P8 Imoved my Brisfings 1o earfier
because they get to the ‘alrport too

TV(! - !oree

" Cherry Cap
Ph
F

(1300) because we had

too mary people gstting heartbum watting for ys
late for that 1340(7) flight. B _ :

ning Supervisor
ital Airport.

 Tracking:

Reciplang

Read

- " Read: BM8/2004 4:39 Py




N .

From::
Jent: Friday, July 02, 2004 B-1
e .e-l—c:
Subject: - into for weekend, etc.
Al

1. s ok'd 1o have extra fime for lunch to take SR son to sailing lessans for short period of time, gvﬁ(l come in
at 0500 and leave at 1400, with an hour run 1o Kingsiey'and back 1o Boardman Laka. Any questions, pleate feel free to
ask. 4 . . -

2. Dan't forget 1o have TDY employees take an hour lunch, They also need o sign in and aut correctly. They are getling -
paid for 11 hours spread out over a 12 hour period, with that hour lunch. For example: 0930 (in) 2130 (out), 11 ‘hours,

3, ldidn't get down to storage to'see i we have an extra printer cartridge. If this ane says toner low, take it out and shake
it and you can get some more fime outit, .-

4. Review *channgl" me'ssages with staff. They are forgetting to clear aut that messages according fo dirsctions taped 1o
_ garage door lid. 1.deared out three today. S

5. Do role playing! The forme are on top, or under the supervisor task log. -Have the screeners come up with some
seanafios. '

ancd - the audit forms are uder the supervisor task log too §Idid one for the x-ray operator to work against
our July quota, - _ h |

_ZarEn . ~ ' an ta question staff about improving checkpoint -
- “onfiguration and screening procedures, They will be talking about this to get feedback, suggestions to retum to Mr.
.. Anderson, That may be a good discussion duting downtime to-help them out, A

7. Certain pedple are tasked | _

8. Don'tforget to uge 'the‘task log. It has the dally tasks. .
_ ‘9.‘ ¥ in doubt, use the checkiists ‘&t the front of the baok in the sleeves to figure out what needs 1o be done.,
10. Brisfing book - when taking sheets out - dastroy the reading material, date the top of the entry log and A '
: ;Zingwlidgemem log for the-day it was femovad from and put those two sheets in the folder in the back of the supervisor o
‘ 00| : ‘ ' o o : o
11. Any questions, fee/ free fo call.

- 12. This is fun, right?

Thank you.

TVC - Soreening éupervisor

Cherry Cepital Ajr rt
P
F

 Tracking: Recipient C Fead

Hea;i: 7122004 8:40 F‘M :
Read: 7/2/2004 9:12 P
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2#U.S. Department of Homeland Security
Office of Inspector General - Investigations MEMORANDUM OF ACTIVITY

Type of Activity: Personal Intervievg i 1ntv. 11/29/2004
Case Number: 105-TSA-CHI-01544 Case Title: TSA, Cherry Capital Airport

On November 29, 2004, Special Agent (SA) R Department of Homeland Security
(DHS), Office of Inspector General (OIG), and S DHS, OIG, interviewed

Aviation Security Inspector, Transportation Security Administration (TSA), at
the otlice ot the Federal Security Director (FSD), 1760 Forest Ridge, Traverse City, MI. Also
present was FSD Alan Anderson. This interview was predicated upon an allegation of

Thomas Mair regarding security arrangements at the terminal previously used by commercial
aircraft at the Traverse City, MI airport. Mair had stated that a door leading from a tunnel used to
transport baggage to the aircraft ramp area had no locking mechanism and, therefore, could be
used to gain entry to the terminal by unauthorized individuals.

stateciggy was familiar with the door in question and stated that the door was within the
Air Operations Area AOA) that had been established while the terminal was utilized by
commercial aircraft explained that the AOA, which was mandated by Federal Aviation
Administration (FAgegulation 1542.201, “Security of the Secured Area”, included the secured
area of the terminal building, the adjacent ramp areas used to park aircraft, all taxiways, and all
runways stated that access to the door in question from the exterior of the building
‘Wwas contro y the airport’s perimeter fencing, which was permissible under FAA 1542.201 for
category 3 airports such as Traverse City. ‘

rovided a copy of FAA 1542.201 and a diagram of the AOA for the terminal building
in question. : ' ,

~ Attachments: Copy of FAA 1542.021
Copy of AOA diagram.

A Revieying O I Name, Title, Signature, and Date:
IZ//Q/6‘{ ﬂom% /)”-/3‘05/

Special Agent in)Charge
IMPORTANT NOTICE ]
is report is intended solely for the offici#f use of the Department of Homeland Security, or any entity receiving a copy directly frorq the Office of
pector General. This report remains the property of the Office of Inspector General, and no secondary distribution may be made, in whole or in
art, outside the Department of Homeland Security, without prior authorization by the Office of Inspector General. Public availability of the report
ill be determined by the Office of Inspector General under 5 U.S.C. 552. Unauthorized disclosure of this report may result in criminal, civil, or
dministrative penalties.
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security program. This agreement must
contain the following: :

(1) A description, a map, and, where
appropriate, a diagram of the boundaries
and pertinent features of each area,
including individual access points, over
which the aircraft operator or foreign air
carrier will exercise exclusive security
responsibility,

(g) A description of the measures used
by the aircraft operator or foreign air
carrier to comply with § 1542.201,

- §1542.203, or § 1542.205, as
appropriate,

3) Procedures by which the aircraft
operator or foreign air carrier will
immediately notify the airport operator
and provide for alternative security
measures when there are changed
conditions as described in §1542.103(a).

(c) Any exclusive area agreements in
effect on November 14, 2001, must meet
the requirements of this section and
§1544.227 no later than November 14,
2002,

§1542.113  Alrport tenant security
programs. A

(a) TSA may approve an airport tenant
security program as follows:

(1) The tenant must assume
responsibility for specified security
measures of the secured area, AOA, or
SIDA as provided in §§1542.201,
1542.203, and 1542.205.

(2) The tenant may not assume
responsibility for law enforcement
support under § 1542.215.

' &] The tenant must assume the

responsibility within the tenant's leased

areas or areas designated for the tenant's

exclusive use. A tenant may not assume

responsibility under a tenant security

program for the airport passenger -
-terminal.

(4) Responsibility must be exclusive
to one tenant, and shared responsibility
among tenants is not permitted.

(5) TSA must find tﬁat the tenant is
able and willing to carry out the airport
tenant security program.

(b) An airport tenant security program
must be in writing, signed by the airport
operator and the airport tenant, and .
maintained in the airport sectirity
program. The airport tenant securi
program must include the following:

(1) A description and a map of the
boundaries and pertinent features of
each area over which the airport tenant
will exercise security responsibilities.

(2) A description of the measures the

irport tenant has assumed,
. m?;) Measures by which the airport
operator will monitor and audit the
tenant's compliance with the security

program,
(4) Monetary and other penalties to
which the tenant may be subject if it

fails to carry out the airport tenant
secutity program,

(5) Circumstances under which the
airport operator will terminate the
airport tenant security program for
cause, Do

(6) A provision acknowledging that
the tenant is subject to inspection by
TSA in accordance with §1542.5,

(7) A provision acknowledging that
individuals who carry out the tenant
security program are contracted to or
acting for the airport operator and are
required to protect sensitive information
in accordance with part 1520 of this
chapter, and may be subject to civil
penalties for failing to protect sensitive
security information.

(8) Procedures by which the tenant
will immediately notify the airport
operator of and provide for alternativ:

security measures for changed .-

conditions as described in § 1542.103(a).

(c) If TSA has approved an airport
tenant security program, the airport
operator may not be found to be in
violation of a requirement of this part in
any case in which the airport operator
demonstrates that:

(1) The tenant or an employee,
permittee, or invitee of the tenant, is
responsible for such violation; and

(2) The airport operator has complied
with all measures in its security
program to ensure the tenant has
complied with the airport tenant
security program, .

(d) TSA may emend or terminate an
airport tenant security program in
accordance with § 1542.105.

Subpart C—Operations

§1542.201 Security of the secured area.

(a) Each airport operator required to
have a security program under
§1542.103(a) must establish at least one
secured area, .

(b) Each airport operator required to
establish a secured area must prevent
and detect the unauthorized entry,
presence, and movement of individuals
and ground vehicles into and within the
secured area by doing the following:

(1) Establish and carry out measures
for controlling entry to secured areas of
the airport in accordance with
§1542.207.

" (2) Provide for detection of, and

response to, each unautharized presence
or movement in, or attempted entry to,
the secured area by an individual whose
access is not authorized in accordance
with its security program. .

(3) Establish and carry out a personnel
identification system described under
§1542.211.

(4) Subject each individual to
employment history verification as

described in § 1542.209 before
authorizing unescorted access to a
secured area.

(5) Train each individual before
granting unescorted access to the
secured area, as required in
§1542.213(b).

(6) Post signs at secured area access
points and on the perimeter that provide
warning of the prohibition against
unauthorized entry. Signs must be
posted by each airport operatorin
accordance with its security program
not later than November 14, 2003,

§1542.203 Security of the air operations
area (AOA).

- (a) Each airport operator required to
have a security program under
§1542.103(a) must establish an AQA,
unless the entire area is designated as a
secured area.

(b) Each airport operator required to
establish an AOA must prevent and
detect the unauthorized entry, presence,
and movement of individuals and
ground vehicles into or within the AQA
by doing the following:

(1) Establish and carry out measures
for controlling entry to the AQA of the
airport in accordance with § 1542.207.

(2) Provide for detection of, and
response to, each unauthorized presence

"or movement in, or attempted entry to,

the AOA by an individual whose access
is not authorized in accordance with its
security program. ‘

(3) Provide security information as
described in § 1542.213(c) to each
individual with unescorted access to the
AOA. .

(4) Post signs on AOA access points
and perimeters that provide warning of
the prohibition against unauthorized
entry to the AOA. Signs must be posted
by each airport operator in accordance
with its security program not later than
November 14, 2003. :

(5) If approved by TSA, the airport
operator may designate all or portions of
its AOA as a SIDA, or may use another
personnel identification system, as part
of its means of meeting the requirements
of this section. If it uses another
personnel identification system, the
media must be clearly distinguishable
from those used in the secured area and
SIDA.

§1542.205 Security of the security
Identification display area (SIDA).

(a) Each airport operator required to
have a security program under
§1542.103(a) must establish at least one
SIDA. Each secured area must be a
SIDA. Other areas of the airport may be
SIDA’s.

(b) Each airport operator required to
establish a SIDA must establish and
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U.S. Department of Homeland Security
Office of Inspector General - Investigations MEMORANDUM OF ACTIVITY

Type of Activity: Personal Interviewi

Case Number: 105-TSA-CHI-01544 Case Title: TSA, Cherry Capital Airport

On December 1, 2004 Special Agent (S/A) m)and s/ Department of
Homeland Security, Office of Inspector General >/OIG) interviewed a former
Transportation Security Administration (TSA) Security Screener Manager. The interview took place
in the cafeteria of Courtyard by Marriot motel in Traverse City, Michigan.

* employment with TSA as a Secyrity Screener on career began
- with training 1n Baltimore, Maryland; and the worked as part of a mobile screening force setting
up security at several airports throughout the country. These included airports in Baltimore, MD;
JEK in NY; Providence; RI; Nashville, TN; and Alpena, ML ‘

was promoted to the position of Security Screener M

assigned to the Cherry Capital Airport in Traverse City.
“ the last shif. worked actually being on May 9, 2004.

At the beginning of the interview. spoke at length regardin,
had been talking with another Sicial Agent from DHS/OI

employment issues.
, and wanted agents
tha

to be aware of this. Agents listened tg for quite some time before explaining t

should continue arguing' employment 1ssues through the channel' was already pursuing.

S explained t the basis of the investigation were allegations concerning security

issues at the old terminal that is n i ever worked in the new terminal so

there was no confusion

, and sai s willing to discuss the safety concerns, adding that Mair was very
security conscience. '
ﬁwas questioned about the allegation of the unlocked doors in the

Mair bringing up the fact that the door had no locking mechanism. _ passed the

- concern to the Assistant Federal Security Director (AFSD) would try and

correct the problem. Some time later, when there was no response fro as e(' about

Name, Title, Signature, Date: : Reviewing Official Name, Title, Signature, Date:
s : . _
. Ia-ty-04 S Aot ’/’l, (-0
Special Agent Thoxias rost — Special Agent in Charge

IMPORTANT NOTICE
This report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly frong the Office gf i
inspector General. This report remains the property of the Office of Inspector General, and no secondary distribution may be mad.c‘, in whole or in
part, outside the Department of Homeland Security, without prior authorization by the Office of Inspector General. Public availablhty'of mc‘ report
will be determined by the Office of Inspector General under 5 U.S.C. 552. Unauthorized disclosure of this report may result in criminal, civil, or
pdministrative penalties.
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** MEMORANDUM OF ACTIVITY

the doors again- tol checked into the issue and it was of “no consequence” because
the doors were in the secure area.

was asked about the allegation that emergency lighting in the tunnel did not work during a
power outage (il remembers at least four power outages while fJlf was employed with TSA. One
outage lasted for 1-2 hours and was caused by a traffic accident near the airport; and the other times
the outages were intermittent and only lasted minutes, usually due to weather conditions. Mair and
another screener , brought the issue to- ﬁention- reported this issue to

ho forwar e iformation to airport operations remembers checking the
emergency lights at a later date by pushing the test button, and confirmed that they were working.
. believe rformed the test on the lights at least twice and possibly more frequently.

q was questioned as tofill knowledge of any security problems associated with -way
revolving door leading from the sterile area, down the stairs, to the unsecured area.

remembers at least two incidents with this door. The first was when the door was breeched by some
teenager. remembers a guard being placed on the door after the incident and the door being
restored t0 operating condition a couple of days later feels that even though the door was fixed,
it could still be breeched; and !emembers from Corporate Security Solutions showing

how to defeat the door brought attention and was told the airport felt it was
not cost effective to do an g else with the door felt that this was probably because the
airport was within a few months of moving into the new terminal.

On another occasion with the revolving dooﬁremcmbers someone finding it in a constant

revolving motion, saidil held two aircraft from leaving the jetway because of this, but was told

to let them go believes the door was fixed the same day by maintenance. Special

v looked at the receiptsfil had from the door being repaired, which had previously been
provided, and aske if this incident could have been on January 6, 2004, approximately one

- month before the teenagers breeched the door, and.said yes. '

opinion regarding the type and amount of trainin providcd- offered |
wrote a list of things tha(@ill felt TSA needed a

response plan. When asked if those were the issues currently contained 1n the Emergency
Operations Plan, said ye%helped work on the plan also recommended that a Safety
Action Committee be establish something which was implemented in January of 2004.

/§ “helped set up the configuration of screening equipment for both travelers and baggage, and played a

was asked fox.
an opinion that training was very poor, an

“big part” in the training,

After hearin involvement with several training issues, Special Agent-askeq to
look back at what things were like whe t got to Traverse City as a manager and compare that
to now.F agreed that Screener training has gradually improved, emergency plans were
formulated, relationships have been established with Police, Fire, Ambulance, and Security
personnel, table top exercises and even recently a full emergency scenario have been conducted.
When asked i‘ saw an improvement that got better as time went o said yes- also stated

IMPORTANT NOTICE )
is report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly frotrg the Office 9f
nspector General. This report remains the. property of the Office of Inspector General, and no secondary distribution may be l.nad'c., in whole or in
art, outside the Department of Homeland Security, without prior authorization by the Office of Inspector General. Public availability of the report
ill be determined by the Office of Inspector General under 5 U.5.C. 552. Unauthorized disclosure of this report may result in criminal, civil, or
dministrative penalties.
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.:v,» MEMORANDUM OF ACTIVITY |

that employees know who to contact for an emergency and what evacuation procedures are. Finally,
~When asked ifjffilfassessment of “very poor” was acc‘:urate. said no. "

IMPORTANT NOTICE
is report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly from the Office of
pector General. This report remains the property of the Office of Inspector General, and no secondary distribution may be made, in whole or in
art, outside the Department of Homeland Security, without prior authorization by the Office of Inspector General. Public availability of the report
il be determined by the Office of Inspector General under 5 U.S.C. 552. Unauthorized disclosure of this report may result in criminal, civil, or
inistrative penalties. ) ‘
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@5‘ U.S. Department of Homeland Security |
aw#” Office of Inspector General — Investigations: MEMORANDUM OF ACTIVITY
Type of Activity: Telephone Contact— .

Case Number: 105-TSA-CHI-01544 Case Title: TSA, Cherry Capital Airport

(e}
N

On December 1, 2004, Special Agent (SA) Department of Homeland Security
HS). Office of Inspector General (OIG), and SA. DHS, OIG, interviewed
%Aviaﬁon Security Inspector (ASI), Transportation Security Administration (TSA),
ulles International Airport, Dulles, VA, via telephone, was informed that the interview
was being conducted as part of an investigation of an allegation regarding security arrangements at
the terminal previously used by commercial aircraft at the Traverse City, MI airport, specifically,

that a door leading from a tunnel used to transport baggage to the aircraft ramp area hafi no l.ocking
mechanism and, therefore, could be used to gain entry to the terminal by unauthorized individuals.

as the ASI assigned to Cherry

Hstated that _
~ Capital Airport, Traverse City, MI. stat iliar with the door in question z§nd
stated that the door was within the Air Operations Area (AOA) that had been established while the

terminal was utilized by commercial aircraft- stated that access to this door from the exterior of
the building was controlled by the airport’s perimeter fencing, which was permissible gnder FAA
regulations for category 3 airports such as Traverse City, MI, and therefore, the door did not have

to be locked.

-was informed that Thomas Mair claimed to have informedq’via email on
January 5, 2004 that leaving the door unsecured posed a potential security problem.
thaﬁ,did not recall ever receiving a communication from Mair regarding the door.

*stated that part o duties as an ASI is to conduct an Annual Comprehensive inspef;tion
of the airport to whic s assigned, and that from September 15-19, 2003 onducted this

inspection at the Traverse City Airport, stated that this inspection determined that thfe airport
was in compliance with all applicable TSA security regulations, including measures designed to

© secure the AQA.

replied

| Name, Title, Signature, and Da

Reviewing ame, Title, Signature, and Date:
>- /00
' L/q/ ﬁ\f Thomas’z;p;hél;t in Chafge 4 y

IMPORTANT NOTICE i
is report is intended solely for the official uSe of the Department of Homeland Security, or any entity receiving a copy directly from the Office of
spector General. This report remains the property of the Office of Inspector General, and no secondary distribution may be Enad-c., in whole or in
art, outside the Department of Homeland Security, without prior authorization by the Office of Inspector General. Public availability of the report
ill be determined-by the Office of Inspector General under 5 U.S.C. 552. Unauthorized disclosure of this report may result in criminal, civil, or

inistrative penalties.
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55T,

U.S. Department of Homeiand Security ‘
Office of Inspector General — Investigations MEMORANDUM OF ACTIVITY

Type of Activity: Telephone Contact—

Case Number: 105-TSA-CHI-01544 Case Title: TSA, Cherry Capital Airport

On November 30, 2004, Special Agent (SA), Department of Homeland Security

{ Inspector General (OIG), and S DHS, OIG, interviewed

» Assistant Federal Security Director for Screening (AFSD), Transportation

~Security Administration (TSA), Cherry Capital Airport, at the office of the Federal Security

Director (FSD), 1760 Forest Ridge Traverse City, MI. The interview was conducted via '

telephone due to the fact tha as n annual leave. FSD Alan Anderson was
dUMtZrVie_w;

present with SAi an

Fwas informed that the purpose of the interview was to discuss allegations made by
- Thomas

Mair regarding security procedures at the now-vacated terminal at Cherry Capital Airport.
With regard to Mair’s allegation that a baggage tunnel door in the old terminal was not properly
secured, ted that the door has never been considered to be a security vulnerability.
Indicated that during the time Mair worked for TSA, Mair never communicated a concern
the door to added that Mair had been supervised by Screening Managers
therefore, any such communication would have been forwarded

~stated that during the past two
years.recalled approximately five power outages at the old terminal estimated that four of
these outages were 10 minutes or less in duratio continued that during two or three of
these outages, at least one of the emergency li in the tunnel did not illuminate. .
stated that the malfunctions were reported t Northwest Regional Airport
Commission, Operations Office, who coordinate repairs.

Regarding the emergency lights installed in the tunnel N

) recalled that th cioor would

Regarding the revolving exit-only door in the old termina )
jam on occasion, causing passengers to utilize an adjacent emergency exit door: stated

~—that on at least one occasion, the al of the door malfunctioned when a

passenger attempted to enter through the door, owever, since the door automatically stopped, no
security breech occurred. 8 added that the relocation of the alarm enunciator closer to the TSA
main checkpoint improved the ability of TSA personnel to hear the alarm. stated that the
February 8, 2004 incident during which several members of a youth ski team entered the secured
area through this exit-only door prompted a comprehensive examination of the door’s operation.
(Details of this incident were documented in the Memorandum of Activii of Sq which

reported the OIG interview of FSD Anderson on November 29, 2004.) stated 1t took
approximately three days to upgrade the door’s hardware, during which time a contract security

‘ Natue, Title, Signature, and Date Reviewin; ial Name, Title, Signature, aud Date:
) S+ < [ Rt F~o )(
pecial Agent, December 9, Thofnas M., Special Adent in Charge :
; Vv

IMPORTAN}‘ NOTICE ——
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MEMORANDUM OF ACTIVITY

guard was stationed at the door to prevent unauthorized entryjli state bserved the

repairs and participated in the subsequent testing of the door ed that this incident was the
only breech of security involving this door that had occurred. 7

a5
With regard to the February 8, 2002 incident iz :hich Mair participat

recalled thatqesponded to the airport to assist with and learned that|
Northwest Airlines station manager, contacted the local sherif’s office to request the C:j;
airport. stated that TSA was not aware of the threat information until the
officers responded to the airport, anc- later conceded,that' should have notified TSA earlier.

. IMPORTANT NOTICE

This report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly from the Office of
fnspector General. This report remains the property of the Office of Inspector General, and no secondary distribution may be made, in whole or in
jpart, outside the Department of Homeland Security, without prior authorization by the Office of Inspector General. Public availability of the report
will be determined by the Office of Inspector General under 5 U.S.C. 552. Unauthorized disclosure of this report may result in criminal, civil, or
pdministrative penalties.
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- Type of Activity: Personal Interview TVC Employees

| Case Number: 105-TSA-CHI-01544 Case Title: TSA, Cherry Capital Airport

On November 30, 2004 Special Agents~ an
Homeland Security, Office of Inspector General interview Assistant Airport '
Directo Senior Operations Officer, and Corporate Security
' Solutiorwxe currently working at Cherry Capital Airport, Traverse City, Michigan, as
~ employees of the Northwest Regional Airport Commission.

The interview of these indjviduals started with a tour of the old terminal where the alleged safety
concerns took place. S an inspected the two tunnel doors on the outside of the
terminal leading to the Airport Operations Area. (AOA). It was observed these two doors now were
secured with hinged locks so access could not be gained from outside. These locks were new and
had been added after the terminal closed,

S an alked through the tunnel to inspect the emergency lighting. v
showed agents a test button on the back of the emergency lights pushed the test button on two
- different lights while walking through the area and they appeared to be operating propetly.
. later provided the OIG with receipts for batteries that were replaced in the emergency lightS:

- Agents next conducted an inspection of the second floor of the terminal where the revolving door is
- located. The door was found to be in working condition, and the alarm was turned on. Special

‘Agen had the employees test the alarm whildil} went and stood where the TSA checkpoint
had been located. The alarm is very loud and could be easily heard from the checkpoint.

» qhowed agents how the revolving door worked and what modifications had been completed as
problems arose. ater was able to provide the date of the power outage in question and
maintenance receipts from Windemuller Electric Inc. for repairs on the door. One of the receipts
reflected repairs associated with the incident in which the teenagers breeched the door on February
8, 2004. This repair was completed on February 10, 2004. :

. -also provided agents with a copy of the Cherry Capital Airport Emergency Plan. This p!an is
~ similar to the Transportation Security Administration’s Emergency Operatiom? Plar‘l, however it was
formulated by airport personnel and approved by the Federal Aviation Administration.

‘ -stated his company; Corporate Security Solutions, provides armcc.l security to the.
airport in lieu of a certified law enforcement officer. S oo vided agents with a copy of daily

-

Name, Title, Signature, Date:

/2 ~/4-0Y

— Special Agent

IMPORTANT NOTICE .
This report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly frotr% the Office ?f
[nspector General, This report remains the property of the Office of Inspector General, and no secondary distribution may be made, in whole or in
part, outside the Department of Homeland Security, without prior authorization by the Office of Inspector General. Public aval‘labllfty-of ﬁxc_n.:port
will be determined by the Office of Inspector General under 5 U.S.C. 552. Unautharized disclosure of this report may result in criminal, civil, or
' pdministrative penaltics. i : Lo e
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MEMORANDUM OF ACTIVITY

activity reports showing his employees providing security for the revolving door from the time the
‘teenagers breeched the door until it was repaired.

Attached:
Cherry Capital Airport-Emergency Plan
Receipts for Emergency Light Batteries

Receipts for Repair on Revolving Door
Corporate Security Solutions-Officer Daily Activity Reports

IMPORTANT NOTICE
is report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly fron} the Office 9f
General. This report remains the property of the Office of Inspector General, and no secondary distribution may be r.nad‘c., in whole or in
outside the Department of Homeland Security, without prior suthorization by the Office of Inspector General. Public aval'labxh.ty'of thc' report
ill be determined by the Office of Inspector General under 5 U.S.C. 552. Unauthorized disclosure of this report may result in criminal, civil, or
ministrative penalties. :
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é{ E’RRY | ‘Northwestem Regional Airport Commjssién
= CAPITAL
VAIRPORT -

TRAVERSE CITY, M1 -

April 9, 2003

Mr. Alan Anderson
Federal Security Director

- Transportation Security Administration
1760 Forest Ridge Dr., Suite B
Traverse City, MI-49686

Dear Mr. Anderson,

Please review the enclosed emergency plan. Ilook forward to you attending the Table
Top Exercise on April 14, 2003 at 2:00 p.m. This meeting will be held at the
ARFF/Maintenance Building,

Please call me if you have any questions or concerns at ¥ Please
also invite any person that can assist or will participate in the Airport’s plan. '

Sincerely,

AAE.
- Operations Manager - ) o

Encl. '



{
Cherry Capital Airport

Aiiport Certiﬁcatioﬁ 'Man}lal

I . Exhibit#o -

. Airport Emergency Plan

Ori~inal Date:_01/14/03
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Cherry Capital Airport

Emergency P}an
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EMERGENCY PLAN
 GENERAL |
Qse:

This plan has been approved by the FAA and coordination has been accomplished
with those persons and agencies tasked in the plan. It is recognized that all -
emergency conditions cannot be anticipated; and if an emergency situation arises
that is not covered by this plan, the Airport Director has authority to direct such

~ actions as he may deem necessary. S ‘ ‘

At least every 12 months, a representative fr'(')mA each of the pérﬁes with whom the
. plan is coordinated, shall review the plan to ;énSure that all parties know their o
responsibilities and that all of the information in the plan is current.

A full scale emergency exercise will be held at Jeast every three years.

Participating Agencies:
INCIDENT COMMANDER

The Incident Commander shall be the highest ranking representative from

~ Traverse City Fire Department, who shall exércise control during emergency or
disaster conditions and shall assure implementation of these procedures during
any emergency or disaster condition. _ : _
Or |
In the case of a bomb threat or hijacking the Incident Commander shall be the

highest ranking Law Enforcement Official (i.e. TSA, FBI, Police) who shall = R
exercise control during emergency or disaster conditions and shall assure »
implementation of these procedures during any emergency or disaster condition.

AIRPORT COMMANDER
 The Airport Commander shall be the A'irpoﬁ Director or his designated -

~ representative who shall exercise control over all facets of airport operations. The
Airport Commander shall work closely with the Incident Commander.

EMERGENCY ALARM SYSTEMS

Primary Crash Net is activated by the Cherry Capital Airport Control Tov&fer. The
Net is a direct drop telephone line to notify the following agencies:

" Original Date:_01/14/03
Revised Date: 3 - ’ FAA Apnroval




Central Dispatch

1.

- 2..  U.S. Coast Guard Air Station
3. Airport Director
4.

ARFF

Secondary Crash Net activated by Central Dispatch. Agencies notified:

- L Airport Rescue and Fire Fighting Unit
2. Traverse City Fire Department '
3."  Traverse City Police Department
4. Grand Traverse Sheriff Department
5. NorthFlight
6. . Grand Traverse Meto Fire Flghtmg Umt

The ARFF unit will be activated by Central stpatch. The ARFF representative -
will carry a small beeper on his person that when activated by Central Dispatch
will alert him to respond to his vehicle. Once inside the truck he will coordinate
with the FAA tower personnel as to the extent of the emergency; tower will then
relay information relai‘mg to emergency. Depending on the type of emergency -
other emcrgency services will responi

The Airport Director (airport commander) is alerted by the Primary Crash Net
‘during normal duty hours. Home phone numbers for the Airport Director, Airport

- Operations Manager and Airport Senior Operations Supervisor are located in the | |
Traverse Clty Fire Department Knox Box as well on page 22 of this manual. :

During hours When the Air Traffic Control Tower is closcd, arfyone mtnesmng an
aircraft accident, incident or other emergency situation that would requiré the '
assistance of emergency personnel (fire or law enforcement) should contact
Central Dispatch by dialing 9-1-1. Central Dispatch will be able to page the -
ARFF representative and dispatch any other appropriate emergency vehmles to
the scene.

. FIRE SERVICES

The Traverse City Fire Department will respond as rcquxred under this plan to
' prowde assmtance to the Cherry Caprcal Airport’s ARFF unit.

The Grand Traverse Comty Fire Departments wﬂl respond as required under this |
- plan to provide assistance in the area of extrication of victims, and prowde
- additional water supply

~ The ARFF unit will rcspond as required under this plan to provide primary fire
- suppression response to aircraft and incidents. Structural fire response shall be by A
Traverse City, and supporting fire departments. ‘

- Original Date:_01/14/03




AMBULANCE SERVICE

Responding ambulances would be provided by the followmg agencies that are
equipped with Advanced Life Support:

‘NorthFlight/Grand Traverse
1840 Stultz Drive

Traverse City, MI 49686
9-1-1 or (935-9500)

Various Towhships
Ambulance Service

CROWD CONTROL

The following agenc1es will be. respon51ble for crowd control and safe passage for
emergency vehicles. Areas of responsibility will be handled by éach agency as
pertains to their respecuve jurisdictions. ,

Traverse City Pohce Dept, Grand Traverse Shenﬂ’s Office, and the Mlchlgan -
~ State Police. A

MEDICAL COORDINATOR

The medical officer in charge of injuries and all medical- decisions shall be on the -
scene. This individual will be the Medical Coordmator and remain in charge
dunng the disaster. '

TEMPORARY MORGUE

In the évent of a disaster mvolwng injuries and/or fatalities; which requiresa- .
sheltered area, the ARFF/Maintenance building will be utilized. The maintenance
‘building has separate bays that can be separated from each other and has dJrect
decess to alrs1de of the airport. :

UNINJURED PASSENGERS

: Umnjured passengers will be transported to the ARFF/Maintenance buﬂdmg

- where they will be detained until released by National Transporfation Safety
Board (NTSB) or other competent authority. It is desirous to have medlcally
trained personnel available to screen apparently uninjured people to insure they
are not injured. o

OﬁginalDate: 01/14/03.




BOMB DISPOSAL

The following agency will be contacted for Bomb Disposal:
- Michigan State Police 946-4646 .

MISCELLANEOUS

The County office of Emergency Management will be notified and will t?e
responsible for coordinating all emergency services which the agencies hgtcd '
above are unable to supply, including personnel, transportation and materials.

NEWS MEDIA

The news media will have their command ceniter in the training room of the
airport maintenance building. All information given to the news media will be by
the Incident Commander or thé Airport Direcfor or designee. Ifthe need arises
news media personne] will be escorted to the site, but af no time will they be
allowed to go to any area on the Airport Operations Area unescorted.

MEDICAL ASSISTANCE

The following medical facility is located within 5 miles of the airport, and has
these pormal capacities: ' S :

EMERGENCY ROOM

HOSPITAL # OF BEDS | . __ CAPACITY
Munson Medical 350 . 21

Center

The above is listed as normal capacity, although Munson Medical Center doés

* have a disaster plan by which they are able to handle emergencies with injuries in
excess of the total number which the Cherry Capital Airport would have, should a
situation arise. o ,

" ALERT DESIGNATIONS

. Original Date:_01/14/03
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A Small aircraft
“B. - Medium size. Twin engine or business jeté., 6-14 seats.
-C. Large aircraft over 14 seats.

Original Date:_01/14/03




AIRCRAFT ACCIDENT OR INCIDENT -

 TOWER

1. No’mfy Central Dispatch, U.S. Coast Gua:d, Airport Director and ARFF of
alert designation and provide information relating to type of emergency or
. Incident if time permits. Include type of aircraft, landing runway or
location, estimated time of amval number of passcngers on board (POB),
fuel on board and hazardous materials on board. ,

2. Assist the airport with closing nmways or alrport as required by alert
‘des1gnat10n. .

3. Control (or notify) taxiing ancraﬁ 50 as to msure non—mterferencc with
emergency eqmpment )

AIRPORT RESCUE AND FIRE FIGHTING UNIT

1. Proceed to accident or incident and commence fire-fighting procedures.
-On “Standby” alerts ARFF will remain at ARFF facility until needed.

2. Establish and maintain communication with Central Dispatch as soon as-

possible via city fire radio frequency.
INCIDENT COMMANDER
1. Prooeed to Command Post located in the front portion of the ARFF
building.

2. Noufy FAA Air Traffic Control Tower (FAA ATCT) that you are on
ground frequency 121.8.

3. If needed, make arrangemient for Airport Director, or his designated
representaﬁve to come to aurport ‘ : :

4. Be prepared to call in available resources such as additional ﬁre
' ambulance or law enforcement.

5 . Designate Operations commander.

AIRPORT COMMANDER
1. Proceed to Command Post located in the communications room of the ‘
- ARFF building. :

2. Assure that the airport and/or runways are closed.

Original Date:_01/14/03




B

| 3. Be prepared to call upon available resources.on the airport. |

A | 4. Call in additional éjrport employees as required. -
5. Ensure the nofification of the NTSB or fﬁght Standards District Office-
6. Prepare and maké statement to press.
7. - Provide access for press as manpov?er'.ﬁécémes available.
8. Arrange for removal of wreckage (after NTSB or FAA approval).'

| 9. Open runways/airport as soon as éafely ijbssible. B

Ongmal Date:_OL/L‘l&i

Revised Date:
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OFF AIRPORT RESPONSE

Alrcraﬁ crashes not on anrport property or in the airport clear zones are considered to be
off-airport and response of emergency personnel, equipment, and resources will come
from the jurisdiction in which the accident occurred. :

TOWER

1. Notify Central Dispatch, U.S. Coast Guard, Airport Director and ARFF and
provide information relating to type of emergency or incident if time
permits. Include type of aircraft, landing Jocation, number of passengers on
board (POB), fuel on board and hazardous materials on board.

AIRPORT RESCUE AND FIRE FIGHTING UNIT

1. Establish and maintain communication w1th Central Dispatch as soon as
possible via city fire radio ﬁ'equency

lNCIDENT COMZMANDER

1. If needed, make arrangement for Auport Dncector or his designated -
‘representative to come to the scene.

AIRPORT COMMANDER
1. Proceed to Command Post Iocated in the communications room of the
'ARFF building,

2, If applicable assure that the airport surfaces the aircraft used are mspected
- Open runways as soon as safely possible.

2. Be prepared to call upon available resourées from the airport.
3. Call in additional airport cmployees as reqmred.

4. Ensurc the notification of Flight Standards District Office and/or the NTSB;
If search for aircraft is needed contact U.S. Air Force 1 800 851 3051.

5. Préparc and make statement to press.

Original Date:_01/14/03
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AIRPORT STRUCTURAL FIRE
TOWER o
1. Notify the Airport Rescue Fire F ighting unit, Airport Director, U.S. Coast
Guard and Central Dispatch through the use of the red phone, that a fire
has been observed or reported and give location.

2. Control (or néﬁfy) taxiing aircraft so as to insure non-interference with ‘
emergency equipment proceeding to or fighting the fire.

TRAVERSE CITY FIRE DEPARTMENT

1. The Traverse City Fire Department shall be the agency to respond to, and
be in charge of, all structural fires on airport property. Grand Traverse
County Metro and Rural Fire units shall be utilized as necéssary to assist
the Traverse City Fire Department. - ,

- AIRPORT DIRECTOR -

1. The Aii'port Director shall assist the Traverse City Fire Department in
terms of airport operations. o ‘ ‘

- AIRPORT RESCUE AND FIRE FIGHTING

1. If ARFF notices a structural fire on airport property they should .
immediately contact Central Dispatch so that the Traverse City Fire .
Department can respond to the situation. The ARFF representative shall ,
also page airport administration personnel so that they can respond to the
airport and assist with airport operations. :

2. ARFF should then report to the scene and report any information back to
Central Dispatch relating to the fire. o

Original Date:_01/14/03
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NATURAL DISASTERS

Natural disasters in the form of tornadoes, thunderstorms, high winds, heavy rain and

. flooding may oceur in the Michigan area. Airport personnel will be expected to
participate in exercising protective measures in the interests of saving lives and
minimizing damage by observing the following procedures:

1. Alerting airport personne] when possible once the weather bureau identifies and -
‘ declares a potentially dangerous meteorological situation in the area.

2. Airport personnel will direct all per_SQns that may be exposed to the danger 1o take
‘cover in a protected area. ' : :

3. Airport personnel will take action to secure as many tiedown aircraft aswpossiblc
within the time allowed; however it is understood that securing aircraft is the
responsibility of the owners concerned. ‘

4. Aixpoft personnel will secure wherever possible and practicable loose articles that
are a potential threat to lives and property.’

5.7 Iftime allows, airport personhel will attempt to insure that all on-site bu'ildings
' and tee hangar doors are secured. ‘Once again, it is the basic 'responsibihty_ of the
tenants to take action to protect their properties. .

In the event thai-the‘ahport has been exposed to one of the aforementioned conditions
- and the area is then cleared: ' ' .

1 Airport personnel will act promptly in the interest of insuring public safetyf. This
- Inay require an airport area Inspection for downed. electrical or telephone l_mes,
: broken glass, flood areas and other dangers manifested by the station.

2 Airport personnel will exert every effort to return the airport to normal operations

which may include removal of debris, repairs to broken window, arrangement to
restore possible power and other utilit loss within the staff capabilities.

Original Date: 01/14/03
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RADIOLOGICAL INCIDENTS

In case of damage to radioactive materials shipping containers and accidents involving
aircraft carrying nuclear weapons the following procedures shail be followed:

TOWER

1. Notify Central Dispatch, U.S. Coast Guard, Airport Director and ARFF and
" provide information relating t6 type of emergency or incident if time permits.
- Include type of aircraft, landing location, number of passengers on board (POB),

fuel on board and hazardous materials on board. -
AIRPORT COMMAND

1. Ensure Central Dispatch has'been notified if ca]l did not come from Tower.

2 Aircraﬁ Rescue and Fire Fighters

3. Ahpoﬁ Man;ger/Commancier or designee
4 TSA/Federal Security Director |
5. All other affected fenants

6. Coordinate with FAA ATCT to keep other aircraft away from threat aircraft until
it is relocated. | |

INCIDENT COMMANDER | o
L . Proceedto Command Post located in the communication room of the ARFF
= building or other designated location if ARFF building is under threat.

2 Be prepared to call in available resources such as additional ﬁ;e, ambulance or
law enforcement. - _ : SR o

3. Desiguaie Operations Commander

Original Date: 01/14/03
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POWER FATLURE

- A primary powér failure for the movement area will require Airport Operations to contact
. Traverse City Light and Power 24 hour emergency number (922-4940 or 922-4942).

FAA AR TRAFFIC CONTROL

1. Advise Adrport Operaﬁoné immediately upon unplanned loss of movement
- area lighting. : :

 AIRPORT OPERATIONS |
L Issue appropriate NOTAM’ s

| 2. Contact Traverse Light and Power
3. Notify Airport Director ork designee

4. Provide asswtance to airfield usets as appropriate

- . Original Date:_01/14/03 -
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WATER RESCUE RESPONSE

There are no significant bodies of water on the airport. . Any bodies of water adjacent to
the airport will fall within the jurisdiction of the Grand Traverse County Sheriff
. Department. Lake Michigan and the East and West Grand Traverse Bays fall under the
jurisdiction of the United States Coast Guard. Northwestern Regional Airport
- Commission response will occur under “Off Airport Responses”.

‘The Grand Traverse County Sheriff has the necessary personne] and equipment to handle
water rescue response. This includes the following:

Al Personnel:

Eleven (1 1)4 certified scuba divers
Twenty (20) person reserve unit

B.  Vehicles:
Fifty (50) marked police cars :
One (1) step van mobile command unit
One (1) SWAT command unit.
Three (3) full size 4x4 vehicles
~ One (1) motorcycle
C.  "Radios:

One (1) portable radio for each certified police officer
“Ten (10) portable radios assigned to the reserve unit

'D.  Boats:
Two (2) 21 foot Chris Craft boats
Four (4) 16 foot Blue fin boats
One (1) 14 foot aluminum boat

~ The United States Coast Guard has the necessary personnel and equipment to handle
.+ water rescue response. This includes the following:

A.  Four Dolphin H-65 helicopters

B. 20 person mass casualty raft

Original Date;_01/14/03
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EMERGENCY PHONE NUMBERS

‘Northwestern Regional Airport Commission

“Airport Director .
' : -pager
' ~cell phone

Airport Operations
‘Manager -pager
. 11 phone

' pager
cell phone

Oporaions
Supérvisor

Operions
Supervisor

Senior Operations
Supervisor

- Operations
Supervisor .

‘Account Specialist
Clerical
Adm. Assistant

Airport Maintainer
Airport Maintainer
Airport Maintainer

- Airport Maintainer -

- Alrport Maintainer

. Airport Maintainer
Airport Maintainer
Airport Maintainer T

g—‘ ARFF pager .

| Ops-1/Maintenance- ,

Crew Leader Cell Phone

Airport Tenants

American Eagle
Northwest
United Express

LRI LTI
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Passageways :
Cherry Capital Aviation -
Harbour Air
NMC Flight
North Flight

U.S. Coast Guard

Central non-emergency
FAA-Tower
FAA-Facilities
FSS-Lansing
Lansing-NOTAM

- FAA-Minn/Center
FSDO-GRR

- FAA Ops Center _
FBI Traverse City

Transportation Security Administration

Alan Anderson Office
Home
Weekend
Pager
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) U.S. Deparfment of H(e)melahd Secunty : : ' ‘
Office of Inspector General — Investigations MEMORANDUM OF ACTIVITY

Type of Activity: Personal Interview —

Case Number: 105-TSA-CHI-01 544 Case Tidle: TSA, Cherry Capital Afrport

On December 1, 2004 Special Agent (S/A) d SA — Department of .
Homeland Security, Office of Inspector Gener. S/0IG), interviewed Transportation Security
Administration (TSA), Screening Manager, was interviewed in Jloffice
located in the new terminal of the Cherry Capital Airport in Traverse City, Michigan.

_ other position currently being vacan oversees nine Security Screener Supervisors and
- approximately fifty Screeners at five different airports.

-was first asked ii.remembered Thomas Mair bringing any safety issues or concens to
attcntion-emembered two issues. First, Mair brought to il attention the issue of hgwmg an
evacuation plan in effect in case of a fire or other type of incident. A plan was devised anc'l is

- currently in operation. Employees are trained on the process and where to meet should. an mgxdent
occur. i even told Mair to conduct a “fire drill” for the Screeners during their training time,
indicating that it was a Screener Supervisor’s responsibility to train their people. .a!so explained

- that there was plenty of time each week to do the necessary training, and that training aides were

provided. Tc. knowledge, Mair never performed the drills.

Secondly, lll remembers Mair making an issue about fire extinggig}}e;s_ ip_;egﬂa;@fco thf;iy .IQC‘&}ﬁ\Qfll |
and condiuon.q contacted fire personnel stationed at the airport, who Qerformed an inspection,
and was told that all fire extinguishers were operable and in the proper location.

In regard to the allegations received from the Office of Special Cpunsel- does not remember
Mair ever mentioning the doors in the tunnel or a problem with the emergency lights. Y further
-stated that if Mair felt the items were an issue, he would have contacted former Screening Manager -

instead o feels that Mair resents. being a manager because he was passed
over for the position.

does remember issues with the revolving door that was located in the old terminal said
the alarm would sometimes sound twice a day. When this occurred a Screener would respond to the
door upstairs in the sterile area and the armed guard would respond to the bottom of the stairs, The
area would then be secured and a sweep of the area conducted. If no security breech was discovered
. employees would resume their duties. ‘

Name, Tide, Signature, Date: RcvicwrZﬂicial Name, Tidle, Signature, Datc:
NG ‘¢ /2w 0¢f / — ﬂ/4/—07/
Special Agent Thonyas M. Frogf — Special Agent in Charge

IMPORTANT NOTICE .
This report is intended solely for the official use of the Department of Homeland Security, or any entity rcccivix_xg a copy directly frorq the Office of
Inspector General. This report remains the property of the Office of Inspector General, and no secondary distribution may be fnad‘c., in whole or in
part, outside the Department of Homeland Security, without prior authorization by the Office of Inspector General. Public aval.labllgty.of thq report
will be determined by the Office of Inspector General under 5 U.S.C. 552. Unautherized disclosure of this -report may result in criminal, cml, or
dministrative penalties, : . ) ,

INV FORM-09 ) - Pagelof2

Item #:




was familiar with one confirmed security breech involving a group of teenagers,..

statec‘ was not personally involved in the incident.

!owever

was in the screening area more than five times when the alarm on the revolying door was
_ activated..felt that everyone at the checkpoint could hear the alarm without difficulty.

i is the head of the Safety Action Committee for the five airports. This committee was fonpgd
in January of 2004, and other than the issues represented above does not remember Mair voicing
‘ any safety concerns for committee review. The Safety Action Team Binder and the
%j: R o bow so they may be reviewed regularly.

.has been part of two large training exercises that involved participants from many different
- agencies. The first was a tabletop exercise at the airport in Alpena, Michigan and the second was a
crisis management hijack drill in June of 2004.

eed to review. files regarding any communications received from Mair with regard to
emergency preparedness or training subsequently provided the OIG with a copy f)f an email
dated February 29, 2004 from Mair. ¢ email, Mair acknowledged that “Who to call inan
emergency is common knowledge.” Mair also acknowledged his responsibility for providing
training stating, “There hasn’t been much spare time for training. Staffing numbers are tight. Last
week there were six training items alone from.’ A copy of this email is attached.

‘Attachment:  Email from Mair tO. regarding training and emergency notifications.

IMPORTANT NOTICE . » .
- [Phis report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly from the Office of
{nspector General. This feport remains the property of the Office of Inspector General, and no secondary distribution may be l_nad'c: in whole or in
part, outside the Departmient of Homeland Security, without prior authorization by the Office of Inspector Q‘rcncral. Public avax.labdx_ty'of thg report
- will be determined by the Office of Inspector General under 5 U.S.C, 552. Unauthorized disclosure of this report may result in criminal, civil, or
pdministrative penalties. :
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From: Mair; Tom o
Sent: Sunday, February 29, 2004 11:11 AM
To: , ‘
Subject: OK RE: Directives

- I apologize for my part.

Although, I'm a little surprised by .your remarks “very disappointed.” After all, all the Supervisors are not
- gone, I'm here to Supervise Feb 29 - Mar 4. -

I agree, the ETD training is behind, Your request may go back to Feb 6.

Feb 7 | was ETD training at MBL. Feb 8-13 | was at training. Feb 14 & 15 RDO's. I'm not sure how
Feb 16 & 17, 20-23 slipped by, but Feb 24-26 it was all about meetings at the Guard Base.

‘There hasn't been much spare time for training. Staffing numbers are tight. Last week there were six
training items alone from :

The T&L information was e-mailed to Leads by.on Thursday.
Who to cé" in‘an emergency is common knowledge. They could start by calling me.
Part of the problém here is that on a regular week, no one is really sure which Screening Manager is

on duty. We don't have your schedule. The Ser. Mgr. schedule has not been posted here since when
was a Scr. Mgr.

' ? you wrote that you gave them instructions on most of the items you wrote me about,
you didn't tell me which ories you did. ’

- I'll answer in regard to all of your remarks before you' return.
Best,
- Tom

- Tom Mair ,
TVC - Screening Supervisor

Cherry Capital Airport
Ph
F

—-—Qriginal Message— )
. From:

Sent: Saturday, February 28, 2004 4:27 PM
Ce: :

Subject: Directives -

@la® ond Tom,

I wanted to cover a few items to all of you in general and if they do not pertain to you at the least |
- want to keep you informed. | spent most of my afternoon at the checkpoint going over some
+ things with our acting supervisors (leads) and making sure our ETD machines get put in the
proper places. Here are some issues that need to be addressed. ‘

» [ would like to state that | was very disappointed about the lack of information given to our
A ) A



RO

acting supervisors wnile two of you are absent. At no time did any of you tell them about how
to turn in training material (that has a deadline), how to keep up with screeners T&L's, who to
call about overtime or in a emergency, (I will be gone) and what to do about implementing
training and rotating screeners with the gate closure beginning March 1st. | gave them

. directions on most of these issues today. '

* We have moved the Barringer ETD machine up to the checkpoint so that we have a reliabl _
machine to do ETD checks. | appreciate the work you did to make this happen, we are moving
the shell of the Barringer into the checkpoint today so that all machines are in there proper
— ,_casing. | also authorized to move ETD machine #5 (I believe it is the number) and
5 S J/ - put the Itemizer at that position. Siemens was very adamant that the

The ETD team formation. | put out a memo and asked for your input on having an
in charge of this team. You all gave me positive feedback. Yet for the last two weeks_: '
is the only one doing the maintenance? Why is that? | thought we all had a clear picture

andﬁ are the ETD team so that supervisors can utilize their time for
other duties and re

; sponsiDilities. When | come-back on the 9th of March | would like to see
that both J andbare fully trained and in charge of this.ﬁand have some
very good ideas we can Implement and give them positive feedback on. ,

e The gate closing beginning March 1st is a great time for so many things to be worked on and
completed. | leave it up to you as the Supervisors and Leads to rotate people fairly and
effectively. We are still working on a time we can have a gate closure for afternqon_s. I would
like to show that we can handle this morning closure successfully as a team. This time can

* also be used for supervisors to implement the PDP for Leads. This was brought up at our first
supervisor/lead meeting and needs to be address before our next meeting in March.

%I write this not just as a Screening Manager but as a part of your team. All of the above

- mentioned issues cannot be completed. with out us all working together and communicating.

Please follow through on these items and if there are questions call me S o | vill see
you next week. Thank You ' :

- IS4 Screening Manager
APN,.CIUMBLPLNTVC
D .

FX#
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us. Department of Homeland Security
Office of Inspector General - Investigations MEMORANDUM OF ACTIVITY

Type of Activity: Personal Interview Thomas Mair

Case Number: 105-TSA-CHI-01544 Case Title: TSA, Cherry Capital Airport

On November 29, 2004, Special Agent (SA Department of Homeland Security

(DHS), Office of Inspector General (OIG), and SA § DHS, OIG, interviewed

Thomas Mair, At Mair’s request, the interview was conducted at Minerva’s restaurant,

300 E. State St., Traverse City, ML. Also present was whom Mair stated was
This interview was predicated upon information provided by Mair, a former employee of

the Transportation Security Administration (TSA), to the U.S. Office of Special Counsel_,

Washington, D.C., alleging that security measures at Cherry Capital Airport, Traverse City, MI,

were deficient, thereby causing a substantial danger to public safety.

Mair stated he entered on duty with the TSA on April 12,2002 and was sworn in on that date:,
however, due to processing delays, his first duty date was June 30, 2002. He stated he was hired as
a Screener Supervisor, and continued in that position until he was served with a Notice of
Proposed Removal on April 29, 2004, which was his final day on duty.

Mair stated that upon entering on duty, he received one week of basic training at the queral
Aviation Administration (FAA) facility in Oklahoma City, OK, followed by seven or exg'ht. weeks
-of on-the-job training at JFK Airport, New York, NY. He then was assigned to the Raleigh-
Durham Airport in North Carolina for one or two weeks, where he trained newly hired screeners
during the start-up of TSA coverage of that airport. Mair stated he then participated in the initial
training of screeners at the Grand Rapids, MI airport. He stated he reported for duty at Cherry
Capital Airport, Traverse City, MI on September 4, 2002, and, with the exception of training

. newly hired screeners during the start-up of the Pellston, MI airport, remained there until his '
termination. Mair stated he also provided screener training during the start-up of the Traverse City

Airport,

* Mair stated that in April 2003, he received training from TSA on the maintenan'ce of Explosive
Trace Detection (ETD) machines, and thereafter, he was responsible for the maintenance of these
machines at the Traverse City Airport

- Mair stated he developed an interest in law enforcement because of the 1968 murder of a friend ‘
and the friend’s family in Goodheart, MI. He claimed that in 1991, he became involved with th<?
- Silent Observer organization, which he stated is similar to CrimesStoppers. He stated he useq his
affiliation with this organization to attempt to develop information regarding the murders, which -
- Mair stated are still unsolved. Mair claimed that he has provided information to local, state, and
Federal law enforcement agencies through his involvement with Silent Observer, and used some of -
these law enforcement contacts as references when he applied to the TSA.

[Name, Tite, Signature, snd Drtpuui | Reviewing fficial Name, Title, Signature, xad Date:

q A ALY 2

pecial Agent, December 9, 2004 “}KM t, Special Agpat in Charge = 5"
IMPORTANf NOTICE ———’ o ] :

is report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly from the Office of
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ill be determined by the Office of Inspector General under 5 U.S.C. 552. Unauthorized disclosure of this report may result in criminal, civil, or
dministrative penalties. . :




MEMORANDUM OF ACTIVITY

Mair indicated that prior to serving with the TSA, he managed the Harmony House record store,
Traverse City, MI, from 1999 through 2001. Prior to that position, he worked at the North Peak
Brewpub, Traverse City, ML, from 1997 through 1999, and worked on the Grand Traverse Dinner
Train from 1995 through 1997.

Mair admitted that in January 2004 he received a verbal warning for failing to complete on-the-job
training paperwork for screeners he had trained, and for failing to complete his Professional
Development Plan. He produced a copy of a memo documenting the warning.

Mair produced a copy of a June 28, 2004 Letter of Decision to Remove which documented an
incident involving Mair’s failure to calibrate an ETD machine at Traverse City Airport. Mair

- acknowledged that such a failure is specifically listed in the TSA Human Resources Manual as
grounds for termination of employment. '

With regard to the allegations he communicated to the Office of Special Counsel, Mair produced a
hand-drawn sketch of the now-closed Traverse City Airport terminal. The sketch depicts a “door
without lock” leading from a tunnel used to transport baggage to the aircraft ramp area. Mair
stated a contract security officer from Corporate Security Solutions assigned to the airport had
informed him that this door had no locking mechanism, and was allegedly unsecured during the
overnight hours when the airport was closed. Mair claimed that on J anuary 3, 2004, he notified his
~ supervisor, ia email of this purported security vulnerability; and-on

January 5, 2004, he notified Aviation Security Inspector, TSA, Traverse City
Airport, also via email. Mair stated he had copies of these emails and could provide them to the
OIG. He claimed that this door continued to have no locking mechanism as of his last day on duty,
April 29, 2004, and that he never received a response to his messages.

- Mair stated that his second allegation was in regard to the emergency lights which were installed in
the above-described tunnel. Mair claimed that during a power failure cause by a storm, the tunnel
was “pitch black”, creating a hazardous environment for employees and providing cover for
possible theft activity. Mair claimed that on October 7, 2003, he notiﬁed’nd
email regarding this situation, however, he never received a response to his messages.

ia

Mair stated his third allegation was in regard to a revolving “exit only” door that separated the
secured and unsecured areas of the now-unused passenger terminal. Mair claimed that this door

- malfunctioned “a few times a week” and that security breeches occurred because of these
malfunctions. Mair admitted that his knowledge of these alleged malfunctions and breeches came
‘via hearsay from employees of non-TSA entities at the airport. He claimed that these malfunctions
‘occurred throughout his last year on duty at the airport, but also maintained that an aircraft was
never “dumped” (all passengers off-loaded and re-screened) due to such a malfunction.

_S3; |
Mair stated that hich would cause an
alarm to sound if an individual attempted to enter the secured area; activation of this pad would

‘ IMPORTANT NOTICE
This report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly from the Office of
[nspector General. This report remains the property of the Office of Inspector General, and no secondary distribution may be made, in whole or in
part, outside the Department of Homeland Security, without prior authorization by the Office of Inspector General. Public availability of the report
will be determined. by the Office of Inspector General under 5 U.S.C. 552, Unauthorized disclosure of this report may result in criminal, civil, or
pdministrative penalties,
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MEMORANDUM OF ACTIVITY

also cause the door to stop revolving. He indicated that the alarm enunciator was relocated from
the vicinity of the door to the opposite end of the gate area at the top of the stairwell leading to the
TSA main screening checkpoint. Because the main checkpoint was the only full-time TSA fixed
post, this was done to insure that TSA personnel would hear the alarm. Mair claimed that the
alarm was not always audible, particularly during peak passenger occupancy periods. He also
claimed that the door area was never covered by a fixed security post during times when it had
malfunctioned and could, therefore, be breeched.

Mair stated that his fourth allegation related to the amount of training provided to TSA personnel

assigned to the Traverse City airport. He claimed that that personnel have never been trained on
how to respond to emergencies, and that drills or practical exercises have never been conducted.

incident as an example of this lack of preparedness. He stated that

‘on February 8, 2004,

ived at the airport. Mair stated he was unaware of the threat, until he was
or guidance regarding a search of the airport. He stated he was unable
— to provide any direction, so the began a search of areas thought to be related to the threat.
arrival, and %j

Mair stated he notified his direct supemsor,m regarding thcm
and ’, Assistant Federal ecuni or Screening responded to the airport

within inutes. He stated that an sumed supervision of the situation and
~ the search was conducted without incident. Mair stated he never learned who requested the K-9
search, however, he opined that a Northwest Airlines representative may have done so. He

=== claimed he subsequently spoke mfhﬂ and learned that the threat had been received

Mair therefore concluded that the response to the threat should have been
a more orderly fashion. Mair stated he prepared an

was submitted to

¥ planned and communicated
incident report regarding this event, which

Mair claimed he communicated to his direct supervisors his belief that training procedures were
insufficient, however, no drills, “tabletop™ exercises, or scenario-based training were ever
conducted. He stated he did receive training regarding human resource management policies and
procedures, and also personally conducted screener re-certifications during 2003. Mair also stated
he participated in the development of an Emergency Operations Manual, which was finalized in
2004, and produced a copy of a December 9, 2002 memorandum from Federal Security Director
(FSD) Alan Anderson entitled, “Security Incident Response Procedures.”

Mair agreed to meet with the OIG on December 1, 2004 at 9:00 a.m. at Minerva’s restaurant to
provide copies of documents he asserted were relevant to his allegations. These documents
included the Notice of Proposed Removal; the Letter of Decision to Remove; the verbal warning
memo; the emails he claimed to have sent regarding the tunnel door; the email he claimed to have
sent regarding the tunnel lights; and, a copy of FSD Anderson’s memo entitled, “Security Incident
Response Procedures.”

IMPORTANT NOTICE )
is report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly frorq the Office ?f
tor General. This report remains the property of the Office of Inspector General, and no secondary distribution may be made, in whole or in
- jpart, outside the Department of Homeland Security, without prior authorization by the Office of Inspector General. Public avax‘labnh.ty.of thc. report
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- OnDecember 1, 2004 at 9:00 a.m., SA~1 ' DHS, OIG, entered ..
Minerva’s restaurant and advised the hostess that they were there to meet another individual. The
hostess inquired if they were there to meet Tom Mair. They responded that they were, and were
told by the hostess that Mair had called the restaurant earlier that morning and left a message with

the hostess requesting that she inform the OIG that he would not be coming to the restaurant to
meet the OIG.

Contigui ecember 1, 2004, at approximately 9:05 a.m., SAH called Mair at
w which was the only contact number previously provided by Mair. A message was
I

eIt requesting a return call.

On December 3, 2004, SA etrieved a message sent to his OIG email account from

i s message, dated Tuesday, November 30, 2004 at 3:31 pm.,
; Please be advised that I won't be meeting with you

air”’ ,

entirety, “
‘Wednesday morning.

est, Tom

As of the date of this report, Mair has failed to contact SA - or SA-

Attachment: Hand drawn sketch of the now-closed Traverse City Airport terminal provided by
Email from Mair to SA- dated November 30, 2004,

IMPORTANT NOTICE )
is report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly from the Office of
pector General. This report remains the property of the Office of Inspector General, and no secondary distribution may be x~nad.c3 in whole or in
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From: tom mair [
Sent: Tuesday, November 30, 2004 3:31 PM

To: VA
Subject: Meeting

Please be advised that I won't be meeting with you
Wednesday morning.

Best,

Tom Mair
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754 U.S. Department of Homeland Security | _
Office of Inspector General ~ Investigations =MEMORANDUM OF ACTIVITY

Type of Activity: Personal Interview _

Case Number: 105-TSA-CHI-01544 Case Title: TSA, Cherry Capital Airport

On November 29, 2004, Special Agent (SA) gl Department of Homeland Security
(DHS), Office of Inspector General (OIG), and SA , DHS, OIG, interviewed .
Scheduling and Operations Manager, ransportation Security Administration

» at the office of the Federal Security Director (F SD), 1760 Forest Ridge, Traverse City, ML
Also present was FSD Alan Anderson.

was questioned regarding’ involvement with the February 8, 2003”15 < /.
incident described by Thomas Mair uring the interview of Mair by the OIG on November- 9,.
2004, stated that on the day of the incident, as Screening Manager and was Mfur’s
direct supervisor. recalled that Mair calle at home and advised that a sweep of the airport

as 1N progress. statedillimmediately
responded to the airport and participated i the remainder of Mad e that-during.the
sweep. learned that the Northwest Airlines station manager, had called the sheriff’s
office and requested a sweep stated
.believe'd the threat

employee to learn of the
any other notifications.

SSL-

e sheriff’s office directly and not made
—

(93—

With regard to Mair’s allegation that a baggage tunnel door in the old terminal was not properly

secured, H stated that while,served as Screening Manager the door was never ‘
considered to be a security vulnerabs ity. -' indicated that during the tlme‘supemscd
Mair, Mair never communicated a concern regarding the door to i

Regarding the revolving exit door in the old terminal stated that there were severa!
instances where the door malfunctioned, however, as not aware of any unauthorized entries
 through the door.

tated that all screeners receive three hours of TSA-mandated training each week, which
1s accomplished via the TSA Online Learning Center, and through scenario-based practical
exercises conducted at the screening checkpoint during periods of low passenger ﬂowq added
that a briefing book, containing Standard Operating Procedures (SOPs), and other require

reading, is utilized by managers to communicate policy and procedure updates to screeners.

s 5; — With regard to th incident, FSD Anderson commented that the incident occur'red
during the early phases of TSA’s coverage of the airport, and that the level of communication
' between all entities involved at the airport has increased significantly since that time.
Name, Title, Signature, and Date;_ Revie ial Name, Title, Signature, and Date:

(230
The M. Frost, Special Aggnt in Charge
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. -’V&IS asked what training the Security Screeners receive;.

9:4U.S. Department of Homeland Security 4
Office of Inspector General — Investigations MEM

Type of Activity: Personal Interview -

Case Number: 105-TSA-CHI-01544

ORANDUM OF ACTIVITY

Case Title: TSA, Cherry Capital Airport

On November 29, 2004, at 5:40PM, Special Agent (SA) and SAq .
Department of Homeland Security, Office of Inspector General interviewed Transportation Security

Administration (TSA) Training Coordinator, The interview was held in the office of
the Federal Security Director in Traverse City, Michigan.

Prior to becoming the TSA Training Coordinator,m
H current job is to document, facilitate and monitor the training of
Security Screeners at the Cherry Capital Airport.

said that Screeners are given a

minimum of 3 training hours per week. Depending on the number of travelers at the airport and
other duties, it is not uncommon for Screeners to get more than 3 hours of training per week. The

training is usually broken into 3 separate 1-hour blocks.

ome

examples of training in the open category would be briefings on current threats and intelligence,
customer service, and bulletins received from TSA Headquarters.

Screener Supervisors are also instructed to conduct roll-play scenarios with the Screeners. The
_~  airport has training aids, which includes 5 52 |
5}/ ./*According to Mair’s position as a Screener Supervisor would have _

251

—=Screener Supervisors also perfomHaudits on the Screeners in which they stand back awa
from the checkpoint and watch théin perform their specific duties. ’ said tha o

required him to conduct this type of training.

TSA, Aviation Security Inspector, also does another audit of the checkpoints. ~.
outside individuals, from other government agencies, to hel  test the screener_s.by aving them
try and hide weapons and go through the checkpoint. This audilis done on a reptitive basis.

of his employment. (December 2003 — April 2004). These records reflect that Mair

%provided, OIG with a copy of complainant, Thomas Mair’s, training record from the last five
mon

Name, Title, Signature, Date: Reviewi itﬂdal Name, Title, Signature, Date:

/K40y

1
omas M. Frost —/Special Agent in Charge

S /2T Yoy
— Special Agent

) T ~ IMPORTANT NOTICE . )
This report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly from the Office of

Inspector General. This report remains the property of the Office of Inspector General, and no secondary distribution may be Enadg, in whole or in
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MEMORANDUM OF ACTIVITY

completed approximately 71 training courses during that time period. These courses included

presentations that ranged from standard operating procedures to the response to the discovery of
weapons or explosives at the TSA security checkpoint.

-Attachment: Mair training records.

IMPORTANT NOTICE )

is report is intended solely for the official usc of the Department of Homeland Security, or any entity receiving a copy directly from the Office of
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Learning History_ .

. Learning History

- MALR -

> View Learning History

Learning History

The following details your completed learning.

Show | 10

! ]
i records/page (74 total records)

Sort by: | Completion Date F

/ Component Completion Date  Status Completion Online
Certificate
\ {' 4/24/2004 00:00:00
J 412412004 00:00:00
4/24/2004 00:00:00
-Ra Review 4/19/2004 10:12:36 A
% 4/19/2004 10:07:26 Briefing Completed Print Yes
7 ‘
B . lﬂﬁﬂﬂﬂﬂﬂm&nﬂ_ﬁgpmﬂm 4/18/2004 07:14:58 Briefing Completed Print Yes
BRIEFING TSA-SEC-IDVIOLS-0001
(Rev 11/12/2003 08:30:44)
' 4/18/2004 07:09:47 Briefing Completed Print Yes
é 4/18/2004 07:03:10 Briefing Completed _ Print Yes
/
e 4/17/2004 00:00:00
J% : 4/15/2004 08:18:08 Course Pass Print Yes
\ 4/4/2004 19:55:16  Briefing Completed Print Yes
Proper Lifting Techniques for 4/4/2004 19:53:50 Course Completed Print Yes
Screeners ‘
COURSE SCR-ALL-SAFELIFT-0001
(Rev 10/8/2003 09:32:53)
e i jvi r 4/4/2004 19:52:02  Reading Complete Print Yes
READING TSA-PRIVACY-RESPECTPRIV-
0001 (Rev 3/8/2004 16:34:30)
Awarene 4/2/2004 20:28:04 Briefing Completed Print
BRIEFING SCR-OPSEC-AWARE-0001 :
(Rev 4/21/2004 14:04:28)
SEC Fundamental 4/2/2004 20:28:04  Course Pass Print Yes
COURSE ALL-OPSEC-FNDMTLS-0001
{Rev 1/30/2004 08:33:31)
EL@H@D% 8/27/2004 00:00:00 Tutorial Completed Print
ries: X-RAY OPERAT
. ( TUTORIAL SCR-ALL-XRAYOP-
(Rev 2/11/2004 14:19:
[- 3/27/2004 00:00:00
} ‘ 3/27/2004 00:00:00
/ IT Security Awareness 8/14/2004 00:00:00 Course Pass Print Yes
! COURSE ALL-TSEC-AWARE-0001
/ (Rev 1/13/2004 11:15:12
| pEEREy o
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X-Ray Image Review  3/14/2004 00:00:00

IT_Security Awareness 3/9/2004 19:26:28  Course Pass Print Yes
COURSE ALL-ITSEC-AWARE-0001
- {Rev 1/13/2004 11:15:12) _ A
terim Poli lo 3/9/2004 19:10:34  Reading Complete Print Yes
Responsibilities and Conduct
READING TSA-GEN-EMPCONDUCT-0001
(Rev 1/15/2004 10:43:54) ‘ .
t licy on Emplo 8/7/2004 00:00:00 Reading Complete _ Print Yes
onsubolme and Condu
READING TSA-GEN-EMPCONDUCT-0001
(Rev 1/15/2004 10:43:54)
t n s 12« 3/7/2004 00:00:00
X-Ray Image Review : 3/7/2004 00:00:00
: kd Bag SOP t 2/29/2004 00:00:00

- Checkpoint SOP (new) Chpts 1011 2/26/2004 00:00:00
X-Ray Image Review 2/29/2004 00:00:00
Modular Bomb Set Assembly/ID 2/29/2004 00:00:00

b P r 2/22/2004 00:00:00
Mﬁnimmmmg 2/22/2004 00:00:00
2/22/2004 00:00:00
' thgkmln SOP (new) h_ap;ggg 5.6,8,9 2/22/2004 00:00:00
2/21/2004 00:00:00 Tutorial Completed _Print
Checkpoint SOP (New) Chpts -3~ 2/21/2004 00:00:00
Ba r 2/21/2004 00:00:00
ining  2/21/2004 00:00:00
Ima eview 2/21/2004 00:00:00
TIP AVO 400.32.2-7 2/21/2004 00:00:00
' rvisi aining  2/13/2004 16:00:00 Class Completed Print
for TSA Employees - Rev 3 (2/2/04)
CLASS SCR-SUPV-INTRO-0001 :

* (Rev 11/7/2003 12:18:42) :
mﬂ%mm_gmmmm 2/11/2004 13:49:24 Course Pass Print
with Your Customers
COURSE TSA-HRBUS-44008-0001 '

(Rev 10/24/2003 14:04:34)
logy/Abbreviation ’ 2/7/2004 00:00:00
SOP Chpt 1 4
X-Ray Image Review ~ 2/7/2004 00:00:00
- Emmjﬂ_sm_ﬂgmngﬂgh 1/31/2004 00:00:00 Cotrse Pass Print
COURSE TSA-CS~UPSETCUST-0001
(Rev 10/24/2003 13:50:05)
I ice: Working wit 1/31/2004 00:00:00 Course Pass Print
Upset Customers
COURSE TSA-HRBUS-44007-0001
(Rev 10/24/2003 13:49:14)
Use of ETD SOP Chapter 5 1/31/2004 00:00:00
X-Ray Image Review 1/31/2004 00:00:00
llence in ice: rov' in . 1/24/2004 00:00:00 Course Pass Print
rior Customer S
COURSE TSA-CS-PROVSUP—0001 ~~~~~~~~~ —
(Rev 10/24/2003 14:15:14) .
len ice: in 1/24/2004 00:00:00 Course Completed Print
S ior Customer Servi
COURSE TSA-HRBUS-44006-0001

(Rev 10/24/2003 14:04:46)




1/24/2004 00:60:00

A ay Image Review 1/24/2004 00:00:00

S
/ Prog For Serng Ind SOP Chpt44.1- . 11772004 00:00°00

Travel Sentry Passkey System AYO  1/17/2004 00:00:00

X-Ray Image Reyiew- 1/17/2004 00:00:00

igement: Fundamental 1/.12/200415:50:50 Course Pass Print
- ‘COURSE TSA-GEN-EMPSTRESS-0001 :
(Rev 10/24/2003 13:29:47) - .
Stress Management: Fundamentals for 11279004 15:50:50 Course Pass Print
COURSE TSA-HRBUS-43006-0001 ' '
(Rev 10/24/2003 13:27:18) ' :
g ble Pro £ 1/10/2004 00:00:00
Chpt. 443435
; Chpt, 4 Sec 4 _1/10/2004 00:00:00
ﬁenﬂtlxe_s_egumy_mmn_(s_gu 1/6/2004 14:53:52 . Course Pass A - Print
¥ : L . ) , : . ,
COURSE ALL-SSI-AWARE-0001 : ‘
(Rev 12/24/2003 09:11:10) v
Screening of Persons w/Djsabllities 1/5/2004 13:51:57 -
- SOPChpt. 442428 - . :
‘ 1/5/2004 13:48:03
1/5/2004 13:43:31
1123112003
06:48:52
12/31/2003 ~
06:45:08
7‘1,2131/2003
: 06:40:16
12/31/2003
| 06:33:23
i : 12/31/2003 Briefing Completed . Print
reat Information. a 06:03:24 . .
. -Crimina i S
BRIEFING TSA-SEC-IBYIOLS-0001
(Rev 11/12/2003 08:30:44) o . ’ ‘ ,
es Vid 12/20/2003 Demonstration Prnt
DEMO SCR-ALL-PATDOWN-VIDEO-0001 00:00:00 -Complete .
(Rev 12/1/2003 15:22:40)
v ' S PROCED 12/11/2003
14:47:58 . .
12/11/2003 . Reading Complete___  Print
READING SCR-ALL-TIPAID-0001 _ 14:00:26 -
(Rev1?]5/200311:35:59) R ‘
line Learning - t 127102003 Course Compieted Print Yes
Training ) 11:19:56 .
COURSE ALL-TRN-OLCSTUD-0001
- (Rev 10/31/2003 08:04:36) v
EID Maintenance Training - temiser  4/472003 00:00:00.  Class Completed Prnt .,
CLASS SCR-ETD-MAINT-TEM-0001 ' : ' !
(Rev 5/28/2004 00:00: ) -
Print

ETD Maintenance Training - Barringer 432003 00:00:00 Class Completed
CLASS SCR-ETD-MAINT-BARR-0001 i : ,

(Rev 5/28/2004 08:19:05)

H [ ]
Show 10 irecords/page (74 lotal records) fad




’

' EXHIBIT 13



' 7:/U.S. Department of Homeland Security |
Office of Inspector General — Investigations =MEMORANDUM OF ACTIVITY

Type of Activity: Personal Interview — and-

Case Number: 105-TSA-CHI-01544 Case Title: TSA, Cherry Capital Airport

On November 30, 2004, at approximately 11:40AM, Special Agent (SA) and SAJN
d)epartment of Homeland Security, Office of Inspector General interviewed Grand

Traverse County, Emergency Management Coordinatorp and Deputy Coordinator,

. The interview was held in their office in I raverse City, Michigan.

ere informed of the basis for this investigation in regard to the lett.er from
the Office of Special Counsel and the allegation that employees of the Transportation Security

Administration (TSA) are not properly trained to respond to an emergency situation. . Both”
and ere very cooperative with agents and stated that they had an outstanding relationship

with all of the TSA staff that they have worked with. Two incidents came to mind in which they
worked with TSA on training related issues. Those two issues were th
aining put on by TSA, and, more recently, the full-scale dis
conducted on September 18, 2004. This drill included an aircraft-hijacking scenario at Cherry
Capital Airport, and required TSA response to the situation. While preparing for the full-scale drill '
there were also many pre-event planning meetings that TSA staff attended and participated as an

integral part.

_and” agreed to review their files regarding the September 18, 2004 drill, and
provide the OIG with any documents related to the drill.

S57 -

On December 7, 2004 faxed copies of the Full Scale Drill Narrative and sign-in sheet to
SA - These documents reflect the participation of Federal Security Director Alan Anderson,

and the fact that Cherry Capital Airport was part of the scenario. Copies of these documents are
attached.
Attachments: Full Scale Drill Narrative
Sign in sheet
Name, Title, Sigiature, Date: Reviewing Official Name, Title, Signature, Date:
: / )-——/L/—b foe s & 2y {-/,09/
-‘%al Agent 7 Th?{gs Special Agent in Charge

IMPORTANT NOTICE L. .
This report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly from the Office of

pvill be determined by the Office of Inspector General under 5 U.S.C. 552. Unauthorized disclosure of this report may result in criminal, civil, or
dministrative penalties.
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Grand Traverse County Emergency Management
Full Scale Drill Narrative
September 18, 2004

0800

A previously planted explosive device is detonated by a member of "Citizens for
Liberty" (CFL) at the Brown Bridge Dam. A pipe bomb is placed under the
hature trail walkway steps.

The explosion and movement of water causes a *V*" shaped breech in thc- dam
opening the earthen embankment. As the water rushes out, the breech widens.

. in - report to Grand Traverse County Central Dispatch of 2
loud explosion in the area of the Brown Bridge Dam. He reports the water level

is going down and the dam has been breeched,

0805 | |
» a resident.on the river, calls 911 to report that he has fallen off of his
roof. He is on his cel} phone, but he is unable to move. He hearsithe sirens, but

he cannot get to his car. - Lo

There will only be a 20 minute window of opportunity to extricate (land
notify residents before flood waters inundate Boardman River up to the first
bridge on River Road west of Garficld Avenue.

0810 : ~
-repoﬁs to Central that after the explosion there was heavy smell cordite and

lots of debris in the air, and he could Se¢ someone across the lake running up to
the hills to Hobbs Highway.

The Grand Traverse Ceatral Dispatch advises all incoming units of possible bad
guy in the area, and that the scene may not be secure.

Fire units from Bast Bay and Kingsley report in service and reroute to the scene.
- The first units on scene establish command and confirm the following:
1. The water level is rising at rapid rate. o
2. Heavy debris is flowing downstream, trees are uprooted, there is
heavy mud flow, and propane pigs are floating downstream.
3. Light poles are snapping and there are transformers in the water.

0815
An unidentified courier drops off at the Traverse City Law Enforcement Enter
front desk. :




0820

The videotape reveals a man holding weapons and what appear to be numerous
pipe bombs looking objects under the nature trajl walkway steps. The man says,
on tape, "When you receive this then you'll know that we blew this dam. It's not
going to end here. This is just the beginning of the revolution. We won't stand
for those federal spies who are flying in to day from the USDA to tell us how to
raise our dairy cows! Our brothers and sisters will rise up across the nation when
they hear our call to arms!"

The man is then seen planting the pipe bomb looking objects around the nature

trail walkway steps.

East Bay and Kingsley request additional ambulance/fire/law enforcement. They
notify the city hazardous materials team that a hazardous situation exists and
request response. o

- 0830

0845

Command at the Brown Bridge and City fire/hazmat decides to split up the crews
and send only a small contingency to evaluate the hazardous materials moving
down the Boardman.
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the Road Commission of the n
notify the Salvation Army and

eed for roadblocks and emergency repairs. They
American Red Cross for disaster relief,

The Cherry Capital Airport Command continues to monitor situation and advise.
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Citizens For Liberty

Citizen's for Liberty (CFL) formed in 1987 in response to the farm crisis. Most of the
members were members of the Michigan Militia who splintered to form CFL. They felt
that the Michigan Militia did not adequately represent the needs of the farmer.

Most of the founding members were dairy farmers. Although they have splintered from
the Michigan Militia, they still are loyal and assert they would respond to a Militia call to
arms.

Recently they have been vocal regarding the USDA quarantine of dalry cows due to
bovine TB concerns. They have especially been upset with the government's slaughter of
entire herds to protect Michigan. -

The CFL is known to hold regular exercises at its compound north of Kingsley. They are
suspected to be well organized. Historically they have only taken violent action on two
occasions. o

- In the summer of 1988 two members were arrested for assaulting a U.S. Soil .
Conservation employee who was measuring the amount of till in a low-till field. Low till

fields qualify for farming subsidies.

In the spring of 1995 a member was arrested and successfully prosecuted for fire-
- bombing a Michigan State Extension office in Wexford County.

ML 1B
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Type of Activity: Personal Interview Chief Fisher

Case Number: 105-TSA-CHI-01544 Case Title: TSA, Cherry Capital Airport

On November 30, 2004, Special Agent (SA) Department of Homeland Security
(DHS), Office of Inspector General (OIG), and S DHS, OIG, interviewed

Ed Fisher, Chief, Traverse City Fire Department, at the office of the Transportation Security
Administration (TSA), Federal Security Director (FSD), 1760 Forest Ridge, Traverse City, ML

Chief Fisher was advised that the OIG was investigating an allegation that TSA manggement
assigned to the Traverse City Airport have not conducted emergency contingency drills or
exercises, leaving TSA personnel unprepared for emergencies.

Fisher stated that his department bégan providing fire protection to the airport on Nov.ember I§,
2003. Prior to this date, coverage was provided by a proprietary crash, fire, rescue unit supervised

by the Northwest Regional Airport Commi-ssieanisher—statedihat%inee—iﬂiﬁatingcﬂverage;h&—~-~——~——

has met with FSD Alan Anderson, Assistant FSD for Screening , and Operations
Officer on a regular basis. He recalled approximately five organizational
meeting held 1n preparation for a “tabletop” exercise conducted in 2004, and also stated that on
September 18, 2004, he participated with TSA and other law enforcement and emergency

management agencies — ;,é'_'

Fisher stated he has had a “fantastic” working relationship with TSA, and that all of his
interactions with the FSD’s staff have been positive.

Fisher agreed to review his personal and department files to obtain information on the numbe.r and
types of drills or planning sessions held in conjunction with local TSA management and provide '
the results to the OIG. ‘ :

On December 1, 2004, Chief Fisher provided the following summary of TSA interactions
documented in his personal calendar: :

May 7, 2002 Tabletop Exercise
June 3, 2002 Tabletop Exercise
April 3, 2003 Tabletop Planning Meeting
April 14, 2003 Tabletop Exercise at Airport

~ April 30 -
May 2, 2003 Homeland Security Conference
June 25,2003 Air Show Planning Meeting

==

| Name, Title, Signature, and D, Reviewing/Offigial Name, Title, Signature, and Date:
(z4)o S /2-/0-0y
i . Th M. Frost, Sp€cial Agent in rge

IMPORTANT NOTICE ~ \_ )
is report is intended solely for the officidl use of the Department of Homeland Security, or any entity receiving a copy directly from the Office of
pector Generdl. This report remains the property of the Office of Inspector General, and no secondary distribution may be {nad'e., in whole or in
art, outside the Department of Homeland Security, without prior authorization by the Office of Inspector General. Public availability of the report

ill be determined by the Office of Inspector General under 5 U.S.C. 552. Unauthorized disclosure of this report may result in criminal, civil, or
inistrative penalties.
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December 22,2003 Airport Communications Meeting
January 6, 2004 Air Show Planning Meeting

May 12, 2004
May 12, 2004 Air Show Planning Meeting
June 30, 2004 Air Show Planning Meeting

’ IMPORTANT NOTICE )
This report is intended solely for the official use of the Department of Homeland Security, or any entity receiving a copy directly from the Office of
Inspector General. This report remains the property of the Office of Inspector General, and no secondary distribution may be made, in whole or in
part, outside the Department of Homeland Security, without prior authorization by the Office of Inspector General. Public availability of the report
will be determined by the Office of Inspector General under 5 U.S.C, 552. Unauthorized disclosure of this report may result in criminal, civil, or
pdministrative penalties,
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A

Type of Activity: Personal Interview TVC Police

Case Number: 105-TSA-CHI-01544 Case Title: TSA, Cherry Capital Airport

On November 30, 2004 Special Agent A S - SA- Department of
Homeland Security, Office of Inspector General interviewed Chief Mike Warren and Captam-
Traverse City Police Department. '

SA -ﬁn;t asked Chief Warren about his department’s working relationship with the ;
Transportation Security Administration (TSA) at the Cherry Capital Airport. Chief Warren said that
they have an excellent working relationship with TSA. He explained that, Federal Security Director,
Alan Anderson and Assistant Federal Security Director, , were state certified law
_enforcement officers before retiring and accepting their current positions. He was acquainted with
Anderson, and e has known for some time because he worked in neighboring Benzie

- County. g S /,’/
Chief Warren said that he has been to table-top exercises with TSA personnel

and also the full scale disaster

drill that was conducted on eptember 18, 2004. He further stated there were several fneetings prior

to both of these events that either he or Captain -attended in regard to preparation.

Chief Warren also stated that when TSA first took over security at the airport, and several times
since, there have been many informal meetings of the two departments. These meetings wereto
lorm agreements to outline circumstances under which the police would respond to the airport. This

included such things as what constituted a weapon, emergencies, etc. This is an ongoing process
that continues today.

[ Name, Tide, Signatare, Date: | Reyi flicial Name, Title, Signature, Date:
rd
— /7Y -
— Special Agent y Thgmag'M. Frost — Special Agent in Charge
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fnspector General, This report remains the property of the Office of Inspector General, and no secondary distribution may be made, in whole or in
part, outside the Department of Homeland Security, without prior authorization by the Office of Inspector General. Public availability of the report
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