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BASIS FOR INVESTIGATION

In a memorandum dated July 10, 2008, Principal Deputy Chief Counsel Margot Bester, Office
of Chief Counsel (OCC), Transportation Security Administration (TSA), forwarded to Assistant
Administrator K. David Holmes, Office of Inspection, TSA, a Whistleblower Disclosure case
filed with the U.S. Office of Special Counsel (0SC) involving allegations that employees at the
Dalias-Fort Worth International Airport (DFW) are instructed to ignore insufficient self-
inspections by aircraft operators: Additionally, the disclosure alleges that in one tarminal,
prohibited items could be passed from the non-sterile (passenger) side o the sterile side
through openings in Venetian blinds.

Attached to the memorandum from Bester was a letter dated July 2, 2008, from the OSC to
The Honorable Michael Chertoff, Secretary, U.S. Department of Homeland Security (DHS). In
the letter to Secretary Chertoff, the OSC provided a detailed description of the information
received from Transportation Security Inspector (TSI) Kevin Toth, DFW. The OSC advised
that TSI Toth alleges that “TSA management expressly directed TSA inspectors to disregard

security policies by not requiring aircraft operato
or prohibited iterns.” TSI Toth provided the OSC a package of information
containing e-mails and pictures supporting the allegations he made. One of the e-mails in the

package was sent by Supervisory Transportation Security Inspector (STSI) Wes Crow, DFW,

ta TSI Toth, in which STSI Crow responded to an e-mail requesting clarification regarding the

requirements of the air cariers refating to interior searches involvingm

M In the e-mail response to Toth, STSI Crow wrote, in part,
ometimes wis 3

g when fo tumn a blind eyel”

The Office of Inspection, Inspections and Investigations Division (OVIID) will conduct an
investigation into the allegations made by TSI Toth. Specifically, OWID will attempt to
determine how many TSIs at DFW received the "turn a blind eye” e-mail authored by STSI
Crow, and then determine how many TSis FW were following the direction in the e-mail
and not requiring their assigned air carrie

scribed in the complaint will be

4 .
forwarded to the appropriate office for review. OIID will also conduct an investigation into the
alleged security vulnerability caused by the louvered blinds located at seven.check points in

Terminal B at DFW,

Note: Prior to traveling to DFW to interview the Whistleblower complainant, OIfiD
learned that Assistant Federal Security Director for Inspections (AFSD-1) Phil Zaglool
‘had retired and that STS! Wes Crow was out of the office on SRR cave.
Since the allegations against AFSDI Zaglool were administrativéifaﬁ”fsin‘c . Zaglool wais:
no fonger an employee and couldnot be.compelled to discusslt,he
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believe interviewing Zaglool would add any value to the investigation and therefore did
not attempt to contact Zaglool for an interview.

Additionally, during the investigation STS| Wes Crow was not available for interview
because he was out on leave. Prior to being
interviewed, Crow chose to retire. For the same reasons as stated above, OVIID chose
not to attempt to contact Crow for an interview.

Prior to the initial trip to DFW to begin the investigation, the local DFW OIID office was
contacted to assist with coordinating the interviews. DFW OI/IID advised they had
referred multiple allegations regarding hostile work environment and retaliation issues
involving AFSD-I Zaglool and STSI Crow to the Management Inquiries Branch (MIB) for
investigation. DFW OWID also advised that Federal Security Director (FSD) Jimmy
Wooten, DFW, had passed away and the new FSD, Cedric Alexander, had only been at
DFW for less than one year. This background information is supported by Attachments

11, 15.

As previously stated, the non-security related issues were forwarded to the MIB for
appropriate action. An independent management inquiry was conducted, which
concluded that AFSD-I Zaglool and STSI Crow's actions were inconsistent with TSA
Management Directive 1100.73-5, Employee Responsibilities and Conduct, which
describes the workplace standards (Attachment 32).

Additionally, this investigation focused solely on the potential security vulnerabilities
resulting from the "turn a blind eye” e-mail and the louvered blinds located at seven

checkpoints.

Although it is not specifically annotated i in the memoranda of interview, the issue of poor
management, hostile work environment and fear of retaliation by Crow and Zaglool was
brought up by more than half of the TSIs interviewed during this investigation,

ALLEGATIONS AND FINDINGS

Allegation #1: Per the complaint, TSI Kevin Toth alleged that as a result of the “turn a blind

eye” e-mall, “TSA management expressly directed TSA inspectors to disregard securi
policies by not requiring aircraft operators for
prohibited items,” a violation by the alr carrler(s) of Aviation Secun rective -01-

10Z, and a violation by DFW management of TSA Management Directive No.1100.73-5,
Employee Responsibiiities and Conduct.

Findmg #1: On April 20, 2006, STSI Wes Crow responded, via e;mai_i tovan e«mall from ’(St -

= Kevm Tath requestmg c!anﬂcaﬁton to comments made the. prevtous yr .gardmgt%he

!!’Am THlS DOCUMENT CONTAINS SENSITIVE SECURITY INFORMA“ON THATIS CONTROLLED UNIJﬁR 48 CFR PART 1620.
NO PART DF THIS DOCUMENT WMAY BE RELEASED FO PERSONS WITHOUT A NEED TO KNOW, AS DEEINED-IN 49 CFR 1620,
EXCEPT WITH THEWRITTEN PERMISSION OF THE AOMINISTRATOR OF THE TRANSPORTATION SECURITY ADMIN*STRAT*ON
WASHING TON, DC. "UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER AC'“ON FOR L. 8 GOVERNMENT

.AGENCIES PUBL{C RELEASE 18 GOVERNED BY & 1,5.0'582.

e eree s

R

T

s R MR W -

SRR T
PRI o e



1080315
Page 4

requirements for aircraft searches. In his response o Toth, STSI Crow wrote, in part:
‘Sometimes wisdom is knowing when to turn a blind eyel” Assistant Federal Security Director
for Inspections (AFSD-1) Phil Zaglool was cc:d on the e-mail from Crow to Toth. The “turn a
blind eye” e-mail was sent by Crow o one TSI; Kevin Toth. There were no other TSIs listed in
the distribution on the “turn a blind eye” e-mail (Attachment 1),

Neither Zaglool nor Crow were interviewed during the investigation. Zaglool retired on July 1,

2008, prior to the start of the investigation. Crow was unavailable for interview due to il
hand was on (SEEINREEE cave until he retired on August 29,
2008 (Attachments 11, 15, 23, 26).

' : complaint, “While Mr. Toth requires air carrie”
other TSls follow Mr. Crow and Mr. Zaglool's Instructions and do not
require air carriers to conduct such searches,” creating a potential security vulnerability, a

violation by the air carrier(s) of Aviation Security Directive (SD) 1544-01-10Z, and a violation
by DFW management of TSA Management Directive N0.1100.73-5, Employee Responsibilities

and Conduct,

Finding #2: Toth received the original "turn a blind eye” e-mail from Crow and forwarded the
e-mail to the three TSIs he was mentoring at the time (Attachments 7, 8, 13, 28). Of the twelve
TSis assigned to the aviation function of Inspections at DFW in 2008, a total of four received
the “turn a blind eye” e-mail (Attachments 7,9, 10, 13, 14, 16, 17, 18, 19, 20, 21, 28), Of the
four who received the “Turn a blind eye” e-mail, only two followed the i

i n and did not
heir assigned air carriers
(Attachments 9, 13).
: i ' ©

Mr. Toth relies on Mr.
though he believes they are required to be searched,” creating a potential security
vulnerability, a violation by the air carrier(s) of Aviation Security Directive (SD) 1544-01-10Z,
and a violation by DFW management of TSA Management Directive No.1100.73-5, Employee

Responsibilities and Conduct.

Finding #3: Toth received the original “turn a blind eye” e-mail from Crow and forwarded the
e-mail to the three TSIs he was mentoring at the time (Attachments 7, 8, 13, 28). Of the twelve
TSls assigned to the aviation function of Inspections at DFW in 2006, four received the “turn a

blind eye" e-mail (Attachments 7, 9, 10, 13, 14, 16, 17, 18, 19, 20, 21, 28). Ali four of the TSIs
~did not require their assigned air carrie Tom April 4
2006 through May 2008 (Attachments 7, 8, 13, 28). The reason the four TSls did not require

‘their. assigned air carriers to properly self~inspect was due to the “tum a blind eye e- maﬂ sent
by Crow(Attachments 7.9, 13 28) SR N R
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720),
due to lack of training and poor mentoring, they were unaware of the full requirements

regarding the air carrier self-inspections. They are currently requiring their assigned air
carrie (Attachments 14, 21).

Allegation #4: Per the complaint, management officials within the Inspections function at
DFW were advised in 2005 of the security vulnerability caused by Venetian (louvered) blinds
located at seven checkpoints in Terminal B at DFW and failed to require the airport to timely
address the vulnerability as required by 49 CFR 1542.201, access control systems, and 49
CFR 1542.201, security of the secured area. STSI Crow’s lack of response is in violation of
TSA Management Directive No.1100.73-5, Employee Responsibilities and Conduct.

Finding #4: In 2005 an inspection of the DFW airport disclosed the security vulnerability caused
by the louvered blinds at the saeven checkpoints in Terminal B and both Crow and Zaglool were
aware of the security vulnerability (Attachments 7, 13, 17, 28). in 2005, STSI Crow was told and
shown the problem, to which Crow advised that tha louvered blinds had been there for years and
that the airport would not do anything about the problem (Attachments 7, 13, 28). Current DFW
management was made aware of the security vulnerability in May 2008 and immediately
addressed the matter with the airport (Attachments 7, 10, 11, 15, 28). During June and July
2008, the airport began to implement changes at some of the checkpoints (Attachments 7, 8, 10,
13, 14, 18). In August 2008, the airport was instructed by TSA to find a solution to the security
vulnerability posed by the louvered blinds (Attachments 11, 15). By October 29, 2008, all of the
seven checkpoints in Terminal B were secured: five with a fixed wall, one with doors and a wall;
and one is actively being utitized by TSA for 16 hours a day, and a guard is posted during the

other eight hours (Attachments 28, 29).

Neither Zaglool nor Crow were interviewed during the investigation. Zaglool retired on July 1,

2008, prior to the start of the investigation. Crow was unavailable for interview due to a
and was on \ QSRR cave until he retired on August 29,

2008 (Attachments 11, 15, 23, 26).
DETAILS OF INVESTIGATION

In a2 memorandum dated July 10, 2008, Principal Deputy Chief Counsel Margot Bester, OCC,
TSA, forwarded to Assistant Administrator K. David Holmes, Office of Inspection, TSA, a
Whistleblower Disclosure case filed with the OSC involving allegations that employees at the
DFW are instructed to ignore insufficient self-inspections by alrcraft operators resu!tmg m a

' ‘ poten‘ctal securrty vumerabmty
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Attached to the memorandum from Bester was a letter dated July 2, 2008, from the OSC to
Secretary Michael Chertoff, DHS. In the letter to Secretary Chertoff, the OSC provideda
detailed description of the information received from TSI Kevin Toth, DFW. The OSC advised
that TSI Toth alleges that “TSA management expressly directed TSA inspectors to disregard

security policies by not requiring aircraft operatorsm
*or prohibited items.” TSI Toth provided the a package of information

containing e-mails and pictures supporting the allegations he made. One of the e-mails in the
package was sent by STSI Wes Crow, DFW, to TSI Toth, in which STSI Crow responded to an

e-mail requesting clarification regarding the requirements of the air carriers relating to interior
searches involving In the e-mail response to

Toth, Crow wrote, in part, “Sometimes wisdom is knowing when to turn a blind eye!”

Allegation #1: Per the complaint, TSI Kevin Toth alleged that “TSA management expressly

directed TSA inspectors to disregard security policies by not requiring aircraft operators [l
I o' (=, Toth provided an e-mail 0

support the above statement (Attachment 1).

Toth provided background information in an attempt to put the comments made in the “turn a
blind eye” e-mail into context. In the late summer of 2005, Toth was assigned to

nd quickly discovered an issue

in the cabin of the aircraft. Toth later
learned that other air carriers wer
asking for clarification from both local management and from HQ. In early 2006, Toth sent
several (at least six) e-mails to HQ asking for clarification, without receiving a response
(Attachment 7).

Toth was in a meeting with STSI Crow and AFSD-I Zaglool on April 19, 2006, and the
iscussed the issues surrounding the requirement of air carriers

n Aprl oth prepared an e-mai
jrection provided by Crow aﬂd Zaglool the previous day. Toth wrote (Attachment 1):

“Wes, based on conversations yesterday, | want to make sure that | have an understandin
as to how we are going to view the interior search of aircraft. As it pertains

Phil also mentioned that we would take the same approach wit
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§| know that this was discussed,;

oo

however | am not sure abou dISpost
Please advise. | know that you put out an earlier message, how ever this addressed the

enforcement issues, and since this guidance no enforcement actions have been initiated,
How are we to record our inspections in PARIS?"

Also on April 20, 2008, Crow replied via e-mail, with a carbon copy to Zaglool. Crow wrote the
following (Attachment 1):

“Kevin,

Sometimes wisdom is knowing when to turn a blind eye! The air carriers are expected to
comply with the SD's & EA’s. That's it! I'm sure that if the ASI's don't make the issue a
point of intense observation neither will the air carriers. Let's give HQ's some breathing
room on this issue and see if they affect any changes. In a month or so we can give Steve
J. a call and see what has come of the subject. We need to let this topic take a rest!”

Crow sent the e-mail to one TSI: Kevin Toth, with a carbon copy to Zaglool. No cther TSls
were listed in the distribution on the e-mail (Attachment 1).

Toth forwarded the “turn a blind eye” e-mail written by Crow to the three TSis he was
mentoring at the time; Angela Lowry, Arnulfo Salinas, and Gregory Gayden (Attachments 7, 9,
13, 28). Lowry, Salinas and Gayden all confirmed they received the “turn a blind eye” e-mail

from Toth (Attachments 9, 13, 28).

Neither Crow nor Zaglool were interviewed. Zaglool retired effective July 1, 2008, and Crow
retired effective August 29, 2008 (Attachments 23, 26).

Allegation #2: Per the complaint, “While Mr. Toth requires air carr%efsw
other TSIs follow Mr. Crow and Mr. Zaglool's instructions and do not

require air carriers to conduct such searches” (Attachment 1).

In an attempt to determine whether other TSIs at DFW were not requiring their assigned air

carriers to perform the proper self-inspections, per the “turn a blind eye” e-mail, all of the TSIs
assigned to the aviation function of Inspections at DFW during 2006 were identified

(Attachment 6).

Crow's and Zaglool's instructions and did not

Regarding whether other TSIs at
require their assigned air carriers

ir assigned air carriers

TSls were aske ey currently requlire the

SENSITIVE SECURITY INFORMATION/FOR OFFICIAL USE ONLY

WARNING: THIS DOCUMENT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CFR PART 1520.
NO PART OF THIS DOCUMENT MAY BE RELEASED TO PERSONS WITHOUT A NEED TO KNOW, AS DEFINED IN 49 CFR 1520,
EXCERT WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION,
WASHINGTON, DC, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT

,AGENC!ES.‘PUBLEC RELEASE IS GOVERNED BY 8 U.S.C §52.

sinsd Mivermber4s, 2087 IO




1080315
Page 8

.and also whether they have always required their assigned air carrie s

Attachments 7, 9, 10, 13, 14, 16, 17, 18, 19, 20, 21, 28).

Of the four TSIs who received the “turn a blind eye” e-mail, Toth and Gayden advised that they
continued to require their assigned air carriersmmtachmems 7,
28). The remaining two TSIs, Salinas and Lowry, advised that they did not require their
assigned air oarrieerm April 20, 2006 (the date of the e-
mail) until May 2008 (when Crow and Zaglool left the office) (Attachments 9, 13). Lowry
indicated she feared for her job and had been subjected to Crow’s abuses in the past so she
complied with the direction in the e-mail from Crow (Attachments 9).

Of the remaining eight TSIs (who did not receive the “turn a blind eye” e-mail), Aaron Dietz and
Efraim Longoria advised there was a period of time when they did not require their assigned air
carriersHAt‘tachmems 14, 21).

Dietz advised that he did not receive any on-the-job training

Dietz is currently the Acting

STSI and does not have any assigned air carriers

| ongoria advised that he stopped requiring his assigned air carriers-
ﬁbecause he feared he would lose his job if he kept bringing issues to the attention ¢
management. Longoria specifically recalled an instance when he told Zaglool about the air

carrier. nd Zaglool got frustrated and told him it was not a big deal
and not to worry about it (Attachment 21).

air carriers
Mr. Toth relies on ir. . Zaglool's instructions as IS omMission even

though he believes they are required to be searched” (Attachment 1).

Regarding whether other TSIs at DFW followed Crow's and Zaglool's instructions and did not
require their assigned air carrier
all 12 of the TSIs were interviewed. The TSls were asked if they currently require their

assigned air carriers

(Attachments 7, 9, 10, 13, 14, 16, 17, 18, 19, 20, 21, 28).
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Of the four TSls who received the “turn a blind eye” e-mail, all four (Toth, Lowry, Salinas,
Gayden) indicated they followed the direction in the “turn a blind eye” e-mail and did not
require their assigned air carriers rom April 20, 2006 (the date of
the e-mail) untit May 2008 (when Crow and Zaglool left the office) (Attachments 7, 9, 13, 28).

Of the remaining eight TSIs, Efraim Longoria advised there was a period of time when they did
not require his assigned air carr&ersmmﬁachmem 21).
Longoria advised that when he was assigned to e is currently with cargo at Dallas-Love
Field) his mentor was Wes Crow. Longoria was not aware of the air carrier's requirement -
Munm TSI Kevin Toth was reassigned to be his mentor.
ngoria advised there was a point when Zaglool instructed him to stop |

0
*because he was tired of seeing violations opened in the Performance And Results
Information System (PARIS) (Attachment 21).

carners|

(Attachments 10, 14, 16, 17, 18, 19, 20).

Allegation #4: Also as part of the allegations forwarded by TSI Toth o the OSC, Toth alleged
that in one terminal, prohibited items could be passed from the non-sterile (passenger) side to
the sterile side through openings in Venetian (louvered) blinds (Attachment 1).

Toth advised that when he came to DFW in May 2005, he was initially assigned to Airport
inspections. During an airport inspection in 2005, PARIS entry INS2005DFW1135, Toth
discovered multiple issues with access controls. One issue involved the Venetian (louvered)
blinds located at seven checkpoints in Terminal B. Toth discovered that the wall above the
doors did not extend beyond the doors up to the ceiling. The void created by the lack of a wall
was covered with louvered blinds, which could be moved and prohibited items could be passed
from the public side to the sterile side of the checkpoint (Attachments 1, 7).

Toth was in the airport with Arnulfo Salinas and Gregory Gayden in 2005 when he telephoned
Crow to come and look at the security vulnerability created by the louvered blinds. When Crow
arrived at the checkpoint he smiled and told Toth that the blinds had been there for years and
that the airport would not do anything about the issue. Crow also made additional comments
such as, “That dog don’t hunt” or “Don't chase that dog” or “Don't beat a dead horse”
(Attachments 7, 13, 28). Toth was taken off the inspection team shortly after this incident

(Attachment 7).

TSls Stephanie Craine, Benjamin Mendoza and Aaron Dietz have all been assigned to Airport
inspections. Not one of these TSls conducted an inspection wherein the louvered blinds were
addressed as a security vulnerability (Attachments 10, 14, 16). Craine was assigned to Airport
inspections right after Toth was removed. Craine advised she did not believe the louvered
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blinds posed a security vulnerability and stated the blinds had been in place since 1995
(Attachment 10).

On July 29, 2008, OI/IID personally and physically inspected the louvered blinds located at the
seven checkpoints in Terminal B. At the time the area was checked, one checkpoint had been
addressed by building a fixed wall from the top of the doors to the ceiling, but the remaining six

checkpoints were still a security vulnerability (Attachment 8).

Also on July 29, 2008, Acting Federal Security Director (FSD) Michael Donnelly, who is the
Assistant Federal Security Director for Operations (AFSD-OPs), was interviewed to discuss the
situation regarding the louvered blinds. Donnelly advised that as soon as FSD Cedric
Alexander, who was not the FSD at DFW until September 2007, was advised of the security
vulnerability caused by the louvered blinds, he ordered a controlled test to determine if a
prohibited item could be introduced from the public side to the sterile side through the louvered
blinds. In May 2008, TS! Gayden was assigned to conduct the test. Upon leaming that a
prohibited item was successfully passed into the sterile area through the louvered blinds, the
FSD met with the airport to discuss the security problem. The airport constructed one fixed
wall and Donnelly advised that the airport is planning to remodel Terminal B in the next six
months fo one year, and the louvered blinds would be addressed during the remodel
(Attachments 11, 15, 28). Senior Area Inspector Alan Paterno, Office of Security Operations,
who assisted on the investigation as a subject matter expert, immediately advised Donnelly the
following regarding the louvered blinds: ,

» the situation must be addressed immediately with the airport;

» waiting six months to one year for a remodel fo occur is unacceptable;

an interim fix would need to be in place immediately to alleviate the security vulnerability

caused by the louvered blinds. ‘
Donnelly advised he would tell the FSD immediately and schedule a meeting with the airport

(Attachment 11).

By the end of August 2008, a total of three fixed walls had been erected and there were plans
to place plexi-glass on top of the remaining louvered blinds until fixed walls could be erected at

those checkpoints (Attachment 14),

Cn October 29, 2008, OWIID received word that all seven checkpoints in Terminal B had been
addressed and were in compliance with Aviation Security Directive 1544-10A and the AOSSP

(Attachments 27, 28).

As early as 2005, DFW Inspections management (Zaglool and Crow) was aware of the
security vulnerability created by the louvered blinds at seven checkpoints in Terminal B, and
failed to require the airport to fix the problem (Attachments 7, 8, 10, 13, 15, 21, 28).
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Neither Crow nor Zaglool were interviewed. Zaglool retired effective July 1, 2008, and Crow
retired effective August 29, 2008 (Attachments 23, 26).

Actions taken by Office of Security Operations and Transportation Security Network
‘Management as a result of the investigation:

During the course of the investigation additional issues were identified that may have
contributed, in part, to the concemns brought forth by TSI Kevin Toth. Ol forwarded the report
of investigation to the appropriate offices along with a memorandum outlining the additional
issues identified during the investigation (Attachment 33). The assistant administrators for the
Office of Security Operations (OSO) and the Transportation Sector Network Management
(TSNM) were asked to review the report of investigation and provide a response.

In a joint memorandum from the assistant administrators for OSO and TSNM, each of the
issues identified were add ressed with a detailed comprehensive plan of action (Attachment

34).

Additional information:

» The TSA was not advised of any aggrieved employees.

« The TSA did not identify any dollar savings or projected savings resulting from this
investigation.

« The OSO advised of a training initiative in which they plan to produce a training video for
the TSlis to address how to properly inspect the interior of the aircraft (Attachment 30).

SUBJECT INFORMATION
Name: Zaglool, Philip M (DOB: (RS, SSAN: G

Position: Assistant Federal Security Director for Inspections
EOD: unknown

Pay Band: K

Employee status: Retired

Administrative status: N/A

Judicial status: N/A

Name; Crow, Wesley W (DOB: (SRS ScAN: (R )
Position: Supervisory Transportation Security Inspector

EOCD: unknown

Pay Band: J

Employee status: Retired

Administrative status; N/A

Judicial status: N/A

SENSIT) ECU INFORMATION/FOR OFFICIAL USE ONLY

WARNING: THIS DOCUMENT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CER PART 1520,
NO PART OF THIS DOCUMENT MAY BE RELEASED TO PERSONS WITHOUT A NEED TO KNOW, AS DEFINED IN 48 CFR 1520,
EXCEPT WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION,
WASHINGTON, DC. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION, FOR U.S. GOVERNMENT
AGENCIES, PUBLIC RELEASE IS GOVERNED BY & U.5.C 552,

Revlsed November 14, 2007




1080315
FPage 12

A i

6
wn

E STAT

s
€

Investigation completed; case closed
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ATTACHMENTS
Attachment
Number Description

1 Memorandum of Activity regarding the receipt and review of the U.S. Office of
Special Counsel package, dated July 18, 2008, with attachment.

2 Memorandum of Activity regarding a conference call with Office of Inspection,
Inspections and Investigations Division (OI/IID) personnel, dated July 22, 2008,

3 Memorandum of interview regarding Branch Chief Stephen Jenkins,

Commercial Airline Sector, Transportation Sector Network Management
(TSNM), dated July 22, 2008.

4 Memorandum of Interview regarding meeting with Branch Chief Stephen
Jenkins and Principal Security Inspector (PSI) Robert Glover, TSNM, and
Senior Area Inspector Alan Paterno, Office of Security Operations, dated July
23, 2008, with attachment. i

5 Memorandum of Activity regarding a review of the e-mails from Deputy Director
Christopher Santoro, Office of inspection, Inspections and Investigations
Division (O1ID), dated July 22 — 24, 2008, with attached e-mails.

6 Memorandum of Activity regarding a review of the e-mail correspondence
regarding the scheduling of interviews, with attached e-mails.
7 Memorandum of Interview regarding Transportation Security Inspector (TSI)

Kevin Toth, Dallas-Fort Worth International Airport (DFW), dated July 28, 2008,
with attachments.

8 Memorandum of Activity regarding a review of the Venetian (louvered) blinds
located at seven checkpoints in Terminal B at DFW, dated July 29, 2008.
9 Memorandum of Interview regarding Transportation Security Inspector (TSI)

Angela Lowry, Dallas-Fort Worth International Airport (DFW), dated July 29,
2008, with attached affidavit.

10 Memorandum of Interview regarding Transportation Security Inspector (TSI
Stephanie Craine, Dallas-Fort Worth International Airport (DFW), dated July 29,
2008, with attached affidavit,

11 Memorandum of Interview regarding Assistant Federal Security Director for
Operations (AFSD-OPs) Michael Donnelly, Dallas-Fort Worth International

Airport (DFW), dated July 29, 2008, with attachments. B
aircraft,
ated July 30, 2008,

13 Memorandum of Interview regarding Transportation Security Inspector (TSI)
Arnulfo Salinas, Dallas-Fort Worth International Airport (DFW), dated August 25,

2008, with aftached affidavit.
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Memorandum of Interview regarding Acting Supervisory Transportation Security
Inspector (A/STSI) Aaron Dietz, Dallas-Fort Worth International Airport (DFW),
dated August 25, 2008, with attachments.

15

Memorandum of Interview regarding a meeting with Federal Security Director
(FSD) Cedric Alexander, AFSD-OPs Michael Donnelly, and Attorney Advisor
Mark Holmstrup, DFW, dated August 25, 2008,

16

Memorandum of Interview regarding Transportation Security Inspector (TSI)
Benjamin Mendoza, Dallas-Fort Worth International Airport (DFW), dated
August 26, 2008, with attached affidavit.

17

Memorandum of Interview regarding Transportation Security Inspector (TS1)
Dennis Bonewitz, Dallas-Fort Worth International Airport (DFW), dated August

26, 2008, with attached affidavit.

18

Memorandum of Interview regarding Transportation Security Inspector (TSH)
Jerisa Baptist, Dallas-Fort Worth International Airpert (DFW), dated August 26,

2008, with attached affidavit,

19

Memorandum of Interview regarding Transportation Security Inspector (TS!)
James Martin, Dallas-Fort Worth International Airport (DFW), da%ed August 27,

2008, with attached affidavit.

20

Memorandum of Interview regarding Transportation Security Inspector (TSI)
Rick Strickland, Dallas-Fort Worth International Airport (DFW), dated August 27,

2008, with attached affidavit.

21

Memorandum of Interview regarding Transportation Security Inspector (TSI)
Efraim Longoria, Dallas-Fort Worth International Airport (DFW), dated August

27, 2008, with attached affidavit.

22

Memorandum of Interview regarding Supervisory Transportation Security
Inspector (STSI) - Cargo Donald Werkstell, Dallas-Fort Worth International

Airport (DFW), dated August 25, 2008,

23

Memorandum of Activity regarding the retirement of Assistant Federal Security
Director for Inspections (AFSD-1) Philip Zaglool, dated September 22, 2008, with

attachments.

24

Memorandum for Assistant Administrator Lee Kair, Office of Security
Operations, dated October 23, 2008.

25

Memorandum for Assistant Administrator John Sammon, Transportation Sector
Network Management, dated October 23, 2008,

26

Memorandum of Activity regarding the retirement of Supervisory Transportation
Security Inspector STSI Wes Crow, dated October 24, 2008, with attachments,

27

Memorandum of Interview regarding Transportation Security Inspector (TSI)

Gregory Gayden, Dallas-Fort Worth International Airport (DFW), dated October

28, 2008, with attachments.

28

Memorandum of Interview regarding Transportation Security Inspector (TSH)
Gregory Gayden, Dallas-Fort Worth International Airport (DFW), dated October

30, 2008, with attachments.
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29

Memorandum of Activity regarding a review of the interviews and statements

= &

provided by the Transportation Security Inspectors at DFW, dated October 31,
2008, with attachment,

30

Memorandum of Activity regarding a memorandum for Assistant Administrator
K. David Holmes, Office of Inspection, from Assistant Administrator Lee Kair,
Office of Security Operations, dated November 3, 2008, with attachments.

31

Memorandum of Activity regarding a memorandum for Assistant Administrator
K. David Holmes, Office of Inspection, from Assistant Administrator John
Sammon, Transportation Sector Network Management (TSNM), dated

November 3, 2008,

32

Memorandum of Activity regarding a memorandum for Director Tony Zotto,
Office of Inspection, Inspections and Investigations Division, dated November 4,

2008, with altachment.

33

Memorandum for Assistant Administrator Lee Kair, Office of Security
Operations, and Assistant Administrator John Sammeon, Transportation Sector
Network Management, dated November 25, 2008, with attachment.

34

Memorandum of Activity regarding a memorandum for Assistant Administrator
K. David Holmes, Office of Inspection, from Assistant Administrator Lee Kair,
Office of Security Operations, and Assistant Administrator John Sammon,
Transportation Sector Network Management, dated December 16, 2008.
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SENSITIVE SECURITY INFORMATION

%}?‘“! ~ MEMORANDUM OF INTERVIEW
\L/ OR ACTIVITY
Type of Activity: ' Date and Time:
[ Personal Interview July 18, 2008
[ Telephone Interview
@ Records Review
D Other
Activity or Interview of: Conducted by:
Receipt and review of the package from the Special Agent Stacey L. Saunier
1.8, Office of Special Counsel (OSC) to
The Honorable Michael Chertoff, Secretary,
1.8, Department of Homeland Security (DHS) Location of Interview/Activity:
Regarding allegations of security vulnerabilities OI/INVD
existing at DFW, and possibly nationwide Arlington, VA

Subject Matter/Remarks

A review of the package of documents forwarded by the U.S. Office of Special Counsel to the
Honorable Michael Chertoff, Secretary, U.S. Department of Homeland Security, which was then
forwarded to Assistant Administrator K. David Holmes, Transportation Security Administration (TSA)
contained the following documents as they pertain to the allegations of security vulnerabilities;

s An e-mail, dated April 20, 2008, at 7:26 a.m., from TSI Kevin Toth to STS! Wes Crow, requesting
clarification after a meeting presumably held the previous day (see below),
Frowm: Toth, Kevin
Sent: Thursday, April 20, 2006 7:26 AM

Toy Crow, Weg
Subject:

i have an understanding as to how

Wes, based on conversations yesterday, | want to make sure that
i view the interior search of aircraft, As it pertains

' ' at we would take the same approach o

- Case Number: - Casa Title:

I 1080315 Possible Violation of Security Directive DFW- Regulatory

Revised February 28, 2008
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

I know that this was discussed; however | am not sure about the final

disposition.

Please advise. | know that you put out an earlier message, how ever this addressed the enforcement
issues, and since this guidance no enforcement actions have been initiated.. How are we to record our
inspections in PARIS?

A response to the above e-mail from Wes Crow to Kevin Toth, dated April 20, 2008, at 8:10 a.m,,
(see below):

Erom: Crow, Wes
Sent: Thursday, April 20, 2006 8:10 AM

To: Toth, Kevin
Ce: Zaglool, Philip

Kevin,

Sometimes wisdom is knowing when to turn a blind eye! The air carriers are gxpected to comply with
the SD’s & EA's. That's it! I'm sure that if the ASI's don’t make the issue a point of intense observation
neither will the air carriers. Let's give HQ's some breathing room on this issue and see if they affect
any changes. Ina month or so we can give Steve J. a call and see what has come of the subject. We

need to let this topic take a restl

s E-mail dated May 22, 2008, at 1:34 p.m.. from Shane Williams, to TSI Kevin Toth
IH resic)nse to Toth iuestionmi wh

to TSI Kevin

E-mail dated June 4, 2008, at 11:14 a.m. from Mark LaScola.
oth in response fo Toth guestioning whyl

Inspector (PSI) Robert Glover, {o

E-mail dated June 11, 2008, at 1:44 p.m., rom Principal Securit
STS| Vernon Johnson, DFW, advising of the requirement

Photographs (2) of two separaie areas in i
referred fo in the complaint.

Per the cover letter prepared by the OSC, the OSC felt the Whistleblower complainant provided
nformation for him fo conclude that there was a substantial likelihood that a law rule or

enough i
regulation had been violated. It was for this reason that the OSC forwarded the complaint for
investigation. ' ,
Case Numnber: T Case Title:
1 1080315 ' Possible Violation of Security Directive DFW- Regulatory
‘ Revised February 28, 2006
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1.8, Depariment of Homeland Security

Office of Chief Counsel
60T South 12 Sueet
Arfington, VA 22202

) Security
P k o o »
: “/ Administration

R

o) Transportation

MEMORANDUM
To: David Holmes

Assistant Administrator
Office of Inspection

From: Margot Bester ‘/¥\ ’
Principal Deputy Chigf Counsel

Office of Chief Counisel

Date; July 10, 2008

Subject: Whistleblower Disclosure, OSC File No. DI-08-1905

The Office of Chief Counsel has become aware of a whistleblower disclosure filed with the

U.S. Office of Special Counsel (OSC), which alleges that employces are instructed to ignore
insufficient self-inspections by aircraft operators at Dallas-Fort Worth International Aldrport (DFW).

This disclosure also alleges that, in one of the terminals, items potentially can be passed into the
sterile area through openings in Venetian blinds. A copy of the OSC transmittal letter and disclosure

are attached.

Pursuant to 5 U.S.C. § 1213, the Special Counsel has determined that there is a substantial
likelihood that the information provided discloses a violation of law, rule, or regulation and a
substantial and specific danger to public safety. Consequently, the agency is required to conduct an
investigation of the allegations and prepare a report for the Special Counsel. 5 U S.C. § 1213 ().

The Department of Homeland Security (DHS) Office of General Counsel (OGC) has
informed my office that the DHS Office of Inspector General (OIG) has declined the opportunity to
investigate this matter. Therefore, the agency needs the Office of Inspection to conduct an

investigation.

~OSC requires that the investigation include an interview of the whistleblower. In addition, the
report of investigation must include: ‘
(1) a summary of the information with respect to the which the investigation was initiated;
(2) a description of the conduct of the investigation;
(3) a summary of any evidence obtained from the investigation;

Cowwwedsaooy.
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U.$. OFFICE OF SPBCIAL COUNSEL
130 25 strcer, W, Sulte 300
vashington, B.C. 200564505

July 2, 4008
The Bpeclal Cowngel

The Honorable Michael Chertoff
Secretary

U.S. Department of Homeland Security
245 Murray Drive, S.W., Building 410
Washington, D.C. 20528

162 Hd 2~ 00 0002

539 DX SHO A8 03AIBIH

Re: OSC Fils No. DI-08-1905

Dear Mr. Secretary;

Porsuant to my responsibilities as Special Counsel, I an referring to you a whistleblower
disclosure that employees are instructed to ignore insufficient self-inspections by aircraft
operators at the Departroent of Homeland Security, Transportation Scourity Administration
(TSA), Dallas Fort Worth International Adrport (DFW), Office of Inspections (OI), Coppell,
Texas. The menagement philosophy at TSA 01 at Coppell is reflected in & supervisory officiel’s
eomnail to the whistleblower; “[sjometitmes wisdor is knowing when to turn & blind sys! ! The
whistleblower, Transportation Security Inspector (TSD) Kevin Toth, elleges that TSA
management : irected TSA i 5 to distegard security policies by not requiring
aircraft operato or prohibited items.

M. Toth also alleges t 1008 0CHTe OUtsiae seven gates in Terminal B at DFW
are susceptible to having prohibited lims passed through them into the sterile area. Mr. Toth,
who has consented to the releass of his name, alleges that management's actions Yo impede
oversight over the sirlines’ self-inspections jeopardize public safety as well as violate a Security
Directive, the Aircraft Operator Stanclard Security Program, and an Emergency Amendment
issued to foreign aircraft operators. Accordingly, I am referring this information to you for an
investigation of these allegations and a report of your findings,

The U.S. Office of Special Covnsel (OSC) is authorized by law to receive disclosures of
information from federal employees ulleging violations of law, rule, or regulation, gross
rmismanagement, gross waste of funds, zn abuse of awthority, or & substantial and specific danger
to public health or sefety. 5 U.S.C. § 1213(2) and (D). As Spectal Counsel, if 1 find, on the basis
of the information disclosed, that there is a substantial likelibood that ope of these conditions
exists, | am required o advise the appropriate agency head of my findings, and the agency hesd
is required to conduct au investigation of the allegations and propare a report. SUS.C.

§ 12153(c) and (g).

1 April 20, 2006, s-mail from Aviation Security Supervisor Wes Crow 1o Transportation Security Inspector Kevin
Tatl snd Assistant Foderal Security Director for Inspections Philip Zaglool.

‘
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Spcciﬂ{:aﬁy, Mr. Toth alleges that on April 19, 2006, Aviation Security Supervisor Wes

Crow and Assistant Federa!l Security Director for Inspections Philip Zaglool instructed TSA
inspectors to overlook airlines failures

ese 1nstructions, Mr. | ’ ; Apri ﬁw accuracy Df
these instructions, because Mr. Toth beheved they contradmted agem:y directives. A copy of the
e-mail correspondences is attached. Mr. Crow replied promptly to the e-mail, scknowledged the
accuracy of the instructions, and carbun copied Mr, Zaglool on the message. Mr. Crow’s
message stated in its entirety:

Eevin,

Sometimes wisdom is knowing when to turn a blind eye! The air
carriers are expectad tu comply with the SD’s [Secutity Directives]
& EA’s [Emergency Amendments], ’I"nszt’s it! I'm sure that if the
ASP’s [Aviation Security [nspectors]® don’t malce the {ssue a point
of iotense observation neither will the air carriers. Let’s give HQ'g
some braaﬁung room on this issue and see if they affect any
changes. In a month or so we can give Steve J. [Steve Jenkins) a
call and see what has come of the subject. We need to let this topic
take g rest!

M. Toth received no subsequent clanfication from either Mr. Crow or Mr, Zaglool on the
inspection policies. Mr. Toth is also \imaware of axy follow-up with Mr. Jenkdns or any other
individuals in headquarters on this issne,

Directive 313 1544.01-107. dated Seotember 27. 2004, reguires aireraft

* Av&ausn Sﬂcm‘ﬁy Ingpactors are now lmawn as Trax:spmagm Security Inspeetors,
¥ Steve Jenkins is Branch Chief, Commercial Airlines Sector, Qffice of Transportation Sector Network .
Management, Transporiation Security Adminlstration, : -
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e,
T8lIs follow Mr. Crow and Mr, Zaglool’s instructions and do not require air carriers fo conduct

such searches Mr. Toth has faced documented resistance from air carriers after he requested

all o May 22, 2008. mﬂ“&s not part of its approved

mrcrafc search program and it had no intentior: of changing its procedures. Mr. Williams
directed Mr, Toth to contact Principal Security Inspector (PSI) if he disagreed

with his assessment. Mr. Toth contacted SI, Dan Glover, TSA Hsa&quart&rs,

W{}l@wr replied to Mr. Toth on June 11, 2008, and directed that th

ue—has begun o adﬁress the problem of the
B Mark p

instructions as his basis for this omission even ?hmxgh he belleves they are raqmmci to be
searched.

‘Next, Mr. Toth alleged that a vuinerability to airport safety exists outside of gates B17,
B19, B22, B24, B27, B33, and B35 ip Terminal B by which members of the public may pass
prohibited items to passengers in the sterile area. The public areas are separated from the sterile
arees by a locked door or wall. The venetian blinds are located directly above the locked doors
and walls and proceed at a 45 degree :mgle slanted towards the public side. Copies of '
photographs showing the blinds at two such gates are enclosed. Mr. Toth explained that
members of the public may readily access the public side of this division and passengers, who
have passed through the security checkpoint, may reach the sterile side of this division. The
individual blinds may be separated to allow an item over twelve inches wide to pass through the
blinds, Whﬁe he has Hever seen any items passed tbmugh in this manner, Mr. Toth explained

- T'have concluded that there is . substantial likelihood that the information M. "E‘e‘ﬂ*
provided to OSC discloses a violation of law, rule, or regulation and 2 substantial and specific
danger to pubim safety. As previously stafed, I am referring this information to you for an
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investigation of Mr. Toth’s allegations and a report of your findings within 60 days of your
receipt of this letter. By law, the report must be reviewed and signed by you personally. Should
vou delegate your authority to review and sign the report to the Inspector General, or any other
official, the delegation must be specifically stated and must include the authority to take the
actions necessary under 5 U.S.C. § 1213(d)(5). Without this information, I would hasten to add
that the report may be found deficient, The requirements of the report are set forth at 5 Us.C

§ 1213(c) and (d). A summary of § 1213(d) is enclosed, As a matter of policy, 0SC also
requires that your investigators inters iew the whistleblower as part of the agency investigation
whenever the whistleblower consents to the disclosure of his or her name.

In the event it is not possible 10 report on the matter within the 60-day time limit under
the statute, you may request in writing an extension of time not fo exceed 60 days. Please be
advised that an extension of time is normally not granted automatically, but only upon a showing
of good cause, Accordingly, in the written request for an extension of time, please state
specifically the reasons the additional time is noeded. Auy additional requests for an extension

of time must be personally approved by me. :

After making the determinations required by 5 U.S.C. § 1213(g)(2), coples of the report,
along with any comments on the report from the person making the disclosure and any
comments or recommendations by this office, will be sent to the President and the appropriate
oversight committees in the Senate and House of Representatives. (5 U.S.C. § 1213(2)(3)).

Unless classified or prohibited from release by law, a copy of the report and any
comments will be placed in a public tile in accordance with 5 U.8.C. § 1219(a)-

Please refer to our file nursber in any correspondence on this matter. If you need
further informetion, please contact Catherine A. McMullen, Chief, Disclosure Unit, at (202) 254-
3604, I am also available for any guestions you may have,

Scott’]. Bloch

Enclosures
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Enclosure

Requirements of 3 U.S.C. § 1213(d)

Any report required under subsection (¢} shall be reviewed and signed by the
head of the agency’ and shall include:

(1) 2 swomary of the infurmatiop with regpar:.t to which the
* Investigation was initated;

{?)  a description of the conduct of the Investigation;
(3) & summaxy of any avidmc:e obtained from the i:uvastigaﬁon;

(4)  a listing of any violation or appamm violation of law, rule or
regulation; ami

3 = dcsmpnon of any sction taken or planned as 2 remlt of fhe
mvestxg&uon, such as:

(A)  changes in agency rules, regulations or
practices;

(B) . the restoration of any aggrieved employee;
oy - discigiinm astion against any employee; and

(D)  referral to the Attorney Gmarai of any evidence of criminal
violation.

Tn addition, we are interested in learning of any dollar savings, or projected savings,
and any management initiatives that may result from this mvzcw

! Should you docideto delegate sthorily to another official to review and sign the report, yow
dmagatm st be specifically stated.

boosso14
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-—{riginal Message~—-
" Fromy Crow, Wes
Senty Thursday, Aprt 20, 2006 810 AM
Tor Tuth, Kevin
e Zaglool, Phillp
Subject: RE:
Importance: High

Kevin,

Sometimes wisdom is knowing when to tum a blind eye! The air carriers are sxpected fo
comply with the S1’s & EA’s, Thit's it! 'm sure that if the ASI’s don’t make the fssue 2
point of intense observation neithe: will the air carriers. Let’s give HQ’s some breathing
room on this issue and see if they affect any changes. In a month or so we can give Steve
T & call and see what has come of the subject, We need to let this topic take a restl

Weg Wi Crow
© Avistion Seeurify Supervisor
Offies 469-548-1813
Cetl 114-552.5362

—Qriginal Message—-—

From: Toth, Kevin

Senk: Thursday, April 20, 2006 7:26 AM

To: Crow, Wes

Subjech

arsations yesterday, [ want to make sure that | haye an understanding as o

Wes, based on conv 3
ing to view tha interior saarch of aircraft, As it periaing

mentioned that we would take the same epproach

Please advise, | know that you put out an earfiermessage, how sver this addressad the
enforcement lseues, and since this guidance no enforcemant actions have been initialed. How

are wa to yecord pur inspections in PARIS?

Kevin C, Toth

DFW Intemations] Afrport
Coppell, TX

Office: (469) 948-1873
Cell:  (214) 9526165
kevintoth@dhs.gov -
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UL 7700857 3: 01PMzozs5 HS GENERAL COUNSEL NO. 2734

From: Shana Willlams [maitto:shane wilfiams @ Rco™ ]
Sent: Thursday, May 22, 2008 1:34 PM
Tot Toth, Kevin

Ce: Glover, Robert A
subjec NN

Kevin,

the 737 that you believe should be searched. We

not changing our aircraft search procedures. It you disagree wiln & asUTe, W
you send this information to our PS1. We will then work to make the thange to olir approved
program through our PSL.

Thanks,

Shane Williams

P. Boossoi4




p7/JUL 7.20085 3:01PMeozesDHS GENERAL COUNSEL NO. 2734 P. Yoosrony

From: Lascola, Mark [mailto:Mark. Lascol a“cc:m}
Sent: Wﬁﬁnemay, Jung 04, 2008 11:14 AM

Fo: Toth, Kevin

e Idris, Omar

Subject: ENNN:~ 737 [

Kavin,

and Procedure Depeartment Tor Alrport Services. The

Please feel frea to contact our headquarters using your TSA lialsen with CO for any additional
comments of questions a5 this more of a policy and procedures Bsus.

Regards,
Mark LaScola




S WUl 720085 3:01PMzoassDES GENERAL COUNSEL N0, 2734 P 10s0/014

~w===Original Hessage-----
Frow: Johnson, Vernon <STS8Ts

Sent: Wed €/11/2008 1:81 PM

To; Toth, Kevin

Ce: Diety, Aaron; Micheel.Dounallvedhs.gov
Subject: FW: -cmriﬁica‘:iwn

Kevia,

Please wove forward with your findings oz:.basad on the
clarification provided by P8I Robert Glover, Thanks for your patience,

Regards,

Vernog W, Johnaon

Supervisery Transportabion Ssouribty Inspactor
Department of Homeland Securily
Trapgportabion Security Admisistration
Dallas/Fory Worth Internatlosal Bizrport
£69~348-1859 | Office

234-298-4%77 | Cell

vernon. jolnsonedhs . gov

Vigit ws at www. tsa.gov

From: Slover, Robert A , ‘ . .
Sent: Wednesday, June 11, 2008 1:44 FK ' |
To: Johmeon, Vernon <8T89Is

Co: Kris h B
Subjoet:

Clarification
Vermon,

Thought this guestion
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SENSITIVE SECURITY INFORMATION

(‘;@} MEMORANDUM OF INTERVIEW
x\\/, OR ACTIVITY
w;w
Type of Activity: Date and Time:
] Personal Interview July 22, 2008
1.30 p.m.

[ ] Telephone Interview
[ ] Records Review

investigations Division (OI/ID)

X other
Activity or interview of: _ Conducted by:
Conference Call Special Agent Stacey L. Saunier

Office of Inspection, Inspections and

- Location of Interview/Activity:
OID Conference Room
Arlington, VA

Subject Matter/Remarks
A conference call was scheduled for this date at 1:30 p.m. involving the following individuals:

Assistant Administrator K. David Holmes, Office of Inspection

Deputy Assistant Administrator Jeff Johns, Office of Inspection

Director, Tony Zotto, Office of Inspection, Inspections and Investigations Division (OI/1ID)
Deputy Director Christopher Santoro, OlIID

Assistant Director Charles Cadden, QllID, Headquarters-West

Deputy Special Agent in Charge Peter Caddigan, OV/IID, Headquarters-West

Special Agent (SA) Stacey Saunier, OV/IID, Headguarters-West

Deputy Special Agent in Charge Matthew Albence, Dallas Field Office-West (telecon)

The purpose of the conference call was {o:
Brief all of O/IID leadership of the Whistleblower disclosure allegations forwarded to OI/ID from

the Office of Special Counsel (OSC).

Formulate a plan to address the Whistleblower disciosure allegations leveled by Transportation
Security Inspector (TSf) Kevin Toth, Dallas-Fort Worth International Airport (DFW).

Notify the respective functional areas of the potential for security vulnerabilities if the allegations

were accurate.
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SENSITIVE SECURITY INFORMATION
MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

After briefing all of the parties of the allegations contained in the OSC referral, the following was

decided:

s AA Holmes advised there was a need to ensure that the policy regarding air carier self
inspections and aircraft searches was being enforced across the country uniformly.

« AA Holmes advised that although the investigation had just begun, the information contained in
the compiaint had enough specifics to warrant the Compliance branch be made aware of the
issues upfront so they could take appropriate action, if they deemed it necessary.

s Deputy Director Chris Santoro advised he would attempt to schedule a meeting with Ray
White, Mel Carraway, Brent Pope, and the three area directors.

e The need for a subject matter expert (SME) to assist during the interview of the complainant and '

»  The purpose of the meeting would be to pass along the information contained in the

complaint.
* As the subject matter experts, they would decide what, if anything shouid be done to

address any security vulnerabllity posed in the complaint.

others at DFW was discussed.
o SA Saunier advised she would request an SME from the Compliance branch.

» DSAIC Albence briefed the attendees of the following issues at DFW;

o

.00 000QOD

in May 2008, his office received information regarding complaints of hostile work
environment involving Assistant Federal Security Director for Inspections (AFSD-1) Philip
Zaglool and Supervisory Transportation Security Inspector (STSI) Wes Crow.

The complaints were leveled by multiple TSls; including TS| Kevin Toth, the Whistleblower

complainant.
The entire complaint package was forwarded by the DFW OIID to the Headquarters (HQ)

Hotline team.

The Hotline team determined the complaint was management related and forwarded the
information to the Management Inquiries Branch (MiB) for appropriate action,

The DFW local attorney recognized that there was information contained in the complaint
package DFW management prepared that he believed should be addressed by DFW
oVnD,

DFW OI/D forwarded that information to the Hotline team at HQ.

The information was ferwarded to the MIB to be incorporated with the prior complaint.
AFSD-I Phil Zagiool left the office around mid-May 2008, and ultimately retired.

STSI Wes Crow has been out on leave since mid-May 2008.

The FSD during the timeframe in question (2006) passed away.

The new FSD, Cedric Alexander, has been at DFW for less than one year.

; There is at ieast one TSI that has filed a complaint against management (Zaglool and
fr‘*Crow) for hostue work envxranment and equai emptoyment oppertumty vsolabons

" Casmumbar? ey
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SENSITIVE SECURITY INFORMATION

& & P & 8 1

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

SA Saunier advised the group that the prior complaints that had been forwarded to the MIB had in
fact been sent by the MIB to the DFW management team for a review of the issues and a
response back to the MIB. : ‘

Additionally, DFW management was given a deadline to respond, and the deadline has passed.
The MIB will make an additional request for the results of the local management inquiry.

s SA Saunier then advised of the following investigative plan:
Coordinate with the DFW office to arrange for the interview of the Whistleblower compiainant,

TSI Kevin Toth, along with other TSls during the planned trip to DFW on July 28, 2008.

Identify all of the TSls that were assigned to the aviation section at DFW (during the April 2006
timeframe and earlier) and interview them regarding their knowledge of the "turn a blind eye” e-
mail and also whether they followed the direction of the “turn a blind eye” e-mail.
Determine how many airlines were properly following the sscurity directives regarding

<o

]

The possible need for multiple visits to
o Board aircraft to see firsthand what the issues are,

Determine what action, if any, the DFW senior management team has taken upon learning of

the issues .

Physically review the louvered blinds at the seven checkpoints in Terminal B.

Determine what if any action has been taken regarding the louvered biinds.

Upon completion of the investigation, report on the findings and also report on any changes to

policy as a result of the investigation.

["Case Number: Case Title:

. 1080315 Possible Violation of Security Directive DFW- Regulatory

Revised February 28, 2006
SENSITIVE SECURITY INFORMATION/FOR OFFICIAL USE ONLY

WARNING: THIS DOCUMENT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CFR PART 1520, NO
BART OF THIS DOCUMENT MAY BE RELEASED TO PERSONS WITHOUT A NEED TO KNOW, AS DEFINED IN 4 CFR 1520, EXCEPT WITH
THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION, WASHINGTON, DC.

' ZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC RELEASES

a5




ATTACHMENT 3

~ Attachment 3




SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW
OR ACTIVITY

Type of Activity: Date and Time:
"] personal interview , July 22, 2008
X Telephone Interview 4:10 p.m.

[ ] Records Review

‘ [:] Other
Activity or Inferview of: Conducted by
Stephen Jenkins Special Agent Stacey Saunier

Branch Chief
Commercial Airline Sector

Transportation Sector Network Management Location of Interview/Activity:
; (TSNM) Telephonic

Subject Matter/Remarks

Jenkins was contacted to establish if he was the appropriate part / to provide background information
regarding aircraft searches and the requirements to searchm
hi also advised Jenkins that his name was mentioned in an e-mail from April 2006. Upon

reading the e-mail to Jenkins he advised that he would provide assistance if necessary.

Jenkins advised that he was responsible for the Principal Security inspectors (PSI) who are TSA
employees located at TSA headquarters (HQ). Jenkins acknowledged that PSI Robert Glover was

one of his employees.

Jenkins was advised that the allegation being made was that Regulatory officials at the Dallas-Fort
Worth International Airport (DFW) had instructed the Transportation Security Inspectors TSls) to
“turn a blind eye” when it came to air carriers self inspections involving the

Jenkins was asked if he could recall anything happening in the Spring of 2008 that would have
prompted an emergency meeting at DFW and that would have an impact on the search of aircrafts.

Jenkins provided the following:

The Office of Compliance would be the appropriate office to contact regarding the allegation
against the Regulatory officiais at DFW. Additionally, he believes the reason for the additional

[ Case Number. Case Tile:
| 1080315 Possible Violation of Security Directive DFW- Regulatory
| .
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

scrutiny regardin

I respectively; prior to the

However he believed these incidents happened in 20
April 2006 timeframe.

The April 20, 2008, e-mail was read to Jenkins, Jenkins indicated that the air carriers are required
to conduct their searches in accordance with their search plan, which is filed with and approved by
the TSA. If the air carrier is found not to have completed the search in accordance with the
search plan, and in violation of the security directive, the TSI is responsible for reporting the
violation and documenting the issue in the Performance And Results Information System (PARIS).

Jenkins recommended having a meeting with someone from the Office of Compliance and he
would also have PSI Robert Glover available for the meeting.

Case Number: Case Title: )
1080315 Possible Violation of Security Directive DFW- Regulatory
Raevised February 28, 2008
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SENSITIVE SECURITY INFORMATION

@g MEMORANDUM OF INTERVIEW
f,:’?:;{ A OR ACTIVITY
Type of Activity: Date and Time:

D Personal interview July 23, 2008

I Telephone Interview 1:00 p.m.

[ ] Records Review

D Other
Activity or Interview of: - Conducted by:
Stephen Jenkins, Branch Chief .| Special Agent Stacey Saunier

Commercial Airline Sector
! Transportation Sector Network Management

; (TSNM) Location of Intervisw/Activity:
Robert Glover 601 S. 12" Street
Principal Security Inspector (PS1) 10" Floor
TSNM Arlington, VA
Alan Patemo

Senior Area Inspector
Inspections Oversight Division
Compliance

Subject Matter/Remarks

Jenkins coordinated a meeting to include PSI Robert Glover. Also, through the assistance of General
Manager Brent Pope, Office of Security Operations (OSO), Compliance, Senior Area Inspactor Alan
Paterno, Compliance, attended the meeting.

lintroduced and identified myself to Robert Glover and Alan Paterno. Paterno explained that his
boss, Brent Pope, had assigned him as the subject matter expert (SME) to travel with me on the
Dallas-Fort Worth International Airport (DFW) trip next week, and as such, he was to attend the
meeting to obtain the facts surrounding the assignment.

| explained the purpose for the meeting and advised | needed clarification on the issues contained in
the whistleblower disclosure complaint. Specifically, | needed to understand the aircraft self

inspection process and the requirements of the airlines regarding the searching e
| provided the backgroun

[Case Namber ‘ Case Tie ;
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)
information regarding the complaint and explained that | would be traveling to DFW o interview the
complainant the following week. ‘

| asked PSI Robert Glover whether he recalled an e—nﬁai% exchange he had with various
Transportation Security Inspectors (TSls) at DFW regarding searching
Glover advised the following:

He recalled the issue and explained he was surprised that the issue of whether the airlines
were required to searchm Glover believed this
issue had been addressed years ago, but he answered the guestion raised by the TSis in

Glover explained that the problem is possibly due to the airlines’ interpretation of the
requirements for searching Some airlines assert that the

Additionally, some airlines assert that the :
Regarding the safety issue, Glover explained that some of the

In the e-mail exchanoe with the TSIs at DFW, the airline representative indicated that the
aearch“ and therefore they did not search the

At this point Jenkins reguested a copy of the search plan for which Glover

provided. A review of the search plan revealed it was dated 2003, and there had not been an
updated search plan filed by*

Jenkins, Glover and Paterno all agreed that it is the responsibility of each TSI to determine the
validity of the assertions made by the airline personnel. If the TSI finds that the airlines have not
conducted their search in accordance with the security directive and/or emergency amendment,
then the TSI is to write up a finding and document the finding in PARIS.

Recoanizing that the amendment to the security directive regarding the requirement to search
“as dated in 2004, { commented that search plan, which
is dated 2003, clearly did not include the searching which have been

required starting in 2004, Patern d Glover agreed that the search plan was approved prior to -
the amendment regarding the
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SENSITIVE SECURITY INFORMATION

L \ ,

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation shest,

A copy-of tha—saamh plan is attached to this memorandum of interview.
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 with SD 1544.01.10 Series security directives, each aircraft must be searched at






















f ' ‘D§scava of a Suspect ltem

During the search of the aircraft, if a suspect item is discovered you rust contact
S0OC immediately,

i - Documenting the Search |

When the aircraft search has been completed, a customer service agent must document the
name and employee number of each person participating in the aircraft search. The information
must be recorded in the flight's Shift Log report contained in FTWeb.
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SENSITIVE SECURITY INFORMATION

i
,@ MEMORANDUM OF INTERVIEW
- OR ACTIVITY

Type of Activity: Date and Time:

[ personal interview July 22 — 24, 2008

[ ] Telephone Interview

D Records Review

B4 other
Activity or Interview of.
Review of E-mails from
Christopher Santoro
Deputy Director (DD)
Office of Inspection (Of)

Conducted by:
Special Agent Stacey L. Saunier

Location of interview/Activity:

- Office of Inspection,
Inspections and Investigations Division (Ol/1iD)

Arlington, VA
Subject Matter/Remarks

At 3:34 p.m. on July 22, 2008, after the conference call, DD Santoro sent an e-mail {o the following
~individuals in an attempt to schedule a meeting:

Mel Carraway
Mark Haught
Gerald Chapman
Jack Shea

Ray White (cc’d)

On July 23, 2008, at 1:39 p.m., Santoro advised me he had scheduled a meeting for the following day
at 10:00 a.m. and asked if | were available.

Note: | was unavailable due to a prescheduled qualifications training day.

On July 24, 2008, DD Santoro sent me an e-mail recapping the meeting held earlier with Ray White,
Mel Carraway, Mark Haught, Gerald Chapman and Jack Shea. Santoro advised he made the
individuals aware of the alleged security vulnerabilities outlined in the complaint.

Santoro advised that the OSO senior leadership would decide what action, if any, they would take on
a national level. A copy of the e-mails mentioned above is attached to this memorandum of activity.

1
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Saunier, Stacey

From: Santoro, Christopher

Sent:  Tuesday, July 22, 2008 3:34 PM ,

To: Haught, Mark; Chapman, Gerald, Shea, Jack, E; Carraway, Melvin
Ce: White, Ray,; Saunier, Stacey

Subject: Ol briefing on potential vulnerability

viel, Mark, Gerald, and Jack,

Yave Holmes has asked that we brief you on some information that has been referred to us for factfinding. !t will be about a 5-
ninute discussion. | understand that SA Stacey Saunier from our office (who is working this case) is already on Jack's schedule
or an unrelated matter tomorrow at 10am. If all of you are available, | was hoping | might come over with Stacey at 10, talk for a
aw minutes, and then Stacey and Jack cen continue their discussion.

f that time doesn’t work, please let me know what may be convenient for you and we can come over then. Thanks,

shris

CHRISTOPHER A, SANTORO
>eputy Director, Investigations

fice of Inspection

“ransportation Security Administration

571) 227-3033 - voice
571)227-1383 - fax
‘hristopher santoro@dhs.gov




Saunier, Stacey

From: Santoro, Christopher
Sent:  Wednesday, July 23, 2008 1:39 PM

To: Saunier, Stacey

Ce: Caddigan, Peler; Cadden, Charles; Zotto, Tony; Holmes, David <TSA HQ>: Johns, Jeff
Subject: Meeting w/ Mel & area directors

stacey,

The meeting w/ Mel and area directors re: the security concerns arising from the OSC issue is going to be tomorrow at 10am at
viel's offica. Are you available? Thanks,

sheis

e




Saunier, Stacey ;

From: Santoro, Christopher

Sent:  Thursday, July 24, 2008 10:45 AM

To: Saunier, Stacey

Ce: Zotto, Tony; Cadden, Charles; Colonna, Jackie; Caddigan, Peter; Holmes, David <TSA HQ>; Johns, Jeff

Subject: Mesting w/ OSO re: aircraft inspections

stacey,

This morning | met with OSO (including Ray White, Mel Carraway, and all three area directors) to alert them to the issues raised by
he DEW OSC matter. | shared with them the nature of the alleged security vulnerability and the (limited) role our office has with

‘aspect to the underlying conduct.

15 a result of the meeting, OSO will determine what, if any, action to take on a national level. Among the iterms that may be of
nterest in your inquiry are:

i) Apparently an AFSD- at -eiﬁher recently resigned or was removed amid allegations of similar conduct;

) in around 2002, TSA’s manual for conducting compliance inspections contained language amphasizing that remediating a
fiolation was preferable to issuing an EIR (i.e., if an inspector was able to bring a carrier into compliance without a fine, that was
he agency's preferred approach). Ray White suggested that you review this manual and its updates as good background for your
nauiry. .

1) Brent Pope's team has or is about {o begin an inquiry into similar matiers nationwide. (I know you and | spoke about Brent
resterday — he was not at the meeting this morning.)

& meeting was that there may be a definitional issue at play here. Some

differently than others. It was not clear from the discussion whether
T may or may not be in the manual or a regulation —~ probably something

1) The consensus among some of the attendees at th
sarriers may define
FSA has ever issued ils own definifion 0
or your subject-matter expert to assist with.

shris
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW

¢ 9"’““\“’ X
B
L OR ACTIVITY
Type of Activity: T Date and Time:

[ Personal Interview +July 23 — 24, 2008

D Telephone Interview
':] Records Review
@ Cther
Activity or Intervisw of: . Conducted by
Review of E-mail correspondence regarding the | Special Agent Stacey L. Saunier
' scheduling of the interviews of the
ransportations Security Inspectors (TSls)

assigned to the Dallas-Fort Worth International A n t S TACviEs
Airport (DFW) Inspections function during the w;;awn ofin STVISHInCIY : :
week of July 28, 2008 Office of Inspection,
s Inspections and Investigations Division (OVIID)
' Arlington, VA

Subject Matter/Remarks

On July 23, 2008, Special Agent (SA) Tony Delano, Dallas Fort Worth (DFW) Field Office, OI/IID, at
my request sent an e-mail to Supervisory Transportation Security Inspector (STSI) Vernon Johnson,
Inspections, DFW, requesting the schedules of the TSls in the DFW office for the following week.

Upon reading the request, | recognized that there could be more TSls that were assigned to aviation
in 2006 but possibly were now assignsd to cargo, or that had left the TSA. | requested SA Delano

make an additional request for that information.

On July 24, 2008, SA Delano forwarded the schedules of each of the TSls assigned to DFW along
with those TSIs that were at DFW in 2006 and have either transferred to cargo or were at other
locations.

SA Delano also advised that the Federal Security Director (FSD), Cedric Alexander, would not be
available that week, and that the Assistant Federal Security Director for Operations, Michael

Donnelly, would be available to assist in any way.

Attached to this memorandum of activity are the above referenced e-mails.
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Saunier, Stacey | :

From: Delano, Anthony

Bent:  Thursday, July 24, 2008 2:58 PV

To: Johnson, Vermon <STS!>

Ce: Albence, Matthew, Homan, Thomas <TSA>, Saunier, Stacey
Subject: FW: Avallability of Named Aviation Inspectors

Wir. Jﬂhnson,

We vary much appreciate the offer of your conference room but as you can read below, we will use the interview room in our office
area. In addition, Special Agent in Charge Tom Homan will be available to senior DFW FSD management {0 address any

soncerns next week.

Thanks,
Tony Delane

Froms Saunler, Stacey

Sent: Thursday, July 24, 2008 1:45 PM

for Defano, Anthony

Cer Albence, Matthew; Homan, Thomas <TSA>
Subject: RE: Avallability of Named Aviation Inspectors

Tony,

Due to the sensitive nature of the information being alleged, T would like to avoid using the conference
~gom in the Regulatory space if possible. Additionally, in an attempt fo ensure that there can be no
calid complaints made against OT for not being impartial, T have not planned an in-brief, and will assess
rhe situation prior to leaving and consider whether to give an out-brief at that time.

wr. Donnelly most likely will be officially interviewed while I am there, but not as an in-brief.

Thanks for all the hard work,

Stacey L. Saunier ' :
Special Agent
TS5A-Office of Inspection
371-227-1727 - desk
°02-841-5068 - cell

‘rom: Delano, Anthony

sent: Thursday, July 24, 2008 1:56 PM

"pi Johnson, Yernon <STSI>; Saunier, Stacey

‘¢ Albence, Matthew; Homan, Thomas <T5A>
iubject: RE: Availability of Named Aviation Inspectors

stacey,

femyey
B

D thiswes
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»ffice in order to conduct interviews,
vir. Johnson,

Ne very much appreciate your assistance.

Thank you,
fony Delano

rom: Johnson, Vernon <STSI»

sent: Thursday, July 24, 2008 12:02 PM

fo: Delano, Anthony

=e: ‘michael donnelly@dhs.gov'; McMullen, Michael
subject: FW: Availability of Named Aviation Inspectors

JAr. Delano,

3alow are the duty hours for the requested individuals, (Mon-Fri). All are available during the hours listed with the exception of Mr.
waron Dietz who will be on annual leave on July 28™. Mr. Dietz will return on July 29", Additionally, | have reviewed the attached
oster and the Aviation Inspectors listed were current back to 2006 and reflect the names fisted below. Supervisor Cargo
nspections ~ Don Werkstell and Transportation Security inspector Cargo (Canine) - Joe Carnes both transited from aviation
aspections to cargo inspections very early in 2008 and will be available if neaded. Additionally, we have blocked out space for
terviews at our small conference room for the period stated. Do you know if there is currently a scheduled time for an in brief
rom Agent Saunier? | will be out of the office tomorrow, 7/26 on annual leave and | will return on Monday, 7/28 and will be
wailable to assist Agent Saunier with the scheduling of the interviews. Please let me know if | can be of further assistance.

lerisa Baptist 0730-1600
Jennis Bonewitz 0630-1500
stephanie Craine 0630-1500
\aron Dietz 0630-1500 {Annual Leave 7/28)
sregory Gayden 0630-1500
wngela Lowry 0730-1600
lames Martin 0630-1500
jenjamin Mendoza Il 0630-1800
vrnulfo Salinas 0730-1600
levin Toth 0730-1600
tegards,

farnon W. Johnson

wupervisor Transportation Security Inspector
iepartment of Homeland Security
ransportation Security Administration
sallas/Fort Worth International Airport
59-948-1859 | Office

14-258-4977 | Cell
ernon.johnson@dhs.gov

iz

NSITIVE SECURITY INFORMATION / FOR OFFICIAL USE ONLY
rning: This document may contain Sensitive Security Information that is controlled under 49
or 1520. If this document contains SSI information, no part of this document may be released to
ersons without a need to know, as defined in 49 CFR 1520, except with the written permission of
he Administrator of the Transportation Security Administration, Arlington, Virginia,
nauthorized release may result in civil penalty or other action. For U.S. Government agencies,
ublic release is governed by 5 U.S.C. 552. '
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rom: Delano, Anthony .

ent: Wednesday, July 23, 2008 3:40 PM

o: Johnson, Vernon <STSI>

o Saunier, Stacey: Albence, Malthew Y
wiect: FW0 Availability of Ramed Avistion Inspecion X




Mr. Johnson,

In addition to the information requested below, Agent Saunier, in her review of the attached DFW inspector roster, will need to
know if any other inspectors listed on the attached roster worked as aviation inspectors in 2006. If so, Agent Saunier will need
their names and availability on the dates of July 28, 29 and 30. Again, your assistance in this matter is greatly appreciated.

Thank you,
Tony Deilano

From: Delano, Anthony

Sent: Wednesday, July 23, 2008 3:24 PM

To: Johnson, Vernon <STSI> '

Cec: Saunier, Stacey; Albence, Matthew

Subject: Availability of Named Aviation Inspectors

Mr. Johnson,

My name is Tony Delano and | am an agent with the TSA Office of Inspection in Dallas, Texas. An Office of Inspection Special
Agent named Stacy Saunier will be in Dallas next Monday, Tuesday and Wednesday (July 28, 29 and 30) to conduct interviews of
smployees of the Office of the FSD for DFW. Agent Saunier, in the course of her investigation, may possibly need (o interview
some or all of the inspectors named below. For that reason, Agent Saunier needs to know of the availability {including their work
schedule) of the following inspectors on July 28, 28 and 30:

etk
Jerisa Baptist
Cennis Bonewitz
Stephanie Craine
saron Dietz
Gregory Gayden
Angela Lowry
James Martin
Zenjamin Mendoza [l
Srnulfo Salinas
<evin Toth

Your assistance in this matter is greatly appreciated. Should you have further questions, Agent Saunier can be reached by email
or | can be reached at 469-048-1078.

Thank you,

Tony Delano

3A - Office of Inspection
Jallas, Texas
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW

OR ACTIVITY
Type of Activity: Date and Time:
X Personal Interview July 28, 2008
[ ] Telephone Interview 1:10 p.m.
] Records Review
D Cther
Activity or Interview of; Conducted by
Kevin Toth : Special Agent Stacey L. Saunier
- Transportation Security Inspector (TSI) | Special Agent Anthony Delano

Dallas-Fort Worth International Airport (DFW)

Location of Interview/Activity:
OIINVD

DFW Office

Coppell, TX

Subject Matter/Remarks

Special Agent Anthony Delano and | introduced and identified ourselves to TS| Kevin Toth. Toth was
advised he was being interviewed regarding the information he forwarded to the United States Office
of Special Counsel involving alleged security issues at DFW. Toth was advised that the investigation
would focus on the allegation that management within the Inspections function at DFW was not
requiring the airlines to fully self inspect in accordance with the security directives. Additionally, Toth
was advised that the investigation would also look into the potential security issue involving the

louvered blinds at seven checkpoints in the B concourse.

Senior Area Inspector Alan Paterno, Inspections Oversight Division, Transportation Security
Administration (TSA), was also in the interview and was introduced to Toth. Toth was advised that
Paterno was present for his expertise in the Inspections function and to provide explanations to me
when needed. Toth advised he understood. Toth provided the following background information:

He is pridr military and began his post military government career with the Federal Aviation
Administration (FAA) in May 1995. He has been with TSA since May 2005 and has had

various assignments within the Inspections function.
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)
Toth was asked to describe how and when he became aware of the issues regarding the airlines not

searching
Toth provided the following information:

He has been assigned_as one of his airlines he is responsible for inspecting
and for making sure they follow all the security directives. He also has had a few TSis that
were assigned to him for training purposes. When he first started with he
noticed issues with theFthey were using and that the

in late 2005 to early 20086, one of his trainees asked him to assist on an inspection on another

airline. During this inspection, he noticed that the aircraft he was on had not
The TSI assigned 10 this airing

because DFW Inspections management

He has boarded other airlines and found similar issues regarding them
He then began sending e-mails to the airlines advising them of the need 1o searc
received numerous replies from airline personnel indicating that they have never searchec

m and that this was the first time they were hearing

of this requirement. Based on the responses from the airlines he began contacting, via e-mail, -
the Principal Security Inspectors (PSls) that were assigned to the airlines he was dealing with.

He e-mailed multiple individuals at Headquarters (HQ) over a two to three month period.

He continued to question both HQ and DFW Inspections management, which culminated in a
meeting on April 19, 2008, at DFW. At that meeting, Supervisory TSI (STSI) Wes Crow and

Assistant Federal Security Director for Inspections (AFSD-1) Phil Zagloo! were present and the
discussion was regarding the requirements to searchh
M and the fact that some airlines were complying
with the security directive while other airlines were not. During the meeting, he did not fully
understand what Crow and Zaglool had recommended the TS8ls do (because what they
suggested was in direct contrast to the security directive), so he sent the April 20, 2008, e-mail,
asking for clarification. Crow replied with the "turn a blind eye" e-mail.

He believes the reason STSI Crow indicated (in the “turn a blind eye” e-mail) “let's give HQ
some breathing room on this issue” and “we need to let this topic take a rest,” is because of all
the e-mails he was sending and telephone calls he was making to HQ personnel.

After receiving the “turn a blind eye” e-mail, he forwarded the e-mail fﬁé three other TSls; Greg
Gayden, Arnie Salinas, and Angela Lowry. He was mentoring these three TSls at the time.
[Case Number: Case Title: ‘

11080315 Possible Violation of Security Directive DFW- Regulatory
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

Additionally, during this timeframe he was assigned to and they were
working toward being compliant so he did not tell them to stop searching
EH@ did not report deficiencies within PARIS, but he aid require

to address any issues involving the He does
not know how many other TSIs followed the recommendations suggested in the "turn a blind

eye” e-mail.
Since 2008, he has been assignad other airlines and he has not required those airlines to
search pursuant to the "turn a blind eye” e-mail from Crow.
However, he has always required the airlines assigned to him to search

He feels that the issues involving the| are not just DFW issues.
He belisves the problem is nationwide. He believes this because he has inspected flights

arriving at DFW He has found
issues wit on those aircraft. Additionally, when he contacts

the airlines to advise them of the findings, the airline representatives have often told him that
they have never been required to search* He even has e-mails from.
the latest two airline representatives in which they indicate that them
or that the area is not on their (TSA) approved search plan. These e-mails are from May an

June 2008.
is due to the “turn a blind eye” e-mail. He feels the

issue regarding the searching is a problem
partly due to the lack of consistent responses from the PSls at HQ. He believes the PSis at

HQ are not as engaged as they should be. When he calls to ask a question regarding a
certain aircraft with a certain configuration, he feels that the PSI has never seen the
configuration he is referring to or has never boarded the type of aircraft he is referring to and
this is why the PSls are providing conflicting information. He believes the PSIs should board
the various aircraft that they are offering advice on so that they have first hand knowledge of

what they are talking about.

He does not believe the natio

Toth was asked to provide information regarding the louvered “Venetian” blinds at seven checkpoints
in Terminal B. Toth provided the following information: “

When he first came to TSA, he was assigned to the airport inspection team. He found
numerous issues involving access controls with revolving doors and with the exit doors not
being monitored. He also came across issues with what he called “Venetian” blinds, or
louvered blinds, located on top of the walls at seven checkpoints in the B terminal.  He brought
the issue to STSI Crow's attention. Crow indicated the louvers had been in place for years and

Crow told him not to “chase that dog” or “that dog don't hunt.”

Case Number: Case Title: L
1080315 G Possible Violation of Security Directive DFW- Regulatory R
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“SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

Shortly after discussing the many findings with Crow, he was removed from the airport
inspection team and was assign@d“ Me was told by the new TSI assigned to
the airport inspections that AFSD-1 Zaglool removed him because the airport had problems

dealing with him (Toth).

Toth was asked to provide a sworn statement, to which he agreed. On August 25, 2008, Toth was
sworn to his statement, which is attached to this memorandum of interview.
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Transportation -
Security
Administration

SWORN STATEMENT

L E{ gUis Ckﬁﬁ“’{@& Tt , having heen duly sworn, hereby make the following statement to
<§W,é\/ (%Vi 1er {% &ﬁfﬂ 5 / ;;f yely who has been identified to me as a

federal law enforcement officer and special agent with the Transportation Security Administration, Office of Inspection. [ am

making this statement of my own free will, without any duress or coercion.

# % % QEE ATTACHED STATEMENT * * *

T have read this entire statement consisting of ? % pages. I have been given the opportunity to make any corrections
necessary to make the statement accurate. All of the information contained in this staternent is true and accurate to the best of

my knowledge and belief. [ understand that I may be prosecuted for perjury or making false statements if I have intentionally
misrepresented anything contained in this statement. [ have not intentionally omitted any information or knowledge I have

that relates to the matters under investigation or review,

Signature

Signed and sworn to before me, this A o day of ﬂ/ﬁz 1] 5 f 20 Y, gf

Transportatiof Security
Department of Homeland Security
Authority to administer oaths: 5 U.8.C. § 303

Witnéss . " Spdcial Agen l{/
/ f & fninistration g 2 fg
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Statement of Transportation Security Inspector (TSI) Kevin C. Toth

| have been in Federal service since 1988, starting with the Office of Motor Carrier (OMC)
assigned to Indianapolis as a Special agent. | was later reassigned to the OMC in Columbus,
Ohio. In 1891 | was promoted fo the Regional Hazardous Materials Specialist in Fort Worth
Texas, until | was promoted in 1994 as a Program Manager in Washington DC. In March of
1997 | accepted a promotion with the FAA as a Program Manager within the Hazardous
Materi is/Cargo Security branch. in 2000, | accepted a position as the Regional Cargo
Security Specialist in the FAA regional offices in Fort Worth, Texas. In November 2001
through 2005 | was an International Team Leader in the International Field Office located in
Euless, Texas, In May 2005 until present | have been working at the TSA Regulatory Office
as a Transportation Security Inspector (TSI). Prior to my Federal service | served as an
Officer in the Untied States Marine Corps.

In preparing this statement, | used only those references that | could produce and are
emblematic of my efforts to keep TSA management apprised of my findings and analysis.

My whistleblower complaint to the U.S. Office of Special Counsel detailed my concerns
regarding two major issues: Interior Aircraft Searches (which [ believe is a nationwide
systemic problem) and Airport Access Control (which is a local problem). | will discuss them
in the order they were discovered as potential security vulnerabilities.

Airport Access Control:
The following information is provided as background to the i issue brought forward involving

the Venetian (louvered) blinds at several gates in the B terminal:

In roughly May 2005, | was reassigned to the TSA DFW Inspections group officed at 510
Airline Drive, Coppell, Texas. In July 2005, shortly after my arrival in May 2005, Wes Crow,
Supervisor TSI (STSI) assigned me the responsibility to carry out inspections of the DFW
International Airport. To assist me, and for training purposes, | was accompani@d by two new
inspectors, Arnie (Arnulfo) Salinas and Greg (Gregory) Gayden. During a review of the

oint lead from the public side fo the sterile side, | made discoveries of [
and based on these

discoveries | advised STSI Wes Crow, my first line supervisor and Assistant Federal Security

Director - Inspections (AFSD-1) Phil Zaglool my second line supervisor. | also recorded these
observations in PARIS! , with tracking number INS2005DFW1135. These findings focused

on the

Although | can not recall the date specifically, | gave a detailed brief
to DFW Federal Security Director (FSD) Jimmy Wooten, who instructed me to provide copies
of my findings to Airport Security Coordinator (ASC) Alvy Dodson, DFW International Airport’s
Director/Vice President of Public Safety. Upon arriving at Mr. Dodson'’s offices he was not in
and | was instructed to leave them with his secretary, which | did. | also entered these as
findings in the above noted | nspectmn report. These findings were subsequently closed by

TSI Ben Mendoza. Aﬂ,ﬁ
i Q—%M—\
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Roughly around the same time period, I, along with TSls Salinas and Gayden, were in

Pl a T Ty

terminal B. As | detailed in my PARIS inspection INS2005DFW1135, | found the areas abov
doors t6 be covered with what can best be described as large Venetian blinds. Upon this
discovery, | called Wes Crow, who happened to be at the airport, and Crow stated that he
would meet us at our location. After he arrived, | was advised by Crow, in the presence of
Gayden and Salinas, that | was not to enter this (the vulnerability posed by the Venetian
blinds) as a finding in PARIS. Crow stated something to the affect of "it's been that way,
don’t chase that dog”. | advised Crow that | was still going to enter this in PARIS, and that
this should be addressed as a critical vulnerability to both the FSD and the Department of
Public Safety (DPS). Although I did not enter a finding, | did describe these observations in
detail as an attachment to the inspection, INS2005DFW1135.

To the best of my knowledge, this issue was never addressed or noted in subsequent airport
inspections and still remains a vulnerability. It is my understanding, in May or June 2008 that
Greg Gayden did conducted a controlled test at the locations of these Venetian (louvered)
blinds and was able to pass a prohibited item through the opening of the Venetian blinds.
These tests were completed at the behest of DFW FSD Cedric Alexander. In May 2008 FSD
Alexander, who was not the FSD in 2005 when the louvered biinds issue was brought
forward as a security vulnerability issue, was advised of this vulnerability by Greg Gayden. At
the time, FSD Alexander was following up on numerous allegations that TSls had brought to
the FSD's attention. The allegations reported to the FSD were that TSIs were told to not
report air carrier's failure to properly conduct interior aircraft searches, and whether STSI
Crow or AFSD-| Zaglool had asked that TSI's “turn a blind eye” to other findings. Gayden
reiterated to FSD Alexander the verbal guidance STSI Crow provided when advised of the
Venetian blinds in 2005. It was Gayden's revelation, to FSD Alexander, about STSI Crow
discounting of the vulnerability that the Venetian blinds in terminal B presented, that served
as the basis for this issue being revisited and addressed with the DFW DPS. [ do know that
TSA is currently working with the DPS to put a permanent fix in place by removing the blinds
and replacing them with a permanent wall, in spite of the DPS reluctance to do so. am
currently unaware of the progress of this renovation but believe at least two areas have been

addressed.

Interior Aircraft Searches:
The following information is provided as background to the issue brought forward involving air

carrier's failure to perform interior aircraft searches.

Semetime in the August, September 2005 time frame, | can not recall the specific date, | was

removed as the primary for the airport and was assigned as the primary inspector for
The reason for my removal from the inspection team was

explained fo me by S1 row as described here. | was advised by STSI Crow that some
Department of Public Safety (DPS) officers felt that | had betrayed them because | took my
‘discoveries directly to ASC Dodson instead of working with them first, and that AFSD-I
Zaglool decided to replace me with TSls Stephanie Craine and Ben Mendoza. It was also
apparent that my discovery of the vulnerabilities within terminal B also played a role in my re-

assignment.

After | was removed from the airport inspections team, approximately in the July, August time
frame | was assigned as the primary inspector for“ [ quickly found ££T~

P




2T an issue with the requirement for searching -,and with thMas using. On
February 17, 2008, | exchanged emails with the PSI®, Robert Vogt regarding the

On March 3, 2008, | sent additional emails, with photos ;
ng | also advised ;

requirements for searching
to Vogt further describing the issues associated with searchi

Vogt of the problems | noticed with the

exchanied emails with Vogt again discussing

in late March 2006, | discovered that was not properfy inspecting the_as
required in the SD. | advised STSI Wes Crow and had a telephonic conversation with Branch
Chief Steve Jenkins, Commercial Airline Section, Transportation Sector Network

Management (TSNM) and PSiqMonéca Wozniak, TSA. Later on March 29,

2008, | sent an email to Wozniak advising her that-aiied to inspect the
unt

Fag required. Wozniak was not aware of the requirement to inspect

acvised by Steve Jenkins, via an e-mail response. Both STSI Crow and AFSD- Zagiool
were carbon copied on the above mentioned email traffic. Jenkins did forward this
information to TSA employees James Parks and Daniel McQuad in Office of Compliance in
Security Operations, Steve Jenkins further stated that they were considering an SEP: this

never occurred,

On April 14, 2008, Wozniak sent a letter to_adv&sing them of their need fo inspect
th On April 19, 2008, | was in a meeting with both Wes Crow and Phil

Zaglool, in which we talked about the systemic problem of air carriers not properly carrying
out the interior search of aircraft as called out in the Security Directive (SD) or the Emergency
Amendment (EA). During this meeting, Crow and Zaglool clearly stated that we were not to

ursue or require the air carriers

Later on March 6 & 14, 20086, |

the following day, April 20, 2008, | sent an email to VWes Lrow 10 cantirm my
understanding of our conversation. Wes Crow responded, in an email, which included
Zaglool in the distribution, and stated that | need to know when to turn a blind eye, in other
words do not look at these areas for compliance. | did forward STSI Crow’s response fo
Arnie Salinas, Greg Gayden and Angela Lowry, for these were the agents that | was
mentoring at that time, and felt a need to share the guidance we heard in the meeting the
previous day. This served two purposes, one it provided proof of the conversation and the
guidance, and to offer some form a protection in the event we were later questioned as fo :
“why” we were not requiring air carriers these areas and why they were

not listed as findings in PARIS.

Based on this guidance, | did not require air carriers that had not previously inspected and

I, 11 the exception of 1o inspect these areas as called
outinthe SD's” or EA’s". As the primary inspector for lhad g2l

* Principal Security Inspector

* SEI -~ Special Enforcement Investigation
arch requirements were later incorporated into the Air Operators Standard Security Program

o g} =

* Security: Directives ~ the se
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M worked extensively with Chad Schweska, [llIDFW Security
A»‘grmk.r\ 1

interior seaich reguirements of the SD, inciuding the searchin

already been working towards compliance, | opled to continue to have them
-when necessai. As for the other air carriers, | did not ask nor require them to apply

the same standard as if they were not currently inspecting
only reguired for them to do so if the

However, | always

. However, | must point out that | rarely inspecied other air carriers 10 | was consumea wi

On June 28, 20086, | sent another email fo Steve Jenkins asking if there has been any
additional guidance pertaining to our discussions of the*and them not being

searched per the TSA guidance or SDs. In these previous exchanges, | articulated that | had
noticed that the air carriers were not inspecting the*i also
noted that we (DFW TSis) were not pursuing enforcement action until we heard from HQs.
Jenkins responded that he copied Mike Derrick, Policy Branch Chief for assistance. Again,

nothing was forth coming.

as an airline

and reassighed

In November 2007, | was removed from
of responsibili

they are required to be searched, and it
tation manager [ony Vaughn, that the inspecting station is
| communicated this to Mr. Vaughn, as well as the TSA PSI
Debra Ceasario in several emails and discussed with Wes Crow. | never heard from
Ceasario. | did not inspect th based on the guidance from Zaglool and Crow.

In December 2007, | was assigned RN On December 7, 2007, | observed their
interior search process. Through observations and interviews, it was obvious that they were

not inspecting fhe” In fact their inspection form used
to document the inspection clearly annotated that these areas were not fo be included as part

of the interior aircraft search. | sent an email to the TSA PSI Robert Glover. Again,
opted not to inspect the and stated that Twas
the first and only TSA person to advise them that needed o be inspecied. Glover was very
unresponsive to the email traffic. | developed an EIR with a recommended civil penalty;
however Crow opted to close the case with a letter of warning. As for tha—! did

not look at these based on the guidance from Zaglool and Crow.

In January 2008 | forwarded the TSA policy to John Nichols TSA OCC, and during a
telephone conversation expressed my opinions on the aircraft search issue and how | felt that
‘these observations were not isolated to DFW but a systemic problem through out the country
and most air carriers. | based this on the fact that | conducted many inspections on first

arriving flights on numerous airlines and found many issues with thm
- Additionally, when discussing with the airline representatives,
‘thase areas. | e




‘QL In May 2008, based on allegation of a hostile work environment, FSD Alexander implemented
steps to make a change within the DFW Regulatory Office. | am not sure if these changes
resulfed in AFSD-| Zagioo! retiring, but he did so in June of 2008. STS! Crow has been on

leave since about the middle of May 2008, and his current status in

UNKNOWM,

As a result of their absence, a total review of the DFW Regulatory work plan was completed

and revealed that some air carriers were not in the inspection plan. Therefare, in May 2008, |
| observed

searching the aircraft in accordance with their submitted and TSA PSI| approved program, ¢
and for me to work this issue through the TSA PSI Robert Glover. Mr. Glover and Vernon i
Johnson, the new STSI within the DFW inspection office, were included on this exchange. In ‘
fact, during a telephone interview, Williams stated that | was the first TSA person to state that
this area needed to be inspected. Later in the month, | sent the email {raffic fo Steve Jenkins,
again advising of another air carrier's failure to inspect this area.

On Junhe 4, 2008, | boarded
. Just to take a pho

mterviewed the station manager, Mark Lascola, an
this area was included as part of their search routine.

Lascola stated that it was not. - | asked that he verify with his corporate offices in Houston. In

an email, Lascola stated that according to their corporate offices, this is notm
and that | should use the PSI for concerns pertaining to this policy. |torwarded this
ation fo both STS! Vernon Johnson and Steve Jenkins that same day. To this day,

August 13, 2008, this issue has yet to be addressed with the air carrier, thus not being

B AR et

R T

~zamp

inspected.
ircraft, and again noted thatq
| advised STSI Vernon Johnson of this
nding. -

Conclusions:
it is my view that, based on my investigations and experiences, that not only are the air

carriers not inspecting aircraft as required, TSA is accepting this failure. With the large hub
ﬂights that arrive at and for this to be the only station o recognize these s as-
~is unexplainable and begs two big questions: what are the PSi's domg and what are the TSls

fobservmg at these hub stations? | forwarded my concerns to TSA HQ s in emails, PARIS
ienmes and telephona convarsatxons als to no.avail. ICLT" 5

Sy B &tv,a»ﬁew:w:mmmmwm§~, ¥ 3Ny A Vs 8

R AT T i

Re'speclfully smeittéd,

Cr.efil

Keyin C. Toth -
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View Inspection: Summary

General mmrmaﬁa‘n

Tracking Number INSZ005DFW1135

zns;:#ectad Entity DFW-Dallas/Fort Worth International
Port* DFW-Dallas/Fort Worth International
Start Date* 07/12/2005

End Date 08/12/2005

Type® Domestic Port Inspection

Lead Agent® kevin Toth

Agent Hours*% o Travel Hours¥* 5

Secondary Agents Gregory Gayden.
Agent Hours** 50  Travel Hours®* 5

Arnulfo Salinas
Agent Hours** 50 Travel Hours** g

Stephanie Craine
Agent Hours** 50 Travel Hours** 5

Ben Mendoza 4
Agent Hours** 50 Travel Hours¥* &

Comments

Additional mmrmatww
Associated Inspection : B
Reason for Inspection**  PSI Corporate Site Visit































Transportation Security Administration

[ cLose winDow |

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CFR PARTS 15 AND 1520, NO PART
OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A *NEED TO KNOW," AS DEFINED IN 49 CFR PARTS 15 AND 1520, EXCEPT WITH
THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION OR THE SECRETARY OF

TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FOR U5, GOVERNMENT AGENCIES, PUBLIC

DISCLOSURE IS GOVERNED BY 5 1.5.C. 552 AND 49 CFR PARTS 15 AND 1520,













Toth, me

Erom: Toth, Kevin

Sent: Friday, March 03, 2006 10:44 AM
To: AVOPSINSP
Subject: InteriorAircraft Inspection

Attachments: 757 [ - oo: 7> NI o 737 [ -

of aircrafts. We ars finding that many
Based on the guidance did August 19, 2004, the air
them so that further removal and inspection is not necessary,

uniess the|

e

[ would like to know if the interpretation and application is correct, and, if the : ig the air
carrier in violation, and must these areas be searched

Kevin C. Toth

DFW International Airport
Coppell, TX

Office: (469) 948-1873
Cell: (214) 952-6165
kevintoth@dhs.gov




Toth, Kevin

From: Vogt, Robert

Sent:  Tuesday, March 14, 2006 8:32 AM
To: Toth, Kevin

subject: RE [l nterior Aircratt Inspections

evin:

Lny progress on the interior aircraft searches concerns?

lobert A. Vogt

rincipal Security Inspector

‘ransportation Security Network Management
‘ransportation Security Administration
Yepartment of Homeland Security
571)227-1959

wwwww Qriginal Messagg-m---

‘rom: Toth, Kevin

ient: Monday, March 06, 2006 12:12 PM
‘ot Vogt, Robert

it Crow, Wes '
s@sbject:-lntarior Aircraft Inspections

io0d Morning Bob,

s you are aware, we are looking at how qis implementing the SD requirement as It pertains to interior aircraft searches.
Ve have found many discrepancies, and aré working locally here to address the problems. This morning | out 1o their local

naintenance facility to get a better understanding of the configurations and assernblies of

Lrestellic

SR B e e

have forwarded my concerns to the loca! RS Jrity contac; however | would like seme guidance from you as to the best
say to work this issue. i i

levin C. Toth

JFW International Airport

“oppell, TX

iffice: (469) 848-1873

ell:  (214) 952-6165 ‘ : ,
evin.toth@dhs.gov : ‘ _ o




+

Toth, Kwin

From: Vogt, Robert
Sent:  Tuesday, March 14, 2006 10:563 AM

To: Toth, Kevin
subject: RE: [ interior Alrcraft inspections

Thanks Kevin.

Robert A. Vogt

Principal Security Inspector

Transportation Security Network Management
Transportation Security Administration
Department of Homeland Security
(571)227-1959

—---Qriginal Message-----

From: Toth, Kevin

Sent: Tuesday, March 14, 2006 2:08 AM

¥o: Vogt, Robert :
subject: RE: [l Interior Aircraft Inspections
Good Morning Bob, :
There has been

fon -ta

In talking with the Airserv personnel, they ed a1 ey are No
I guess the detalls got lost somewhere. | visited the maintenance facility and the manager there gave me ihe

meeds to be completed, they are to alert
en maintenance would hamd then

0 g ,
ialiowing information. If the Airserv personnel find that an inspection of the :
maintenance, who would then Alrsery would inspect, a .
Sirserv would place . é

ifvi @ needed
inspections, or inspection of th In addition, we found that theM !
tated, | pian 1o prepare an &iri0r nese

| also looked at the ingpection forms, and they did not show the "discrepancies” such as i
sy the security personnel; this again is not the first time we made this observation. Asls

indings in the amount of $30,000.

I plan to look at some flight again this week, and will keep you apprised of the situation. Have you been successful requi

o list discrepancies on the approved inspection form? This would be very helpful
nanagement.

riot only for our inspection, but also for

Regards,

Kevin C. Toth ,
DFW International Airport-
Coppell, TX .
Office: (469) 948-1873
Cell:  (214) 952-6165
cevin.roth@dhs.gov

~~~~~ Original Message--—-

.. Froms Vogt, Robert
L Sent Tussday, Marh 4,




To: Toth, Kevi
Subject: RE: Interior Alrcraft Inspections

Kevin:

Any progress on the interior aircraft searches concerns?

Robert A. Vogt

Principal Security Inspector

Transportation Security Network Management
Transportation Security Administration
Department of Homeland Security

(571) 227-1959 '

-—eOriginal Message-——
From: Toth, Kevin

Sent: Monday, March 06, 2006 12:12 PM
Tao: Vogt, Robert

Cc: Crow, Wes

subject: [Jiinterior Aircraft Inspections

Good Morning Bob,

q;s impiementing the SD requirsment as it pertains to interior aircraft
are working locally here to address the problems. This morning | went
ina of the configurations and assemblies of

As you are aware, we are fooking at how
searches, We have found many discrepancies, &
to their local maintenancs facility to get a beter un

| have forwarded my concerns to the loca [ ERRsecurty contact; however | would like soma guidance from you as to

the best way 1o work this issue.

Kevin C. Toth

DFW International Airport
Coppell, TX

Office: (469) 948-1873
Cell: (214) 952-6165
kevin.toth@dhs.gov




Toth, Kevin

From: Toth, Kevin

Sent:  Wednesday, March 29, 2006 2:10 PM
To: Wozniak, Monica

Ce: Bonewitz, Dennis; Dietz, Aaron

subject: NN

Sood day Monica.

| just wanted to keep you apprised of our most recent inspections. We have found that, based on corporats

jirectiong, that the re not being inspected. We also found that during the inspection, they are not physically
shecking hecking them to see if they and if so, then
2 fudhar shonie js comnietad  Hoy r i reaiity one can ot tell if the

B , ou stated Hat you wiil be meeung with thet
-arnorate security folks, and you plan {0 adoress this concern with Nem.

f you can, please advice as to what resolution they plan to institute and in what time frame.

Thanks,

Kevin C. Toth ‘

JFW International Airport
Coppell, TX

Dffice: (469) 948-1873
Tell: (214) 952-6165
cevintoth@dhs. gov




&

Toth, Kevin

From: Jenking, Steve

Sent:  Thursday, March 30, 2006 10:11 AM
To: Toth, Kevin

Ce: Parks, James; McQuaid, Daniel
Subject: F:E:-seamhas

Thanks Kevin. I've advised Compliance in Security Operations. They are considering an SE! since the carriers are offering this may
38 systemwids, .

Slave

—e-Qriginal Message-—-
From: Toth, Kevin
Sent: Thursday, March 30, 2006 9:51 AM

To: Jenkins, Steve
Subject: RE: [llsearches

Stove,

We are finding that a lof of the air carriers are not complying with the inspections. When we bring it to the
air carrier's attention, they generally respond that they have never implemented as part of

their search procedures. Therefore, | am not sure what value this requirement yields, Very few, if any, air carriers are
completing the interior aircraft searches per the SD or EA. The searches take a great deal of timg, and the impact on the

aireraft itself is quite dramatic,
in fact | have sent request for guidance, along with photos, to assist with how we look at this issue. To date, | have heard

nothing. We have alerted most of the PSI, and they support our coniclusions, however the air carriers let us know that this is
the only station requiring the mqu%ﬁomng our application of the séarch
requirement. | find it most disturbing that other major hub airports are not making the same observations and findinga.

| have attached a power point presentation that | prepared that shows the various configurations, and what we are actually
seeing out here. <<interior Aircraft Searches.ppt>> ' , '

Kevin C. Toth

DFW International Airport

Coppell, TX
Office: (469) 948-1873

Cell:  (214) _952-'6‘?65 2

kevin.ioth@dhs.gov

riginal Message-----




From: Jenkins, Steve

Sent: Thursday, March 30, 2006 7:49 AM
To: Wozniak, Monica

Cc: Toth, in; Derrick, Michael
Subject: carches

Monica,

The options listed in the aircraft search guidance document is current and required. —
ment,

continue to be the options the carrier must implement to meet the search require

Of course this should have been the case since the Fall of 2003. If the carrier hasn't imposed one of the&e-
search options, zhere has been a lengthy period of non-compliance.

Steve Jenkins
Branch Chigt
Commercial Airlines Sector

Transportation Sector Network Management

571-227-2211

i
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Toth, Kevin

From: Wozniak, Monica

Sent: - Friday, April 14, 2005 1:35 PM

Tor Frederick, Heidl, Sokolova, Natalya

Ces Jenkins, Steve; Toth, Kevin

Attachments: —.E”i’”i“ ER.doc
Heidi,

sttachad i3 the clarification letter you reguasted in regaﬁ:i—

wonlca Wozniak
Principal Security Inspector




U8, Depurtment of Homeland Security
Arlington, VA 22282

Transportation
Security

April 14, 2006

ATTN: Heidi Frederick
Director, Corporate Aviation Security

Dear Ms. Frederick:

This letter is in response to your request for written clarification regarding the search
-nd the documentation you provided regarding various types o

Guidance regarding the need for search in areas that do not r@qsire—

B < contained in the security directive Q&A document dated Auoust 19, 2004 on the web
board. TSA clearly advised aircraft Operators)—

rovided documentation regarding proposed

TSA advised carriers of this requirement over two years 2go. Please provide a
timeline for compliance. ‘

Sincerely, '

Monica Wozniak
Principal Security Inspector

b U : WL SR ZOV




Toth, Kevin

Erom:  Jenkins, Sleve

Sent:  Monday, June 26, 2008 2:48 PW
To:  Toth, Kevin

Gt Derrick, Michas!

Subject: RE:

Kevin, Copied Mike, our Policy Branch Chief, for assistance. Steve

~=-(riginal Message-——-
From: Toth, Kevin
Sent: Monday, June 26, 2006 3:45 PM

To: Jenkins, S

Subiech:

Steve, any word on Yha'*déscussiona. | haven't heard anything contrary to the requirements in the 8D, or in the new
AOSSP. We are awalting ruriner guidance from HQs befors proceeding with enforcement.

Kevin C. Toth

DFW International Airport
Coppell, TX

Office: (469) 948-1873
Cell: (214)952-6165
kevin.toth @dhs.gov




Toth, Kevin

Erom: Vaughn, Tony [Tony.Vaughn G/RRE-om)
Sent: Wednasday, November 28, 2007 1:08 PM
To: Toth, Kevin

Subjent: Re: Alrcrafi Interior Searches

T

Xevin, thanks and I understsnd vour conern and will forward your comments Lo the
propriate personnel. Tony

o
ke

------ Original Message-----

Trom: Toth, Kevin <Kevin.Toth@dhs.gov>
To: Vaughn, Tony

Sent: Wed Nov 28 14:05:08 2007

Subject: RE: Aircraft Interior Searches
Thanks T

But my <o n is wmore directed at the originating station that is
-~ 'l 5 1 5

interior sedrch. I do understand that some

ony .

L=

The resmlationg do not reqguire
stations performing these inspect 1 to replace

ingpected; however are not the
chem?

Please do not interpret that T am asking you to do anything with these
the ssarch is not reguired, unless of course these are

Kevin C. Toth

Department of Homeland Security
Transportation Security Inspector
DFW International Airport
Coppell, TX

Office: (469) 948-1873

Cell: {214) 952-6165
kevin.toth@dhs .gov

~~~~~ Original Message-----
From: Vaughn, Tony {mailto:Tony.”\/aughn@-com}
Sent: Wednesday, November 28, 2007 12:56 PM

To: Toth, Kevin

gubject: Re: Adrcraft Interior Searches

Kevin, we have gone after this and will continue to do. We continue to Qxdar-into
the station and should receive a shipment shortly. . ‘
Thanks for the info. And I'1ll let you when we get them in. Tony

~~~~~~ Original Message-----
From: Toth, Kevin <Xevin.Toth@dhs.gove>

To: Vaughn, Tony

C o gent: Wed Nov 28 13:352:05 2007

subiect: Aircraft Interior Searches

Good morning Tony, hope you enjove and are set

boarded the aircraft parked at

Sl 1 OW 4
cration that complared with interic




“phis ig not the first aircraft thet I have found similar discoveries pertaining _
hat have flown this route or have originated in &70 hi

.
oY

with aircraft -
would appreciaste assistance in addressing this matter, or for clarity as to the pol
o

being administersd ab these locatioms.

Thank vou,

Kevin C. Toth

Department of Homeland Security
Transportation Sscurity Inspector
DEW :ntafnatianal Airport
Coppell, TX

Office: (469) 948-1873

Cell: {214} 952-6165

kavin . toth@dhs.gov <mailto:kevin, tothédhs.gov>




Toth, Kevin

From: Vaughn, Tony [Tony. Vaughn @ o]
Sent: Wednesday, November 28, 2007 12:58 PM
To: Toth, Kevin

Subject: Rea: Arcraft Interior Searches

nue to do. We continue to order -im;o

Kevin, we have gone after this and wil
Thanks for the info. And I711 let you

1
the station and should receive a sghipmen
when we get them in. Tony

5
T )
i1
et
o
7
a &
Eull ¢
<

wwwww Original Message-----

From: Toth, Kevin <Kevin.Toth@dhs.gov>
To: Vaughn, Tony

Sent: Wed Nov 28 13:52:05 2007
Subiect: Aircraft Interior Searches

o

sood mornin

It is my understanding that station that completed with interior

ABW to ALT to DFW.
search replaces the

This is not the first aircraft that I have found similar discoveries pertaining

Mwith aircraft that have flown this route or have originated in ATL. I
WO appreciate assistance in addressing this matter, or for clarity as to the policy

being administered at these locations.

Thank you,

Kevin C. Toth

Department of Hamalaﬁ& Security
Transportation Security Insyector
DPFW Intermational Alrport

Coppell, TX :

ffice: (469%) 948-1873

O

Cell: {2x4) 952-£165

kevin. tothedhs.gov <mailto:kevin,. tothldhs, gove . :

<]

s




Toth, Kevin

From:  Toth, Kevin

Seni:  Thursday, November 28, 2007 3:18 PM
To: Ceasario, Debra

Cos Crow, Wes

subject: I

Good afternoon Debra, |
FW. | have noticed that
it difficult 1o believe that thel

. These aircraft start the day in RSW o ATL to
t am aware that [jiilillare not required, but find

I have BCed you on my earller messages to the station manager here, however may | recornmeand that this information be forwarded
o the TEA folks at RSW,

Thank you,

Kevin C, Toth

Diepartment of Homeland Security
Transportation Securily Inspector
DFW International Airport
Coppell, TX

Cffice: (469) 948-1873

Cell:  (214) 952-5165
kevinloth@dhs.gov




Toth, Kevin

From: Nichols, John, J. <TSA OCC»

Seni:  Thursday, January 03, 2008 1:38 PM
To Toth, Kevin

Sublach RE: -Searc:h Guidance

Thanks, Kevin, Ul have a look and go from there. Your experiise is greatly apprecia'teﬁ, -John

From: Toth, Kevin ,

Sent: Thursday, January 03, 2008 2:37 PM
Ta: Nichols, John, 3. <TSA OCC>
Subject: Search Guidance

Good afiernoon John, here are the source documents we discussed this affernoon.

Kevin C. Toth

Diepanment of Homeland Security
Transportation Security Inspecior
DFW intermational Alrport
Coppell, TX

Office: (468) 948-1873

Cellr  (214) 852-8165
ravintoth@dhs.gov




Page 1 of 1

Toth, Kevin

From: Toth, Kevin

Sent:  Thursday, January 17, 2008 12:14 PM
To: Glover, Robert

Gor Crow, Wes

Subject: - EiR

Good afiernoon Robert. Mot sure if vou are aware, however we are working a case against for faliure to

- TS and f you

look at therr inspection form, it refiects the need not 1o inspect them. 11 " i W this
are in

issue, and | have completed a follow up inspection and they have imple mmntad the pmaadures The
piace on the IR

A3 g linale before we move Torward, we are recommending a civil penally in the amount of 12,500, Ars there any

comments that you would like to contribute before we close this out.
Thanks you, respectfully,

Kevin C. Toth

Department of Homeland Security
Transportation Security Inspector
DFW lmemaﬁonai Airport
Coppeil, TX

Office: (469) 948-1873

Cell:  {214) 952-6165
kevin.loth@dhs.gov




View Investigation
EIR #: 2008DFWO0079

Subject Namae: -

Event Data
Port DFW-Dallas/Fort Worth International
Open Date 1271472007

Open Tine 0755

Lead Agent* kevin Toth

“

Agent Mours®® 10 Trovel Hours** |

Note: Fislds with a ** next to them are required when submitting for review.

Linked Events

Event Type Inspemmn
Tracking Numbear INS2008DFW0102
Event Date 12/07/2007
Agent Name Toth, Kevin
Finding Description At approximately 8530 TSI TOTH boarded—
“(ww to MDW)), an 737-800 aircraft
par... .

Additional Detalis

Subject Information

Subject Type® Carrier

Subject Name* e

DBA Name
DBA Name 2
DBA Name 3

Address

Address 2

City

State

Postal Code
C‘arftiﬁcam Numiber
Certificate Type
Certificate Area

Sgif Disclosure No

Alternate Security Contact / - g ’
o | 7/ ) I(

[ S VS ‘




Status

Full Name

addrass

Address 2

City

State |

Postal Code

Country

Work Phone
Primary Mobile Phone
Securilty Contact
Status

Fuil Name

Address

Address 2

City

State

Postal Code

Coim%ry

Primary Email Addrass
Home Phone
Primary Work Phone

Related Data

Related Report

Type

Sub-type

Category

Source

Regulation Violated 1 V

Regulation Note
‘Security Program 1

Attachments

Active
Kenneth Reid

Active
James Lansbery

INS2008DFWO0102
Alr Carrier - 121
Scheduled Passenger

Air Carrier

Scheduled Inspect;on
49CFR 1544 101AL 1544.103 AOSSP Reqg By All A/C Oper

W[Sch@

C160 - Aircraft Search

Attachments -LOI letter.doc ' _

Desoription

File Size

LOT ier‘cammg to fatlure to inspec
- F




Attachments Inspection Report.JPG
Interior Inspection Form -

Degcription

File Size 1626 KB

Upload Date 12/14/2007
Racommendations

Recommended Action 1¥ Administrative Action
Sanction® Letter OFf Correction

Sanction Amount
In accordance with the penalty guidelines within the NIM, dtd

12/05/2007, a civil penalty in the low moderate range is

recommended, even though a corporate decision to not search
these areas resulted in the ot being
searched as evident on the attached inspection form.

Hame: kevin Toth bate; 12/14/2007 0758
Status: Submitted Name: kevin Toth Date: 12/14/2007 0823
seatus: Rejected Namae: kevin Toth Date: 12/14/2007 1116

Note: rejected to add LOI | kevin Toth | 12/14/2007 1116
mame: kevin Toth Date: 12/14/2007 1116

Remaﬂis

Investigation History
Status: Draft

Status: Submitted
Note: LOI attached. | kevin Toth | 12/14/2007 1116
status: Rejected Kame: Wes Crow Date: 01/24/2008 0738
Note: Let's close this case with a Letter of Correction. | Wes Crow | 01/ 24)’2008 0738
Status: Submitted Wame: Kevin Toth Date: 01/24/2008 1445

Note: Based on comments from supervisor, this case will be closed with a Letter of

Correction. | Kevin Toth | 01/24/2008 1445
Name: Wes Crow Date: 02/04/2008 0847

Status: Approved







U.S. Department of Homeland Security

Transportation Security Administration

Dallayl?ort Worth inttmmonal Alrport
510 Airline Drive, Suite 110

Cappei! TX 15019

Transportation
Security
Administration

SENSITIVE SECURITY INFORMATION

December 14, 2007

~ James Lansbery, Director of Securit

Re: Case No.: 2008DFW0079

LETTER OF INVESTIGATION

Dear Mr. Lansbery,

The Transportation Security Administration (TSA) Dallas/Fort Worth International Airport Field
Office is investigating an alleged violation of the Transportation Security Regulations (TSR), 49
Code of Federal Regulations (C.F.R.) part 1544 and the Aircraft Operator Standard Security

Program {AOSSP), Section 12.3.1.A 4.

Specifically, on December 7, 2007, at 0530, at DFW International Airport, an inspector boarded
your aircraft to observe the interior aircraft search required for t}wHUpm
entering the aircraft it was noted that the one individual performing the inspection stated that he
was finishing the inspection. The inspector asked him to demonstrate the inspection of the [N
and then how he inspects th It was during this time that it was noticed
By conducting additional

nt that these
staff, they were unaware as to the
Once the TSA inspector '
ATA personnel did search the areas.

inspection form 1t was evi
ews of the GSC and other

interviews and review of the
B 1 oddition, by intervi
necessity to inspect the
demonstrated to mechanics as to how thes

This incident represents a failure on the part of to comply with 49 CF.R. §
1544.101(a)(1) and AOSSP Section 12.3.1.a.4, Search Measures. An aircraft operator f@md to be
in violation of these regulations is subjéct to a Civil Panaity ef up to $95 000 per violation.

l&s pzm of TSA’s investi gatmn mto the mrcurngzances 0f this aileged violation, we are providing
this opportunity for you to submit, in writing, any information rf:vardmg this matter. This
information should be submitted within 20 calendar days of your receipt of this letter, and should
be sent to Kevin C. Toth, Transportation Security Inspector, at the address listed above.

*?fﬁ

WH W BEL.E0F




e 4o I & SN

Any information you provide will be duly considered in our investigation. If you do not respond
within the specified time, an investigative report will be completed without the benefit of vour
input.

Sincerely,

Cedric Alexander
Federal Security Director
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FAX COVER SHEET

DATE: | Junuary 15, 2008 TIME: | 3119 PM
A= Mr, Kevip C, Toth PHONE: " e
Transportation Security Inspector FAX: | 4699481810 472 - T4 jgg‘“{/

‘ ' g1

TFROM: | Shery] Sellmeyer « PHONE:

FAX:
‘ Sheryl sellmever om
RE:

Number of peges including cover sheet:
| THIS MESSAGE 1S INTENDED ONLY FOR THE USE OF THE INDIVIDUAL OR ENTITY TO WHICH /T i35 ADDRESSED AND MAY C&Wﬁ?«'
INFORMATION THAT IS PRIVILEGED, CONFIDENTIAL AND EXEMPT FROM DISCLOSURE UNDER APPLICABLE LAW. I the reader of this
sanssazs is not e Hntended rexiplent or the employee or ageet responsible for delivering the message 10 the intended recipient, you are heneby novified shat uny
disserminntion, Jistobution o copying of this sommunication i sticly prohivited, f you have recebved this sommmunivafion in ewor, plesss notify us

immedistely by telophons and requm the crginat message to us vis the U8, Postd Sarvice, Thank You

Message:
Mr. Toth:

On behalf of JC Buehler, please find attached our mm"@sp@mimee to
Case No.: 2008DFWG079. I'll send hard copy via regular mail

Thank you,

H
4 7
f%.—ffff’,-fy(/

Sheryl

r Y ARNING

The sttachad information may be confidential, It s Intended only for the addressee(s) Identfied above, If you are
not the addresses(s), or an employee or agent of the addressee(s), please note that any dissemination,
distribution or copying of this commuriication is strictly prohibited. If you have received this fax in ervor, pisase
desiroy ‘he dotument and nolify the sender of the error. Thank you.

VB
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4.8, Buehler

Co.ime Counsel

Jazsm;ry’ M-, EQGS

Mr, Kevin C, Toth

Transportation Security Inspector

U.8. Department of Homeland Security
Transportation Security Administration
Dallas/Fort Worth International Airport
510 Airline Drive, Suite 110
Coppell, TX 75019

RE: Case No.: 2008DFW0079

Dear My, Toth

The undersigned will represent [N
ordingly.

egarding the above case mumber. Please direct correspondence ace

First, thank you for extending the time to provide a response,

o the violation IR oncurs that the 737-800

‘ However, paus TSA inscﬁons were not as thorough as yours.
mreviously chellenged on the adequacy or completeness of those inspections.

In response to your imsstig.ation,-took immediate steps which will be sufficient o
remedy the problem, to ensure future compliance, and allow your office to close this case with
administrative action. '

Step one of the corrective action was a Bulletin #07-22 to the Sanon Operations Airport
Customer Service Manual issued December 21, 2007. A copy of that bulletin is attached for
vour review, In short, the Bulletin highlights the need to inspeet and
~n the 737-800. This item was previously included on the Alfrerati Search Lheckh
However, the Checklist did not include the need z:o-&ai; item.
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The second step raquired all cmpioytc:s in ths area to m}mczwlaﬁge receipt of ths Builetin
with a ;mvww sign-off compliance form to be completed by January 18, 7008 The Eui?eﬁn and
positive sign-off will mmde 2 basis 1o ensure complete cx;mphance

ed 5 fleet-wide camnt mgn of all 737-800"s to maure»tbat!
T enclose an e-mail dated Jamary 3,

2008 from the company maintenancs representatives macating that the fleet inspection was
c;amghm : : ,

T undersiand that vour office will continue to work with Jim Lansbery and me tocal
station management to address this issue to maintain the integrity of safe, secure aircraft, The
company is committed to working to maintain full campimmc with the AOSSP.

Please contact Mr. Lansbery or the m&erszgned cimcf?y for additional mfmtmamn

Given the company’s responss and coopmmn ﬁns matter should be closed with
informal administration action.

- Sincerely,

v M&A aéwiﬂ"

B, Buehler
Corporate Counsel

JCB/ss

et Jim Lansbery
~ KenReid

Encloszres: Bullstin
Positive Sign-off Sheets
H-mail dated Japuary 3, 2008

Prge 2. 4L
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Station Operations ACSM No: 07-22

SUBJECT: 737-800 AIRCRAFT ﬁ&kﬁ%ﬁﬁ &ECBW -

Reference: ACEM Chapter 10, ADSSP Chaptar 3.2 o
PURPOSE | !

The purpese of the bulletin is to outline additional Alrcraft Search ﬁecuﬁw-mat ara to be used
on the 737-800. ; '

GENERAL

Alrport Customer 5&{’»* e Maﬁugf Dee. 21, 2007
Bu!!etm L '

WASAING: "his bulietin sorteing ﬁsnsme sewwzy Information et is controtied urger 45 OFR pars 48 and 1820, No par of $his record may be
digckosad to persons withou! & "nesd 1o know”, as defined in 48 CFR parts 15 and 1520, %mmmmmmwwmwmmmwmm
Transporation Securlty Administration or the Sacretary of Transportation, Unauthorlzed reisase may result in eyl peml ny o ::m aetion, Bor U8,
DOVETENSSY, spencies, mzﬁsﬁmw ing by 1180, 867 entt 48 (FR pers 18 and 1855,

I"xmma‘mon i thiz bulietin iesued by Custornar Service Policies

bl Pagal of 1

e
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STAYION:

ACSM BULLETIN 07-22 Aircraft Security Search
POSTIVE SIGN OFF COMPLIANCE FORM
Please fax to]  Jan, 18,2007

1 certfy by my signature that 1 heve read and agree to pérfifwm ‘ u‘};s% enstiined,

(PLEASE PRINT) Lo DMovER . OB TITLE

1 vertify by my signature that the employees listed above have received the bulletin and thet thoss indicated
egwg;gyws are now guolified by knowledge and consent to perform the dutles asamateﬁ with this trainhg
aovisory

Statior Manager Signature: ' Date;

juge 140 ﬂ
3‘!‘?@1’@"‘23{* "h:s Mé&"‘i“v ;:m’w ’iad by &}'s‘"o*’%‘* Ser «;’st’ﬁ* Pojicies
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R RS
From; Reid, Ken
Seny Thursda"y January 03, 2008 ? 33 PM
To , Buehier, J.C, =
Ce: Lansbary, Jim ClE H
Subject: FW. 737-800 Fleet TSI zamwéﬁd‘m TSA issue

From Matimnamce - B737-800 compiste.

M«Gdg%raa MELEagsem—
From: Kaiser, Uhris

Eomt: Tussday, Decamber 18, 3007 4:10 PM
Tor Maintenance Plarming Desk 1

et Terdick, Chistian; Reid, Kery Chalmers, Mike

Subjasts 737-890 Flest TSI put out to address THA bsue

@301 3 BDO 0599 ETHD 18DECQT 787 <«
#3043 BOOD DEED  ETHMD LEDBCGY 358 <&
D305 3 800 0585 XIND 18DECOTY 586 a
@308 3 800 0589 KIND 1BDECOT 702 &0
&h810 8 800 PEDS  XIND 1BDECUT 473 @&
@514 3 800 0589 EIND 18DECO7 89S &
@015 3 800 0589 XIND 1BDECOT7 533 0
4817 3 8og 0ESY KIND 18DECO7 648 e
0318 2 800 0589 KIND LEDECOT 487 <)
€L .8 8OO 0509 RIND 18DECOT 787 Ll
ghazy 3 800 059R  KIND 1BDECO7 638 <
S0EZ3 3 BOD 0BeZ  KIMD 18DECNT TED

DUE date is 21DECO7, pisase do bast o comply.
Tnanks,

Chris Kaiser

Technical Services Specialist
ohris katse om
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Toth, Kevin

From: Toth, Kevin
Sent: Thursday, May 29, 2008 10:43 AM
To: Jenkins, Steve

Subject - SR

Attachments: -ipg

Good morning Steve. As you can see we have another issue with inspections and
In reading Robert's regponse I am confused about the language pertaining to

¢ is citing here?

Ty there some documentation or amendment or guidance that Robe

Kevin C. Toth

Department of Homeland Security
Transportation Security Inspector
DFW International Alrport
Coppell, TX 75018

Office: (465) 548-1873

Cell: {(214) S52-6165
kevin.tothédhs.gov

~~~~~ Original Message--——-=
From: Glover, Robert A [mallto:Robert.Glover@dhs.oov]
Sent: Tuesday, May 27, 2008 10:57 AM
To: Toth, Kevin; shane.williamse@ om

Ca: Glover, Robert A. vernon.jonhson@dhs.gov; Jenkins, Steve
Bubject: RE: seals

Please provide
to conduct the inspection.

me with a flight schedule and POC here at DCA

Rob@rt

wemwweOriginal Massage-—---
Prom: Toth, Kevin [mailto:Xevin.Toth@dhs.gov]
Sent: Thursday, May 22, 2008 8:18 PM

To: shane.williams@ com; Toth, Kevin
C¢: Glover, Robert A; vernon.jonhson@dhs.gov

Subdject: RE:

the same way, however they
The SD that implemented this
into the ADSSP, is.very clear;

Shane, I agree that the
are not a
measure, and T

}!'(, ,"Q.. w.»{-“"‘f“’” S T
Spag - s




Bok, can vou please assgist in this matter, thank you.

~~~~~ riginal Message-----

From: Shane Williams [mailto:shans ,williamfs@—com}
Sent: Thu 5/22/2008 1:34 PM

To: Toth, Kevin

Cc: Glover, Robert A

Kevin,

We have investigated the of the 737 that you
believe should be searched., We have an approved alrcraft search program

that does not include

on the ailrcrafit. AU Chls time,

we are not changing our aircraft search procedures. If you disagree with
this measure, we request that you send this information to our PSI. We
will then work to make the change to our approved program through our
PST.

Thanks,

Shane Williams

Iy

e




Toth, Kevin

From: Toth, Kevin
Sent: Thursday, May 29, 2008 3:16 PM

To: Jenkins, Stev
Subject: Hszﬁ

Steve, the one

I plan to meet another 737
if you believe it is neces

“mé snap some pictures and forward thoss up,
5ary ~ LORENKS.

1 b

1oy
J.«

SOTO

Kevin C. Toth

Department of Homeland Secur
Transportation Security Insp
DFW Internaticnal Airport
Coppell, TX 75019

Office: {469) 948-1873

Cell: (214) 952-6165
kevin, toth@dhs. gov

X

------ Original Message-—-—--

From: Jenking, Steve Imailto:Steve.Jenking@dhs . gov)
Sent: Thursday, May 29, 2008 3:02 pM

To: Toth, Kevin ‘

Subdect: RE:

Yay Keyin Locks 11l

Steve

————— Original Message----- ,
From: Toth, Kevin [mailto:Kevin,Tothédhs.gov]
Sent: Thursday, May 29, 2008 11:43 aM

To: Jenkins, Steve

Subiject: RE:

Good morning Steve. As you can see we have another issue with inspections and
In reading Robert's response I am confused about the 1

Is there some documentation or amendment or guidance that Robert is citing here?

Kevin C. Toth

Department of Homeland Sacur;ty
Transportation Securlty Inspector
DFW International Airport
Coppell, TX 75019

Office: (469) $48-1873

Cell: {214) 852-6165
kevin.toth@dhs. gov




irom' Glover, Robert A [mailto:Robert. Glcver@dhs gov]
Sent: Tuesday, May 27, 2008 10:57 AM

To: Toth, Xevin: shane.wzllz.&ms@%com
hson g.gov; Jenking, Steve

Cas Glcvar, R = : Ljon
Subject: RE:

Shane,

sase viGe th a tlight schedule and POC here at DCA to conduct the inspection.

Robeart

~~~~~ Original Message-—-—-

Prom: Toth, Kevin [mailto:Kevin.Toth@dhs.gov]
Sent: Thursdey, May 22, 2008 8:18 pM

To: shane.williamse SR o, Toth, Kevin

uC’ @lover, Robert &; vernon.jonhson@dhs.gov

Shane : i however thev are not a
The SD that implemented this measure, and that wag la
implemented into the AOSSP, i lea

Bob, can you please assist in this matter, thank vyou.

----- Originzl Message— ===

From: Shane Williams [mailto:shane.william scom}
Sent: Thu $/22/2008 1:34 »m

To: Toth, Kevin

Cc: Glover, Robert A

Subject:

Revin,

5 3 o Y o,
W@ have investigated the

¥h

the 737 that you believe should ba

If you
agree with this measure, we reqguest that you send this information to opur PSI We will

lrcrart. At this time, we are not changing our aircraft search procedures.
isa
then work to make the change to our approved program through our PSI.

Thanks,

Sharne Williams
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW

OR ACTIVITY
Type of Activity: ' ‘ Date and Time:
[_] Personal Interview July 29, 2008
[ ] Telephone Interview 7:15a.m.
D Records Review
Other
Activity or Interview of: Conducted by:
Physical Review of the Special Agent Stacey L. Saunier
Venetian (louvered blinds) located at seven Special Agent Anthony Delano
checkpoints in Terminal B,
Dallas-Fort Worth International Airport (DFW) Location of Interview/Activity:
DFW Airport
B Concourse

Subject Matter/Remarks .

Pursuant to the information provided by Transportation Security Inspector Kevin Toth, Special Agents
(SAs) Stacey Saunier and Anthony Delano, and Senior Area Inspector Alan Paterno, Inspections
Oversight Division, Transportation Security Administration (TSA), went to Terminal B at DFW to
physically inspect some of the checkpoints identified as security vulnerabilities by Toth. The following
was observed at each of the checkpoints listed below:

Checkpoint #22/23:
The louvers are plastic and very pliable. The louvers are attached to the

support structure with a plastic clip. A person six feet tall could reach above
their head and touch the lowest louver, and therefore that person could
potentially pass a prohibited item to someone on the other side in the sterile

area.

Additionally, a CCTV camera was visible at this checkpoint, and the camera
was positioned on the checkpoint. '

Checkpoint #24/25: A
The louvers are plastic and very pliable. The louvers are attached to the

support structure with a plastic clip. A person six feet tall could reach above
their head and touch the lowest louver, and therefore that person could

Case Number: Case Title: .

1080315 Possible Violation of Security Directive DEFW- Regulatory

Revised February 28, 2006

SENSITIVE SECURITY INFORMATION/FOR OFFICIAL USE ONLY

WARNING: THIS DOCUMENT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 48 CFR PART 1520. NO
PART OF THIS DOCUMENT MAY BE RELEASED TO PERSONS WITHOUT A NEED TO KNOW, AS DEFINEDIN 49 CFR'1520, EXCEPT WITH
THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION, WASHINGTON, DC,
UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC RELEASE IS

GOVERNED BY 5 U.5.C 552.




SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

-l - ] r

potentially pass a prc)muneu item to someone on the other side in the steri
area.

Additionally, a CCTV camera was visible at this checkpoint, and the camera
was positioned on the checkpoint. '

Checkpoint #33: The louvers are plastic and very pliable. The louvers are attached to the
support structure with a plastic clip. However, the lowest point of the louvers
is approximately 18” higher than the other checkpoints, which would make it
more difficult for someone to introduce a prohibited item without someone
noticing A chair or other form of step stool would be needed.

Addltlonally, a CCTV camera was visible at this checkpoint, and the camera
was positioned on the checkpoint.

Checkpoint #35: The louvers are plastic and very pliable. The louvers are attached to the
support structure with a plastic clip. However, the lowest point of the louvers
is approximately 18" higher than the other gates, which would make it more
difficult for someone to introduce a prohibited item without someone noticing.
A chair or a small ladder would be needed.

Additionally, a CCTV camera was visible at this gate and the camera was
positioned on the gate.

Checkpoint #27: This gate had a wall erected from the top of the checkpoint walls to the ceiling.
The louvers no longer existed at this gate. ~

It should be noted that at checkpoint #33, while SA Delano and | watched, Senior Area Inspector Alan
Paterno rolled a chair up to the checkpoint and climbed on top of the chair and was reaching up into
the louvered blinds. At no time did any airport worker or employee question what Paterno was doing.
If anyone was monitoring the CCTV system, no one came out to question our presence at the

checkpoint.

Per Pétemo, these checkpoints are a security vulnerability and the airport is responsible for providing
an immediate solution.

Case Number: Case Title:

1080315 Possible Violation of Securlty Directive DFW- Regu!atory
Revised February 28, 2006

SENSITIVE SECURITY INFORMATION/FOR OFFICIAL USE ONLY

WARNING: THIS DOCUMENT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CFR PART 1520. NO
PART OF THIS DOCUMENT MAY BE RELEASED TO PERSONS WITHOUT A NEED TO KNOW, AS DEFINED IN 48 CFR 1520, EXCEPT WITH
THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION, WASHINGTON, DC.
UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC RELEASE IS

(GOVERNED BY 5§ U.5.C 552




'ATTACHMENT 9

Attachmént ' 9




SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW
OR ACTIVITY

Date and Time:

Type of Activity:
Personal Interview July 28, 2008
8.25 a.m.

[] Telephone Interview
[:} Records Review

[ ] other
- Activity or Interview of: Conducted by: _
Angela Lowry Special Agent Stacey L. Saunier

/ Transportation Security Inspector (TS) Special Agent Anthony Delano

Dallas-Fort Worth International Airport (DFW)

Location of Interview/Activity:

OIINVD
DFW Office
Coppell, TX

Subject Matter/Remarks

Special Agent Anthony Delano and | introduced and identified ourselves to TSI Angela Lowry. Lowry
was advised she was being interviewed as a witness regarding an allegation involving alleged
security issues at DFW. Specifically, Lowry was advised that the allegation involved management at
DFW not requiring the airlines to fully self inspect in accordance with the security directives.
Additionally, Lowry was advised that there was alleged to be a potential security issue involving the
louvered blinds at seven checkpoints in the B concourse.

Senior Area Inspector Alan Paterno, Inspections Oversight Division, Transportation Security
Administration (TSA), was also in the interview and was introduced to Lowry. Lowry was advised that
Paterno was present for his expertise in the Inspecfions function and to provide explanations to me
when needed. Lowry advised she understood. Lowry provided the following background information:

She started with the Transportation Security Administration (TSA) in August 2002 as a
screening supervisor, In May 2005, she transferred from screening to inspections. TSI Kevin

Toth was assigned as her mentor.

Regarding the issue of aircraft searches as they relate t
Lowry was asked whether she has always required airlines that were assigned

those areas. Lowry advised as follows:

to nerlo searc

Case Number: Case Title:
; 5080315 " | Possible Violation of Security Directive DFW- Regulatory
Revised February 28, 2008
SENSITIVE SECURITY INFORMATION/FOR OFFICIAL USE QNLY

UBISRT QOB AME SEMSITIVE SECURITY IEORMATION THATISC

SAST OF THIS DOGUMENT MAY BE RELEASED 10 PERSONS WITHOUT A NEED TO KNOW, AS DE
THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMI mmmmn WASHINGTON, DC.
UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FOR U.S, GOVERNMENT AGENCIES, PUBLIC RELEASE IS,
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

ays required the airlines assigned to her to search—

TSI Kevin Toth forwarded her an e-mail written by Supervisory TSI (STSI)

Wes Crow. The e-mail i Toth should “turn a blind eye” when it came to the
requirements regarding aircraft;
specifically thehand the oth was her mentor at the time.

Additionally, she has had problems working with STSI Crow in the past and she decided to
follow the instruction provided by STSI Crow for fear of additional retaliation if she did not

follow the direction of Crow.

Note: This report of investigation focuses solely on whether a law, rule or regulation was
violated as it relates to the “urn a blind eye” e-mail and the impact of the e-mail on security.

Therafore, this report of investigation will not address any management related issues;
inciuding retaliation.

She has not required the airlines assigned {o he

was told by STSI Crow that the
She has see
aircraft.

She is unsure how many other TSls were aware of the “turn a blind eye” e-mail, and therefore
unaware of how many other TSIs were not requiring the airlines to fully self inspect.

In May 2008, Assistant Federal Security Director for Inspections (AFSD-I) Phil Zaglool and
STSI Wes Crow abruptly left the office and have not been seen since. Zaglool retired and
Crow has been on extended sick leave. The new people brought in to perform in their
absence have been very supportive and are making strides in repairing the lack of trust in
management. Since the new management has taken over at DFW, she is working toward
getting her airlines compliant with the security directives and emergency amendments,

Regarding the louvered blinds located at seven checkpoints in Terminal B, Lowry advised she was
aware of the vulnerability these louvered blinds caused. Lowry had heard from TSI Greg Gayden that
he recently was able to pass a cell phone through the louvered blinds. Lowry heard that DFW
Inspections management (Zaglool and Crow) was notified of the vulnerability and they failed to

respond citing that DFW had a lobbyist and they are a political force.

Lowry is aware that the issue is currently being addressed by constructing a fixed wall in place of the
louvered blinds.

Case Number. ' Case Title:

080315 Possible Violation of Security Directive DFW- Regulatory

Revised February 28, 2006 )
SENSITIVE SECURITY INFORMATION/FOR OFFICIAL USE ONLY

¥ ITY AN ORMATION TASCONTROLLED U
& i GE RS TR b ORNOW RS -0E! TR
THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION, WASHINGT
HNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FORULS. GOVERNMENT AGENCIES, PUBLIC RELEASE 15

GOVERNED BY 5 UL8.C 552,




SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)
In summary, Lowry did receive the “turn a blind eye” e-mail, and she followed the direction contained
in that e-mail until recently when STSI Crow and AFSD-I Zaglool left DFW. Lowry is currently
requiring her assigned airlines to follow the security directives or emergency amendments as they

relate to aircraft searches.

Lowry was asked to provide a sworn statement to which she agreed. Attached to this memorandum
of interview is a copy of the sworn statement.

i Case Number Case Title: i
Possible Violation of Security Directive DFW- Regulatory

1080315
Revised February 28, 2006

Ko :
RATION, WASHINGTON, DC
ELEASE (S
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SWORN STATEMENT

Transportation
Security
Administration

. &;/;m{/a, Lowry
ﬁaae.v S@umf"/f”\ﬁt Jamtes é”f’é’fif’/

, having been duly sworn, hereby make the following statement to

, who has been identified to me as a

that relates to the matters under investigation or review.

federal law enforcement officer and special agent with the Transportation Security Administration, Office of Inspection. Tam

making this statement of my own free will, without any duress or coercion.

* % % SEE ATTACHED STATEMENT * * *

T have read this entire statement consisting of % ‘ pages. [ have been given the opportumty to make any corrections
necessary to make the statement accurate. All of the information contained in this statement is true and accurate to the best of

my knowledge and belief. I understand that I may be prosecuted for perjury or making false statements if ] have intentionally
misrepresented anything contained in this statement. I have not intentionally omitted any information or knowledge I have

zg@ﬁz/%m 9~
57/4'5(4, /;700\?

Signature

Signed and sworn to before me, this & é day of /QL/MS{/
4
S AN, W

Witr?/ / &’2’4 / g

R

Specx | Agent U éﬂ 4 [)Z
Tram ortation Sedurity Administration

Department of Homeland Security
Authority to administer oaths: 5 U.5.C. § 303

| Form INVI-S3 (Rev. 4/1/2007)




Statement of Transportation Security Inspector Angela K. Lowry

This statement is provided in regards to our discussion on Tuesday, July 29, 2008. My

Entrance on Duty as a Transportation Security Inspector (TSI) for the Transportation Security
Administration began in April of 2005. [ did not report to the Regulatory office until the end of
May, due to operational support of the screening department, serving in my previous position

of Security Manager.

| reported to the Regulatory department for approximately three days before | was to attend
the Basic Inspector course in Oklahoma City, OK. During the four-week course, | received an
email that TSI Wes Crow had been promoted to the Supervisory Transportation Security
Inspector (STSI) pesition. Upon my return in late June of 2005, Wes Crow placed me in
training status, to work in conjunction with I-Band TSI Kevin Toth.

During this time, each TS| was given a specific air carrier assignment for the fiscal year.
Kevin Toth had been assigned to accomplish Mreguiamry
activities at Dallas/Ft. Worth International Airpo . | orten went with Kevin to shadow
his inspections in order to gain more practical knowledge of the regulatory requirements

pertaini r carr ing this time, Kevin pointed out areas of concern
with the

a

because my supervisor, Wes Crow,

I had not required the
had told me they wer
| also had not required
to be

because | had not realized that they neede

After several discussions that |
requirement that the| , L
aireraft, Wes would state "That dog don't hunt" and "let's not chase that dog™. Wes also
pointed out that if this were a nation-wide issue, then inbound aircraft from other locations
would also hav | did state to Wes that | had
identified n other aircraft, but not with any consistency. Wes stated to me that Kevin
was 'overzealous' and Wes constantly spoke negatively about Kevin's character. Wes stated
on numerous occasions that Kevin had been in a significant amount of trouble in other
departments of TSA in the past and didn't know when to keep his mouth shut. Wes also
stated that the only reason Kevin was at DFW was becauise no one else at TSA would take

him and that he was a “jack-ass.” ,
On April 20. 2008, | received an email forwarded from Kevin Toth pertaining to the issue of &)
for aircraft in relation to the air carriers U

4
LS

vy ablcs




aspons:bﬁ ty to perform an aircraft search. This email was sent by Wes Crow to Kevin Toth
land was in reply to a request for clarification that Kevin outlined. Wes' reply was "wisdom is
knowing when to turn a blind eye!" and "if the ASI's don't make an issue a point of intense

observation neither will the air carriers." Wes finished the email with "We need to let this topic
take a rest”. The issue of ad been debated on numerous

occasions prior to this e-mail from Vves, an sen discussed internally with a few of my
peers. :

i

My reaction to this email was to comply with Wes' direction. This area of concern (searching
was identified by Kevin

and addressed by Wes Crow, who speciiically ‘ 0 “turn a blind eye.”
Kevin was my mentor, so | followed Crow's direction. in addition, there have been several

occasions in the past where | have both been the recipient of, and witnessed retaliation to
others, at the direction or directly from Wes Crow. Although this is not part of the
investigation into whether a security vulnerability exits at DFW, and poss'biy nation-wide, |
am providing the following examples of retaliation so you can understand why | chose to
follow the recommendation by Wes in the “turn a blind eye” e-mail:

In June of 2005, | had received retaliation from Wes Crow after making a sexual
harassment complaint against him. | reported this and many other issues to my
Assistant Federal Security Director for Inspections (AFSD-I) Phil Zagiool. A few days
after | had made the complaint, Wes called me to his office and gave me a verbal
warning about my hours of duty and he needed to have them changed. | was the only
inspector who was counseled. Wes also sent a coworker into my office to determine if
my blouse was exposing any cleavage. | had also been called to Wes' office for
upwards of four hours to speak to him about an Enforcement Investigative Report
(EIR). | believe that the reason for this was to monopolize my time and incite an
unprofessional reaction to his redundant line of questioning pertaining to the EIRs.
When | attempted to leave his office, Wes would continuously change violation
citations, sanction recommendations, formatting questions, inspector's statement
recommendations or to ask me what | had learned from our discussions. All of these
meetings were conducted after | had vetted the case to senior inspectors for accuracy,
auditing and prior approval — as requested by Wes. This was not an issue for other
inspectors, who would simply put a case on his desk for signature. On October 16,
2008, | sent an email to Phil Zaglool pertaining to a similar maﬂﬁr and specified that it

was an ongoing issue.

| did not begin requiring a%rtinesMunm
recently (after May 2008 when nspections brought in new management).

Under the new management in the STSI and AFSD-I positions (which happened in May

2008), | have great confidence that all regulatory issues will be dealt with as requi ired. | have .

worked with both the new AFSD-1, Mike McMullen and the Supervisory TSI, Vernon Johnson '
in the past and have always found that they both show a high level of pmfessmnahsm 5

responsi ibility and dependability. My only concern in moving forward with our new
supervision is that they must depend on the experience of local inspectors in our office. %

Many of our local inspectors have gained their knowledge recently, under the guidance of
2 s 7




both Wes Crow and Phil Zaglool. Both Wes Crow and Phil Zaglool were uninformed and did
} not stay current with the security directives and did not review the TSls work. Because of

this, the inspectors who work at DFW have been misled, intimidated, received wrong
information, and were under the direction of a Supervisor (Crow) who did not know the
regulations and an AFSD-| (Zaglool) who was not involved in the operation.

During the course of inspections that | am currently conducting, | will bring past issues
forward as | encounter them - for further clarification and/or guidance. On the morning of

July 28, 2008, at approximately 0830 hrs., | requested clarification of the“
MU%&WS that 1 did not believe had been properly addressed in
€ past. | requested that we (the new management and the TSls at DFW) board aircraft with

maintenance personnel so that we can determine what requirement is needed to ensure
compliance with applicable regulatory requirements. These issues have not been addressed,
but are to be discussed during the next weekly meeting on August 4, 2008.

I believe that in this specific instance and under these circumstances, an extreme amount of

Office of Security Operations (Headquarters) level guidance and training should
to our new supervision in order to prevent any future incidences of this nature. (

Angela Lowry ’%{
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SENSITIVE SECURITY INFORMATION.

LTRSS
“f"“ {\s | MEMORANDUM OF INTERVIEW
B j | - OR ACTIVITY
Type of Activity: Date and Time:
X personal Interview July 29, 2008
[] Telephone Interview 10:00 a.m.
[j Records Review
{:} Other
Activity or Interview of: Conducted by:
Stephanie Craine Special Agent Stacey L. Saunier
Transportation Security Inspector (TS!) ‘ Special Agent Anthony Delano
Dallas-Fort Worth International Airport (DFW)
- Location of Interview/Activity;
OIINVD
DFW Office
Coppell, TX
Subject Matter/Remarks

Special Agent Anthony Delano and | infroduced and identified ourselves to TSI Stephanie Craine.
Craine was advised she was being interviewed as a witness regarding an allegation involving alleged
security issues at DFW. Specifically, Craine was advised that the allegation involved management at
DFW not requiring the airlines to fully self inspect in accordance with the security directives.
Additionally, Craine was advised that there was alleged to be a potential security issue involving the

louvered blinds at seven checkpoints in the B concourse.

Senior Area Inspector Alan Paterno, Inspections Oversight Division, Transportation Security
Administration (TSA), was also in the interview and was introduced to Craine. Craine was advised
that Paterno was present for his expertise in the Inspections function and to provide explanations to
me when needed. Craine advised she understood. Craine provided the following information:

She started her federal career with the Federal Aviation Administration (FAA) in November
2001, and was a TSI at Love Field, prior to transferring to DFW in June 2005. She was
assigned to airport inspections immediately upon arrival at DFW and she reported directly to
Assistant Federal Security Director for Inspections (AFSD-I) Phil Zaglool. She did not interact
with Supervisory TSI (§TS!) Wes Crow on a daily basis. She was not assigned airlines

initial

, and when she was given an airline, she was given one that operated
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

Her initial airline was and she was recently (May 2008) switched to‘
h
[ iant.

were compliant with the requirement to searc
She did not have a problem with her airlines being compliant
cal inspect&on“and tried to catch an outbound
in Performance And Results Information Syszem (PARIS). Since
n May 2008 she has not performed a critical inspection. She
I

asked the former assigned (Greg Gayden) whether
issues and Gayden advised tha was compliant.

She was never instructed by management to overlook airlines’ failures in self inspections. She
has never seen an e-mail from management advising her o “turn a blind eye” regarding
airlines self inspections. She does not believe management would write such an e-mail.

Craine was shown the “turn a blind eye” e-mail, to which she initially stated she had seen the e-
mail. Upon being asked again whether she had ever seen or been forwarded an e-mail
suggesting she should be less diligent in her inspections, Craine read the entire e-mail, and stated
she had not seen “that” e-mail. Craine then said it was “typical Wes' regarding what he wrote in
the e-mail. Craine described the e-mail as inappropriate, but typical of what Crow would say and

write.

Since Craine was responsible for the airport inspections, she was asked about the louvered blinds
issue and whether she was aware of the security vulnerability the louvered blinds posed at DFW.

Craine provided the following information:

The louvered blinds were addressed in a 2005 inspection and they were ailso addressed by the
Joint Vulnerability Area (JVA). She did not see this as a big issue. The checkpoints in
question all have CCTV covering the checkpoint. Someone is watching the CCTVs at all

fimes.

Note: Earlier this date. SAs Saunier and Delano stood under the louvers reaching up to
see how high the louvers were; rolled a chair up to the louvers and stood on the chair
and reached up into the louvers. At no time did anyone approach us to ask what we
were doing. At one point, an airport employee watched, but said nothing.

The louvers have been “bugging” TSI Greg Gayden for three years. Gayden recently went to
Federal Security Director (FSD) Cedric Alexander, who replaced the former FSD less than one
year ago, and brought up his concerns over the louvers. FSD Alexander then asked Gayden
and her to conduct a test to see if someone could introduce a prohibited item into the sterile
area by way of the louvered blinds. The test was conducted in June 2008 and was a success.
The FSD then went to the ai rpmr‘t and advised of the test and the results. She felt the FSD was

. (ase Number: Case Title

. 1080315 . | Possi ble Violation of Securi ity Directive DFW- Regulatory
“Revised February 28, 2006 ,
SENSITIVE SECURITY INFORMATION/FOR OFFICIAL USE ONLY

WARNING: THIS DOS{}W?‘?\?T C‘ONTMFZS ‘S‘Nﬁ TWE 3EC .,s’"x’ T"‘/ W?ORMA‘H{?}?& "’HAT kﬁ ”ON‘TRO&L’“{) UMQER d“ CFR PARY 1‘?2& ?&K}

PART % THE

THE WYRITYTER T o
UN%G“‘?’HQMXE& RELEASE fe’f&d’ RESULY i CIVIL Q“N&L'ﬁ OR OYM&”R A(«TS(DN VCJQ U s GGVEQEWE&T AwEMCiiﬁ&: PUBLIC RELERS@E

BGOVERNED BY § 1.8.C 552,




SENSITIVE SECURITY INFORMATION
MEMORANDUM OF INTERVIEW QR ACTIVITY (continuation sheet)

abrupt in how he presented the issue to the airport. She has worked very hard io establish a
good relationship with the airport, and did not feel this issue was addressed by the FSD in the
most diplomatic way. Additionally, the terminal is due to undergo a re-construction project

sSoon,

Craine advised that prior management (Zaglool and Crow) was disengaged and was not up to
date on all of the regulations. They did not review any of the work parformed by the T8ls and they

allowed the TSIs to approve each others' work. Since mid May 2008, when Zaglool and Crow left
&!@ave), the

the Inspections division at DFW (Zaglool retired and Crow went out on
new management has addressed the issues brought on due to the lack of management oversight,

and the issues are getting hetter.

Craine was asked to provide a swomn stétement, to which she agreed, The sworn statemeht is
attached to this memorandum of interview.
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Transportation
Security
Administration

SWORN STATEMQENT

L \*%@AD sﬂQﬂ C Cf Q { i éi , having been duly sworn, hereby make the following statement to
ﬁm g} uf/‘l L/fﬂ é?‘ WW }l&/m O , who has been identified tome as a

federal Iaw enforcement officer and special agent th‘n the Transportation Security Administration, Office of Inspection, Tam

making this statement of my own free will, without any duress or coercion.

¥ ¥ % SEE ATTACHED STATEMENT * # *

I have read this entire statement consisting of C;; pages. [ have been given the opportunity to make any corrections
necessary to make the statement accurate, All of the information contamed in this statement is true and accurate to the best of

my knowledge and belief. I understand that I may be prosecuted for perjury or making false statements if I have intentionally
misrepresented anything contained in this statement. i@t intentionally omitted any information or knowledge | have

that relates to the matters under investigation or review!
@ n INEALD O{Ou‘(/w
) Signatiwe m\% %! C;m(g

.fgned and sworn to before me, this %O day of \j//:l//zfﬁ , 20 &X

C U 2“ m

Witness 7/3 sleog Specal Agent { ] v W /
Travsportation Secumy Administration

Department of Homeland Security

Authority 1o administer oaths: 5 U.8.C. § 303

- Form INVD-53 (Rev, 4/1/2007) :
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On July 29, 2008, 1 provided the following information during the interview process with Stacy
Saunier, Special Agent.

[ am currently a TSI-Aviation assigned to the Airport Inspections and one air Oaﬂiﬁf,*
ﬂ transferred to DFW from DAL June 2004, FY04. T was assigned to air carriers for the

remainder of FY04 through August 2005, In August 2005, I was appointed to the Alirport
Inspections Team with co-worker Ben Mendoza, replacing Kevin Toth. Starting October 2007
(FY08) I requested and was assigned an air carrier;ﬁ In May 2008, T was assigned
wDuring this time frame my immediate Supervisor was Wes Cro w, but since I was
assigned to airport inspections alr Il of my interactions were with Phil Zaglool, AFSD-I.

During FY08 I inspected without any findings or incidents of non-compliance.
e oance i

When I was first assi
d followed the proper search protocols

or these areas. | was never instructed by Wes Crow or Phil Zaglool to look the other way duri
e inspection of the caiersself earctes o

In reference to the louvers in Terminal B: the airport first installed the louvers around 1995
approximately, they were placed in active screening checkpoints to block the sun that was
coming in on the x-ray screens. There are cameras in place that were used to monitor the
checkpoints as an added layer of security. Since this time some of the checkpoints are no longer
active or occupied. The airport has been aware of the security vulnerability, it was brought to
their attention during a Joint Vulnerability Assessment (JVA) conducted by TSA Headquarters in
approximately late 2005, early 2006, However local TSA did not aggressively seek out a change
in security measures until the recent change in management, May 2008, As the airport inspector
I have worked to foster a good working relationship with the airport. It is in my opinion that
there was not a need for TSA management to be as aggressive in this matter and it could have
been handled more diplomatically. Terminal B is currently in future plans to be remodeled.

In regards to the allegations against Wes Crow and Phil Zaglool, it is just in the recent past, May
2008 when new management was put in place that I had heard of all of the allegations reﬁardini

Wes Crow instructing other inspectors to turn a “blind eye” to non-compliance regarding
#I have only heard of inspectors having documentation of
such mstructions. This information seems to have been initiated by the exit interview of

TSI Aaron Dietz, which in turn started the allegations in question and brought out the
management style and demeanor of both Phil Zaglool and Wes Crow. Wes Crow was not
involved in daily activities and was not up to date with Security Programs and regulations, He
did not involve himself in the review or approval of PARIS. Within the DFW inspections office
there seems to be several cliques. It was my experience that both Phil Zaglool and Wes Crow
enjoyed pitting the cliques against each other by, as an example, claiming that certain individuals
stated something abput another individual or individuals the end result was friction between
~goworkers. ‘ P S N il p
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW
OR ACTIVITY

Date and Time:
July 29, 2008
11:15 a.m.

Type of Activity:
@ Personal Interview
D Telephone Interview
D Records Review

,_,_J Cther
Activity or Interview of: Conducted by:
Michael Donnelly J Special Agent Stacey L. Saunier
Assistant Federal Security Director for Operations | Special Agent Anthony Delano
(AFSD-OPs)
Dallas-Fort Worth International Airport (DFW) Location of Interview/Activity:
510 Airline Drive
Coppell, TX
| Subject Matter/Remarks

Pursuant to a prior message indicating the DFW Federal Security Director (FSD) would not be
available during the time | was in Dallas, | made an appointment to meet with Michael Donnelly, the

acting FSD.

Special Agent (SA) Anthony Delano and | introduced and identified ourselves to Donnelly. Senior
Area Inspector Alan Paterno, Inspections Oversight Division, Transportation Security Administration
(TSA), was also introduced to Donnelly. Donnelly was advised that Paterno was present for his
expertise in the Inspections function and to provide explanations to me when needed.

Donnelly advised he was acting for FSD Cedric Alexander while Alexander was out of town. Donnelly
advised he was aware of the allegations regarding the “turn a blind eye” e-mail, which he became

aware of back in early May 2008.
Donnelly was asked to provide the history of the events that have transpired since the “turn a blind
eye" e-mail was discovered by DFW senior management. Donnelly provided the following
information:

When the initial information surfaced in early May 2008, the allegations against Assistant

Federal Security Director for Inspections (AFSD-I) Phil Zagloo! and Supervisory Transportation
Security Inspector (STSI) Wes Crow were numerous; including hostile work environment, lying
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SENSITIVE SECURITY !NFORMATION
MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

to senior leadership regarding the status of the Inspections function in relation to the yearly
requirements, Zaglool and Crow bad-mouthing senior leadership, and the “turn a blind eye” e-
mail was also part of the long list of issues brought forward by multiple TSls.

When the issues wers first brought forward, the FSD immediately tasked then Stakeholder
Manager Mike McMullen with interviewing those TSlIs willing to speak out about the issues.
Each TSI that chose fo speak with McMullen did so while expressing a concern over retaliation
by Zaglool and/or Crow. After every interview, McMullen brought the issues to the FSD's

attention,

As soon as the allegations against Crow and Zagloo! were verified through multiple TSI
complaints and by an independent audit of the Performance And Results Information System
(PARIS), the FSD spoke with both Crow and Zaglool. Crow asked for @/eave while Zagioo!
chose to use his leave before retiring. As of today, Zaglool has officially retired, but Crow is

still using EiBleave.

The FSD also called a mandatory meeting in which he told all TSis that he had an open door
policy and that he wanted to start a clean slate and get everyone and everything back on track.
The FSD advised he expected everyone to treat each other professionally and with respect.
The FSD also named an acting AFSD-I and an acting STSI and also placed a job
announcement for anothar STSI, which was filled with Vernon Johnson, who was with the

screening side of the house.

Donnelly then advised that since the FSD leamed that Zaglool and Crow were not doing their jobs
and that they were lying to him and they were causing a hostile work environment, Donnelly feit
the FSD, who was not the FSD in 2008 when the “turn a blind eye” e-mail was written, has done
everything he could do to rectify the situation.

Donnelly was then asked about the louvered blinds located at seven checkpoints in Terminal B.
Donnelly stated that this issue was also brought forward in early May 2008. When FSD Alexander
learned of the issue, he assigned two TSIs to test whether a weapon or other prohibited item
could be introduced from the public side to the sterile side of the airport. FSD Alexander was
advised that the test was successful. FSD Alexander had a meeting with the airport to discuss the
issue and to have the airport advise what they intended to do to efiminate the security
vulnerability. Donnelly advised that the airport has planned to remodel Terminal B in the next six
months o one year, and the issue will be addressed during the remodel. ‘

Semor Area Inspector Patemo and | both told Donnelly that we had- physncaﬂy mspected the.

", situation with the louvered blinds in Terminal B. Paterno told Donnelly that there neeéded to be an
immediate interim fix to the issue and that waiting until the airport remodeled the terminal was not
acceptable. Donnelly stated he would advise FSD Alexander immediately and they would meet
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

with the airport to advise of the immediate need for a solution to the security vulnerability caused
by the louvered blinds.

Donnelly advised that he prepared a memorandum at the request of FSD Alexander, for the

central area director, outlining the allegations of misconduct by AFSD-1 Zaglool and STSI Crow.

The memorandum captured the chronology of the interviews conducted by DFW management

along with attachments to support the issues raised by the TSIs. Donnelly provided a copy of the

memorandum, dated May 15, 2008, along with the following:

¢ A copy of the “turn a blind eye” e-mail.

o An e-mail from TSI Kevin Toth describing why the issues were not brought forth sooner and
providing support for why he feared retaliation.

o Statement by TSI Angela Lowry.

* Statement by TSI Aaron Dietz.
Note: Some of the information contained in these attachments directly relates to
management issues (harassment and hostile work environment) that are being addressed

outside of this investigation.

Donnelly was asked to prepare a statement regarding his knowledge of the "turn a blind eye” &
mail and how it surfaced, and the resulting action taken by senior management at DFW, 1o whnch
he agreed. Attached to this memorandum of interview is a copy of the sworn statement signed by

Donnelly on September 9, 2008,
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11.S. Department of Homeland Security
DFW International Airport

510 Airline Drive

Coppsll TX. 75019

.'ii*@z Transportation
' i~ ; Security
Memorandum W&’ Administration
May 15, 2008
To: Gerald Chapman

Central Area Director

Office of Security Operations

T S

From: Cedric L. Alexander, Psy.D. < ¢ “‘{W

Federal Security Director

Dallas/Fort Worth International Airport
SUBJECT: Allegations of Misconduct

This is to inform you of allegations received from several TSI employees regarding a
hostile work environment and operational issues and deficiencies within the Inspections

Unit here at DFW.

We first became aware of these issues last week when Stakeholder Manager Michael
McMullen was initially approached, separately, by and met with two TSI's. In summary,
the two TSI's made the following allegations:

1. Inappropriate comments made by the AFSD-| and Supervisory TSI directed

towards the local leadership and their respective subordinates,
2. Racial overtones by the AFSD-I towards two subordinate TSl employees.
3 Supervisory TSI directing TSI's to turn a blind eye towards SD/EA

compliance.
4. Inspections unit failure to carry out requirements set forth under the

Regulatory Activities Plan.
5. AFSD-I misleading the FSD regarding status of PARIS reporting/inspections

and ASAP program status.

Local OCC Supervisory Attorney Mark Holmstrup and Ol Deputy SAIC Mait Albence
have been briefed accordingly. '

At this point it appears that Ol will coordi nate i‘we maﬁer of AF SD»J Phil Zaglool with the |
MIB. In addition, per standard procedure in this type of matter, | request that you refer

this case to the MIB, directly, for appropriate handling.

In addition, because the MiB does not have jurisdiction over STSIs, we are requesting
that Ol investigate the matter of STSI Wes Crow. As required when investigation
referrals are pending, we have suspended our local investigation pending further




|
|
:
]
6
|
|

instruction from Ol and MIB. We will act accordingly to Ol and/or the MIB’s
recormmendations.

The following attachments include a chronology of TSI discussions held with myself the
AFSD-0O Michael Donnelly, and the Stakeholder Manager, as well as unsolicited
statements provided voluntarily by the TSTI's.

| Delete
| Dated

By i

© Allegations of Misconduct Dated 51508, =2.  wwwtsagoy




Chronology of Discussions:

May 06, 2008

1513 Hours (Approximately)
Stakeholder Manager received an email from TSI Kevin Toth requesting a meeting.

May 07, 2008
1330 Hours (Approximately)
Stakeholder met with TSI Toth.

TSI stated that TSI Angela Lowry advised him that Supervisory TSI (§TSI) Wes Crow
advised TSl's James Martin, Rick Strickland, Angela Lowry and STSI Don Werkstell that
he (Toth) was causing a hostile and violent workplace against them. Toth advised he
had requested their statements use for an administrative (disciplinary) matter that he

was responding to.

Toth states, per TSI Lowry, STSI Crow advised TSI Lowry and others to stay away from
Toth.

Toth believes a recent Workplace Viclence report was directed at him as a continuing
effort to attack him professionally.

Toth stated he has an email from the AFSD-I Phil Zaglool and STE! Crow to turn a blind
eye on SD viclations. Toth stated that he provided and filed with the Office of Special
Counsel.

Toth stated that the AFSD-I and STSI Crow are “bs’ing” the FSD regarding number of
inspections, PARIS and other matters. ,

Toth stated favoritism to TSi Stephanie Craine and an example is that she received a
40 hour time off award and has missed up to 80 work days. Toth stated TSI Aaron
Dietz was transferring to DAL due to favoritism to TSI Craine and regarding this award.

Toth stated possible “Hatch Act” violation on emails he has from the AFSD-l and STSI
Crow.

Toth stated TSI's Craine, Bonewitz, Lowry, Mendoza and Martin are not conducting
inspections.

Toth stated the AFSD-I mocks the manner in which TSI Jerisa Baptist speaks.
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May 7“‘ 2008
0830 Hours {Approximately)
Stakeholder Manager approached by TS| Amie Salinas requesting to meet.

1430 Hours (Approximately)
Stakeholder met with TS| Salinas.

Salinas stated he felt he was being retaliated against and felt fearful of STSI Crow.
Salinas stated that AFSD-l refers to TSI Jerisa Baptist as “fat black ass.”
Salinas stated that AFSD-| refers to TS! Eddie Smith as “fat black ass.”

Salinas stated that AFSD-I said the FSD (Cedric) “doesn’t know shit,” referring to the
issued raised about inspections recorded/not recorded in PARIS.

Salinas stated that AFSD-I lied to FSD regarding the status of the ASAP program
testsfetc., Salinas stated TSI Lowry fold him that AFSD-1 directed her to place a tests
paperwork in a box so he can show him a box of reports with intent to make him believe

work was completed.
Salinas stated the AFSD-| told a group of TSI's that FSD is under investigation
regarding the validity of his resume/work experience. Salinas stated this was reported

to him by TS| Greg Gayden and that it occurred recently in the early moming when he
arrived to work. Salinas stated the group broke up when they saw him, and he asked

TS Gayden what was that about.
Salinas stated the AFSD-I refers to FSD as a “fucking idiot.”

Salinas stated he was diracted by STSI Crow fo lie about Jerisa and to watch and report
what she is doing.

Salinas stated he was advised by STSI Crow to look the other way regarding SD
matters and has an email supporting his claim. _

Salinas stated that TSI Dietz is transfemng to DAL because of the Time Off Award to
TSI Craine.

Salinas stated AFSD-| called FSD an idiot on the FSD's first day at the airport. Salinas
stated that TSI Gayden, Lowry and former TSI Tyrie were present.

Salinas stated that STSI Crow sent email to TSls requesting explanation why their
contributions to unit is worthy of award Salinas prowded email from STS| Crow dated

2/7108. (Attached).

PR
4 Delete
/1 Dated!

[ N

Allegations of Misconduct Dated 5-15-08 <A wwwtsagov 0




May 8™, 2008 ‘
0900 Hours (Approximately) '
FSD, Stakeholder Manager met with TSI Aaron Dietz regarding reason for transferring

to DAL

Dietz stated he had two reasons, one family the other is the work environment.

Dietz made references to the negativity and lack of leadership within the Generalist
Unit.

Dietz stated issues were around the negative TSI's, “Toth, Salinas and Baptist”,

May 8™, 2008

1015 Hours (Approximately)
FSD, Stakeholder Manager met with TSIs Toth and Salinas regarding their allegations.

Toth and 8aﬁnas reference previcus allegations made %é the Stakeholder Manager the
previous day.

May 8%, 2008

FSD provided initial brief to OCC Supervisory Attorney Mark Holmstrup and Of SAIC
Matt Albence.

May 8", 2008
1305 Hours (Approximately)
Stakeholder Manager received email from Salinas regarding STSI Crow's direction to

TSI Toth fo turn a blind eye referring to SD/EA compliance. (Attached).

May 8™, 2008
1315 Hours (Approximately)
Stakeholder Manager met with TSI Greg Gayden.

Gayden stated that he feared he would be “buried” if STSI Crow knew he was talking to
me about what was going on in their unit.

Gayden stated he was present when AFSD-| made statement to TSI's James Martin
and Dennis Bonewitz that the FSD was under investigation regarding gaps and issues

with his resume and background.

Gayden stated the environment was in disarray, inspections not being carried out, STSI
Crow humiliated him before a peer, TSI Ben Mendoza, screaming and shouting

expletives at him.

Gayden stated when he checked last month that “Critical Inspections™ had not been
recorded in the current FY08 cycle for several aircraft operators.

Gayden stated he reported a security vulnerability to STSI Crow at the Terminal B PR
Security Checkpoints and that Crow stated we are not going to chase that dog. gjfff
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May 8%, 2008
1400 Hours (Approximately)
FSD, Stakeholder Manager met with Greg Gayden.,

Gayden reiterated-to FSD previous allegations made to Stakeholder Manager.

May 8", 2008

1430 Hours (Approximately)
FED, Stakeholder Manager, Supervisory Attorney and Ol SAIC Albence met.

Discussed next steps.

May 9™, 2008
0645 Hours (Approximately)
Stakeholder Manager received email from T8I Dietz requesting to mest.

0730 Hours Stakeholder Manager met with TSI Dietz

Dietz stated that he wanted to be clear about where the problem exits. Dietz advised
STSI Crow Is Incompetent, does not know what is required under inspection plan and
stated that inspections are not being carried out.

Dietz stated that he, TSI Craine and Gayden are conducting most of the Generalists’
inspection activities.

Dietz stated that if someone would check PARIS you will find that other TSI's are
reviewing/approving activities in PARIS for STS! Crow.

May gt
0711 Hours (Approximately)
Received email from TSI Toth on fear of reprisal from AFSD-1 and STSI Crow.

(Attached).

May 9%
0830 Hours (Approximately)
TSI Dietz met with FSD and AFSD-O regarding STSI Crow.

May 9*
0900 Hours (Approximately)
T8I Lowry met with FSD and AFSD-O rezgardmg STSI Crow and provided a 6 page type

written statement. (Attached).

May 10t
0800-1330 Hours (Approximately)
AFSD-0O, Stakeholder Manager and TSI Dietz conducted a review of PARIS entries as

related to the provision set forth under the Regulatory Activities Plan. Initial findings
r@corded and bnafad to FSD / m’*e“;
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May 12"

0622 Hours (Approximately)
TSI Dietz sent email to AFSD-O and Stakeholder Manager with an attachment of FY08

airport testing information.

May 12

0900 Hours (Approximately)
TSI Dietz provided the Stakeholder Manager type written statement regarding the work

environment. (Attached).

May 12%",

1537 Hours
Stakeholder Manager received an email from TS| Stephanie Craine requesting a

meeting

May 13"

0930 Hours (Approximately)

AFSD-0 and the Stakeholder Manager met with TSI Craine.

TSI Craine stated the Inspections Unit environment is unhealthy.

TSI Craine stated the AFSD-I and SSTI Crow purposely leak information to others
within Inspections.

TSI Craine stated AFSD-| provided information to her regarding TSI Bapfist's matter and
a matter regarding STSO John DuBarton.

TSI Craine stated AFSD-| told her not to interview for the open STSI position, that
Vernon Johnson got the job, two weeks prior to when the interview dates were set.

TSI Craine stated that STSI Crow is not accountable to his position supervising the unit,
and does not review TSI work, plans or schedule.

TSI Craine stated the AFSD-1 is not holding STS! Crow accountable to supervise the
unit, does not check his work or assure activities are carried out.

1030 Hours
TSI Craine met with the FSD and Stakehofder Manager and reiterated allegations

provided to the AFSD-O and Stakeholder Manager.

May 14™

1300 Hours (Approximately)
AFSD-I met with FSD and stated “errors were made” am‘j deficiencies are known to him.

AFSD-I stated he “screwed up, work had not been done and that it's going to be bad”.

e
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Emall recelved fom TSO Safinas to Stakeholder Manager on 5-8-08

Page 1 of 1

McMullen, Michael

From: Salinas, Amulfo

Sent: Thursday, May 08, 2008 1:05 PM

Tor McMullan, Michael

Atachments: 8D and EA's o0
As :équestsd.
Arnie Salinas
Aviation Security Inspector

(469) 948-1881 Office
(972) 4626339 Fax
(972) 6724533 Cell

5/5/2008




Emall received from TSO Salinas to Stakeholder Manager on 5-8-08

—Qriginal Massage---

From: Crow, Wes

Sent: Thursday, Aprit 20, 2006 8:10 AM
To: Toth, Kevin

Ce: Zaglool, Philip

Subject: RE:

Imiportance: High

Kevin,

Sometimes wisdom is knowing when to turn a blind eye! The air carriers are expected to comply with the SD's & EA’s. That's it I'm
sure that if the ASI's don't make the issuc & point of intense observation neither will the alr carriers. Lets give HQ's some breathing
room on this issue and see if thoy affect any changes. In & month or so we can give Steve . a call and see what has come of the
subject, We need to ler this topic take 2 rest!

. Wes W. Crow
Aviation Security Supervisor
Office 469-948-1813
Cell 264-932.8352

v Qriginal Message--—

From: Toth, Kevin

Sant: Thursday, Aprll 20, 2006 7:26 AM
To: Crow, Wes

Subject:

Wes, based on conversations yesterday, | want to make sure that | have an understanding &s 1o how we are going to view
the intedor search of aircraft. As # pertains we are going to requira the air carrier to search only thos

Phil alsy mentioned thal we would take the same approach with and that we will ask the
alr carrier to inspect th | know
that this was discussed; howeaver | am nol sure a 16 ANl QISposition. .

Please adviss. | know that you put out an earfier messags, how ever this addressed the enforcement issues, and since
this guidance no enforcement actions have been inftiated. How are we to record our inspections in PARIS?

Kewin C. Toth .
DFW International Airport
Coppell, TX

Office: (469} 948-1873
Cell:  (214)952-6165
kevintoth@dhs.zoy
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Ermail from TSI Toth to Stakeholder Manager on 5-9-08

McMullen, Michael

From: Toth, Kevin

Sent:  Friday, May 08, 2008 7:11 AM
To: Mehulien, Michas!

Subject: FYI

Wike, after leaving the meseting we had with yourself end Cedric, | thought as fo why we felt we could not come
forth sooner, and we noted our fear of reprisal from both Wes and Phil. | feel that | need to clarify where this fear

comes from, so | present to you the following:

» We have provided this information once before m' response to similar allegation of a hostile work

anvironment, and nothing has changed. ~
« Phil & Wes are both aware of who were interviewad and listad as witness, those that could provide

testimony in support of these allegations.
» Phil has stated that he has beaten this allegation and he is currently 3 and 0. , ‘
o Phil has stated that TSA is paying the retainer to an outside legal firm to protect him and Wes from such

allegations. ‘ o , S
¢ Phil has stated that, based on the preceding, if people are not happy here, they can come in and use his
phone and call 1-800 Ombudsman. ' ‘ . o
Phil has stated that he has statements from Hispanic and blacks who think he is Abraham Lincoln,
o Phil has repeatedly stated that he can't walt “to be taught a lesson”. This is a statement that he attributes
to"the van pool” (made up of myself, Arnie, Jerisa and Angela), A reference to a staternent that Is without
merit, )
Angela has stated to me, based on conversations with Wes and Phil, that | have a target on my back, and
that they are out to get me. They attempted to recruit her to scrutinize my work and then to report back fo
them. , - , ,

s As part of their strategy, they spin a tale o create a false impression that eventually is designed to discredit -
or malign you. ' '

Bo, as you c;a% sée, we all have a genulne fear of retaliation and having our careers derailed; especially in light of
previously investigated behavior, for Phil and Wes are still In positions of influence, and nothing has really

changed, ‘

{ have worked very hard to come in and complete my assigned air carrier inspections in a professional manner. If
one was to review and compare my work to those of equal grade, you can determine that rmy work ethic and
standards are above reproach. | spend a great deal of time looking at-all aspects of an air carrer’s compliance
which is documented in PARIS, look at the number of inspections and the number of hours. Most recently |

iency with

Not one word from our folks of acknowiedgement ~ nothing!

Kevin C. Toth
Depariment of Homeland Security
Transportation Security Inspector
DFW International Alrport
Coppell, TX 75018
Office; (469) 948-1873
Cell: (214)952:5165

in.foth( ooV

51972008




Statement offered by TSI Lowry to FSD and AFSD-O on 5-8-08

Angela Lowry
DFW Airport
Report is in Draft form

During March or April of 2005, Wes called me on my government issued cell phone
while I was driving to work. During this time, I had not been working in the Regulatory
department, but in the Screening section as a Screening Manager. I had applied for one
of the open Aviation Security Inspector positions within Regulatory. Wes was an
inspector and not a Supervisor at this time. Although he was not a Supervisor, he was
present and serving on the interview panel when I interviewed for the Regulatory
position. When Wes called me on this day, he stated that although the position I applied
for had not yet been formally affirmed by Washington, he thought there was 4 good
chance that I had gotten the job. Well into the conversation, Wes asked me if I had heard
any rumors in the terrinals about he and I being suspected of having a personal
relationship. 1 stated no, I had not heard any rumors to that effect, This had taken me by
surprise, any contact that T had with Wes up to this point was either in the terminal office
while he was picking up incident reports or when he called me over a specific incident.
Most people had no idea who Wes Crow was, much less suspecting any kind of personal
relationship. With Wes making phone calls to me in an un-official capacity, I felt that he
was somehow trying to forge a personal relationship and basing it on his insider-
knowledge over the Regulatory position that I had applied for.

I had accepted the position in Regulatory and was gent to training during the month of
June. I was standing outside during a break, smoking, when Wes came outside standing
in front of me and told me a story. He said that he was in his garage one day when a
young girl about 15 years old was walking in front of his house, smoking a cigarette. He
said that he asked the girl “you know what those things will do to you”. The girl replied
no and he told her “those things will make your tits small”. He said that the girl threw

down the cigarette, :

Around this same time-frame, Pat Tyrie; a fellow inspector, entered my office and shut
the door. She simply looked at me for a moment and said I don’t know what he’s
talking about”, I asked Pat what she meant and Pat stated that Wes had asked her to go to
my office and check the neckline of my blouse because he felt that I was showing too
much cleavage. This was not the case; the blouse that I was wearing showed absolutely
NO cleavage and was buttoned to the top (about 2 inches below my collarbone).

During a meeting in Wes’ office, Wes repeatedly told me that I wasn't “digging” deep
enough for correctly citing a Regulation Violation. Thad been in his office
approximately three times with what T thought was the correct Violation. Each time, Wes
told me that I wasn’t digging deep enough for the correct Violation, and that I'needed to
‘go back and look harder at the regulations. Wes provided no direction on what Twas
doing wrong, just that the ¢citation was wrong and to Jook further. I had, at that time,
spent approximately two and a half hours in Wes’ office discussing this case. Wes would
repeatedly state that I need to dig further and that becoming a good inspector required the




Staterment offered by TSI Lowry to FSD and AFSD-O on 5-8-08

ability to dig deep into the regulations and years of experience. After the fourth visit to
his office, I saw Bob Vente (TSA Lawyer) in the hallway within the vicinity of Wes’
office and asked for his opinion. Bob stated that I had the correct Regulation cited and
that no other regulation actually fit the case. Wes could clearly hear my conversation
with Bob, and joked that I was cheating and jumping the chain of command while I was
talking with Bob, Later that day, while discussing this very same case in Wes’ office,
with Eddie Longoria and Arnie Salinas in attendance, Wes stated that I “flirted with Bob
Vente 10 get the answer”. | immediately stated to Wes that I didn’t do anything that any
other inspector wouldn’t do, and that T didn’t appreciate his implication that I “flirted’
with Bob 10 get the answer, I also stated that the only reason he would say that is because
I am a woman, Wes laughed through my statement to him and the meeting resumed.

I presented all of the above issues to Wes” Supervisor, Phil Zaglool. Phil stated that he
would talk to Wes. Phil approached me a short time later and said that he had talked to
Wes and that Wes had not denied the allegations that I had made, Later, Phil took me to
Bob Vente's office to discuss resolution of this issue, stating that I had every right to file
a complaint. I told Phil and Bob that I didn’t want to file a complaint, I just wanted these
behaviors to stop, and that I would trust that Phil would be able to take care of these
issues internally, Later, I went into Wes' office at Phil’s suggestion that | also tell Wes
how I felt about his statements to me. I was not able to say much, but listened on while
Wes told me repeatedly that there was strong opposition to my obtaining this position and
that he had personally recommended me to the ‘higher-ups’. He repeatedly told me that
if it were not for him, I wouldn’t have gotten my position and that I was his ‘race horse’
and he felt that I could out perform everyone’s expectations. The meeting that [ had with
‘Wes was certainly not to discuss his behavior, but I felt it was to instill a sense of
entitlement to him for getting this position for me. This meeting became a lecture on
how 1 needed to out perform everyone else on the team to show the people who were
opposed to my obtaining the position, that Wes was not wrong about my abilities. I
reporied the context of the meeting to Phil.

Within the same week that these events took place, Wes called me into his office to speak
to me about my tardiness. Approximately one month prior, Wes had given me an
introductory speech welcorming me to the Regulatory department. Between the time that
I had been hired and the time that I returned from initial training, Wes had been promoted
to Supervisor. During a meeting at my return from training, Wes had used profane
language meking such statements as “I don’t give a damn what you've heard about me on
the screening side” and using language unbccoming of a supervisor. Ihad no complaint
about this behavior and did not report it to anyone. I mention this because, during this
meeting, Wes stated his expectations of me, Part of this meeting was about my start and
end of shift. He mentioned how I would enjoy not having to work on the weekends or
during the holidays, unless there was an incident that took placé that would require all
AST's to work as part of our requirernent considering our Excepted Service status. Wes
also stated that he “didn’t give a damn what time you come in, as long as you work your
8 hours”. Going back to the current meeting with Wes, he was now stating that he
noticed that I had arrived at 7:10 that morning, and wanted to know why I was tardy. I
told Wes that I was arriving to work around 7:00 every day, and if I arrived later, I was




Statement offered by TSI Lowry to FSD and AFSD-O on 5-9-08

working my 8 hours and going home as he had previously stated and allowed. Itold him
that I was not aware that anything had changed from my first meeting with him. Wes
asked me what my start time was. [ replied that it was 7:00. Wes told me that if I were
going to be late, that I needed to call him and let him know. I told him that T would and
left his office. T'have been late on two other occasions since that time, and have called

Wes on each occasion,

I went to Wes’ office to inquire about taking some time off for my son’s birthday, which
would have been sometime in the first or second week in November, 2005, Wes asked
me how old he was going to be. Ireplied that my son would be turning 13 years old.
Wes then started talking abouot what a tough age it was, because he would now find out
what “that thing between his legs is really used for”, Itold him that mother’s really don't
want to know about those things” trying to keep him from discussing this topic any
further. Every-time [ tried to walk out of his office, he started talking louder and stated
“no-no, sit down, you need to know what this is all about”. He told me it really didn’t
matter if I wanted to know these things or not, I would be so busy washing his sheets that
I couldn’t help but to know what was going on. This conversation was one-sided and
went on for approximately 20 minutes. During this time, Wes mentioned that my son’s
showers would probably get longer and longer, I wouldn’t be able 1o stop the girls from
calling my house and he repeatedly stated “he’s going to find out what that thing between
his legs is really used for” and how tough his puberty would be for me.

On Sunday, January 22, 2006, Pat Tyrie and I were working overtime in Terminal D, My
schedule was to work from 0900 to 1400. Wes called Pat at around 1000 hrs. and told
her that neither of us should conduct any further inspections until he got to the terminal.
We met Wes on the UL Curbside of the terminal at his request. Wes told us to get into
his truck (personal vehicle) so that he could tell us what was going on. Wes, Patand I
drove around DFW Airport, through parking lots and terminals with no discernable order,
until Wes finally chose a parking spot in the parking garage. He had brought donuts with
him. Pat and I refused donuts, but Wes insisted that we each have one because he went
through the trouble of getting them for us. Pat and I each ate a donut. Wes then started
to tell us of the incident involving another ASI the night before, and how DFW Police
became involved. Wes explained the entire incident, including what political
ramifications that could be involved. This took approximately two hours, from beginning
to end. When Wes dropped us off back at Terminal D, he stated to only do a specific
inspection for the rest of the day. By that time, my shift was very close to being over.

In Febroary, 2006, Wes had called & meeting of all available ASI’s over the above
mentioned incident which occurred on January 21, 2006, Wes stated that he was hearing
a lot of rumors that other ingpectors falt that he had handled the incident concerning the
other inspector poorly and that he wanted to get it out in the open. Several inspsctors
commented that they felt he did not support the inspector in question adeguately, During
this meeting, we were all standing in an office shared by three of the inspectors. Wes
became animated during this meeting, trying to explain all of the complexities of what
had happened that night. During his explanation, he was pacing back and forth. While in
the middle of the explanation, Wes was gesturing towards me as if he were making me




Statement offered by TSI Lowry to FSD and AFSD-0 on 5-8-08

part of the example “if Angela...such and such”. As he did this, he walked towards me
with his palms out and fingers curled (as if in a cupping gesture) while staring dircctly at
my chest. He stopped within a few inches of my chest, but I had been thoroughly
convinced that he was going to touch my breast, so much so, that I turned the upper
portion of my body to avoid contact with his hands. This was noticed and remarked upon

by several fellow inspectors directly after the meeting,

On March 16, 2006, I submitted a PARIS Investigation for review. The supervisor
reviews the investigation and cither approves them or returns them to the inspector for
corrections. I had several meetings with Wes over this investigation, so T had put a small
sentence in the remarks section to remind Wes on what we had discussed about the issue
and the course of action that we had decided. Wes called me into his office and said that
we shouldn’t put that information out there for everyone to see. I told Wes that I had put
remarks such as the one he was talking about, in many of my inspections that he had
previously approved, as a way to remind him of what we had discussed. Wes stated to
me what he specifically wanted in the remarks section and told me that putting too much
information in that section could be disastrous if I were to ever go to court over the
investigation. I told Wes that I would change the information, and that it’s only intent
was for his benefit, I certainly did not feel that my remarks were unprofessional or would
put me at any disadvantage if the case went to court, but I did what T was told to do. At
his request, I put in the specific sentence that Wes told me to put in the remarks section. I
added that my earlier statement (since we are not able to go back and edit any previous
remarks after it's been submitted for review to the supervisor) was solely to enlighten my
supervisor of our previous conversation of the case, to make it very ¢lear to whom the
remarks were intended for, in the event that the investigation went to court, The word
‘enlighten’, I felt, was far more professional than ‘remind’. Wes again called me to his
office and began to yell very loudly at me, stating that he didn’t need to be ‘enlightened’
and that I was the one who needed to be enlightened on how to write an investigation. [
had to make several attempts, while hie yelled, before I could tell Wes that I put that
specific wording in the remarks section because he had been adamant that someone could
misconstrue the meaning of my earlier remarks. Wes asked me why I didn’t delete my
earlier remarks and I told him thar after an investigation is rejected, it is impossible to
edit what was previously entered. Wes was not aware of the inability to edit the remarks
section and felt that I was being inflammatory by not editing my remarks and by using
the word ‘enlighten’. Wes rejected my investigation again, making sardonic remarks in
the reason for rejection section of the investigation, I spoke with Phil on this issue, due
to the fact that there was unprofessional dialogue within the investigation that was now.
part of permanent record. Phil told me to delete the entire investigation and start over
again so that the previous investigation would not be part of pczmanent record.

On September 26, 2006, at approximately 0800, I sent Wes an email stating that I would
very likely have to leave early for a conference at my son’s school. At 10501 sent
another email to Wes that T would be leaving to attend the Special Bducation conference
that I had mentioned earlier. Shortly after I sent the second emai] to Wes, I saw him in
the Supply room, directly across the hallway from my office. Itold Wes that I was
leaving, just in case he had not yet had a chance to read my email. Wes said that was fine
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and began talking about the difficulties of raising a child with Attention Deficit Disorder,
while walking back and forth between the Supply room and Ellen Montgomery's office,
I told Wes that I needed to leave and went back to my office to gather my things and shut
down my computer. Ileft work in my personal vehicle, alone. A week later, it was
brought to my attention that Wes was watching me leave in my personal vehicle through
the windows of an office and commented to Cathy Burgess that ‘it was funny, she said
she’s going to a conference for her son, but someone got into her vehicle with her”. This

was not the case,

On Wednesday, October 11, 2006, I took a case to Wes so that he could look over the
corntents before I sent it to him for approval. Wes told me to sit down while he went over
the case and read its” contents. Wes stated that [ had cited the wrong regulation violated
(after I had already gotten the correct violation approved by his supervisor, Phil Zaglool)
and that it needed to be changed. I told him that the Letter of Investigation had the same
information regarding violations, which had already been signed off by Phil, Wes told
me that if you dig deeper into the regulations, you will find the correct violation, Wes
then proceeded to read the regulations again. This meeting continued on for
approximately two hours. Most of the time spent was watching Wes read the case and
read regulations. I was not asked for any input other than if I had asked the Subject of
my investigation for a PNR, and to bring him the full case off of my desk, along with the
applicable regulations believed to be violated. Wes then stated that I needed to add
another Inspector Statement to the case, in response to the Letter of Response that the

Subject had provided.

On Thursday, October 12, 2006, Wes called me into his office for a meeting. Wes asked
me what my ‘lessons learned’ were. I tried to quickly think of a shortcoming of mine, so
that I could produce exactly what he was looking for and end the meeting. Itold Wes
that 1 should have dug more deeply into the regulations to find the correct citation, as he
showed me the day before. Wes stated that it takes years o become a good investigator,
Wes also stated that I needed to do a more thorough job on the investigative part of the
case. [ told Wes that I had been in contact with both he and Phil during each step of this
case, and took specific instruction from Phil after receiving the Subject’s Letter of
Response. Wes continued to tell me that I was responsible for finding the air carrier’s
lies, and that they are very good at lying to inspectors, I agreed with Wes, that I should
be a better investigator. This meeting lasted approximately 45 minutes.

On Monday, October 16, 2006, I spoke with Phil Zaglool about Wes” advice that I
change the violation that is cited in the case and to add another Inspector’s Statement.
Phil told me that the citation was correct, and that if Wes said to change it or to add
another statement, to let him know. T fook a specific document (analysis page) out of my
case to fellow inspector Pat Tyrie, at Wes’ request. Wes often has my work go through
Pat for accuracy. Pat stated that the analysis looked “really good”, 1 touk the analysis to
Wes’ office for his input before submitting the EIR, as it was the only document that was
needed to finish the case and Wes had previously looked at the rest of the case. Wes
asked me to get the case so that he could look over it again. Iretrieved the EIR from my
office and gave it to Wes. Wes told me to have a seat. Wes then looked through the case

&n
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and asked me if I had used the new sample EIR located on the webboard. 1 told Wes that
the sample EIR on the webboard wasn’t actually new, but it was the last version that was
provided by the webboard that I had used for my case. Itold Wes that I was alittle
confused on the sanction amount that was proposed. Wes then went (o webboard and
after a long span of time, found the sample EIR and printed it to compare it 1o the case
that I gave to him. [ watched him compare my case to the sample case. Wes did not
meke any comment or suggestion for quite some time. Wes told me that my analysis did
not look like the analysis that is on the webboard, my analysis is too long and contains
too much information (It summarizes the Letter of Response from the subject). I
attempted to explain that all cases are different and information obtained in one case may’
vary significantly from the sample provided. Wes did not mention that the regulation
violated information had not been changed as he had previously requested. Specific
sanction guidance that I had asked Wes to give input on, was not addressed. Wes again
told me to either add another inspector’s statement, or to change the one that was
currently in the BIR. This mecting lasted approximately an hour and a half. After much
confusion and frustration over these issues, I sent an email to Phil Zaglool. Phil came by
my office shortly thereafter and told me to submit the case as T had originally planned and

that he would take care of the issue.




Statement offerd by TSI Dietz to Stakeholder Manager on 5-12-08

Last week with your help, myself and some of my colleagues were able to break
free of the institutionalized hell that we have been exposed to for the past few years. We
have been led to believe that our role within TSA was not valued and that our position
lacked credibility and meaning. We have been sold propaganda on a daily basis that the
FSD Staff lacked intellect and expertise in aviation matters, When you hear this
negativity over and over again you fall into the Stockholm syndrome patterns and begin
to buy into it

I can tell you with utter certainty that from this day forward I committed to
creating, developing, promoting a culture and environment of TSA mission oriented
activities. This is just scratching the surface, but here are a few ideas on what needs to
happen to improve the operational controls within the regulatory department. All of the
responsibilities including: ASAP, General Aviation, Flight Schools, Inspection tracking,
EIR Case logs and distribution, Inspection tracking, Portal violations, AAACE (Hyatt),

“Repair Stations (just under way), and COOP need to fall to the responsibility of a
Management official. Currently the responsibility of these programs falls under the
direction of a designated to TSI The current Supervisor does this for plausible
deniability purposes so that when the stove gets to hot he won't get burned. This is
standard practice for him. These activities should be directed by the Supervisor and
TSI’s would have more time to conduct Inspections, Investigations, and Outreaches. Too
much time is being consumed by the TSI's overseeing the programs.

Over the past 1.5 years TSA HQ Compliance has repeated their sentiment of
providing more funding and training to the TSI workforce. Repeated statements have
been made on the bi-weekly telecom that a surplus of money exists to send TSI's to
authorized training courses around the country. This is being practiced at DFW on a very
minimal level. It is common practice at other airports for their TSI's to have multiple
training opportunities on an annual basis. Enhancing employee’s skill sets will only
further valuable assets for the greater good of the organization and the safety of the

© American public. ' ,

It is no secret amongst the generalist group that work is not being completed as fo
what is required in the Regulatory Activities Plan. The current TSI Supervisor does not
hold anyone accountable for work or lack there of. The RAP is a very basic plan that can
be tracked with a single SPREADSHEET!

Create a weekly focused inspection that will address any compliance issues that
are occurring at the airport. Being proactive and hammering out problems is the key to
compliance. It is of vital importance to stay on top of the regulated parties so that we
don't leave any stones un-turmned,

Employees need to be receiving positive reinforcement and fecdback on a
consistent basis so that they stay motivated and focused on the big picture. Too much
energy is being addressed within the department on issues not related to aviation security
matters. Employee performance appraisals need to be taken seriously by the Supervisor
so that the employee knows what they need to work on as well as enhance.

1t is of vital importance that the incoming Supervisor (V7) is not tainted by the
current negative state of the department, The incoming Supervisor needs to have
someone he can stand behind for awhile so that he doesn’t fall into any traps. The
incoming Supervisor needs to have someone who can teach him the programs and let him




Statement offerd By TSI Dietz to Stakeholder Manager on 5-12-08

learn at his pace with out the pressure of certain individuals setting him up for failure. It
is with great diligence that I pledge this commitment to TSA and the American public.
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L MICHAFEL DONNELLY , having been duly sworn, hereby make the
following statement to Thomas Morgan & Leonard Forth , who have been identified fo me as a
federal law enforcement officers and special agents with the Transportation Security Administration,
Inspections and Investigations Division. I am making this statement of my own free will, without any

duress or coercion.

* %% SEE ATTACHED STATEMENT * * *

I have read this entire statement consisting of 7 _pages. [ have been given the opportunity to make
any corrections necessary to make the statement accurate. All of the information contained in this
statement is true and accurate to the best of my knowledge and belief. Iunderstand that I may be
prosecuted for perjury or making false statements if I have intentionally misrepresented anything
contained in this statement. I have not intentionally omitted any information or knowledge I have that

relates to the matters under investigation or review.

v e (S

Signatur?)
Signed and sworn to before me, this__ 9 day of _September , 2008 .

Ao Ve

Wi s “
itness /

) ' ; y Administration
Department of Homeland Security
Authority to administer oaths: 5 U.8.C. § 303

Form INVD-83 (Rev. 4/1/2007)
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Statement of Assistant Federal Security Director for Operations Mike Donnelly

On July 29, 2008, | was interviewed by Special Agents (SA) Stacey Saunier and Anthony
Delano, Office of Inspection, Investigations Division. | was advised that [ was being
interviewed as a witness in this investigation. SA Saunier advised she was assigned to
investigate allegations that a security vulnerability exists at Dallas-Fort Worth International

Airport (DFW) due to the airlines not being required to follow the securit directives as they
L R S
the aircraft. Additionally, there are allegations of potential security vuinerabiiities involving

the louvered blinds at seven checkpoints in Terminal B at DFW. Specifically, it is alleged that

someone on the public side could pass a prohibited item to someone on the sterile side by
passing the item through the louvered blinds located above the doors.

As the Assistant Federal Security Director for Operations (AF“SD?O), | would not nofma!ly get
involved in issues that fall under the Regulatory/Inspections function. However, | will explain
how and when | became aware of the above-mentioned issues and what DFW management

did upon learning of the issues brought to our attention.

On May 7 and 8%, 2008, two Transportation Security Inspectors (TSls), assigned to the
DFW Regulatory function, brought a variety of issues involving various wrongdoing by
Assistant Federal Security Director for Inspections (AFSD-1) Philip Zaglool and Supervisory
TSI (STSI) Wesley Crow to the attention of DFW management. The issues included
~ allegations of: inappropriate comments made by DFW Regulatory management (Zaglool and
Crow) directed toward the local leadership and their respective subordinates; creating and
inciting a hostile work environment; racial overtones by AFSD-| Zaglool toward two
subordinate TSI employees; Inspections and other requirements of the Regulatory Activities
Plan (RAP) not being carried out; AFSD- Zaglool misleading the Federal Security Director
(FSD) regarding the status of the Performance And Results Information System (PARIS)
reporting/inspections and the status of the Aviation Security Assessment Program. Also
during this period, a TSI advised he was in possession of an e-mail authored by STSI Crow,
in which Crow directed TSIs to “turn a blind eye” toward Security Directives (SD) /
Emergency Amendments (EA) compliance.

Upon hearing everything from the two TSIs, FSD Cedric Alexander assigned me along with
Stakeholder Manager Michael McMullen with the task of determining the extent of the
problems and to determine if the issues presented were being felt by more than the two TSls

who brought them forward.

FSD Alexander briefed Office of Chief Counsel (OCC) DFW Attorney Mark Holmstrup, and
Deputy Special Agent in Charge (DSAIC) Matt Albence, DFW Office of Inspection, ‘
Investigations Division (OI/INVD), of the initial information from the two TSls. Later this same
date, FSD Alexander and OCC Holmstrup spoke again with DSAIC Albence to provide
additional information obtained from an additional TSI that came forward and to discuss the

appropriate next steps.

Over the next few days (May 9, and 10, 2008), two additional TSIs corroborated what was
reported on May 7" and May 8", by the initial three TSls and an audit of PARIS was

“poredusted fo independently corroborts what was reported.
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of retaliation for providing the information against the AFSD-l Zaglool and the STSI to DFW
management. The FSD was briefed on the results of each interview and on the results of the

audit of PARIS.

On Monday, May 12, 2008, FSD Alexander mat with STS| Crow and the FSD advised Crow
of all the allegations reported to DFW management and the results of the PARIS audit. STSI
Crow did not respond to the allegations, but did request immediate leave, which was granted.

Also on May 12, 2008, FSD Alexander called a mandatory staff mesting for all individuals
assigned to the Inspections function. OCC Attorney Mark Holmstrup and | attended the
meeting. FSD Alexander advised the entire group of TSls that he wanted to ensure everyone
that he will have an environment where everyone will be treated fairly, respectfully and as
professionals and that management will be held to a high standard on promoting and
fostering a model workplace. He stated that he was establishing a clean slate within
Inspections in terms of ensuring that issues are addressed appropriately and fairly. He
informed everyone that he expects that everyone support our agency and not engage in
divisive and negative behavior, which simply will not be folerated. He advised the group that
he always had an open door policy for anyone to come in and discuss their suggestions,

concems or issues.

After the May 121" meeting, an additional TS! requested a mesting and on May 13", provided
more corroboration of instances of hostile work environment and retaliatory acts by the

AFSD-I and the STSI.

On May 14, 2008, FSD Alexander advised me when | returned from the airport that AFSD-|
Zaglool stopped by his office. FSD Alexander told AFSD-1 Zaglool “errors were made” (by
Zaglool) and deficiencies are known to him. AFSD-I Zaglool responded by stating that he
“screwed up, work had not been done and that it's going to be bad.” AFSD-I Zaglool left the

office on leavs,

OCC Holmstrup and OINVD Albence were briefed as to the full results of the interviews and
the PARIS audit and the meetings with STSI Crow and AFSD-| Zaglool. It was decided the
issue should be forwarded to headquarters for the Management Inquiries Branch (MIB) to

investigate.

On May 15, 2008, then Stakeholder Manager Michael McMullen (who is currently the AFSD-
) forwarded the entire allegation package (all of the statements provided by the TSls; the
PARIS audit and a full chronology of each and every step taken by DFW management) to the
Central Area Director requesting Management Inquiries Branch (MIB) assistance in looking at

the allegations regarding STSI Crow and AFSD-I Zaglool.

On May 18, 2008, FSD Alexander, OCC Holmstrup, former Deputy FSD Jim Lair, and [had a
meeting to closely evaluate the status of TSA DFW with the RAP. AFSD-| Zaglool was also

at the meeting. Two TSls had previously briefed us on the TSA DFW Regulatory areas of

non compliance with the RAP, which the audit of PARIS had confirmed. FSD Alexander
excused everyone from the meeting except for AFSD-| Zaglool and myself. FSD Alexander
asked AFSD-I Zaglool to explain the serious deficiency in our compliance with the RAP.
AFSD-1 Zaglool stated that as he told the FSD previously that the findings were going to be
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and that AFSD-I Zagloo! had previously iélé him that TSA DFW was in compliance. AFSD-
Zaglool had no response and left the meeting. He then came to me and requested leave and

it was granted.

On May 19th, DFW management appointed an acting STSI to cover the period of time Crow
was on requestad dieave On May 21, 2008, AFSD-I Zaglool came into my

office and advised he intended fo retire and was allowed the oe’?ortumty to use his ieave
before retiring effective June 30, 2008, Additionally, on June 6, DFW Management

appointed an Acting AFSD-l in response to the lssues being invest:gated and in response to
AFSD-l Zaglool advising of his desire to retire and of Crow’s request for&

leave. The Acting AFSD-l was appointed to cover the time periods that AFSD-| Zagloo!
indicated that he would be on leave.

Also on May 18, 2008, after consulting with and raising the issue of the “tum the blind eye" e-
mail with OCC Mark Holmstrup, he advised me that | needed to send an additional request to
OIINVD to investigate the “turn a blind eye” e-mall Crow sent fo TSI Kevin Toth, since the
MIB would not investigate an STSI. | proactively sent a message to Holmstrup for forwarding
to the OFINVD DFW Field Office, informing and requesting assistance in the review of the
allegation of STS| Wes Crow dirscting a TSI to turn a blind eye to apparent violations of TSA

Security Directives,

Throughout this entire process of these allegations, TSA DFW balieved that the initial
notification made to headquarters covered all the aspects of the allegations and wouid be

evaluated by the MIB.

As Is required when Investigation referrals are pending, we suspended our local investigation
pending further instruction from OI/INVD and the MIB. We will act accordingly to Ol/INVD

and/or the MIB’s recommendations,

On July 28, 2008, special agents from the OI/INVD began thelr investigation into the “turn a
blind eye” e-mail and the potential security vulnerabiiities that e-mail may have caused.

Note: On August 8, DFW management was advised that the MIB was retuming the
allegations regarding the hostile work environment and misconduct by AFSD-1 Zagiool and
STSI Crow. DFW is currently reaching out to other airports fo have an Impartial third party
come in to DFW fo investigate the allegations previously forwarded to the MIB FSD
Alexander is currently in talks with El Paso.

Due to the potential security Issues resulting from TSls following the guidance ,
suggostad in the “turn a blind eye” e-mail, FSD Alexander lnstltuted and iniﬁatad the

fo%lowing actions:

I conducted follow up on the ai!egation of “tuming a blind eye on its status and whether it
would be investigated by OVINVD, With no clear direction as to whether it would be
investigated by OIINVD or referrad back to the FSD for Investigation, 1 informed STS! Vemon
_Johnson (who was hired as part of the new management in the Reguilatory function at DFW)
to contact the T A Principal. Secumy inspactor (PS)) regarding alrcraft searches with
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from the PSI was that the to be inspected. As a result, violations were
opened against the airlines that wers not inspecting these

STSI Johnson was tasked with following through on issues regarding the issues of airline

searches involving the searchin m
TSI Johinson reporied his actons as no

TSI Kevin Toth contacted me by phone on the evening of Thursday, May 15, 2008, (3
days before | officially started as STS!) to relay a finding discovered during his critical
inspection of H | advised Kevin to move forward and contact the
PSI via e-mail with a brief description of the problem. TSI Toth stated he would do so and
e-mailed PSI Robert Glover with the issue on the morning of May 16, 2008. | aiso told

Kevin that | would meet with him on Monday morning, May 19" to discuss, which was my
first official day in my new position as STSI.

| met with Kevin Monday morning, May 18th and he briefed me on his finding and
concerns. | asked if he had heard back from PS| Robert Glover and he stated he had

not. | attempted to contact PSI Robert Glover at both his desk and cell phone numbers.
His cell phone had a message stating that he was out of the office and fo contact PSI
Chris Chipps as an alternate. | attempted to contact Chris Chipps and was only able to
leave a voice mail on both his desk and cell phone. On this day, | also briefed Senior TSA
Management (FSD, DFSD) of the issue. | also briefed them that we would continue our
attempts to contact PS! Robert Glover for clarification on the

On Tuesday, May 20, TSI Toth again e-mailed PSi Robert Glover with the -
issues. PSI Robert Glover responded and stated that the DFW Station Manager was to
have a discussion with the service manager with regards to the searching“

in question.

On Thursday, May 22™, Manager of Security and Ground Operations, Shane
Williams e-mailed TSI Toth and stated tha(INad an approved aircraft search
program on file with HQ that did not include seamhing* Subsequent
review of the [ security program included in the PA rofile reveaied that search
procedures on file did not adequately address thdégsue in question. Shane

Williams e-mailed PSI Robert Glover with regards to this issue.

On Tuesday, May 27", PS1 Robert Glover e-mailed Mr. Williams with and
stated that all that do not require
PSI Robert Glover asked [l Manager Shane Williams it he could sef up with loca

personnel at Washington Reagan (DCA) to review this [l imself, to which Mr.
Williams agreed.

A Letter of Investigation was sent out by TSI Toth ti - h @ response time
of 20 days.

B i of Response was dated July 7™, and stated that
will amend their aircraft cabin search procedures to include the n question

with & completion date of August 1, 2008. ‘ | o | _




Since-did not address how the other aircraft were to be searched in the interim, a
$10,000.00 Civil Penalty has been assessed.

STSI Johnson sent e-mail to TSI Toth on July 21, 2008, with approval to proceed with
$10,000.00 Civil Penalty agaimsi*

The FSD directed Vernon Johnson and Acting STSI Aaron Dietz to develop a plan of action
to move TSA DFW in compliance with the RAP as soon as possible. The plan was
developed and implemented and TSA DFW was in compliance with our RAP by July A
key point is that at the time of discovery, TSA DFW had nspections documented in
PARIS and in a two and one-half month period, DFW TSA had completed ove

inspections that were documented in PARIS. The RAP requirements are being met.
Additionally, STS! Johnson and Acting STSI Dietz began conducting regularly scheduled staff
meetings each Monday where inspections requirements, expectations and issues were able
to be raised by the TS!s and promoted the appropriate dialogue among the group to address

their requirements.

OVINVD normally advises DFW management when they will take an investigation. Since |
had not received diraction with regards to the issue involving the allegation, | wanted to be
proactive regarding the issue involving the louvered blinds/vents in Terminal B. On May 23,
2008, | met with Vernon Johnson and directed him to evaluate the louvers in Terminal B as
referenced by TSI Toth. The evaluation was scheduled for May 24" TSI Greg Gayden was
assigned the responsibility for the controlled test. He conducted a controlled test by passing
a small box through the louvers to a TSA Security Manager from the public area to the
awaiting manager on the sterile side. STSI Vemon Johnson briefed me on the results of the
test on May 26™. After learning of the “test” object, | advised STSI Johnson that the test
should have evaluated whether the situation would allow the introduction of a deadly or

dangerous weapon.

On May 30, 2008, TSI Gayden was asked by STSI Johnson to conduct a controlied test in
Terminal B. The purpose of the test was to see if it was possible to pass a foreign object
from the public side of the terminal, over a door and into the sterile side through the louvered

“eanetian” blinds.

On Saturday, May 31, 2008, Gayden was able to easily reach up and pass a shoe-hox sized
box over the doors and into the sterile area at B21. The area above the doors in Terminal B
is covered with a type of Venetian blind more commonly known as a ‘louver.” Gayden was
able to successfully repeat this test, with a knife in the box, on June 2, 2008, at B25. The
same conditions (the presence of louvered blinds/vents) at these checkpoints can also be

found at B17, B19 and B23.

Gayden initiated an Enforcement Investigative Report and delivered a Letter of Investigation,
addressed to DFW Department of Public Safety Chief Steve Deel, to DPS Station One on
June 10, 2008. The Letter of Response from Chief Deel was received on July 9, 2008.

At this time, DFW Airport has replaced the ‘Jouvers’ at B21 and B25 where the tests were
conducted with a large, solid wall that reaches from the top of the doors to the ceiling. Itis

now not possible to pass a foreign object from the public side to sterile area at these two o
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The Letter of Response from Chief Deel stated that DFW is initiating fixes at the other
checkpoints in Terminal B, but did not elaborate or give a timeline. | have since been
informed by STSI Johnson that DFW Airport plans to initiate a similar fix at the other
checkpoints in Terminal B within 80 days.

The Vice President of the Department of Public Safety contacted the FSD and requested his
assistance in resolving this issue since the matter would require permit approval and had a
significant impact on the fire sprinkler system. The FSD indicated that TSA would support the
airport and allow them fo work through these issues with the understanding that the
vulnerability would need to be addressed in order to mitigate risk. AFSD-I Michael McMullen
met with the VP for DPS on July 28" and informed him that the matter required a temporary
solution be developed and implemented. The VP indicated that he was exploring options and
understood the urgency and would provide input shortly on the immediate fix. The VP at this
meeting with McMullen committed to ensure that dedicated personnel would monitor these
locations in Terminal B from the Monitoring Control Room (DFW DPS camera monitoring

facility).

With AFSD-I Zaglool retirement, Michael McMullen was selected as the AFSD for Inspections
which became effective July 14", On August 4" and 5", Michael McMullen and Vernon
Johnson visited, at the direction of the FSD, with the TSA HQ Compliance Branch to

formulate a relationship, familiarity and to establish programs and controls that will ensure our
aggressiveness and adherence to the TSA Compliance Branch Program and policies.

On Wednesday, August 27, 2008, there was a meeting with the airport regarding the
remaining louvered vents/blinds in Terminal B. The airport advised that they intended to
implement an interim solution which would include closing the louvers and affixing plexi-glass
on top of the louvered vents (on the sterile side) so as to stop any prohibited items from being
introduced into the sterile area. The airport is bidding out the job.

| attest by my signature below that the statements are true to the best of my knowledge and
memory of events.
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SENSITIVE SECURITY INFORMATION -

@: MEMORANDUM OF ENTERVIEW
%U OR ACTIVITY
Type of Activity: Date and Time.
L] Personal Interview guzfy 30, 2008
20 a.m.

[ I Telephone Interview
[ ] Records Review -

X other

Activity or Interview of.

Coﬁducted by:
Special Agent Stacey L. Saunier
Special Agent Anthony Delano

ircraft

Location of interview/Activity:
Dallas-Fort Worth International Airport (DFW)
Dallas, TX

Subject Matter/Remarks

On this date, Transportation Security Inspectors (TS!s) Kevin Toth and Angela Lowry, DFW,

escorted Special Agents (SAs) Saunier and Delano ; ‘ for the purpose of viewing!
TSI Lowry coordinated with and TSI Toth coordinate:

wit to have a mechanic available while we viewed the above-mentioned [N

TSI Lowry arranged for us to view a aircraft. TSI Lowry had previousl
indicated she was assigned and that she did not require

to comiii with the security directive regarding searching

Lowry indicated she followed the “turn a blind eye” e-mail written by Supervisory TSI
Wes Crow, DFW. The following airline/aircraft was viewed with the following observations:

Station Manager Mark LaScala, arranged for SAs Saunier and Delano,
and TSls Lowry and Toth to board and view th

The aircraft we boarded was an inbound 737-524 aircraft arriving from Houston
intercontinental Airport.

Case Number, : Case Title:
1080315 Possible Violation of Security Directive DFW- Regulatory

Revised February 28, 2008 )
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

he had been assigne as in full
compliance with the security directives as they relate to the

Customer Service Manager Conrad Diaz
Delano, and TSIs Lowry and Toth to board and view the

The aircraft we boarded was an outbound 777 aircraft departing for Tokyo.

TSI Toth, with the assistance of Customer Service Manager Diaz, then arranged to board an
—737*800 aircraft, which was viewed with the following observations:

SAs Saunier and Delano, and TSIs Lowry and Toth boarded the aircraft and viewed the

| Case Number. : | Case Title:

{ 1080315 Possible Violation of Security Directive DFW- Regulatory |
Revised February 28, 2006 ‘
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW
OR ACTIVITY

Date and Time:
August 25, 2008
1.00 p.m.

Type of Activity:
X personal Interview
D Telephone Interview
[ ] Records Review

D Other
Activity or Interview of: Conducted by:
Arnulfo “Arnie” Salinas Special Agent Stacey L. Saunier
Transportation Security Inspector (TS) Special Agent James Greer §

Dallas-Fort Worth international Airport (DFW)

Location of Interview/Activity:

OWINVD
DFW Office
Coppell, TX

i
} ‘ Subject Matter/Remarks

Special Agent James Greer and | introduced and identified ourselves to Salinas. Salinas was
advised he was being interviewed as a witness regarding an allegation involving alleged security
issues at DFW. Specifically, Salinas was advised that the allegation involved management at DFW
not requiring the airlines to fully self inspect in accordance with the security directives. Additionally,
Salinas was advised that there was alleged to be a potential security issue involving the louvered
blinds at seven checkpoints in the B concourse. Salinas advised he understood. Salinas provided

the following background information

He started his federal government career with the Transportation Security Administration
(TSA) as a supervisor with the mobile screening force on July 28, 2002, He transferred to the

T8I position in March 2005.

of aircraft searches as they relate tom
Salinas was asked whether he has always reguired airlines that were assigne

hose areas. Salinas advised as follows:

When he started in 2005, he did require the airlines to searchm |
N o vvever, in April 2008, he was ata meeting in which S1STWes

discussing the requ%reme;nis'fo‘r airlines to search
Crow indicated in the meeting that they were not required to search

Case Number: [ Case Title
1080315 | Poss;bfe Violation of Security Directive DFW- Regulatory

Revised February 28, 2008
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)
Crow followed up with an e~mad (the “turn a blind eye” e-
mail), which was not sent to him directly, but was forwarded to him by TSI Kevin Toth. Atthe

time, Toth was his mentor.

At the direction of Crow (the meeting and the e-mail), he stopped requiring the airiines to
search “

in May 2008, STSI Crow and AFSD-I Phil Zagloot left the office and the FSD appointed new

management in the regulatory function. With the departure of Crow and Zaglool he is currently
auirng the atines to searc: G

Regarding the louvered blinds located at seven checkpoints in Terminal B, Salinas advised he was
aware of the vulnerability these louvered blinds caused. Salinas provided the following information

regarding the louvered blinds:

He did not recall personally reporting the issue to management. However, he was with TSls
Greg Gayden and Kevin Toth when Toth called STSI Crow and asked him to come to the
airport to see the louvered blinds. He recalled that when Crow arrived at the checkpoint and
Toth showed Crow the issue and suggested there was a vulnerability, Crow responded by
telling Toth he can’t beat a dead horse. Crow also told Toth that nothing would be done about

the issue.

He is aware that the issue is being addressed by building a solid wall up to the ceiling. He has
seen a few of the checkpoints have been completed, but not all of them.

In summary, Salinas did receive the “turn a blind eye” e-mail, which was forwarded to him by TSI
Kevin Toth. Salinas believes that the “turn a blind eye e-mail” was in fact telling him to overlook the

_requirements of the security directives and/or emergency amendments as they related to aircraft
searches. Salinas did not require the airlines to conduct the searches regarding the

qum mid-April 2006 through mid-May 2008, Salinas is currently requiring the airlines
to search

Salinas was asked {o provide a sworn statement to which he agreed. Attached to this memorandum
of interview is a copy of the sworn statement.
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I, /%? Nl [o QS £ / Shas , having been duly sworn, hereby make the following statement to

< - >
%&f‘ ﬂa\é SCU./L A %{’/r i‘ qTGuW\*Q% é% '(76’6!’" -, who has been identified tome as a

federal law enforcement officer and special agent with the Transportation Security Administration, Office of Inspection. | am

making this statement of my own free will, without any duress or coercion,

* % % QEE ATTACHED STATEMENT * % #

I have read this entire statement consisting of __%w pages. I have been given the opportunity to make any corrections
necessary to make the statement accurate, All of the information contained in this stafement is true and accurate to the best of

my knowledge and belief. [ understand that [ may be prosecuted for perjury or making false statements if [ have intentionally
misrepresented anything contained in this statement. I have not intentionally omitted any information or knowledge 1 have

that relates 1o the matters under investigation ot review.
o ;.; )
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Statement of Transportation Security Inspector Arnulfo Salinas

Jﬁ/—/ On August 25, 2008 | was interviewed by Special Agents (SA) Stacey Saunier and James
Greer from the Office of inspection, Investigations Division, | was advised that | was being
interviewed as a witness in an investigation. SA Saunier advised she was assigned to
investigate an allegation that a security vulnerability exists at Dallas-Fort Worth International

Airport (DFW) due to the airlines not being required to follow the security directives as they

relate to searching#the aircraft. Additionally,
there are allegations of potential security vulnerabilities involving the louvered blinds at seven
checkpoints in the B concourse at DFW. Specifically, it is alleged that someone on the public

side could pass a prohibited item to someone on the sterile side by passing the item through
the louvered blinds located above the doors.

1. signed airlines to follow th

| have not always required my as
1t

was after | received a forwarded e-mail

ransportation Security Inspector (TSI) Kevin Toth, who was my mentor at the time.
The e-mail was from Supervisory TSI (STSI) Wes Crow. The e-mail repeated information

from a previous meeting in which STSI Crow suggested that we (the TSIs) turn a blind
eye in reference wM
After STSI Crow an D-I Zaglool stopped working for our department (May 2008). |

returned to requiring my assigned airlines to search

currently, since May 2008 when STSI Crow and AFSD-I Zaglool left out department,
require my assigned airlines to follow the Security Directi
Amendment regarding searchin

3. Thave not always required my assigned airlines to follow the Security Directives and
Emergency Amendments regarding seamhing“
of the aircraft. The period of time when | did not require the searching

maimraﬁ, was after | received a forwarded e-mail from 191

oth, who was my mentor at the time. The e-mail was from STSI Crow. The e-mail
repeated information from a previous meeting in which STS! Crow suggested that we (the

TSls) turn a blind eye in reference to inspeot%n“the aircraft.
After STSI Crow and AFSD-I Zaglool stopped working for our department (Mav 2008). |
returned to requiring my assigned airlines to saamhw
the aircraft.

4. Icurrently, since 2008 when STSI Crow and AFSD-1 Zaglool left out department, require

my assigned airlines to follow the Security Directive and or Emergency Amendment
regarding searching Mthe aircraft.
5. | became aware of the security vulnerability as a result of the louvered blinds at seven

checkpoints at terminal B when TSls Toth, Greg Gayden and | were performing an airport
inspection in 2005, This incident was reported to STSI Crow immediately by a telephone
call from TSI Toth. STSI Crow was in the terminal at the time and met us at the

checkpoint STSIC that th &

rewy moich that b

however for us ok

2




ZEX the lead inspectar during this inspection and | am pretty sure fhat he documented the

iﬂ‘fﬁfmaﬁﬂﬁ }n DARIC A ramardy was racantiy mid in h}:’ar'\..:: L‘)‘H‘ar STSE Crr\u«l :ﬂ‘f'\,d AFS{)_!
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Zaglool stopped working for the department (after May 2008). A fixed wall has been
installed that prevents the introduction of prohibited items into the sterile area. The last
time I looked at terminal B four of the checkpoint louvers had been replaced. The planis
to replace all the louvers. :

END OF STATEMENT
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SENSITIVE SECURITY INFORMATION

e N MEMORANDUM OF INTERVIEW

U OR ACTIVITY

Date and Time:
August 25, 2008
1:50 p.m.

Type of Activity:
X personal Interview
D Telephone Interview
D Records Review

(] other

Activity or Interview of. . Conducted by:
Aaron J. Dietz ‘ Special Agent Stacey L. Saunier
Acting Supervisory Transportation Security Special Agent James Greer
Ingpector (A/STSI) :
Dallas-Fort Worth International Airport (DFW) Location of Interview/Activity:

OlINVD

DFW Office

Coppell, TX

Subject Matter/Remarks

Special Agent James Greer and | introduced and identified ourselves to Dietz. Dietz was advised he
was being interviewed as a witness regarding an allegation involving alleged security issues at DFW.
Specifically, Dietz was advised that the allegation involved management at DFW not requiring the
airlines to fully self inspect in accordance with the security directives. Additionally, Dietz was advised
that there was alleged to be a potential security issue involving the louvered blinds at seven
checkpoints in the B concourse. Dietz advised he understood. Dietz provided the following

background information:

He started his federal government career with the Transportation Security Administration
(TSA) as a lead transportation security officer on September 8, 2002. He transferred to the
TSI position in May 2004. In May 2008, he was appointed the acting STSI after STSI Wes

Crow abruptly requested sick leave.

Regarding the issue of aircraft searches as they relate to
Dietz was asked whether he has always required airlines that were assigned to

Dietz advised as follows:

He currently does not have any airlines as'signed to him since he is the A/STSI. Also, since he
was primarily assigned Airport inspections, he had very few, and at times none, assigned to
him during his time as a TSI

Case Number: Case Title ;
1080315 Poss&bie Violation of Security Directive DFW- Regulatory }

Revised February 28, 2008
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SENSITIVE SECURITY INFORMATION
MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

When he had airlines assigned to him, he did require the airlines to search”
B he was not aware that he was required to have the

However, regarding th
airlines searc 1t was his belief that the

Dietz advised he had never heard management indicate that he should turn a blind eye to the security
directives. He recently heard that an e-mail existed in which DFW management suggested TSls
should turn a blind eye when.conducting inspections, but he has not seen the e-mail.

Regarding the louvered blinds located at seven checkpoints in Terminal B, Dietz advised he was
aware of the vulnerability these louvered blinds caused. During the time he was involved with the
Airport inspections he never conducted an assessment of the vulnerability the louvered blinds posed
to security. In his posifion as acting STSI, he is currently involved in the corrective action being
enacted by the airport. He heard discussions that the airport intends to affix plexi-glass atop of the
louvered blinds until a fixed wall is constructed. Three of the seven checkpoints have been corrected
by building a fixed wall to the celling. Additionally, the last four checkpoints will be monitored by

CCTV until they can be addressed.

In summary, Dietz never received the “turn a blind eye” e-mail, and he was never told by
management to overlook the requirements of the security directives or emergency amendments as

they relate to aircraft searches.

Dietz was asked to provide a sworn statement to which he agreed. Attached to this memorandum of
interview is a copy of the sworn statement.

Case Number: Case Title:

i 1080315 Possible Violation of Security Directive DFW- Regulatory
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SWORN STATEMENT

AG&S’ SR }\‘R ey , having been duly sworn, hereby make the following statement to

%/ﬂ'ﬁ\f @Mﬁ W ﬁ': G?L(/% Q{V—fé’/r , who has been identified tomeasa

federal law enforcement officer and special agent with the Transportation Security Administration, Office of Inspection. 1am

making this statement of my own free will, without any duress or coercion,

%% % PR ATTACHED STATEMENT * * *

I have read this entire statement consisting of 3_3““ pages. I have been given the oppormnity to make any corrections
necessary to make the statement accurate, All of the information contained in this statement is true and accurate fo the best of

my knowledge and belief. [ understand that I may be prosecuted for perjury or making false statements if I have intentionally
mxsrepresented anything contained in this statement. [ have not intentionally omitted any information or knowledge I have

that relates to the matters under investigation or review.

Signature # 03/ &7 [9»0(}5)

Signed and sworn to before me, this Cﬂ day of /4’(/%{,{5% , 200

ALY ) g&%%&%

Witng cial Agem:
/{ / ?/’2’9/ oy T anhportatmn ecurity Admmmratmﬁ / M/ 4 g

Department of Homeland Security
Authority to administer oaths: 5 U.S.C. § 303

Form INVD-53 (Rev. 4/1/2007)
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Statement of Acting Supervisory Transportation Security Inspector Aaron Dietz

5:3_‘9.4 On August 25, 2008, | was interviewed by Special Agents (SA) Stacey Saunier and James
Greer from the Office of Inspection, Investigations Division. | was advised that | was being
interviewed as a witness in an investigation. SA Saunier advised she was assigned to
investigate an allegation that a security vulnerability exists at Dallas-Fort Worth International

Airport (DFW) due to the airlines not being required to follow the security directives as they
relate to searching he aircraft. Additionally,
there are allegations of potential security vulnerabilities involving the louvered blinds at seven

checkpoints in the B concourse at DFW. Specifically, it is alleged that someone on the public
side could pass a prohibited item to someone on the sterile side by passing the item through the
louvered blinds located above the doors.

Iam currently assigned as the Supervisory Transportation Security Inspector (STSI) Acting at
Dallas-Fort Worth International Airport (DFW) since May 2008. Prior to that, | was assigned to
the Airport §nsiection team from October 2008-May 2008. | did have the responsibility of

regulatin from October 2007-May 2008 and rom October 20086-

R
October 2007. During times when | had Aircraft Operators/ Air Carriers assigned to me. | have
always required them to conduct searching W
Mbased on my interpretations from the Aircraft Operator
tandard Security Program (AOSSP) an ious guidance issued by TSA. However, | was
unaware that thewad to be included in the cabin search of the
aircraft because | did not receive training or guidance from management, which included STSI

Wes Crow and AESD.LPhil Zaglool on I did not receive any formal on the job
training regardin after my completion of Basic Inspector training in Oklahoma City, OK or
ince

at Basic Training. I began my Acting STSI assignment, | have been personally involved in
the resolution of an issue involving an airline that had not been searchmgu
as part of their cabin search. TSI Angela Lowry recently brought a finding involving
0 my attention. When this was brought to my attenti ith the
nspections management and learned that another recent issue involving had
just been addressed with the Principal Security Inspector (PSI) assigned to
The response from th | we [rline s responsible for searching
Armed with this information, |
Vogt provided me
interpretation and guidance in addressing this issue wi e local station manager.
Station Manager Mark Lascola advised that he had not received training or guidance from his
corporate office on how to search This would indicate to me that he
I advised TS| Angela Lowry to conducta
follow up inspection of o ensure that they were in compliance with these

Sy , edures. TSI Lowry advised me that she conducted the fO!Scjijp inspection and that
as searching theiraircraft. Local TSA Management has
ollowed through on these findings with TSA HQs to the PSI office and addressed accordingly

with the regulated Aircraft Operators involved to address this security vulnerability.

I do not currently have any airlines assigned to me due to my current duties as the Acting STSI.
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airlines to follow appropriate procedures per the SDIEAI ADSSE
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