%0 —m the cabm of the aircraft. To the best of my recollection the last guidance

I ‘n t us tesc was a few gars ago. Thls gui dance was 1ssues ass a resu!t of

Hf the aircraft. The most
Prior to that, | was

recent carriers | have regulated were
bpproximately

responsible for regulating
FY20086.

| am aware of the security vulnerability as a result of the louvered blinds located at several
checkpoints in Terminal B at DFW Airport. | have been assisting STSI Vernon Johnson and
AFSDI Michae! McMullen in the resolution of these louvers located within Terminal B. As of
August 25, 2008, the airport has completed approximately half (3 of 7) of the construction work
to these checkpoints. Sheetrock walls have been placed in the space once occupied by the
louvers. The sheetrock is being held in place by steel studs. | have liaisoned with Department
of Public Safety (DPS) officials at DFW in the last two months to address the security
vulnerability of the louvers. The checkpoint locations in Terminal B are being monitored by
CCTV cameras in the Master Control Room (MCR). 1 did not conduct an assessment of the
louvers in Terminal B as part of an inspection or test over the past two years while | was on the
airport inspection team, to the best of my recollection. | was also involved in the verbal
interaction of the controlled test that TSI Greg Gayden conducted in Terminal B which included
the passing of a box with a knife from the public area to the sterile area to initiate the original
finding. Local TSA Regulatory Management is working in conjunction with DFW DPS to remedy
this vulnerability and address this security finding. During this interview SA Saunier advised that
a Joint Vulnerability Assessment (JVA) was conducted in 2006 which encompassed the louvers
as a security vulnerability. | was not afforded the oppor&umty to participate in the JVA. TSI
Stephanie Craine was the only TS| assigned to participate in the JVA.

Dur ing this interview | also referenced a security assessment | conducted in 2004 involving the
doors at DFW Airport that lead from the public area to the sterile area. | stated that | conducted

an assessment of

| provided this information to AFSDI Phil Zaglool at the time who referred it
to the Stakeholder Manager Ralph Tucker for action. | was advised that Mr. Tucker had met
with the airport and addressed the gaps.

My

inspection assessments are numbered IN
: !NSZ‘OGSDFWQZ% for reference.

in summary, I have never been told to overlook the requirements of the security directi ives (8D)
or emergency assessments (EA) issued regarding the aircraft searches. Additionally, lto the
best of my recollection | did not receive an e-mail authored by STSI Crow in which he suggested

that TSIs should turn a blind eve regarding the requirements of the SDs or EAs as they relate fo
g e

e



From: Dietz, Aaron
Sent: Friday, August 29, 2008 10:36 AM

To: Saunier, Stacey

Subject: FW:-in e @

Stacey,

Please see the email traffic below detailing ?he.-an ?"37'5‘ as it pertains m—
See the August 14th, 2008 1:14pm and 2:09pm email...discussion with PSI Robert Vogt,

Aaron Dietz
Supervisor Transportation Security Inspector (Acting)

U.5. Department of Homeland Security
TSA- Dallas/ Fort Worth International Airport
Office: 469-948-1880 Cell: 972-890-2612

From: Vogt, Robert
Sent: Thursday, August 14, 2008 2:00 PM

To: Dietz, Aaron

subject: RE: NN ~ 737

Aaromn

We all talked and we are in agreement that the
Can you confirm that this isa , |
Have you appr‘oached_wi?h this?

Thanks for the help.

Robert A. Vogt
Principal Security Inspector
Commercial Airlines Branch




Transportation Security Administration
Department of Homeland Security
(571) 227-1959

-----Original Message-----
From: Dietz, Aaron
Sent: Thursday, August 14, 2008 2:31 PM

To: Vogt, Robert
Ce: McMullen, Michael <AFSDs; Johnson, Vernon <STSI>

subject: RE: [ R~ 737 R

t areq is not affected by the ingpection. When the
It is our contention that since the

it has to be searched based on previous guidance.....is this correct? Please
see previous guidance below based on 737's f‘srﬁ

The safety portion of the fli

Previous guidance received:

From: Vogt, Robert
Sent: Thursday, August 14, 2008 1:14 PM
To: Dietz, Aaron . :

-

~ Subject: RE:




Aaron.

Can you share your guidance regarding "fhis- Guidance to the field has been that [N
areas are not to be inspected. If I understand the description correctly, this sounds like

Robert A, Vogt

Principal Security Inspector
Commercial Airlines Branch
Transportation Security Administration
Department of Homeland Security
(571) 227-1959




From: Vogt, Robert
Sent: Wednesday, July 30, 2008 8:38 AM
To: Johnson, Vernon <STSI> :

Subject: Qe:-in 737 _

Please reach out to the local station manager and request,  they coordinate with their
corporate office to assist with a resolution. Alternatively, you can initiate a LOT which will
force them to address the matter, No direction specific to this panel has been initiated by our

office as far as I know.

Thanks.

»»»»» Original Message -----

From: Johnson, Vernon <STSI>

To: Vogt, Robert

Cc: McMullen, Michael, Dietz, Aaron
Sent: Wed Jul 30 09:29:27 2008

subject: Fw: RN 737

Bob,

+h regards to this issue. Kevin stated that this

I have discussed with Inspector Kevin Toth wi
same issue was brought forward with
all operators of the 737 series aircraft that have this

I have attached 2 photographs of the
737 R o the other shows
If there !
been able to locate on the web board. Could you please advise what the official guidance on this

is an amendment or guidance on this issue, I have not

issue is?
Thanks again for all your help on this issue.




Regards,

Vernon W. Johnson
Supervisor Transportation Security Inspector Department of Homeland Security

Transportation Security Administration Dallas/Fort Worth International Airport
469-948-1859 | Office

214-298-4977 | Cell

vernon. johnson@dhs.gov

From: Johnson, Vernon <§TSI>
Sent: Monday, July 28, 2008 1:36 PM

To: Yogt, Robert
Ce: McMullen, Michael; Dietz, Aaron

Subject: F&E:-in 737-

Bob,

I appreciate the quick response. Just so we are on the same page, there is no dispute on the
This issue

exemption of the
here is that the are contained in a much
astly, could you please provide a copy

of the guidance that was distributed industry wide as it relates fo this issue. This will give our
inspectors some clear cut guidance on this issue. Thanks again for your assistance with this

issue.

Regards,

Vernon W. Johnson
Supervisor Transportation Security Inspector Department of Homeland Sec:uri?y

Transportation Security Admini sfr'a?wﬂ Dall as/For‘i" WorTh fmemcz?tom irport
469-948-1859 | Office LI e Sy : ,

214-298-4977 | cell
vernon. johnson@dhs.gov

From: Vogt, Robert
Sent: Monday, July 28, 2008 12:33 PM




To: Johnson, Vernon <STSI»

Subject: Qe:—in 737 _

We have provided industry wide guidance that areas involving —auch as the

wwwww Original Message -----
From: Johnson, Vernon <STSD>
To: Vogt, Robert

Ce: McMullen, Michael

Sent: Mon Jul 28 13:14:28 2008

subject: Fw: [N~ 737 (R

Robert,

I have reviewed the carrier profile in PARLS for‘- The only amended security program
for aircraft searches that I could find were related fo the exterior search requirements. I

could not find anything related to the interior search requirements,

Regards,

Vernon W, Johnson

Supervisor Transportation Security Inspector
Department of Homeland Security
Transportation Security Administration
Dallas/Fort Worth International Airport
469-948-1859 | Office

214-298-4977 | Cell

vernon.johnson@dhs.gov

From: Johnson, Vernon <STSI>

Sent: Monday, July 28, 2008 11:34 AM
To: Vogt, Robert

Cc: McMullen, Michael; Dietz, Aaron

subject: Fw: NI~ 737



Bob,

Please see the response from station manager Mark Lascola at
DFW with regards to the f the 737 aircraft.

of the 737 aircraft, This

Attached is a photograph of the

From our standpoint These compartments are required o be searcned in
accordance with 12.3.1 of the AOSSP. They either need to be part of the daily search

requirements, or searched

These pictures show that thi o

Regards,

Vernon W. Johnson

Supervisor Transportation Security Inspector
Department of Homeland Security
Transportation Security Administration
Dallas/Fort Worth International Airport
469-948-1859 | Office

214-298-4977 | Cell

vernon.johnson@dhs.gov

From: Toth, Kevin

Sent: Monday, July 28, 2008 10:47 AM
To: Johnson, Vernon <5TSI>
Subjecf:F‘W:-m 737

Here is the response that I received fmm-
Kevin C. Toth

Department of Homeland Security
Transportation Security Inspector




DFW International Airport

Coppell, TX 75019

Office: (469) 948-1873

Cell: (214) 952-6165

kevin.toth@dhs.gov <mailfo:kevin toth@dhs.gov>

From: Lascola, Mark [mailto:Mark Lascola@jilililom]
Sent: Wednesday, June 04, 2008 11:14 AM

To: Toth, Kevin

Ce: Idris, Omar

subject: [N 737 -

Kevin,

I have contacted our Headquarters Policy and Procedure Department for Airport Services, The

unit you referred to is not an therefore it is not inspected,

Please feel free to contact our headquarters using your TSA liaison for any additional

comments or questions as this more of a policy and procedures issue.

Regards,
Mark LaScola
General Manager
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SENSITIVE SECURITY INFORMATION

2 - MEMORANDUM OF INTERVIEW
@? | 'OR ACTIVITY
Type of Activity: Date and Time:

[_] Personal Interview August 25, 2008

[] Telephone Interview
[] Records Review

Other
Activity or Interview of: Conducted by: ‘
Cedric Alexander ‘ Special Agent Stacey L. Saunier
Federal Security Director (FSD) - Special Agent James Greer

Dallas-Fort Worth intemational Airport (DFW)

Location of Interview/Activity:

Michael Donnelly ‘
Assistant Federal Security Director for Operations | FSD Office
(AFSD-OPs) 510 Airline Drive

DFW Coppell, TX

Mark Holmstrup
Attorney Advisor, Office of Chief Counsel (OCC)
DFW

Subject Matter/Remarks

Special Agent (SA) James Greer and | called a meeting between the above named individuals for the
purpose of discussing the investigation and for me to get a better understanding of the events that
lead to the complaint being filed by Transportation Security Inspector (TSI) Kevin Toth.

| began the meeting by asking the status of Supervisory Transportation Security Inspector (STSI)
Wes Crow's (BEEEEE cave. | was advised that he continued
to remain off work. Additionally, | was advised that Crow had not requested he be granted leave

under the family medical leave act (FMLA).

Based on my past interview of AFSD-OPs Donnelly, in which | was advised that the FSD had
determined that Assistant Federal Security Director for Inspections (AFSD-1) Phil Zaglool and STSI
Crow had lied to him about the status of the Inspections division and the work that had been
completed, | asked if they had begun taking action against Crow for dereliction of duty and lying to the
FSD. | suggested they begin their action as soon as possible since my investigation could take a
while and since Crow could return to work without notice. Attorney Holmstrup and FSD Alexander
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

determined they would proceed with the information they gathered in the first few weeks of May 2008
when the TSIs began providing information against Zaglool and Crow. Additionally, they discussed
the option of amending the charges against Crow if there were additional issues uncovered by my

investigation.

FSD Alexander explained he was absolutely unaware of the issues brought forth by TSI Toth.
Alexander advised that upon hearing the information Toth (and another TSI) provided, he instantly

initiated a plan of action to include the following:

e He assigned the then stakeholder manager (current AFSD-I) to a fact finding mission regarding
the issues brought forward by TSI Toth, and then three additional TSIs were interviewed and an
audit of PARIS was performed and a controlled test of the checkpoint was conducted.

« Upon receiving validation to the allegations he met with STSI Crow and advised him of the
allegations and the results of the interviews and the audit. STSI Crow requested, and was
granted leave.

¢ He had the information forwarded to the local DFW Office of Inspection, Inspections and
Investigations Division (Ol/1ID) for evaluation and investigation.

¢ He called a mandatory staff meeting in which he told everyone he had an open door policy; would
foster an environment free of hostility and where all would be treated with respect.

o He met with AFSD-I Zaglool who admitted that mistakes were made and that work had not been
done.

¢ AFSD-I Zaglool asked for leave, which was granted.

¢« He announced the AFSD-I position, which was filled by the stakeholder manager (the one tasked
with the fact finding).

» He also announced an STSI position, which has also been filled.

He also assigned one of the local TSlIs to act in Crow's position until it was determined what would

happen with Crow.

He has encouraged his staff to bring issues to his attention immediately.

He is having weekly meetings to have open discussions on issues as they arise

He is attempting to rebuild the trust of the division.

He is offering the support of management, which is something the TSls advused they previously

did not have from Zaglool and Crow.

@ ¢ @ e

| asked Alexander whether he received a response from the Management Inquiries Branch (MIB)
regarding the complaint package he had sent to DFW OI/IID. Alexander advised he had received
something from the MIB, but he was unaware that he was required to provide a response. Alexander
explained that he and his staff prepared a very detailed account of the events that occurred in May
2008 and forwarded the package for review. Alexander was apologetic for not realizing the MIB had
returned the package for his response. Alexander advised he would find someone outside of DFW to
conduct the inquiry into all of the allegations brought forward by the TSls at DFW.
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SENSITIVE SECURITY INFORMATION

~a MEMORANDUM OF INTERVIEW
X | OR ACTIVITY

5

Type of Activity: Date and Time:
Personal Interview August 26, 2008
[ ] Telephone Interview 7:45 a.m.
D Records Review
D Other
| Activity or interview of: Conducted by:
Benjamin S. Mendoza Special Agent Stacey L. Saunier
Transportation Security Inspector (TS!) Special Agent James Greer

Dallas-Fort Worth International Airport (DFW)

Location of Interview/Activity:

OINVD
DFW Office
Coppell, TX

Subject Matter/Remarks

Special Agent James Greer and | introduced and identified ourselves to Mendoza. Mendoza was
advised he was being interviewed as a witness regarding an allegation involving alleged security
issues at DFW. Specifically, Mendoza was advised that the allegation involved management at DFW
not requiring the airlines to fully self inspect in accordance with the security directives. Additionally,
Mendoza was advised that there was alleged to be a potential security issue involving the louvered
blinds at seven checkpoints in the B concourse. Mendoza advised he understood. Mendoza

provided the foillowing background information:

He started his federal government career with the Federal Aviation Administration in
September 2001. He transitioned to TSA and was in DFW through 2002. From 2002 through

20056, he was in Oklahoma City. In August 2005, he returnad to DFW.
Regarding the issue of aircraft searches as they relate
endoza was asked whether he has always requi

assigned to him to search“ Mendoza advised as follows:

When he has had airlines assigned to him he has always required the airlines to search
He has found that some aircraft models

so In those cases the requirement would not be applicable.

do not have the

| Case Number Case Title:

| 1080315 Possible Violation of Security Directive DFW- Regulatory

“Revised February 28, 2006

SENSITIVE SECURITY ZQFDRMATEQWFOR OFFICIAL USE ONLY

(a7 RGO DT A £ SECURITY INFORE M e
ART OF THIS DOCUMENT MAY BE RELEASED T PERSONS WITHDUT A NFED TD KNOW, &S D8 1520, EXCEPT WiTH
THE WRITTEN PERMISSION OF THE ADMIMISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION, WASHINGTOHN, DC,

UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FOR U8, GOVERNMENT AGENCIES, PUBLIC RELEASE IS
GOVERNED BY 8 1L8.0 852,




SENSITIVE SECURITY INFORMATION

S hend Swor B d B ¥ ¥

During the time he has been back at DFW, he has been assigned to work with TS| Stephanie
Craine doing airport inspections. During those times he would not have been assigned any

airfines.

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)
h

Mendoza advised he had never heard management indicate that he should turn a blind eye to the
security directives. He was not aware that an e-mail existed in which DFW management suggested
TSls should turn a blind eye when conducting inspections. He is not part of any of the office cliques.

He has never seen such an e-mail,

Regarding the louvered blinds located at seven checkpoints in Terminal B, Mendoza advised he was
aware of the vulnerability these louvered blinds caused. When he started back at TSA, he took over
the airport inspections from TSI Toth. Mendoza was aware that Toth had security concerns with the
louvered blinds and that Toth had brought his concerns fo STSI Crow and AFSD-R Zaglool.

Mendoza had heard that Zaglool had indicated that the louvered blinds had been in place for many
years. Neither Zagiool nor Crow instructed him to inspect the louvered blinds again. He is aware that
the security vulnerability posed by the louvered blinds is being addressed by the airport.

In summary, Mendoza never received the “turn a blind eye” e-mall, and he was never told by
management to overlook the requirements of the security directives or emergency amendments as

they relate to aircraft searches. Mendoza has always, when he had airlines assigned to him, required
e iines to search

Mendoza was asked to provide a sworn statement to which he agreed. Attached to this
memorandum of interview is a copy of the sworn statement.
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%(’f/\[/ &M!’/} :’kfiw %4 &‘722/'4/7// 5 é:? ress” , who has been identified to me as a

federal law enforcement officer and special agent with the Transportation Security Administration, Office of Inspection. [am

making this statement of my own free will, without any duress or coercion.

* % % SEE ATTACHED STATEMENT * * #

1 have read this entire statement consisting of 3 pages. Ihave been given the opportunity to make any corrections
necessary to make the statement accurate, All of the information contained in this statement is true and accurate to the best of
my knowledge and belief. I understand that I may be prosecuted for perjury or making false statements if I have intentionally
misrepresented anything contained in this statement. [ have not intentionally omitted any information or knowledge I have

that relates to the matters under investigation or review.
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Statement of Transportation Security Inspector Benjamin Mendoza

On August 26, 2008 | was interviewed by Special Agents (SA) Stacey Saunier and James
Greer from the Office of Inspection, Investigations Division. | was advised that | was being
interviewed as a witness in an investigation. SA Saunier advised she was assigned to
investigate an allegation that a security vulnerability exists at Dallas-Fort Worth International
Airport (DFW) due to the airlines not being required to follow t urity directives as they
relate to searching he aircraft. Additionally,
there are allegations of potential security vulnerabilities involving the louvered blinds at seven
checkpoints in the B concourse at DFW., Specifically, it is alleged that someone on the public
- side could pass a prohibited item to someone on the sterile side by passing the item through
the louvered blinds located above the doors.

I began a second tour of duty at Dallas/Ft. Worth International Airport (DFW) in August of
2005 and immediately upon transferring from another station | was assigned by Phil Zagloo!
to work exclusively with DFW Airport with regards to performing inspections., Wes Crow was
newly promoted at the time and served as my Supervisor during that time. | served in a

strictly airport inspection capacity up until approximately the beginning of calendar year 2007
at which time | was givenmto inspect. The managerial
approach was for me fo take I upon myselr 10 get Up to speed and perform inspections and in

the event that | needed assistance to ask for it. | gave due diligence in researching changes
and amendments to air carrier operator regulations and securit : f th
reguirements for air carriers was o ensure tha

was being performed. 1t soon
ecame evident to me throu eriorming interior cabin inspections that a myriad of designs
existed with regard from the onset | expected that the
air carrier meet the spirit of the security directives and AOSSP with regard to these security
measures and always approached my inspection from this position. | cannot declare that

every inspection resulted in non-findings however | would only engage air carrier stat
personnel on obvious security inadequacies
however | did not detect a trend in non-compliance whereby the carrier seemed (o no

understand the applicability of the regulation. | have carried forward with each air carrier
since that time n late 2007 and intc 2008 as well with m
carrier
affected aircraft.

The same conditions apply to the carrier’s application of security measures

As part of my interview with SA Saunier and SA Greer | was asked whether | Was ever pa

to an email stating for TSI's to “turn a blind eye” on requiring the carrier to self inspect or

provide security in this area. | was not party to such an email and believe that the time period

in which | began performing air carrier inspections (early 2007 to current) yielded in

inspections whereby the carrier was aware of what local TSA expected in securin
I have not experienced an inordinate amount of findings with any of my carriers

with regards to dsecurity.

Lastly on the issue of louvers at various Terminal B checkpoints, this issue was stated as to
have occurred during my early tenure back at DFW in that | was given instruct
o5 Liow 10 take over the alrport Comprehensive inspection ¢

T
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Stephanie Craine from the existing TSI Kevin Toth. We were only advised that TS| Toth was
_ being assigned to other duties based on “issues” with the airport, | was not able to provide
~anything factual in documentation to SA Saunier but did reference a verbal discussion with a
Department of Public Safety Sgt. Diangson in which he stated that he didn't appreciate the
manner in which TSI Toth followed-up on a discussion related to some finding. Specifically
the issue with the louvers was not documented as a finding in the PARIS inspection although
I do remember TSIs Toth and Greg Gayden verbally expressing discontent with Philip Zaglool
not pursuing the vulnerability with DFW airport. In the following fiscal year FY08 we were not
instructed by Philip Zaglool nor Wes Crow to look over or perform tests/inspections of the
louver system in Terminal B and based on my overhearing discussions from TSls Toth and
Gayden it was apparent that Philip Zaglool was firm in taking a stance that they had been in
place for many years and that a threat was not imminent. Currently the issue specific to
louvers in Terminal B is being addressed outside of my purview and visibility and if asked |

would lend full support toward identifying and implementing a solution. é’é\,ﬁ?ﬁ%

End of Statement,
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SENSITIVE SECURITY INFORMATION

F: ;:’i-l*"} MEMORANDUM OF INTERVIEW |
N OR ACTIVITY
Type of Activity: Date and Time:
X Personal Interview August 26, 2008
[ Telephone Interview 10:00 a.m.
[:] Records Review
[ ] other
Activity or Interview of: Conducted by:
Dennis A. Bonewitz Special Agent Stacey L. Saunier
" Transportation Security Inspector (TS1) Special Agent James Greer

Dallas-Fort Worth International Airport (DFW)

Location of Interview/Activity:

OHINVD
DFW Office
Coppell, TX

Subject Matter/Rermarks

Special Agent James Greer and | introduced and identified ourselves to Bonewitz. Bonewitz was
advised he was being interviewed as a witness regarding an allegation involving alleged security
issues at DFW. Specifically, Bonewitz was advised that the allegation involved management at DFW
not requiring the airlines to fully self inspect in accordance with the security directives. Additionally,
Bonewitz was advised that there was alleged to be a potential security issue involving the louvered
blinds at seven checkpoints in the B concourse. Bonewitz advised he understood. Bonewitz

provided the following background information:

He started his federal government career with the Federal Aviation Administration (FAA) in
November 1988 in the flight standards side of the FAA house. He transitioned to the secunty
side of the house in 1898. In 2000 he was selected as a special agent with the FAA and in
January 2001, he went to training in Oklahoma City to be a Civil Aviation Security Inspector
(CASI). He trans:tmned to TSA as a TSI in 2002 and rolled out at Dallas Love F:etd where he

stayed until January 2005, when he fransferred to DFW,

Regarding the issue of aircraft searches as they relate t
Bonewitz was asked whether he has always required airlines that were
assigned to him to search R Conewitz advised as follows:

|
|
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SENSITIVE SECURITY INFORMATION

MORANDUM OF INTERVIEW OR ACTIVITY
uired the airlines assigned o him o search

Bonewitz advised he had never heard management indicate that he should turmn a blind eye fo the
security directives. He was not aware that an e-mail existed in which DFW management suggested

TSis should turn a blind eye when conducting inspections. He has never seen such an e-mail.

Regarding the louvered blinds located at seven checkpoints in Terminal B, Bonewitz advised he
became aware of the vuinerability these louvered blinds caused back when he was with the FAA (pre-
TSA). However, he was unaware that this vulnerability still existed since he is not'involved in the

airport inspections,

in summary, Bonewitz never received the “turn a blind eye” e-mail, and he was never {old by
management to overlook the requirements of the security directives or emergency amendments as
they relate to aircraft searches. Bonewitz has always required the airlines to search

Bonewitz was asked to provide a sworn statement to which he agreed. Attached to this
memorandum of interview is a copy of the sworn staterment.
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Statement of Transportation Security Inspector Dennis Bonewitz

;Q_J;Q@ On August 26, 2008, | was interviewed by Special Agents (SA) Stacey Saunier and James
Greer from the Office of Inspection, Investigations Division. | was advised that | was being

interviewed as a witness in an investigation. SA Saunier advised she was assigned to
investigate an allegation that a security vulnerability exists at Dallas-Fort Worth International

Airport (DFW) due to the airlines not being required to follow the security directives as they
eltc o scarcning [N - - . /.craly,
there are allegations of potential security vulnerabilities involving the louvered blinds at seven

checkpoints in the B concourse at DFW. Specifically, it is alleged that someone on the public
side could pass a prohibited item to someone on the sterile side by passing the item through

the louvered blinds located above the doors.

I have and still do expect the carriers assigned to me to follow the security directives/Aircraft
Operator Standard Security Program (AOSSP) reqarding searchin

I have and still do hold my assigned carriers r. s i plicable security
directives/the AOSSP in regards to searching he aircraft cabin.
I did not receive or hear about a “turn a blind eve” e-mail relating to aircraft searches;
soeciically regarcing

I became aware of an issue regarding the vulnerability of louvered vents/blinds over
screening checkpoint entrances in Terminal B sometime back in 2001 (pre 9-11, FAA era),
when in the course of a discussion with a DFW Department of Public Safety Officer he used
his baton to show me the vents. | recall that those vents, as well as some others in place
around the airport, were the subject of discussion between the FAA and airport as a

vulnerability, but do not remember the outcome.

Until a week or so ago | was not aware that the vents/louvers were still at issue, as | have
been primarily assigned to aircraft operator duties and have not been involved with airport-
specific inspection duties. This has to have a simple fix—surely the 1974 era architecture of
DFW does not require extensive engineering to close off an area or install a suitable door.
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SENSITIVE SECURITY INFORMATION

@3 MEMORANDUM OF INTERVIEW
@ OR ACTIVITY

Date and Time:

Type of Activity: A 8 5008
ugust £6,

X Personal Interview

[] Telephone Interview 1.00 p.m.

D Records Review

D Other
Activity or Interview of: Conducted by
Jerisa A. Baptist A .| Special Agent Stacey L. Saunier
Transportation Security Inspector (TS!) Special Agent James Greer

Dallas-Fort Worth International Airport (DFW)

Location of Interview/Activity:

OUINVD
DFW Office
Coppell, TX

Subject Matter/Remarks

Special Agent James Greer and | introduced and identified ourselves to Baptist. Baptist was advised
she was being interviewed as a witness regarding an allegation involving alleged security issues at
DFW. Specifically, Baptist was advised that the allegation involved management at DFW not
requiring the airlines to fully self inspect in accordance with the security directives. Additionally,
Baptist was advised that there was alleged to-be a potential security issue involving the louvered
blinds at seven checkpoints in the B concourse. Baptist advised she understood. Baptist provided

the following background information:

She started her federal government career with the Federal Aviation Administration (FAA) in
1998. She transitioned to the Transportation Security Administration in March 2003 and has

peen at DFW the entire time.

Regarding the issue of aircraft searches as they r@tata—
Baptist was asked whether she has always required airlines that were assigned
to her to search Baptist advised as follows:

She has .afwais, rei’ uired the airlines assigned to her to s&arch_
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)
She is aware of the “turn a blind eye e-mail” STSI Wes Crow sent to TSI Kevin Toth advising
that TSls should turn a blind eye as it related to the searching of aircraft. She has seen and

read the e-mail.

She has also heard STSI Crow and AFSD-R Phil Zaglool talk about not conducting thorough

searches of aircraft. She recalled an instance when TSI Kevin Toth was asking guestions
about the Toth was persistent

and kept asking questions and that is when she heard both Crow and Zaglool tell Toth to stop
looking for trouble Toth was very persistent and was continuously

bringing issues and asking. questions about the That is when Crow wrote the “turn a
blind eye” e-mail. She did read the e-mail, but she chose not to follow the direction suggested
by Crow. She felt it was her job to follow the requirements of the security directives and the

emerienoi amendments, so she continued to require her assigned airlines to search

she has always required her assigned airlines to search

Regarding the louvered blinds located at seven checkpoints in Terminal B, Baptist advised she
became aware of the vulnerability these louvered blinds caused through overhearing conversations
between TSls Kevin Toth and Greg Gayden. She has heard Gayden indicate he had informed
management many times about the vuinerability, but nothing was done. Since she is not assigned to
airport inspections, she is unaware of the current condition of the louvered blinds.

in summary, Baptist did read the “turn a blind eye” e-mail, but she did not follow the recommendation
by Crow. Baptist has also heard Crow and Zaglool talk about not “looking for trouble” regarding the
Baptist has always required the airlines to search

Baptist was asked to provide a sworn statement fo which she agreed. Attached to this memorandum
of interview is a copy of the sworn statement.
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Statement of Transportation Security Inspector Jerisa Baptist

On August 26, 2008 at approximately, 1300 hours, |, Transportation Security Inspector (TS!)
Jerisa A. Baptist was interviewed by Special Agents (SA) Stacey Saunier and James Greer
from the Office of Inspection, Investigations Division. | was advised that | was being
interviewed as a witness in an investigation. SA Saunier advised that she was assigned to
investigate an allegation that a security vulnerability exists at Dallas-Fort Worth International

Airport (DFW) due to the airlines not being required to follow the security directives as they
relate to searching “ﬁe aircraft. Additionally,
there are aliegations of potential security vulnerabilities involving the louvered blinds at seven
checkpoints in the B concourse at DFW. Specifically, it is alleged that someone on the public
side could pass a prohibited item to someone on the sterile side by passing the item through

the louvered blinds located above the doors.

l'informed SA Saunier that | have worked in civil aviation since August 2, 1998, formally with
the Department of Transportation, Federal Aviation Administration and transitioned to the
Department of Homeland Security, Transportation Security Administration in March 2003. |
informed SA Saunier that | was aware of an e-mail message that was generated by
Supervisory TSI (STSI) Wes Crow regarding security measures at DFW when conducting
aircraft searches on assigned air carriers. | remember reading the e-mail authored by Crow,
but cannot recall if the e-mail message was sent to all Regulatory employees or if the
message was forwarded to me from another TSI, However, | do know the e-mail read for
inspectors to turn a blind eye to air carrier search procedures when conducting searches of

| recall TSI Kevin Toth posing the question of searching aércraftm
to Assistant Federal Security Director for Inspection (AFSD-!) Phillp Zagloo! an
row. The discussion was whether to conduct a search

This issue was addressed
on't know If it was ever resolved. | do know an e-mail came out
addition, during a bi-weekly staff meeting Zaglool discussed the
are more problems than they are worth. Zagloo! stated to

several times by Toth, but
stating to turn a blind eye. In

leave the alone.

I'have always required air carriers to comply with security directives and/or emergency
amendments. All of my assigned carriers, domestic and foreign, were advised to conduct a
search of all on the aircraft, to include




All my assigned carriers, d i foreign, were advised to conduct a search of
m I'advised the carriers if the
ensure that corrective action is taken to fix the problem. Most if not all of the air carriers
notify their ground security coordinator and airline maintenance to search"

I have always required air carriers to comply with security directives and/or emergency
amendments. At no time, have | followed the direction of Zaglool and/or Crow with tha
guidance given at meetings orin the “turn a blind eye” e-mail. | know my job and | would be

.

negligent if | did not do the right thing, | have observed, reviewed and interviewed airline and

It an issue were to arise, | would notify airline the. e
representative, correct the finding and document information in data system, Parformance
And Results Information System (PARIS).

l'informed SA Saunier that | was aware of the louvered vents at DFW. However, | did not
have direct knowledge of the security vulnerability as it relates to the louvered vents. | recall
TSls Kevin Toth, Gregory Gayden and Arnie Salinas discussing the risk involved with
openings at the airport and a threat item could be passed over from the public area to the
sterile/secure area of the airport. | was not assigned to then DFW airport inspection team: |
shared an office with Gayden and Toth on separate occasions and heard discussions
regarding the openings over some doors, but did not know the location. Toth and Gayden
were discussing the requirement of securing the door openings and reported the findings to
both Crow and Zaglool. Crow’s and Zaglool's response was to leave the issue alone it hag
been that way for years. | don't recall if the issue was resolved. Since | was not assigned to
the airport inspection team, | did not focus on the airport issues. However, | would not walk
away from a violation of any type. Zaglool appointed staff that was more likely to follow his
direction. I believe Toth and Gayden were removed from the airport assignment. Crow and
Zaglool have poor regard for TSA security and especially TSA Screening Operations.
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SENSITIVE SECURITY INFORMATION

g\ MEMORANDUM OF INTERVIEW
=7 OR ACTIVITY

Date and Time:

Type of Activity:
X personal Interview August 27, 2008
7:30 a.m.

D Telephone Interview
D Records Review
D Other
Activity or Interview of.
James Martin
' Transportation Security Inspector (TS!)
Dallas-Fort Worth International Airport (DFW)

Conducted by:
Special Agent Stacey L. Saunier
Special Agent James Greer

Location of Interview/Activity:

OlINVD
DFW Office
Coppell, TX

Subject Matter/Remarks

| introduced and identified ourselves to Martin. Martin was advised

he was being interviewed as a witness regarding an allegation involving alleged security issues at
DFW. Specifically, Martin was advised that the allegation involved management at DFW not requiring

the airlines to fully self inspect in accordance with the security directives. Additionally, Martin was
advised that there was alleged to be a potential security issue involving the louvered blinds at seven
checkpoints in the B concourse. Martin advised he understood. Martin provided the following

background information:

Special Agent James Greer and

He started with the Transportation Security Administration (TSA) in August 2002, and began
as a TSI at DFW in late 2003 to early 2004.

Martin was asked whether he h
hose areas. Martin advised as follows:

Regarding the issue of aircraft searches as they reiam—
as always required airlines that were assigne
to him to search
He has}alwais reiuired ihe ailines assigned to him to search [T

Martin advised he had never heard management indicate that he should tum a blind eye to the
security directives. He was not aware that an e-mail existed in which DFW management suggested
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SENSITIVE SECURITY INFORMATION

/ I TR A |

MEMORANDUM OF INTERVIEW ORAQTEV!TY (continuation sneet)

TSls should turn a blind eye when conducting inspections. However, he is not surprised that STSI
Wes Crow would write an e-mail suggesting TSis turn a blind eve to the search requirements of the

‘ d the emergency amendments. In Martin’s opinion, STSI Crow did not want to

security directives an
work so he wouid avoid bringing up issues, especially if that meant he would need to contact

headguarters.

Regarding the louvered blinds located at seven checkpoints in Terminal B, Martin advised he became
aware of the vulnerability these louvered blinds caused back when he was with the FAA (pre-TSA).
However, he was unaware that this vulnerability still existed since he is not involved in the airport

inspections.

In summary, Martin never received the “turn a blind eys” e-mail, and he was never told by
management to overlook the requirements of the security directives or emergency amendments as

ﬁii iiiﬁ to aircraft searches. Martin has always required the alirlines to search

Martin was asked to provide a sworn statement to which he agreed. Atftached to thi
interview is a copy of the sworn statement.
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- assigned air carriers to follow the Security Directive (SD) and / or Emergency A

Statement of Transportation Security Inspector James Martin

On August 27, 2008 | was interviewed by Special Agents (SA) Stacey Saunier and James
Greer from the Office of Inspection, Investigations Division. | was advised that | was being
interviewed as a witness in an investigation. SA Saunier advised she was assigned to
investigate an allegation that a security vulnerability exists at Dallas-Fort Worth International
Airport (DFW) due to the airlines not being reguired to follow the security directives as they
relate to searching he aircraft. Additionally,
there are allegations of potential security vulnerabilities involving the louvered blinds at seven
checkpoints in the B concourse at DFW. Specifically, it is alleged that someone on the public
side could pass a prohibited item to someone on the sterile side by passing the item through
the louvered blinds located above the doors,

Since | have been a Transportation Security Inspector (TSh), I have always required my
assigned air carriers to follow the Security Directive (SD) and / or Emergen n
EA) regarding searching

At present the provisions of the 8D's
) been incorporated in the Aircraft Operators Standard Security Program
(AOSSP), or in the case of Foreign Carriers into the Model Security Program (MSP

require my assigned carriers to search

Since | have been a Transportation Security Inspector (TSI) | have always required my
d

(EA) regarding searching

and £AS Nave peer ircraft Operators Standard Security Program

; 2 - * '8 p y
(AOSSP), or in the case of Foreign Carriers into the Model Security Program (MSP) and | still
require my assigned carriers to search
Since | have been a TSI | have always required my assigned air carriers to follow the Securif
Directive (SD) and / or Emergency Amendment (EA) regarding searohingm

the aircraft. At present the provisions of the SDs and £AS have peen

incorporated in the Aircraft Operators Standard Security Program (AOSSP), or in the case of
Foreign Carriers into the Model Security Program (MSP) and | still i i

carriers to search

Since | have been a TS| | have always required my assigned air carriers to follow the SD and
/ or EA regarding searching the aircraft. At present
the provisions of the SDs and EAs have been incorporated in the AOSSP, or in the case of

Foreign Carriers into the MSP and | still require my assigned carriers to search
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N (his isnot a Di’O em on some o & newer alrcra

Vhen | was assigned
pe alrcraft that had their

Regarding the “Turn a Blind Eye” phrase as was reported to me. | was not aware that it was
part of an e-mail sent by Wes Crow who was our supervisor to Kevin Toth who is 2 TSI in my
group. However, | was aware from hearing office conversations among my follow TSI's of the

following:

ting thelr cabin searches and of the
| was aware that Toth regarded these

\ad o be searche
know from conversations | overheard in the group that Toth made Wes Crow

aware that these items needed and Toth wanted direction from TSA
headquarters but apparently Crow was not referring the matter to TSA Headguarters.

I knew that Toth was calling the Principle Security Inspectors (PS!) for these carriers on his
own in an effort to have the matter resolved and this aggravated Crow. [ think Toth took it
upon himself to call the PSls out of a sense of concern and he had the best interest of TSA

and the flying public in mind when he did this.

| believe one has to understand Wes Cow to then understand why Toth was taking it on his
own to call the PSI for the aforementioned air carriers.

Wes Crow in my opinion was not effective as a supervisor. He lacked the basic skill sets
needed to do the job. If Wes Crow called TSA headquarters to make them aware of this
situation it would have made “work” for him. In my opinion Wes Crow worked under the
following philosophy: Big cases big problems, liftle cases little problems; no cases no
problems. What was reported to me during this interview does not surprise me, regarding

Crow’s “turn a blind eye” comment.

Regarding the louvered vents at several checkpoints in B terminal, | was aware from
conversation | overheard in the group that Toth determined in his inspection activities that
Terminal B's configuration of the checkpoints made it easy for someone to pass items from
the public side to the sterile side. This became a problem when some checkpoints in terminal
B were closed. | believe he made Wes Crow aware of it and | am sure he made Phil Zaglool,
our former AFSD (1) aware of it. | believe that Toth was removed from conducting airport
nspecfmns shortly after this and was reassigned to conduct air carrier inspections. | have no
direct know} edge of this only from what | overheard from the conversations of others in the

group.

| | believe the airport has remedied the problem by erecting temporary p%ywoad walls in place ) /2 %
of the louvered blinds and has since rebuilt these checknomts; with proper gheat rock walls
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Jﬁ “y don’t conduct airport inspections so | am only relating to you what | heard third party and
from my personal observations. «

I had no response to office management regarding this matter because it was a matter
between Toth and Wes Crow and to tell the truth | personally tried to limit my contacts with
Wes Crow as much as possible. | know from my long experience in government you must
make your supervisor aware of your problems, concerns, and findings when conducting any
type of inspection activity. However; there was no two way street with Wes Crow. | perceived

him as an impediment to doing my job.

I am also heavily involved in Continuity of Operations Plan (COOP) and Emergency
Response with Federal Emergency Management Agency (FEMA). | am also currently
assigned to FEMA's, Emergency Support Function or Transportation during times of
emergencies. In my opinion Wes Crow was jealous of my activities because | received
recognition for them. [ feel | was doing things he knew he could never do.

Another inspector and | evacuated all the patients in a hospital in Lake Charles, LA on the
eve of hurricane Rita when we were deployed to FEMA to cover that event. Most of the
patients were elderly and/or premature infants and the two of us received praise from TSA for
our efforts. From that time on Wes Crow was anti-COOP and Emergency Response. He felt
a TSI should only do his or her job as a TSI and not what we were doing. Crow would go
around the office calling me and the other inspector ‘COOPster” and “freaks” for doing what
we did. When | raised the matter fo Phil Zaglool about Wes Crow he told me “Wes is
Wes...he is just crazy”. So much for communications with management. This in my opinion
just added to the hostile work environment | perceived that existed here.

In my opinion we have an excellent regulatory group. We have a mixture of good inspectors
with diverse backgrounds but we had no leadership; until recently (May 2008). Jid-1
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SENSITIVE SECURITY INFORMATION

i'
- &an MEMORANDUM OF INTERVIEW
- OR ACTIVITY

Type of Activity: Date and Time:

August 27, 2008

Personal Interview
10:00 a.m.

[:] Telephone Interview
D Records Review

[] Other
Activity or Interview of: Conducted by:
Rick P. Strickland - Special Agent Stacey L. Saunier
Transportation Security Inspector (TSI) Special Agent James Greer

Datfas-Fort Worth International Airport (DFW)

Location of fntéwiew/Acﬁvéty:

OVINVD
DFW Office

Coppell, TX

Subject Matter/Remarks

Special Agent James Greer and | introduced and identified ourselves to Strickland. Strickland was
advised he was being interviewed as a witness regarding an allegation involving alleged security
issues at DFW. Specifically, Strickland was advised that the allegation involved management at DFW
not requiring the airlines to fully self inspect in accordance with the security directives. Additionally,
Strickland was advised that there was alleged to be a potential security issue involving the louvered
blinds at seven checkpoints in the B concourse. Strickland advised he understood. Strickland

provided the following background information:

He started his federal government career with the Transportation Security Administration
(TSA) in September 2002. He is active duty military reserves and was deployed from
September 2002 through July 2003. He was a TSI at DFW from June 2004 through June
2007. During that period, he was assigned to trammg and to procurement. In June 2007, he

was reassigned from aviation to cargo.

STSI Wes Crow could not stand him so he had little to no interaction with Crow. Crow would
not allow him in his office. He believed Crow was either incapable or incompetent. Crow
would ask other TS!s to raad the new secumy dé!‘@GfWBS and have them bne&f him on the

changes
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

Regarding the issue of aircraft searches as they re!atéq
uStrickEahd was asked whether he has always required airlines that were

assigned to him to searc Strickland advised as follows:

He currently does not have any passenger airlines assigned to him since he is assigned o
. S

cargo. However, before he was reassigned to cargo, he was assigned airlines and he did
require the airlines to search in question.

Strickland advised he had never heard management indicate that he should turn a blind eye to the
security directives, and he has never been told to do less than what is required by the securi’ty
directives. Strickland advised again that Crow never spoke to him so he would not be in a position fo

hear Crow maka such a comment.

Strickland has heard management (Crow) tell TSIs, in a group setting, to only inspec

Regarding the louvered blinds located at seven checkpoints in Terminal B, Strickland advised he was
unaware of the situation and the potential security vuinerability the situation posed. Since he is
currently assigned to cargo and has never been assigned to airport inspections, he has no knowledge

of the situation.

in summary, Strickland never received the "turn a blind eye” e-mail, and he was never told by
management to overlook the requirements of the security directives or emergency amendments as

they relate to aircraft searches,

Strickland was asked to provide a sworn statement to which he agreed. Aftached to this
memorandum of interview is a copy of the sworn staternent.
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Transportation
Security
Administration

SWORN STATEMENT

I8 Rw‘jt' R‘:\v | S»K\/ O !’CJLC; = . having been duly sworn, hereby make the following statement to
6/3”0»6’63‘{ 5{)\,&,{(\ s é U&/mgﬁ M , who has been identified to me as a

federal law enforcement officer and special agent with the Transportation Security Administration, Office of Inspection. 1am

making this statement of my own free will, without any duress or coercion.

* k% SEE ATTACHED STATEMENT * * *

I have read this entire statement consisting of pages. 1 have been given the opportunity to make any corrections
necessary to make the statement accurate. All of the information contained in this statement is true and accurate to the best of
my knowledge and belief. I understand that I may be prosecuted for perjury or making false statements if I have intentionaily
misrepresented anything contained in this statement. [ have not intentionally omitted any information or knowledge [ have

that relates to the matters under investigation or review.

Signature

Signed and sworn to befors me, this (;Zg day of A’Z/{W , 20 0&
/

DS Sy , v
Witn ‘ Special Agent g .
/7( / 8/ 3 / oy ’Fransp}ortatioa Séedrity Adnég;mtion 24 / DX
Depattrment of Homeland Security
Authority to administer oaths: 5 U.8.C. § 303
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Statement of Transportation Security Inspector (Cargo) Rick Strickland

% On 27 August 2008 at 1000 CST, | was interviewed by Special Agents (SA) Stacey Saunier
and James Greer from the Office of Inspection, Investigations Division. | was advised that |
was being interviewed as a witness in an investigation. SA Saunier advised she was
assigned to investigate an allegation that an security vulnerability exists at the Dallas Fort

Worth International Airport (DFW) due to the airlines not being required fo follow the security
directives as they relate to searchmgwhe
aircraft. Additionally, there are allegations of potentia security vulnerabilities involving the

louvered blinds at seven checkpoints in the B concourse at DFW. Specifically, it is alleged
that someone on the public side could pass a prohibited item to someaone on the sterile side
by passing the item through the louvered blinds located above the doors.

During the period of time | was assigned to the Aviation branch, | have always required the
airlines to follow the security directive or emergency amendment i

| am currently assigned as a TSI in the Cargo branch, and have been since June 2007.

Therefore, | am primarily responsible to inspect/regulate only the cargo section of irlines
assigned to me. Since | began in Cargo

I have always required airlines assigned to me to follow the security directives/

amendments regarding searching
When conducting inspections. if |

quired the airline to search

I felt they were compliant with respect to the
security directives/emergency amendments. There was much discussion in the office abou

this issue with mi unders%andéni centered on tii ﬁit

As previously stated | am currently assioned to Cara } | am required to inspect
b o

| do not specifically recall the “turn a blind eye e-mail” regarding the searching
But, I would not be surprised if it did exist. STS! Wes Crow

was known to send e-mails and make statements that would require further explanation.
Most of STSI Crows e-mails sent to the regulatory group had to be re-sent because of
mistakes or ill defined statements made by STSI Crow.

Regarding the louvered vents or Venetian blinds at Terminal B at DFW Airport | am not aware
of the issue because | was assigned to airline inspections and not part of the airport
inspections team as assigned by DFW Regulatory Management. Airline Inspectors were
forbidden to condugt girport inspections unless specifically instructed by DFW Regulatory
Management. [é gé )
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SENSITIVE SECURITY INFORMATION

G MEMORANDUM OF INTERVIEW
X OR ACTIVITY

7 g
SRR

Date and Timea:
August 27, 2008
1:00 p.m.

“Type of Activity:
Parsonal Interview
D Telephone interview
[ ] Records Review
[ other
Activity or Interview of:
Efraim E. Longoria
Transportation Security Inspector (TSI)

Dallas Love Field (DAL)

Conducted by:
Special Agent Stacey L. Saunier
Special Agent James Greer

Location of Interview/Activity:

Ol/INVD
DFW Office
Coppell, TX

Subject Matter/Remarks

Special Agent James Greer and | introduced and identified ourselves to Longoria. Longoria was
advised he was being interviewed as a witness regarding an allegation involving alleged security
issues at DFW. Specifically, Longoria was advised that the allegation involved management at DFW
not requiring the airlines to fully self inspect in accordance with the security directives. Additionally,

| ongoria was advised that there was alleged to be a potential security issue involving the louvered
blinds at seven checkpoints in the B concourse. Longoria advised he understood. Longoria provided

the following background information:

He started his federal government career with the Transportation Security Administration
(TSA) in October 2002 as a screening manager in McAllen, Texas. He was reassigned to
DFW as a TSI in May 2004 where he remained until January 2007 when he transferred to
Dallas-Love Field (DAL). He left DFW due to poor management within the Inspections

division.
Regarding the issue of aircraft searches as they relate
Longoria was asked whether he has always required airlines that were

assigned 10 him to searct— Longoria advised as follows:
{ Case Number : - ‘Case Title: :
§ 1080315 | Possible Violation of Security Directive DFW- Regulatory
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

He currently does require his assigned airlines to seg
He is currently assigned to cargo at DAL.

and he does require the airline {o search

wever. prior to being reassigned to cargo at DAL, he did not require the airlines to search
“ He did this because he felt that if he continued to bring issues to
management's (DFW) attention his job would be in jeopardy. He recalled an instance when he
lling AFSD-I Phil Zaglool about issues with the airlines not searching

Zaglool got frustrated and told him it was not a big deal and not to worry about it.

Prior to transferring to cargo, he did have assigned airlines and

were an issue. Prior to having TS| Kevin Toth as his mentor, he was unaware that the
Once he became aware of the requirement, he

always required the airlines to search

Longoria was asked whether he had ever been told to overlook the airlines’ failure to search
_ Longoria provided the following information:
Regarding the Phil Zaglool told him he was tired of seeing

issues every time he looked at the Performance And Results Information System (PARIS).
ed, "let's not look at these for a while.” Based on this statement by

Regarding this, Zaglool stat
B = hie. As previously stated, he was in fear of

Zaglool, he did stop looking
fosing his job if he continued to post findings in PARIS. However, shortly after he stopped

iookmg_ he began looking at everything he was required to look at and he decided
not to tell Crow and Zaglool about any findings. He would just enter the findings in PARIS,

Longoria advised he had never seen nor read the “turn a blind eye” e-mail, but he had heard that it
existed from TSI Kevin Toth prior to being reassigned to DAL,

Regarding the louvered blinds located at seven checkpoints in Terminal B, Longoria advised he was
aware of the situation and that he had reported the problem directly to Wes Crow, who at the time
was his mentor. This was before Crow was promoted to STSI. Longoria demonstrated the potential
for someone to introduce an item into the sterile side of the checkpoint by throwing his pen up and
through the louvered blinds to the sterile side. Crow's response was that the louvers had always
been there and that the airport knew about the issue and the airport was not going to do anything.

Longoria was asked to provide a sworn statement to which he agreed. Attached to this memorandum
of interview is a copy of the sworn statement.
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1
federal law enforcement officer and special agent with the Transportation Security Administration, Office of Inspection. [am

making this statement of my own free will, without any duress or coercion,
* %o ST ATTACHED STATEMENT * * *

I have read this entire statement consisting of g _ pages. 1 have been given the opportunity to make any corrections
necessary to make the statement accurate. All of the information contained in this statement is true and accurate to the best of

my knowledge and belief. I understand that I may be prosecuted for perjury or making false statements if 1 have intentionally
misrepresented anything contained in this statement, { have not intentionally omitted any information or knowledge | have

that relates to the matters under investigation or review,
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Statement of Transportation Security Inspector Efraim Longoria

/ .
ﬁ Z—. On August 27, 2008, | was interviewed by Special Agents (SA) Stacey Saunier and James
i Greer from the Office of Inspection, Investigations Division, | was advised that | was being
interviewed as a witness in an investigation. SA Saunier advised she was assigned to
investigate an allegation that a security vulnerability exists at Dallas-Fort Worth International

Airport (DFW) due to the airlines not being required to follow the security directives as they
etate (0 searchino N .- .. o1,

there are allegations of potential security vulnerabilities involving the louvered blinds at seven
checkpoints in the B concourse at DFW. Specifically, it is alleged that someone on the public
side could pass a prohibited item to someone on the sterile side by passing the item through
the louvered blinds located above the doors,

| was employed as a Transportation Security Inspector (TSI) Aviation at DFW from May 2004
through January 2007, when | transferred to a position as a TSI Cargo at Dallas Love Field
(DAL). While | was working at DFW | always required the airlines assigned to me to follow

the security directive and/or emergency ar regarding searching

Namm I'have been working as a TSI
argo at DAL, I always require the airlines assigned

and/or em@;i anoi amendment regarding searching

to me {o follow the securiti diraciivi
SRR
that there was a period of time (when | first started) when | was not aware of the requirement,

and therefore | did not look at this issue when conducting my inspections. When | first started
Wes Crow was assigned as my mentor. Crow had not yet been promoted to the supervisor
position in Regulatory. Once TSI Kevin Toth was assigned as my mentor, Toth made me
aware of the requirement to searc and from that point onward
required the airlines to search i

y aglool to stop inspecting the

Zaglool stated that he was tired of seeing violations opened in PARIS regarding this issue

TSI Kevin Toth told me about an e-mai (a%ieg%dly written by STSI Wes Crow) in

which Crow told Toth (in the e-mail) to “turn a blind eye” to searchzngh | did
not see the e-mail.

While | worked at DFW | was aware of the security vulnerability as a result of the louvered

blinds at the seven checkpc:mts in Terminal B. | reported the violation to, at the time my

mentor, TS| Wes Crow. | demonstrated to TSI Wes Crow the vulnerability by throwing a pen

from the non-sterile side of the terminal to the sterile side of the terminal through the louvered
blinds. TSI Wes Crow stated to me that the FAA/TSA and the airport had been addressing

the issue of the vulnerability for years and that we could not do anything about it. | was told

by TSI Wes Crow to leave the issue alone. | was made aware of the issue once again when

TSI Kevin Toth addressed the issue with TSA management at DFW, As of this date, | am /]
unaware if the issue has been fixed because | am assigned to DAL, and | am not at DFW. {/

ﬂ( / xJ 7
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW

OR ACTIVITY
Type of Activity: Date and Time:
X Personal Interview August 28, 2008
[ ] Telephone Interview 1:08 p.m.
D Records Review
D Other
Activity or Interview of: Conducted by:
Donald L. Werkstell Special Agent Stacey L. Saunier
Supervisory Transportation Security lnspector Special Agent James Greer
(STSI) - Cargo
Dallas-Fort Worth International Airport (DFW) Location of Interview/Activity:
OI/INVD
DFW Office
Coppell, TX

Subject Matter/Remarks

At the suggestion of Assistant Federal Security Director for Inspections (AFSD-I) Michael McMullen,
STSI Werkstell was interviewed. AFSD-I McMullen indicated that although Werkstell was not a TSI in
the Aviation branch during the timeframe in question, Werkstell shared an office with Wes Crow and -
thus he could have been privy to some of the alleged conversations.

Special Agent James Greer and | introduced and identified ourselves to Werkstell. Werkstell was
advised he was being interviewed as a witness regarding an allegation involving alleged security
issues at DFW. Werkstell was advised that this office was aware that he was not assigned to the
aviation side of the regulatory function, but that since he was assigned to DFW and since he shared
an office with STSI Wes Crow, he was being interviewed to determine whether he had any
information that could assist in the investigation. Werkstell advised he understood.

Werkstell was then advised that the allegation involved management at DFW not requiring the airlines
to fully self inspect in accordance with the security directives. Additionally, Werkstell was advised that
there was alleged to be a potential security issue involving the louvered blinds at seven checkpoints

in the B concourse.

Case Number: Case Title:

1080315 Possible Violation of Security Directive DFW- Regulatory
Revised February 28, 2006
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)
Werkstell stated that he was not sure he could be of any assistance. Werkstell has been on the
cargo side of the office since September 2004. He shared an office with Crow from December 2007
through May 2008; when Crow left.

Regarding aircraft searches, Werkstell advised he had no information to provide. He never overheard
Crow tell anyone not to conduct their inspections in accordance with the security directives.

Werkstell was advised of the “turn a blind eye” e-mail authored by Crow, to which Werkstell stated the
following:

Crow never made a decision without running it through AFSD-I Phil Zaglool. It used to drive
Zaglool crazy how often Crow would call him for advice. He does not believe Crow sent the
“turn a blind eye” e-mail on his own without asking Zaglool for advice.

He is surprised to hear the content of the e-mail.

Due to Werkstell's lack of knowledge regarding the allegations, Werkstell was not asked to
provide a sworn statement.
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW
OR ACTIVITY

Type of Activity: Date and Time:
[ ] Personal Interview September 22, 2008

D Telephone Interview
[Xl Records Review

[ ] other
Activity or Interview of: Conducted by:
Retirement of: Special Agent Stacey L. Saunier
Philip Zaglool
Assistant Federal Security Director for
Inspections (AFSD-I) Location of Interview/Activity:
Dallas-Fort Worth International Airport (DFW) oD
Arlington, VA
Subject Matter/Remarks

Pursuant to my request for the paperwork to support the retirement of AFSD-I Philip Zaglool, Deputy
Special Agent in Charge (DSAIC) Matthew Albence, Dallas Field Office, Office of Inspection,
Inspections and Investigations Division, forwarded the Notification of Personnel Action (SF50). A
review of the SF50 revealed Zaglool retired from the TSA with an effective date of

July 1, 2008.

Attached to this memorandum of activity is a copy of the e-mail from DSAIC Albence along with the
SF50.
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Saunier, Stacey

From: Albence, Matthew

Sent: Monday, Septémber 22,2008 2:28 PM
To: Saunier, Stacey

Subject: FW. Zaglool retirement

Attachments: Zaglool.pdf

att
1); (469) 948-1081
) (214) 918-9940

om: Sanchez, Martha

:nt: Monday, September 22, 2008 10:52 AM -
s Albence, Matthew

ibject: Zaglool retirement

1 behalf of Michael Donnelly — DFW
sre is the SF-50 for Phil Zaglool's retirement.
.anks,

artha Sanchez

iministrative Officer - Acting

iman Resources ,

llas/Ft. Worth International Airport - DFW
0 Airline Drive, Suite 110

ppell, TX 75019

fice: (469) 948-1882

il: (214) 298-4972

x. (972) 745-4369
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U.S. Department of Homeland Security
Arlington, VA 22202
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Sy Administration

Interoffice Memorandum

To: Lee Kair
' Assistant Administrator
Office of Security Operations (OSO)

From: K. David Holmes, Jr.
Assistant Administrato
Office of Inspection (

Pate o1 93 2008

Re:  Whistleblower Disclosure, Office of Special Counsel (OSC) File No. DI-08-1905

On July 18, 2008, the Office of Inspection received a Whistleblower Disclosure allegation
highlighting potential security vulnerabilities due to a lack of consistency regarding air carrier
self inspections and aircraft searches. On July 24, 2008, Deputy Director Chris Santoro, O,
briefed Deputy Assistant Administrator Ray White, OSO, along with General Manager Mel
Carraway and the three area directors (Mark Haught, Gerald Chapman, Jack Shea) on the
issues contained in the OSC referral. Additionally, General Manager Brent Pope,
Compliance, was made aware of the issues on July 23, 2008. Pope was invited to the above
meeting but was unable to attend.

Senior Area Inspector Alan Paterno, Compliance, who has a copy of the incoming complaint,
was assigned to assist our office as a subject matter expert regarding the issues in the
complaint. Paterno was involved in the interview of the whistleblower complainant and to my
knowledge has prepared a report to his supervisor regarding the issues impacting Compliance.

This memorandum is to advise you of the requirements of 5 U.S.C. § 1213(d), which my
office is bound to follow in preparing the response to the OSC. One section of this statute
applies to your functional area; specifically, section (5)(A) states as follows:

(5) A description of any action taken or planned as a result of the investigation, such as:
(A) changes in agency rules, regulations or practices.

Please provide my office with your response by close of business October 31, 2008. If you
need additional information regarding the investigation to assist in your response, please
contact Special Agent Stacey Saunier at 571-227-1727.

www.{sa.gov
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U.S. Department of Homeland Security
Arlington, VA 22202

Transportation
| Security
Administration

Interoffice Memorandum

To:  John Sammon
Assistant Administrator .
Transportation Sector Network Management (TSNM)

From: K. David Ho[mes,
Assistant Administrator
Office of Inspecti

Date:  (CT 2 3 2008

Re:  Whistleblower Disclosure, Office of Special Counsel (OSC) File No. DI-08-1905

On July 18, 2008, the Office of Inspection received a Whistleblower Disclosure allegation
highlighting potential security vulnerabilities due to a lack of consistency regarding air carrier
self inspections and aircraft searches. On July 24, 2008, Deputy Director Chris Santoro, OI,
briefed Deputy Assistant Administrator Ray White, 0SO, along with General Manager Mel
Carraway and the three area directors (Mark Haught, Gerald Chapman, Jack Shea) on the
issues contained in the OSC referral.

Additionally, Branch Chief Steven Jenkins, Principal Security Inspector (PSI) Manager,
Commercial Airlines, TSNM, was made aware of the issues on July 22, 2008. Jenkins
organized a meeting with PSI Robert Glover on July 23, 2008. During this meeting it was
discovered that at least one airline had a search plan that had not been updated since 2003.
The discussion centered on the issue that a 2003 search plan would not address the 2004
change in the security directive, which required the airlines to search air ducts/vents as part of

~ their self inspection.

This memorandum is to advise you of the requirements of 5 U.S.C. § 1213(d), which my
~office is bound to follow in preparing the response to the OSC. One section of this statute
applies to your functional area; specifically, section (5)(A) states as follows:

5) A description of any action taken or planned as a result of the investigation, such as:
p : p g
(A) changes in agency rules, regulations or practices:

~ Please provide my office with your-response by close of business October 31, 2008. If you
need additional information regarding the investigation to assist in your response, please
contact Special Agent Stacey Saunier at 571-227-1727.

www.tsa.gov
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW
- OR ACTIVITY

Type of Activity: ‘ Date and Time:
[ ]Personal Interview October 24, 2008

[ ] Telephone Interview
[X] Records Review

D Other
Activity or Interview of: ' Conducted by:
Retirement of: Special Agent Stacey L. Saunier
Wesley Crow
Supervisory Transportation Security Inspector
(STSI) _ Location of Interview/Activity:
Dallas-Fort Worth International Airport (DFW) oD
' Arlington, VA
Subject Matter/Remarks

Pursuant to a second request for the paperwork to support the retirement of STSI Crow, on this date
the Notification of Personnel Action (SF50) was received from Martha Sanchez, Human Resources,
DFW. A review of the SF50 revealed Crow retired from the TSA with an effective date of August 29,

2008.

Attached to this memorandum of activity are copies of the following:

» E-mail received September 19, 2008, from Assistant Federal Security for Operations (AFSD-OPs)
Michael Donnelly, advising that STSI Crow had applied for retirement

» E-mail from me to Donnelly requesting the official paperwork to support the retirement request.

« E-mail received September 22, 2008, from Deputy Special Agent in Charge Matthew Albence,
DFW, forwarding information obtained from TSA HR Services, advising that Crow requested his
retirement be effective August 29, 2008. A

s E-mail from Martha Sanchez, Human Resources, DFW, dated October 24, 2008, with attached

SF50.

Case Number: Case Title:
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Saunier, Stacey

From: Donnelly, Michael <AFSD>

Sent: Friday, September 19, 2008 10:51 AM
To: Sanchez, Martha

Ce: Saunier, Stacey; Albence, Matthew
Subject: FW: Crow Retirement

Martha,

Can you please request the document from HQ showing Zaglool and Crow retired and email to
Matt Albence. Thx

Michael S. Donnelly

Assistant Federal Security Director
Department of Homeland Security
Transportation Security Agency
Dallas/Fort Worth International Airport
469.948.1823 (office)

From: Saunier, Stacey

Sent: Friday, September 19, 2008 9:37 AM
To: Donnelly, Michael <AFSD>

Cc: Albence, Matthew

Subject: Re: Crow Retirement

Thanks Mike,

That is good news. I will need the final paperwork on Crow's and Zaglool's
retirement/resignation. I will ask Matt to pick those up and send them to me.

Hope all is well.

Stacey

Stacey Saunier
Specail Agent-TSA
202-841-5068

vvvvv Original Message -----
From: Donnelly, Michael <AFSD>
To: Saunier, Stacey.

Cc: Albence, Matthew




Sent: Fri Sep 19 10:16:26 2008
Subject: FW: Crow Retirement

Stacey,

I meant to send this to you earlier in the week. Please let me know if you have any questions.

Michael 5. Donnelly

Assistant Federal Security Director
Department of Homeland Security
Transportation Security Agency
Dallas/Fort Worth International Airport

469.948.1823 (office)

From: Sanchez, Martha
Sent: Monday, September 15, 2008 8:17 AM

To: McDevitt, Diane M. <TSA OCC»
Cc: Donnelly, Michael <AFSD>; Holmstrup, Mark; McMullen, Michael <AFSD>

Subject: Crow

Diane,

I just confirmed with TSA HR Services that Wes applied for retirement effective 08/29/08,

Thanks,



Martha Sanchez

Administrative Officer - Acting

Human Resources

Dallas/Ft. Worth International Airport - DFW
510 Airline Drive, Suite 110

Coppell, TX 75019

Offic}e: (469) 948-1882

Cell: (214-) 298-4972

Fax: (972) 745-4369




saunier, Stacey

rom: Albence, Matthew

sent:  Monday, September 22, 2008 11:46 AM
fo: Saunier‘, Stacey

subject: FW: Crow retirement

i

it
) (469) 948-1081
i (214) 818-9940

ym: Sanchez, Martha

nt: Monday, September 22, 2008 10:44 AM
: Albence, Matthew

: Donnelly, Michael <AFSD>

bject: Crow retirement

behalf of Michael Donnelly - DFW

s is the only information | could get on Wesley Crow's retirement. Although it has not been processed they will make it effective
. date that Mr. Crow requested. See message below from specialist assigned to his case.

anks,

rtha Sanchez

ministrative Officer - Acting

man Resources

llas/Ft. Worth International Airport - DFW
) Airline Drive, Suite 110

ppell, TX 75019

ice: (469) 948-1882

Il (214) 298-4972

X.  (972) 745-4369

s raquel.walter@accenture.com [mailto:raquel.walter@accenture.com]
nt: Monday, September 15, 2008 7:52 AM

: Sanchez, Martha

bject: RE: Can you help me

Martha ~

29/2008 was his retirement date on his application.

quel Torres Walter

Benefits Specialist

A HR Services _

351 Freedom Drive Suite 900

ston, VA 20190

one: (703) 947-1489

: (703) 947-7872

opleLine: (866) 274-6438

ail: Raguel. Walter@accenture.com
I RAQWALS55




saunier, Stacey

Frdm: Sanchez, Martha

Sent: Friday, O_ctober 24,2008 3:26 PM
To: Saunier, Stacey

Subject: SF 50

fttachments: SF 50 Crow.pdf

T your request.

irtha Sanchez

iman Resources

»del Workplace Coordinator

Wllas/Ft. Worth International Airport - DFW
0 Airline Drive, Suite 110

ppell, TX 75019

fice: (469) 948-1682

Ml (214) 298-4972

x: (972) 745-4369




Etanidard Form 50

R — NOTIFICATION OF PERSONNEL ACTION

FPHM Bopp. 19613, Bubch. 4
1. Name (L.ast, Pirst, Middte) 2, Secial Security Number {3, Date of Birth 4. Bifertive Dntx
CROW, WESLEY W 88/29/68
FIRST ACTION SECOND'ACTION
§-A, Code §~H. Natare of Actian 6~A. Code 6~B. Nuture of Actlon
302 RETIREMENT VOLUNTARY
5L, Code 5-D. Legal Authority 6~C. Code 6~D. Lagul Authority
SOM 5U.8.C.8336
58, Code 5~F, Legal Anthority - §~E. Code R, Lagal Autharity
7. FROM; Positian Tile snd Numsber 15, TO: Position Title and Number
SUPVY TRANSP SECUR INSPR (AVIATION)
90212828 620043
K Py Plan (9. Oce. Code  [10. Gradeflevel |11, Stop/ate |12, Tots) Sadury 13, PoyBash 16, Pay Plan | 17, Oee. Code |18 Gradelovel  [19.StepRate |20, Total Salary/Award |11, Puy s
sv | oasi 10 08 119,04.00 PA _
1A, Bosic Pay 128, Loeslity Ad). 126, Adf. Besie Fay 11D, Other Pay 20A. Besle Pay 208, Locstity AdL 186, Adj. Basie Pay 2603, Other Pry
104,298.08 18,796.00 ' 119,084,080 80 E L0
14, Namie sid Losation of Position’s Organtmtion 22, Neme and Location of Position's Orgarization
TRANSPORTATION SECURITY ADMINISTRATION
Security Operations
CENTRAL AREA .
DFW - Daling/Fort Worth Intern
HS TAS905204200000080 PP 20 2008
Zi.!gt;nn Preference . . 24. Tenure 28, Agency Use |26, Yetorans Prefarence for RIF
-~ Bone - ankllity 4= Jo-Palniiiber - Nagn 2~ Cowditinaal Y
' ] ;'~::Nm i» :::::gnp‘c% A= Hr-PaleCampeassiie/ 0% i | -Formsaanl 3 -":;lli- l . YES No
27, FEGLE . 28. Annsitant Bndicator 19, Pay Rate Daterminant
oi | 9 | NOT APPLICABLE 0
30, Retirement Plan 38, Service Comp. Dete (Loave) | 32, Work Sehadule 33, Payt-~Time Hours Per
. Biweeldy
- s 12014/77 ¥ l FULL TIME _ Biveckty
34, Position Occupled 35, FLSA Category 36, Appropriation Code 7, Rurgatning Unit Status
| - Crempeditive Bayvive 3~ %8 Gonwral E~
L Ly o O — E N*"'::m ) ‘3388
38, Dusy Station Cods 39, Duny Ssntion {City — County ~ Stase or Oversens Locutton) )
48-2450-439 ’ . FORT WORTH TARRANT TX
40, Agency Duta { 41. &1 ! 4, 44.
i
45, Remarks
FORWARDING ADDRESS=
LUMP-SUM PAYMENT TO BE MADE FOR ANY UNUSED ANNUAL LEAVE.
REASON FOR RETIREMENT: TO OBTAIN RETIREMENT BENEFITS
46, Employing Department or Agency 50, Sigustare/Authenticating and Title of Approving Offictal
HOMELAND SECURITY ] SANDRA J. SHERMAN
47, Agescy Code 4B. Personsel Office ID 49, Appraval Date PROGRAM MANAGER
HS BC ) 1598 101308 )
5-Part 50316 Editions Prior to 7/91 Are Not Usable After 6/30/93

" NSN 7540—-01-333-6138
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SENSITIVE SECURITY INFORMATION

aar MEMORANDUM OF INTERVIEW
\j‘)‘ OR ACTIVITY
Type of Activity: Date and Time:
[ ] Personal Interview October 29, 2008
X Telephone Interview : 3:14 p.m.
D Records Review
[] other
Activity or Interview of: Conducted by:
Gregory Gayden Special Agent Stacey L. Saunier

Transportation Security Inspector (TSI)
Dallas-Fort Worth International Airport (DFW)

Location of Interview/Activity:

oD
Arlington, VA

Subject Matter/Remarks

On this date TSI Gregory Gayden was contacted for the purpose of interviewing him regarding the
issues reported to the U.S. Office of Special Counsel (OSC). TSI Gayden was not available to be
interviewed during the August 2008 visit as he was in Denver assisting with the Democratic National

Convention.

| introduced and identified myself to Gayden and advised | needed to interview him regarding the
security vulnerabilities reported to the OSC as a result of an e-mail that DFWV Inspections
management sent to a TSI at DFW. [ also explained that | needed to ask Gayden some questions
regarding the security vulnerability created by the louvered blinds that were located at seven
checkpoints in the B terminal at DFW.

Gayden advised that he had just taken pictures of the seven checkpoints as a follow-up to his
inspection of the airport. Gayden explained that he would send me the photographs showing that five
of the checkpoints have had fixed walls erected; one check point has doors and a fixed wall; and one
checkpoint is being used 16 hours a day and a guard is posted at the checkpoint during the other

eight hours.

Gayden advised he would forward the pictureé to me. Attached to this memorandum of interview is
the e-mail with the seven pictures. : :

Case Number: Case Title:

1080315 Possible Violation of Security Directive DFW- Regulatory
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raunier, Stacey

‘rom: Gayden, Gregory

sent: Wednesday, October 29, 2008 3:27 PM
To: Saunier, Stacey

subject: DFW Terminal B Louvers

\ttachments: B19 October 29, 2008.jpg; B23 October 28, 2008.jpg; B27 October 29, 2008.jpg; B25 October 29, 2008 jpg;
B30 October 29, 2008.jpg; B35 October 29, 2008.jpg; B17 October 29, 2008 jpg

ase are the photos | took this morning. The louvers at 17, 19, 23, 25 and | think also 27 were only about 6 feet off the ground.
act, | am tall enough that | passed items through two of these and could have done the same at others. The louvers have been
laced by solid walls at all checkpoints except for B19. This is operated by TSA for 16 hours a day, the other 8, DFW keeps a

ard there, during the night.

is an abandoned checkpoint, and was a few feet higher off the ground. :
is a current checkpoint and it is a mess, they put a roll down gate there, got the wrong kind and then added these awkward
ars. But, its secured. '

is across from a BBQ restaurant, and is just an empty area.

is an abandoned checkpoint. :

is an abandoned checkpoint.

is an active checkpoint with louvers intact.

is an abandoned checkpoint, now a seating area for Subway sandwiches.

pe this helps.

2g Gayden

insportation Security Inspector (Aviation)
Hartment of Homeland Security

las Ft. Worth International Airport

ice 469.948.1877

bile 972.467.9175

gory.gayden@dhs. gov
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW
OR ACTIVITY

Type of Activity:.
D Personal Intervisw

Date and Time:
October 30, 2008

Telephone Interview 8:30 a.m.
[ Records Review
D Other
Activity or interview of; Conducted by:
Gregory Gayden Special Agent Stacey L. Saunier

Transportation Security Inspector (TSI)
Dallas-Fort Worth international Airport (DFW)

Location of Interview/Activity:

OImD
| Arlington, VA

Subject Matter/Remarks

On this date TSI Gregory Gayden was contacted to follow-up with an interview after a brief discussion
regarding the louvered blinds and receiving the pictures the previous day. Gayden was not
interviewed the previous day due to his work schedule and an unscheduled meeting | was requested

{0 atiend.

Gayden was advised he was being interviewed as a witness regarding an allegation involving alleged
security issues at DFW. Specifically, Gayden was advised that the allegation involved management
at DFW not requiring the airlines to fully self inspect in accordance with the security directives.
Additionally, Gayden was advised that there was alleged to be a potential security issue involving the
louvered blinds at seven checkpoints in the B concourse. Gayden advised he understood. Gayden
provided the foliowing background information:

He started his federal government career with the Transportation Security Administration
(TSA) as a lead transportation security officer at DFW on September 29, 2002. He transferred

o the TSI position in April 2005.

Regarding the issue of aircraft searches as they relate to
Gayden was asked whether he has always required airlines that were assigned
Gayden advised as follows:

to him to search

Case Number: EREI Caw Tme

§ 1080315 ‘ i h Poss ble meatson of Security Directive DFW- Regulatory
Revised February 28, 2008
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)
He currently is assigned to Airport inspections and has only one airiine assigned fo himF
Prior to having the responsibility of Airport inspections, he had other aiflines assigned to him.

He has always required his assigned airlines to search

he currenth

There was a period of time, after receiving an e-mail authored by Supervisory Transportation

resigned), he did not require his assigned airlines to search

When he conducted his inspsctions, it was as if the
look at them because of the direction given in the e-mail written by STSI Crow.

Security Inspector (STSI) Wes Crow, when he did not require his assigned airlines fo search

h From the time he received the “turn a blind eye" e-mail to very

recently (after STSI Crow and Assistant Federal Security Director for ins ections Phil Zaglool
Regarding the louvered blinds located at seven checkpoints in Terminal B, Gayden advised he was
aware of the vulnarability these louvered blinds caused. Gayden provided the following information

regarding the louvered blinds:

He was involved in an inspection of the airport back in 2005, and was there when TSI Kevin
Toth advised STSI Crow of the vulnerability caused by the blinds. He is 6’3" and he can reach
up and place his hand through the blinds. When Crow arrived at the checkpoint, he was
smiling as if he already knew what we were going to say regarding the blinds. Toth fold Crow
about the vulnerability and Crow replied by advising that the blinds had been there for years

and that the airport will not do anything about the blinds.

As of October 29, 2008, the airport has addressed all of the seven checkpoints: five have solid
walls, one has doors and a wall, and one is being used 16 hours per day and the other eight
hours there is a guard posted at the checkpoint. He plans to verify that the guard is being
nosted in the off-hours, and then he will close out this vulnerability in PARIS.

The number of the checkpoints can be confusing. On the public side they are one number,
and sometimes the number is different when you are on the sierile side.

in summary, Gayden did receive the “turn a blind eye” e-mail, which was forwarded to himby TSI
Kevin Toth. Gayden believes that the “turn a blind eye” e-mail was in fact telling him to overlook the
requirements of the security directives and/or emergency amendments as they related to aircraft
searches. Gayden did not require the airlines to conduct the searches regarding the

from mid-April 2006 through mid-May 2008, when DFW appointed new management in the

- Case Number; T Case Title:
1080315 ' Possible Violation of Security Directive DFW- Regulatory
Revised February 28, 2008 ' ‘
SENSITIVE SECURITY INFORMATION/FOR OFFICIAL USE ONLY
WARNING: THIS DOCUMENT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CFR PART 1820, NQ
: W ED FR 4520, EX WITH

PART, & DEFINE

4 ORIZED RELEADZ N
GOVERNEDBY & U.8.C 852




SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

%nsiecﬁcnns function. Gaiden is currently requiring the airlines to search

Gayden forwarded pictures he took today from the public side of the checkpoint, which are attached
to this memorandum of interview.

. Cass Numbser ’ Case Title:
f 1080315 Possible Violation of Security Directive DFW- Regulatory
Revised February 28, 2006 : ‘
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Saunier, Stacey

From: Gayden, Gregory

Sent: Thursday, October 30, 2008 2:258 PM
To: Saunier, Stacey |
Subject: DFW Terminal B Picturas

Attachments: B35 October 30, 2008 Front.jpg; B17 October 30, 2008 Front.jog; B19 October 30, 2008 Front.jpg; B21
October 30, 2008 Front jpg; B23 October 30, 2008 Front.jpg; 827 October 30, 2008 Front.jpy; B30 October 30,

2008 Front.jpg

Here are the pictures | took today from the public side of the checkpoints. Hope this helps.

Sreg Gayden

Transportation Security Inspector {Aviation)
Department of Homeland Security

Jallas Ft. Worth international Airport
Dffice 469,948,1877

Viobile 972.467.9175

regory. gayden®@dhs. goy
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SENSITIVE SECURITY INFORMATICON

N@ | MEMORANDUM OF INTERVIEW
2 | OR ACTIVITY
Type of Acﬁvity: Date and Time:

[_] Personal Interview October 31, 2008

D Telephone Interview
D Records Review

@ Other

Activity or Interview of; Conducted by:
Review of all interviews and statements provided Special Agent Stacey L. Saunier

by the Transportation Security Inspectors (TSls)
at Dallas-Fort Worth International Alrport (DFW)

Location of Interview/Activity:

OWiib
Arlington, VA

Subject Matter/Remarks
A review of all of the interviews and statements provided by the TSIs at DFW was conducted.

Attached to this memorandum of activity is a table showing the answers to the pertinent questions
regarding whether the TSls:

¢ Received the “turn a blind eye” e-mail.
s Required their assigned air carriers to search —

. Case Number: Gase Title:

| 1080315 | Possible Violation of Security Directive DFW- Regulatory
“Revised Fabruary 28, 2008

SENSITIVE SECURITY INFORMATION/FOR OFFICIAL USE ONLY
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- ISSUE KT | AL | SC| AS | "AD [ BM [ DB [JB| JW RS EL GG
Have you seen or received the “tumn a Y Y N Y N N N Y| N N N \e
blind eye” e-mail? .
Did you follow the direction of STS| Y Y N/A Y N/A N/A T N/A L N I NJA T NJA N/A Yo
Crow (contained in the e-mail) and NOT | 2006- | 2006- 20086- 2006
require your assigned air carrier(s) to 2008 | 2008 2008 2004
properly perform the self inspection
_regarding the _ , :
Did you follow the direction of STS| N Y N/A Y N/A, N/A | NA | N | NVATNA N/A N
Crow (contained in the e-mail) and NOT 2006- 2006- :
require your air carrier(s) to properly 2008 2008
perform the self inspection regardine
0 you currently require your assi Y Y Y Y Y Y Y [ Y| Y | = **
air carriers to se ,
ave you always requi " gcai N N Y N Y Y Y | Y| Y Y N
air carfiers tg search email | email email Zaglool
E: no, why's | did not
, want to
see the
issues
in
| PARIS |
Do you currently require yo Y Y Y Y Y Y Y | Y| Y | = Y Y
airlines to searc ,

_m<m you always required your assigned | Y N | Y N N Y | Y [ Y[ Y [Y N Yo
air carriers to mmmwnvt e

| email email | Poor Zaglool

;l—x not, why? training (above)
Crow
was

mentor




LEGEND

KT = Kevin Toth, TSI — Aviation, DFW — did not require search lmamcwm of the e-mail from

Crow.

AL = Angela Lowry, TS| — Aviation, DFW — did not require mmm_‘oimom:m@ of the m :

mail from Crow.

SC = Stephanie Qmmmsm, TSI — Aviation, DFW

AS = Arnulfo Salinas, TSI~ Aviation, DFW  did not require search o S

mail from Crow.

AD = Aaron Dietz, TS| — Aviation, DFW — did not requi
th

Also, In his position as Acting S € has spoken with a couple of the Principal

Security Inspectors (PSls ) at Headquarters and ha jved differing opinions o
the issues over the need to mmmaw! A :

ecause of poor training and being told

BM = Ben Mendoza, TSI — Aviation, DFW
DB = Dennis Bonewitz, TSI - Aviation, DFW
JB = Jerisa Baptist, TS| — Aviation, DFW
JM = James Martin, TSI fbimzomu DFW

RS = Rick Strickland, TSI — *Cargo, DFW

EL = Efraim Longoria, TSI -~ *Cargo His mentor when he started was Wes Crow &
, {Dallas-Love Field) Crow told him eed to require his assigned air carriers to search I

gloottold him he was tired of Longoria bringing issues to his
Zaglool told him to let the issues regarding the

oria was a Id lose his job if he e I1ssues forward.

I

rest;

ik

- On cargo aircraft, there are
*** - on cargo aircraft,
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SENSITIVE SECURITY INFORMATION

,;;;ﬁ ~ MEMORANDUM OF INTERVIEW
A OR ACTIVITY

| Type of Activity: Date and Tima:
[ Personal Interview November 3, 2008

D Telephone Interview
E} Records Review

X other ‘
. Activity or Interview of: Conducted by:
Receipt of Memorandum from Special Agent Stacey L. Saunier

Assistant Administrator Lee Lair
Security Operations

Transportation Security Administration Location of Interview/Activity:
OiD
Arlington, VA

Subject Matter/Remarks

Pursuant to a request from Assistant Administrator K. David Holmes, Office of Inspection, Assistant
Administrator Lee Kair provided the attached memorandum.

| Case Number: Case Title: !

| 1080315 : Possible Vlgiation of Security Directive DFW- Regulatory
“Revised February 28, 2006
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SENSITIVE SECURITY INFORMATION

LS, Department of Homeland Security
601 8. 12th Street
Arlington, VA 22202

Rew, Transportation
=g Secunty

November 3, 2008
Administration

INFORMATION

MEMORANDUM FOR: K. David Holmes, Jr.
Assistant Administrator
Office of Inspection (OI)

FROM: Lee R, Kair
Assistant Administrator
Security Operations

SUBJECT: Compliance Programs Recommendations as a Result of
Concerns at DFW

This memorandum conveys correspondence concerning actions taken by the Office of
Security Operations, Compliance Programs, to address the concerns that were raised by
TSI Kevin Toth through the Office of Special Counsel.

Following the receipt of these allegations, The Office of Security Operations, Compliance
Programs, joined special agents from the Office of Inspections in order to offer technical
support regarding the investigation of this matter. The basis for the allegations concerned
the degree to which aircraft cabins are searched.

Several actions were taken by OSO Compliance Programs in response to this matter
including revisions to procedures and aircraft operator-approved security programs,
additional enforcement actions (strikes), and development of additional training.
Moreover, OSO and TSNM will collaborate on a joint effort to identify and implement

appropriate procedural and program changes.

OSSO Compliance Programs has already taken steps to ensure consistent oversight of the
inspection requirements and will encourage field inspectors to avail themselves of
communications channels to raise comments and concerns regarding program policy and

interpretation.

SENSITIVE SECURITY INFORMATION

WARNING: THIS RECORD CONTAING SENSITIVE SECURITY INFORMATION THAT 1S CONTROLLED UNDER 48 CF.R, PARTE 15 AND 1520,
NQ PART Cée- Twa R_CQRD MAV BE DISCLOSED TO ”:Ram’is WATHOUT A "NEED TO KNOW," AS DEFINEDIN 48 CF.R PARTS 15.8MD .




SENSITIVE SECU 1 Tk

U8, Department of Homeland Seeurity
601 South 127 Strect
Artington, VA 22202

» Transportation
k) Security

November 3, 2008 7 Administration

INFORMATION

MEMORANDUM FOR:  Pete Garcia, General Manager (Acting) i
Office of Security Operations — Compliance Programs : |

 THROUGH: Joseph Kris, Assistant General Manager , |
Compliance Programs - Domestic Aviation

FROM: Alan C, Paterno, Eastern Area Inspector
Compliance Programs - Domestic Aviation

SUBJECT: Compliance Programs Support During the Office of Inspection
: Whistle Blower Investigation in Dallas Fort Worth Airport (DFW)

Purpose:

The Office of Inspections (OT) requested subject matter support regarding matters of aviation
security requirements in connection with their investigation of allegations made by
Transportation Security Inspector (TSI) Kevin Toth under the Whistle Blower Protection Act.
The subject matter was provided to Special Agent (SA) Stacey Saunier on matters of technical
security regulation and to ensure coordination with TSA HQ OSO-Compliance Programs in the
event national impact program issues requiring program adjustment were disclosed during the

investigation.
Background:
On April 19, 2006, Supervisory TSI Wes Crow (STSI Crow) held a meeting where instructions

were given to a portion of the TSI-Aviation staff that had raised some concern about how to
inspect aircraft cabins. On April 20, 2006, TSI Toth sent an email asking for clarification on

aircraft camn T oT CIOW Tespontes e
eye” and “not to make this an intense point of observation” (see attachment #l) At some point
during June 2008, TSI Toth reported to the U.S. Office of Special Counsel (OSC) the security
Vulnerabﬂm implied by this email. The OSC sent a letter the Secretary Chertoff on July 2, 2008
outlining the allegations and charbmg the Secretary to investigate and report the findings to the
OSC, who may report the findings to the President and the appropriate oversight committees in

the Senate or House of Representatives. (See attachment #2)
ENéiTI SECURITY INFORMATION

WARM NG: THIS RECORD CONTAING SENS!TNE SEC%JR}TY !MFORMAT ON-TRAT IS GM’ROL«_E.’.} UNDER 4¢ C.F.R. PARTS 18 AND MZG NO PART
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SENSITIVE SECURITY INFORMATION

Discussion:

On July 28, 2008, SA Stacey Saunier and SA Tony Delano of the TSA OI conducted their
interview with TSI Toth. Subject Matter Expert Alan Paterno was present for the interview.
TSI Toth expressed concern over the manner in which aircraft operators search

TSI Toth indicated that he requires his assigned aircraft operators|
in the cabin. TSI Toth offered that he is the only

one enforcing the correct measures and alleged this violation goes beyond DFW and expanded
his allegation to a national level. He stated that he has boarded other aircraft that arrive after

being searched

It was brought to the attention of TSI Toth that aircraft operators|
to search the cabin
TSI Toth expressed the opinion that the atrcraft operators are falsifying their search sheets, bu
he did not offer evidence to support his industry-wide claim. Additionally, other TSIs at DFW
who were interviewed stated that their assigned carriers were “in compliance” with the search
requirements of the Aircraft Operator Standard Security Program (AOSSP). TSI Toth also
addressed a structural vulnerability in the DFW terminal that will allow for prohibited item to be
passed from the public area to the sterile area. This vulnerability has been acknowledged by the
airport and is currently being addressed with the local Federal Security Director.

Action Taken/Planned:

OSO-Compliance Programs, Domestic Aviation, understands that consistent interpretation and
application of security rules by the field work force is an essential element in obtaining industry
compliance. To reinforce this principle, OSO Compliance Programs has taken or will take the
following actions:

¢ Lzmmng inspection approval authority to only those AFSD-Is and the Supervisory TSIs
in the field

s Selection of a submission to the Idea Factory to serve as the basis for initiating an On-line
Learning Center training video focused on cabin search requirements (currently under
development)

e Creation of a Foreign Air Carrier at & Domestic Port Special Emphasis Inspection (SEI)
focused on cabin search requirements that can be adopted for domestic carriers. It is
included in the SEI protocols for the FY(09 Regulatory Activities Plan and has been
posted to SharePoint for National use

e Conveying its recommendations for revisions to the program language in the AOSS? and

: ~ Model Security Program (MSP) related to cabin searches to TSNM ’

e  Collaborating with TSNM in identifying appropnate modifications and updates o
industry search plans

s Proposing the formation of a working group that will include members from OSO
Compliance Programs, the Office of Transportation Sector Network Management
(TSNM), and the Office of Global Strategies (OGS) to meet, discuss, and evaluate

SENSITIVE SECURITY INFORMATION
WARKING: T"'!fS RECGRC‘ {IQN"TANS SE&S{TW: SECJRWY Wr‘{)RMAT!DN ‘fH)‘i"' 18 CONTROLLED UNDER 48 CFR. PARTS 18 AND 1820, NO PARY
 BARTE B AND Y AIPTH
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proposals for program revisions and updates to search plans and identify appropriate
areas for special emphasis inspection

¢ Expand communications channels between HQ and the field inspector cadre by
encouraging the use of the established e-mail address OSOINSOP@dhs.gov, which is
available to inspectors for the purpose of elevating their comments and concerns
regarding program policy and interpretations

Additionally, the Federal Security Director at DFW will determine what actions are necessary
regarding Mr. Wes Crow following his e-mail communications with Mr, Kevin Toth (attached)

as detailed in this case.

Attachments:
Email from STSI Wes Crow to TSI TOTH dated April 20, 2006
Copy of letter from OSC to Honorable Michael Chertoff dated July 2, 2008

Copy of SME memo to Compliance Programs

SENSITIVE SECURITY INFORMATION

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT 18 CONTROLLED UNDER 48 C.F R PARTSE 16 AND 1520. NO PART
OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A "NEED TO KNOW," AS DEFINED IN 49 C.F R, PARTS 15 AND 1520, EXCEFT VWTH
THE WR%TT’?& PERMISSION OF THE ASP&!M}STM’OF{ OF THE YRANEPORTATION SBECURITY ADM!MSTRA"’ION OR THE SECRETARY OF :
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-—(Criginal Message--—
" Frany Crow, Wes
Sents Thursday, Aprl 20, 2006 8:10 AM
T Toth, Kevin
Cor Zaglool, Phillp
Subject? RE:
Importance; High

Kevin,

Sometimes wisdom is knowing when to fum a blind eye! The air carriers are expected fo
comply with the SD's & EA’s, That's it! I'm sure that if the ASI's don’t make the issue a
point of infense observation neither will the eir carriers. Let’s give HQ's some breathing
room on this issue and see if they offect any changes. In a mounth or so we can give Steve
7. a call and see what has come of 1hs subject. We nieed to let this topio take a rest!

Wes W Crow
Aviation Seeurity Supervisar
O ffice 469-048-1813
Cell 214-952-5362

L

-—(riginal Message--—

From: Toth, Kevin

Sartb: Thursday, April 20, 2006 7:28 AM
Tort Crow, Wes

Subject:

Wes, based on convarsations yesterday, | want fo make sure that | hav
how we ara going to view the Interior search of alreraft. As it pedains

s

| kow thal this was discussed; however | am
isposition. , ‘ . ~

Please advise. 1 know that you put out an eaier message, how ever thls addressed the
enforcermnent lssues, and sinca fhis guidance no enforcemant actions have been initiated. How

ars we o yecord olr inspections in PARIS?

not surs about the final

Kevin €, Toth

DFW Intemations] Afrport

Coppell, TX ;

Offige: (469) 948-1873 -
Cell:  (214) 952.6165 : '

kevintoth@dhs.gov -
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July 2, 2008 =2 =

The Bpoclal Cownssl ) é FS
The Honorable Michael Chemff ™~ 2
Storetary i
U.S. Department of Homeland Seour ty <
245 Murray Drive, S.W., Building 410 s g

o
W

Washington, D.C, 20528

Re; OSC File No, DI-08-1905.

Dear Mr. Secretary;

Pursuapt to my responsibilities as Special Counsel, [ am referring to you a whistleblower
disclosure that employses are instructed to ignore insufficient self-inspections by aircraft
opérators at the Department of Homeland Securty, Transportation Security Administration
(TSA), Dallas Fort Worth International Airport (DFW), Office of Inspections (OT), Coppell,
Texas. The management philosophy at TSA Ol at f‘oppeii is reflected in g supervisory official’s
e-mail 1o the thﬂeblawm' “IsJometitnes wisdom is knowing when to turn a blind eye!”' The

whistleblower, Transportation Security Ingpector (TST) Kevin Toth, alleges that TSA. -

rranagernent expressly directed TSA inspectors to disregard security policies by not requiring -
airoraft operators to searcmfor probibited iterns.
M. Toth also alleges that the venetian olinds located outsids seven gates in Terminal B at DFW

axs susceptible to having prohibited liems passed through them into the sterile area. Mr. Toth,
who has consented 1o the refease of his name, alleges that managsment’s actions to frpede
aversight over the airlines’ self-inspections je:opardzm public safety as well as violate a Security
Directive, the Airoraft Operator Standard Security Program, and an Emergency Amendment
issued to foreiga aircraft operators. Accordingly, I am referring this Information to you for an
investigation of these aﬁ&gauons and & report of your findings.

The U.S. Office of Special Counse] (OSC) is zuthorized by law to receive disclosures of
information from federal employess ulleging violations of law, tule, or regulstion, gross
mismanagensent, gross waste of funds, an abuse of authority, or a substantial and specific danger
to public health or safety. §U.S.C. § 1213(a) and (h), As Special Counsel, if I find, on the basis
of the information disclosed, that there is a substantial likelihood thet one of thess conditions
exists, [ am required to adww the appropriate agency head of my findings, and the agency hesd
is required to conduct an mves&ganm of ﬁzz &.Iegmons and prapam areport. 5 US.C.
§1213(¢) and (g) T Il i S -

! April 20, 2006, s-mail from Aviadon Seelrity Supervisor Weg Crow to ”fmr@or‘twm Security Inspestor Kevia
Totk and Assistant ch;mi Scwmy Diirasstor *‘ar Ensm ctions Wrs ‘ap Z&g}mi ,
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The Honorable Michael Chertoff
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Specifically, Mr. Toth alleges that on April 19, 2006, Aviation Security Supervisor Wes
Crow and Assistant Federal Security Oirector for Ingpections Philip Zagloo] instructed TSA
inspectors to overlook airlines’ failures to searc

g ik Lo I 1 C et St
gcsc nstructions, & ! Q& &-maile! H! !!row on !p!ll 20, !gg! to oog!‘m the accuracy of

ihese nstructions, because Mr. Toth believed they contradicted agency directives, A copy of the
e-mail corraspondences is attached. Mr, Crow replied prompfly %o the e-madl, scknowledged the
acearacy of the instructions, and carbon copied Mr. Zaglool on the message, Mr. Crow’s
message gtated in its entirety:

Kevin,

Sometimes wisdorn is knowing when to tum a blind eye! The air
carriers are expected tu comply with the SD's [Secuirity Directives]
& BA’s [Emergency Amendments], fhm‘,’s it! I'm sure that if the
AST’s [Aviation Security Inspectors]® don’t make the fssue a point
of tutense observation neither will the alr carriers, Let's give HQ’s
some bmaﬂung room on this Issue and see if they affect any
chariges. In a month or so we can give Steve J. [Steve Ionkms} a
call and see what has come of the subject. We need to let this topic

take a rest!

M. Toth received no subsequent clanfication from either Mr. Crow or Mr, Zaglool onthe 7

inspection policies, Mr. Toth is also vnaware of any follow-up with Mr, Jenking or any other ©
individuals in headquarters on this issue,

2 »‘mzmcm ;ze,umy Tngpectors ars row known as Tmnsmortamcn Security Inspectors. -
! Stave Jenkins is Branch Chisf, Commercial Airfines Sector, Office of Transportation Sector Nwwm

Mmagammt Transportation Security Administration,
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o T s o
T8Is follow Mr. Crow and Mr, Zaglool's instructions and da not require air carreers 1o conduct

such searches. Mr, Toth has faced documented resistancs from air carriers after he requested

- . :
M. ot via 22l on Mey 23, 2008, az}’?m 2ot part o2 spprove
aircraft search program and it ba al ging Its procadures. Mr. Williams

directed Mr. Toth to contac e Prineipal Seourity Inspector (PST) if he disagreed
PSI, Dan Glover, TSA Headquarters,

Mr. Toth suggested

Additiopal guidance contained in an Angust 19, "’004 Omm&anal Procedures and
Inspection Guidance: Security Directive(s); 1544-01-10, tes, specifically extended the

requirement

M. Toth relies on Mr. Crow and Mr. Zaglool's
instructions as his basis for this omission even though ke believes they are required to be
sesrched.

Next, Mr. Toth alleged that a vulnerability to airport safety exists outside of gates B17,
B19, B22, B24,B27, B33, and B35 in Terminal B by which members of the public may pass
prohibited items to passengers in the sterile area. The public areas are separated from the sterile
areas by a locked door or wall. The venetian blinds are Jocated dzmc&y above the locked doors
and walls and proceed at a 45 degree :mgle slanted towards the public side. Copies of
photographs showing the bllads at two such gates ars enclosed. Mr. Toth explained that
members of the public may readily access the public side of this division and passengers, who
have passed through the security checlkpoint, may reach the sterile side of this division."The
individual blinds may be separated 1o allow fn ftem over twelve inches wide to pass through the
blinds, While he has never seen any items paswd through in this menner, Mr, Toth explained
thai* ﬁ]&rﬁ is no seourity mechaniso in place to prevent this type of occurrence,

I have ooncluded that there is n substantial likelihood that the information Mr, Toth
provided to OSC discloses a violation of Iaw, rule, of regulation and a substantial and specific
danger 10 pubuc saf&fv As prf*vmusfx stated, Tam mrsmm:f ths marmman fo you for an :
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investigation of Mr. Toth’s allegations and a report of your ﬁndmgs within 60 days of your
receipt of this letter. By law, the report must be reviewed and signed by you personally. Should
you delegate your euthority to review and sign the report to the Inspector General, or any other
official, the delegation must be specifically stated and must include the authority to take the
actions necessary under 5 U,8.C. § 1213(d)(5). Without this information, I would hasten to add
that the report may be found deficient, The requirements of the report are set forth at 5 U.S.C,

§ 1213(c) and (d). A summary of § 1213(d) is enclosed, As a matter of policy, OSC also
requires that your investigators intersiew the whistleblower as part of the agency investigation
whenever the whistleblower consents to the disclosure of bis or her name.

In the event it is not possible 10 report on the matter within the 60-day time limit under
the statute, you may requsst in writing an extension of tire not fo exceed 60 days. Please be
advised thatan extension of time is normally uot granted automatically, but only upon a shawing
of good causs, Accordingly, in the written request for an extension of time, please state
specifically the reasons the additional thme is needed. Any addmonal tequests for an extansion

of ‘ttmc must be personally approved by me.

After making the determinations required by 3 U.S.C, § 1213(e)(2), copies of the report,
along with any commerts on the report from the petson making the disclosure and any
comments or recommendations by this office, will be sent to the President and the appropriate
ovessight committees in the Senate and House of Representatives, (5 U.8.C, § 1213(e)(3)).

Unless clessified or prohibited| from release by law, a copy of the report and any
comments will be placed [x a public file in accordance with 5 U.8.C. § 1219(a).

Please refer to our file number in any correspondence on this matter. If you need
further informetion, please contact Cathesine A, McMullen, Chief, Disclosure Unit, at (202) 254-

3604, T am also available for any questions you may have,

Seott]. Bloch

Englosures
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Requiraments of 5 U.S.C. § 1213(d)

Any repart required under subsection (c) shall be reviewed and signed by the
fiead of the agency' and shall inclode:

ey

@)
)
4

a SUmmary of the infurmation with mspm 10 which the

' mves?ig:man was inifwted;

2 description of the conduct of the investigation;

a surumary of any evédancc obtamed fmm the mvest%gation;

a Ixstmg of any violation or appamm violation of law, rule or
regulation; ami

a description of any action taken or'planned as a result of the

investigation, such as:

(A)

(B)
©
D)

¢

changes in agency rules, regulations of
oractices;

. the restoration of any aggricved employee;

- disciplinary astion against any employee; aad

referral to the Aftorney General of any evidence of criminal
violation.

In addition, we are interested in learning of any dollar savings, or projected savings,
and 21y management initiatives that may result from this review.

! Should you decide Lo delegate authority (o another officlal to review and sign the report, your

. dejegaion must be specifically stated.

P, boosso14
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-—{riginal Messaga--—
" Froms Crow, Wes
Sent: Thursday, Aprt 20, 2008 8110 AM
Tos T(jth{ KBV{{! ) '
Cer Zaglool, Phillp
Subiect: RE: ,
Importancs! Bigh

Kevin,

Sometimes wisdom is knowing when to furn a blind eyel The air carrlers are expected to
comply with the SD's & EA’s, That's it! I'm sure that if the ASI’s don’t make the {ssve 2
point of intense observation neither will the air carriers. Let’s give HQ’s some broathing
room on this issue and see if they affect any changes. In a month or so we can give Stave
1. a call and ses what hes come of the sulject. We need to let this tople teke a rost]

Wes Wi Crow
Avistion Securify Supervisar
Offics 469-948-1813
Cell 214-952-5362

€

—~Qriginal Massage~——

Frot: Toth, Kevin

Sarit: Thursday, Aprit 20, 2008 7:26 AM
Tot Crow, Wes

Subiact:

Wes, based on conversations yesterday, [ want to make sure that | have an understanding as to
how we afa going o view the Interior search of aircraft, As it perains fo

Phil also mantonad that we would take the same approach

Plaase advise. | know that you put out an earfier messags, how ever this addressed the
enforcement fssues, and sincs this guldance no enforcement actions have been initiated. How

are we to record our inspections in PARIS?

Kevin C. Toth

DEW Intemational Afrport
Coppell, TX

Office: (469) 948-1873
Cell:  (214)952-6165
kevinwothi@dhs.gov

loo7/r014
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From: Shane Willlams [mailm:shane.w!(?éams@-mm]
Senty Thursday, May 22, 2008 1:34 PM
To1 Toth, Kevin

. Qs Glover, Robart A
subject: NS

Kevin,

not changing our aircraft search proceaures. It you aisagree with I
you send this Information to our P8I We will then work to make the changs to our approved |

program through our PSI

Thanks,

Sharie Williams

P

f008/014
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From: Lascola, Mark [maitto:Mark.Lascola G HM-om]
Santi Wednasday, June 04, 2008 1114 AM

Yoz Toth, Kevin

€ 1dris, Omar

susjoct R 7 NN

Kevin,

and Procedure Departonent for Alport Servioes. The
therafore # Is not nspecied,

Pleass feel frse fo contact our headquartsrs using your TSA falson with CO for any additional
comments or questions as this mars of a poffey and procedures ssue,

Regerds,
Mark LaSeola

Gﬁi'ai Mﬂhﬂiéf
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~mw=-Qriginal Message-----
From: Jehnson, Vernon <ST5I»

Sent: Wed §/11/2008 1:8L PM

To; Toth, Kevin

Cer Pletw, Aaron; Michael.Dounellyedhs,gov

Subjeck: FW: -Cla‘rifiaa’;im
Kevin, ’

pPlessa move forward with your findings on qamd on the
clarification provided by PSt Robart Glover, Thaaks for your patience.

regards,

vernon W. Johmson
fupervisory Tramsportation Securiby Inspector
Department of Homeland Security
Trangportation Security Administration
pallas/Fort Worth Internatlonal Alzport
1§9-948-1659 | Office

714-208-4977 | cell

vernon, johngson@dhs , qov

Viglt us ab www. tsd . gov

Frowm; Glover, Hobsrt A .
Sant: Wedneaday, Juos 11, 2038 1:44 PM

ane

To: Johmson, Vernon <§T8Ts

Co: Xrig, Joseph H
Subjdet: Clarification

¥

Vernon,
swersd already but just found out that it

thought this guestion was an
- I » 3

1

. violation L1f that 1s not

Hobert
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SENSITIVE SECURITY INFORMATION |

@ MEMORANDUM OF INTERVIEW
g@; | OR ACTIVITY

Date and Time:

Type of Activity: ,
[ Personal Interview November 3, 2008

D Telephone Interview

[ ] Records Review

E Other

T Activity or Interview of.

Receipt of Memorandum from

Assistant Administrator John Sammon
Transportation Sector Network Management
Transportation Security Administration

Conducted by:
Special Agent Stacey L. Saunier

Location of Interview/Activily:

oD
Arlington, VA

Subject Matter/Remarks

Pursuant to a request from Assistant Administrator K. David Holmes, Office of Inspection, Assistant
Administrator John Sammon provided the attached memorandum.

Case Number: . | Case Tiler ; ‘
1080315 e ol Pcss%bia:\!’m!ajﬁan of Security Directive DFW- Regulatory
Revisad February 28, 2008 e )

. SENSK!VE SECURITY ;NFORMAT!C)WFOR OFFICIAL USE ONLY

ROLLED UNDER 48 CFRPART 1520, NO

VE SECURITY INFORMATION THAT IS CONT
8 DEFINED N 49 CFR 1620, EXCEPT WITH

WARNING: THIS DOCUMENT CONTAINS SENSITI
BART OF THIS DOCUMENT MAY BE RELEASED TO PERSONS WITHOUT A NEED TO KNOW, A
e yRITTEN PERAISSION OF THE ADMINIETRATOR OF THE TRANSPORTATION SECU
N ALITHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FOR U.S, GOVERNMENT AGENG

GOVERNED BY 5 U.5.0 852, :

RITY ADMENIS TRATION, WASHINGTON DG, "utu o
(ES, PUBLIC RELEASE 8




Us. Department of Homeland Security
601 South 12" Street
Arlington, VA 22202

é"l“"’"@: Transportation
4 ) Security
Yo’/ Administration

NOV 3 - 2008
INFORMATION

MEMORANDUM FOR: K. David Holmes, Jr.
Assistant Administrajor
Office of Inspection

FROM: John P, Sammon W
: ~ Assistant Administrator

Transportation Sector Network Management

Reply to Whistleblower Disclosure, Ofﬁcc of Special Counsel

SUBJECT:
(OSC) File No. DI-08-1905

2008, regarding the above

This is in response to an Office of Inspection memo dated October 23,
referenced investigation. '

aft operators fo immediately
~tevelop aircraft search pians“’l‘hese plans were the basis for training
material provided to the aircraft operators’ search teams.

On A,prﬁi 10, 2006, the Office of Poiioy“ and Plans, which no longer exists, reissued the Aircraft

Operator Standard Security Program (AOSSP). Chapter 12.3.1.A.10) included the requirements

to search cabin compartments.

Commercial Airlines issued an urgent letter direcing the

Once the AOSSP reissue became effective, the aircraft search plans played a minor role serving
as a training program. However, these plans did not supersede requiremnents outlined in the

AOSSP.

ACTIONS TAKEN/PLANNED:

Based on issues identified during this investigation, Transportation Sector Network
Managfzmﬁns’s:COmerciai Airlines Division is taking the following steps:
«  Interior search plans will ‘be removed from the aircraft operators’ Performance and
Results Information System (PARIS) profile. '
o Exterior aircraft search plans are being reviewe

AQSSP requirements.

4 to eliminate any apparent conflicts with




e Principal Security Inspectors (PSI) are contacting their carriers to ensure they are aware
of the association between the aircraft search plans and the AOSSP requirements.

e The out-of-date plan mentioned in the investigation was admittedly an oversight caused

by transitioning PSIs. The Commercial Airlines Division posted interim aircraft search

guidance on August 19, 2004, to the web board which covered until the

April 2006 AOSSP rewrite was issued.

A scheduled review of documents posted to the aircraft operators PARIS profile is now

mandatory for each PSI. These reviews are to be conducted semiannually.

In an effort to further support field inspectors with consistent guidance, the Commercial

Airlines Division will redirect Transportation Security Inspectors (TSI) to use the

established OSOINSP@dhs.gov to submit comments, questions, and concerns. This will

direct the TSI inquiry to their assigned Office of Security Operation’s Compliance area

representatives, who will provide replies suitable for all field personnel.

CHANGES IN RULES, REGULATIONS, OR PRACTICES

The Commercial Airlines Division will be requesting the addition of human capital resources
dedicated to the development and currency maintenance of the AOSSP. Staffing a Policy
Branch will significantly reduce confusion. This will resolve situations such as those
surrounding this investigation. In addition, this will support the need to incorporate all
regulatory requirements into the AOSSP rather than relying on posting guidance on a web board
or using individual carrier plans posted to PARIS profiles as basis for regulatory inspection.

SRR O




ATTACHMENT 32

Attachment 32




SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW
OR ACTIVITY

Type of Activity: Date and Time:
- [ ] Personal Interview November 4, 2008

D Telephone Interview
|:] Records Review

X Other
Activity or Interview of: Conducted by:
Receipt of Memorandum from Special Agent Stacey L. Saunier
Jack Armstrong
Director
Management Inquiries Branch Location of Interview/Activity:
oD
-Arlington, VA
Subject Matter/Remarks

Pursuant to a request from the Management Inquiries Branch (MIB), Federal Security Director (FSD)
Cedric Alexander, Dallas-Fort Worth International Airport (DFW), prepared a memorandum regarding
Hotline Complaint #08-0318, summarizing the results of the inquiry into the allegations of hostile work

environment and other management related issues.

FSD Alexander prepared a memorandum summarizing the fact-finding that was completed with the
assistance of Assistant Federal Security Director for Law Enforcement (AFSD-LE) Gilbert

Guaderrama, El Paso International Airport.

Attached to this memorandum of activity is a copy of the memorandum from Jack Armstrong, MIB,
and the memorandum from Cedric Alexander, DFW. :

Case Number: Case Title:

1080315 Possible Violation of Security Directive DFW- Regulatory

Revised February 28, 2006

SENSITIVE SECURITY INFORMATION/FOR OFFICIAL USE ONLY

WARNING: THIS DOCUMENT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CFR PART 1520. NO
PART OF THIS DOCUMENT MAY BE RELEASED TO PERSONS WITHOUT A NEED TO KNOW, AS DEFINED IN 49 CFR 1520, EXCEPT WITH
THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION, WASHINGTON, DC.
UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC RELEASE IS

GOVERNED BY 5 U.5.C 552.




Management Inquiries Branch

.S, Department of Homeland Sccurity

Arlington, VA 22202
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November 4, 2008

INFORMATION

MEMORANDUM FOR:  Tony ZOﬁoV

Director, Inspections and Investigations Division
Office of Inspection

FROM: AStrong
br, Management Inquiries Branch
SUBJECT: Hotline Complainté HIL.08-0309 and HL08-0318

This is in response to Hotline Complaints HL08-0309 and HL08-0318, which was forwarded
to the Management Inquiries Branch in August 2008, regarding Philip Zaglool, Assistant
Federal Security Director (AFSD) for Inspections and Wesley Crow, Supervisory
Transportation Security Inspector (STSI) at Dallas Fort Worth International Airport (DFW).

Cedric Alexander, Federal Security Director at DFW provided this office with the attached
memorandum dated November 3, 2008, which closes both hotline complaints.
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L&, Department of Homeland Security
DI'W International Airport

=W o ) 510 Airline Drive
CAS E ) Coppell TX 75019

aga<: Transportation
! Security
Administration

Memorandum

»\ November 3, 2008

To: Jack Armstrong
Director, Management Inquiries Branch

G 2,
From: Cedric L. Alexander. Psv.D.
Federal Security Director

Subject: TSA Hotline Complaint # 08-0318

The purpose of this memorandum is in response to TSA Hotline Complaint # 08-0318 regarding
allegations that TSA DFW Assistant Federal Security Director (AFSD) for Inspections, Philip
Zaglool, and Supervisory Transportation Security Inspector (STSI) Wesley Crow created a
hostile workplace. Additionally, the complaint addressed allegations of failure of AFSD Zaglool
and STSI Crow to perform program requirements. The allegation regarding the failure to
perform duties was investigated independently by the Office of Inspections.

Due to the serious nature of these allegations, I immediately upon learning of the allegations
began directed an internal fact finding investigation into the validity of the allegations. Upon
conclusion of the preliminary fact finding, I consulted my local legal counsel and Office of
Inspections. I then forwarded the initial fact finding report to my Areas Director requesting the
Management Inquiry Board assistance to investigate the items addressed in our fact finding
report. We became aware in August 2008 that your office had referred the allegations back to

TSA DFW for action.

The initial fact finding report identified non-compliance with our Regulatory Activities Plan
(RAP) under AFSD Zagloo!’s and Crow’s leadership. Upon learning of the lack of compliance
in May 2008, I immediately formulated a corrective action plan to address the items where we
were not in compliance. I am pleased to inform you that by the end of July 2008, TSA DFW had 5
met all requirements for the RAP for the first three quarters of the Fiscal Year and subsequently f
we met all 4" quarter RAP requirements.

When I addressed not only the performance related issues but also that we were looking into the
hostile workplace allegations with Zaglool and Crow, both gentlemen immediately elected to
take leave and subsequently retire from federal service.

I then directed AFSD for Operations, Michael Donnelly, to have an independent third party
investigate the allegations of the hostile workplace created by AFSD Zaglool and STSI Crow.
AFSD Donnelly coordinated through my direction with the FSD at El Paso International Airport
who offered the assistance of his AFSD for Law Enforcement, Gilbert Guaderrama.




AFSD Guaderrama interviewed all Transportation Security Inspectors (TSIs) that reported to
STSI Crow and his supervisor AFSD Zaglool concerning the hostile workplace allegations. The
results of the independent Administrative Inquiry were that the actions of Zaglool and Crow
were inconsistent with TSA Management Directive 1100.73-5., Employees Responsibilities and

Conduct which prescribes the workplace standards.

I believe that my actions clearly demonstrate that these allegations were investigated in an
aggressive manner and I have appropriately corrected this environment through the selection of
new leadership within the TSA DFW Inspections program. Additionally, upon learning of the
allegations in May 2008, I met with all Transportation Security Inspectors and advised that as
their FSD, I always maintain an “open door” policy and that I expect everyone no matter what
the position to uphold the principles of the TSA Model Workplace to treat others appropriately
and with respect. I let the entire group know that any behavior outside of my expectations on
how we treat each other and the agency would not be tolerated and would be addressed
appropriately. I believe that the work environment has changed to a group of motivated
professionals working together to meet our dynamic mission under the direction of positive

effective leadership.
We consider this matter closed.

Please advise if you require additional information.

DFW Response HL 08-0318 -2 WWW.tsa.gov
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U.8, Department of Homeland Sceurity

Arlington, VA 22202

Transportation
Security
Administration

Interoffice Memorandum

TO: Chief Counsel

FROM: K. David Holmes, Jr. /
Assistant Adminis’c}; ffice of Inspection

DATE: NOV 25 2008

SUBJECT: Report of Investigation [080315, Possible Violation of Security Directives
Dallas-Fort Worth International Airport (DFW)

The above-referenced Report of Investigation is provided for your official use,

cc:  Administrator
Deputy Administrator
Assistant Administrator, Security Operations
Assistant Administrator Transportation Sector Network Management
a Department of Homeland Security, Office of Gencral Counsel

0 U.S. Office of Special Counsel

SENSITIVE SECURITY INFORMATION/FOR OFFICIAL USE ONLY

WARNING: THIS DOCUMENT CONTAINS SENSITIVE SECURITY INFORMATION THAT IS
CONTROLLED UNDER 49 CFR PART 1520. NO PART OF THIS DOCUMENT MAY BE RELEASED TO
PERSONS WITHOUT A NEED TO KNOW, AS DEFINED IN 49 CFR 1520, EXCEPT WITH THE WRITTEN
PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY
ADMINISTRATION, WASHINGTON, DC. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL
PENALTY OROTHERACTION., FORUS. GOVERNMENT AGENCEES ?UBLI’C RELEASE S

GOVERNED BY 5 U.S.C. 552,

wWWw, 158,20V

,
;
i
i

o SR R s G T




Attachment for:
Assistant Administrator Lee Kair, Office of Securr}u Operations

TNF B BRI Bewr N §ARET y e

Assistant Administrator John Sammon, Transportatmﬁ Sector Network Management

Office of Special Counsel
Whistleblower Disclosure
Dallas-Fort Worth
O1 #1080315

The following additional issues were discovered during the investigation:

During the course of the investigation, multiple issues were discovered that Ol felt should be
forwarded to the appropriate assistant administrators for response.
The issues are as follows:

1. A lack of consistency by the air carriers in their self-inspections regarding —
which could be a national issue causing a security vulnerability. |s ;

inspection? Can TSA do something to make this less likely to happen in the future?

¢ The supporting documentation is:

aircraft revealed

Attachment #7, (pages 4-6, and 21-27 in attached affidavit) give a
summary of the contact with HQ and supports the contacts with e-mails
from early 2006 advising HQ that multiple air carriers were not [N

ot inspecting

never been challenged on the adequacy or completeness of their self-

inspections. This is dated January 14, 2008.
Attachment #7, page 6, shows res;stance in May/June 2008 by both -

i achment tation manager, dated

May 2008, indicating —has an approved search plan and that
is not on the search plan, and they will not be searching




vii. Attachment #1 shows an e-mail from
June 2008, asserting that the s

i. Attachment #7, pages 4, and 27 indicated that in 2006,-was
not compliant regarding

ix. Attachment #7, page 5, 6, 71-72, Toth indicated he has boarded multiple
inbound aircraft and seen that many air carriers are not consistent in
their self-inspections, and this is happening nationwide; not just in DFW,
Toth is often told that no one else has ever told them the needed to
conduct the searches ,

x. Attachment #5 — e-mail from Deputy Director Chris Santoro summarizing
a meeting in which the possibility that the problem couid be a
‘definitional” issue. There were various other TSls at DFW who'

indicated they did not require certain air carriers (those that claimed the

station manager, dated

he TSIs did not require the air carrier o prove that the

. Is this a national issue as described by the complainant?

» There are multiple e-mails and other forms of correspondence with multiple air
carriers indicating that in 2008, they are not and have not ever inspected these
areas of the air craft.

. When the DFW TSlIs requested assistance from the PSls at Headquarters (HQ), they
received differing opinions on the same subjects. Can TSA do something to keep this
from happening?

e The supporting documentation is:

I. Attachment #14 — affidavit and attached e-mail showing PSI Robert Vogt
and PSI Robert Glover providing muitiple and differing responses.
regarding the requirement

ii. Attachment #7, page 77-81 show additional comments from Branch
Chief Steve Jenkins, Transportation Secfor Network Management
(TSNM).

PSis Robert Glover and Robert Vogt recel ived e-mail traffc dated May 2008 in wh ch the
station manage i approved a [t searc

program that does not include
Iso made similar assertions. It is 2008 and the inspection of the

been a requirement since 2003. The questions is did anyone at HQ raise this as a
possible concern?

¢ The supporting documentation is; o
i. Altachments 1, 4, 7, 14 — In these attachments Glover was included in

multiple additional e-mails in which the TSls described fhe-amd
provided. pictures of the- for reference. Glover and Vogt nitially

agreed with the station manager, but then after additional e-mail traffic,
ihe PSis at HQ agrecd R o~

acknowledged that the air carriers interpret the definitions of —




Wcﬁfer&anﬂy, and they also claim that the-
ii. achmen — the definition ofmwas discussed as

something that is not uniformly defined by the air carriers.
. Attachment #4 — PS| Glover indicated that some air carriers consider the

Has TSA required the air carriers to “prove” that t
‘GF to prove that theiequires a

5. During a meeting with TSNM in July 2008, the search plan for was
requested by Branch Chief Steve Jenkins and it was discovered that the approved
search plan was dated 2003 (Attachment #4).

e Concerns:
i. How many other air carriers have outdated search plans?
ii. The amendment covering the requirement

H\/as dated August 2004, which would mean that-
0es not INspect their“

1.
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SENSI 1 (VE SECURITY INFORMA 1 (ON

MEMORANDUM OF INTERVIEW
OR ACTIVITY

Date and Time;,

Type of Activity: D ber 16, 2008
ecemoper 1o,

D Personal Interview
[ ] Telephone Interview
] Records Review

X other
Activity or Interview of: Conducted by
Receipt of Memorandum from Special Agent Stacey L. Saunier

Assistant Administrator Lee Lair

Security Operations

and

Assistant Administrator John Sammon
Transportation Sector Network Management
Transportation Security Administration

Location of Interview/Activity:

OIMD
Arlington, VA

Subject Matter/Remarks

Pursuant to a request from Assistant Administrator K. David Holmes, Office of Inspection, Assistant
Administrator Lee Kair and Assistant Administrator John Sammon provided the attached

memorandum,

Case Number: Case Title:
1080315 | Possible Violation of Security Directive DFW- Regulatory
Revised February 28, 2006 DA : : :
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SENSITIVE SECURITY INFORMATION

U.S, Department of Homelaad Security
603 &oulh 12™ Street

g """‘@ Transportauon
Security
%n = Admxmstratmn

DEC 16 4008
INFORMATION
MEMORANDUM FOR: K. David Holmes, Jr.
Assistant Administrator
Office of Ingpection

FROM:; Yohn P. Sammon W
Asgistant Administrator

Tramsportation Sector Network Management

Lee R, Kair
Asgigtent Administrator
Security Operations

SUBJECT: Reply to Report of Investigation 10803135, Possible Violation of
Security Directives, Dallas-Fort Worth International Adrport

(DFW)

This is in response to an Office of Inspection memo dated November 25, 2008, regarding the
above referenced Report of Investigation,

Issue 1. Can the Transportstion Securi inigiration (TSA) address inconsistencies in various
h plans? Could confusion over

Security programs should be amended to account for the various types of operations used
by the aviation indusitry. In the case of carier specific aircraft search plans, thete are
multiple seiies, models and configurations of aircrafl resulting in hundreds of
combiﬂaﬁmm use of catrier specific
search piwxs imitations ncluding the burden on Transportation Security Inspectors
(TSIs) to inspeot fo various criteria dnd the Principal Security Inspectors (PSIs) keeping
the plan generic enough while remammg feasible and cffective, With new aircraft
routinely being placed into service and sircrafl interjors constantly being upgraded the

use of individual carrier plans is not appropriate.

TSNM has assigned a PSI team to take on a collateral assignment to develop, in
coordination with a TSI Team, an Aircraft Operator Standard Security Program (AOSSP)
Change to Chapter 12 to addres,s the cmxstmy mmams, clarify definitions, as well as

% :THIS RZCORD CONTAING ssumnve SECURITY INFORMATION THAT IS mm&a UNDER 48 C.F R. PARTS 15 AND 1520,
b PSR?W THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A "NEED TO KMNOW,” AS DEFINED IN 49 C.F.R. PARTS 15 AND
1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE. ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION OR

THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULY IN CIVIL PENALTIES OR OTHER ACTION, FOR
U.5. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE GOVERNED BY 6 U.S.C. 552 AND 48 C.F.R, PARTS 18 AND 1520,




SENBITIVE BECURITY INFORNMATION 3

incorporate several other issues raised since the rewrite was issued in 2006, This will not
result in a lowering of security measures, but rather will establish a common
understanding among the operators and TSIs,

Issue 2. Is this a national issue as described by the complainant?

There is no indication this event is a national issue. To address differing interpretations
of the aircraft ssarch requirement:

#  Each PSI will be directed to contact histher assigned carriors {o review the
AOSSP and guidance documents to ensure the carrier’s understanding of the
element’s application is consistent with TSA’s intention,

@ Both the Office of Security Operations (OSC) and the Office of Transportation
Sector Network Management (TSNM) will review all aircraft search guidance
currently posted to the webboard and update, if necessary. :

e The proposed change to Chapter 12 will be expedited,

e Scheduled dialogue between OSO (Comphiance), TSNM (Commercial Airlines),
and the Office of Global Stutagics (CO8) will be established (described response
addressing Issue 3).

Once these measures are in place, a determination will be made if an issue still exisis,
O8O0 will review the requirsment to direct a Special Emphasis Inspection (SE) which

will inchude carrier searches SEls provide specific guidelines
and direction for inspectors to follow. This allows TSA to determine the regulated
party’s compliance level.

Issue 3. Can TSA prevent TSIs from receiving differing sg}i%;i@m from PSIs?

There are cloge to 1,500 inspectors and 14 PSIs each assigned 5 carrers many with
worldwide operations. The TSIs will submit inquiries through their established point of
contact in the Office of Compliance or throngh the OSOINSP email inhox which was
created for this purpose.

As aresult of this investigation, TSNM and 080 have established a process fo speak ina
collaborative voice and avoid differing responses/interpretations that addresses both TSI
and air carrier questions and concerns. For routing inquiries involving general national
policy implications:

TSIs will submit their questions to the OSOINSP emasil inbox,
PSIs will submit air carrier questious fo same inbox.

On a weekly basis, or more frequently as needed, members of the 0S0 (Compliance),
TSNM (Commercial Airlines Division), the Office of Chief Counsel, and OGS will meet
to discuss and resolve the issues submitted, Answers will be formulated and posted to the

NS < i
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respective webboards, All entities will be relying on the same set of responses to
determine compliance,

G350 will track the questions on a subject und station basis, During the weekly meeting
the tracking tool will be reviewed to determine whether a problem exists bevond the
originator’s location which may indicate a regional or national jssue.

Of course, urgent or emergency carrier specific issues would still be handled directly
between the TSI and PSI. The OSO/Office of Comsliance will be brisfed for awareness.

Issue 4. When air carriers ob}mwﬁ— did anyone at Headguarters

taise this as a concemn?

The carrier is not the entity that dmmws_ &8 a screening requirement.
The TSI contacted the PSI directly who assisted in getting their assigned carrier back into
compliance with the inspection requirernent. The PSI's involvement typically occurs
when the TSI's progressive enforcement actions fil to corrset a deficiency. In this
instance, the required reports of noncompliance were not reaching Headguarters, The
process changes described horeln are intended to resolve that process issue,

Issue 5. What is the status of the vut-of-date aircraft search plang?

As described in Issue 1, carrier specifie plans have been shown to be impractical for this
type of requirement. The AOSSP team will ensure all areas covered in search plans ase
incorporated into Chapter 12 of the AOSSP,

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT 13 CONTROLLED UNDER 43 C.F.R. PARTS 15 AND 1520,
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