


DEPARTMENT OF THE ARMY
U.5. ARMY TRAINING SUPPORT CENTER
FORT EUSTIS, VIRGINIA 23604-5166

REPLY TO
AYTENTION OF:

ATIC-DC 22 Jul 08

MEMORANDUM FOR RECORD

Subject: Summary and Recommended Disposition of Use of Government IT Equipment
and Associated Files and Documents from that Same Equipment by

1. Purpose. The purpose of this Memorandum for Record is to document the use of
govemment information technology (IT) equipment assigned to ’
organization by REESENRY uring the period of March to May 2008 along with the
associated files and documents from that same IT equipment. From this work | was
asked to determine if any administrative personnel actions should occur to q
or anyone else. The informal investigation that | conducted to derive my findings an
recommendations was made from several source documents cited below and
discussions with various key persons. These include: statements and emails from
individuals assigned to the Automatron Services Division (AS D) of the Support
Directorate; emails from EEEEGE S that drrected this review; informal discussions
(no formal prepared questrons) wrth L L. a contractor that is assrqned to
ASD; informal discussions (no formal prepared questlons) withEell e .
at aur servina CPAC; informal discussions (no formal prepared questrons) with
RSN of the Fort Eustis DOIM, and finally informal discussions (no formal
prepared questsons) with Ms Sheila Ahrens.

2. Background.

a. In early Summer 2007 and because of ongoing construction within the HPIC
building that ould normally occupy couo{ed with the outcome of an
Investigation of Property Loss (IOPL) by§il i of ATSC against a member
of her orgamzatlon headquartered at Fort Lee Vtrgmra who was further assigned and
rated by == il (VTT team chief), she decided to move her workplace to
Building 1514. This was done after approximately a year being assigned as the dlvrsron
chief position where under the guidance/direction from her then supervisor SEEEEEE
LlEBER) that she spend the preponderance of her time with the newly reengmeered
staff and faculty (HPIC) effort and not the VTT program.

b. Once she arrived and began to better determine the needed followon work at Fort
Lee beyond the IOPL and associated improvements to property accountability and other
changes within that same VTT organization, she learned much more about underlying
and possibly systemic issues and concerns at Fort Lee and within Building 1514
workplace itself. In the Fall of 2007, she was detailed to a set of duties to allow her to
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focus on many of these areas while also determining that an independent AR 15-6
investigation from HQ, TRADOC was also required to properly investigate and
direct/dispose of various property/equipment at Fort Lee and elsewhere. Du ring this
same timeframe (January 2008), @ RGIGF was conducting an informal investigation
which was initiated from an employee alleging misconduct among members of Bldg
1514 over a period of several years. As documented by ICRE R through
statements she gathered as a part of this investigation, Ms. Ahren’s presence in the
workplace (Bldg 1514) was certainly not welcomed for various reasons by a majority of
the assigned workers and, moreover, they alleged that she created the hostile work
environment.

c. While the detail for SHJMMMGMR was in place, it was rarely enforced. For example,
(MmO took various leaves during this same time period and in alf cases Gl
as never allowed to review or approve those requests. Yet, they were
approved in some cases by ] _conﬁnued to rate.
On the 5th of February 200 | was encouraged and agreed to be
reassigned tof thout the knowledge, understanding

actions that would normally have required both§ o
of whom were either on leave or retiring from civil service and
already displaced. This left in an extremis situation and .
though she was tasked to conduct a handoff of much of her ongoing work/key actions, it
was never properly accomplished wit Consequently, these particular
VTT/SEN files eventually found on computer were the same ones asked
for by the AR 15-6 investigating officer, (b)(6) ¢ and needed all along by

“but because of this poor transition and the files not being properly
transferred, it clearly hampered his 15-6 work and others.

3. Chronological sequence of events-

a. On 30 April 2008 and as part of life cycle replacementftransitioning off -
; A % if there was anything o
computer that she needed. asked him to provide backup of
certain files but because of the difficulty/time required of that effort he chose to provide
the hard drive itself.

o

b. On 14 May 2008 and to assisil &g in finding many of the needed files
he was looking for to close out the investigation, - ook the hard drive home
and plugged it into (a USB connection) her government laptop which she takes home on
numerous occasions to complete work, etc. During the scan of the hard drive for these
VTT/SEN files by Ms. Ahrens she discovered various inappropriate emails and JPEG
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files, etc. covering some three years which she printed some off and provided to me on
19 May 2008. She never hooked the hard drive into a personal PC or any other
government computer besides her own laptop.

c. On 19 May 2008, —provided me a detailed packet of information
which she stated she pulled off of this same hard drive and subsequently printed. It was
only a portion of what she discovered on the hard drive and included inappropriate
emails from various sources; pornography; inappropriate jokes and other information
that potentially provided information related to inappropriate behavior in the ATSC work
place (Bldg 1514). She asked that it be reviewed by leadership with follow-up
discussions to determine how to best proceed.

d. On 22 May 2008, IEianna directed with the advice of the local SJA that .
{b)E) icomputer (tha as secured separately) [Ge)

hard drive, and the current computer assignedto her at her new workplace

be confiscated by ASD personnel. ﬂs had secured Gl hard drive

e e

e. On 27 May 2008, [l R ond T ot with lq
for wii | ﬂouiht was to determine the contents and disposition of the printed documents
that brought forward on 19 May 2008 to fme. | was not present for this.
What | thought- June/July 2008- | received numerous atiachments/emails from ASD as
to what was found on the respective hard drives which included all that was
acknowledged by previously (see enclosures). No child pornography was

ever found and consequently CID was never a part of this investigation.

“ £ 0n 30 June 2008 IR o top was retumned to her. The disposition of both
e hard drive and il computer/CPU is not known.

4. Summary. Given the hostile work environment within 1514 as determined by the

statements took during her complimentary investigation over the many
months after moved into that building, the reasons for viewing

the information she did on the iEEIGRhard drive are clear. She needed tha
information that was not forthcoming from S8 2nd when given the opportunity
to do so she did. While AR 25-2 prohibits Army personnel fﬁi irowsing and accessing
other user email accounts, in this case the work by s fully justified. The
peripheral information that she also found but wasn't initially looking for (e.g.

inappropriate jokes, pornography, and emails, etc.) was what she printed and forwarded
to me on 19 May 2008 and must be properly investigated as well.
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5. Recommendations. As outlined in the summary, nothing further should be done

against the IT related actions that?took to derive the files needed to finish

the AR 15-6 investigation. As discussed, these were never forthcoming from [l

GIGERN during her transition out of that organization and 4R <!t it was proper
for her fo find additional and needed information. The various inappropriate files, etc.
were printed and given to me, which'l have still secured. While printing of this material
may not normally be appropriate, in this case and given the circumstances it was
required to prepare a logical packet of chronological information that q
prepared and provided to me on 19 May 08. There were no violations of AR 25-
according tofRIDNENINEN the Fort Eustis DOIM. As CID stated previously, while
they would not investigate this they recommended the information be destroyed but only
after all administrative actions and follow-up be completed. This has not occurred and
the specific hard drives mentioned above with a series of questions to be developed

- coupled with the incomplete investigation started but not finished by ,

“should be the basis for a further investigation. The purpose should be to determine the
appropriate disposition of these various inappropriate files, etc. along with other
indicators or various inappropriate behavior, etc. in the VT T/SEN workplace by
potentially a large number of government, military, and contract personnel.

Enclosures
as
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From:

Sent: Monday, June 02. 2008 3:50 PM

To: - - L -
Ce: e T L

Subject: PC Scans (UNCLASSIFIED)

Signed By: . i

Classification: UNCLASSIFIED
Caveats: NONE

1. Machine number I - : . has found nothing - on _lachine. He did look
through several emails and did not find anything questionable.

2. Machine number 2-ENoG current PC that was pulled from 3306. R = did find some

"questionable, inappropriate” "chrty Jokes" (the kind that should not be passed around by a govemment
employee) however, probably would not be deemed true pornography - but would be offensive to most folks
(i.e. myself - I saw a couple of them fromfIel - and it is not acceptable material nor would I want to receive
themy)

3. Machine number 3 - EERIE Nis currently being scanned (il BF has potten kicked off it a couple of
times and restarted the scanj. ’

4. Machine number 4 - The original machine from
reinstalled so that it can be scanned.

® 0ld machine is getting the hard drive

Will have another update tomorrow.

Thanks,

Chief, Automation, Support Directorate
Bldg 2787, Harrison Loop
Fort Bustis, VA 23604

W s 5262207

Classification: UNCLASSIFIED
Caveats: NONE




sent: Wednesdav, July 02, 2008 11:36
'o: i e & / 3 8e s

subject:
signed By:

Attachments:

Classification: UNCLASSIFIED
caveats: NONE

b

}dlng attached findings, I defer action to you.

eg
Let me know what administrative actions, if any, vou executed.

e Tt s

v/r

cutive Director, ATSC
878 .3305

Original Message

July 02, 2008 8:56 AM

C/hard Orive scan resuits

Classification: UNCLASSIFIED
Caveats: FOUQ//CLOSE HOLD

L e here is the report on the 4 computers/hard drives
that were scamned. Without having the hard-copy images to compare, it is
impossible to determine whether or not any of them are the same as what was
found on the computers. The hard drive continues to have certain elements
that are mysterious...see report. I attached the *raw" [tactless IAM
commentaryl without modification.

Unless you want to provide the hard-copy package to
we've gone about as far as we can.

Dir : pport, ATSC
. ; DSN 826

¥, T think

. Jiect: FW:§ B (UNCLASSIFIED)

Classification: TUNCLASSIFIED
Caveats: NONE

P RN /2 1



g the write up from|

. Trying to spend my time on the contract to
t out the door so I did not re-write/format the way I know you

need. Wanted to get in for your review quick as possible since it is
hind. Once you have reviewed I can format/address changes you would
ke/need, Jjust thought time better spent on contract at moment.

Let me know what you would like to do from here and I will address the write

up to reflect proper formatting/submission style I know you are use too.

Thanks

From:
Sent: Tuesday, July 01, PM
(UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: NONE

Sir,

Write up with tactless IAM commentary for your review.

4-2210 IT Specialist (INFOSEC)
Information Assurance Manager
Army Training Support Center, ATIC-SDA

2787 Madison Ave, Fort Eustis, VA 23604-5166 Comm. 757 878-~2207

312-826-2207

Classification: UNCLASSIFIED
Caveats: NONE

Classification: UNCLASSIFIED
Caveats: NONE

Classification: UNCLASSIFTED
Caveats: FOUQ//CLOSE HOLD

Classification: UNCLASSIFIED
Caveats: NONE

DSN



Machine number 1 -

I found nothing on this machine indicative of pornography or adult
themed material. Going through .pst files, with particular attention
to the Sent Items folder, I did not find anything questionable or to
suggest that - asked anyone external to ATSC for help regarding

. . {(current PC)
I and §EHSe both reviewed thls machlne and found some guestionable,
e  .pst file. These
“jokes” should not be received or passed around by a government
employee on a government system, however: none of the “jokes” were

sent to F | was frequent recipient of these
WS "
jokes” by !

Machlne number 3 -8
I reviewed this machlne and found some questionable, inappropriate or
adult themed jokes within : .pst file. These “jokes” should not
be received or passed around by a government employee on a government
system, however; none of the “jokes” were sent to

generally forwarded these *jokes” to .com addresse

Machine number 4 - . . (old PC)
I followed . : | TO ner nouse to pick up the hard drive for
this machine. ' e | 5 | and I were connecting the
drive into the old PC, we noticed that the glide mounting brackets
were facing the wrong way, This would imply that the brackets had
been removed, possibly to put the hard drive into another computer,
and reattached the wrong way. After reviewing this machine I found
nothing inconsistent with what was Found on f current machine.
The data on this hard drive had been copied from to | new
machine as part of the life-cycle swap when it ocecurred.

Without specific guidance to search for and the manual process of
searching through every file or email on gigabytes of data, there is
nothing on any of the machines that I found that I would have
considered pornographic. There are several instances within
and @IER data that is adult themed and inappropriate for the
government workplace. <:§Eg;e are even a few emails from _ 20 7
imply an unfriendly or~Fostile work environment ) However, I found
nothing to substantiate from vie ing AR 25-2 by
removing machines from the network without prior consent or her not
asking for assistance on a possible issue of pornography. I also must
question why ¥would have a government hard drive at her home and
why the mounting brackets are facing the wrong way .




M
AR 25-2 states:

(7) Release, disclose, transfer, possess, or alter information without the consent of the
data owner, the original classification authority (OCA) as defined by AR 380-5, the
individual's supervisory chain of command, Freedom of Information Act (FOIA) official,
Public Affairs Office, or disclosure officer's approval. '

(5) As a matter of normal auditing, SAS/NAs may review web sites logs, files
downloaded, ingress and egress services and similar audited or related information
exchanged over connected systems. Supervisors and managers may receive reports
detailing the usage of these and other internal information systems, and are responsible
for determining that such usage is both reasonable and authorized.

(7) SA/NAs may provide assistance to Army supervisory and management personnel,
under lawful authority, to examine archived electronic mail, personal computer file
directories, hard disk drive files, and other information stored on ISs. This information
may include personal data. Such examinations are typically performed to assure
compliance with internal policies; support the performance of administrative
investigations; and assist in the management and security of data and ISs.

(8) When IA personne] discover information during the course 8f their normal gg%fvity
that indicates a violation of acceptable use or a possible criminal offense, they will
immediately report the finding to their Commander. The commander will immediately
report known or suspected criminal activity to LE and will consult with legal counsel
concerning activities that appear merely to violate acceptable use. IA personne] will
retain and provide-information related to the matter to LE when required.

(9) Withdhe exceptions of the SA/NA as identified below, Army personnel and
contractors are prohibited from browsing or accessing other user's e-mail accounts.

(10) The SA/NA may only intercept, retrieve, or otherwise recover an e-mail hessage
and any attachments thereto, only under the following circumstances:

(2) With consent (expressed or implied) of a party to the communication involved.

(b) In response to a request for technical assistance from:

1. LE/CI personnel pursuant to a properly authorized LE/CI investigation.

2. A supervisor as part of a non-investigatory management search in accordance with
paragraph 4-5t, below,

3. An investigating officer pursuant to a properly authorized administrative investi gation
(for examiple, a preliminary inquiry under Rule for Courts-Martial 303, an informal
investigation under AR 15-6, or a preliminary inquiry under AR 380-5).

4 . Information systems security monitoring personnel pursuant to properly authorized IS
Security monitoring activities.

5. Inspector General personnel pursuant to an authorized inspection, investigation, or
inquiry.

(11) The SA/NA may remove any e-mail, file, or attachment that is interfering with the
operation of an IS without consent of the originator or recipient. The SA/NA will notify
the originator and recipient of such actions.

(12) The SA/NA is not authorized to use techniques or software to penetrate or bypass
user's information protections (for example, content restrictions or read-only protections

/= Xie S Q/



maintain or enforce document integrity, version control, or need-to-know
rcement).

Management search. In the absence of the user (for example, TDY, extended hospital

stay, incapacitation, emergency operational requirement), only the SA/NA is authorized

limited access to the user's files to support administrative management searches to

provide the requested information as required for official purposes. When such access is

requested, the SA will-

(1) Brief the supervisor as to the limits of accessing the user's data files.

(2) Limit the scope of the authorized search to those files reasonably related to the

objective of the search (that is, email access would not be reasonable when searching for

a word document file).

(3) Limit the search to the time necessary to locate the required data in the most relevant

file location.

(4) Inform the individual of requested file access as soon as possible after such requests,

and document this access in 2 memorandum.

(5) SAs/NAs will not grant unrestricted supervisory access to individual information, data

files, or accounts.

(6) SA/NAs will not access individual information or data files unless conducting a

management search, an anthorized administrative search, or supporting a LE/CI

authorized investigation.

(7) SA/NAs may conduct an authorized investigative or management search of assigned

IS upon an individuals'

termination of employment, death, or other permanent departure from the organization to

retrieve data and files associated with the organizational mission.

4







DEPARTMENT OF THE ARMY
U.S. ARMY TRAINING SUPPORT CENTER
FORT EUSTIS, VIRGINIA 23604-5166

REPLY TO
ATTENTION OF:

ATIC-DC 7 August 2008

MEMORANDUM FORE

Subject: Statement provided tof =
Officer, on Disposition of Associated Fi
discovered by

_an AR 15-6 Investigating
nts from IT Equipment

VEN
onS;

es and Docume

!

The purpose of this statement is to document the requirement that | have been directed
by I Executive Director of ATSC, to investigate use of government

information technology equipment assigned to I oroanization and the
inappropriate jokes, pornography and emails discovered by her on B '

omputer. The documentation was printed and forwarded
2008 b nd has been secured by me since that time.

to me 19 May






SWORN STATEMENT
For use of this form, see AR 190-45; the proponent agency is PMG.

PRIVACY ACT STATEMENT
AUTHORITY: Title 10, USC Section 301; Title 5, USC Section 2951; £.0. 9387 Social Security Number (SSN).

PRINCIPAL PURPOSE: To document potential criminal activity involving the U.S. Army, and to allow Army officials to maintain discipline,
law and order through investigation of complaints and incidents.

ROUTINE USES: Information provided may be futher disciosed to federal, state, local, and foreign government faw enforcement
agencies, prosecutors, courts, chitd protective services, victims, witnesses, the Department of Veterans Affairs, and
the Office of Personnel Management. Information provided may be used for determinations regarding judicial or -
non-judicial punishment, other administrative disciplinary actions, security ciearances, recruitment, retention,
placement, and other personnel actions.

DISCLOSURE: ' Disciosure of your SSN and other information is voluntary.

1. LOCATION 2. DATE (YYYYMMDD] 3. TIME 4. FILE NUMBER

Fort Eustis Virginia 2008/08/06

5. LAST NAME, FIRST NAME, MIDDLE NAME 6. SSN 7. GRADEISTATUS
(B an . YA-03

8. ORGANIZATION OR ADDRESS

U.S. Army Training Support Center, Individual Training Support Directorate, Bldg 2791, Fort Bustis, VA, 23604

9.

. WANT TO MAKE THE FOLLOWING STATEMENT UNDER OATH:

On 27 May 08 at 1100 hours, I attended a meeting with [ (Executive Director, ATSC)| ., and gl
attended this meeting at the request of BRI since I was serving as the Acting Director of [1SD at ‘that time.

The purpose of this meeting, as I recall, was forfl . to establish and document the facts assoc;ated wst~
discovery of alleged pomography and other improper matenal on one of her employees -

indicated that based on his looking at material from a packet that !
(ATSC Deputy) he had notified his supervisor (Mr. Seger) of an email string that in his view inaccurately suggested an

‘ " PCs. She indicated that an ATSC SA initially brought it
to her attention. She reviewed the files on the hard drive and prmted out several examples that illustrated improper use of
Govemmem equipment, distribution of pornography, solicitation of sex, and lack of respect for chain of command o

. SR questioned —n what actions she took with regard to securin i &
indicated she took the hard drive home and secured] e -

PC in a cabinet in her office.

olis ywhat her intent was with including in this packet an email stnng between him and 3
upcommg office Christmas party and I believe a surprise birthday party for [ T8 . e
would be able to attend. #m&:cated that the tone o] B email showed disrespect tcSEEETCIEE position ana also.
indicated an improper use of the chain of command for inviting the Executive D;rector to an ofﬁce party 1 o
including this email in this packet insinuated an improper relationship between/ S " :
Pted that was not her intent, £ = furthe cated that he often re:cewed mvrtanons to attend these type oi omce
unctions by personnel in ATSC. He also provxdedﬂxe context in which the email between he and i

oceurred. He indicated that whilq was emarimg him regarding the party he was in & car with B . ' coming back from

a TDY and that {5 {1 at the same time they were exchanging emails.

At some point during the meetingl g = f pulled out the Civilian Table of Punishment and Penalties. He discussed with Sheila
if she was aware of the penalties for making false statements about a supervisor.

The nature of the meeting often felt more like an interrogation than a meeting to ascertain the facts surrounding this situation. It
made be feel uncomfortable and unsettled.

10, EXHIBIT 11,

NG BB E B e ON MAKING STATEMENT

PAGE 1 OF [ PAGES

'ADDITIONAL PAGES MUST CONTAIN THE HEADING "STATEMESE G 1 - 1 7 DATED

THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER
MUST BE INDICATED.

DA FORM 2823, NOV 2006 DA FORM 2823, DEC 1998, IS OBSOLETE APD PE v1.00

s




STATEMENT OF

TAKEN AT Fon:r QT"JJ'W) DATED g‘ Ale DJ)

8. STATEMENT  (Continued)

AFFIDAVIT

. HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT

- P FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE
P HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE

CONTAINING THE STATEMENT. | HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT
THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL INFLUENCE, H

WHICH BEGINS ON PAGE 1, AND ENDS ON PAGE 2
BY ME. THE STATEMENT 1S TRUE.

WHGHAUIG UF T GESUST vianailig \ptatetiusit])

,S,,ubscﬁ&'é?‘a?d sworn to before me, 2 person autherized by law to

administer oalfis, this i@ day of ‘\Vu‘;ﬂ_g,-(- . 2008

&rf%c‘ =
ORGANIZATION OR ADDRESS

V'V (Signature’of Person dminitern Qath}

{ fypea Name of Hrsanﬂcrmmrszermg Oathf

Celawnel, U Aray G- TO

(A uthority To Administer Oaths)

INITIALS | L <ING STATEMENT

PAGE 7. OF 2.~ PAGES

DA FORM 2823, NOV 2006 APD PE v1,00







From:
Sent:
To:
Subject:

e e
Re: 15-6 email record (UNCLASSIFIED)
Sir, )

Looks good do you want me to copy and put on a sworn statement and get you a signature. I
do have that caplblllty and then I can scan and send to you.

ATSC

Sent using BlackBerry

----- Original Message-----

Sent: Thu Aug 07 09:22:46 2008
Subject: 15-6 email record (UNCLASSIFIED)

Classification: UNCLASSIFIED
Caveats: NONE

o PR, Mad with £
“‘prov1ded me the following 1nformat10n

2088, at about 1830,

' i was present during a meetlng‘held on or about 27 May 2008, beginning at 1108.
Other attendees were & b - 1 and d The ATSC Deputy Director,
was not present.

{ . initial understanding of the meeting’s purpose was discussion of new facts
discovered by gm connection with ongoing investigations. However, ‘
focused the meeting on a theme that —gwas “out to get him” based on
including a copy of a single blackberry exchange between FEEE ' '
many copies oF . possible misuse of government 1nformat10n systems.
88 thought was going to slander
] believed the direction was incorrect. Para hrasing § |
was sh wing a snapshot of the items found on computer. In
M acted as he was trying cover-up something.

. believes [ (bl
Later in the conversation,

IS stated that if the environment wasn’t hostile, it was
definitely borderline hostile. In B

| view, the environment was not required.

believed the meeting’s direction was inappropriate. Inf o opinion,
had conduct “kick-ass” job and was “busting her hump” to do the rlgbt thlna,

.4tis opinion, m did the right thing and did not attempt to degrade | b
character.

In




'I;had never in the lmfetlme of hls career observed a senior leader act like |

i ; & y;belleves» ey conducted a “piss poor” meeting. In the :
MOplmon, B does not understand command respons:Lbllltz s. In his opinion,
the meeting did not Focus on the relevant facts, which centered on B ’

recommends that either the ATSC Director or the Deputy Director positions be a
military ofﬂcer-, executing Title Ten responsibilities.

Pirector, TPAE
TRADOC

Classification: UNCLASSIFIED
Caveats: NONE






DEPARTMENT OF THE ARMY
U S ARPAY TRAINING SUPFORT CENTER
FORT EUSTIS. VIRGINIA 23504-5168

REFLY 10
FTTENTION OF

ATIC-CO Al os 2

MEMORANDUM FOREE R

v I AR-15-6 Investigating Officer, G-3/5/7, Headquarters,
TRADOC, Fort Monroe, VA 236

51

SUBJECT: Statement Pursuant to 4 August 2008 Office Call

1 qnoved into building 1514 on or about July 2007. The reason given for the move was
be

cause her office in building 2788 was under renovation. My understanding is that the environment

in building 1514 became caustic when erd into the building. (R her
supervisor visited me on or about 268 Odlooer ey stated they had concerns about

L (bie) I stated they should proceed with their own interventions and that | would keep an
arms length in case | had to be a deciding or adjudicating official in an administrative action.
Ultimately, supervisor forwarded an administrative action regardinciEEESESERE (o the
Civilian Personnel Advisory Center for staffing. Both persons retired from civil service before the
administrative action was completed.

2. | have knowledge of two potential Information Technology (IT) violations. The Deputy
Commander, Army Training Support Center (ATSC) gave me a folder of printed materials on or
My. The folder contained some questionable material. The folder was assembled by

from material she acquired from | | hard drive,

a. 1stated the hard drive needed to be scanned for pornography. If the hard drive contained
child pornography, we would notify the Criminal Investigation Division (CID), otherwise, we would take
administrative action.

b. istated _ printing of the material was irregular. The proper procedure for
potential IT violations was fo notify the Director, Support Directorate, ATSC when the guestionable
material was discovered, and that we would have to consider administrative action.

3. On or about 22 May, the Support Directorate secured the hard drive and three other computers to
scan for pornography. Thegl & ATSC contacted CID during the same time frame, with
three outcomes. In paraphrase:

(b6}

a. CID stateag actions were improper when printing the questionable material,
possibly wartranting a hand slap.”

b. CID would get involved only if child pornography was found on the hard drive or computers.
No child pornography was found.

¢. There was a possibility that government employees may have arranged a tryst at )
government expense. If the Terporary Duty {TDY) was for valid mission, CiD would not get involved.




ATIC-CO

SUBJECT: Statement Pursuant to 4 August 2008 Office Call

4. 1 briefed my chain of command on or about 23 May and received {wo taskers on 3 June:

a. "Admin action appropriate for ATSC employee(s) wrt pornography on a govt computer.”

I gave this action to the Deputy Commander, ATSC after the Support Directorate provided the scan

results on 3 July. The Deputy Commander determined a hand slap fo s not needed.
Other administrative action appropriate for an ATSC employee with pornography on a government
computer, REIGEEE is under consideration by the Deputy Commander.

b. “Recommend you discuss with dLD Acting Director to determine G3/5/7 DLD employee
was on a legitimate TDY mission to determine where we go from here on that allegation. Letme
know results of legitimacy of TDY guestion.”

| provided the foltowing results, with concurrence from the dLD Acting Direclor on 30 June:

| reviewed the Government TDY records for the ATSC employee from December 2002 through
February 2007. | provided the TDY dates to the dLD Acting Director. The dLD Director reviewed the
TDY records for the dLD empioyee from 2003 through 2007, We compared the travel records for
each employee and found no TDY correlation. There was no instance of the two employees on TDY
for the same dates. Since there was no instance of the two empioyees on TDY for the same dates, |
conclude the iwo employees did not use government funds for personal reasons.

Executive Director







E SWORN STATEMENT
For use of this form, see AR 190-45; the proponent agency is PMG.

PRIVACY ACT STATEMENT N
AUTHORITY: Title 10, USC Section 301; Title 5, USC Section 2951; E.O. 9397 Social Security Number {SSN).

PRINCIPAL PURPOSE:  To document potential criminal activity involving the U.S. Army, and to aliow Army officials to maintain discipline,
law and order through investigation of complaints and incidents.

ROUTINE USES: Information provided may be further disclosed to federal, state, local, and foreign government faw enforcement
agencies, prosecutors, courts, child protective services, victims, witnesses, the Department of Veterans Affairs, and -
the Office of Personne! Management. Information provided may be used for determinations regarding judicial or
non-judicial punishment, other administrative disciplinary actions, security clearances, recruitment, retention, -
placement, and other personne! actions.

DISCLOSURE: Disclosure of your SSN and other information is voluntary.
1. LOCATION 2. DATE (YYYYMMDD} |3. TIME 4, FILE NUMBER
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5 L ACT AAMEE CICICT REARR RACVENG £~ ALA KA

6. SSN

7. GRADE/STATUS

& ; B GS1D Civ
8. ORGANIZATION OR ADDRESS

R MUST BE INDICATED.
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10. EXHIBIT {5 OF PERSON MAKING STATEMENT

‘ PAGE10F _ 27 pAGES
ADDITIONAL PAGES MUST CONTAIN THE HEADING "STATzmcive OF___ TAKEN AT ____ DATED ____

’ETHE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER

DA FORM 2823, NOV 2006 DA FORM 2823, DEC 1998, IS OBSOLETE APD V1.00



é

Q)("l* 80?}-3 DATED éé{”ﬁ D00 &

STATEMENT OF

Yo. STATEMENT (Continued) ~- /

ORGAF.!A‘Q A X 1LENBE
INITIALS VM:K TEREEN MAKING STATEMENT

AFFIDAVIT

T, R N i O R e ... HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT
WHICH BEGINS ON PAGE 1, AND ENDS ON PAGE_“Z~ . | FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE
BY ME. THE STATEMENT IS TRUE. | HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE
CONTAINING THE STATEMENT. | HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT
THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL INFL

{Signatur€ of Person Making Statement}

WITNESSES:

Subscribed ahd sworn to before me, a person authorized by law to
administer gdths, this dayof ywcusk | 2008
2787 . &5 VA

e

ORGANIZATION OR ADDRESS

(Zranaturd® of Person Administering Oath)

(fyped Ivame aF Ferson amrmstering Qath)

Coleeal , US bvrumy . -6 LO

R ADDRESS {Authority To Administer Oaths)

PAGE OF PAGES

DA FORM 2823, NOV 2006 APD V1.00






SWORN STATEMENT
For use of this form, see AR 190-45; the proponent agency is PMG.

PRIVACY ACT STATEMENT
AUTHORITY: Titie 10, USC Section 301; Title 5, USC Section 2851; £.0. 8397 Social S Security Number (SSN).

PRINCIPAL PURPOSE: To document potential criminal activity involving the U.S. Army, and to allow Army officials to maintain discipline,
law and order through investigation of complaints and incidents.

ROUTINE USES: Information provided may be further disclosed to federal, state, local, and foreign government law enforcement
agencies, prosecutors, couris, child protective services, victims, witnesses, the Department of Veterans Affairs, and
the Office of Personnel Management. Information provided may be used for determinations regarding judicial or -
non-judicial punishment, other administrative disciplinary actions, security clearances, recruitment, retention,
ptacement, and other personnel actions.

DISCLOSURE: Disclosure of your SSN and other information is voluntary. )

1. LOCATION 2. DATE (YYYYMMDD] |3. TIME 4. FILE NUMBER

Fort Monroe, VA 2008/08/06 0950

5. LAST NAME, FIRST NAME, MIDDLE NAME 6. SSN 7. GRADE/STATUS
i YA-03

8. ORGANIZATION OR ADDRESS
HQ TRADOC, Fort Monroe, VA 23651

9.

» WANT TO MAKE THE FOLLOWING STATEMENT UNDER QATH:

On or about 28 May 2008 {0 from the Joint and Combined Arms Training Directorate came into my office to
discuss a personal issue. ; pro-ceeded to discuss an issue that pertained to s, and her chain of
command at the Army Training Support Center (ATSC), Fort Eustis. He discussed issues regardmg subordinate employees to
d pornography found by Sheila on 2 computer she was provided to use, Ibrovided no physical evidence nor or did
I see any physical evidence that corroborated his story. AftcjES left my oftice, [ mmedxat»ely calleq :
Staff Judge Advocate, to discuss my responsibilities and what | shouid do next. He said I should let Mr. Robert Seger know of the

sxtuatlon but not nge him all the details due to Mr. Seger being in a possible decision position with this case. 1 also call
\ ) visit. I discussed the issue with Mr. Seger in very broad generalities
: houid not be discussing the issue with anyone since it is not in his chain of command. On or about 30
) May 2008, again came into my office riiestmg to see Mr. Seger. I discussed three issues with! . First, I

clearly said this is an ATSC issue between and her chain of command and that hel } should not be
discussing with anyone due to possible liabilities. I asked

::eger, nowever, I highly recommend you do not
left my office at approximately 1720 and did not

@allig ] I cannot prevent you from seeing Mr.
speak to him because you want him in the decision making process!?”
speak to Mr. Seger (all had left for the weekend).

10. EXHIBIT St ERSON MAKING STATEMENT

PAGE 1 OF

[ ADDITIONAL PAGES MUST CONTAIN THE HEADING "STATEMER T OF TAKEN AT DATED

A THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER
MUST BE INDICATED.

DA FORM 2823, NOV 2006 DA FORM 2823, DEC 1998, IS OBSOLETE APD PE v1.00



STATEMENT OF

TAKEN AT /57 Mopir2es DATED Xﬁafé’;?/ /04

9. STATEMENT (Continued)

AFFIDAVIT

2 & R . HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT
WHICH BEGINS ON PAGE 1, AND ENDS ON PAGE__Z—. | FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE
BY ME. THE STATEMENT IS TRUE. | HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE
CONTAINING THE STATEMENT. | HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEF!T OR REWARD WITHOUT
THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL INFLU i

WEGAIEE VOGO EES A LR E A7 G B8

ubiscribethand swern to before me, a person authorized by law to
dmlmster aths, this q day of Muss’ . ‘Zoéﬁ
Wlovxvo,(’

TEHIOL -3)5 )7
ORGANIZATION OR ADDRESS”

{Typed Name of Person . Aa’m:msrermg Oath}

Qe\e L US Avwy . \o-6 TO

ORGANIZATION OR ADDRESS ;‘Autizomy To Adninister Oaths)

INITIALS OF PERSON MAKING STATEMENT . ) R

PAGE 2. OF "2~ PAGES

DA FORM 2823, NOV 2006 APB V1.00






’ SWORN STATEMENT
For use of this form, see AR 190-45; the proponent agency is PMG.,

PRIVACY ACT STATEMENT
AUTHORITY: Title 10, USC Section 301; Title 5, USC Section 2951; E.O. 9397 Social Security Number (SSN).

PRINCIFAL PURPOSE: To document potential criminal activity involving the U.S. Army, and to allow Army officials to maintain disciphine,
law and order through investigation of complaints and incidents.

ROUTINE USES: information provided may be further disclosed to federal, state, local, and foreign government law enforcement
agencies, prosecutors, courts, child protective services, victims, witnesses, the Department of Veterans Affairs, and
the Office of Personne! Management. information provided may be used for determinations regarding judicial or -
non-judicial punishment, other administrative disciplinary actions, security clearances, recruitment, retention,
placement, and other personnel actions.

DISCLOSURE: Disclosure of your SSN and other information is voluntary.

1. LOCATION 2. DATE (YYYYMMDD} | 3. TIME 4. FILE NUMBER
Bldg 161, Ft. Monroe, VA 2008/08/07 0835

5_LAST NAME. FIRST NAME, MIDOLE NAME 6. SSN 7. GRADEI/STATUS
T / ’ " YA-3/DAC

8. ORlZATION OR ADDRESS
JCATD, TRADOC DCS G-3/5/7, 5 Fenwick Road, Ft. Monroe, VA 23651

9.
. WANT TO MAKE THE FOLLOWING STATEMENT UNDER OATH:

On/about 14 May 2008, an emplovee of ATSC, brought home from work a computer hard drive once
belonging to a former subordmate empioyee Sl Pnfomed me that she needed to look on the hard drive
for files pertaining to the Satellite Education Network (SEN) since these files had not been provided to her by g . prior
to departure from the organization auqcﬂliy didn't have time to do this at work during the day. 1 provided
tcchmcaf assistance toﬂ installing the hard drive i dh external enclosure, connecting the enclosure to her government
laptop and showing her how to access files on the hard drive. During the evening hours of 14-18 May 2008 at our house, while
“as searching for SEN files o i hard drive, she stumbled across numerous files and email messages
‘coniaining inappropriate, offensive, and often pornographic material. I observed some of this material in an effort to advise her on
{what she should do with it since as an active duty Army colonel, I had been an Inspector General for three years and was famitiar
with various thresholds governing inappropriate material. On 19 May 2008, Sheila printed a representative sample of this material
using her government computer and printer in her office and provxded a packet tol MERiae) the ATSC Deputy Director. My
understanding is that the packet was subsequently provided to it .| Executive Director, ATSC, either later that same
day or the following day. One would have assumed thatB weuld next consult with legal and subsequcntty appoint an
investigating officer to look into the inappropriate material on the hard drive. On 22 May 2008, the day prior to an extended
holiday weekend, overnment laptop was seized--with no prior notice or explanation by anyone--by ATSC Information
Technology staff in jull view of several of her subordinates, at the direction off . This was not only humiliating for
Sheila, but very disconcerting to both her and me that she, and not those involved with the inappropriate material, was now
apparently, the object of some type of investigation by the ATSC leadership. Probably not very different than what most
would do if they felt thei were being unjustly attacked, I felt compeled to send an email expressing my concern directly to
5 ‘and | did so that same day at 2255. A copy of the email is attached to this statement. On 27 May 2008, iaﬁended 2
' . of ATSCand Acting Director of Individual Training Support
Directorate. The meeting had been billed as a !eadershlp discussion to determine ahead concerning what to do about the
packet of inappropriate material that,ad provided to the ATSC leadership. lled me following the meeting saying
that it turned out to be an inquisition directed against her for takmg the hard dnve homc and for including information in the packet
supposedly dcsngned to assassinate the character of] ' . host: e and bizarre reactzon towards
requested
Mr. Seger's XO to get an appointment with Mr. Seger because of my physical proxxmxty fo Mr.
Seger's ofﬁce and the tact that she no longer had a computer to check calendars and send email. [ shared enough information with
m so that he would understand the nature of the appointment and why it needed to be marked either private or
generically on Mr. Seger's calendar. | also gave him Mell phone number so he could discuss this matter directly with her
should he have questions. On the morning of 28 May 2008, | noticed that | notm:d an appointment with Mr. Seger for late
that afternoon, I went to seef to inquire about it. He informed me tha s not a good idea for either me or Sheila to

0. EXHIBIT 1. INITIALS WN MAKING STATEMENT

PAGE1OF # 7  PAGES

VADDITIONAL PAGES MUST CONTAIN THE HEADING "STATEMENT OF TAKEN AT DATED

‘ THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER
MUST BE INDICATED.

DA FORM 2823, NOV 2006 DA FORM 2823, DEC 1998, IS OBSOLETE APD PE v1.60



~8 STATEMENT OF

TAKEN AT Bldg 161, Fi. Monroe patep 2008/08/07

8. STATEMENT  (Continued)

talk to Mr. Seger about the issue at ATSC since Mr. Seger might at some future point have to make a decision connected with this
matter and he didn't want to have to recuse himself. | acknowledged what SSSEISUSENNS said but told him that [ predicted that this
issue would be swept under the rug by the ATSC leadership, that there would be no legitimate investigation and that the G-3/5/7

office area, | asked if he still wanted to see me in order to confirm what KRR il had told me. Mr. Seger asked me what[gi} -
had told me and Mr, Seger saxd "If -satd that I don't need to see you, then 1
don’ t need to see you.” He paused, then said in a stern voice, "It's none of your business." I have had no further involvement in this

matter since then. END OF STATEMENT

leadership would never really know the truth. Later that morning, when Mr. Seger came down to the community coffee pot near my |

AFFIDAVIT

; . HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT
WHICH BEGINS ON PAGE 1, AND ENDS ON PAGE J . FFULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE
BY ME. THE STATEMENT IS TRUE. | HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE
CONTAINING THE STATEMENT. | HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT
THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL INFLUENCE, Of pipism e st et

(Sfgnature of Person Making Statement)

ubscribeY and sworn to before me, a person authorized by law to

administer oaths, this ’I H day of M(‘ (L‘}'" . 2..008
[V Sy 1Y ;\rﬁh;lu’\_

TEADOC -3 /5/7

ORGANIZATION OR ADDRESS 7~

| (Dtgsrate uF Ferson Aatmisienig Oath)

Typed\Name of Person Admmrstermg Oath)
us [&‘Mv{
{Authority To Administer 'Oa!hs}

Coh )

ORGANIZATION OR ADDRESS

INITIALS OF PERSON MAKING 5 Tgeaarar=

PAGE 3 OF 2'7 PAGES
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From: E f
Date: Thursday, May <ZZ, ZUUB 2Z:45
Subject: Doing the right thing
To:

I was really hoping you would do the right thing regardlng Sheila's
discovery of inappropriate information on | (58 | hard
drive, but today's events lead me to believe that you are going down a
different path. It's difficult to ascertain a wholesome intent behind
humiliating Sheila in front of her subordinates by seizing her
computer. And to think she was going to bring the computer home to
work through the holiday weekend for your organization. Is she now a
suspect and if so, for what reason? For bringing a disgusting
situation to the leadership's attention? This really smacks of
retribution. I trust that I'm wrong, but again, I'm having trouble
believing that I am. If you feel that I'm ocut of line, feel free to
bring this to Mr. Seger's attention.

/Qofz' ja‘/j

Jo ke 47 ﬁ/// 214







e i SWORN STATEMENT
For use of this form, see AR 190-45; the proponent agency is PMG.

PRIVACY ACT STATEMENT e
AUTHORITY: Title 10, USC Section 301; Title 5, USC Section 2951; E.O. 9387 Social Security Number {SSNJ.
PRINCIPAL PURPOSE:  To document potential criminal activity involving the U.S. Army, and to allow Army officials to maintain discipline,
law and order through investigation of complaints and incidents.

ROUTINE USES: Information provided may be further disclosed to federal, state, lacal, and foreign government law enforcement

the Office of Personnel Management. Information provided may be used for determinations regarding judicial or
non-judicial punishment, other administrative disciplinary actions, security clearances, recruitment, retention, N
placement, and other personne! actions.

agencigs, prosecutors, courts, child protective services, victims, witnesses, the Department of Veterans Affairs, and
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7. GRADE/STATUS

DISCLOSURE: Disclosure of your SSN and other information is voluntary.
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N MAKING STATEMENT
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ADDITIONAL PAGES MUST CONTAIN THE HEADING "STATEMENT OF_______ TAKEN AT DATED

.. .4 THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER
MUST BE INDICATED.
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SWORN STATEMENT
For use of this farm, see AR 190-45; the proponent agency is PMG.

PRIVACY ACT STATEMENT o
AUTHORITY: Title 10, USC Section 301; Title B, USC Section 2851; E.O. 8297 Soclal Sscurity Number {SSh}.
PRINCIPAL PURPOSE:  To document potential criminal activity involving the U.S. Army,

and to allow Army officials to maintain discipline,
law and order through investigation of complaints and inefdents,

ROUTINE USES: Information provided may be further disclosed to federal, state, local, and foreign government law enforcement
agencies, prosecutors, courts, child protective services, victims, witnesses, the Department of Veterans Affairs, and
the Office of Personnel Management. Information provided may be used for determinations fegarding fudicial or _
non-judicial punishment, other administrative disciplinary actions, security clearances, recruitment, retention, "
placement, and other personnel actions.

DISCLOSURE: Disclosure of your SSN and other information is voluntary.

1. LOCATION . i 2. DATE (YYYYMMDD)} 3. TIME 4. FiLE NUMBER
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5. LAGT sianze ciooe eians P -
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7. GRADE/STATUS
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10. EXHIBIT 11, INITIALSBRRERSON MAKING STATEMENT >
PAGE 1 OF PAGES

ADDITIONAL PAGES MUST CONTAIN THE HEADING "STATEMENT OF_____ TAKEN AT — . DATED
THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER
MUST BE INDICATED,
DA FORM 2823, NOV 2006 DA FORM 2823, DEC 1998, IS DBSOLETE

APD V1.00
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STATEMENT OF TAKEN AT i< 3o pateo ¢ A~

9. STATEMENT (Continued}

AFFIDAVIT
, HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT

i (DT

BY ME. THE STATEMENT IS TRUE. | HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE
CONTAINING THE STATEMENT. | HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT
THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL INFLt L INDUCEMENT.

WHICH BEGINS ON PAGE 1, AND ENDS ON PAGE . FFULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE

oegriature of Person Making Statement)

and sworn to before me, a person authorized by law to

administer ogths, this_{p  day of ﬂruf.m;{’ , 208
A 4

" s O L AA—

ORGANIZATION OR ADDRESS

T DTS R ing Oath)

{Typed Name of Person Administering Oath)

Colowel , UG Agwy . B-o &0

ORGANIZATION OR ADDRESS {Authority To Admidister Oaths)

INITIALS OE PERSON MAKING STATEMENT

- paGE L- OF - PpAGES -

DA FORM 2823, NOV 2006

APD V1.00







SWORN STATEMENT
For use of this form, see AR 180-45; the proponent agency is PMG.

PRIVACY ACT STATEMENT
AUTHORITY: Title 10, UBC Section 301; Title 5, USC Section 2951; E.0O. 9397 Social Security Number {SSNJ.

PRINCIPAL PURPOSE: To document potential criminal activity involving the U.S. Army, and to allow Army officials to maintain discipline,
law and order through investigation of complaints and incidents.

ROUTINE USES: Information provided may be further disclosed to federal, state, local, and foreign government law enforcement R
agerncies, prosecutors, courts, child protective services, victims, witnesses, the Department of Veterans Affairs, snd
the Office of Personnel Management. Information provided may be used for determinations regarding judicial or
non-judicial punishment, other administrative disciplinary actions, security clearances, recruitment, retention,
placement, and other personnel actions.

DISCLOSURE: Disclosure of your SSN and other information is voluntary.
1. LOCATION 2. DATE _(YYYYMMDD) 3. TIME 4. FILE NUMBER
oG 1879 2607 052 b ,;é”;w
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10. EXHIBIT 11. INITIAL Gu@aeae R SON MAKING STATEMENT -2
PAGE 1 OF PAGES
ADDITIONAL PAGES MUST CONTAIN THE HEADING "STATEMENT O TAKEN AT _____ DATED

THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER
MUST BE INDICATED. ’

DA FORM 2823, NOV 2006 DA FORM 2823, DEC 1998, IS OBSOLETE APD V1.00
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STATEMENT OF TAKEN AT g /§l Lf DATED 2 > 7

9. STATEMENT (Continued)}

b HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT

WHICH BEGINS ON PAGE 1, AND ENDS ON PAGE_ L~ | | FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE
BY ME. THE STATEMENT IS TRUE. | HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE
CONTAINING THE STATEMENT. | HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT
THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL INFLUENCE, OR UNLAWFUL INDUCEMENT.

ubséribed, and sworn to before me, a

ths, thi;
ALY

Pt Coon W AN}

honzed by law to

WGt 2088

administer

Tl
i
i

SOOI >

ORGANIZATION 0B ANNRESS (e atoica ot Parman Adcamictaring Qath)

~ (Typed Name of Person Administering Oath)

BTG MR Il 17 b Coxov,e\ WS Aoy, 15-L TO

ORGANIZATION OR ADDRESS (Adrhamy To Administer Oaths)

INITIALS OF PERSON MAKING STATEMENT - o(l " S
: - : 1 - PAGE - OF - PAGES

DA FORM 2823, NOV 2006 APD V1.00







SWORN STATEMENT
For use of this form, see AR 190-45; the proponent agency is PMG,

PRIVACY ACT STATEMENT =
AUTHORITY: Title 10, USC Section 301; Title 5, USC Section 2851, E.0. 8397 Social Security Number {SSN).

PRINCIPAL PURPOSE: To document potential criminal activity involving the U.S. Army, and to allow Army officials to maintain discipline,
law and order through investigation of complaints and incidents.

ROUTINE USES: Information provided may be further disclosed to federal, state, local, and foreign government law enforcement
agencies, prosecutors, courts, child protective services, victims, witnesses, the Department of Veterans Affairs, and
the Office of Personnel Management. Information provided may be used for determinations regarding judicial or
non-judicial punishment, other administrative disciplinary actions, security clearances, recruitment, retention,
placement, and other personnel actions.

DISCLOSURE: Disclosure of your SSN and other information is veluntary.

1. LOCATION 2. DATE (YYYYMMDD} |3, TIME 4. FILE NUMBER

i Bid 1e), Fr. Memeoc, V. 2008, oz /o5 | /1045

B, LacT adeaac CIDCT MAMC MINNLE MAME Ty

7. GRADE/STATUS

BS |3

8. ORGANIZATION OR ADDRESE

dLD _63/5/7, LT [fearae, VA.

1§ : ' ‘ ‘ » WANT TO MAKE THE FOLLOWING STATEMENT UNDER OATH:

9

10. EXHIBIT
PAGE 1 OF __gh« PAGES

ADDITIONAL PAGES MUST CONTAIN THE HEADING "STATEMENT (3 MEENAT . DATED ___

THE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STATEMENT, AND PAGE NUMBER

MUST BE INDICATED.

DA FORM 2823, NOV 2006 DA FORM 2823, DEC 1998, IS OBSOLETE APD V1.00




" § STATEMENT OF |

| TAKEN AT AT . [ormproe DATED Jf "/ 5:, S o

9, STATEMENT (Continued)

] ] AFFIDAVIT
[ {bib » HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT

WHICH BEGINS UN FAGE 1, ANL CNUD UV FAGE 2 . FFULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE

BY ME. THE STATEMENT IS TRUE. | HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE
CONTAINING THE STATEMENT. { HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT
THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL INFLI

ent}

d sworn to before me, a person authorized by

law to

Foyr _Mowyue, k-

BSCREEA
(%dministe;?ls, this_ | day of Meg st . 2009
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Notes from meeting between|

One 7 August 2008, SR met with me in my office at Fort Monroe, Virginia.
declined to make an official sworn statement and further declined to sign

an information release. What SESSUSEEIER did wish for me to enter into this record was

the following (quotations are his words):

1) | (

years.

2) did “not want any part in this investigation.”

3) IEEEESENNN st2tcd that this has been an “ongoing witch-hunt for a year.”

4) ENEEEINN found the allegations against SN hard to comprehend”
for she is “church-going” woman and “loving grandmother.”

lisa loyal government employee and has been for the past 13to 15







Notes from meeting between|

On 11 August 2008 at approximately 8:20AM, |
Investzgatmg Officer, on my office phone number. TE oj(6}
§RGER sent him on AKO. IEEGEN is 2 retired Sergeant Major in the National Guard
and currem:ly works as a government contractor for Coalescent Technology. Coalescent
Technology maintains a government contract with the Army National Guard Bureau. i
il works in Pennsylvania and is not available to travel to Fort Monroe, Virginia.

declined to write a sworn statement and made the following statements over

jon the availability of training material last

| continues to correspond with BB using private communication

3) SR had corresponded with|
retlrement ceremony. '
4) —never sent anvthing he categorizes as pornographic, but did send 8
S images RISl distinguishes as “adult-content.”
5) o

EYCI o st ¢ adult—content” email to] occurred last month on
pnvate lines.

6) To the best of [N memory, he never sent i

images on AKO or government systems.

lastly stated that [NEREEE was always helpful and personable.

I3

 concerning |

“adult-content”

7




From:

Sent: Thursdav. August 07. 2008 11:47 AM
To: , g ]
Subject: 15-6 Investigating Officer (UNCLASSIFIED)

Classification: UNCLASSIFIED i
Caveats: NONE

I am a 15-6 investigating officer conducting an informal investigation into two non-criminal
allegations concerning us of government information systems.

Please contact me at the phone number listed in this email. I need to know if you are still
a government contractor, retired, etc. I do understand that you are no longer employed by
Alion Science and Technology and are still in the Army National Guard.

Director, TPAE
TRADOC G3/5/7
757.788.5720

' Classification: UNCLASSIFIED
Caveats: NONE




From: 1 046
Sent: Thursday, August 07, 2008 10:45 AM

To:
Ce:
Subject:

L terminated employment with Alion Science and Technology April 14, 2007. uhile
emoloved mth Alion his supervisor was- current contact info is

B would like to talk to you concerning —, his contact information is

Alion Science and Technology
11815 Fountain Way, Suite 500
Newport News, VA 23606-4442
(757) 246-5361 Voice

(757) 596-4014 Fax






DEPARTMENT OF THE ARMY
HEADQUARTERS UNITED STATES ARMY TRAINING AND DOCTRINE COMMAND
102 MCNAIR DRIVE
FORT MONROE VIRGINIA 23651-1047

REPLY TO
ATTENTION OF

ATTG-ZC

MEMORANDUM FOR RECORD

SUBJECT: Employment of

is not and has never been employed by HQ, TRADOC,
G3/5/7 as a service member, department of the army civilian, or
contractor.

Ly Lo the Assistant Deputy
Chief of Staff, TRADOC G-3/5/7







SWORN STATEMENT
For use of this form, see AR 190-45; the proponent agency is PMG.

PRIVACY ACT STATEMENT o

AUTHORITY: Title 10, USC Section 301; Title 5, USC Ssction 2851; E.0. 8397 Social Security Number {SSN).

PRINCIPAL PURPOSE: To document potential criminat activity involving the U.S. Army, and to allow Army officials to maintain discipline,
law and order through investigation of complaints and incidents.

ROUTINE USES: Information provided may be further disclosed to federal, state,
agencies, prosecutors, courts, child protective services, victims,
the Office of Personnel Management. Information provided may
non-judicial punishment, other administrative disciplinary actions,
placement, and other personnel actions.

local, and foreign government law enforcement
witnesses, the Department of Veterans Affairs, and i
be used for determinations regarding judicial or .
security clearances, recruitment, retention, -

DISCLOSURE: Disclosure of your SSN and other information is voluntary.

1. LOCATION 2. DATE (YYYYMAMDD) 3. TIME ' 4. FILE NUMBER
Fenr Eos#is I ¥ 1D
| ACT REARAC CISOT RIAAAE & S6r g r~ s a s am 6. SSN ] 7‘ GRADE[STATUS

©@S-09

8. ORGANIZATION OR ADDRESS

ATSC | TISD _TSID
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PAGE 1 OF i PAGES

| TAKEN AT FEVA DATED iJ/haax
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‘HE BOTTOM OF EACH ADDITIONAL PAGE MUST BEAR THE INITIALS OF THE PERSON MAKING THE STA TEMENT, AND PAGE NUMBER
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STATEMENT OF

. TAKEN AT brr Evsris paTen 7 A of
T
9. STATEMENT (Continued)
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ahn G

AFFIDAVIT

. - . HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT
WHICH BEGINS ON PAGE 1, AND ENDS ON PAGE_, :3 | FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE
BY ME. THE STATEMENT IS TRUE. | HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE
CONTAINING THE STATEMENT. | HAVE MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD WiTHOUT
THREAT OF PUNISHMENT, AND WITHOUT COERCION, UNLAWFUL INFLig ;

HTRIEOOT .

o0 PRESIoEDT 200R2 769 %

ORGANIZATION OR ADDRESS

(Typed Name of Persap Administer Persg, g Administeting Oath}

Colowel, U.S v TO

ORGANIZATION OR ADDRESS {Authority To Admlmster Oaths)

INITIALS OF PERSON Mg

PAGE 3 OF (3 PaGES
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DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
recommendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and communication systems.

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
information could lead to disciplinary or other adverse action against you.

L , having been advised of the above provisions of the
vaacy Act agree to provide mformatlon concerning the above-cited matter.

Date: ps / / 27




DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
recommendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and communication systems.

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
information could lead to disciplinary or other adverse action against you.

et b, having been advised of the above provisions of the
anacy Act agree to prov1de information concerning the above-cited matter.




DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
recommendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and cornmunication systems.

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
information could lead to disciplinary or other adverse action against you.

- [W__. having been advised of the above provisions of the
Privacy Act agree to provide information concerning the above-cited matter.

Date: 27 ﬂaezoa %




DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
recommendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and communication systems.

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
infasesstisn could gad tadiccislinary or other adverse action against you.

(b)(6) . o .
L e having been advised of the above provisions of the
Privacy Act agree to provide information concerning the above-cited matter.

D B O/

Date: (/




DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
recommendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and communication systems.

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
information could lead to disciplinary or other adverse action against you.

(b)(6)
I, , having been advised of the above provisions of the
Privacy Acf agree to provide information concerning the above-cited matter.




DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
recommendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and communication systems,

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
information could lead to disciplinary or other adverse action against you.

, having been advised of the above provisions of the
Privacy Act agree to prov1de information concerning the above-cited matter.

{ A=y o0&

Date:




DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
recommendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and communication systems.

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
information could lead to disciplinary or other adverse action against you.

I, “, having been advised of the above provisions of the

Privacy Act agree to provide information concerning the above-cited matter.

/,Q e, o8
o

Date:



DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
recommendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and communication systems.

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
information could lead to disciplinary or other adverse action against you.

o _, having been advised of the above provisions of the
Privacy Act agree to provide information concerning the above-cited matter.

Date: %, L1 &
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DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
recommendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and communication systems.

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
information conld lead to discinlinary or other adverse action against you.




DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
recommendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and communication systems.

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
I e e i nary or other adverse action against you.

I, o L kaving been advised of the above provisions of the
Privacy Act agrec to provmie information concerning the above-cited matter.




DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
recomimendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and communication systems.

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
information could lead to disciplinary or other adverse action against you.

b)6) . .’ -
I, & IR having been advised of the above provisions of the
Privacy Act agree to provide information concerning the above-cited matter.




DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
- recommendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and communication systems.

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
information could lead to disciplinary or other adverse action against you.

1, kg , having been advised of the above provisions of the
Privacy Act agree to provide information concerning the above-cited matter.




DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
recommendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and communication systems.

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
information could lead to disciplinary or other adverse action against you.

IR i i , having been advised of the above provisions of the
Privacy Act agree to provide information concerning the above-cited matter.

f~6-08

Date: (
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DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
recommendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and communication systems.

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
information could lead to disciplinary or other adverse action against you.

I , having been advised of the above provisions of the

e

Privacy Act agree to provide information concerning the above-cited matter.
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DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: The solicitation of personal information in conjunction with this
investigation is authorized under Title 10 USC 3012.

PURPOSE: The purpose for collecting this information is to obtain facts and make
recommendations to assist the Commander in determining appropriate action concerning
allegations of misuse of government information and communication systems.

ROUTINE USES: Information obtained during the conduct of this investigation will be
used to document relevant facts regarding allegations of misconduct as noted above. It
will be used to determine any necessary further action. It may be used to determine
whether disciplinary and/or other appropriate administrative actions should be taken.

Any information you provide may be disclosed to members of the Department of Defense
who have a need for it in the performance of their official duties.

DISCLOSURE MANDATORY OR VOLUNTARY AND THE EFFECT OF NOT
PROVIDING INFORMATION:

The private information you furnish is voluntary. There will be no adverse effect on you
for not furnishing private information other than that certain facts or information might
not be otherwise available to the Commander for his decision in this matter.

The other information you furnish is mandatory. Failure to provide requested
information could lead to disciplinary or other adverse action against you.

(b)(6) . . .
1, : , having been advised of the above provisions of the

Privacy Act agree to provide information concerning the above-cited matter.

ané’/af/w

Date:




- DEPARTMENT OF THE ARMY
HEADQUARTERS, UNITED STATES ARMY TRAINING AND DOCTRINE COMMAND
102 MCNAIR DRIVE
FORT MONROE, VIRGINIA 23651-1047

REPLY TO
ATTENTION OF

19 August 2008

MEMORANDUM FOR MG Abraham J. Turner, Deputy Chief of Staff, G-3/5/7, TRADOC,
Fort Monroe, VA 23651

SUBJECT: Legal Review of Informal Investigation IAW Army Regulation (AR) 15-6 (Misuse
of Government Equipment and/or Resources in Violation of AR 25-1 and AR 25-2) -
1. The subject investigation is legally sufficient. I conducted my legal review in accordance
with AR 15-6, paragraph 2-3b. I have determined that:
a. The proceedings complied with the legal requirements.
b. There were no appointing or substantial errors.
.¢. There is sufficient evidence to support the findings of the investigating officer.

d. The recommendations are consistent with the findings.

2. As appointing authority, you are not bound or limited by the findings or recommendations of
the investigating officer. See AR 15-6, paragraph 2-3a.

3. I'am the point of contact for this review at (757) 788-2060 / DSN 680-2060.

MAJ,JA
Chief, Military Law Division



ATIA 21 August 2008
MEMORANDUM FOR MG Abraham J. Turner, Deputy Chief of Staff, G-3/5/7, US Army
Training and Doctrine Command, Fort Monroe, VA 23651

SUBJECT: AR 15-6 Investigation — Misuse of Government Equipment and/or Resources in
Violation of AR 25-1 and AR 25-2

- 1. Pursuant to your 4 August 2008 appointment, g #%1 completed an AR 15-6
investigation into allegations that federal and contractor employees at HQ TRADOC, G-3/5/1,
and U.S. Army Training Support Center, Fort Eustis, used government equipment and/or
resources to transmit inappropriate email messages and photos to other employees, and as to
some employees, improperly shared passwords and accessed other users’ email accounts, all in
violation of AR 25-1 and AR 25-2. You are the approval authority for this investigation.

2. The investigation is legally sufficient. Irecommend that you approve the investigating
officer’s findings and take action upon his recommendations by signing Section VIII of the
enclosed DA Form 1574.

3. Background of Investigation. This investigation was directed by the U.S. Office of Special
Counsel (OSC), pursuant to a whistleblower complaint.

a. In May 2008, while in the process of searching and downloading relevant Video Tele-
Training and Satellite Education Network files, (a supervisor at the Army
Training Support Center) discovered pornographic and other inappropriate images and
PowerPoint presentations within email folders on the hard drive from‘“
(federal employee) former computer. d emailed some of these images and
presentations to Soldiers, federal employees, and federal contractors. gl B onsolidated

her findings and provided them to (Deputy Director of Army rammg
Support Center), who delivered them to the Acting Executive Director, j -

b. On27 May 2008, Sl
and’
response,
email thread betwee
focused on§ié ; :
table of pumshment and penalties, directing the statements at iR
discussed SRS 5 images and email files. Unknown to B

& continue the investigation of

¥ The meeting never

OB his time E

AR25-1 and 25-2

violations.

then had her husband, (also a federal employee) use
door policy seeking to bring thls matter to the attention of
represented his wife’s complaint to o s Assistant Deputy). il
Brashear obtained legal counsel from“ of thls office. On that counsel,

C.




ATIA v
SUBIJECT: AR 15-6 Investigation — Misuse of Government Equipment and/or Resources in
Violation of AR 25-1 and AR 25-2

informed RN of the situation and preserved ’s potential decision authority over
this allegation by only discussing generalities. called NN and offered her
an office call to obtain physical evidence and firsthand knowledge which she declined.
_under‘s guidance, informed MRS not to discuss the allegations
since the issue ot within his chain of command. :
could use Ny pen door policy, but advised against it repeating that §

PERERGRS OEN s upervisors take appropriate remedial and disciplinary action against her
- for v1olat10ns of AR 25-1 and AR 25-2.

. & supervisors take appropriate remedial and disciplinary action to address his
fallure to exercise appropriate leadership and use sound judgment in his attempt to resolve the
issues identified in this investigation when they were made known to him.

c. ATSC leaders receive appropriate professional training designed to enhance their ability to
effectively lead their organization and to appropriately respond to Equal Employment
Opportunity issues.

 d. Headquarters, TRADOC, Deputy Chief of Staff, G-3/5/7 leaders review the ATSC
supervisory structure and rating schemes to ensure all employees and managers are supervised
and rated appropriately and fairly.

5. I recommend that you approve the investigating officer’s findings and take action upon his
recommendations by signing Section VIII of the enclosed DA Form 1574.

6. Point of contact for this matter is the undersigned at 788-3238.

3 Encls FRANCIS P. KIN%

1. AR 15-6 Investigation LTC, JA
2. Legal Review Acting Staff Judge Advocate
3. DA Form 2627 :




REPORT OF PROCEEDINGS BY INVESTIGATING OFFICER/BOARD OF OFFICERS

For use of this form, see AR 15-6; the proponent agency is OTJAG.

IF MORE SPACE !S‘ REQUIRED IN FILLING OUT ANY PORTION OF THIS FORM, ATTACH ADDITIONAL SHEETS

SECTION | - APPOINTMENT

Appointed by Deputy Chief of Staff, G-3/5/7, HQ, U.S. Army Training and Doctrine Command, Ft. Monroe, VA 23651

{Appointing authority)
on 4 August 2008 (Atiach inclosure 1: Letter of appointment or summary of oral appointment data.) (See para 3-15, AR 15-6.) -
(Date)
SECTION I - SESSIONS
The (investigation) (board) commenced at Fort Monroe, Virginia at 0800
{Place) (Time)
on 4 Au gust 2008 (i a formal board met for more than one session, check here [ | . Indicate in an inclosure the time each session began and

ended, the p!ace petsons present and absent, and explanation of absences, if any.) The following persons (members, respondents, counsel} were
present: (After each name, indicate capacity, e.g., President, Recorder, Member, Legal Advisor.)

The following persons (members, respondents, counsel} were absent: (include brief explanation of each absence.) (See paras 5-2 and 5-8a, AR 15-6.)

The (investigating officer) (board} finished gathering/hearing evidence at 1700 on 13 August 2008
(Time) {Date)
and completed findings and recommendations at 1530 on 14 August 2008
{Time} (Date}

SECTION Hi - CHECKLIST FOR PROCEEDINGS

A. COMPLETE IN ALL CASES

1 Tinclosures (para 3-15, AR 15-6)
Are the following inclosed and numbered consecutively with Roman numerals; (Attached in order listed)

. The letter of appointment or a summary of oral appointment data?

. Copy of notice to respondent, if any?(See item 9, below)

. Other correspondence with respondent or counsel, if any?

. All other written communications to or from the appointing authority?

. Privacy Act Statements (Certificate, if statement provided orally)?

Bl CN BN RN R ]

Explanation by the investigating officer or board of any unusual delays, difficulties, irregularities, or other problems
encountered (e.g., absence of material witnesses)?

g.

information as to sessions of a formal board not included on page 1 of this report?

h.

Any other significant papers (other than evidence) relating to administrative aspects of the investigation or board?

'DAFORM 1574, MAR 1983

FOOTNOTES: 1f Explain all negative answers on an altached sheet.
2/ Use of the NfA column constitutes a positive representation that the circumstances described in the question did not occur in this investigation

or baard

EDITION OF NOV 77 IS OBSOLETE,
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2 | Exhibits (para 3-16, AR 15-6)

.| a Are all items offered (whether or not received) or considered as evidence individually numbered or lettered as
‘ exhibits and attached to this report?

14NAZ

z
&

b. Is an index of alt exhibits offered to or considered by investigating officer or board attached before the first exhibit?

G. Has the testimony/statement of each witness been recorded verbatim or been reduced to written form and attached as
an exhibit?

d. Are copies, descriptions, or depictions (if substituted for real or documentary evidence) properly authenticated and is
the location of the original evidence indicated?

. Are descriptions or diagrams included of locations visited by the investigating officer or board (para 3-6b, AR 15-6)7

f. Is each written stipulation attached as an exhibit and is each oral stipulation either reduced to writing and made an
exhibit or recorded in a verbatim record?

XXX OO O

g- If official notice of any matter was taken over the objection of a respondent or counsel, is a statement of the matter
of which official notice was taken attached as an exhibit {para 3-16d, AR 15-6)7

OOy O Oog O

L] X

X 0|00 0|RK X5

3 | Was a quorum present when the board voted on findings and recommendations (paras 4-1 and 5-2b, AR 15-6}7

B. COMPLETE ONLY FOR FORMAL BOARD PROCEEDINGS (Chapter 5, AR 15-6)

4 | Atthe initial session, did the recorder read, or determine that all participants had read, the letter of appointment (para 5-3b, AR 15-6)7 :

5 | Was a quorum present at every session of the board (para 5-2b, AR 15-6)7 | ]

6 | Was each absence of any member properly excused (para 5-2a, AR 15-6)? “ a :

7 | Were members, witnesses, reporter, and interpreter sworn, if required (para 3-1, AR 15-6)7 HiaEiin

8 | It any members who voted on findings or recommendations were not present when the board received some evidence, EIENIIE
does the inclosure describe how they familiarized themselves with that evidence (para 5-2d, AR 15-6)7

C. COMPLETE ONLY IF RESPONDENT WAS DESIGNATED (Section lf, Chapter 5, AR 15-6)

9 | Notice to respondents (para §-5, AR 15-6):

a. Is the method and date of delivery to the respondent indicated on each letter of notification?
b. Was the date of delivery al least five working days prior to the first session of the board?
¢. Does each letter of notification indicate —
(1)  the date, hour, and place of the first session of the board concerning that respondent?
(2}  the malter to be investigated, including specific allegations against the respondent, if any?
(3) the respondent's rights with regard to counsel?
(4}  the name and address of each witness expected 1o be called by the recorder?
(5} the respondent's rights to be present, present evidence, and call witnesses?
d. Was the respondent provided a copy of all unclassified documents in the case file?
e. If there were relevant classified materials, were the respondent and his counsel given access and an opportunily to examine them?

101 if any respondent was designated after the proceedings began (or otherwise was absent during part of the proceedings):
a. Was he properly notified (para 5-5, AR 15-6)7 7
b. Was record of proceedings and evidence received in his absence made available for examination by him and his counsel (para 5.4c, AR 15-6)?

11} Counsel (para 5-6, AR 15-6):
a. Was each respondent represented by counsel? D
Name and business address of counsel:

(if counsel is a lawyer, check here [ ] )
b. Was respondent's counsel present at all open sessions of the beard refating to that respondent?

c. If military counsel was requested but not made available, is a copy (or, if oral, a summary} of the request and the D D D
action taken on it included in the report (para 5-6b, AR 15-6)7

12 If the respondent challenged the legal advisor or any voting member for lack of impariiality (para 5-7, AR 15-6):
a. Was the challenge properly denied and by the appropriate officer?

b. Did each member successfully challenged cease to participate in the proceedings? 1__ D

13 | Was the respondent given an opporiunity to  (para 5-8a, AR 15-6):
4. Be present with his counsel at all open sessions of the board which deal with any matter which cancerns that respondent?
b. Examine and object to the introduction of real and documentary evidence, including written statements?
. Object to the testimony of witnesses and cross-examine witnesses other than his own?
d. Call witnesses and otherwise introduce evidence?
e. Testify as a witness?
Make or have his counsel make a final statement or argument (para 5-9, AR 15-6}?

-
F

=

14 If requested, did the recorder assist the respondent in obtaining evidence in possession of the Government and in D D
arranging for the presence of witnesses (para 5-8b, AR 15-6)7

O

Are all of the respondent's requests and objections which were denied indicated in the report of proceedings or in an D {]
_‘finclosure or exhibit to it (para 5-11, AR 15-6)?

L

‘FOOTNOTES; 1/ Explain alf negative answers on an altached sheet.

2 Usg of !é)e N/A column constitutes a positive representation that the circumstances described in the guestion did not occur in this investigation
or board.
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SECTION IV - FINDINGS  (para 3-10, AR 15-6)

‘Juavestigating Officer, dated 14 August 2008.

The (investigating officer) (board) . having carefully considered the evidence, finds:

: findings of the Investigating Officer are contained in the enclosed memorandum, SUBJECT: Findings and Recommendations of

SECTION V - RECOMMENDATIONS (para 3-11, AR 15-6)

In view of the above findings, the (investigating officer} (board) recommends:

The recommendations of the Investigating Officer are contained in the enclosed memorandum, SUBJECT: Findings and
Recommendations of Investigating Officer, dated 14 August 2008,

Page 3 of 4 pages, DA Form 1574, Mar 1983
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SECTION VI - AUTHENTICATION (para 3-17, AR 15-6)

THIS REPORT OF PROCEEDINGS 18 COMPLETE AND ACCURATE. (If any voting member or the recorder fails to sign here or in Section Vil
", indicate the reason in the space where his signature should appear.)

{Recorder) {investigating Officer} (Presideni)
(Member} {Member)
(Member} {(Member)
SECTION VI - MINORITY REPORT  (para 3-13, AR 15-6)
To the extent indicated in Inclosure » the undersigned do{es) not concur in the findings and recommendations of the board.

{in the inclosure, identify by number each finding and/or recommendation in which the dissenting member(s) dofes) not concur. State the
reasons for disagreement. Additional/substitute findings and/or recommendations may be included in the inclosure.)

{Member) (Member}

SECTION Vili - ACTION BY APPOINTING AUTHORIT Y

e findings and recommendations of the {investigating officer)fbeard} are (appro
rsubstitations). (If the appointing authority returns the proceedings o the investigating

ara 2-3, AR 15-6)

) -
cer or board for further proceedings or

corrective action, attach that correspondence (or a summary, if oral) as a numbered inclosure.)

»
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