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Read Only - The Alerts Review module is available from the "Go" menu and the Folder Tree. The user is able to
open the Alerts Review module and review the details of an alert ("Detail" button), address an alert ("Address
Alert..." button or double-click alert, user may not be able address alert if it requires opening a module the user
does not have access to), delete an alert ("Delete" button), refresh the alert list ("Refresh" button), and close the

Read Only - The Appointments module is available from the "Go" menu and the Folder Tree. The user is able to
open the Appointments module and refresh the appointment list ("Refresh" button), create a new appointment
("New Appointment" button, user must select a provider that has permissions to sign encounters, user is able to
select any appointment type), check-in a patient ("Check-In" button), check-out a patient ("Check-Out" button, this
includes ability to print orders/instructions, SF600, and DD2766 but not all information is available to this user),
cancel an appointment ("Cancel" button, user is only able to select 'Facility Cancelled' and 'LWOBS?"), transfer
providers for an appointment ("Transfer" button), add providers to an appointment ("Add Providers" button, the
user receives several messages saying he/she does not have access but eventually the Providers window pops
up and the user is able to select an additional provider), print the appointment list ("Print Appts" button), view

Read Only - The Telephone Consults module is available from the "Go" menu and the Folder Tree. The user is
able to open the Telephone Consults module and refresh the TelCon list ("Refresh"” button), cancel an existing
telephone consult ("Cancel” button), transfer a telephone consult ("Transfer" button), read existing notes for a
telephone consult ("Notes" button), edit the phone number for a telephone consult ("Edit Phone #" button), and
close the module ("Close" button).

Write Only - The Telephone Consults module is available from the "Go" menu and the Folder Tree. The user is
able to open the Telephone Consults module and refresh the TelCon list ("Refresh” button), cancel an existing
telephone consult ("Cancel" button), transfer a telephone consult ("Transfer" button), read existing notes for a
telephone consult ("Notes" button), edit the phone number for a telephone consult ("Edit Phone #" butfon), and
close the module ("Close" button).

Delete Only - The Telephone Consults module is not available for selection.

Read Only - The user will be able to open the Patient Search window from the "Go" menu, from the Toolbar, and
from the Folder Tree. The user will be able to search for a patient ("Find" button), do a new search ("New Search"
button), and search CHCS ("Search CHCS" button). Write Only - The user will be able to open the Patient
Search window from the "Go" menu, from the Toolbar, and from the Folder Tree. The user will be able to search
for a patient ("Find" button), do a new search ("New Search" button), and search CHCS ("Search CHCS" button).

Read Only - The user will be able to open the Patient List module from the "Go" menu and the Folder Tree. The
{user will be able to search for a patient and add them to the Patient List ("Add" button), to save the patient list
("Save" button), to delete a patient from the patient list ("Delete" button), to delete the patient list ("Delete List"
button), to cancel an action ("Cancel" button), and to close the patient list window ("Close" button). Write Only -
The user will be able to open the Patient List module from the "Go" menu and the Folder Tree. The user will be
able to search for a patient and add them to the Patient List ("Add" button), to save the patient list ("Save" button),
to delete a patient from the patient list ("Delete" button), to delete the patient list ("Delete List" button), to cancel
an action ("Cancel" button), and to close the patient list window ("Close" button). Delete Only - The Patient List

Need to check Read/Write priviledges before it is displayed. If the user has neither a read and/or write the
module should not be displayed.

Enables an authorized user, with signing authority (Signature Class of 2-4), to sign laboratory, radiology,
pharmacy and consult orders that are entered by a user with a Signature Class of 0-1.




Read Only - The user will be able to open the Web Browser module from the "Tools" menu and the Folder Tree.
The user will be able to 'surf' the internet, go back and forward for web pages ("Back" and "Forward" buttons), go
to the 'Home' website ("Home" button), open the Search web page ("Search” button), refresh the current web
page ("Refresh” button), stop a web page from loading ("Stop" button), open a Favorites web page ("Favorites”
button), add a web page to his/her Favorites list ("Add" button), organize his/her Favorites list ("Organize" button),
import bookmarks into his/her Favorites list ("lmport" button), export bookmarks from his/her Favorites list
("Export" button), print the current web page ("Print WebPage" button), and close the Web Browser window
("Close" button). Write Only - The user will be able to open the Web Browser module from the "Tools" menu and
the Folder Tree. The user will be able to 'surf the internet, go back and forward for web pages ("Back" and

Read Only - The List Management module is available from the "Go" menu and the Folder Tree. When trying to
open the module the user will receive a message that they have 'insufficient privileges' to access the module.
Write Only - The List Management moduie is available from the "Go" menu and the Folder Tree. When trying to
open the module the user will receive a message that they have 'insufficient privileges' to access the module.
Delete Only - The List Management module is not available for selection. Read/Write/Delete - The List
Management module is available from the "Go" menu and the Folder Tree. When trying to open the module the
user will receive a message that they have 'insufficient privileges' to access the module.

Read Only - the user is able to view couplers in the patient's chart under Health History, view any existing
guestionnaires completed or saved for this patient, start new questionnaires

Read Only- the users is only able to generate a password for the patient to be able to logon and complete a
HEARS guestionnaire. The Couplers Module though visible on the screen is never openned.

Read Only- the patient is able to enter his/her password and answer questions in the HEARS questionnaire

Read Only - The user is able to login to the application but does not have access to the Reports module.

Read Only - The user is able to login to the application but does not have access to the Reports module.

Read Only - The Reports module is availabie from the "Go" menu and the Folder Tree. When the user opens the
Reports module only the "Customized" tab is displayed. The user is able to select a report, enter filter criteria
(criteria available depends on report), and generate the report.

Read Only - The Reports module is available from the "Go" menu and the Folder Tree. When the user opens the
Reports module only the "Preventive” tab is displayed. The user is able to select a report, enter filter criteria
(criteria available depends on report), and generate the report.

Read Only - The Reports module is available from the "Go" menu and the Folder Tree. When the user opens the
Reports module only the "Standard" tab is displayed. The user is able to select a report, enter filter criteria (criteria
available depends on report), and generate the report. .

<This object does not yet exist in Snareworks. Will not be able to test until this is input.>

<This object does not yet exist in Snareworks. Will not be able to test until this is input.>

Read - User is able to apen the "Adhoc Reporting - Browse" module and run reports for the "MTF Patient Detail"
universe.

Read - User is able to open the "Adhoc Reporting - Browse" module and run reports for the "MTF Patient No
Detail" universe.

Read - User is able to open the "Adhoc Reporting - Browse" module and run reports for the "MTF Patient Detail
universe.

Read - User is able to open the "Adhoc Reporting - Browse" modute and run reports for the following universes:
1) Co_Signer Patient Detall

2) Provider Patient Detail

3) PCM Patient Detail

4) Provider No Patient Detail

Read - User is able to open the "Adhoc Reporting - Browse" module and run reports for the "Enterprise Data
Miner" universe.

Read - User is able to open the "Adhoc Reporting - Browse" module and run reports for the "Enterprise Data
Miner No Detail" universe.

Read - User is able to access the "Dental" Report tab and run the reports




Read - User is able to access the "ESF" Report tab and run the reports

Read - User is able to access the "SRTS" Report tab and run the reports

Read - User is able to access the "CPG" Report tab and run the reports

Read Only - The user is able to login fo the application but does not have access fo the Reports moduie. There is
no other module found that contains these reports.

Read Only - The Allergy module is available from the "Go" menu and the Folder Tree. The user is able to open
the Allergy module and refresh the patient's allergy list ("Refresh" button) and close the module ("Close" button).
Write Only - The Allergy module is available from the "Go" menu and the Folder Tree. The user is NOT able to
open the Allergy module. Receive message that user has ‘insufficient privileges' to access module.

|Delete Only - The Allergy module is not available for selection.

Read/Write - The Allergy module is available from the "Go" menu and the Folder Tree. The user is able to open
the Allergy module and refresh the patient's allergy list ("Refresh" button), add a new allergy ("Add" button), edit
an existing allergy ("Edit" button), and close the module ("Close" button).

Read/Write/Delete - The Allergy module is available from the "Go" menu and the Folder Tree. The user is able to
open the Alleray module and refresh the patient's allerav list ("Refresh” button). add a new allerav ("Add" button)

Read Only - The Wellness module is available from the "Go" menu and the Folder Tree. The user is able to open
the Wellness module and view all tabs associated with wellness. On the "Due Reminders" tab, the user is able to
document, edit, inactivate, view details, and refresh Wellness items in the Due Reminders listing. On the
"Documentation History" tab, the user is able to add and edit history items. On the "Reminder History" tab, the
user is able to edit inactive reminders, reactivate inactive reminders, view inactive reminder details, and refresh
the reminder history listing. On the "Wellness Schedule" tab, the user is able to add, edit, activate, inactivate, and
refresh weliness reminders in the wellness schedule listing.

Read Only - The Flowsheets module is available from the "Go" menu and the Folder Tree. The user is NOT able
to open the Flowsheets module. Receive message that user has insufficient privileges to access data from the
Vital Signs module. .

Read Only (w/ Read Only for Vital_Signs module) - The Flowsheets module is available from the "Go" menu
and the Folder Tree. The user is able to open the Fiowsheets module and select/deselect items in the
Configuration pane, print highlighted portions of the flowsheet ("Print Flowsheet Portion" button), print the entire
flowsheet ("Print Entire Flowsheet" button), and close the moedule ("Close" button).




If the user: 1) does not have write but has read access to S/O (new object) the user will not be able to enter the
S/0 documentation area and the S/O button on the encounter will be disabled but will be able to read the notes on
the encounter. 2) does not have write and does not have read the user not be able to enter the S/O
documentation area, the S/O button on the encounter will be disabled, and the user will not be able to read the
notes on the encounter ("You do not have the access priviledges to read this section”). Disable all actions/
buttons/ data entry fields that are not otherwise Enabled.

If the user: 1) does not have write but has read access to Autocite the user will not be able to modify the Autocite
documentation area and the Autocite button on the encounter will be disabled but will be able to read the autocite
on the encounter. 2) does not have write and does not have read the user not be able to modify the Autocite
documentation area, the Autocite button on the encounter will be disabled, and the user will not be able to read
the autocites on the encounter ("You do not have the access priviledges to read this section"). Disable all actions/
buttons/ data entry fields that are not otherwise Enabled.

If the user: 1) does not have write but has read access to Add Note the user will not be able to enter the Add Note
documentation area and the Add Note button on the encounter will be disabled but will be able to read the notes
on the encounter. 2) does not have write and does not have read the user not be able to enter the Add Note
documentation area, the Add Note button on the encounter will be disabled, and the user will not be able to read
the notes on the encounter ("You do not have the access priviledges to read this section"). Disable all actions/
buttons/ data entry fields that are not otherwise Enabled.

If the user: 1) does not have write but has read access to Screening the user will not be able to enter the
Screening documentation area and the Screening button on the encounter will be disabled but will be able to read
the Screening information on the encounter. 2) does not have write and does not have read the user not be able
to enter the Screening documentation area, the Screening button on the encounter will be disabled, and the user
will not be able to read the Screening Documentation on the encounter ("You do not have the access priviledges
to read this section"). Disable all actions/ buttons/ data entry fields that are not otherwise Enabled.

If the user: 1) does not have write but has read access to Disposition the user will not be able to enter the
Disposition documentation area and the Disposition button on the encounter will be disabled but will be able to
read the Disposition information on the encounter. 2) does not have write and does not have read the user not be
able to enter the Disposition documentation area, the Disposition button on the encounter will be disabled, and the
user will not be able to read the Disposition Documentation on the ericounter ("You do not have the access

If the user: 1) does not have write but has read access to Diagnosis(new object) the user will not be able to select
the Diagnosis tab but will be able to read the Diagnosis information in A&P. 2) does not have write and does not
have read access to Diagnosis(new object) the user will not be able to select the Diagnosis tab and will not be
able to read the Diagnosis information in A&P. ("You do not have the access priviledges to read this
section").Disable all actions/ buttons/ data entry fields that are not otherwise Enabled.

If the user: 1) does not have write but has read access to Procedure(new object) the user will not be able to select
the Procedure tab but will be able to read the Procedure information in A&P. 2) does not have write and does not
have read access to Procedure(new object) the user will not be able to select the Procedure tab and will not be
able to read the Procedure information in A&P. ("You do not have the access priviledges to read this section").
Disable all actions/ buttons/ data entry fields that are not otherwise Enabled.

If the user: 1) does not have write but has read access to Order_Sets_Orders(new object) the user will not be
able to select the Order_Sets_Orders tab; 2) does not have write and does not have read access to
Order_Sets_Orders(new object) the user will not be able to select the Order_Sets_Orders tab and will not be able
to read the Order_ Sets_Orders information in A&P. ("You do not have the access priviledges to read this
section"). There will also need to be data level checks on the Order Set tab: 1) If the user does not have write
access to lab orders, when the user loads an order set (encounter template) that has lab orders those will not be
enabled to order. (it may be best to not make the visible for this user.) Please note that if another user will write
priviledges to labs opens the encounter the orders that were disabled for the previous user should be enabled. 2)
If the user does not have write access to rad orders. when the user loads an order set (encounter template) that




If the user:

1) does not have write but has read access to Other_Therapies (new object) the user will not be able to select the
Other_Therapies tab but will be able to read the Other_Therapies information in A&P. 2) does not have write and
does not have read access to Other_Therapies(new object) the user will not be able to select the
Other_Therapies tab and will not be able to read the Other_ Therapies information in A&P. (“You do not have the
access priviledges to read this section"). Enables an authorized user with ability to enter Other Therapy orders
that may require signature. Disable all actions/ buttons/ data entry fields that are not otherwise Enabled.

All or nothing access to Dental Access based on Read

Access to Notesplus checks for the Write privilege.

W — read/write/delete privilege to the dental encounter; No other attributes apply

W — Allows provider name to default and be selected in the anesthetics given by field, No other attributes apply

W — Any encounter created by this user (at appointment check-in) will be set to a type of dental, No other
attributes apply

R — read privilege to the dental record through the dataviews tab under the health history module; No other
attributes apply

R — The ability to run dental reports; No other attributes apply
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Questions

* If you have any questions, please refer to
the Help tab on the Menu bar in AHLTA for
online assistance.

* Or call your AHLTA Sustainment Trainer
at 772-5041




