
February 17, 2022 

The President 
The White House 
Washington, D.C. 20500 

Re: OSC File No. DI-20-000568 

Dear Mr. President: 

I am forwarding to you a report transmitted to the Office of Special Counsel (OSC) by 
the Department of State (State Department) in response to the Special Counsel’s referral of 
disclosures of wrongdoing at the Bureau of Diplomatic Security, Diplomatic Security Service 
(DSS), Washington, D.C. The whistleblower, , who consented to the release of 
his name, is a DSS security service engineer who alleged that agency officials engaged in 
conduct that constituted an abuse of authority.  commented on the agency report.       
I have reviewed the agency report and the whistleblower comments and, in accordance with    
5 U.S.C. § 1213(e), provide the following summary and my findings.1 

 alleged that State Department officials minimized an environmental incident 
that caused traumatic brain injuries to employees and families stationed in Guangzhou, China, 
(“the Guangzhou Incident”) and DSS prevented him from providing relevant classified reports, 
emails, and other documentary information to the Federal Bureau of Investigation (FBI), which 
is investigating the Guangzhou Incident.  also alleged the State Department 
prevented him from retrieving this material from its Classified Information Network even 
though he retains a Top-Secret security clearance and is a DSS security engineering officer. 
The State Department did not substantiate the allegations.  

ClassNet is the agency’s system for transmitting and storing classified information. While 
the report acknowledged that the agency has restricted  access to ClassNet since 
2018, it concluded that doing so was neither improper nor done to cover up the Guangzhou 
Incident. The report concluded that  access to ClassNet was restricted due to other 
considerations, including his role, the nature of his post, and concerns about his behavior. 
According to the report, in 2019, the Office of Inspector General (OIG) investigated similar 

1OSC referred the allegations to former Secretary of State Michael Pompeo for investigation pursuant to 5 U.S.C. 
§ 1213(c) and (d). The Office of Inspector General (OIG) conducted the investigation. Acting Under Secretary for
Management Carol Perez reviewed and signed the agency report.






