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JUN 2 5 2014 

Special Counsel Carolyn N. Lerner 
U.S. Office of Special Counsel 
1730 M Street, N .W. Suite 300 
Washington, D.C. 20310-0101 

Dear Ms. Lerner: 

RE: Whistleblower Investigation, Network 
Enterp1ise Center, Fort Buchanan, Puerto Rico, 
OSC File Number DI-14-0026 

In accordance with Title 5, United States Code, Sections 1213(c) and (d), the enclosed 
report is submitted in response to your referral of information requesting an investigation of 
allegations and a report of findings in the above referenced case. 

The Secretary of tl1e Army (SA) has delegated to me his authority, as agency head, to 
review, sign, and submit to you the repo1t required by Title 5, United States Code, Sections 
1213(c) and (d). [TAB A]. . 

The Depmtment of the Army (DA) has enclosed two versions of its repo1t. The first 
version of the report contains the names and duty titles of military service members and civilian 
employees of the DA. This first version is for your official nse only, as specified in Title 5, 
United States Code, Section 1213(e); we understm1d that, as required by that law, you will 
provide a copy of this first version of the report to the Whistlehlower, the President of the United 
States m1d tl1e Senate and House Anned Services Committees for ilieir review. Oilier releases of 
the first version of the report may result in violations of the Privacy Act1 and breaches of 
personal privacy interests. 

TI1e second version of the report has been constmcted to eliminate references to privacy
protected information and is suitable for release to all others as Well as any regulations tlrnt 
reqnire protection. We request iliat only tl1e second version of the report he made available on 
your web-site, in your public library, or in any other forum in which it will he accessible to 
persons not expressly entitled by law to a copy of tl1e report. 

1 The Privacy Act of 1974, Title 5, United States Code, Section 552a. 
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INFORMATION INITIATING THE INVESTIGATION 

By letter dated February 21, 2014, the Office of Special Counsel (OSC) referred to the 
SA specific allegations made by an anonymous whistleblower against the Fort Buchanan 
Network Enterprise Center (NEC), 106th Signal Brigade, 7th Signal Command (Theater), Fort 
Buchanan, Puerto Rico, which form the basis of this investigation and Report. The OSC advised 
that those allegations, if accurate, disclosed that NEC officials may have engaged in actions 
constituting a violation of law, rule, or regulation and an abuse of authority. Specifically, the 
whistleblower made the following allegations: 

OSC Referred Allegation 1: Mr. [NEC Director], the NEC Director, on several 
occasions, improperly gave gifts (gift cards) and awards (including free lunches) to contract 
employees who are employed by GC&E Systems Group. These actions were improper in that 
they involved the expenditure of agency funds on c.ontract employees' awards and created the 
appearance of an employee/employer relationship between contract employees and agency 
management. 

OSC Referred Allegation 2: Government-sponsored Avaya Voice training was 
improperly provided to contract employees (Mr. [GC&E Employee #1], Mr. [GC&E Employee 
#3] , and Mr. [GC&E Employee #2]) between September 20, 2013, and October 4, 2013. 

OSC Referred Allegation 3: Mr. [NEC Director] improperly promoted Mr. [GC&E 
Employee #1] and Mr. [GC&E Employee #2] to Network Engineer contract positions without 
the guidance of the Contracting Officer, Mr. [COR], or the Contract Site Manager, Ms [GC&E 
Site Lead]. 

OSC Referred Allegation 4: Mr. [GC&E Employee #1] and Mr. [GC&E Employee #2] 
were promoted without the required experience, training, and certifications for their positions. 

OSC Referred Allegation 5: Contract employees regularly engage in inherently 
governmental functions, such as attending meetings forfederal employees and conducting 
training for top management. 

OSC Referred Allegation 6: Mr. [NEC Director] directed contract employees to work on 
projects outside the scope of their contract, such as the construction of a gazebo on government 
property. 

OSC Referred Allegation 7: Materials for the gazebo building were purchased on a 
Government Purchase Card at Home Depot, but were later returned to the store and logged by 
the responsible Parties as "furniture." 

OSC Referred Allegation 8: Contract employees are permitted to use government-owned 
vehicles to conduct on-base work, while federal employees are required to use their own vehicles 
for both on and off-base work. 
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CONDUCT OF THE INVESTIGATION 

Shortly before the OSC's referral of the whistleblower's allegations to the SA, the 7th 
Signal Command (Theater) Inspector General (IG) also received complaints regarding the Fort 
Buchanan NEC. By letter dated January 27, 2014, the 7th Signal Command (Theater), Inspector 
General (IG) referred the allegations it had received concerning the Fort Buchanan NEC to the 
Commander, 106th Signal Brigade, Joint Base San Antonio, Fort Sam Houston, Texas. [TAB 
BJ. Specifically, the complaints to the IG made the following allegations: 

(1) Mr. [NEC Director], NEC Director, created an unhealthy command climate, in 
violation of AR 600-100, Paragraph 1-6;2 

(2) Mr. [COR], Contracting Officer representative, received handyman services at his 
residence from Mr. (GC&E contract employee) as a favor, in violation of the Federal 
Acquisition Regnlation (FAR), Paragraph 3.101-2; 

(3) On or about 25 October 2013, Mr. [NEC Director] improperly directed Mr. [Network 
Specialist #1] (DA Civilian) to discuss classified information over a non-secure line, in violation 
of AR 380-5, Paragraph 6-13; 

(4) On or about 14 August 2013, Mr. [NEC Director] improperly used the Government 
Purchase Card to make unauthorized purchases ($2509) for gazebo materials, in violation of the 
Army Government Purchase Card Standard Operating Procedures, 14 January 2014; 

(5) Mr. [NEC Director] improperly discussed negotiated terms of an upcoming GC&E 
contract to get six additional contract employees for the inside/outside plant with GC&E 
officials, in violation of FAR paragraph 3 .104-3; 

(6) GC&E employees were provided government-sponsored Avaya Voice and Switch 
training, in violation of Government Contract #W91RUS-08-D-0004; 

(7) GC&E employees were moved to different positions (Network Engineers, 
Administrative Assistant, Communications Technician, Network Switches Configuration, IT 
Specialists, and Configurations Management) within the NEC without the required training and 
qualifications listed in Government Contract #W9l RUS-08-D-0004, in violation of the FAR, 
paragraph 3.101-2; and 

(8) GC&E employees were required to construct a gazebo and build a Christmas float at 
the NEC during duty hours, in violation of Government Contract #W91RUS-08-D-0004. 

2 Allegations I, 2 and 3 that were received by the 7th Signal Command (Theater) IG concerning the Fort Buchanan 
NEC are not addressed in this Report since they were not referred by the OSC to the SA for investigation. They arc 
merely referenced above as additional background information. 
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By memorandum dated January 29, 2014, the Commander, 106th Signal Brigade, 
appointed Mr. [IO] as an investigating officer (IO) pursuant to Army Regulation (AR)l5-6, 
Procedures for Investigating Officers and Boards of Officers (October 2, 2006)3 with a mandate 
to conduct an investigation into the IG-initiated complaint of alleged misconduct at the Fort 
Buchanan NEC. [TAB D]. 

Subsequently, the 7th Signal Command (Theater), IG also received a Department of 
Defense (DoD) IG Hotline case with the same allegations as those that had been previously 
received by the 7th Signal Command (Theater), IG. However, since they were the same 
allegations as those already being investigated by IO in the AR 15-6 investigation that had been 
initiated by the I 06th Signal Brigade, there was no need to pursue another investigation or 
amend that effort. 

Shortly thereafter, by letter dated March 4, 2014, the SA, through the Army Office of 
General Counsel (OGC), forwarded the OSC referral to the Commander, U.S. Army Network 
Enterprise Technology Command (NETCOM). [TAB E]. NETCOM subsequently referred the · 
matter to the 7th Signal Command (Theater), its subordinate command, for investigation. 

By email dated March 5, 2014, the Commander, 106th Signal Brigade, directed the IO to 
add the allegations set forth in the OSC referral letter to the ongoing AR 15-6 investigation 
because of the similarity of the allegations. [TAB F]. The IO received the formal addendum 
regarding the allegations made to OSC on March 27, 2014. In the interim, on March 13, 2014, 
the IO completed the AR 15-6 report of investigation (ROI). 

BACKGROUND 

The investigation conducted in response to the OSC-refeITed allegations principally 
focuses on Mr. [NEC Director], the NEC Director, and his interactions with contract employees 
from GC&E Systems Group. To facilitate a better understanding of the facts and circumstances 
associated with the whistleblower allegations to the OSC, and the resultant findings and 
recommendations, it is helpful to understand the organizational structure and functions of the 7th 
Signal Command (Theater) and the Fort Buchanan NEC. 

Organizational Structure of the Fort Buchanan NEC 

The Fort Buchanan NEC is located at Fort Buchanan, Puerto Rico. It includes twenty
three (23) Department of the Army Civilians (DACs) and twenty-one (21) contractors from 
GC&E Systems Group. [TABs 1and2]. The Fort Buchanan NEC is one of twenty-one (21) 
NECs assigned to the 106th Signal Brigade, whose headquarters is located at Joint Base San 
Antonio (JBSA), Fort Sam Houston, Texas. [TAB 3]. The twenty-one NECs are geographically
dispersed throughout CONUS and Puerto Rico and are organized under four (4) Area Support 
Teams. 

3 AR 15-6 promulgates guidelines for Anny ad111inistrative investigations. Army commands and organizations 
frequently appoint investigating officers under provisions of AR 15-6 to investigate all manner of allegations and 
concerns. [TAB C]. 
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The Fort Buchanan NEC is one of nine (9) NECs assigned to Area Support Team 3. The 
leadership for Area Support Team 3 is located at JBSA Fort Sam Houston along with the 
leadership of the other Area Support Teams. The Area Support Team 3' s higher headquruters, 
the 106th Signal Brigade, is a subordinate brigade of the 7th Signal Command (Theater)4 whose 
headquarters is located at Fort Gordon, Georgia. [TAB 3]. 

7th Signal Command (Theater) is the CO NUS theater signal command and is one of the 
subordinate theater signal commands of the Network Enterprise Technology Command 
(NETCOM)/9th Signal Command (Army), whose headquarters is located at Fort Huachuca, 
Arizona. [TAB 3]. 

At all times relevant to the allegations and AR 15-6 investigation, NETCOM was a 
direct reporting unit (DRU)5 to DA' s Chief Information Officer (CIO)/G6; however, pursuant to 
General Orders (GO) No. 2014-02, dated March 6, 2014, NETCOM was disestablished as a 
DRU and reassigned, together with its authorities and responsibilities, subordinate elements, 
personnel, and resources to Second Army. Second Army is now a DRU to CIO/G6. 6 [TAB 4]. 

Mission of Second Army and Fort Buchanan NEC 

Second Army serves as the single point of contact for Army missions and functions 
related to reporting on, assessing, planning, coordinating, integrating, synchronizing, directing 
and conducting Army network operations. Subject to coordination with U.S. Army Cyber 
Conunand, Second Army plans, coordinates, integrates, synchronizes, directs and conducts 
network defense measures within all Army networks and, as directed, within Department of 
Defense Information Networks. Mindful of the Secretary's commitment to unity of effort, 
Second Army will maximize communication, coordination, and information shru·ing with the 
HQDA Chief Information Officer/G-6 and U.S. Army Cyber Command in the execution of these 
missions and functions. 

4 
7th Signal Command (Theater) may also be referred to as "7th Signal Command." 

5 A direct reporting unit is defined in AR 10-87, Anny l'onzmands, Anny Service Co1nponent Conunands, and Direct 
Reporting Units, Septetnber 4, 2007, as an Anny organization comprised of one or more units with institutional or 
operational support functions, designated by the SA, normally to provide broad general suppo1t to the Army in a 
single. unique discipline not otherwise available elsewhere in the Army. DRUs report directly to a HQDA principal 
and/or ACOM and operate under authorities established by the SA. 
6 It should be noted that an additional organizational structure/command matter is established in General Order 
2014-2. specifically, it affirms that on l October 2010, the Secretary of the Army established U.S. Army Cyber 
Command as an operational Army force reporting directly to Headquarters, Department of the Anny (HQDA). 
Subsequently, at the direction of the Secretary of Defense, the Secretary of the Army assigned U.S. Army Cyber 
Command to U.S. Strategic Command. The Secretary of Defense has designated U.S. Army Cyber Command as the 
Army Force Component Headquarters of U.S. Cyber Command, a sub-unified command of U.S. Strategic 
Command. Thus, U.S. Army Cyber Command is the primary Army headquarters responsible for cyberspace 
operations in support of Joint require1nents and serves as the single point of contact for reporting and assessing 
Army cyberspace incidents, events and operations in Army networks, and for synchronizing and integrating Army 
responses thereto. U.S. Army Cyber Command, in coordination with Second Army, plans, coordinates, integrates, 
synchronizes, directs and conducts an integrated defense within all Army networks, and, as directed, within 
Department of Defense Information Networks. Mindful of the Secretary's commitment to unity of effort, the HQDA 
Chief Information Officer/G-6, U.S. Army Cyber Command and Second Army will maximize communication and 
information sharing in the execution of the missions and functions. 
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The mission of the Fort Buchanan NEC (hereinafter "NEC") is to enable customer 
success through the operation and maintenance of command and control communication systems 
by embracing emerging information management technologies and methodologies. To that end, 
the NEC provides IT support to 12 Connnands spread across the island of Puerto Rico. It plans 
for and, on order, conducts contingency operations as well as maintains garrison operational and 
situational awareness. Moreover, the NEC maintains liaison with mission commanders and 
leaders. Its additional responsibilities include: supporting 5,000 to 8,500 combined reserve and 
active component military and civilian employees across Puerto Rico and the outlying Caribbean 
DoD and non-DoD agencies; conducting daily operations to provide Enterprise Services snpport 
to mission conunanders; maintaining and improving Enterprise Services, and infrastructure for 
those who live, work, and raise families at Fort Buchanan, Puerto Rico. 

NEC Command Climate and a Blended Workforce 

The IO's investigation delved deeply into the NEC Director's "management style" and 
how his subordinates responded to him. Additionally, as a result of that inquiry, the issue of 
challenges inherent in a "blended workforce" comprised of both Department of the Army 
Civilians (DA Cs) and contractor employees was often mentioned by several of the witnesses as 
contributing to the "ns" versus "them" attitudes that pervaded the NEC workplace. Hence, the 
dynamics of these seemingly unrelated issues somewhat complicated Mr. [NEC Director]'s 
ability to supervise and maintain "order and discipline" and respect for all members of this NEC 
"team." Nevertheless, he sought to establish an "esprit d' corps" within his blended workforce 
while adhering to the appropriate legal standards for working with contractor employees. Mr. 
[NEC Director]' s management style was to be direct and finn, in essence, a "no nonsense" 
manager. 

Mr. [NEC Director] assumed the duties of the Director of the Fort Buchanan NEC in 
February 2013. Prior to that appointment, he had held several Information Technology (IT) 
positions, including several supervisory IT positions, at the 106'11 Signal Brigade in San Antonio, 
Texas, between 2009 and his assignment to Fort Buchanan. 

Shmtly after arriving at Fort Buchanan, Mr. [NEC Director] testified, in detail, as to the 
Town Hall meeting he held with the NEC staff. [TAB 5, Mr. [NEC Director], Statement, 
February 18, 2014]. There were numerous complaints submitted to him regarding the poor 
conunand climate that he "inherited" when he assumed the Director's duties. Mr. [NEC Director] 
categorized those complaints into "four core areas requiring immediate leadership 
involvemenUattention" which he categotized as "promotions and hiring actions"; 
"communications issues"; team work issues"; and "training deficiencies". Specific examples 
from these four categories included the following areas: nepotism; unqualified applicants being 
hired; lack of training; lack of customer service mentality; lack of personal accountability; 
micromanagement; poor scheduling and last minute taskings; profanity; do away with the "2417" 
shift since there was no operational need for it; and conflicts between DACs and contractors. 
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In response to the complaints, Mr. [NEC Director] implemented some new rules and 
enforced both the new and existing rules to include the following: 

"no sleeping at the workplace, arriving late and/or leaving early is unacceptable, 
profanity at the workplace will not be tolerated, schedules will be published 90 
days in advance, smoking will not be tolerated inside 50 feet from each facility, 
no cooking with open fires inside the facility, unplanned overtime will not be 
executed unless Operational Impact is determined/approved by NEC Director , 
one voice will represent the NEC via Operations center, CMEs [contractor 
manpower equivalentsf will no longer work without governmental 
representation, working between 2200 to 0600 and weekends will be shared 
between DA Cs and CMEs, ... No golfing on government time, no alcohol 
consumption at the work place, nepotism hiring will not be tolerated between 
DA Cs and CME's,. .. cells phones are not authorized in a facility processing 
collateral information, lunch breaks will not exceed 60 minutes, personnel will 
not take 59 minutes on their own accord, employees will be respected and 
screaming will not be tolerated. Areas mentioned above are within Merit 
Principles, my employees are treated with respect and dignity at all times." 

Both testimonial and documentary evidence gathered during the AR 15-6 investigation 
revealed that a number of the interviewed witnesses were very unhappy with the command 
climate that developed when they first starting experiencing Mr. [NEC Director]'s management 
style. In his February 11, 2014 statement, Mr. [Network Specialist #3] described the situation as 
follows: 

"Regarding the command climate at the Network Enterprise Fort Buchanan; I have 
noticed most peers and supervisors on edge and stressed since the arrival of our new 
director, Mr. [NEC Director]. I have felt some anxiety as a result of multiple tasks and 
changes implemented by Mr. [NEC Director]. However, I do understand that this is to be 
expected whenever a new administration takes over to correct deficiencies or to make 
processes more efficient. I am no stranger to change having served in the military for 21 
years plus my 13+ years at this command as a civilian. Most of my peers have no military 
background and might not be accustomed to the aggressive character of Mr. [NEC 
Director] in taking charge. In my humble opinion the problem lies in that there are 
too many changes too quick considering that we are 1) going through a major data 
and voice network cutover preparation, 2) the shift from an easy going routine 
from the previous administration as compared to the gung ho nature of the 
present, 3) the diminishing of personnel over a span of seven years through 
layoffs of contractors and death, retirement, or transfers of DAC employees, 4) 
the lack of experience of some younger employees, and 5) the sustained operation 
with increased tasking with this diminishing workforce. All have an effect on 
people that may cause mental, physical, and emotional stresses of the workforce 
making them less productive. The cultural differences play an important factor 

7 Contractor Manpower Equivalents or "CMEs" is a term utilized within the DoD when specifically referencing the 
manpower work load equivalent of work peiformed by contractor employees, but, it is also a term used to reference 
contractor employees, in general. 
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from that in the mainland, and other people being assigned to Fort Buchanan have 
met with similar experiences." 

On the other hand, Mr. [106th Staff Member], a civilian employee who had worked with 
Mr. [NEC Director] at Fort Sam Houston, San Antonio, Texas, just prior to Mr. [NEC 
Director]'s move to Fort Buchanan, stated in his March 10, 2014 statement the following about 
Mr. [NEC Director j's management style which was in essence, a "take charge" approach to 
management: 

"Mr. [NEC Director j's leadership produced an environment that set the 
conditions for successful accomplishment of every mission assigned to the 106th 
Operations Center. While tenaciously driven to improve the processes and 
communication by which tasks were assigned, actioned and reported, his assertive 
style of leadership and task management clashed with many subordinates 
unaccustomed to such a personality. Mr. [NEC Director j's energy and detail 
oriented focus on all aspects of a task was often perceived by many in the Ops 
Center as micromanagement and detrimental to the professional competence and 
professional development of the team. Despite the numerous clashes in 
personality, Mr. [NEC Director] was an unfailing advocate for every one of his 
subordinates, whether it was a professional matter or a personal family issue. 
Some positive improvements implemented by Mr. [NEC Director] in the 106th 
Operations Center include: Standardization of incident reporting thresholds and 
formats to senior leaders, refinement of multilateral communications across 
various agencies and development of Ops Center to Brigade staff validation 
process relating to management of assistance requests, RFis, and task orders. A 
few changes that I would recommend to Mr. [NEC Director]'s leadership style 
include: recognition of morale deterioration in team resulting from approach to 
management, the ability to empower subordinate leaders to accomplish tasks 
without intrusive oversight and an acceptance of resource limitations when 
volunteering for additional tasks from other staff sections." 

Lastly, another perspective is provided by Ms. [GC&E Site Lead], the Site Lead for the 
GC&E contract at the NEC Fort Buchanan, and Mr. [GC&E Program Manager], the GC&E 
Program Manager for the NEC Fort Buchanan contract. In a memorandum for record (MFR), 8 

dated February 12, 2014, the IO summarized Ms. [GC&E Site Lead] and Mr. [GC&E Program 
Manager]'s testimony on Mr. [NEC Director]'s management style as follows: 

"[GC&E Site Lead] explains Command Climate as fine when she talked about it 
with her staff. She had a meeting with her staff about three weeks prior to me 
conducting the interview. When I asked how the climate was compared to two 

8 It should be noted that the IO received testimony from Ms. [GC&E Site Lead] and Mr. [GC&E Program Manager] 
and captured it in both a 
1-1/2 hour audio tape as well as in the above referenced MFR. 
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(2) years ago she thought it was the same. She did state that the staff has been 
doing more things, more taskings. She goes on to explain what they do now to 
view and monitor the networks is on a computer screen compared to looking at 
the actual equipment as they did before. [GC&E Program Manager] explains the 
differences between leadership styles. He said with the previous Director the 
atmosphere was more laid back, less strict. Mr. [NEC Director] runs a 
professional outfit that the contract meets his requirements as stated in the 
contract and he is very by the books. Differences are that the people that did not 
work very hard in the past now have to work. We have a few personnel that are 
being influenced by DACs. [GC&E Site Lead] states that she hears rumors all the 
time, and that she sees GC&E employees talking the DACs behind buildings. 
Both [GC&E Site Lead] and [GC&E Program Manager] agree with the approach 
Mr. [NEC Director] is using. [GC&E Site Lead] goes on to explain that the 
operational reporting is done with an EXSUM [Executive Summary) now, no 
longer using email anymore. She perceives this as the NETCOM way. Now the 
contractors have to !earn and change to the new formats, which is something they 
never had to do before. This is the way we have to process things to the 106th. fu 
summary, the environment has changed to a more professional structnre and 
personnel are held more accountable. [GC&E Site Lead] states that she cannot 
say no to change." 

APPLICABLE LAWS, RULES AND REGULATIONS, AND 
RELEVANT CONTRACT AUTHORITIES GOVERNING 

CONTRACTS AND INTERACTION WITH AND 
RECOGNITION OF CONTRACTOR EMPLOYEES 

Generally, the Federal Government is required to recruit its employees either through 
hiring under competitive appointment or through procedures otherwise required by the civil 
service laws.9 Federal employees are persons who are appointed, supervised by a federal officer, 
and perform federal functions pursuant to authorization from a congressional act or executive 
order. 10 There is a "long-standing rule that persons performing purely personal services for the 
Government must be placed on Government payrolls and made subject to [government] 
supervision." 11 Consequently, the Government may not enter a contract for personal services 
unless it has received explicit Congressional authorization. 12 

The most basic codified definition of a personal services contract comes from the Federal 
Acquisition Regulation (FAR): "Personal services contract means a contract that, by its express 
terms or as administered, makes the contractor personnel appear to be, in effect, Government 
Employees ... " 13 The extremely fact-specific nature of the determination as to whether a 
contractor employee is performing a personal services contract or a non-personal services 

9 See Civil Service Act, Title 5, USC. Sections 3301-3397, 7301 (2006). 
10 Title 5, USC, Section 2!05(a). 
11 Pers. Servs. Private Contract v. Gov't Pers.-Statutory Emp't Ceilings. 32 Comp. Gen. 427, at 430 (1953). 
12 FAR 37.104 (a) and (b). 
13 FAR2.l01. 
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contract makes the analysis both simple and complex. Indeed, in any given scenario, reasonable 
minds easily could differ about whether to characterize an employment situation as being 
executed or performed as a personal services or a non-personal services contract manner. 

Over the years, however, the personal services contracts ban has become a relatively 
consistent and clear formulation: "In simple terms, this means that the [g]overnment cannot hire 
contractors to be used in the same manner as a government employee, nor can supervisors 
exercise similar control and management authority over contractor personnel as they may a 
government worker."14 When determining whether such services contracts are proper, the FAR 
cautions that "[e]ach contract arrangement must be judged in the light of its own facts and 
circumstances .... " 15 Whether the Government "exercise[s] relatively continuous supervision 
and control over the contractor personnel performing the contract" becomes the determinative 
factor. 16 A personal services contract can arise under the contracts terms or "in the manner of its 
administration during performance." 17 

Whether the government's treatment of a non-personal service contract employee crosses 
the line and creates an impermissible employer-employee relationship must be judged in light of 
the particular circumstances. The key question is whether the government exercises relatively 
continuous supervision and control over the contractor personnel performing the contract at 
issue. Accordingly, FAR 37.104(c)(2) states, "The sporadic, unauthorized supervision of only 
one of a large number of contractor employees might reasonably be considered not relevant .... " 

To assist agencies in making the fact-specific determinations required for each 
circumstance, FAR 37.104(d) lists criteria to be applied when analyzing "whether or not a 
proposed contract is personal in nature." The criteria include: 

(1) Performance on site; 
(2) Principal tools and equipment furnished by the government; 
(3) Services are applied directly to the integral effort of agencies or an 
organizational subpart in furtherance of assigned function or mission; 
( 4) Comparable services, meeting comparable needs, are performed in the same 
or similar agencies using civil service personnel; 
(5) The need for the type of service provided can reasonably be expected to last 
beyond I year; 
( 6) The inherent nature of the service, or the manner in which it is provided, 
reasonably requires directly or indirectly, government direction or supervision of 
contractor employees in order to-

(a) Adequately protect the Government's interest; 
(b) Retain control of the function involved; or 
(c) Retain full personal responsibility for the function supported in a duly 
authorized Federal officer or employee. 

14 Glenn J. Voelz, Contractors in the Government Workplace: Managing the Blended Workforce 51 (Gov't Inst. 
Press 2010). 
15 FAR 37.104(b). 
16 FAR 37.104(c)(2) (refening to that inquiry as "the key question"); see also Consultant Servs., T.C. Assocs., 
B-193035, 79-1 CPD'lf260, at 1 (Comp. Gen. Apr. 12, 1979). 
17 FAR 37.104(c). 
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The presence of any or all of the above elements in the performance of a contract 
intended to be for non-personal services could create an improper employee-employer 
relationship, but as the Government Accountability Office (GAO) found in a 2008 study "[s]uch 
a finding can only be established based on a case-by-case analysis of the totality of the 
circumstances of each case."18 The GAO did acknowledge that the primary consideration for 
detemlining whether a personal services contract exists is not whether such a contract exists by 
its terms, but rather the nature of the relationship between the contractor and the Government in 
practice. 

For instance, in W.B. Joley, B-234146, March 31, 1989, 89-1 CPD 'lI 339, the protester 
alleged that the proposed contract would lead to a personal services contract because-

"among other things, the government provides the workplace and the tools to be 
used and establishes the workhours and the work to be done ... [and] essentially, 
that the presence of certain elements listed in [FAR] 37.104(d) ... as factors to be 
considered in assessing whether a proposed contract is personal in nature renders 
the contract a personal services contract." Id at 2. 

The GAO disagreed and held that the 

"'key question' in determining whether a contract is for personal services is: 
'Will the government exercise relatively continuous supervision and control over 
contractor personnel perfomling the contract ... we do not think the presence of 
these factors per se (emphasis in original) renders the contract a personal services 
contract." Id at 3. 

The elements in FAR 37. l04(d) are not the exclusive list of characteristics of an 
employer-employee relationship although they are "indicia of continuous supervision and control 
of contractor personnel by the government." In the Joley case, the GAO stated, "[f]actors such 
as the contractor's right to hire and fire employees, to grant or deny individual leave requests, 
and to reassign [contractor] employees negate the existence of a personal services contract as 
defined in the FAR." 

Performance of Inherently Governmental Functions 

FAR Part 7.5, Inherently Governmental Functions,§ 7.503 Policy. 

(a) Contracts shall not be used for the performance of inherently governmental functions. 

(b) Agency decisions which detemline whether a function is or is not an inherently 
governmental function may be reviewed and modified by appropriate Office of Management and 
Budget officials. 

18 U.S. Government Accountabilily Office. GA0-08-360, Defense Contracting: Army Case Study Delineates 
Concerns with Use of Contractors as Contract Specialists, at 15 (2008). 
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(d) The following is a list of examples of functions generally not considered to be inherently 
governmental functions. However, certain services and actions that are not considered to be 
inherently governmental functions may approach being in that category because of the nature of 
the function, the manner in which the contractor performs the contract, or the manner in which 
the Government administers contractor performance. This list is not all inclusive: 

(1) Services that involve or relate to budget preparation, including workload modeling, 
fact finding, efficiency studies, and should-cost analyses, etc. 

(2) Services that involve or relate to reorganization and planning activities. 
(3) Services that involve or relate to analyses, feasibility studies, and strategy options to 

be used by agency personnel in developing policy. 
( 4) Services that involve or relate to the development of regulations. 
(5) Services that involve or relate to the evaluation of another contractor's performance. 
(6) Services in support of acquisition planning. 
(7) Contractors providing assistance in contract management (such as where the 

contractor might influence official evaluations of other contractors). 
(8) Contractors providing technical evaluation of contract proposals. 
(9) Contractors providing assistance in the development of statements of work. 
(11) Contractors working in any situation that permits or might permit them to gain 

access to confidential business information and/or any other sensitive information (other than 
situations covered by the National Industrial Security Program described in 4.402(b)). 

(12) Contractors providing information regarding agency policies or regulations, such as 
attending conferences on behalf of an agency, conducting community relations campaigns, or 
conducting agency training .courses. 

(13) Contractors participating in any situation where it might be assumed that they are 
agency employees or representatives. 

( e) Agency implementation shall include procedures requiring the agency head or designated 
requirements official to provide the contracting officer, concurrent with transmittal of the 
statement of work (or any modification thereof), a written determination that none of the 
functions to be performed are inherently governmental. This assessment should place emphasis 
on the degree to which conditions and facts restrict the discretionary authority, decision-making 
responsibility, or accountability of Goverrunent officials using contractor services or work 
products. Disagreements regarding the determination will be resolved in accordance with 
agency procedures before issuance of a solicitation. 

The Proper Role and Duties of the Contracting Officer and the 
Contracting Officer's Representative 

The Department of Defense (DoD) relies heavily on the private sector to carry out aspects 
of the Department's mission. Because of the critical reliance on contractor support and the large 
expenditures involved, contract surveillance is vital to ensuring that contractors provide quality 
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services and supplies in a timely manner; to mitigating contractor performance problems; and to 
ensuring that the Federal Government (Government) receives best value for the W arfighter. 19 

Under the Federal Acquisition Regulation (FAR), the Contracting Officer is responsible 
for all contracting actions, ensuring compliance with the terms of the contract, and safeguarding 
the interests of the United States in its contractual relationships. The FAR, however, also 
recognizes that the Contracting Officer may need advice and assistance in areas of audit, law, 
engineering, information security, transportation, and other fields, as appropriate. 

Contract quality surveillance also is an essential activity for which the Contracting 
Officer may require assistance. With assistance from the contracting office, the requiring 
organization - the organization most familiar with the technical complexities and nuances of 
the requirement - bears a heavy share of the contract quality surveillance burden. As experts 
on the contract requirement, members of the requiring organization may be granted specific 
authority by the Contracting Officer to conduct contract surveillance as a Contracting Officer's 
Representative (COR). 

A COR's raison d'etre is verifying that the contractor is fulfilling the contract 
requirements and then documenting that performance. CO Rs monitor contract performance and 
provide the Contracting Officer with documentation that identifies the contractor's compliance 
or noncompliance with the terms and conditions of the contract. A COR should document as 
much as possible about contract performance including conversations and meetings with the 
contractor, contractor performance, or any other issues. As the subject matter experts and the on
site contact for the Contracting Officer, who may be in a completely different location, CO Rs 
essentially function as the eyes and ears of the Contracting Officer and they are liaisons between 
the Government and contractor. Note, however, that contract surveillance is not solely the 
responsibility of the Contracting Officer and the COR. Others may have designated surveillance 
responsibilities under Parts 42, 45, or 46 of the FAR. 

DFARS 252.201-7000 defines a COR as "an individual designated in accordance with 
subsection 201.602-2 of the DFARS and authorized in writing by the Contracting Officer to 
perform specific technical and administrative functions." According to FAR l.602-2(d) CORs: 

(!)Shall be a Government employee, unless otherwise authorized in agency regulations; 
(2) Shall be certified and maintain certification in accordance with the current Office of 
Management and Budget memorandum on the Federal Acquisition Certification for 
Contracting Officer Representatives (FAC-COR) guidance, or for DoD, in accordance 
with the current applicable DoD policy guidance; 
(3) Shall be qualified by training and experience commensurate with the responsibilities 
to be delegated in accordance with agency procedures; 
(4) May not be delegated responsibility to perform functions that have been delegated 
under 42.202 to a contract administration office, but may be assigned some duties at 
42.302 by the contracting officer; 

19 A more fuller discussion of the roles and responsibilities of the Contracting Officer and the COR are contained in 
a publication entitled COR Handbook, dated March 22, 20 J 2, issued by the Director, Defense Procurement and 
Acquisition Policy, Office of the Under Secretary of Defense (Acquisition, Technology and Logistics), Department 
of Defense. 
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(5) Has no authority to make any commitments or changes that affect price, quality, 
quantity, delivery, or other terms and conditions of the contract nor in any way direct the 
contractor or its subcontractors to operate in conflict with the contract terms and 
conditions; 
(6) Shall be nominated either by the requiring activity or in accordance with agency 
procedures; and 
(7) Shall be designated in writing, with copies furnished to the contractor and the contract 
administration office-
(i) Specifying the extent of the CO R's authority to act on behalf of the contracting officer; 
(ii) Identifying the limitations on the COR's authority; 
(iii) Specifying the period covered by the designation; 
(iv) Stating the authority is not re-delegable; and 
(v) Stating that the COR may be personally liable for unauthorized acts. 

Additionally, according to the Department of Defense COR Guide, the COR also shall: 

D Establish and maintain individual COR files for each contract in accordance with 
DFARS PGI 201.602-2(ii). COR files shall be available for review by the Contracting 
Officer, Inspector General, the U.S. Government Accountability Office, internal review 
officials or other officials as authorized by the Contracting Officer; 
D Review and understand terms and conditions of the contract; 
D Perform COR duties/responsibilities as designated by the Contracting Officer; 
D Not appoint, designate, re-designate or sub-designate COR duties/responsibilities to 
other persons; 
D Provide reports on contract performance to the Contracting Officer. If advised by the 
Contracting Officer that reports are inadequate, ensure that follow-on reports address 
issues expected by the Contracting Officer to meet the adequate standard in the QASP; 
D When advised by Contracting Officer/COR management that COR designation will be 
terminated, ensure all reports/records/communications are made available to 
management, the successor COR and the Contracting Officer; and, 
LJ If circumstances change and there is a reasonable expectation that the COR cannot 
perform effectively, (i.e., personal COI, change in assignment, etc.), notify COR 
management and the Contracting Officer to request that a successor COR be designated. 

Authorized Recognition of Contractor Employee/Contract Performance 

Because of DoD' s critical reliance on contractor support in executing the Department's 
missions, and given the large expenditures involved, contract surveillance is vital to ensuring that 
contractors provide quality services and supplies in a timely manner; to mitigating contractor 
performance problems; and to ensuring that the Federal Government receives best value. 20 

20 A more expansive discussion of the roles and responsibilities of the Contracting Officer and the COR are 
contained in the DoD COR Handbook, dated March 22, 2012, issued by the Director, Defense Procurement and 
Acquisition Policy, Office of the Under Secretary of Defense (Acquisition, Technology and Logistics), Department 
of Defense, dated March 22, 2012, retrievable at http://www.acq.osd.mil/dpap/cpic/cp/docs/USAOO J 390-
l 2_DoD_COR_Handbook_Signed.pdf. 
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Under the FAR, the Contracting Officer is responsible for all contracting actions, 
ensuring compliance with the terms of the contract, and safeguarding the interests of the U.S. 
Government in its contractual relationships. Contract quality surveillance is an essential duty of 
every Contracting Officer. The requiring organization-the organization most familiar with the 
technical complexities and nuances of the requirements associated with the contract-also bears 
a heavy share of the contract quality surveillance burden. As experts on the contract 
requirements, members of the requiring organization may be granted specific authority by the 
Contracting Officer to conduct contract surveillance as a Contracting Officer's Representative 
(COR). A COR serves as the on-site "eyes and ears" of the Contracting Officer, verifying that 
the contractor is fulfilling the contract requirements and documenting that performance. 

The basic tenets of fiscal law provide that: government agencies may use appropriated 
funds only for the "purpose" for which Congress appropriated them, the obligation of funds must 
occur within the time limits applicable to that appropriation, and the amount of the obligation 
and expenditure must not exceed the amounts Congress has appropriated. All three elements: 
purpose, time, and amount, must be observed for an obligation or expenditure of appropriated 
funds to be lawful. 

It is axiomatic that government contractors receive their awards and recognition 
whenever the government pays the contractor for having completed the terms and conditions of 
the contract. Some forms of government contract provide incentive "fees" or "awards" for 
certain performance milestones or accomplishments such as completing a pn~ject ahead of 
schedule or under budget. Nevertheless, personnel within government often desire to provide 
some sort of recognition to individual contractors for the contributions they may have made 
towards mission accomplishment. However, awards programs in the federal government are 
based on statutes. Specific statutes authorize the establishment of awards programs for military 
and civilian personnel of the Army, and the expenditure of appropriated funds in furtherance of 
such award programs. For instance, sections 1124-1125 of Title 10 of the United States Code 
(U.S.C.) address military award/recognition programs, and 5 U.S.C. 4511-4513 address civilian 
award/recognition programs. 

In contrast, there exists no statutory authority permitting the award of Commander's 
coins, certificates of appreciation, or similar nonmonetary incentives to contractors. Rather, 
DoD and Army manuals, regulations, and policies expressly prohibit such awards. The DoD 
COR Handbook goes so far as to caution that the Government "cannot use certificates to 
recognize a contractor or individual contractor employees, because doing so could complicate 
the source selection process on future contracts" by ... leading to allegations of bias, protest to 
the GAO, and delay. 

Even though individual awards and recognition are prohibited, the Contracting Officer, 
COR, and the requiring activity have myriad ways in which to document and acknowledge 
contractor performance, whether it be negative feedback or "kudos." Documenting how well a 
contractor performs on a contract is an essential part of the performance assessment process on 
which other Contracting Officers depend when evaluating a particular contractor's submissions 
on future competitions. DoD policy directs CO Rs to provide regular performance comments to 
the Contracting Officer and notes that such comments should be "contractually based and 
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professional; applicable to the monthly reporting period; performance based; specific, fully 
detailed, and stand alone; based on information gathered during audits, when possible, and fully 
supported." Further, comments should not be beyond the scope of the contract; request 
information that is not applicable to the contract; request contractor personnel actions (e.g., 
hiring, firing, or disciplinary action); personal (all comments are seen by higher leaders); or 
simply be copied and pasted from one month to the next without verifying whether the condition 
still exists. 

Finally, Contracting Officers use information received from CORs to document 
contractor performance in performance assessment databases. Section 872 of the Duncan Hunter 
National Defense Authorization Act of 2009 (Public Law 110-417), enacted on October 14, 
2008, requires the development and maintenance of an information system that contains specific 
information on the integrity and performance of covered federal agency contractors and grantees. 
The Federal Awardee Performance and Integrity Information System (FAPIIS) was developed to 
address these requirements. FAPIIS provides users with access to integrity and performance 
information consolidated from other systems such as the Contractor Performance Assessment 
Reporting System (CPARS), proceedings information from the Entity Management section of 
the System for Award Management (SAM) database, past performance information from the 
Past Performance Information Retrieval System; and suspension/debarment information from the 
Performance Information section of SAM. It is through these systems, and the regular payment 
of a contractor's bills, that government contractors are authorized to receive acknowledgment of 
their performance. 

Ethics Issues Associated with Contractors in the Workplace 

Showing favoritism towards contractor employees or taking actions that create the 
appearance that the federal employer is endorsing a contractor, including the presentation 
of awards, gifts, certificates of appreciation, or other forms of recognition to contractor 
personnel, is not only prohibited by Army Regulations governing departmental award 
programs, but are contrary to the principles of ethics and integrity that govern the Federal 
workplace. The Standards of Ethical Conduct for Employees of the Executive Branch, 
codified at Title 5, Code of Federal Regulations (CPR) and DoD (DoD) 5500.07-R, Joint 
Ethics Regulation (JER), retrievable at 
http://www.dt.ic.mil/whs/dircctives/corrcs/pdf/550007r.pdf, specify the ethics standards 
governing interaction by DoD military personnel and civilian employees with contractors 
and contractor employees. 

In essence, a basic tenet of federal employment is that public service is a public trust. As 
provided for under 5 C.F.R. § 2635.101, each employee has a responsibility to the United States 
Government and its citizens to place loyalty to the Constitution, laws and ethical principles 
above private gain. To ensure that every citizen can have complete confidence in the integrity of 
the Federal Government, each employee shall respect and adhere to the principles of ethical 
conduct set forth in this section, as well as the implementing standards contained in this Part and 
in supplemental agency regulations. 
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It is primarily the ethics issue of prohibited "endorsements" that impacts on the 
appropriate arms length working relationship that must be observed in the Federal workplace 
between Federal employees and contractor employees. 

The general rule on endorsements is provided at Title 5, CFR 2635.702(c)), 
which states: 

"Endorsements. An employee shall not use or permit the use of his Government 
position or title or any authority associated with his public office to endorse any 
product, service or enterprise except: (I) In furtherance of statutory authority to 
promote products, services or enterprises; or (2) As a result of documentation of 
compliance with agency requirements or standards or as the result of recognition 
for achievement given under an agency program of recognition for 
accomplishment in support of the agency's mission." 

The JER, paragraph 3-209, in tum, states: 

"Endorsement of a non-Federal entity, event, product, service, or enterprise may 
be neither stated nor implied by DoD or DoD employees in their official 
capacities and titles, positions, or organization names may not be used to suggest 
official endorsement or preferential treatment of any non-Federal entity .... " 

The "endorsements" concern, to include acts that foster an endorsement perception, has 
led to the general prohibition against giving awards, certificates of appreciation, or similar acts of 
recognition to contractor employees. In essence, such actions, which may appear to serve as 
recognition of a job well done or for outstanding performance, could be viewed by the public as 
conveying a special token of appreciation to those private sector contractors who "enjoy" or are 
"fortunate" to have a business relationship with the Federal Government. 

Additional cautionary pronouncements with respect to what an award, a gift, a certificate 
of appreciation, or other forms of recognition represent are found in the Office of Government 
Ethics' (OGE) August 29 2006 DAEO-Gram D0-06-023 entitled "Ethics and Working with 
Contractors-Questions and Answers. Attached to DAEO-Gram D0-06-023 is a 29-page 
"questions and answers" document. The following is a question and answer relevant to the 
instant discussion excerpted from page 29. 

Question: May an employee provide a letter or other statement discussing the 
quality of a particular contractor's performance? 

Answer: Maybe. The OGE rule on endorsements, 5 C.F.R. § 2635.702(c), 
generally prohibits an employee from using his official position, title or authority 
to endorse any product, service or enterprise. Therefore, statements commending 
the performance of a contractor or contractor's products generally are not 
permissible. However, the rule does not prohibit an employee from making a 
simple factual statement that the contractor's work satisfied the Government's 
requirements .... In addition to section 2635.702, there may be other policies or 
procedures, such as agency procurement or public affairs policies, that limit the 
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situations in which an employee may make statements about a contractor's 
performance. 

Example: A contractor asks an employee for a letter stating that the contractor 
performed all its work under a particular contract. After consulting with the 
contracting officer, the employee provides a statement indicating that the 
contractor met all benchmarks, submitted all reports, and delivered a fully 
operational product to the agency. This would not be a prohibited endorsement, 
even if it is anticipated that the contractor will share the letter with prospective 
customers. 

While none of the above references specifically concern the presentation of awards, 
certificates of appreciation, other forms of recognition to contractor employees, they do embody 
instructive ethics principles relevant in justifying the prohibition against presenting any such 
"endorsements" to contractor employees. 

Actual or Perceived Conflicts of Interest 

One of the ethics issues associated with contractors in the federal workplace is the issue 
of actual or perceived conflicts of interest. The following provisions concern the actual or 
perceived conflicts of interest between contractors and federal government officials/personnel: 

1. Federal Acquisition Regulation (FAR). 

Subpart 3 .11-Preventing Personal Conflicts of Interest for Contractor Employees 
Performing Acquisition Functions. 

§ 3.1101. Definition 

"Personal conflict of interest" means a situation in which a covered employee has a financial 
interest, personal activity, or relationship that could impair the employee's ability to act 
impartially and in the best interest of the Government when performing under the contract. (A 
de minimis interest that would not "impair the employee's ability to act impartially and in the 
best interest of the Government" is not covered under this definition.) 

(1) Among the sources of personal conflicts of interest are-
(i) Financial interests of the covered employee, of close family members, or of other 

members of the covered employee's household; 
(ii) Other employment or financial relationships (including seeking or negotiating for 

prospective employment or business); and 
(iii) Gifts, including travel. 

(2) For example, financial interests referred to in paragraph (I) of this definition may arise 
from-
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(i) Compensation, including wages, salaries, commissions, professional fees, or fees for 
business referrals; 

(ii) Consulting relationships (including commercial and professional consulting and 
service arrangements, scientific and technical advisory board memberships, or serving as an 
expert witness in litigation); 

(iii) Services provided in exchange for honorariums or travel expense reimbursements; 
(iv) Research funding or other forms of research support; 
(v) Investment in the form of stock or bond ownership or partnership interest (excluding 

diversified mutual fund investments); 
(vi) Real estate investments; 
(vii) Patents, copyrights, and other intellectual property interests; or 
(viii) Business ownership and investment interests. 

§ 3.ll02 Policy. 

The Government's policy is to require contractors to--

(a) Identify and prevent personal conflicts of interest of their covered employees; and 

(b) Prohibit covered employees who have access to non-public information by reason of 
performance on a Government contract from using such information for personal gain. 

2. Department of Defense Instruction (DoDI) 1400.25, Enclosure 3, paragraph 
11.b.2. 

To avoid issues in connection with contractual relationships and obligations, actual or perceived 
conflicts of interest, and actual or perceived acts of favoritism, persons, organizations, or 
companies having a commercial or profit-making relationship with the DoD or with a DoD 
Component will not be granted recognition. The single exception is if the contribution is deemed 
to be unrelated to and completely outside any contractual relationship with DoD and the 
recognition is clearly in the public interest. Recognition is limited to a letter or a certificate of 
appreciation to the individual or to the organization signed at the lowest applicable level of the 
organization. 

Establishing Contract Modifications 

FAR Part 43, Contract Modifications, § 43.102 Policy. 

(a) Only contracting officers acting within the scope of their authority are empowered to 
execute contract modifications on behalf of the Government. Other Government personnel shall 
not-

(!) Execute contract modifications; 
(2) Act in such a manner as to cause the contractor to believe that they have authority to 

bind the Government; or 
(3) Direct or encourage the contractor to perform work that should be the subject of a 

contract modification. 
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(b) Contract modifications, including changes that could be issued unilaterally, shall be 
priced before their execution if this can be done without adversely affecting the interest of the 
Government. If a significant cost increase could result from a contract modification and time 
does not permit negotiation of a price, at least a ceiling price shall be negotiated unless 
impractical. 

SUMMARY OF THE 
EVIDENCE OBTAINED FROM THE INVESTIGATION, 

AND AGENCY DISCUSSION 

The AR 15-6 IO conducted an extensive investigation of the eight allegations referred 
by OSC to the Army. All of the witnesses germane to the allegations were interviewed by the 
IO. Each witness interviewed in the context of the AR 15-6 investigation was asked to respond 
to a set of questions developed by the IO to solicit specific information relevant to the 
anonymous whistleblower's allegations. Further, when required for completeness or clarity, 
some of the witnesses were interviewed several times. It should be noted that several of the 
witnesses' testimony was captured in both written sworn statements as well in several audio 
tapes.21 Additionally, the IO gathered over 350 documents and testimonial evidence in 
furtherance of his effort to thoroughly investigate the subject allegations. A summary of the 
testimony provided by the witnesses relevant to each of the eight OSC-referred allegations as 
well as the documents assembled as part of the investigation, and a discussion of the merits of 
each of the OSC-referred allegations in light of the testimonial and documentary evidence 
follow. 

OSC REFFERED ALLEGATION 1: Mr. [NEC Director], the NEC Director, improperly 
gave gifts (gift cards) and awards (including free lunches) to contract employees who are 
employed by GC&E Systems Group. These actions were improper in that they involved 
the expenditure of agency funds on contract employees' awards and created the 
appearance of an employee/employer relationship between contract employees and agency 
management. 

Summary of the Evidence Pertaining to Allegation 1 

There is no dispute that Mr. [NEC Director] presented awards to GC&E contractor 
employees. For example, Mr. [NEC Director] presented gift cards to Mr. [GC&E Employee #4] 
and Mr. [GC&E Employee #2] in June 2013 and a restaurant gift card to Mr. [GC&E Employee 
#1] in September 2013. The IO discovered no evidence that government funds were used to 
purchase the awards. 

21 In addition to their written statements, Mr. [NEC Director], Mr. [Chief, Information Assurance], Ms. [GC&E Site 
Lead], Mr. [GC&E Program Manager], Mr. [Chief, IT Support], and Mr. [Chief, Business and Plans) provided 
testimony recorded in audio tapes, but none of that testimony has been transcribed to date. Collectively, over 12 
hours of audio taped testimony was provided by all of these witnesses. 
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Ms. [GC&E Site Lead], GC&E site manager, Mr. [GC&E Program Manager], GC&E 
Program Manager, and Mr. [NEC Director] state that the awards were purchased by GC&E. 
While Mr. [NEC Director] states that he announced that the awards were presented on behalf of 
GC&E, none of the interviewed civilian employees recall the announcement. These employees 
perceived that Mr. [NEC Director] was showing favoritism to the contractor employees and 
assumed that Mr. [NEC Director] had purchased the awards with his own money. 

Relevant Testimony Pertaining to Allegation 1 

Mr. [System Administrator] 22 IT Specialist (System Administration), NEC, testified on 
February 10, 2014 that on June 25, 2013, at Building 527, NEC Director, Mr. [NEC Director], 
presented awards to GC&E's "Top Performers" [GC&E Employee #2] and [GC&E Employee 
#4] that included Gift Cards to local restaurants, He also testified that photos of this award 
presentation were taken. The IO included copies of these photos as an exhibit in his ROI. 
Additionally, Mr. [System Administrator] stated that at on September 6, 2013, at Building 511, 
during a NEC Information Meeting, Mr. [NEC Director] made an award presentation to Mr. 
[GC&E Employee #1] for his "outstanding performance." Similarly, photos of this award 
presentation were also taken. The IO included photos from this event as an exhibit in his ROI. 
Further, during another situation, Mr. [System Administrator] testified that Mr. [NEC Director] 
had contractors compete to have lunch paid for by Mr. [NEC Director], when on September 25, 
2013, Mr. [NEC Director] conducted a competition on "How to Fill an Inventory Form" DA 
3161 in the least possible time. Mr. [NEC Director]' s rules were that the group that completed 
the inventory form faster than the other group would be invited to have lunch paid for by him. 
There was a tie between the two groups of contractors and the Contract Site Manager, Ms. 
[GC&E Site Lead], decided who would win the competition. The winning contractor team was 
lead by Mr. [GC&E Employee #1]. Among the GC&E employees who competed in Mr. [NEC 
Director]'s exercise were Ms. XX, Mr. XXY, Mr. XXZ, Mr. XYZ, Mr. [GC&E Employee #4], 
Mr. [GC&E Employee #1] and others. 

Mr. [Chief, Business and Plans], Division Chief, NEC, testified on March 7, 2014 that he 
was present at the June 25, 2013 presentation when Mr. [NEC Director] presented to two GC&E 
contractor employees, Mr. [GC&E Employee #4] and Mr. [GC&E Employee #2], with cash gift 
cards. Mr. [Chief, Business and Plans] described the presentation by stating that Mr. [NEC 
Director] expressed his appreciation for the work performed by these two contractor employees. 
Further, he testified that though Mr. [NEC Director] did not state where the item/award came 
from, it was his "impression was that the gift cards were provided by him. At no point did he 
state that the awards/gift cards were being presented on behalf of the GC&E or any other 
source." Additionally, though to the best of his knowledge no government funds were used or 
expended, Mr. [NEC Director]'s remarks gave him impression that the award/gift cards were 
presented by him as being given by Mr. [NEC Director] personally. Finally, Mr. [Chief, Business 
and Plans] stated that his perception of the event what that it "showed or demonstrated Mr. [NEC 
Director]'s favoritism/preference of some specific contractors and also over civilians employees. 
His actions and attitude show a continued pattern and behavior" as the Director with influence on 
contractor related matters. Lastly, he testified that "Mr. [NEC Director]'s behavior, ethics, 

22 Herein after Mr. [System Administrator] will also be referred to as "Mr. [System Administrator] "or "Mr. 
[System Administrator]." 
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integrity and legality on these matters is very questionable." Mr. [Chief, Business and Plans] 
made similar comments about Mr. [NEC Director]' s award presentation which occurred in 
September 2013 when Mr. [NEC Director] presented cash gift cards to Mr. [GC&E Employee 
#1], a contractor employee. 

Also, Mr. [Network Specialist #1], IT Specialist (Network), testified on March 10, 2014 
that he was present at the June 25, 2013 presentation. He stated that Mr. [NEC Director] had sent 
a message to all Department of the Army civilian (DAC) employees at B376 to report to 
Building 527 so he could present a cash award to both Mr. [GC&E Employee #2] and Mr. 
[GC&E Employee #4). Mr. [Network Specialist #1) described this session as a "the town hall 
meeting style (all NEC personnel mandated participation)." Further, he testified that Mr. [NEC 
Director] basically spoke about their great performance, presented them with the awards, but did 
not address were the awards came from, essentially, he just "expressed what a great job" they did 
and presented the awards to the contractor employees. Also, Mr. [Network Specialist #1] 
testified that he was not aware if any government funding was used for the award. Mr. [Network 
Specialist #l]'s perception of this event was that "Mr. [NEC Director] should give awards only 
to DAC employees not contractors. No awards have been issue to DAC employees by Mr. [NEC 
Director] in the past year that I am aware of. I believe the awards should have been presented by 
the contractors' company not by a DAC director. Lastly, Mr. [Network Specialist #1) testified 
that he was not present at the September 2013 award presentation conducted by Mr. [NEC 
Director]. 

Another NEC employee, Mr. [Network Specialist #2], IT Specialist (Network), attended 
the June 25, 2013 award session when in front of NEC personnel gathered for the event, Mr. 
[NEC Director] called two contractor employees, Mr. [GC&E Employee #4) and Mr. [GC&E 
Employee #2], to the front of the assembled group and presented a gift award to each in 
appreciation for their performances. Mr. [Network Specialist #2] stated that he could not recall 
where Mr. [NEC Director] stated where the award came from nor was he aware if any 
government funding had been used to purchase the award. Further, he testified that his 
perception of the event was that "[t]he event took me by surprise because I was always told that 
DAC supervisors could not present awards to contractors. It had to be presented by personnel 
from their company. I am not exactly sure why they got the award or what they did to earn it. It 
seemed to me that they got it for doing their work. Well, there is a lot of other employees at the 
NEC (DAC/Contractors) that do excellent work every day and very seldom does anyone get 
recognized." Lastly, with respect to the award presentation held in September 2013, Mr. 
[Network Specialist #2] testified that Mr. [NEC Director] called Mr. [GC&E Employee #1] to 
the front of the room and presented him with a gift certificate for good performance. Mr. 
Vasquez testified that Mr. [NEC Director] never stated where the item/award came from nor was 
he aware if any government funding was used for the award. His perception of the event was that 
"[a]gain, the event took me by surprise" for the same reasons he stated relative to the June 2013 
award event. 

NEC employee, Mr. [Chief, IT Support] , Chief, IT System Support, testified with 
respect to the June and September 2013 award sessions recalling the events that transpired and 
his sentiments toward those events similar to the testimony provided by the other NEC 
employees. Though he did not attend the June 2013 award ceremony, with respect to the 
September 2013 event, he, too, testified that he was left with the "impression that the gift cards 

22 



were provided" by Mr. [NEC Director], and, that "at no point did he state that the awards/gift 
cards were presented on behalf of the GC&E (Contractor)." 

Further, NEC employee Mr. Information Security Specialist #2, IT Specialist, 
INFOSEC, testified that he attended both award ceremonies both in June 2013 when Mr. [NEC 
Director] gave cash awards /gift cards to two contractor employees, Mr. [GC&E Employee #2] 
and Mr. [GC&E Employee #4], which were Visa gift cards each worth $50.00 and in and 
September 2013 when contractor employee, Mr. [GC&E Employee #1], was given a Longhorn 
gift card valued at $50.00. Mr. Information Security Specialist #2 said that Mr. [NEC Director] 
was the only person giving the awards and that it was never stated where the item/award came 
from. Further, he testified that his perception was "that it was that is all his idea and he bought 
them" and that "[t]his is just a public display of his favoritism towards [GC&E Employee #1]." 
Lastly, he stated that he was not aware if any government funding was used to purchase those 
awards/gifts. 

Lastly, Mr. [NEC Director], Director, NEC, testified on March 7, 2014 with respect to 
the issue of presenting items/awards to contractor employees. Mr. [NEC Director] testified that 
in June 2013 and September 2013, the following occurred: 

"items were purchased by GC&E leadership, during the announcement while 
alongside GC&E leadership I stated 'this award is presented on behalf of 
GC&E ... Some items were gift cards and others were cash handouts (e.g. Dec 
2013 GC&E Holiday gathering), all were funded/provided by GC&E. Cash 
handouts never exchanged hands between GC&E and I. ... the purpose for the 
presentation of the award ... [was] determined by GC&E (longevity, performance, 
etc ... ) .... [no] government funding was used for the item/awards." 

When asked by the IO if there is an established award program to award contractors, he 
answered "no." However, with respect to an established award program to award DACs, he 
testified that there were only a few examples of awards being given to DA Cs and expressed the 
following sentiments on that mater that he had shared in an email to Mr. [Chief, Business and 
Plans] (Deputy NEC Director) on May 21 2013: 

"[Chief, Business and Plans], 

Over the past several months we've witness several personnel receive 
recognition for their superior performance. Any reason why we have not 
submitted any of our superstars? Are we so busy that we're not able to take a 
knee/30 minutes and write about the 
accomplishments/performance/creativity/exuberance/attitude/self 
development/teamwork/educational enhancement/etc? 

I've been here almost four months and can identify several TOP performers: 
[names redacted] 
I'm sure all of you can identify countless accomplishments every Team member 

has accomplished this FY let alone the previous times each and every one of us 
has acknowledged their superior performance by stating "Thank you" or a pad on 
their shoulder as a gesture for their commitment to restoring the Network or 
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finding the solution impacting every member tied to our network. The number of 
TT's resolved over the last 90 days and ICE comments depicting the superior 
customer service. Even the execution of IDIQ, copier forensics saving our main 
customer over $50K annually, expediting CAFE 151 install, 1300 and 1301 
deployment, and finally the hundreds of items we have identified on our property 
books. 

Let's do the right thing for our people and get them recognized. 

[Administrative Assistant], 
Get a copy of the requirements and next window of opportunity, relay message 

to every member within the NEC that they have the ability to nominate their 
Teammates/peers as well." 

Summarized Anny Findings 

After review and analysis of all available testimonial and documentary evidence pertinent to the 
eight OSC referred allegations, the Army determined the merits of these allegations as detailed below. 

Discussion of Allegation 1 

Mr. [NEC Director] made public presentations in the government workplace to GC&E 
contractor employees on two different occasions. On June 25, 2013, Mr. [NEC Director] sent a 
message to his subordinate employees directing them to report to Building 527. At this gathering 
of Army and contractor employees, Mr. [NEC Director] presented $50 cash gift cards to two 
GC&E employees, Mr. [GC&E Employee #4] and Mr. [GC&E Employee #2]. A photograph 
was taken to memorialize the presentation. During the investigation Mr. [NEC Director] 
explained the gifts cards were provided by GC&E to recognize their employees. No GC&E 
personnel, other than the two recipients, participated in the presentation. There is no evidence 
that government funds were used to purchase the gift cards. 

Although Mr. [NEC Director] asserts that he announced during the presentation that he 
was presenting the gift cards on behalf of GC&E, none of the other Army employees interviewed 
recall such an announcement. Instead, Army and contractor employees at the presentation 
perceived that Mr. [NEC Director] had purchased the gift cards with his own money and was 
presenting them as awards to express his appreciation for the GC&E employees' good 
performance. Some Army employees viewed the gift card presentations as favoritism by Mr. 
[NEC Director] towards the GC&E employees. Army witnesses complained Mr. [NEC Director] 
should have been giving awards to Army employees, not contractor employees. 

Similarly, on September 6, 2013, during a meeting of Army employees at Building 511, 
Mr. [NEC Director] publicly presented a $50 restaurant cash gift card to GC&E employee Mr. 
[GC&E Employee#!]. A photograph was taken of the presentation. Mr. [NEC Director] states 
the gift card was provided by GC&E to recognize Mr. [GC&E Employee #1] performance. No 
GC&E personnel, however, other than Mr. [GC&E Employee#!], participated in the 
presentation. There is no evidence that government funds were used to purchase the gift card. 

Mr. [l\1EC Director] asserts he announced he was presenting the gift card on behalf of 
GC&E. None of the Army employees interviewed during the investigation recall such an 
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announcement. Instead, Army employees at the presentation again perceived that Mr. [NEC 
Director] had purchased the gift card with his own money to award Mr. [GC&E Employee #1] 
for his good performance. Some Army employees viewed the gift presentation as favoritism by 
Mr. [NEC Director] towards the GC&E employee. 

As previously noted above, showing favoritism towards contractor employees or taking 
actions that create the appearance that the federal employer is endorsing a contractor, such as the 
presentation of gifts, certificates of appreciation, or other forms of recognition to contractor 
personnel, including the presentation of contractor purchased gifts and awards by Anny 
personnel to contractor employees is contrary to both the Standards of Conduct that govern the 
ethics and integrity in the Federal workplace and to Department of Defense (DoD) policy on 
recognizing contractor performance. The Standards of Ethical Conduct for Employees of the 
Executive Branch, codified at Title 5, Code of Federal Regulations (CPR) and DoD (DoD) 
5500.07-R, Joint Ethics Regulation (JER), retrievable at 
http://www.dtic.mil/whs/directives/corres/pdf/550007r.pdf, specify the ethics standards 
governing interaction by DoD military personnel and civilian employees with contractors and 
contractor employees. Further, the standards of ethical conduct and DoD policy concerned with 
prohibited "endorsements" establish guidance to ensure an appropriate arms length working 
relationship is observed in the Federal workplace between Federal employees and contractor 
employees. 

In essence, a basic tenet of federal employment is that public service is a public trust. As 
provided for under 5 C.F.R. § 2635.101, each employee has a responsibility to the United States 
Government and its citizens to place loyalty to the Constitution, laws and ethical principles 
above private gain. To ensure that every citizen can have complete confidence in the integrity of 
the Federal Government, each employee shall respect and adhere to the principles of ethical 
conduct set forth in this section, as well as the implementing standards contained and in 
supplemental agency regulations. 

The ethics concern with prohibited "endorsements" is specifically reflected in the 
appropriate arms length working relationship that must be observed in the Federal workplace 
between Federal employees and contractor employees. 

The general rule on endorsements is provided at Title 5, CPR 2635.702(c)), 
which states: 

"Endorsements. An employee shall not use or permit the use of his Government 
position or title or any authority associated with his public office to endorse any 
product, service or enterprise except: (1) In furtherance of statutory authority to 
promote products, services or enterprises; or (2) As a result of documentation of 
compliance with agency requirements or standards or as the result of recognition 
for achievement given under an agency program of recognition for 
accomplishment in support of the agency's mission." 

The JER, paragraph 3-209, in turn, states: 
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"Endorsement of a non-Federal entity, event, product, service, or enterprise may 
be neither stated nor implied by DoD or DoD employees in their official 
capacities and titles, positions, or organization names may not be used to suggest 
official endorsement or preferential treatment of any non-Federal entity .... " 

The "endorsements" concern supports the general prohibition against presenting awards, 
gifts, certificates of appreciation, and other forms of recognition to contractor employees. In 
essence, these actions suggest recognition for a job well done or for outstanding performance, 
and can be reasonably viewed by the public as conveying a special token of appreciation to those 
private sector contractors who "enjoy" or are "fortunate" to have a business relationship with the 
Federal Government. 

Similarly, guidance fostering these principles is found in the most recent DoD 
pronouncement on awards for contractor employees whereby DoD tightened the rules as to the 
extent to which a DoD organization can recognize actions taken by contractor employee that are 
separate and apart from meeting a contractual requirement. DoDI 1400.25-M, Civilian 
Personnel Management, Subchapter 451, Awards, December 1, 1996, SC45 I .15.2.2., states: 

"Persons or organizations having a commercial or profitmaking relationship with 
the Department of Defense or with a DoD Component shall not be granted 
recognition, unless the contribution is substantially beyond that specified or 
implied with the terms of the contract establishing the relationship, or the 
recognition is clearly in the public interest. " 

This instruction, which was in effect in 2013 when Mr. [NEC Director] presented the gift 
cards to the GC&E employees, has been amended in DoD Instruction 1400.25, DoD Civilian 
Personnel Management System: Awards, 4 November 2013, Enclosure 3, paragraph 11.b.(2), to 
make the concerns regarding displays of favoritism and improper endorsements more clear: 

"To avoid issues in connection with contractual relationships and obligations, 
actual or perceived conflicts of interest, and actual or perceived acts of 
favoritism, persons, organizations, or companies having a commercial or profit
making relationship with the DoD or with a DoD Component will not be granted 
recognition. The single exception is if the contribution is deemed to be unrelated 
to and completely outside any contractual relationship with DoD and the 
recognition is clearly in the public interest. Recognition is limited to a letter or a 
certificate of appreciation to the individual or to the organization signed at the 
lowest applicable level of the organization." 

Applying the above principles and rules, and under the facts as presented by the 
testimonial evidence, it appears Mr. [NEC Director], in his capacity as the NEC Director, used 
his official position to either endorse the performance of the certain contractor employees, imply 
his official endorsement of their contract performance, or imply preferential treatment of the 
contractor employees by presenting cash gift cards (as awards) to them in work place gatherings. 
This is so even though Mr. [NEC Director] did not present an official looking DoD or Army 
award or certificate to the contractor employees. Mr. [NEC Director]'s actions implied he was 
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"recognizing" them by presenting an award to them. He used his official position to "recognize" 
them by presenting awards on behalf of the contractor employer to the contractor's employees at 
the NEC' s work place gathering on two separate occasions. Regardless whether Mr. [NEC 
Director] stated that the awards were being presented on behalf of GC&E, the presentations 
clearly created the reasonable perception that he was endorsing the contractor employees' 
performance or that he was displaying favoritism toward certain contractor employees. 

Under the facts provided, despite what were probably the best and most innocent of 
intentions, Mr. [NEC Director]'s actions created a reasonable perception that he was either 
endorsing the performance of certain contractor employees, or that he was showing favoritism 
towards those contractor employees or their contractor employer. Therefore, the finding is Mr. 
[NEC Director] violated both 5 CFR 2635.702(c) and DoD 5500.07-R, paragraph 3-209 when he 
used his official position to present awards to contractor employees at two separate work place 
gatherings. Further, it is a reasonable conclusion that he violated the spirit and intent of the 
revised DoD guidance as well which provided clarification with respect to the appropriateness of 
recognizing contractor employee performance as being subject to the single exception that "if the 
contribution is deemed to be unrelated to and completely outside any contractual relationship 
with DoD and the recognition is clearly in the public interest. Recognition is limited to a letter or 
a certificate of appreciation to the individual or to the organization signed at the lowest 
applicable level of the organization" rather than the previous standard in effect during the award 
period in question which read "unless the contribution is substantially beyond that specified or 
implied with the terms of the contract establishing the relationship, or the recognition is clearly 
in the public interest." 

In effect, Mr. [NEC Director] presented an award on behalf of a contractor - who should 
have been the appropriate party to present the cash gift cards and say "Thanks for the great job!" 

Conclusion. Army Findings as to Allegation 1: 

This allegation is PARTIALLY SUBSTANTIATED. 

With respect to the part of the allegation that Mr. [NEC Director] improperly gave gifts 
(gift cards) and awards (including free lunches) to GC&E contract employees in that they 
involved the expenditure of agency funds, this portion is unsubstantiated. There is no evidence 
that government funds were used to purchase the subject cash gift cards or free lunches. 

However, with respect to that part of the allegation that Mr. [NEC Director J's 
presentation of awards or gifts to the GC&E contractor employees was improper because Mr. 
[NEC Director] improperly engaged in conduct that created the appearance that he was 
endorsing the contractor employees or showing favoritism towards them, this portion is 
substantiated. Clearly, no matter how well intentioned Mr. [NEC Director] was in to seeking to 
recognize the contractor employees performing contract work for NEC as part of the "team," his 
conduct in presenting the cash gift cards to them in the workplace gatherings was not in accord 
with 5 CFR 2635.702(c) and DoD 5500.07-R, paragraph 3-209, and the spirit and intent ofDoD 
policy guidance, in that, at a minimum, they created a reasonable perception that he was 
endorsing contractor employees. 
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Had Mr. [NEC Director] "personal! y" wished to recognize contractor employees for their 
contributions to the mission of the NEC, he should have coordinated his proposed actions with 
the appropriate Contracting Officer or COR to ensure that any such recognition took the form of 
a factual "Letter of Input" to the contractor organization, which then the contractor may have 
elected to recognize one or more of its contractor employees on an individual basis. Further, it 
would have been appropriate for Mr. [NEC Director], or other members of the NEC 
management, to provide the Contracting Officer or COR with specific, detailed, stand alone, and 
fully supported information about contractor employee performance-whether in the form of 
"negative feedback" or kudos"- to facilitating the documentation of same in established 
contractor performance assessment databases (as described in the DoD COR Handbook), as part 
of the contract quality surveillance process. 

OSC REFFERRED ALLEGATION 2: Government-sponsored Avaya Voice training was 
improperly provided to contract employees (Mr. [GC&E Employee #1], Mr. [GC&E 
Employee #3], and Mr. [GC&E Employee #2]) between September 20, 2013, and October 
4, 2013. 

Summary of the Evidence Pertaining to Allegation 2 

Mr. [NEC Director] assumed his position as the NEC Director on February 10, 2013. 
Prior to his arrival, an ongoing contract with GC&E (W91RUS-08-D-0004) that had been in 
place with the Fort Buchanan NEC since November 6, 2007 contained the following task, as was 
described in the subject contract's Executive Summary: 

"This acquisition for operation and maintenance (O&M) for Directorate of 
Information Management (DOIM) communication systems identified in this 
Performance Work Statement and specified in individual task orders. Support 
required will include the following: Administrative Telephone Services (ATS) 
such as Switchboard Console Operations; Inside Plant; Customer Services 
(Telephone); Outside Plant (Cable); and Information Technology Services (TSC) 
such as LAN Administration and System Maintenance, Help Desk Assistance, 
Software installation, hardware and software troubleshooting, and web master 
support; Video Teleconferencing (VTC) support to include establishing and 
scheduling of VTCs; Defense Message Switching (DMS) operation; Technical 
Control Facility(TCF) operations and maintenance (O&M) to include the TCF 
matrix switch; Configuration Management of the installation infrastructure to 
include creating and updating drawings using Computer-Aided Drawing (CAD) 
engineering support; ;and Land Mobile Radio (LMR) Network Management, and 
Control System (Master Controller Management)." 

Further, GC&E contract, W91RUS-08-D-0004 provides that the government will fund 
training for new equipment for current contractor employees subject to the following provisions: 

C.1.2 TRAINING. 
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C.1.2.l The contractor shall provide all trammg to ensure contractor 
personnel maintain technical proficiency for the O&M of the systems and 
equipment listed in Attachment l of installation task orders. Training for existing 
equipment shall be provided at no additional cost to the Government. The 
Government will not provide or fund training to obtain certification for new 
contractor employees. 

C.1.2.2 If during the term of this contract, the Government installs 
new equipment that requires training to meet the certification requirements 
of this contract, the Government will provide one-time training (tuition, per 
diem, and travel in accordance with the Joint Travel Regulations) for those 
employees currently working on site. If an employee who has received 
Government-provided training as described above should vacate his/her position 
for any reason, the contractor shall provide certified personnel to complete the 
requirements of this contract at no additi.onal cost to the Government." (emphasis 
added). 

The contract has had numerous modifications over the years. The pertinent language 
from the contract, in effect during the Avaya training, and set forth again in Modification 14, 
effective 1 November 2013, states that DoD civilians will be responsible for the telephone 
switching equipment: 

C.2.3.4.1 The contractor shall maintain, install, de-install, move or remove (as 
identified on the appropriate service form) all cable -- to include copper, coaxial, 
CATS or CAT6 and fiber optic cable -- associated with the Administrative 
Telephone System. This includes all connectors, terminations, and ducts from 
point of demarcation to the installation point for the required service. 
Government Department of Defense civilians will be responsible for the 
telephone switching equipment but the contractor shall be responsible for the 0 & 
M of customer requirements from the switch through to the customers end item 
(phone or other applicable device) location. The cable requirements are in 
Attachment 1, paragraph 4, of this PWS. 

On September 30, 2013, via an email, Mr. [NEC Director] directed Ms. [Administrative 
Assistant] to reserve training positions for Mr. [GC&E Employee #1] (GC&E employee), Mr. 
[GC&E Employee #3] (GC&E employee), Mr. [GC&E Employee #2] (GC&E employee), and 
Mr. [Network Specialist #3] (DAC) on the training roster for the government funded Avaya 
Voice System training known as CM6 Bootcamp that was to be held during the week of 
September 30, 2013-0ctober 4, 2013. A total of 4 DACs and 3 GC&E employees were trained 
on the Avaya Voice System. 

With respect to this Avaya Training and other training that contactor employees were 
sent to attend, Mr. [System Administrator] sent an email to the IO, dated March 13, 2014, 
stating that he believed any such training was "illegal because contractors are supposed to have 
such training and certification before they were put into that position." Further, Mr. [System 
Administrator] provided additional testimony with respect to the Avaya Training when he 
testified that certain actions taken by Mr. [NEC Director] were illustrative of: 
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"fraud, waste and abuse actions taking place at the Network Enterprise Center 
(NEC), Fort Buchanan, Puerto Rico. The list is not inclusive and involves 
Defense Contractors actions and NEC' s Director Decisions. The list was 
compiled using the following as references: the Standards of Ethical Conduct for 
Employees of the Executive Branch, the Joint Ethics Regulation and the Federal 
Acquisitions Regulations. Providing training to contractors. The government 
may provide training to contractor personnel if required by the contract and it 
doesn't create an appearance that the government is favoring one contractor over 
another. Avaya Voice Training provided from September 30-0ctober 4, 2013 to 
contractors - [GC&E Employee #1 ], [GC&E Employee #3] and [GC&E 
Employee #2] - whose functions are not required by the contract and not related 
to the training content. Who paid for the training, the government or the 
contractor?" 

Additionally, Mr. [Chief, IT Support], testified that generally, Mr. [NEC Director] 
showed preferential treatment for contractor employees to receive training, sometimes resulting 
in replacing training spaces allocated for DACs to contractor employees so the contractor 
employees could be trained instead of the DA Cs. He attested to the following: 

"During a running training provided by Black Box under the I3MP project, he 
showed up at Bldg 511 and removed the people assigned to take training and 
accommodated the ones he selected. From there, it was also obvious his 
preference over Mr. [GC&E Employee #1], who participated in a lot of training 
where none was related to his functions. In addition, he was the one that selected 
the personnel to take the rest of remaining training ... In several training [sessions] 
personnel that required [certain] training because it. .. related to [their work] as 
DAC employees were removed from that training and spaces were then occupied 
by Contractors." 

The GC&E Site Manager, Mrs. [GC&E Site Lead] stated during her February 12, 2014 
interview with the IO that any training provided to GC&E employees, including the Avaya 
training, was always relevant to the employees' duties and within the scope of the contract. 

Unfortunately, however, the IO, inexplicably, did not ask Mr. [NEC Director] specifically 
about the Avaya training during any of their multiple interview sessions, which was captured in 
both two written and sworn statements as well during an audio interview conducted on February 
13, 2014. During Mr. [NEC Director]'s audio interview, Mr. [NEC Director] stated he tried to 
treat contractor staff and DAC staff equally and would split training up, about 50150 between 
contractors and DA Cs, as it related to their individual duties. Without delving further into the 
issue of the propriety of Mr. [NEC Director]' s actions specifically with respect to the Avaya 
training, the IO made a finding that the Avaya training was not required because neither the 
contract nor the then pending modification to the contract required GC&E to maintain the 
telephone switch (an electrical device that routes a phone call to the proper line). 
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After the ROI had been completed and approved by the Approving Official, and during 
the drafting of this Report, the need to supplement the evidence gathered during the IO' s 
investigation arose with respect to the merits of Allegation 2. For clarification purposes, the 
OGC requested that further evidence be gathered regarding what exactly is the "Avaya" Voice IT 
communication system and how the introduction of that new system to Fort Buchanan was 
affected by the taskings that were to be performed under the subject GC&E contract in place at 
the Fort Buchanan NEC. This was particularly necessary to obtain additional details on this 
matter besides the testimony from Ms. [GC&E Site Lead] wherein she asserted "that any training 
provided to GC&E employees, including the Avaya training, was always relevant to the 
employees' duties and within the scope of the contract" as well as the general statement provided 
by Mr. [NEC Director] that he would split training up, 50150 between contractors and DACs, as 
it related to their individual duties. 

To that end, on June 20, 2014, testimony was received from two NETCOM subject 
matter experts (SMEs) in an effort to determine whether the Avaya training was permitted under 
the terms of the contract: Mr. [G-3 Network and Engineering Branch Chief], G-3 Network and 
Engineering Branch Chief, 7th Signal Command, and his "voice infrastructure" expert, Mr. [G-3 
Unified Capabilities Action Officer]. The significance of their testimony is staggering and 
dramatic, and in essence, altered the complete analysis of the subject allegation and the merits of 
Allegation 2. Mr. [G-3 Network and Engineering Branch Chief] testified to the following: 

"I am the 7th Signal Command (Theater), G3 Network and Engineering Branch 
Chief for the Continental United States (CO NUS) Theater. My engineering 
responsibilities include but are not limited to VoIP, VoSIP, Long Haul Circuits, 
TDM telephone switches, Network Modernization CONUS, Multiprotocol 
Labeled Switching and any other enginee1ing requirements for the CONUS 
Theater. In 2013-2014 the Program Manager (PM) for Installation Information 
Infrastructure Modernization (13MP) fielded an Internet Protocol (IP) based voice 
system to Fort Buchanan. This Voice over Internet Protocol (VoIP) Local Session 
Controller (LSC) is the first of its kind in the Army CO NUS Theater. The old 
voice switch was analog and required someone to locally manage the device. The 
VoIP LSC is more of a computer server. The phones that operate with this LSC 
are IP based and run off of Category 5/6 cables unlike the old PBX which ran off 
of copper cables. This technology will change the way the Army operates and 
maintains voice services infrastructure as lP technology allows for remote 
management by voice and network experts whereas legacy technology must be 
managed locally by voice expe1ts. 

The PM was required to provide New Equipment Training (NET) to support the 
Avaya VoIP LSC at Ft. Buchanan because it was new technology. This new 
technology will be supported by the LAN administrator. Network Engineers, 
desktop administrators, inside and outside plant personnel. As such they all 
should receive NET training on the Avaya LSC." 

Mr. [G-3 Unified Capabilities Action Officer] testified to the following: 
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"I am the Unified Capabilities Action Officer for the CONUS Theater including 
operations for Voice infrastructure. The Program Manager (PM) for Installation 
Information Infrastructure Modernization ( 13MP) fielded an Internet Protocol (IP) 
based voice system to Fort Buchanan in 2013-2014, which is the first of its kind 
in the Army CONUS Theater. This technology will change the way the Army 
operates and maintains voice services infrastructure as IP technology allows for 
remote management by voice and network experts whereas legacy technology 
must be managed locally by voice experts. The PM is responsible for providing 
New Equipment Training (NET) for this new technology. Voice switch 
administrators, network administrators, network engineers, and voice services 
touch labor support require would all require this training. The 7th SC(T) 
requested that the 2nd Regional Cyber Center (RCC) receive this training as well, 
however, PM funded training slots were limited so ultimately the decision resided 
with the local Network Enterprise Center Director to determine which of 
the local administrators received the training in order to best supp011 the local 
O&M mission for voice services." 

Consequently, based on the overwhelming importance of the testimony provided by Mr. 
[G-3 Network and Engineering Branch Chief] and Mr. [G-3 Unified Capabilities Action Officer], 
it is clear that providing the subject Avaya training to the servicing GC&E contractor employees 
was both necessary and critical to their ability to meet the requirements imposed on GC&E by 
the subject contract with the NEC for providing the necessary services to the Fort Buchanan 
location. The Avaya system, a new technology, was fielded by the Army's I3MP office. I3MP 
funded both the Avaya system and the Avaya training. They explained in detail that the old 
phone system was "an analog system" that ran through copper wires. The new Avaya system is 
a voice over internet protocol (VoIP) system that runs through the computer network. Because 
VoIP is running through the network and is a completely different type of system, it is 
imperative that those responsible for the VoIP system receive new equipment training. This 
would include LAN administrators, network engineers, desktop administrators, and the 
inside/outside plant personnel. They concluded that due to the limited number of training 
positions it was up to the NEC Director to prioritize who would be trained first. 

Discussion of Allegation 2 

The first question to be answered is whether contractor personnel could be provided 
Avaya training, at government expense, under the terms of the contract. The IO determined it 
was improper because the contract states that DA Cs will maintain the telephone switch and 
GC&E "shall be responsible for the 0 & M of customer requirements from the switch through to 
the customers end item (phone or other applicable device) location." The IO's is an incorrect 
finding as explained above and as is further addressed below. 

While the Avaya switch will be maintained by DACs, the Avaya VoIP is an entirely 
different type of technology that impacts many different sections within the NEC. In simple 
terms, the old copper-wire system was a mechanical system - the phone signal arrived at the 
switch, the switch would route the signal to the proper line, and the signal was then carried from 
the switch to the phone. If a switch was updated or replaced with a different model, it had no 
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effect on the person who ensured a signal arrived from the phone company line or on the person 
who maintained the line between the switch and the phone. 

A VoIP system, on the other hand, is routed through the computer network so the LAN 
administrators and network engineers must understand the VoIP system to ensure the myriad 
parts of the network system are all able to "talk" to one another. Even the person installing a 
VoIP phone requires some level of training because the phones must be programmed rather than 
merely plugged into a phone jack. The increase in complexity is similar to transitioning from a 
dial-up internet modem to today's home internet systems with modems, wireless routers, and 
multiple internet and Bluetooth capable devices. 

The 7th Signal Command (Theater)'s SMEs were emphatic that LAN administrators, 
network engineers, inside/outside plant technicians, etc. are required to be trained on the Avaya 
VoIP system. There is no logical reason why it should matter if those personnel are DACs or 
contractors. 

The contract expressly states the Army will provide training required for new equipment 
to the contractor's existing personnel. The Avaya system was "new equipment" and Mr. [NEC 
Director], Ms. [GC&E Site Lead], and the 7th Signal Command (Theater) SMEs agree that 
Avaya training was required for the contractor personnel who received it ([GC&E Employee #3] 
[NEC Director] - LAN administrator; [GC&E Employee #2] - network engineer; and, [GC&E 
Employee #1] - inside/outside plant technician at time of training and currently a network 
engineer assistant). 

Conclusion. Army Findings as to Allegation 2: 

This allegation is NOT SUBSTANTIATED. The contract provides for government 
funded training of contractors for new equipment and the contractor personnel who were trained 
had a valid requirement for the training. 

OSC REFERRED ALLEGATION 3: Mr. [NEC Director] improperly promoted Mr. 
[GC&E Employee #1] and Mr. [GC&E Employee #2] to Network Engineer contract 
positions without the guidance of the Contracting Officer, the Contracting Officer's 
Representative (Mr. [COR]), or the GC&E Contract Site Manager (Ms. [GC&E Site 
Lead]). 
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OSC REFFERED ALLEGATION 4: Mr. [GC&E Employee #1] and Mr. [GC&E 
Employee #2] were promoted without the required experience, training, and certifications 
for their positions. 

Summary of the Evidence Pertaining to Allegations 3 & 4 

In late June/early July 2013, during a regular, weekly meeting with technical personnel, 
Mr. [NEC Director] asked two contractors who were present, Mr. [GC&E Employee #2] 
(GC&E) and Mr. [GC&E Employee #4] (GC&E), if they had considered applying for a vacant 
contract Network Engineer position. Mr. [Chief, Information Assurance][Chief, Information 
Assurance], Chief, Information Assurance Division, NEC also testified that he was at this 

. 23 meetmg. 

On July 24, 2013, the NEC's administrative assistant, Ms. [Administrative Assistant] 
sent out an email to numerous individuals announcing Mr. [GC&E Employee #2] 's selection 
which provided the following announcement: 

"On behalf of Mr. [NEC Director], NEC Director and Ms. [GC&E Site Lead], 
GS&E Site Manager 

The NEC want to congratulate Mr. [GC&E Employee #2] for his promotion as 
the 
Network Engineering for the NEC. 

Mr. [GC&E Employee #2] will be starting his new assignment as the NEC 
Network 
Engineering the next Thursday, July 25 2013 and will be working side by side 
with Mr. [Information Security Specialist #1] during the following schedules: 
Monday to Friday from 0700 to 1600. 

Congratulations once again to Mr. [GC&E Employee #2]. 
V/r 

23 It is noted that Mr. [Chief, Information Assurance] provided extensive detailed oral and written testimony in both 
a 35-page written statement as well as testimony recorded in a four hour long audio interview recording conducted 
on February 12, 13, and 14, 2014, and several "clarifying" emails including one dated February 27, 2014. The 
subject areas covered by his testimony are numerous and include such areas as: misuse of a government credit card 
to purchase a gazebo for an outside break area; concerns with "declining" morale within the NEC organization; 
disagreements with operational and personnel changes within the NEC; Mr. [NEC Director] allegedly attending the 
December 2013 GC&E Christmas party and presenting two GC&E contractor employees, Mr. [GC&E Employee 
#!] and Ms. [GC&E Employee #5], with "the equivalent of cash awards" which resulted in "many DA civilian and 
contract personnel present were left with a feeling of discomfort at having witnessed the situation."; numerous other 
examples of "favoritism" between Mr. [NEC Director] and contractor employees; as well as many other issues and 
concerns, some of which were also the subject of most of the allegations that OSC referred to the Army for 
investigation. However, for purposes of this Report, the Army's narrative Report has primarily focused on 
addressing only the eight allegations that OSC referred to the Army. Other witness also brought up additional 
matters that are beyond the scope of this Report. Their testimony is not as detailed as Mr. [Chief, Information 
Assurance]' s. 
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Ms. [Administrative Assistant] " 

Mr. -[COR]24
, Contracting Officer Representative, NEC, in an email dated August 22, 

2013, submitted a modification to the Performance Work Statement to tbe installation 
contracting office.25 This modification included the addition of a new position - Engineering 
Assistant, however, the modification did not identify any individual for the position, only the 
requirements for the new position. This email captured 18 different changes to the Performance 
Work Statement dated August 22, 2013, including the subject matter, by stating "4. Add to Index 
C.2.13 Engineer Assistant (New position)." 

Additional testimony relevant to the creation and filling of the subject Engineering 
Assistant position was provided by Mr. [Chief, Information Assurance][Chief, Information 
Assurance] in his February 12, 2014 statement. He testified that in September 2013, Mr. [NEC 
Director] announced during a meeting that he was considering the creation of a network 
engineering assistant position, that he believed Mr. [GC&E Employee #I] (GC&E) was an 
excellent employee, and that the job would be a good professional development opportunity for 
Mr. [GC&E Employee #I]. The contracting officer's representative (COR), Mr. -[COR], and 
Ms. [GC&E Site Lead], the GC&E site lead, were also present. Mr. [Chief, Information 
Assurance] stated that he attempted to dissuade Mr. [NEC Director] from this plan because of a 
concern of perceived favoritism, that Mr. [GC&E Employee# 1] was not qualified, and that it is 
the contractor's responsibility to decide who will fill a contractor employee position. Further, 
Mr. [Chief, Information Assurance] also testified that during a NEC staff meeting in September 
2013, Mr. [NEC Director] announced Mr. [GC&E Employee #1] had been selected for the 
engineering assistant position. However, according to Mr. [Chief, Information Assurance], the 
contract modification to create this position was initiated after the announcement.26 

The contract modification creating the new position was signed by the Contracting 
Officer on January 14, 2014 with an effective date of November 1, 2013, as reflected in Contract 
Modification 14. In addition to the creation of this new position of engineering assistant, the new 
contract removed two information assurance positions, and one part-time webmaster position. 
However, with respect to the Engineering position in question, Contract Modification 14 
provides for the following requirements: 

C.2.4.1 Engineering. The contractor shall provide technically qualified individual 
to support and oversee LAN systems engineering and upgrade, as well as 
systemic and infrastructure additions, moves or changes. The contractor shall 
have a minimum of five years experience on networks, Cisco equipment and 

24 Mr. [COR] is also referred to as "Mr. [COR]." 
25 It should be noted that it is not customary to identify the individual by name in a contract modification, only that a 
position has been added. Thus, tl1e promotion of Mr. [GC&E employee #2] was not memorialized in the 
modification. 
26 According to Mr. [Chief, Information Assurance]' s statement of February 12, 2014, it was only following the 
public announcement of Mr. [GC&E Employee #!J's appointment that Mr. [COR], began the process of modifying 
the existing contract to include the new position for Mr. [GC&E Employee #1]. However, Mr. [Chief, Information 
Assurance j's assertion is contrary to the documentary evidence reflected in Mr. [COR]'s email dated August 22, 
2013. 
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systems under windows platform (windows server 2008, 2003, Vista and XP), 
Sonet Ring and UNIX .... Note: This position is designated IT Level I and under 
the IA training requirements IA W BBP/DoD 8570.0 IM (IASAE II) The 
contractor shall certify the person at this position as IT Level I during the first 6 
months of the contract commencement. 

C.2.13.l Engineering Assistant. The contractor shall provide technically qualified 
individual to assist the Network Engineer on LAN systems engineering functions 
and upgrade, as well as systemic and infrastructure additions, moves or changes. 
The contractor shall have a minimum of five years experience on networks, Cisco 
equipment and systems under windows platform (windows server 2008, 2003, 
Vista and XP), Sonet Ring and UNIX .... Note: This position is designated IT 
Level I and under the IA training requirements IA W BBP/DoD 8570.0lM 
(IASAE II) The contractor shall certify the person at this position as IT Level I 
during the first 6 months of the contract commencement. 

The IO gathered additional testimony from other NEC employee witnesses relative to the 
establishment and filling of the subject position; some witnesses testifying that Mr. [NEC 
Director] did discuss issues with his staff, the COR, and the GC&E site lead while other 
testimonial evidence reflecting that Mr. [NEC Director] undertook seemingly unilateral actions 
without consulting with those individuals; as well as the need to have qualified contractor 
employees to perform the required tasks. Further, the testimony does reflect that, to some degree, 
Mr. [NEC Director] did seek, at times, input from his subordinates and their supervisors as well 
as NEC contract and contractor officials. The following is representative of the testimony 
received on these matters by the IO. 

On February 27, 2014, Mr. [Chief, IT Support] averred the following: 

"Over the past months NEC Director has been conducting a series of changes in 
both the government side and the Contractor. I should mention that at the 
Contractor side, for my understanding, the Director has been directly influencing 
the operations of the contract, over the COR, which is Mr. . Important to 
mention is the designation of Mr. [GC&E Employee #1] as a System Engineer 
Assistance, a position which was not approved in the contract until recently. 
Personally I did not agree with the designation, which I reported to the Director, 
telling it not possess the experience and knowledge to pursue that position. 
Additionally, I have seen Mr. [GC&E Employee #1] stay with the Director 
repeatedly after business hours at the Director office. This is part of why other 
contractors see Mr. [GC&E Employee #1] as the favorite employee from the NEC 
Director." 

On the other hand, on February 11, 2014, Mr. -[COR], as the COR, testified that: 

"During a staff meeting, Mr. [NEC Director] has mentioned and requested our 
input into what is the best way to use our resources within our DAC and 
Contractors work force. In the past, all Division Chiefs have provided 
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recommendations in order to improve ways to accomplish our mission. Recently, 
this has become a problem with many employees. Contractor's reassignments: 
On some occasions, GC&E has moved contractors temporarily, in order to cover 
or improve the functions that they cover under the contract W91RUS08D0004. 
Our Technical Aid has been moved to cover or assist the outside plant section, 
and one of the Systems Administrators was also sent to assist the Network 
Engineering due to the new Telephone Switch requirements." 

Similarly, in his statement dated February 11, 2014, Mr. [Network Specialist #3] testified 
to the following: 

"Regarding the movement of contractor and civilian employees around; Mr. 
[GC&E Employee #1] was moved from his position as an outside/inside plant 
technician to that of his present duties working with Mr. [GC&E Employee #2] as 
data switch technicians. Mr. [GC&E Employee #2] was also moved from the 
LAN administration section to take up the position of Network Engineer after the 
incumbent took a civilian position in Information Assurance. The Network 
Engineer position is a contracted position. He has shifted people around in what I 
assumed was for the purpose of load balancing the work force and performing 
cross training. The only question that pops my mind is why he would not allow 
employees with seniority be given first choice over more junior employees. But 
again, Idon't know all the details or motives why he would make these changes." 

On February 21, 2014, witness [Chief, Business and Plans] testified as to what he 
thought about Mr. [NEC Director] generated actions with respect to personnel movements for 
contractor positions rather than more appropriately, Mr. [NEC Director] relying on the 
contracting officer to perform certain functions in accordance with his responsibilities. To that 
point, Mr. [Chief, Business and Plans] testified as follows: 

"Meeting with Mr. [NEC Director], Mr. [COR], Mr. [Chief, IT Support], Mr. 
[Chief, Information Assurance] and Myself (Friday 0830). In meeting, Mr. [NEC 
Director] said that he had spoken to Mr. [name redacted] (GC&E) and that he 
assured Mr. [NEC Director] he would give the government 6 Inside/outside plant 
workers. I expressed to him that it is not correct to go directly to GC&E to request 
the number of contractors require for that functions or tasks. I reminded him and 
Mr. [COR] once more that is the KO responsibility to negotiate with contractor 
on behalf of the government. In order to perform these functions I explained to 
him and Mr. [COR] that what we as the government need is to provide a 
Statement of Work where we stipulate the requirements and the workload data to 
the KO, the KO will request and negotiate with GC&E and at that time the vendor 
will provide us with the proposal to performer the tasks and the number of 
personnel they require to complete these requirements." 

One witness, Mr. [Information Security Specialist #1], testified on February 12, 2013, 
regarding Mr. [NEC Director]'s actions and decisions that resulted in contractor employee 
movements, by sharing the following detailed testimony with the IO: 
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"I am writing to express my concerns and denounce several actions taken by the 
NEC director Mr. [NEC Director] which put in peril our network security and 
create a hostile working environment in our organization: 

I. Mr. [NEC Director] went out of his way as a federal employee and told GC&E 
management that he wanted two current contractor employees assigned to other 
positions, as the new network engineer and network engineer assistant. The first 
appointment was for Mr. [GC&E Employee #2] on July 2013 and the second 
appointment was for Mr. [GC&E Employee #1] on December 2013. 
IL Mr. [NEC Director] order me to give IT Network training to those contractors 

that he chose using government time and resources. 
III. Mr. [NEC Director] asked my supervisor Mr. [Chief, Information Assurance] 

to order me to give Mr. [GC&E employee #1] the administrator password on our 
production network to perform tests for Voice Over IP telephones. 
1. I have worked for over 8 years with Mr. [GC&E Employee #2] and Mr. 
[GC&E Employee #1] and I am aware that neither have the networking 
knowledge nor experience to perform the tasks of a network engineer. None of 
them have the networking certifications required and most important they do not 
have the security certifications required to ensure our network is secured. 
2. An assistant network engineer position was an invention of Mr. [NEC Director] 
so Mr. [GC&E Employee #1] could avoid the certification requirements. Mr. 
[GC&E Employee #1] lack of professional experience, technical knowledge and 
poor English language proficiency will make it very difficult for him to obtain the 
required certifications. This is a futile way to try to deceive the system because 
regulation and our nation's security does not care for position names. 
4. In order to manage network environments the person must have a Level II 
certification provided only by DoD. Mr. [GC&E Employee #1) has never 
attended the course required for this certification. 
5. Unqualified personnel with privileged access to government networks pose an 
insider threat to our national security. The Federal Information Security 
Management Act requires annual reporting on training and certification of the 
Information Assurance (IA) workforce. Network engineers fall under IA 
workforce because of their inherent IA related duties. This is defined on the DOD 
Directive 8570.01. 
6. I have personally explained this to Mr. [NEC Director] (NEC director) on two 
meetings, but he does not care about regulation and security, all he seems to care 
about is on favoring these two employees. 
7. Having uncertified personnel working as network engineers is a violation of 
Information Assurance security controls. Since we are working currently on our 
network Certification and Accreditation Process, creating this violation sets our 
IA department for failure on this effort. This is a serious issue because FISMA 
requires that certification status is reported annually and our accreditation may be 
revoked, resulting on a disconnection from the DISA network." 
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Based on the totality of the testimonial and documentary evidence received by the IO, 
and based on his professional expertise as an experienced GS-15 IT professional, the IO found 
the following: 

"FINDING: The Training and Certifications required for the position is a 
Certified Information System Security Professional (CISSP) that is to be 
completed within six months of being assigned to the position. Neither Mr. 
[GC&E Employee #2] or Mr. [GC&E Employee #1] are currently certified and 
the documentation shown by the contractor on the status of the training and 
certification for Mr. [GC&E Employee #2] and Mr. [GC&E Employee #1] show 
them both assigned to the positions on 1 Nov of 2013, and a Certification required 
date of 1 May of 2014. (Statements: [Chief, Information Assurance] I Tab 8, 
[Information Security Specialist #1] I Tab 13). Mr. [GC&E Employee #2] was 
placed in the Network Engineer position on 24 July 2013, as stated by the 
statements of Mr. [System Administrator] and Mr. [Chief, Information Assurance] 
which included the email announcing the assignment. Mr. [GC&E Employee #2] 
has been in the position for more than six ( 6) months and is not certified, he does 
not have the certification required for the position ... neither Mr. [GC&E 
Employee #2] nor Mr. [GC&E Employee #1] have the required experience to 
satisfy the contract requirements of five (5) years of experience on networks." 

Discussion of Allegations 3 & 4 

The allegation that Mr. [NEC Director] improperly promoted two contractor employees 
without the input of the contracting officer, COR, and the site manager implies that Mr. [NEC 
Director] actually promoted them. However, contrary to that perception, the employer (GC&E) 
is the only authorized entity that can promote a contractor's employees. The evidence does, 
however, indicate Mr. [NEC Director] makes his preferences known to GC&E and the contractor 
complies. The evidence shows that Mr. [NEC Director] discussed contractor employee 
assignments with the contractor site lead and that the COR was involved. The contracting officer 
signed/approved the contract modification that created the new contractor position. 

The witness statements make it very clear that Mr. [NEC Director] has an authoritarian 
leadership style and the NEC staff feels undervalued and ignored. This also leads to a lack of 
communication and resulting misperceptions. For example, Mr. [Chief, Information Assurance] 
claimed that Mr. [NEC Director] announced the selection of Mr. [GC&E Employee #1] as the 
new engineering assistant in September 2013 and this was done before the paperwork had been 
submitted to create the position. The facts, however, show the requested change had been 
submitted to the Contracting Officer on August 22, 2013. 

While some employees noted that Mr. [NEC Director] sought input on the best way to 
manage the work force, that GC&E moved its personnel, and that re-assignments were done for 
balancing of the workload and cross training, Mr. [NEC Director]'s actions have created a very 
strong perception of favoritism for certain contractor employees. These actions include 
encouraging Mr. [GC&E Employee #2] to apply for a position, creating a new position, and 
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allowing the contractor to fill these positions with people who do not have the requisite 
qualifications. 

The findings of the investigating officer clearly show that neither contractor employee 
[GC&E Employee #1] or [GC&E Employee #2] had the requisite training and experience for 
their positions and one of them was not certified within the required six month period. 

Though Mr. [NEC Director] did not break any laws, however, it is clear that his 
management style has severely impacted the morale of the unit. Moreover, it is reasonable to 
assert that he possibly jeopardized the NEC mission by allowing unqualified personnel to fill the 
two engineering positions. 

CONCLUSION. Army Findings as to Allegations 3 & 4: 

With respect to Allegation 3 that Mr. [NEC Director] promoted contractor employees 
without consulting with the contracting officer, COR, and contractor, this Allegation is 
UNSUBSTANTIATED. 

However, with respect to Allegation 4 that contractor positions were filled with personnel 
who did not have the required experience, training, and certification for their positions, this 
Allegation is SUBSTANTIATED. 

OSC REFERRED ALLEGATION 5: Contract employees regularly engage in inherently 
governmental functions, such as attending meetings for federal employees and conducting· 
training for top management. 

Summary of the Evidence Pertaining to Allegation 5 

Mr. [System Administrator] provided a very detailed account of what he considered to 
be inappropriate actions taken by Mr. [NEC Director] with respect to contractor employees 
perfonning what he characterized to be inherently governmental functions at NEC. In his 
statement provided on February 10, 2014, he attested to the following events: 

"This is a list of fraud, waste and abuse actions taking place at the Network 
Enterprise Center (NEC), Fort Buchanan, Puerto Rico .... Having contractors brief 
top management on administrative/technical procedures. [GC&E Employee #1] 
did a presentation on CAPRs and Work Ticket processes to GS 13 and above on 
what he considered was the proper procedures without any kind of experience or 
expertise in the area. [GC&E Employee #I] introduced himself as the SME on 
these matters. Mr. [GC&E Employee #3] [NEC Director], contractor, is scheduled 
to brief government employees on Project Manager without any kind of 
experience or expertise in the area; and most important, without an certification as 
project manager. [GC&E Employee #3] [NEC Director] position is LAN 
administrator NOT in management position as project manager. Mr. [NEC 
Director] invites Contractors to participate in GS meetings where issues 
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pertaining only to government employees are discussed. Mr. [NEC Director] also 
asks Contractors for their feedback or input in management decisions that only 
pertain to government employees giving the perception that they have the same 
rights and privileges of other GS or government employees .... Having contractors 
perform GS duties Operator, [name redacted] (the Contract Site Manager' sister), 
performs duties of an Administrative Assistant - answering the phones, writing e
mails, and taking minutes at GS employees' meeting held on September 6, 2013. 
When the Admin Assistant is on leave, the Contractor/Operator takes the GS 
place performing her duties .... Contractors performing GS function during 
shutdown furlough Segundo COR who is contracted as tech Controller at the 
Network Enterprise Center, Operations Center, Blgd.376, was directed by Mr. 
[NEC Director], NEC Director, to perform the duties of information Technology 
(IT) Specialist at the Help Desk from 2 October until the furlough ends. Other 
contractors with functions at the Operations Center were transferred to Help Desk 
Functions visiting customers around the military installations. They are: [two 
names redacted] 

Discussion of Allegation 5 

Subpart 7 .5 of the Federal Acquisition Regulation (FAR) sets forth "policies and 
procedures to ensure that inherently governmental functions are not performed by contractors" 
for service contracts. As guidance and for illustrative purposes, FAR §§ 7.503(c) and (d) give 
examples of functions that are and are not considered "inherently governmental functions:" 

"(c) The following is a list of examples of functions considered to be inherently 
governmental functions or which shall be treated as such. This list is not all 
inclusive: 
(I) The direct conduct of criminal investigations. 
(2) The control of prosecutions and performance of adjudicatory functions other 
than those relating to arbitration or other methods of alternative dispute 
resolution. 
(3) The command of military forces, especially the leadership of military 
personnel who are members of the combat, combat support, or combat service 
support role. 
( 4) The conduct of foreign relations and the determination of foreign policy. 
(5) The determination of agency policy, snch as determining the content and 
application of regulations, among other things. 
(6) The determination of Federal program priorities for budget requests. 
(7) The direction and control of Federal employees. 
(8) The direction and control of intelligence and counter-intelligence operations. 
(9) The selection or non-selection of individuals for Federal Government 
employment, including the interviewing of individuals for employment. 
(10) The approval of position descriptions and performance standards for Federal 
employees. 
(11) The determination of what Government property is to be disposed of and on 
what terms (although an agency may give contractors authority to dispose of 
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property at prices within specified ranges and subject to other reasonable 
conditions deemed appropriate by the agency). 
(12) In Federal procurement activities with respect to prime contracts --

(i) Determining what supplies or services are to be acquired by the 
Government (although an agency may give contractors authority to acquire 
supplies at prices within specified ranges and subject to other reasonable 
conditions deemed appropriate by the agency); 

(ii) Participating as a voting member on any source selection boards; 
(iii) Approving any contractual documents, to include documents defining 

requirements, incentive plans, and evaluation criteria; 
(iv) Awarding contracts; 
(v) Administering contracts (including ordering changes in contract 

performance or contract quantities, taking action based on evaluations of 
contractor performance, and accepting or rejecting contractor products or 
services); 

(vi) Terminating contracts; 
(vii) Determining whether contract costs are reasonable, allocable, and 

allowable; and 
(viii) Participating as a voting member on performance evaluation boards. 

( 13) The approval of agency responses to Freedom of Information Act requests 
(other than routine responses that, because of statute, regulation, or agency policy, 
do not require the exercise of judgment in determining whether documents are to 
be released or withheld), and the approval of agency responses to the 
administrative appeals of denials of Freedom of Information Act requests. 
(14) The conduct of administrative hearings to determine the eligibility of any 
person for a security clearance, or involving actions that affect matters of personal 
reputation or eligibility to participate in Government programs. 
(15) The approval of Federal licensing actions and inspections. 
(16) The determination of budget policy, guidance, and strategy. 
(17) The collection, control, and disbursement of fees, royalties, duties, fines, 
taxes, and other public funds, unless authorized by statute, such as 31 U.S.C. 952 
(relating to private collection contractors) and 31 U.S.C. 3718 (relating to private 
attorney collection services), but not including --

(i) Collection of fees, fines, penalties, costs, or other charges from visitors 
to or patrons of mess halls, post or base exchange concessions, national parks, and 
similar entities or activities, or from other persons, where the amount to be 
collected is easily calculated or predetermined and the funds collected can be 
easily controlled using standard case management techniques; and 

(ii) Routine voucher and invoice examination. 
(18) The control of the treasury accounts. 
(19) The administration of public trusts. 
(20) The drafting of Congressional testimony, responses to Congressional 
correspondence, or agency responses to audit reports from the Inspector General, 
the Government Accountability Office, or other Federal audit entity. 
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(d) The following is a list of examples of functions generally not considered to be 
inherently governmental functions. However, certain services and actions that are 
not considered to be inherently governmental functions may approach being in 
that category because of the nature of the function, the manner in which the 
contractor performs the contract, or the manner in which the Government 
administers contractor performance. This list is not all inclusive: 
(1) Services that involve or relate to budget preparation, including workload 
modeling, fact finding, efficiency studies, and should-cost analyses, etc. 
(2) Services that involve or relate to reorganization and planning activities. 
(3) Services that involve or relate to analyses, feasibility studies, and strategy 
options to be used by agency personnel in developing policy. 
(4) Services that involve or relate to the development of regulations. 
(5) Services that involve or relate to the evaluation of another contractor's 
performance. 
(6) Services in support of acquisition planning. 
(7) Contractors providing assistance in contract management (such as where the 
contractor might influence official evaluations of other contractors). 
(8) Contractors providing technical evaluation of contract proposals. 
(9) Contractors providing assistance in the development of statements of work. 
(10) Contractors providing support in preparing responses to Freedom of 
Information Act requests. 
(11) Contractors working in any situation that permits or might permit them to 
gain access to confidential business information and/or any other sensitive 
information (other than situations covered by the National Industrial Security 
Program described in 4.402(b)). 
(12) Contractors providing information regarding agency policies or regulations, 
such as attending conferences on behalf of an agency, conducting community 
relations campaigns, or conducting agency training courses. 
(13) Contractors participating in any situation where it might be assumed that they 
are agency employees or representatives. 
(14) Contractors participating as technical advisors to a source selection board or 
participating as voting or nonvoting members of a source evaluation board. 
(15) Contractors serving as arbitrators or providing alternative methods of dispute 
resolution. 
( 16) Contractors constructing buildings or structures intended to be secure from 
electronic eavesdropping or other penetration by foreign governments. 
(17) Contractors providing inspection services. 
(18) Contractors providing legal advice and interpretations of regulations and 
statutes to Government officials. 
(19) Contractors providing special non-law enforcement, security activities that 
do not directly involve criminal investigations, such as prisoner detention or 
transport and non-military national security details." 

The evidence relevant to the subject allegation reflects that contractor employees attend 
meetings, conduct training, and brief top management on administrative and technical details. 
These types of activities are not similar to the examples given in the FAR as being inherently 
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governmental. FAR 7.503(d) lists the types of services that are generally not considered 
inherently governmental and gives examples including serving as a technical advisor to a source 
selection board, participating in reorganization and planning activities, and conducting agency 
training courses. The FAR cautions that how the services are conducted could cause some of 
these examples to approach being in the category of inherently governmental, however, there is 
no indication that the services provided by the contractor come close to approaching inherently 
governmental services. 

CONCLUSION. Army Findings as to Allegation 5: 

This allegation is UNSUBSTANTIATED. There is no evidence to support a finding that 
the contractor employees were performing inherently governmental tasks. Rather, the evidence 
reflects that the witness's recitation of the types of tasks being performed by the contractor are 
routine contractor support type tasks which include providing training, giving briefings, and 
attending meetings. It should be noted that the mere attendance at a meeting, is not illustrative of 
performing inherently governmental tasks. 

OSC REFERRED ALLEGATION 6: Mr. [NEC Director] directed contract employees to 
work on projects outside the scope of their contract, such as construction of a gazebo on 
government property. 

Summary of the Evidence Pertaining to Allegation 6 

There are several examples cited by witnesses that reflect Mr. [NEC Director] directing 
contract employees to work on projects outside the scope of their contract, though the Site 
Manager, Ms. [GC&E Site Lead] testified that Mr. [NEC Director] did not discuss any matters 
with her regarding performing work that was outside of the contract's scope. Further, she stated 
to the IO that there were no conversations about new work that is not currently within the scope 
of the GC&E contract. 

Other testimonial evidence gathered during the investigation indicates the following 
circumstances reflect that Mr. [NEC Director] directed contract employees to work on projects 
outside the scope of their contract. For example, Mr. [Chief, Information Assurance] testified in 
his February 10 and 12, 2014 statements that due to a manning shortfall in the warehouse, Mr. 
[NEC Director] temporarily transferred his administrative assistant to the warehouse to assist at 
that site, and that Mr. [NEC Director] had a contractor employee temporarily fill the 
administrative assistant position duties. Upon review of the GC&E contract terms, none of 
those contract terms provide for the contractor to fulfill the duties of an administrative assistant. 

Further, another witness, Mr. [Chief, Business and Plans], stated in his February 21, 2014 
statement that on the morning of August 8, 2013, Mr. [NEC Director] told him that he had 
received from Mr. [AST Director]AST Director, the AST 3 Director, approval to purchase two 
gazebos for buildings 527/376., and that later on that morning, Mr. [NEC Director] told him that 
he was "planning to go with Mr. [GC&E Employee #1], (His favorite contractor) to Home 
Depot in the afternoon to buy the gazebos" and that they were going to see the gazebos and ask 
for a cost estimates so they could advise Mr. [AST Director] about the total costs for the gazebo 
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materials. Also, Mr. [Network Specialist #3] averred in his February 11, 2014 statement that "I 
understand through word of mouth that he (Mr. [GC&E Employee #1]) was supposedly involved 
in assisting Mr. [NEC Director] with building materials for a gazebo for building 527 during 
non-duty hours. Truth be known, Mr. [NEC Director] had requested volunteers during his first 
town hall meeting to help build the gazebo to expedite its construction and drive down the labor 
cost." Another witness, Mr. [System Administrator], in his February 10, 2014 statement, 
testified that Mr. [GC&E Employee #1] was not on duty during the shopping trip and that "[o]n 
August 14, 2013, contractor [GC&E Employee #1] submitted Sick Leave to cover the time used 
to shop for construction materials with NEC Director, Mr. [NEC Director], at Home Depot from 
noon until 2100 hours." Again, the GC&E contract does not provide for the contractor to fulfill 
these types of duty. 

Discussion of Allegation 6 

A contractor is hired to perform specific functions. A number of issues arise if the 
contractor is directed or asked to perform other functions. These issues include restrictions on 
personal service contracts, tasks outside the "scope of work," under or overpaying the contractor, 
and possibly violating the prohibition on accepting voluntary services. 

There is insufficient evidence to warrant a finding that Mr. [NEC Director] directed any 
contractor employees to work on the gazebo or any other project. However, the evidence does 
reflect that Mr. [NEC Director] asked for volunteers to assist with the gazebo and Mr. [GC&E 
Employee #1] accompanied him, in a non-duty status, to Home Depot. 

31 U.S. Code§ 1342 provides, in part, "An officer or employee of the United States 
Government or of the District of Columbia government may not accept voluntary services for 
either government or employ personal services exceeding that anthorized by law except for 
emergencies involving the safety of hnman life or the protection of property." Mr. [NEC 
Director] possibly violated this law by allowing Mr. [GC&E Employee #1] to volunteer to assist 
in the trip to Home Depot. 

There are two readily apparent dangers with allowing contractor employees to 
"volunteer" their services, regardless of whether the volunteerism was actively solicited or tacitly 
condoned. The first issue is the volunteer can seek payment after the services are provided. The 
second issue is one of perceptions. The contractor, competitors, employees, or even the public at 
large, can view "volunteerism" as a required quid pro quo to obtain or keep a contract or, as in 
this case, that Mr. [NEC Director] favored certain GC&E employees and, in return, the 
contractor and employees "volunteered" to help and did not object to duties outside of the scope 
of their work. 

Assigning a contractor employee to temporarily work as an administrative assistant is 
more troubling. Only the contracting officer, acting within his or her authority can issue a 
contract change. FAR§ 43.102(a). This rule prohibits other government personnel from 
executing a contract change, acting in such a manner as to cause the contractor to believe they 
have authority to bind the government, or directing or encouraging the contractor to perform 
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work that should be the subject of a contract modification. Any contract change not made by the 
contracting officer is unauthorized. 

An additional FAR provision comes into play here, specifically the restrictions for 
entering into a personal services contract. FAR Part 37.104 sets forth the rule generally 
prohibiting personal services contracts: 

37.104 -- Personal Services Contracts. 
(a) A personal services contract is characterized by the employer-employee 
relationship it creates between the Government and the contractor's personnel. 
The Government is normally required to obtain its employees by direct hire under 
competitive appointment or other procedures required by the civil service laws. 
Obtaining personal services by contract, rather than by direct hire, circumvents 
those laws unless Congress has specifically authorized acquisition of the servfoes 
by contract. 
(b) Agencies shall not award personal services contracts unless specifically 
authorized by statute (e.g., 5 U.S.C. 3109) to do so. 
(c) 

(1) An employer-employee relationship under a service contract occurs 
when, as a result of 

(i) the contract's terms or 
(ii) the manner of its administration during performance, contractor 

personnel are subject to the relatively continuous supervision and control of a 
Government officer or employee. However, giving an order for a specific article 
or service, with the right to reject the finished product or result, is not the type of 
supervision or control that converts an individual who is an independent 
contractor (such as a contractor employee) into a Government employee. 

(2) Each contract arrangement must be judged in the light of its own facts 
and circumstances, the key question always being: Will the Government exercise 
relatively continuous supervision and control over the contractor personnel 
performing the contract. The sporadic, unauthorized supervision of only one of a 
large number of contractor employees might reasonably be considered not 
relevant, while relatively continuous Government supervision of a substantial 
number of contractor employees would have to be taken strongly into account 
(see (d) of this section). 
(d) The following descriptive elements should be used as a guide in assessing 
whether or not a proposed contract is personal in nature: 

( 1) Performance on site. 
(2) Principal tools and equipment furnished by the Government. 
(3) Services are applied directly to the integral effort of agencies or an 

organizational subpart in furtherance of assigned function or mission. 
( 4) Comparable services, meeting comparable needs, are performed in the 

same or similar agencies using civil service personnel. 
(5) The need for the type of service provided can reasonably be expected 

to last beyond 1 year. 
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(6) The inherent nature of the service, or the manner in which it is 
provided, reasonably requires directly or indirectly, Government direction or 
supervision of contractor employees in order to --

(i) Adequately protect the Government's interest; 
(ii) Retain control of the function involved; or 
(iii) Retain full personal responsibility for the function supported 

in a duly authorized Federal officer or employee. 
( e) When specific statutory authority for a personal service contract is cited, 
obtain the review and opinion of legal counsel. 
(f) Personal services contracts for the services of individual experts or consultants 
are limited by the Classification Act. In addition, the Office of Personnel 
Management has established requirements which apply in acquiring the personal 
services of experts or consultants in this manner (e.g., benefits, taxes, conflicts of 
interest). Therefore, the contracting officer shall effect necessary coordination 
with the cognizant civilian personnel office. 

A contractor can be hired to perform the duties of an administrative assistant without 
violating the prohibition on personal services contracts. In this case, Mr. [NEC Director] created 
the perception of a personal services contract by arranging for a contractor employee to perform 
work outside the scope of the contract. 

Further, it should be noted that a contractor and or a competitor contractor can file a 
claim against the government when tasks are assigned, officially or unofficially, that are outside 
the scope of the contract. For example, if a custodial contractor's employees are tasked to paint 
the building in addition to cleaning the building, several potential claims arise. The custodial 
contractor will likely seek more money; a local painting company could file a protest with the 
Government Accountability Office or in the Court of Federal Claims alleging that the 
government denied it the opportunity to bid on the contract; and, the contractor would be able to 
claim higher wages, overhead, and other costs for performing the additional work. 

Yet another risk of having contractor employees perform work outside the scope of the 
contract is overpayment. One such example is paying an electrical engineer to perform less 
specialized tasks such as custodial services. 

CONCLUSION. Army Findings as to Allegation 6: 

This allegation is SUBSTANTIATED. Mr. [NEC Director] improperly utilized volunteer 
labor, improperly exerted control over the duty assignment of a contractor employee, and 
improperly tasked the contractor employees to perform work beyond the scope of their contract. 

OSC REFERRED ALLEGATION 7: Materials for the gazebo building were pnrchased on 
a Government Purchase Card at Home Depot, but were later returned to the store and 
logged by the responsible Parties as ''furniture." 

Summary of the Evidence Pertaining to Allegation 7 
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Allegation 7 does not allege an apparent violation of any law or regulation in that there is 
nothing inherently improper with purchasing supplies at a commercial store with the 
Government Purchase Card (GPC); returning those purchases; or categorizing a gazebo, or the 
materials to build one, as furniture. However, the discussion that follows focuses on the facts and 
circumstances surrounding the use of the Government Purchase Card (GPC) to buy materials to 
construct a gazebo at Fort Buchanan from the local Home Depot store and the return of those 
items to the Home Depot. 

The GPC is similar to a consumer debit card. It is used for minor purchases, usually 
under $3,000, and it streamlines payment procedures and reduces the administrative burden 
associated with purchasing supplies and services. The GPC provides "on the spot" purchasing, 
receiving, and payment authority for individuals other than contracting or purchasing officers. 
Only designated "card-holders," such as a unit supply clerk, are permitted to use the GPC but the 
card-holders can use the GPC for authorized unit purchases. Card-holders, approving officials, 
finance personnel, etc., are required to take certain training courses regarding the use and 
processing of GPC purchases. 

There are various regulations that pertain to the use of the GPC, purchase of supplies, 
approval levels, accounting, etc. as well as command/unit internal policies and procedures. 
During the relevant time period, the brigade required NECs to obtain higher-level approval to 
make purchases for non-essential purchases because of the tight budget constraints placed on the 
Army's spending levels that were being adversely affected by sequestration and furlough related 
matters. 

The process for requesting and gaining approval for GPC purchases of the represented by 
the gazebo involves the following steps: Normally, the following is the process for requesting 
and gaining approval for GPC purchases: a need is identified; the GPC cardholder makes the 
purchase; the budget staff at the unit and the brigade "S-8" (Resource Manager) reconcile the 
books. However, when there is a purchase contemplated which might be considered to 
something a bit out of the ordinary such as an unusual purchase (such as bottled water) or a tight 
budget situation, that usually triggers the need to increase the number of players to at least know 
about the purchase if not approve it, thus, complicating a relatively quick and streamline process 
for making low dollar value purchases. Thus, as is reflected by the preponderance of the 
evidence, the appropriate steps that were needed to ultimately purchase the gazebo materials 
were undertaken, given the "unusual" nature of the purchase (not office supplies or a small 
appliance) and the tight fiscal times that were experienced throughout the DoD and the Army 
during 2013. 

Mr. [System Administrator] testified on February I 0, 2014 that contractor employees 
were expected to "volunteer" to do construction work regarding the gazebo and that Mr. [NEC 
Director] was accompanied by contractor emplyee [GC&E Employee #1] to Home Depot to 
purchase the gazebo materials. Also, Mr. [Chief, Information Assnrance] testfied on February 
12, 2014 to the following: 

"During April 2013, Mr. [NEC Director] stated his intention to try and procure a 
gazebo to serve as an outside break area for employees. Based on his stated 
intention, I provided Mr. [NEC Director] and Mr. [Chief, Business and Plans] 
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with an example of one costing less than $1,300.00 at Costco. While I never 
received feedback on the submission, I later found during the summer of 2013 
that a significant amount of lumber had been purchased as part of a project to 
obtain the materials to build the gazebo. Based on Mr. [NEC Director]'s 
comments, I understood that the gazebo was ultimately intended to be constructed 
by NEC DA Civilians and Contractors. The lumber sat outside of Building 527 
for around a month or more .... Although I never received further feedback or 
inquiry from Mr. [Hand Receipt Holder] or Mr. [NEC Director], the lumber was 
retrieved by Home Depot several weeks later. This is the only information of 
which I am aware regarding the potential misuse of the Government IMP AC. Mr. 
[Chief, Business and Plans], though, did brief me on several occasions that the 
project was ill-advised and that he had communicated such to Mr. [NEC Director] 
on multiple occasions prior to and following the Director's decision." 

Mr. [Chief, Business and Plans] testified on February 21, 2014 to the following: 

"Reference the use of IMP AC card to by construction material without proper 
authorization incurring on waste of money for the government. Sometime in April 
Mr. [NEC Director] came with the idea to provide to employees an area outside 
buildings 527/376 with a roof to the can smoke and can be use for others NEC 
activities also. I recommended to him to see if the brigade can authorize him to 
buy two pre fabricate gazebo (easy to assembly) like the one sale at the PX, Sears, 
Home Depot, SAMs or COSCO. Mr. [Chief, Information Assurance] shows me 
the pictures for a gazebo that he saw during the weekend at Home Depot and the 
price was around $1,100.00. I send Mr. [Hand Receipt Holder] to go get more 
information to see if this item can met Mr. [NEC Director] expectations for the 
gazebo .... In morning of 08 Aug 2013 Mr. came to me and talked me that he got 
Mr. [AST Director] (AST 3 Director) approval to purchase the two gazebos for 
buildings 527/376. Then around l l:OOam Mr. [NEC Director] said to me that he 
was planning to go will Mr. [GC&E Employee #1] (His favor contractor) to 
Home Depot in afternoon to buy the gazebos ... After I prepared the work plan for 
the next day and I went to see Mr. Gonzalez to discuss the work plan for Friday, 
and said to me that Mr. [GC&E Employee #1] have just requested the Friday off 
and asked why I was not notify on this, he said that talked Mr. [GC&E Employee 
# 1] he need to get the approval from the site manager before can let me know 
about it. At that moment I got very offset with this situation I went and question 
the site manager why I was notify of this change ... she said that contractor also 
can take leave .... [Mr [NEC Director]] left the three estimates in my desk with a 
note for Mr. [Hand Receipt Holder] to start the coordination to buy the gazebo 
material with GPC and instructed MR. [Hand Receipt Holder] to check with S-8 
is funding available for these purchase .... Then after purchase was executed and 
delivery Mr. Cain for the brigade called and asked him for the AST 3 director 
approval and Mr. [Hand Receipt Holder] talked him that he need to talk to Mr. 
[NEC Director] in reference to Mr. [AST Director] approval. After a couple of 
week went by and nobody was able provide or insure that Mr. [AST Director] 
approved this purchase. Mr.[106'h staff member #2] called Mr. [Hand Receipt 
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Holder] asks him to see if he can return material back to the vendor, Mr. [Hand 
Receipt Holder] was able work with Horne Depot Manager and he agreed to get 
the material back but the government will pay for transportation." 

Based on the preponderance of the evidence, both testimonial and documentary, that was 
gathered by the IO, including the above specific testimony detailed above, the following is a 
chronological breakdown of the facts and circumstances related to the subject gazebo building 
materials purchase: 

April 2013 - Mr. [NEC Director] decides to install a gazebo as an outdoor break area for 
NEC employees. Mr. [NEC Director] testified on February 18, 2014 that in April 2013, he 
"[r]eceived verbal authorization from Mr. [AST Director] to purchase materials for Gazebo with 
the intent to construct project myself during personal time (weekend)." [TAB 5, Mr. [NEC 
Director], statement, February 18, 2014]. 

August 8, 2013 - Mr. [NEC Director] tells Mr. [Chief, Business and Plans] that the Area 
Support Team Director, Mr. [AST Director], has given approval for the NEC to purchase two 
gazebos and he is going to Horne Depot to get estimates for Mr. [AST Director]. [as was 
reflected in Mr. [Chief, Business and Plans J's statement of February 21, 2014; see also TAB 6, 
Mr. [NEC Director]' s statement of March 7, 2014]. 

August 14, 2013 -Mr. [NEC Director] obtains quotes from Home Depot. [Tab 7, Horne 
Depot receipt/qnote]. 

August 2013 - Mr. [NEC Director] gives the estimates to Mr. [Chief, Business and Plans] 
with a note for Mr. 
[Hand Receipt Holder], the NEC Administrative Specialist, to start the approval/coordination 
process to bny the gazebo material with the GPC and instructed Mr. [Hand Receipt Holder] to 
verify with the brigade S-8 (the higher headquarters finance division) that funding is available. 
Mr. [Hand Receipt Holder] submitted the purchase request for the lumber, and, subsequently, the 
brigade S-8 approved the purchase. [as was reflected in Mr. [Chief, Business and Plans]'s 
statement of February 21, 2014]. 

August 29, 2013 - Mr. [Hand Receipt Holder] submits purchase request. (Tab 8, 
Workflow System email, dated August 29, 2013]. 

August 29, 2013 - Ms. [106th Budget Analyst][l06th Budget Analyst], 106'h Signal 
Brigade, S-8 Budget Analyst, informs Mr. [Hand Receipt Holder] that "As of this time, 
purchases for furniture buys is not authorized. Did Mr. [NEC Director] approve this purchase?" 
[Tab 8, [106th Budget Analyst] email to [Hand Receipt Holder], dated August 29, 2013]. 

August 30, 2013 - The previous email is forwarded to Mr. [NEC Director]. Mr. [Hand 
Receipt Holder] then sends an email to Mr. [NEC Director], "Please disregard (the previous 
email), Ms. [106th Budget Analyst] "is referring to furniture purchase and we are not purchasing 
furniture" ... Ms. [106th Budget Analyst] "also wanted to know if you had authorized this 

50 



purchase, the PR (purchase request) is already approved. All I have to do now is purchase the 
wood." [Tab 8, [Hand Receipt Holder] email to [NEC Director], dated August 30, 2013]. 

September 3, 2013 - Mr. [Hand Receipt Holder] places an order for gazebo supplies with 
Home Depot in the amount of $2,430.73. [TAB 9, Home Depot receipt]. Note, to the contrary, 
to this piece of evidence, however, Mr. [System Administrator] testified that Mr. [NEC Director] 
wrongfully used the GPC and made the purchase on the day Mr. [NEC Director] went to Home 
Depot with Mr. [GC&E Employee #I]. 

September 2013 - The lumber was delivered and several weeks later [106'h Staff Member 
#2], the Resource Manager from the 106'h Signal Brigade, called Mr. [Hand Receipt Holder] 
asking for proof of Mr. [AST Director]'s approval. The NEC did not have written confirmation 
and Mr. [I06'h Staff Member #2] directed the NEC to return the lumber to Home Depot. [Tab 
10, email between Mr. [Hand Receipt Holder] and Mr. [NEC Director], dated September 27, 
2013; see also Tab 5, [NEC Director] statement dated February 18, 2014, page 3; and as was 
also discused in Mr. [Chief, Business and Plans]'s statement of February 21, 2014]. 

September 17, 2013 - Mr. [NEC Director] attempts to expedite the approval process for 
the gazebo by emailing Ms. [106th Budget Analyst] - "Attempted to reach you ref expediting 
the approval process to purchase tools/supply/and safety equipment, goal is to construct a gazebo 
@our NEC headquarters NLT 29 Sep 13. ASD3, Garrison leadership, and local Safety POC has 
granted our request, upon receipt please process remaining pnrchase request prior to Wednesday 
(18 Sep 13)." [Tab 11, [NEC Director] email to [106th Budget Analyst], dated September 17, 
2013]. 

September 18, 2013 - LTC [AST Deputy Director], Area Suppmi Team 3, Deputy 
Director, informs Mr. [NEC Director] that the purchase will not be approved - "Construction of 
the requested gazebo is classified as a furniture request and can't be purchased using the current 
justification due to fiscal constraints." LTC [AST Deputy Director] then provided other potential 
avenues to obtain fonding. Mr. [AST Director] was copied on this email. [Tab 11, LTC [AST 
Deputy Director] email to [NEC Director], dated September 18, 2013]. 

October 15, 2013 - Mr. [Hand Receipt Holder] pays Home Depot $79.01 to pick-up the 
merchandise ordered on September 3, 2013. [Tab 12, Home Depot receipt]. 

It should be noted that contrary to the above chronology developed from the available 
evidence, the following testimony was provided to the IO on March 13, 2014, by Mr. [AST 
Director] when questioned about his knowledge of the gazebo materials purchase: 

"-What do you know about the items bought at Home Depot for the 
purpose of building a Gazebo? Nothing really I heard about it from the new ASD 
of AST3 

- Who authorized this purchase? 1 do not know 
- What was the reason the purchase was to be categorized as "furniture" 

instead of "construction materials"? Do not know." 
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Discussion of Allegation 7 

There is nothing inherently wrong with using a GPC to purchase supplies, materials, 
equipment, etc. That is the purpose of a GPC. There is nothing wrong with an agency 
expending funds on a gazebo, a picnic area, or a shelter for smokers. These types of facilities or 
structures are commonplace on federal installations. An agency usually categorizes purchases 
into a variety of categories for budgetary purposes. In this case, the higher headquarters 
determined that a gazebo should be categorized as "furniture." There is no indication this was 
improper or done with any wrongful intent. 

The facts are fairly straightforward. Mr. [NEC Director] received the "go-ahead" from 
Mr. [AST Director] to proceed with the purchase of a gazebo. Mr. [NEC Director] obtained 
quotes from Home Depot and Mr. [Hand Receipt Holder] forwarded the first quote to the brigade 
S-8. The S-8 authorized the purchase request and Mr. [Hand Receipt Holder] completed the 
purchase. Upon further review of the purchase, higher headquarters determined the gazebo was 
considered furniture, but due to the tight fiscal crisis that was prevalent across the federal 
government for the greater part of calendar year 2013, especially for DoD and Army activities, 
higher headquarters determined that it was not the appropriate purchase to be making during 
those tight budgetary times. Hence, it directed the NEC to return the items to Home Depot. The 
items were then returned, as was reflected in the assembled evidence. 

As an aside, a few words to address the testimony made by Mr. [AST Director] in his 
March 13, 2014 testimony when he stated he did not really know anything about the gazebo 
purchase until he heard about it from his replacement. The facts show Mr. [AST Director) was 
copied on at least two of the emails regarding the disapproval of the gazebo purchase while he 
was still the Area Support Team Director. Mr. [AST Director] likely discussed the gazebo 
purchase with Mr. [NEC Director) but does not recall the discussion because of the issue's 
relative insignificance when compared to the numerous, high priority issues facing a Director 
each day. 

CONCLUSION: Army Findings as to Allegation 7: 

TI10ugh the allegation is SUBSTANTIATED, there is no finding of wrong-doing. As 
reflected in the evidence and the above discussion, Mr. [NEC Director] initiated a request to 
purchase gazebo materials using the GPC, which was appropriate to use for minor purchases as 
in the instant case. There is nothing inherently wrong with using a GPC to purchase supplies, 
materials, equipment, etc., or with an agency expending funds on a gazebo, a picnic area, or a 
shelter for smokers. These types of facilities or structures are commonplace on federal 
installations. An agency usually categorizes purchases into a variety of categories for budgetary 
purposes. In this case, the higher headquarters determined that a gazebo should be categorized 
as "furniture." Thus, when Mr. [NEC Director] directed a fairly routine purchase, the purchase 
was made, and upon further review, the brigade determined the purchase was not appropriate at 
that time because of the then existing fiscal constraints. There is no indication that Mr. [NEC 
Director]' s actions surrounding the gazebo were improper or done with any wrongful intent. 
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OSC REFERRED ALLEGATION 8: Contract employees are permitted to use 
government-owned vehicles to conduct on-base work, while federal employees are required 
to use their own vehicles for both on and off-base work. 

Summary of the Evidence Pertaining to Allegation 8 

The five witnesses who provided written statements (Mr. [Network Specialist #1] on 
March 10, 2014; Mr. [Chief, IT Support] on March 10, 2014; Mr. [Chief, Business and Plans] 
on February 21, 2014; Mr. [Network Specialist #2] on March 10, 2014; and Mr. [NEC 
Director] on March 7, 2014), were unanimous in stating that the NEC has two govemment
owned vehicles and no one is required to use their privately owned vehicle. However, some 
witnesses stated personnel prefer to use their privately owned vehicles to avoid the "paper-work 
drill" or for other reasons such as for convenience" and because "it is time consuming to go to 
B527 (.4Miles) to pick up a GOV vehicle" from another location just to get a government 
vehicle. 

The contract states that "[t]he Government will provide a vehicle, if available, when an 
Information Systems or NOC (sic) contractor employee must either travel off Fort Buchanan or 
transport equipment in order to perform contract duties." 

Discussion of Allegation 8 

The Army owns and leases vehicles for the performance of official duties by government 
personnel. Government contractors may be authorized, by the terms of the contract, to use 
"government furnished equipment," such as vehicles. In this case the contract authorizes 
contractor employees to use the NECs vehicles in certain circumstances. There is no evidence 
the contractor employees used the NEC vehicles in an unauthorized manner. 
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VIOLATIONS OR APPARENT VIOLATIONS OF LAW, RULE, OR REGULATION 

The investigation into the matters referred by OSC revealed that Mr. [NEC Director] 
violated 5 CFR 2635.702(c) and paragraph 3-209 ofDoD Regulation 5500.07-R (Joint Ethics 
Regulation) by presenting contractor provided awards to contractor employees. In doing so, Mr. 
[NEC Director] gave the impression or appearance that he was impermissibly endorsing or 
recognizing the contractor and its employees as well as showing favoritism towards them. 

Mr. [NEC Director] violated 31 U.S. C. § 1342 by accepting voluntary labor when he 
permitted an off-duty contractor employee to accompany him on a shopping trip to Home Depot 
to purchase NEC related supplies. 

Mr. [NEC Director] also violated the prohibition against personal services contracts in 
FAR 37.104 by supervising and controlling GC&E contractors as if they were Federal 
employees. Mr. [NEC Director]'s attempts to modify the GC&E contract on his own accord also 
violated the contracting authority granted only to Contracting Officers in FAR 1.6 and FAR 43. 

CORRECTIVE ACTIONS UNDERTAKEN 

In order to correct and prevent any future occurrences of the above referenced 
inappropriate actions taken by Mr. [NEC Director], a targeted training program was developed 
for Mr. [NEC Director]. Mr. [NEC Director] completed a two hour "Overview of Acquisition 
Ethics" course on March 25, 2014, and a 32 hour "Contracting Officers Representative Training" 
course on March 24, 2014. He also completed a 74 hour Army civilian leadership course, 
"Civilian Foundation," on May 15, 2014. 

Additionally, the 7th Signal Command (Theater) will provide in-person training to over 
100 leaders, including all of its Commanders and NEC Directors, in its upcoming 7th Signal 
Command (Theater) Leaders Summit to be held in August 2014. The training will include topics 
such as recognition of contractors, prohibition on accepting voluntary services, and the 
prohibition on personal services contracts, and the ethics issues associated with a "blended 
workforce" of military and civilian personnel and contractors. 

Finally, the Brigade Commander is currently working with the civilian personnel office 
to determine if any appropriate administrative action is warranted. 

CONCLUSION 

The Department of the Army takes very seriously its responsibility to address, in a timely 
and thorough fashion, the concerns of the OSC. In this case, the Army conducted a 
comprehensive investigation in response to the OSC referral. 

The investigation revealed a need for additional remedial training on ethical, fiscal and 
contract law considerations when dealing with contractors in the workplace as well as the 
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importance of how perceptions can affect the morale in a unit. The Army has taken the 
appropriate steps to ensure that all individuals, both those at the Fort Buchanan NEC worksite, as 
well as its most senior leaders within the 7th Signal Command (Theater), receive training to 
enhance their leader responsibilities in those areas. 

Though most of the allegations were not substantiated, those that were reflected that Mr. 
[NEC Director] somewhat blurred the lines with respect to the appropriate arm's length 
relationship between contractor personnel and Army civilian employees. 

One particular instance of Mr. [NEC Director]'s conduct calls for a special comment on my part. 
Clearly, no matter how well intentioned Mr. [NEC Director] was in to seeking to recognize the 
contractor employees performing contract work for NEC as part of the "team," his conduct in 
presenting the cash gift cards to them in the workplace gatherings was not in accord with 
governing authorities, and, at a minimum, they created a reasonable perception that he was 
endorsing contractor employees. 

However, suffice it to say that Mr. [NEC Director], in his attempt to zealously begin his "team 
building" approach to managing the Fort Buchanan NEC as its Director, as h.e sought to establish 
an "esprit d' corps" within his blended workforce, he still needed to be mindful of adhering to 
the appropriate legal standards for working with contractor employees. Though Mr. [NEC 
Director]' s management style was to be direct and firm, in essence, a "no nonsense" manager, he 
immediately took on the difficult task of addressing the poor command climate that he 
"inherited" when he assumed the Director's duties. Consequently, in response to these 
complaints, Mr. [NEC Director] implemented some new rules and enforced both the new and 
existing rules. 

There is no evidence that Mr. [NEC Director] acted with ill intent. Rather, he did what he 
thought would be best for mission accomplishment, though some staff members, however, 
perceived that he favored certain contractor employees over the rest of the workforce. In effect, 
Mr. [NEC Director]'s actions substantially affected the morale of the office. Although his 
infractions may be viewed as "minor," they nevertheless were improper and he should have 
known better. 

To that end, I am satisfied with the corrective actions that have been and will be taken by the 7'JJ 
Signal Command (Theater) management team. Further, the Army found that no criminal 
violations had occurred and, thus, made no referral to the Attorney General pursuant to Title 5, 
USC, Section 1213(d)(5)(d). 
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This letter, with enclosures, is submitted in satisfaction of my responsibilities under Title 
5, USC, Section 1213(c) and (d). Please direct any further questions you may have concerning 
this matter to Ms. [Name Redacted], at [Redacted]. 

Sincerely, 

//signed June 25, 2014//11 

KARL F. SCHNEIDER 
Acting Assistant Secretary of the Army 

(Manpower and Reserve Affairs) 
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Army Report Documents 

Network Enterprise Center 

Fort Buchanan, Puerto Rico 

OSC File Number DI-14-0026 

Tab/Exhibit Description 

TABA 

TABB 

TABC 

TABO 

TABB 

TABF 

2 

Secretary of the Army (SA) delegation to the Assistant Secretary of the Army 
(Manpower & Reserve Affairs) his authority, as agency head, to review, sign, and 
submit to Office of Special Counsel the report required by Title 5, USC, Sections 
1213(b), (c), and (d), dated April 17, 2014 

Complaints received by the 7th Signal Command (Theater) Inspector General 
(IG) regarding the Fort Buchanan NEC, and by letter dated January 27, 2014, the 
7th Signal Command (Theater), Inspector General (IG) referred these allegations 
to the Commander, 106th Signal Brigade, Joint Base San Antonio, Fort Sam 
Houston, Texas. 

Army Regulation (AR) 15-6, Procedures for Investigating Officers and Boards of 
,Officers, dated October 2, 2006 

Memoranda for Mr. [IO], from the Commander, 106th Signal Brigade, Subject: 
Appointment of Investigating Officer, dated January 29, 2014. 

SA memorandum (with suspense of March 21, 2014) forwarding theOSC referral 
to the Commander, U.S. Army Network Enterptise Technology Command 
(NETCOM) (minus attachments). 

Memorandum for Mr. [IO], from Commander, J06th Signal Brigade, Subject: 
Addendum to 29 January 2014 Appointment as Investigating Officer Pursuant to 
AR 15-6 to Conduct an Investigation into a Complaint of Alleged Misconduct at 
the Fort Buchanan Network Enterprise Center, dated March 5, 2014. 

Organizational Chart for Fort Buchanan NEC 

Organizational Chait for GC&E Contractors assigned to Fort Buchanan NEC 
contract 



3 

4 

5 

6 

7 

8 

9 

lO 

ll 

Organizational Chart for Area Support Team J's higher headquarters, the 106tb 
Signal Brigade, a subordinate brigade of the 7th Signal Command (Theater), 
headquartered at Fort Gordon, Georgia. 

General Order 2014-02, dated March 6, 2014 

Statement of Mr. [NEC Director], dated February 18, 2014 

Statement of Mr. [NEC Director], dated March 7, 2014-with supporting 
docnments- · 

Tab A-Email between Mr. [NEC Director] and various staff members, dated 
November !6, 2013, Subject: OPERATIONS ORDER 201411-105. Call for 
Nominations for the 2013-2014 Adjutant General's Corps Regimental Officer, 
Warrant Officer, Noncommissioned Officer, Soldier and Civilan of the Year 

Tab B-Questionnaires filled out by several anonymous employees during Town 
Hall meeting and email from Mr. [NEC Director] to Mr. [NEC Employee], dated 
February 5, 2014, Subject: FW: Dignity and Respect at the Workplace 

Tabs C and D-Representative (legible) Questionnaires filled out by several 
anonymous employees during Town Hall meeting 

Tab E-Email from [President, GC&E Systems Group, Inc] to Mr. [NEC Director], 
dated Janaury 14, 2014, Subject CME Tardiness 3'd Occurrence 

Home Depot receipt/quote for gazebo materials purchase 

Email chain between Mr. Gregory [NEC Director], Mr. [Hand Recipt Holder], 
Ms. [!\'EC Administrative Support], and Ms. [106th Budget Analyst] from August 
29-August 30, 2013, and Workflow System Purchase dated August 29, 2013. 

Home Depot receipt/ Special Services Customer Invoice for order of gazebo 
materials 

Email between Mr. [Hand Recipt Holder] and Mr. [NEC Director], dated 
September 27, 2013· Mr. [!06th Budget Analyst], the Resource Manager from the 
1061

h Signal Brigade and call to Mr. [Hand Recipt Holder] asking for proof of Mr. 
[AST Director]'s approval. The NEC did not have written confirmation and Mr. 
[106th Budget Analyst] directed the NEC to return the lumber to Home Depot. 

Email between Gregory [NEC Director] and [106th Budget Analyst], dated 
September 17, 2013 concerning Mr. [NEC Director]'s actions to expedite the 
approval process for the gazebo by emailing Ms. [106th Budget Analyst] with 
"goal to construct a gazebo @ our NEC headquarters NLT 29 Sep 13. ASD3, 

2 



12 

13 

Garrison leadership, and local Safety POC has granted our request, upon receipt 
please process remaining purchase request prior to Wednesday (18 Sep 13)." 

LTC [AST Deputy Director], Area Support Team 3, Deputy Director, informs Mr. 
[NEC Director] that the purchase will not be approved because "Construction of 
the requested gazebo is classified as a furniture request and can't be purchased 
using the current justification due to fiscal constraints." LTC [AST Deputy 
Director] then provided other potential avenues to obtain funding. Mr. [AST 
Director] was copied on this email. 

Mr. [Hand Recipt Holder] pays Home Depot $79.01 to pick-up the merchandise 
ordered on September 3, 2013. 

Witness Listing for Army Report - Dl-14-0026 (copy only in unredacted Anny 
Report version) 
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SECRETARY OF THE ARMY 
WASHINGTON 

1 7 APR 2014 

MEMORANDUM FOR ASSISTANT SECRETARY OF THE ARMY (MANPOWER AND 
RESERVE AFFAIRS) 

SUBJECT: Delegation of Authority Under Title 5, U.S. Code, Sections 1213(c) and (d) 

1. In accordance with Title 10, U.S. Code, section 3013(f), I hereby delegate to you 
certain authorities conferred on me, as agency head, under Title 5, U.S. Code, 
section 1213. Specifically, you are authorized to review, sign and submit written reports 
of investigations of information and related matters transmitted to the Department of the 
Army by The Special Counsel, in accordance with Title 5, U.S. Code, sections 1213(c) 
and (d). In addition, you may respond to the Office of Special Counsel (OSC) in other 
related OSC matters, subject to coordination in each case with the Office of the Army 
General Counsel. 

2. When the position of the Assistant Secretary of the Army (Manpower and Reserve 
Affairs) (ASA (M&RA)) is vacant, or you are temporarily absent or otherwise not 
available to take timely action, these authorities may be exercised by the Principal 
Deputy ASA (M&RA) or by the designated Senior Official performing the duties of the 
ASA (M&RA). This authority may not be further delegated. 

3. This delegation will remain in effect for 3 years from the date of this memorandum 
unless earlier modified or rescinded, in writing, by me. 

!:::x.l,,,, IJt . Ul"-~v,~ 
.. 1ohn M. McHug~ 

CF: 
Office of the Army General Counsel 
Office of the Administrative Assistant to the Secretary of the Army 



REPLY TO 
A TTCNTION OF: 

NETC-SFC-IG 

DEPARTMENT OF THE ARMY 
HEADQUARTERS, 7TH SIGNAL COMMAND (THEATER) 

423 22ND STREET - BUILDING 21716 
FORT GORDON, GEORGIA 30905-5832 

S: 28 February 2014 

27 January 2014 

MEMORANDUM FOR Commander, 1061
h Signal Brigade, Joint Base San Antonio, Fort 

Sam Houston, TX 78234 

SUBJECT: Inspector General Action Request {Unhealthy Command Climate I Contract 
Improprieties) 

1. The ?1h Signal Command (Theater) Inspector General received complaints alleging 
misconduct by members of your command (Fort Buchanan Network Enterprise Center 
(NEC)). In accordance with AR 20-1, Inspector General Activities and Procedures, we 
are referring the matter to you for appropriate action. 

2. Request you provide a copy of the investigation to this office upon completion, NLT 
28 February 2014. The results of your action will be used as the basis for our response 
and notification to the subjects of the investigation. Please read AR 600-20, Army 
Command Policy, paragraph 5-8, as part of your investigation. 

3. If an Investigating Officer (10) is appointed, contact your local SJA office prior to 
beginning the investigation to exchange relevant information and discuss I clarify the 
allegations I issues of concern. 

4. Request that your investigation address, at a minimum, the following allegations and 
issues: 

a. Allegation 1: That NEC Director, created an unhealthy 
command climate, in violation of AR 600-100, Paragraph 1-6. 

b. Allegation 2: Thal Contracting Officer Representative, received 
handyman services at his residence from (GC&E contract employee) 
as a favor, in violation of the Federal Acquisition Regulation, Paragraph 3.101-2. 

c. Allegation 3: That on or about 25 October 2013, improperly 
directed (DA Civilian) to discuss classified information over a non-
secure line, in violation of AR 380-5, Paragraph 6-13. 

FOR OFFICIAL USE ONLY (FOUO) 
Dissemination is prohibited except as authorized by AR 20-1. 



NETC-SFC-JG 
SUBJECT: Inspector General Action Request (Case Label I Case Number) 

d. Allegation 4: That on or about 14 August 2013, improperly 
used the Government Purchase Card to make unauthorized purchases ($2509) for 
gazebo materials, in violation of the Army Government Purchase Card Standard 
Operating Procedures, 14 January 2014. 

e. Allegation 5: That improperly discussed negotiated terms of the an 
upcoming GC&E contract to get six additional contract employees for the inside/outside 
plant with GC&E contract officials, in violation of the Federal Acquisition Regulation, 
Paragraph 3.104-3. 

f. Issue 1: Were GC&E employees provided government-sponsored Avaya Voice 
and Switch training, in violation of Government Contract #W91 RUS-08-0-0004. 

g. Issue 2: Were GC&E employees moved to different positions (Network 
Engineers, Administrative Assistant, Communications Technician, Network Switches 
Configuration, IT Specialists, and Configurations Management) within the NEC without 
the required training and qualifications listed in Government Contract #W91 RUS-08-0-
0004, in violation of the Federal Acquisitions Regulation, Paragraph 3.101-2. 

h. Issue 3: Were CG&E employees required to construct a gazebo and build a 
Christmas float at the NEC during duty hours, in violation of the Government Contract 
#W91 RUS-08-0-0004. 

5. This Inspector General document contains privileged information that is protected 
IAW paragraphs 3-2 through 3-5 of AR 20-1. Dissemination of the document will be 
restricted to the absolute minimum, consistent with your requirement to provide a reply 
and will be returned to this office when your action is complete. Unauthorized 
retention or reproduction of JG documents is strictly prohibited. 

6. Your points of contact are•lll!!l!l!l•lll!lllJ!l!I 
Investigations, Inspector General Office, at DSN 

Encl 
AR 600-20 Excerpt 

Command Inspector General 

FOR OFFICIAL USE ONLY (FOUO) 
Dissemination is prohibited except as authorized by AR 20-1. 
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Army Regulation 15-6 

Boards, Commissions, and Committees 

Procedures for 
Investigating 
Officers and 
Boards of 
Officers 

Headquarters 
Department of the Army 
Washington, DC 
2 October 2006 

UNCLASSIFIED 
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NETC-SF8 

DEPARTMENT OF THE ARMY 
HEADQUARTERS, 106u' SIGNAL BRIGAOE 

2406 GUN SHEO ROAO, SUITE 3027 
JBSA FORT SAM HOUSTON, TEXAS 78234-6102' 

29 ,January 2014 

MEMORANDUM FOR . Area Support Director. 93'" Signal 
Brigade (Strategic). 662 Sheppard Place, Joint Base Langley-Eustis, VA 23604 

SUBJECT: Appointment of Investigating Officer 

1. You are hereby appointed as investigating officer pursuant to AR 15-6 to conduct an 
investigation into a complaint of alleged misconduct at the Ft Buchanan Network 
Enterprise Center. Details pertaining to the reported violations are in the enclosed 
memorandum prepared by the Inspector General's Office of the 7'" Signal Command 
(Theater). 

2. In your investigation, use informal procedures under AR 15-6. You will make 
findings to assess the validity of allegations made by the complainant to determrne to 
the maximum extent possible what actually occurred. 

3. If in the course of your investigation you come to suspect that the individual has 
committed an offense in violation of the UCMJ, you must advise the individual of his/her 
rights under Article 31. UCMJ. In addition. you must provide them a Privacy Act 
statement before you solicit any (further) personal information. You may obtain 
assistance with these legal malters from the office of the Staff Judge Advocate. 

4. Submit your findings and recommendations to the appointing authority, 
on DA Form 1574 within 10 days. 

COL, SC 
Commanding 



SAGC 

SECRETARY OF THE ARMY 
WASHINGTON 

Suspense: March 2J,2014 

MEMORANDUM FOR Commander, U.S. Amiy Nclwork Enterprise Technology Command. 
2133 Ct"hing Street, Pon Huachuca, Arizona 8561.1 

SUBJECT: Whisileblowcr lnvcstigaiion-- Improper uctions to benefit con1ractor 
employees at Network Eruerprisc Center (NEC). 106"' Signal Brigade, Fort Buchanan, 
Puerto Rico- (Office of Special Counsel Pile Number Dl-14-0026) 

Enclosed for your action is a Jeucr from 1he Office of Special Counsel (OSC), 
reforring a whislleblowcr complafot related to mailers in a command or organization 
under your authority. direction, or comrol (Enclosure l ). 

Tiie OSC is designated by law to receive whistleblowcr complaints from Department 
of the Anny employees (Enclosure 2). When tlic OSC determines that there exists " 
substantial likelihood that nn Anny v.'histlehlo\ver complaint discloses a vjo}ation of any 
Jav..-. ntle, or n.~g1,1latjon; gross rnisn1.unagcmenl or,vastc of funds: an abuse of nuthority~ 
or a substantial and specific <lunger to public health 1md safety, the allegurions arc 
referred ro me for invesligat.ion. lam then required to investigate and submit a wri11cn 
report of rny findings within 60 days. 

You are hereby directed to initiate an investigation into the allega!ions rcfcrl'W to me 
by OSC. lJpou t:omplction of your investigation, ensure that you initiate appropriate 
corrective action a.~ warrnnted. ln addition. prepare a draft Army report selling fonh nll 
of the illform111ion required hy Title 5. United Stales Code,§ l2l3(d). 

l have delegated to the Assistant Secretary of the Army (Manpower and Reserve 
Affairs) (ASA (M&RAJ) tlm aut11ority to review, approve. and submit the final Army 
rcpon to OSC. Upon receipt oftbe report, OSC will refer it to the wbislleblowcr for 
comment. The Anny rcpon, tbc whistleblnwer' s comments, and OSC' s analysis will be 
forwarded to the President of the United States and to the Senate and House Armed 
Services Commi\lces. 

ln Hddition, the Army report will be made available for public review and inspcctmn 
on rbe OSC web-site and ill its reading room. Because your investigation and rcpon will 
directly impact perceptions of rhc Army as an institution, it is imperative that you 



invesrignrc lhcsc allcga1ions and prepare your draft report iu n n1an11cr dau facifiu1tcs a 
clear undemanding of rhe allegations :ind Am1y's rcsport,e. 

You mmt conduct a full and fair investigation and drnfl and submit the de1ailed repor1 
tha1 OSC requires within the time allowed. A complete set of guidelines and instmction< 
is n1 Enclosure 3. The Office of the Army G wet If •• j 

• • fur this matter. ~please contact 
immediately at -_or by email at to 
discuss the way forward in this imponanl ef 

Encls 

rr.: 
lmpcctor General of the D<:partmeul of Defense 
Depart mc.nt of the Army lnspcccor General 
Staff Judge Atlvocatc, NETCUM 
or~vocate C3cnernl, Labor and Employment Luw Division 

Executive Communications and Control 
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NETC-SFB 

DEPARTMENT OF THE ARMY 
HEADQUARTERS, 106"' SIGNAL BRIGADE 

2406 GUN SHED ROAD, SUITE 3027 
JSSA FORi SAM HOUSTON, TEXAS 78234-6102 

MEMORANDUM FOR Area Support Director. 93rd Signal 
Brigade (Strategic). 662 Sheppard Place. Joint Base Langley-Eustis. VA 23604 

SUBJECT: Addendum to 29 January 2014 Appointment as Investigating Officer 
Pursuant to AR 15-6 to Conduct an Investigation into a Complaint of Alleged 
Misconduct at the Fort Buchanan Network Enterprise CenteL 

1 References: 

a. Reference the caption for the above referenced initial appointment order 

b. Secretary of the Army Memorandum subject Whis!leblower Investigation· 
Improper actions to benefit contractor employees at Network Enterprise Center (NEC). 
1061

" Signal Brigade. Fort Buchanan. Puerto Rico (Office of Special Counsel File 
Number 01-14-0026) 

c. U.S. Office of Special Counsel Letter dated February 21, 2014, subject: OSC File 
No. Dl-14-0026. 

2. In addition to your responsibilities under reference 1.a .. you are also hereby 
appointed as an investigating officer pursuant to Army Regulation (AR) 15-6. 
Procedures for Investigating Officers and Boards of Officers. to conduct an informal 
investigation into all facts and circumstances surrounding related issues to your current 
investigation referenced in 1.a. above This expanded investigative effort will address an 
anonymous whistleblower's allegations of violations of laws, rules and regulations and 
an abuse of authority at Network Enterprise Center (NEC). 106'h Signal Brigade. Fort 
Buchanan. Puerto Rico. The purpose of your investigation is to determine the validity of 
the whistleblower's allegations and make findings concerning whether any wrongdoing 
occurred. and if so. by whom. and whether adequate policies and procedures are in 
place lo preclude any recurrence of any improprieties, irregularities. or misconduct 
disclosed during your inquiry 

3. You will review the allegations and background information provided in the Office of 
Special Counsel (OSC) referral letter. Reference 1.c .. and ensure your investigation and 
1he resul!ing Report of lnvesligation (ROI) addresses all of the allegations referenced 
below in paragraph 4. 



NETC-SFB 
SUBJECT: Addendum to 29 January 2014 Appointment as Investigating Officer 
Pursuant to AR 15-6 to Conduct an Investigation into a Complaint of Alleged 
Misconduct at the Ft Buchanan Network Enterprise Center 

4. You will specifically investigate and address in the ROI the following allegations: 

a. Government-sponsored Avaya Voice training was improperly provided to contract 
employees- and- between September 20, 
2013. and October 4, 2013. If so, determine whether any laws, rules, or regulations 
were violated, including whether this conduct is a violation of the contract and/or an 
improper obligation and expenditure of Government funds? 

b. were promoted to Network Engineer contract 
an agency employee. withou~ 

Contracting Officer, or Contract Site Manager, .--i If so, 
determine whether this conduct violates any laws, rules, or regulations, including 
Federal Acquisition Regulation (FAR) 37.104 by creating the appearance of 
Government control over contractor employees (that is, the appearance of a ·personal 
seNices· contract)? Additionally, if true, did actions also violate FAR 
3. 101 and 5 CFR 2635.101, which require employees lo act impartially and to put forth 
an honest effort in performing their duties? 

c.-and-were promoted without the required experience, 
training, and certifications for their positions If so. determine whether this conduct 
violates any laws, rules, or regulations, including FAR 37. 104 by creating the 
appearance of Government control over contractor employees and a "personal 
services" contract? If so. did this conduct also result in any contractually related harm 
to the Government. such as a deficiency in contract performance? 

d. Contract employees regularly engage in inherently governmental functions. which 
are functions so intimately related to the public interest as to mandate performance by 
Government employees and that require exercise of discretion in applying Government 
authority or making value judgments in making Government decisions If so. did this 
conduct violate the contract and FAR 7 .503? If this conduct did not violate the contract. 
does the contract itself improperly require contractors to perform inherently 
governmental functions, in violation of FAR 7.503? Additionally, determine whether 
contractor employees engage is such activities as attending meetings for federal 
employees and conducting training for top management, and, if such activities 
constitute engaging in inherently governmental functions. 

e. directed contract employees to work on projects outside the 
scope of their contract. such as construction of a gazebo on government property. If so. 
did the Government pay the contractor for this work, and did this constitute an 



NETC-SFB 
SUBJECT: Addendum to 29 January 2014 Appointment as Investigating Officer 
Pursuant to AR 15--6 to Conduct an Investigation into a Complaint of Alleged 
Misconduct at the Ft Buchanan Network Enterprise Center. 

unauthorized expenditure of contract funds? Additionally, if so, did this work violate or 
subvert government rules on competition and/or violate 5 CFR 2635. 704, which 
prohibits using contractor services "for other than authorized purposes?" 

r. Materials for the gazebo building were purchased on a Government Purchase 
Card (GPC) at Home Depot, but were later returned to the stored and logged by the 
responsible parties as "furniture." If so, did this conduct violate any laws, rules, or 
regulations, including any GPC rules or regulations and/or 5 CFR 2635 101, which 
requires employees to put forth an honest effort in performing their duties? 

g. Contract employees are permitted to use government-owned vehicles to conduct 
on-base work, while federal employees are required to use their own vehicles for both 
on and oft-base work. If so, does this conduct violate any laws, rules. or regulations. 
and also the contract terms and/or 5 CFR 2635.704, which prohibits Government 
employees from using Government property for other than authorized purposes? 

h. improperly discussed negotiated terms of the an upcoming 
GC&E contract to get six additional contract employees for the inside/outside plant with 
GC&E contract officials. If so. did this conduct violate FAR 3.104-3 and did
improperly attempt to discuss contract modifications wahout the authority to do so or 
without the presence of a warranted contracting officer? 

i Contract employees who are employed by GC&E System Group regularly 
receive improper benefrts, as a result of their relationships with agency employees, 
including such items as gift cards for meals, awards for "outstanding performance". and 
a lunch paid for by- for the winning teams in an inventory fonn completion 
competition.. If so. did this conduct violate any laws, rules. or regulations concerning 
the expenditure of agency funds on contract employee awards including FAR 3.101-
1 and/or Department of Defense Instruction 1400.25. volume 451(November 4, 2013) 
and/or did this conduct create an appearance of an improper relationship violating lhe 
rules of ethics (Executive Order 1267 4 as modified by Executive Order 12731 )? 

5. This investigation has been directed by the OSC pursuant to a whistleblower 
complaint. Your report of investigation will form the basis for the development of the 
final Army narrative report that will be submitted to the OSC in satisfaction of the 
requirement imposed on agencies by 5 United States Code 1213. Because this is a 
whistleblower investigation, the whistleblower has certain rights. Pursuant to OSC 
policy, you normally must interview the whistleblower. Specifically, he/she must be 
interviewed and afforded a meaningful opportunity to provide his/her oral testimony and 



NETC-SFB 
SUBJECT: Addendum to 29 January 2014 Appoinlment as Investigating Officer 
Pursuant to AR 15-6 to Conduct an Investigation into a Complaint of Alleged 
Misconducl al the Ft Buchanan Network Enterprise Center. 

to provide written documentation, ff any, in support of his/her allegations. However, in 
the instant case, the whistleblower has chosen to remain anonymous. If, during the 
course of an interview with a witness. an individual discloses that they are the 
whistleblower. you are to contact and advise them of this assertion. 
In turn. - will contact Office of the Army 
General Counsel. of this matter and she will advise as to how to proceed further with 
this witness. 

6. This investigation takes priority over all normal duties. TOY and leave. You are 
directed to start this investigation upon receipt of this notice. In conducting this 
investigation, use the informal procedures of AR 15-6, Chapter 4. You will be required 
to in1erview witnesses, obtain statements, and obtain documentary evidence (e.g .. 
letters, e-mails. investigative reports, etc.). To the fullest extent possible. all witness 
statements will be sworn and reduced to writing. You will interview all wrtnesses in 
person, if practical. You should contact those witnesses you consider relevant during 
the course of your Investigation. Caution all individuals that they must not discuss the 
subject matter of the investigation with anyone other than a properly detailed 
investigator. Upon completing your investigation. make appropriate findings and 
recommendations. including corrective andlor disciplinary actions, and report them to 
me through the Office of the Command Judge Advocate. 

7. In your investigation you are not limrted to the issues and questions listed above. 
You will investigate any relevant and related matters that you may discover that fall 
under the areas for investigation described above. You are advised not to investigate 
matters that do not fall within the areas for investigation described above. If you are in 
doubt about the relevance of a matter. you will consult your legal advisor, Ms -
- who can be contacted at . You will consult with your legal advisor 
prior to beginning your investigation. Before beginning your investigation. you will 
receive a legal briefing for further guidance and additional information about how you 
should proceed from your legal advisor. 

8. If you obtain or are provided evidence from other investigative reports, you may 
consider the exhibits collected by the investigalor(s), but you may not consider another 
investigator's conclusions as evidence. 

g You should contact witnesses you consider relevant during the course of your 
investigation. As you develop new facts, you should interview any individuals that 
you deem necessary to complele a thorough investigation. Obtain sworn statements 
from ail witnesses whom you determine may have information relevant lo this 



NETC-SFB 
SUBJECT: Addendum to 29 January 2014 Appointment as Investigating Officer 
Pursuant to AR 15-6 to Conduct an Investigation into a Complaint of Alleged 
Misconduct at the Ft Buchanan Network Enterprise Center. 

investigation. Document all statements in writing, preferably on a DA Form 2823 
(Sworn Statement). and have witnesses verify their statements when final. In the 
event that you are unable to obtain a sworn statement from a witness. you will 
prepare a detailed memorandum for record (MFR) memorializing the interview and 
explaining why a sworn statement was not obtained. You should maintain an 
electronic version in "word" of all witness statements. This will facilitate the use of 
extracts directly from the witness's statement, to be used if needed. during the 
drafting of the final Army narrative report which will be submitted to OSC. You should 
conduct separate interviews for each witness and conduct the interviews in person if 
practical. In addition, you must provide all persons interviewed with a Privacy Act 
slatement before you solicit any information 

10. It is unnecessary to, and you are strongly encouraged not to, obtain 
personal identifying information (Social Security Numbers) from the witnesses. 

11. In your investigation, you will make such findings as are relevant and supported by 
the facts. You will also make such recommendations as are appropriate and are 
supported by the facts. In compiling your report of investigalion, consider carefully that 
information contained therein will be subject to public disclosure and release. 

12. Clarify any contradictory statements to the greatest extent possible. 

13. If certain evidence conflicts with other evidence. state what you believe and why. 
Reference your analysis and findings to the specific evidence upon which you rely. 

14. If any question asked solicits an answer that requires a follow up question 
and answer, ensure that you have pursued those additional questions in order to 
further develop the record evidence. This will provide for a full and complete 
development of the evidence needed to support the report of investigation's findings 
and conclusions which will form the basis for the preparation of the final Army narrative 
report for submission to the Office of the Special Counsel. 

15. Recommend remedial measures, including any necessary management actions to 
preclude a recurrence of any founded misconduct or identified systemic problems. Such 
remedial actions may include any personnel or disciplinary actions you deem 
appropriate. The recommendations must be consistent with the findings They can be 
negatlve (e.g., no further action necessary). The legal advisor should ensure that the 
recommendations make sense and are supported by the record of investigation. 



NETC-SFB 
SUBJECT: Addendum to 29 January 2014 Appointment as Investigating Officer 
Pursuant to AR 15-6 to Conduct an Investigation into a Complaint of Alleged 
Misconduct al the Ft Buchanan Network Enterprise Center. 

16. Caution all individuals that they must not discuss the subject matter of the 
investigation with anyone other than a properly detailed investigator. If in the course of 
your investigation, you suspect certain people may have committed criminal conduct, 
you must advise them of their right under Article 31. UCMJ or the Fifth Amendment. 
U.S. Constitution, as appropriate. In such case, waivers must be documented using DA 
Form 3881, Rights Warning ProcedureM/aiver Certificate. If you believe the scope of 
your investigation should be expanded beyond Its current focus, please report back to 
me so that I may lake appropriate action. Consult your legal advisor if you have any 
questions regarding these procedures. 

17. During the course of your investigation, you will find it necessary to interview civilian 
employees. Generally speaking civilian employees are required to cooperate with 
official investigations. There are some exceptions. 

a. Civilian employees who are members of a bargaining unit have a right to union 
representation at any interview with management if they reasonably believe the 
interview could result in a disciplinary action against them. Should a bargaining unit 
employee seek to invoke this right, simply reschedule the interview for at least 24 hours 
to allow the employee time to arrange for union representation. The Civilian Personnel 
Advisory Center can tell you whether any particular employee you wish to interview is a 
member of the bargaining unit. Once you have scheduled any bargaining unit 
employees for an interview, contact your legal advisor for guidance in notifying the 
appropriate union representative. 

b. Civilian employees who reasonably believe that information they provide during an 
official investigation may be used against them in a criminal proceeding, may refuse to 
cooperate without a grant of immunity. Should any civilian employee decline to 
cooperate for any reason. suspend the interview and seek guidance from your legal 
advisor on how to proceed. 

c. If the matter you are investigating involves a grievance. a personnel practice or 
policy or other conditions of employment. you may be required to notify the union of any 
interviews you have scheduled with bargaining unit employees and afford the union the 
opportunity to be present. Check with your legal advisor to determine if this rule applies 
in your case and how to proceed if it does. 

d. You have no authority to compel the cooperation of contractor employees. If you 
find ii necessary to interview contractor employees. you must contact the contracting 
officer for the applicable contract to request cooperation 



NETC-SFB 
SUBJECT: Addendum to 29 January 2014 Appointment as Investigating Officer 
Pursuant to AR 15-6 to Conduct an Investigation into a Complaint of Alleged 
Misconduct at the Ft Buchanan Network Enterprise Center. 

18. If. in the course of your investigation, you suspect wrongdoing or neglect on the 
part of a person senior to you, inform me so that a new investigating officer may be 
appointed. An investigating officer may not, absent military exigency, investigate 
someone senior to himself or herself. 

19. If you believe the scope of your investigation should be expanded beyond its 
current focus. please report back to me so that I may take appropriate action. Consult 
your legal advisor if you have any questions regarding these procedures. 

20. Your legal advisor during the course of your investigation will be Ms-
Consult with her prior to beginning your investigation for further guidance and additional 
information about how you should proceed. You may consult the legal advisor at any 
time during the investigation and you will consult the legal advisor before warning any 
witness as a suspect and before putting your report in final form. 

21. You will submit your completed investigation on a DA Form 1574 with a table of 
contents and enclosures. The enclosures will include all documentary materials 
considered by you. Make two copies of your report of investigation (ROI). Provide an 
index and clearly tab the original ROI, to include your findings and recommendations on 
DA Form 1574, with appropriate enclosures and forward the entire package to me. 
through the Office of the Command Judge Advocate by May 1, 2014. 

22. If you require additional time to complete your investigation, you must request an 
extension in writing stating the reason(s) for your request and an approximate 
completion date and send it directly to me for approval. I must personally approve any 
extensions. 

·-·--· -Commanding 
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GENERAL ORDERS } 

No. 20! 4-02 

--

GO 201HJZ 

HEADQUARTERS 
DEPARTMENT OF THE ARMY 
WASHINGTON. DC. 6 March 20U 

AFFIRMATION OF SECRETARY OF THE ARMY COMMITMENT TO UNITY OF 
EFFORT; DESIGNATION OF U.S. ARMY CYBER COMMAND AS AN ARMY FORCE 
COMPONENT HEADQUARTERS; REACTIVATION OF SECOND ARMY AND 
DESIGNATION AS A DIRECT REPORTING UNIT; DISESTABLISHMENT OF TiiE U.S. 
ARMY NETWORK ENTERPRISE TECHNOLOGY COMMAND/9TH SIGNAL COMMAND 
(ARMY} AS A DIRECT REPORTING UNIT AND REASSIGNMENT TO SECOND ARMY· 
DESIGNATION OF GENERAL COURT·MARTIAL CONVENING AUTHORITIES ' 

I. AFF!RMA TION OF SECRETARY OF THE ARMY COMMITMENT TO UNITY OF EFFORT. 
By this Order. the Sccrclnry of the Army hereby emrms a staunch commitment to unll.y of 
ctfon, effective synchronization of capabilities and resources and utmost transparency In 
communication and information sharing In the execotlon of missions and functions addr~&cd 
hcrcJn. consistent with law, regulation and policy. 

2. DESIGNATION OF U.S. ARMY CYBER COMMAND AS AN ARMY FORCE COMPONENT 
HEADQUARTERS. 

a. Thl.s affirms that on l Octobtr 2010. the Sec-rctary of tile Army cstnbllshcd U.S. Army 
Cyber Comn1nnd (UIC: W6UXAAJ as an operational Arrny force reporting directly to 
Jieadquarters, Department or the Army {HQDA). Subsequently, at the direction of tht! Secretary 
of Defense, the Secretary of the Army assigned U.S. Army Cyber Command to U.S. SLratcnk 
Comr:nand. The SccnHnry of Defense hn!i designated U.S, Arrr1y Cybor ComrnDnd us the Arrny 
Force Component Hendquarters of l.1.S. Cyber Command, a sub-unlncd command of U.S. 
Stra!eglc Command. 

b. Consistent with applicable law, U.S. Anny Cyber Cornmnnd supporLc; the execution of 
missions and functions assigned to the Cornmandcr, U.S. Strategic Comn1and and the 
Commander, U.S. Cybcr Command by the President of the Unlted Slates or the Secretary of 
Defense with the consent of the President, Including Cyber Operations, as defined ln applicable 
Na.llonal Command Authority directives. 

c. Tiic Comrnandcr, U.S. Army Cyber Con1mand exercises operational control of Army forc:es, 
as delegated by the Commander. U.S. Strateclc Commend and the Commander. U.S. Cyber 
Command, with regard to the execution of missions and functions asslgncd tG U.S. Army Cybcr 
Comrr1and, In accordance with the policies and procedures estab1Jsh1?d by the Secretary or 
Defense. The Commander, U.S. Army Cyb-er Command, as directed by the Commander. U.S. 
Strategic Command and the Co1nn1ander. U.S. Cyber Comrnand, will also serve as the 
Commander, JoJnt Force Hcadquarters·Cybc;, Jn suppor1 of Commander. U.S. Strategic 
Command a.nd Conlmender. U.S. Cyber Command rcquirc1ncnts for command and control of 
Joint and/or coalition forces. 

d. The Contmand!!r. U.S. Army Cyber Conunand exercises admtnislratlve control of 
subordinate commands. organb:atlons and personnel and exercises opc:ratlonal contn)i over 
Army forces as delegated by a combatant commander or sub-unified commander with regard to 
the executJon of missions asstgnl!d to U.S. Army Cybcr Command, In accordance with the 
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policies and procedures cstablbhcd by the Secretary of Defense. This general order· :shall not 
infringe on the combatant command authority vested by .law In combatant commanders or alter 
the command reJatJonshlps and authort:Ues specJOed by the Seertitary of Defense. ln the event of 
a dJscrcpancy between this order and the policies and procedures established by the Sea-ctary of 
Defense, the Sec:rctary of Defense policies or procedures take precedence. 

e, U.S. Army Cybcr Command ls the primary Army headquarters responsible for cyberspace 
opcratlcns ln support of Joint requirements and serves as the. single point of contact for 
reponlng and assessing Anny cyberspace Incidents. events and operations In Army networks, 
and for synchronWng and lntegratlng Army responses thereto. U.S. Army Cyber Command. In 
coordfnntJon with Second Army, plans. coordinates, Integrates, synchronizes, directs and 
conducts an JnWgrated defense wJthjn all Army networks., end. as directed, wJth1n Department 
of Defense Jnformatlon Networks. Mindful of the Secretary's commitment to unity of effort. the 
HQDA Chief Information Officer/G-6, U.S. Army Cybcr Command and Second Anny will 
maximize communication and lnrormaUon sharing In the executJon or these missions and 
functions. Other Army forces. organizations and oflldals shall provide support to U.S. Army 
Cyber Comm.and Jn its execution of responslbllltJes as.signed by the Secretary of the Army tn thls 
Order, or as otherwise directed by the SccreLary of the Army. In the same manner as such 
suppon ls provided to Army Service Component Commands or to other Army Force Component 
Headquaners. 

3. REACTIVATION OF SECOND ARMY AND DESIGNATION AS A DJRECT REPORTING 
UNIT. 

a. EffectJYc lmmcdletcly. Second Army l.s. reactivated. with lhe lineage and honors spec:JOed by 
the U.S. Army Centl!r of Military History. and designated as a Direct Rcpon.Jng Unit (UJC: 
W6Z9M) of the Chief InfarmaUon OfflcerlC-£. HQOA. The Commander. U.S. Ar-my Cyber 
Command Is dual-hatted as the Commander, Second Army. 

b. Second Army serves as the single point of contact ror Anny mlsslons and functions related 
to reporting on. assessing, planning. coordinating. integrating, synchrnn\zlnB. direct.Ina and 
conducting Army network operations. Subject to coordination wJth U.S. Anny Cybcr Command, 
Second Army plans. coordinates. lntegrates, synchronltes, directs and conducts network defense 
measures within aU Army networks and. as directed, within Department or Defense Jnformatlcn 
Networks. Mindful of the Secretary's commltmcnr to unJty of effort, Second Army wHI maxJmJzc 
communication. coordlnatfon. and tnformatlon sharing With the HQDA Chief Information 
Officer/G-6 end US. Army Cybcr Command Jn the execution of these missions and functions. 
Other Army fon:es. organlzaUons and officials shall provide support to Sec:ond Army Jn Its 
execution of responsibilities assigned by the Sec:retary of the Army tn this Order. or .as otherwise 
dtrected by the Secretary of the Army. 

c Second Army and Its assigned elements comprise an Army force retained by the Secretary 
of the Army In .accordance with Title JO. United States Code, Section J62{e)(2). to carry ouc the 
functJons assigned to the Secretary tn Titles 10, 40 end 44 of the United SLercs Code. Unless 
otherwise directed by the Secretary of Defense, Second Anny and other forees so retaJ ncd by the 
Secretary of the Anny are not avallabJe for assignment to a combatant command or to execute 
missions or functions assigned to a combatant command. 

<. DISESTABLISHMENT OF THE U.S. ARMY NETWORK ENTERPRISE TECHNOLOGY 
COMMAND/9TH SIGNAL COMMAND (ARMY) AS A DIRECT REPORTING UNIT AND 
REASSIGNMENT TO SECOND ARMY. 

2 
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Effective Immediately, U.S. Army Network Enterprise Technology Command/9th Signal 
Command (Army) (NETCOMJ (UIC: W4NHAAI ls disestablished as• dire<:! reporting unit of the 
HQDA Chief Jnformatlon Officcr/G-6 (UlC: W4NJAA) and Is reassigned, together with Its 
authorities and respons!b11HJcs. subordinate elements, personnel end resources (including 
funding and equipment), to Second Army. The Commander. NETCOM ls dual·hatted as the 
Deputy CommandJng General. Second Army. 

5. DESIGNATION OF GENERAL COURT·MART!AL CONVENING AUTHORJTIES. The 
commanding officers of U.S. Army Cybcr Command and Second Army are designated as General 
Coun·Marual Convening Author!Ues (GCMCA) pursuant lo Article Z2(a)(8). Unlfortn Code or 
Military Ju:stlcc. 

6. SUPERSESSJON. Effective Immediately, the provisions of Department or the Army General 
Orders 2002·5 and 2006-3 l inconsistent with this General Order are hereby superseded. The 
authorJllcs and responsiblJJUcs conveyed by those parts of Depanmenl of the Army General 
Orders 2002-5 and 2006·31 that remain in effect are Incorporated by reference in paragraph 4 of 
thJs General Order. This General Order further supersedes Department or the Army General 
Orders 2010·26. dat~d I October 20!0. 

IDAMO-ZAI 

DISTRIBUTION: Thls publlcetlon ls available In electronic media only and Js Intended for the 
Active Army, the Army NaUonal Guard/Army National Guard of the United States. and the U.S. 
Anny Reserve. 

3 



SWORN STATEMENT 
ror use ofth!S torrn, see AR 180·<15. me proponen! or !his form is ODC:SOP& 

PRIVACY ACT STATEMENT 
AUTHORITY: Till€ 10 USC Section 301. Tlt!e 5 USC Section 295'.: E.O. 93P7Dated N::ivernber 22, ~9/.3 \SSNJ 
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lllllheallhy Co"1mand Clirnale. Twelve monlrs aio. dunng a TQWn Hall meeling numerous complaints we1e subnilled cov<nng fow core 
~ reqwnng 1mmed1ate 1eaders111p n1volvemenuanerit1on: 
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environmen! In addition_ NEC employee's were given Superv.so1y cJ;;tie~ >Nilhcu! app1oprinte lmrr.ing ;,nct exrttrienr:e wnir,h rflsu!!Pri in ;i 

I 
.. ,. cc_" as one ernp!cyee clearly depicted wit~in hi&iherwrite-up_ A few submiHed cornrnants be!o\v. --1111111 

No 1elat1ves and friends shoul.hi!ed-ml 
-Hue on:y qualif1tc cer1didale~ __.. 

• Cornmunkations Issues: Prolt1111tyJBad l:;inguage wac t1~ed thro~ighou! the workpbc..,, on r:evor:rf occ;;icion£ cntplcyaor.; w0ukl to::·11Tdhi\c: 
phone cans due tc distant-end J1earing prcfanity ove; phone conversation VJori; schedules were no~ 011blished well in advance· nun1&:ous 
enip-!oyees eiq:ressec !heir concerns ref planning leave sc1edulmg appropriate pe·sonnei to perform operational necessitles tn order !o 

axmiie ope-ratrcnal production anQ enhance custome: reacuoll' "' \10nthty Sl!!ft sc!ieduled nas published a :e•N days belore_ )·, 
ccuhon/ottandanco A fow wriUon cornrnonte ore fisted below: 
1Suoervisors need to be truthful anc don't isolate e~ees 
'Ha!!way d1scu_s-sion and shooting-r n !he hotster -

10 FXHIB!T 

'Contractor bilingual del1c1enc1es 
'1 ha!e p;;lting out fires. 
I.as! mir.1;tt:: t;isldr.o . • 
·1ritormatio11 no-t getting passed down~ 
·late no:ices 
Cunillct t.;el'Nt'en DAC and Con~iactui:.i -- • 
·fnformaU011 flow betv.'E'-Bn rnanagemen\ and ernp:oyeei;; · • 
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STATEMENTO 

9 STATEMENT (Conl1riued) 

. TeamW01klssues. ~ 
Nol intludmg peisono~I tludn!;! plarmiri ~ 

mptoyees breal-, the rules. co~slant! 
No trust and miC{omanagernenl 
1.ad< ol perso11al accoun!abUit · 
'Troubie tl:;l<e:ing process -
·Ge&E port>onnel should bo on:ru:;tod • 
'System Supp')rt Division should be respailsibl Conf1gJ1at1on tti;maoernent 
Joining Telephone anq Help Desk personnel 
.. mbmfng Service Uesk and He!i:: Desk 
ickeling process is toking 1on9 to as~fgn an~ no fol!ow,ui; • 
estructure Help Desk and Service Desk II 

Change !he process ref appro1,,·in9 CAPRs 
'Consolidate all custcmer calls into a single pom: I elp Desk). 

Training Oef1c1P.nciris. •• 
Poor talent at the Help Des~ 
Equal opportunity train!~ 
la.di. o! C1oss Tralmng-

r;i.>nlng $hould be encour.ago find f>upporlttd -
No inventory controls...-: 
LAN Support and Tee~ should cross·tra:n-
Training work force vtlth new technologies --= 
OAC ond CME'"G nood CISCO nnd Brocade troining
fncrease classroom and hands on tralnlng.
Sherepoin: TrainJnu -
customer Service:--. 
r-ocus on Customer Sertlcc..._ 
1 ake care of cttslornar's period tlll 

~r careful review of employee's con::;ems. customer production def1denc1es. anc lacl<. cf ccaching/training/rnen~orinQ wilh'n the NEC 
workforce I implemented numerous adtof'S over the Jas! twel11e montis such as. No sleeoing at lhe work place. arriVing !ate <:ir·dfor teawrn,:i 
early ts unacceptable. profanity at the workp!ace wlll no: bi: tolerated'. schedules will bt: publlshet! 9{l deys 1n adv2nce, stnofimg Wlh not be 
to!crutod inside 50 feet horn each faciUy. no cooking with opon fires rns1<10 n facility. unplanned oveiJOIC wiU not be executed 1 .. mle:i.s 
Operatlonal lmpae! is determined/approved by NEC Director, one voi:e will rep~esent the NEC via Operations Center, consolidatin;J Serv1CB 
Desx and Help Desk to better serve our customers, CME's will no longer work wilhout government representation. workirig between 2200 lo 
C600 and weekends wlll oe shared between UAC..:'s and CME's, trammg opportlrn1t1es will oe shared between DAC's and CME'::, Supervisor!:'. 
will be held aecountt.1ble for NEC property via Suo+iR. No golfing on governmcl'\I tine no alcoho! cons ... n1ptio:i a! the work place. nepoll&n 
hirlnn will nol be tolerated betwe-en DAC's and CME's. OPORDs w1l! t'le r...orr.pleted on timn. IAVA's will e)(ceed g5•1,, STIG~ will he f'!Y.fY'J.JtNi. 
IA Awareness !raining will be enforced. cells phones are not authorized ii\ a faaHty processing collatera' mforrnation, iunch breaks "Nill no! 
exceed 60 minutes. personnel will not take 59 m111u1es on tneit ov.n acccrd, emoloyees will be respected anc.l screaming will no·. be to!era1e1J 

Area:s ine:i\ioned above a.re w1lh1ll Merit f:>rincip!ell-, niy <::mpk·y~e~ aie tleated with 1t::.pec! a11d d1ynHy al ill! tin11;;:; We wi!.' co111111ul::' :e 

imprnve our Comm:;:i.r.d Ctim~1e ... 
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STATEMENT OF 

9. STATEMENT {Ct>ntmued} 

l biscu." ssifmd matem:il on 1l unclassified ~ne • 
None 

l nouthorized GPC Purchase feral. 
eceived verbal authorization from to purct.ase matena1~. for Gazebo with !he intent to conMrucl project myself during :iersonal 
me (weekendf. On 29 A!rl.!L...!.l. convey~ purt.:ha:!ie:i fCJ1 fo111i!ure bu:r.; is nu1 authorized, On 30Au;i i3. NEC GPC Holder 

telays an (lffi!iil depicting ._is;: refeiring to f1J1nit..ire pu1chase nnd we are not p:.;rch3s,n9 f_urrutwe. On 17 Sep 1 :S, em~1i is :eloyac iclll! 
1eques\ing to proceed v11th approval p~ocess to purchase eddil:ioria! i!ems for Gazebo 18 Sep 13. orweys a gazebo ·s c!assifie:l 
as f.Jrrnture and request canno! be grante-d On1about 27 Sep 13 we coordinate with Home De po! leadership al! mi;;tena!s are returned !o HD 
wl!n no issue.·-

iscussio(1 terms for upcoming contract requesting si:o: adc1!io'lal em~loyees to wo:f.", cutside/inslde o!ant.• 
'Contract under discussion witn COR .. ~nd PM goal is to amend mc>CI 1~ (\\191 RUS-08-0-0004·0003) per FY14 TOA Reba!a11c1ng <dated 
4 JAN i3l 7t1 S1gnalCommand (T) -
-Telephone Operator!!> rep!oced by ADAS-
Tech Control F~H11alors and Technk~I Aids are nn! fflqrnrec v:l1hm NEC Oper;iti0n5 Center due lo hours of opernt10n 'P.dor:!i:in • 
perahonal necessilf is not required beyond 1800 and Sundays/HoLdays, hours have been red:.Jce:I from 2417 lo 0600-l 800 M-S 

Cu11ently CME'~ art: e"ecuting IT inf1<:1strui:.:1u11:: 00.M on 20"/: \!roughvut Fort Buchanan. i;urren! CME workl.~:.t bl:.' inc1~aseti 111 vrder 
si1sUiin communic;ilioni. dem'"1nd for ~1 1 cu;.tomi;,>rs trave•sir>g their serv1Ct>s. with1r1 thi? Jt;l;ind ol Puerto Rico_ 

Mod 15 v.111 enhance performance ratios within our IT lnfrastfucture and ss~igoa! Co'.11rr.and over S312K anru<iJ;y 1r contrnctual 
xpenses and tolal1y e!irmnate Night DifferenUa! pay for alt DAG emp!-oyees -

AFFADAVIT 

------· HAVE READ OR HAVE HAD READ TO ME THIS STATEMEN7 

WHICH BEGINS ON PAGE 1, ANO ENDS ON PAGE . .3.~··· I FULLY UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE BY 

tl!E THE STATEMENT IS TRUE ! hAVF ltJ!TIAL.FO A!.L CORRF:CTIONS AND HAVF lNITlALFD THE 30TTOM OF EACH PAGE CONTAl~!NG 

THE STATEMENT ! Hfl.VE MA.DE THIS STATEMENT FREELY WITHOUT HOPE OF B 

PUNISHMEN7. AND WITHOUT COERCION. UNLAWFUL INFLUENCE. OR UNLAWFUL 

"':. .. • .. : J.: 

Subscribed :ind sworn lo before rnE<. ~person :authori<:ed by Jmv !c 
admtnister oaths, this __ day of _____ _ 

•'----------------------
WITNESSES. 

{Sig!lllfllle of Pt::u,011 Admimsleling Oolh) 

ORGANIZATION OR ADDRESS 
(I ypefl Name ol Person Ad11wnslenf'g ()all') 

ORGANIZATION OR ADDRESS (A11U10riry to AU'.11if"/!Stel Oillh} 

INITIALS OF PERSON MAKING STATEMENT 

PAGIE 3, DA FORM 2823, DEC 1998 
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.iOR!TY: 

PRIVACY ACT STATEMENT 
10, USC Soc!k:;n 30i: Title 5, USC S0ctir.m 2951: E/)" Social Security Nurnbar (SSN). 

PF!INC!P AL PURPOSE: docwnent polr.:n1ilnl crirninai rtctiv\ty 1t1V(J!vlng the U.S. Army, and 10 aHow l\mty officials to m0on1ain disdpEnr:i, 
and order 111v0stiga1fon of con1pk1ints and inciden!s. 

RO!JTiNE USES: l-nf;Jff1]atton prov1d0d 1nay tFG: iurthe1 dis.dosed k1d1'.'ra!, .sta1e, foreign cpvernrr,ent 1aw enfcrceffien; 

ilg-enoes, prosecutors, courts, child proicclivllr :,ervfces, v\ctir:ls, wiin<::ases, the DeoBrtment ol Veterans Af!e1rs, rnl'ld 
tho Ottrce of Personnel Manngen1en1. inlorrnatn:m provided may be used for OOtt?rminatfon& rogardlng judicial or 
non·JUd,cial pun!&hrnont, admi11istrstiv1:r t!iScip11nary ac1ions, security clearances, roctuitrnont, r0Iention, 
plnc11menL and oth(M personnot acHons. 

PISGLOSURE' Disclosure of your SSN Bnd. other information voluntary 

; :'.t OATt'. (YYYYA1fADD> 

Buch:1n~11L Pl~ 2014/0 1./07 
;; '~·:r..:;---,·~-·-·~· .. ·;-::-·-""'":;::;------;~~7-~~-- .. ,,_,~,,~~·-·-~~-~~·~::-;-;~- .. -
µ, LP.->, hi\ME. 1-Mt::, ,vHODl"' NAtJiE i 6. vv·'< 

ORGAN!ZAT16N"QR'AL1DRESS'~-~-~---~-
·-·----.. -~-"" L__ __ 

527 S. Terminal Roa,I: Fort Buchanan. PR 00934 

FY 12 
FY lJ 
FY 14 

;;- rnany vehi.;::les doe!> ifh.'- NEC. have? 
FY l l - one electric l~SEV 81... one pick· up truck 
FY 12- one. c1c:ctric l.,SEV &:. one pick· up 

•••• on 24 fvL:i.r 

PY Li- one ele-.ciric L,~FV & one truck~ !he LSI~V \Vas rep!accll for a f'ocd r<oi.:us rar1uc.,tc:d 
approved through 106tl1 Signal WBS.CKJl82:17.2A.1. Bdn RM. is the 

10 the staff? Mat1ag.;d by Business !)ivislon, 

\A/h~tl ls the prirnary purpose for the vehicles? 

4. FILE NUMBEfl 

'rhc dttcnulnatlnn as 10 whether a use is for official purposes. is a rna11t:T of ad1nlni:-an:Hiv0 dist: rt::Hon ln he exercised 
\\l\1hin ~Heh ;1 determin'alion: considcr;;uion ;-;hall he tn aH !'::tel ors, 

n111'1,,J1·1arn:m is J:ht: Essential to the successJu! com111cuc11J or a [)oJ) funcrion, ur 
lorn'talinn -and consistcnl Yvith the purpose for ;vhich !he n1otor vchle.lc 

EXHJBIT 1 L LN!TlALS OF PERSt)~-1 L4AK1NG ST,i\TE:MENT 
PAGE 1 OF PAGES 

11T/ONAL PAGES MUST CONTAJN THE HEAl)ff!IO 'STATEMENT OF·~-~ DATED 

80TTOfv1 or fiAC:H AIJ-D!T!ONAL PA(!JE !dUST BEAR TH£ !NlTfALS OF THE PEASON MAKING !HE STATfEM'FiN'!, AND PAGE NUMBE'f-1 
MUST BE !NDfCAT£D, 

OA FORM 2823. NOV 2006 PRFV!OUS EDiTIC~~S ARE' 08SOL,FTE APO PE vi 01ES 



m TA.KEN AT Fort Bue-hanan, Pf{ 

STATEMEN1 (Continued) 

under 1ny coosenL ()n nunierous tfCCt1slons l've- public-aHy stnlcd our lJ()Vns arc be used \Vhen rnnving rr equlprnent 
Cacililic;:. 1rvhh NEC'. ownc~d etc. ,), At no point has anyone co1ivclVC'.d lo rnc rhey'rc being dlrcc!e.d to use 

POV' s while taskldmies. 

or about 25 June 201 '.1':1 

recall the exae1 elute however ite1Tl$ were purchased GC'.8~J?; !eadcrship, !he announccn1c-r1t while alo-11gsidc CJC:&E 
llcil(fr•.r.Sl'llD l Scla!ed '·111ls a\Vard Is on behnlr or (}(~"'iE"' 

on.osc'.llt an !tern (Jr award tn- ..:onLtactn-rs on or nbout (\ oc!llcrn tlor 20 J 

however ite1ns \VG ft: pnrchas-ei::l CK~ t'k:.E le''"lc"hfo. 
is on behalf ()f GC\·E". 

!Ler:ns, \\-'"t:re cards- and others were c.a;o;h hBndouts 20 ! Gt:&E Hc1li,lav 2a!ht'.ri!1l! 
,2-;E, ('ash handt'iuts never hands fh.Yt;,,veen GC&E nnll L 

nurnlf:e fnr the prcsentalion or !he avva.rd? 
( lo11g0vi~y, etc. ). 

any gnvernn1eni funding used for the i1t~rn/awnrds? 

there <lfl cstu.hlish1::.d ::nvard rrogn.Hn to il\Vard J)ACs? Sec hchnv: 
IP1·.rfrm1i;.nrr A ward (l 4 Feb 

• PAGE 2 OF 1 PAGES 

DA FORM 2823, NOV 2006 APO PB v1.0i£f, 



fAKEN Ar Fon Buchanan. PR DATED 20l 4f03/07 

(Continued) 

dlt-rt:: <1l'l cst:abli:shed a\vHrd prngrc:uli 10 S\VBrd !)A(~s') (cont.) 

Erna)] helow W'as tran;;iniHcd to (l)cputy NEC [)\rtX'.lOr) nn 2 l Mny l J, -()vet the rust ;;evcra! inonth,s we've wirnes~; several receive: rni::ognllion 
rea&on tve have not :.uh1nitted any nf our su1x:rwrrs? ktH.'.-C/30 rninutcs and 

'<Vr!ti,;; about the v1lyit:xL1hc:rrnocioinnrr.udel:;elf 
<::. n hanccini.:nt/e:tt'? 

t'vc he:0n he-re a:fmnst four ino:nths and can itlt:nrifv- -""'-'\cr{d Ti)P pcrfnmlcrs: 

fu1 sure ull or 
1il1k:-s euch every one of us ha$ ack1H1\l/\edgcd IIJ<.:-rr or on their -s,hoHlcier ns a 
gcslure fnr their cnrnn11tnH.'-nt LO re.storing 1he Nc1\i.'ork or the solutlnn 11np3cting every n101nber- tied to our network, 'rhe 
nu1nbcr or ·rT's resolved over the his! 90 d:iys and ICE coinrncnt.s lhe superior custo1ner service. Even lhe exct>Olion of 

CAFE 151 install, l 300 and 130 I cle1o!ovmc111 

hnve the 

\\'as invited! all.ended !he event~? 
Dcpcrlll' on type of event (e.g. (}arrison l·own Hal! D/\Cso: Inca! NEC' evcni. I.>AC~'s/CM'E~'~) 

'"C JJA('.~ awarded ~H t.he evcnr.s'! 
Jends on lype of eveni and up!plical1lc to indivlduat 1A1ho rne-t lhc purpo:se of awards LOS .. 

AFFIDAVIT 

••l.JJJJll ......•... llAVf' 11EAD on HAVE HAD READ TO ME THIS STATEMENT 

WHICH Bf:GfNS ON PAGE ·1, 1\NO ENOS ON PAGE 3 1 FULLY UNDCRSTANO THE CONTENTS CJF THE ENTIRE STATEMENT MAOE 

BY ME THE STATEMENT IS TRUE I HAVE INITIALED ALL CORllECT!ONS AND HAVE INITIALED THE sonoM OF EACH PAGE 

CONTAJNlNG THE STATEMCNI_ 1 HAVE MADE THlS STATEMENT FREELY W1TH·OUT HOPE OF 8ENEF1r OR REWARD. WlTHOUT 

THRE:AT OF AND WITHOUT COERCION, UNLAWFUL lNFLUFNC£:, OR UNLA\.\/FUL !NOUCEMEN1, 

wrrNESSES: Sub-scribed and swcirT, lt:1 bl7for0 por-son authorized by faw to 

• l:::;AGE OF 

OA FORM 2$513, NOii $1006 



m: 
l: 

Attachments: 

Gents, 

w: 201411-105, Call for Nominations for the 2013-2014 Adjutant 
General's Corps Regimental Officer, Warrant Officer, Noncommissioned Officer, Soldier and 
Civilian of the Year (UNCLASSIFIED) 
Link to OPORD 201411-105.docx 

NLT 20 Nov 13 need to know if the following individuals are great candidates for this 
award: 

-
-----~-
From:---· 
<;ent: Frida November 15 20.:l.3 06:42 PM 

1 



Subject: OPERATIONS ORDER 201411-105, Call for Nominations for the 2013-2014 Adjutant 
General's Corps Regimental Officer, Warrant Officer, Noncommissioned Officer, Soldier and 
Civilian of the Year (UNCLASSIFIED) 

Classification: UNCLASSIFIED 
caveats: FOl!O 



REF: OPERATIONS ORDER 201411-105, call for Nominations for the 2013-2014 Adjutant General's 
Corps Regimental Officer, Warrant Officer, Noncommissioned Officer, Soldier and Civilian of 
·~e Year 

·· NLT 06 January 2014,106th Signal Brigade Staff and NECs will submit nominations for 
consideration. Negative responses are required 

EXSUM: In honor of , Army 
G-1 SGM, both killed in action on 11 September 2001, the Adjutant General's Corps (AGC) 
implemented an awards program to formally recognize our Regimental Officer, Warrant Officer, 
Noncommissioned Officer, and Soldier of the Year, in addition to the Civilian of the Year 
implemented in 2001 to honor Mr. John Dinnien. The AGC is seeking qualified nominations to 
recognize deserving Soldiers and Civilians from each AGC Regimental category for the period 
31 May 2013 through 30 May 2014. 

106th Signal Brigade NECs will support this request for nominees for the AG Corp Regimental 
Officer, Warrant Officer, Noncommissioned Officer, Soldier, and Civilian of the year. 

SUS: NLT 06 January 2014 

ADD INFO: All units and staff sections will acknowledge receipt of this Order within 24 

106 Signal Brigade 
Operation Center 

electronic mail to the 106th Si nal Brigade Operations Center at 

~ Sam Houston TX 78234 

"Gateway to the Enterprise" 

Classification: UNCLASSIFIED 
Caveats: FOUO 



r ONE THING ! WOULD CHANGE !S: UNA COSA 

I

I /~, 
;'/ i I The use ~f bad language at the common areas in building 527 is unacceptable, In more than one 

occasion r-~feiephone conversations because some personnel are using this type of foul 

language and it could be heard by the person at the other end, 

HOW \NOULD !DO IT?/ ? 

Remind personnel that we have to keep certain level nrr1t~s;siona1ism in OL!r environment 



11: --~rua 

llllf~t the Workplace (UNCLASSIFIED) Subjac!: 
Signed By: 

Importance: High 

Tracking: Recipient 

Classification: UNCLASSIFIED 
Caveats: FOUO 

Delivery 

Delivered 2/5/2014 7,22 PM 

You never submitted your statement ref abusive behavior at the work place, 
provide written statement NLT tomorrow (06 14) prior to 1500. 

V/r 

~kyou,--
Director Fort Buchanan 

Sent~t 
To:-
Subject: Dignity and Respect at the workplace 

-Over the past few days multiple employees have verbally reported 
complaints ref you using abusive comments directly at employees in public 
form. 

Several employees herd and witnessed you address 111111 stating the 
following: 

11 I 'm not a Fuc ..... .-ng Secretary you need to ......... " 

elling and screaming in the main corridor ref Contractors time 
without coordination. 

Several employees reported this behavior occurs during my Furlough days 
1 



in order for me not to hear how employees are treated at their workplace. 

:,Correcting contractors in public without addressing the issue through our 
who would address the issue to Contract Supervisor. 

Need you to submit a statement ref complaints above, if true, you are to 
immediately halt this abusive behavior towards our employees. 

See me Tuesday morning at 0830. 

V/r -Fort Buchanan 
NEC Director 

Classification: UNCLASSIFIED 
Caveats: FOLIO 
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HOW WOULD IDO 



REC s 
First, I am very with the changes I have seen In past months within our 

organization. double standard between the way employees were treated among Divisions 

has lowered, still more work to done, but it has been a noticeable difference, for the good. 

I recommend we have more frequent Hall meetings, and we also have a Director sit down 

at least every without supervisors. I also recommend that Chiefs have at least, biweekly 

meetings with their subordinates. 

is recommended as well. There is a 
concept of "because I said so" or "because that's the way it is" is not an answer to employees 

that come with concerns ar,id need guidance. We expect more from our leaders, this is one of 

the problems we encounter that brings morale down. It is hard to bring up issues when from 

the you get a no or no answer at all after a reasonable amount of time. 

u ucm"" in order to keep accountability of tasks are also a recommendation. The . Written 

reason is sometimes the scenarios change, which We can be accustomed 

to within organization we are in. However, the "I did not give you those instructions" 

or" I never said that" is a disrespectful way of calling an employee, or a supervisor a liar. It 

disrupts cohesion within the team. To keep things clear, I suggest both documents at in an 

e-mail when VOCO instructions given and send to the Supervisor. The responsibility 

of the operations of the organization has to be both ways, from management and from 

subordinates. 

There are many othc:r things I would address, (noise in the hallway for instance) however, this 

· opportunity is 

right, if I feel I 

organization recommendations. I will ask for an open door, when 

to express any additional concerns. 

is 



REC s 
1. Problem: People not know or break process rules 

constantly and a lot of times deters from completing a process 

correctly because lack of accountability, the process 

cleared or being the process is being overruled. 

We need to 

Management System where anybody from our depa or 

any entity can review and understand our ways of doing 

business. With this, we need to empower 

accountability among our personnel to keep and n our 

established processes. This system should be aligned with our 

personnel's job 

2. Problem: We do not have a established inventory controls. 

People do not know the wn»r~>::.bouts of inventory and 

equipments. 

We need to establish an Asset Management System we 

can track any of hardware among the base and align it 

our Configuration Management processes. We can do 

. something simi with r Software's aligned this system. 

Note: I know this is something you might 

recognized, but I wanted to help by letting you know that this 

is something I d here and if I could be any help 

just let me know. 
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Once upon at time, GS-12's at NEC in Fort Buchanan were giving Supervisor duties. Personnel with not 

I experience, training, or aptitude should not be placed in that role. It was a total fiasco. 

I 

-------~--
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'Tl: 

J 
Subject: 

We are handling ASAP. I will have to suspend before I can terminate. 

Thank You, 

President 
GC&E Systems Group, Inc. 
5835 Peachtree Corners East, Suite A 
Norcross GA 30092 

CONFIDENTIALITY NOTICE: The information contained in this email message is legally 
priviledged and confidential. It is intended only for the use of the addressee. If you are 
not the intended receipient, please be aware that any dissemination, distribution or copy of 
this email is prohibited. If you have received email in error, please immediately 
notify me by reply email and delete this message and any attachments. 

·.--0~1~ n: ___ _ 

'·".:nt~arwary 15, 2014 7:58 AM 
To:--
Subject: CME Tardiness 3rd Occurrence 

-Please take immediate action, employee continues to arrive tardy at workplace, 111111 can 
provide name of employee. 

Contractor continues to arrive tardy at their de!;ignat:ed work place, request immediate 
removal. 

-
To: 
Cc: 
Subject: RE: Future Organization (UNCLASSIFIED) 

OK, thanks for the info. 

-and- why can't our 

Jnk You, 

l 

•• BDE (US) 

do their jobs? 



President 
GC&E Systems Gr·ot1p, Inc. 

~5 Peachtree Comer·s East, Suite A 

CONFIDENTIALITY NOTICE: The information contained in this email message is legally 
priviledged and confidential. It is intended only for the use of the addressee. you are 
not the intended receipient, please be aware that any dissemination, distribution or copy of 
this email is prohibited. If you have received this email in error, please immediately 
notify me by reply email and delete this message and any attachments. 

Sent~uary 14, 2014 8:42 llM 
To:--
Subject: RE: Future Organization (UNCLASSIFIED) 

Classification: UNCLASSIFIED 
Caveats : FOUO 

-No additional info outside of what we discussed in the past. Heads-upl Conversed with 
and COR this morning ref several CME• s reporting late to their areas. 
can provide the details, 

Thank you, Mr. - -
NEC Director Fort Buchanan 

Sent: Tuesda 
To:
Subject: Future Organization 

-- is there anything else from me you need for the future organization pricing or 
planning? 

11< You, 



.E Systems Group, Inc. 

5835 Peachtree Corners East, Suite A 

Norcross, GA 30092 

CONFIDENTIALITY NOTICE: The information contained in this email message is legally 
priviledged and confidential. It is intended only for the use of the addressee. If you are 
not the intended receipient, please be aware that any dissemination, distribution or copy of 
this email is prohibited. If you have received this email in error, please immediately 
notify me by reply email and delete this message and any attachments. 

Classification: UNCLASSIFIED 
Caveats: FOUO 
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QUOTE 
Store 5,101 8AYA!\r10N 

725 W MAIN AVESTE 860 
BAYAMON, PR 00961 

Z1l 00934 

Phonl'.: 1•111111111• 
Salesperson JMCABfi 
Revif!WBr: 

-------·· 

!l~"'"°"~ 

'No'~~" 

--•t-~---i::..-"'f'-l">' ~'""'~ 

'x"''''= QUOTE 
_,,-------···-~-- -------- -------------' 

0~··• BAYAMON 
----------.-

P;ige '012 No. 6401-263700 

QUOTE 

2013-0S-1416:38 

Prices Valid Thrn: 0812112013 

We le.Sf'fVe !ho 
rn!'.!'rr:~~,na1,,.,, 

to limit l/)Q t)\l,1nli!:"'5 cf 
Cl.t$lC'fT."'F 

SUMMAR)'__ _ ___ ____ ___ _ __ r~- __ I HOME DEPOT DELIVERY ii' MERCHANDISE AND SERVICE 

REF ff V04 \~~ -: 

.s~~~:~je~cH_~~~~e~J s;~~"ft~~r _' _::_ -__ -~. m ~;'°"~"'°' _- - -~ ~~":,,.,.,o, I 
L_no1_.QQ,Qo·12l!:'!l.3.L _2so2LEA!£i<?·1!JFI•.?r1_1 -''•-'-'--··--·· ____ _ ______ /\ C\L~- $4597 s-1.l9."-22J II_ :6; J_ ~::~~~~~-L :i~:+ ~1;~~0~;~;2·~~/ -7 ,,,,.,,.,,,.,,,,,, --- -- - - - 6 ' t> ' N _L___ :~:.:;1 ---~i~~ ~~i 
1 ············· .. · '.·· 

1
--- ~-~ -~= =-=:_·-······· --======-=-1=-~-- -r:;§Jf:r M~CHAkise TOTAL:!! __ $2,406,051 

~. ~~EA~l~~~~~~~:1-·· ···, (J()[ SCl:im\llE_QQEl,£1,IE=YQA~~- ~llbe_:hed~~~l$10 Merchydisol y_J__ $lg ooT ----=S?n~~ 
C ·····-- . ---·· --· _ . __ ---- _ __ cf~ ! _ OEUVERY, SERVICE SUBTOTAL: I ___ S79.1:1Qj 

:::~~~~'\~~;~~-~:~~SETO~-··__ ___ __ - ~~RT BUCHANA-;---=--=--=-:----~--- --· -- __ -J 
--~ ··········--· ..... __ j!IP: 00934 -~~COUNTY: BAYAMON ___ S!-_l:ES!J\)(.f1~ 7.000 ·--- ~ 

,PH()l:1E: .. -·-··· ·---\!§M~TE PHONE: .. ! 

Page 1 of 2 
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No. 6401-263700 Customer Copy 



QUOTE - Continued 

' ! HOME DEPOT DELIVERY #1 
' \--

\f:".V'frt>u"'<I: 

' ~----_.,_., _______ -·--------·-------· ----
LEl!llVER §f!'_CJ~l,_11\fSIRU(;_!!_Of.l_!l;_ ___ L_ 
I -------- ---- --

I 
1---
l Rl;l'~.\104_ 

Last NcHne 

[IQTALCHARGES OF~A~L MERC:~_ANrnsi; & s-~RVICES .... 
f Policy Id (Pl): 

I A· 90 DAYS DEFAULT POLICY-·-•••·-·-·-·-·-··-·····--·-···---··••••0 u·-·-·•···• .. ••••; 

'The H01ne Depot rt=tserves tfle right lo firnit /deny returns Please see rtie 1eturn policy sign in 
stores for detr:.11/s.' 

-----·--~··-· ·--~·-- ______ ., 

Pag•? ;'of 2 No. 6401-263700 

Jdllfil11MWl.lD~llU\'$Il-- . j~:;48s,~s 
r- __ l:_ND..9£.f:lOM[; D_§POT .Ql;l,!\11;.RY • Rf;f' l!_\IQ_'!_ ___ _ 

_SA_l~~~;r~-~~~t~~~ 
-- --~-----~---

. BALANC_EJ:>_l,!E_ ____ _l?L490,58. 

.L 
---~Q_QF_ORDER No. 5401·2.!1.:J.?~---

Paga 2 of 2 No. 6401-263700 Customer Copy 
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QUOTE 
S!ore 6.101 BAYAMON 

725 W MAIN AVE.STE 860 
BAYAMON. PR 00961 

FORT BUCHANAN 

PR ,:t' 00934 

HOME DEPOT DELIVERY #1 

Phone 

Salesper.<;cn ,J~ .. 1CABS 

Reviewer 

W<~< ;>~.,,,-.;. 

C-=,.,..,.,•l,-.. 

~~b\"11'~'-'"'i.,' QUOTE 

.,.,._,,_ t'""""' 

'""' BAYAMON ···-··---·-····· -~------

MERCHANDISE AND SERVICE 

Pogc 1 c11:; No. 6401-263705 

QUOTE 

2013·08·1417;00 

Prices Valid Thru: 08/21/2013 

Wf! rf!se-rve !h'l 1iph\ 10 lttnit \hi!- qn!intl!i1>-; nr 
1l"l"'!ti::fmn1fie.;., ~nf<11o c11~l'l<Til!'I'!-

~~~~RY - ----- --· - - --- . --- - - -- ·nJi~ ·· 1 

~~~To:~~Sg::J ~~3~~~tD~AK;TA~7-~::_A~::-~§l~~Egi~~Ps~0~ ... = ~~~~:~_-_:== - .. ~~-EX~E~~~~ 
..... R02 i 0000·435·246 1,QO EA AVANT! 7-114'X24T.fflJ\M~§.SAW_BLADE '------- ----- I> -N I $5_£.li-- ... 521,88 

R03 0000-446·334 1.00 EA RYOBI MITER SAW STAND I (&, \ N $109.97 $109.97 

:; .. -_::~;;::~~ == =f: -~~ =~~=l~~i~3:~~DP~~7f;fl~~W WILASR I __ ---... 4.'?~\;P - ~- -~- =~= ~~~~~1--- ~t;f '.~J 
BQjL_J 0000-40.!J:~Ql 2.00 EA M\;_(3_!,l!RE·NICHOLAS CARPEN1];fl A!'_RQl>J I ·--- ... __ A _N .. _· ---~1-··· . -~·- S5i.9J.l 

.. R07 0000-622·602 _ 2.00 EA DEWALT 140ZMIGHAMMERI V A N $43.97 $87.94 
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()' )TE , Conlinuerl L3S1 N;in-1p ••••• f:'ane 2 nt J No. 6401-263705 

\ HOME DEPOT DELIVERY #·l \ .. 
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. .. . i 

I HOME DEPOT DELIVERY #1 't_ .. . . 
\ _ rc~•mv'l !l'!l:f#:V.?~--- ·· · ········ ~f4v~~~~~bhi!1\rliiW~fXi.!l}) 

$1,&18,71 
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'The Home Depot reserves the right to limit I deny 1eturns Please see fhe return pnltcy sign in 
stores for details.' 
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00934 
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Pt1orHJ .••••••• 

Salespe1::.Q11 JMCA8S 

Re•J1ewer 

"'''"""""'' 
c.,_.......,_ ltvr-• 

"'~·-·--· OUOTE 

fo,,,, BAY AMON 

-
HOME DEPOT DELIVERY #1 MERCHANDISE AND SERVICE 

Page 1 of.> No. 6401-263702 

QUOTE 

2013·08-14 16:25 

Prices Valid Thru: 08/2112013 
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QUOTE · Continued Last Natne······ Pi1gc 2 01? No. 6401-263702 
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_DEHY£0RY SE!'lVl<C_E SU.!J.IQIAL: I $79.ooj 

THE PCC WILL DELIVER MDSE TO: I I 
CITY; __FOfffBl)CHANfl":l__ ________ -=_-_-_-i--i --~=- -- --·-·· I ADDRESS: 1 002 BUIUOING 
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ALTER_N_A_l-_;,_;,_H_o=:-N_e-, -__ -____ -_-_____ - -~-;!.~~~~-'ll~-~:::::,~----
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····· ~1~i.oil 
l~:~~=Fl=:E«IALIN§TRUf~!=s: ~-----~ ~- - =~ -=~- __ _- -_ _J_-=_ ____ ~D_.Q_F ~QM~ DEPOT DELl\!ERY~ REF #V1 s --:-·--:--j 

STATE: PR 
M>-••~•-••-•·--•-· -

PHONE: •••••L. ·-····-- ------··--

ZIP: 00934 COUNTY: BAYAMON 7.000 

---- ---.------·· ----
TOT AL CHARGJ;~QE_ALL MERCHAN.R!§..1;__~-~ERVICES __ 

Polley Id (Pl); 

A: 90 DAYS DEFAULT POLl(;y ......... " ......................................... - ... ·--···-·-·•··-···-·-, 

'The Home Depot reserves t11e ngh! to limit I deny returns. Please see the return policy sign in 
stores tor details.' 

-----L __ _ _ ___ _!:ND OF Qfj_[)!;_fJl'J_o. 6401-263702 
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-From: 
Sent: 
To: • 
Subjact: Re: Gazebo construction materials (UNCLASSIFIED) 

-£xce] Jent follow-up. Appreciate you taking charge ref providing clarity and (}osur·e. 

Thank youJ -

·-2013 09:15 AM ... 
Subject: FW: Gazebo cost ruction materials disaprpoved (UNCLASSIFIED) 

Clas>ification: UNCLASSIFIED 
Caveats: FOUO -

106 SIG 

Please disregard e-mail fro~ is ref-erring to furnisher purchase and we ar~e not 
purchasing furnishers. Ho,1 _.-gotTi1v01ved ln this I don't knoiv, but she should of 
consulted viith me prior to forwarding thl.s e-mail to you. - also wanted to know if you 
had authorized this purchase, the PR is already approved, All I have to do nrn" is purchase 
the wood. 

Administrative Specialist 
Network Enterprise Center 

To: 
Cc: 
(US) 
Sub·ject: Gazebo costruction materials disaprpoved (UNCLASSIFIED) 

Classification: U1'/CLASSIFIED 
Caveats: FOUO 

Good morning Sir~ i 

For your i.nformation. 

R -



RE: Approval Required for PR: 2100266252 ( L4 ) (UNCLASSIFIED) 

Classification: UNCLASSIFIED 
Caveats: FOUD 

As of this time, purchases for furniture buys is not authorized. Did • 
- approve this purchase? 

V/R, 

~ 
106th signal Brigade/RM 
Ft Sam Houston, TX 78234 

Subject: Approval Required for PR: 2100266252 ( L4 ) 

PR Creator 

Workflow Creation Date: 20130829 

Document Type: PS AXOL 2-Way Single PR 

Header Text: 
Purchase of material for the construction of a gazebo at bldg 527 

Line Item: 00001 
Short Text: 6X6-10FT #2PT 
Material Group: 26RB 
Fund Center: AA3HJ 
Fund: 208010013 
Functional Area: l31R50QOIM 
WBS: 5.0002902.21.01.02 
GPC Cardholder: 
GPC Merchant/Description: THE HOME DEPOT 

Classification: UNCLASSIFIED 
Caveats : FOUO 



Classification: UNCLASSIFIED 
Caveats: FOUO 

Classification: UNCLASSIFIED 
Caveats: FOUO 

3 



SPECIAL SERVICES CUSTOMER !NVOtCE 
.-...,'tc~ 

S!0re 5,~0' 81\YA.M·OM 

7;>5 '/I/ ~AAiN AVE.STE 860 
· ~;;;. ·-..~· , - 8L\ Y AJJ;QN PF~ 00961 

Phoni? f7B7l ·,+78'259-Ci 

SalespPr3cw f\·XRQOP 

RE!v1e1~1er 

This is only a QUOTE for th!!? merchandise :.nd servic@s printed beiov1. This becomes an 
Agreerne-ni upon payment and an endorsement by a Home Depot register validation. 

'"''··-··,.·-~-.. -

BLDG 527 S TERMINAL 

FORT BUCHANAN 

PR ,:< 00934 

,..,~ ... ''•"''•' -('/,....._.,,..., '~"~" 

-----------------
Jo! ['\:>•n·~~"'~- DELIVERY 

C:-t,_.-.,. GUAYNA80 
"'-·~------ -·-·--·--------·--------

fk-'< "''""-' 

No. 6401-264726 --Pagel ol 2 

__ / 

QUOTE is valid for.this date: 0910312013 

HOME DEPOT DELJVERV #1-1 MERCHAND'SE AND SERVICE W•"~'<VO 11
" m:httoll'Oi!fho<>m"'''l'f-"'\ ~ I rnwrhtnrJF;n mtQ t'( r;nnmO'·'l ~ \.--

SUMMARY <Q) ~ 
i REF# V04 "·-·--;,:,.~ ·-·------- -; 

![STOCK MERCHANDISE TO BE DJ;L[YJ;ftEp: _ --- - --~- --=- -~------ --~ --·- !h"<C~~,P.-..- _ --[-~- _ i 
- 13f'.fy_] -sigJ-:- 1_ory [ !JM~ . D. Eg:RJtTl()N_ ---- -- .... - - .. -;;: f?'.'.filx ,_P. RICE E. A. c ... H. .. PTEl;J. §!.ON .. I 
- R.Ql_ L()Q20-1WJ_6:j_L 2600.j_ EA6X6-10FT<ZPTI ··------ / /~ . - ·! - .. ?'.5971 SU_9522\ 

t

' RO;<. __ J_QQ2Q.£.l9'!.J.Z 1 33QOJ: EAJ2Xl01?.PTl!.].j_ . .. .;.\~~:~."'_ __ f\_ ···-·'L.' S29971 .S.<J.822.1./ 
R03 _ j QPOQ. 2so 430 [ ___ e oo_ EAJtxs.12FH2 PT 1 .... _ / .~~ _. \,.v A _ " I $3G 9; §?.?.1. B?I 

~--- __ .. .,." .... _~·~- .. -"-- _ w--- --~--------~~~-"~-.. /--------.. -- _ _ ______ ..... !!.!.5-!:lqJi~~-Q_!S_~ __ !_QI~l,..'.,[~-~-- ~ S2:.1.9§.0J) l 
'DELIVERY INF5lRMATl()f'1;._ _ .. .,-~~-9!:1..§.Q.UU~Q[)§~IV_ERY.i:L~E, _l"!illb§:5.~fll:Jr1.ar![v_!ll ola~l_Sj()_Mef<1@"_(],se . ,------- _ _ ..... i 
I-- VU4 J_Q.Q..00·515-1,)63 L_____J_,QQ_ ~i:;urb§ide_[)ellverv_____ "~_.. --, --· J_ . ti L.. ........ S79 00C __ \y_;1.ooj 

1rHEPC(; .;t:;_i:l~uvERM~~li.r~, --------. -::,_~i\'>~~'- ___ ... ·····~··== _Q"ld\fsRY
1
§Ef!YfS:f;Sl)l3_T.QJ_i>,_!,J ____ .. s7i&Q: 

~ (~';, ~ , I 
!i.~ ...... £Qf11t!\,LC!jfl_Nt\_l'_l_f1Q_... . (k\S)\ 'L:: .. m-····· Crrv: FORJ !3!JCf"1!'tl;IN _ . ··- _ .. 

BLDG 527 S TERMINAL <<"(~'.,',·' 
-~-----·----- -··--------- --.-.. ~---~-._ ___ .,,._ .. _, -""""---~----- --- --·-·-- _____ , .. ,, ....... ,._ .. ~ "-------

L____ _ \,->\'f Y,) " _ __ _ "''. C.O_NTt1'fU.!'()()_N1'1~2'!£"§!'0'.'.' 
, n r;:-S,, 

~ ,,<\\~~ 
\~\\,"-'~ 

<.,'.IJ !J~-
'v 

C-hrck your r.urr~nt order slnlu!; onlinp 3! 

7'/'Ww hn!"rv.x!._,-pof eomrord('r".\!e,L1s 

Pagel 01 2 No. 6401-264726 
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SP!:(,tAl SEr'.'/ICES CUST()V1EFt lf\11/0!CE . Co11!'fltJ(;d Last N;1q1e. - Poq22012 No. 6401-264726 

HOME DEPOT DELIVERY #1 
(Cer<firtJI'~/ h:1Ef!YQ~= 

STATE; PR Z:IP; 0093.'I COUNTY: GUAYNAOO SALES TAX RATE: 7000 
··---·-·---"~ ,._ ------·~"------·----···· 

Al TERNA TE PHONE: • PHONE:·-
.... lii!1~~1''~.'rDS-~-~~""11F 2 4ss , . ------ l:lmM:: .... t~~'1~!o-------"J;;r«J:µ~w,1l11ttWo.~j-~.il _ j __ ,,, _____ :._O_~ 

PRl\'Ef!Sf>ECIAJ,INsmu.cno.N.S: =]~nir~9~;~;,1e5del<JLl1~Qii_a}!L. 

-------·----------·· 
TOT.AL ~l:iJ.\RGES Qf' .Ab.I,, 1\111::8.GHANDIS!;_~_~E;BVJG!::_S 

Policy Id (Pl): 
A: 90 DAYS O:'.FAUL T PO!.ICY•·-·-.. ···-••••• ............................ - ........ -~ .............................. : 

'ThR l.fnnuJ Devot rP.s8rvP." ttw rip/;! ro limit/ deny rerJrn-;. Please see the retvm policy sign !11 
stores for dertlils.' "' 

!-·---·-··-----· ---··---- ·-·-···• ... -
L_ ···--··-------···----···---------_!"N.!)Qf_CJ_fl[l_§f.1 No. 6401-264726 

Page 2 ol 2 No. 6401-264726 Custorner Copy 

. ... _._[!;!:!Cl. OF HQME DE£Q:Ll?!"LIVERV • REF ff_V..Q~. . 

-- -- ···-·· --····--- -J 
$2.485 osj 

SALES TAX $0.00• 

·.·····.· .--. -· .... -.·.·.··--· .. ··.-.. ---.··.·.·-.. ---... 1· _______ TOTAL ___ $~1!t5_.Q_5_ 
BA~ANCE [)U!' __ _ S2.1.!l~,Q5 
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:;TCJRE: (;,J 01 BAYAf>!ION 
F Li)C: 6401 

HOME DEPOT, JNC. 
DELIVERY CONFIRMATION 

FAGS, 
DATE: 
'IJME: 

] 

OS/06/20Ll 
07' 18 

c.;c1: D026486-00·00-00------------··-··-----·-·----- DELIVERY NUMBER 6401-264726\104 

,·,,~'!1tbCt 

'· ornpany --fOET BUCHANPJ; RD 
BLDG ':52 "/ S 'l'ER.MINJ'.l.:. 
!'ORT Bi.JCH.2'NAN, PR 00934 

s·:.::.e '!'),..pe: Ex:.sc:.ng building 
Refercr~ce: DELIVERY 
,J·~uct:a~ Site Co~ditions: 

fa•;or do cntregar antec de lac once am 

;} '-f":Ct :,t):"iS: 

enrregar antes d las once 

ja~ !r1structions: 
~:1tregar antes de las 11:00 a.m 

Delivery Date, 09/06/2013 Time : l"'l 

Work - - Ext. 

Phone ·-1-1 t Phone: 

Pager 

Cross St2: 
r.ot # 

Ext 
Ex:: 

curlJside lJeliveries Only: You are purchasing merchandise thar has been 
ar:~~i~rr~rrrat:--eony HOme Depot for curbside delivery only. Your purchase 
does r1ot. include delivery be1•ond curbt:ide, cn;-pre1ni.se 01 in-hou!:le 
!Addi tiond] ServlceH) ur Ll1e insLallal.ion/hock-up of tnerc.b.ar:idise (1'lon -i1icl;_:ideJ 
Tn::,:tdllatic•n Services) 1 and Home Depot has not authorized its Heme Depot. 
DeJ..i\·e~;:y Agent {I}eJivery Agent) to perform such Additional services or 
Hen· included Irlstallation services. Ir. the event yoc request, and Deli ..... ·ery agent 
;H3rces t. a perforrr, Additional Services and/or Non-included Installai:.ion 
Serv1ces, YOU ASSUME THE RISK OF AND FULL LIABILITY FOR, Al<'I' RESULTING 
µEFSONAL J.NJlJRY, DAMAGE TO PROPERTY, OR DAMAGE TO MllRCHANDJSE. Also, aICy 
h.'nr--~nrJ11dPrl lnst-c.i~lrtr_ion Services shr.il:: ·10.id any express or impJ ied v;arranty 
prvv:.ded by the Home Depot and may· void the manufacturer's warranty on the 
:nercba.ndis€ so installed. By signing below, y·ou acknowledge that :'{OU hove read 
and ful1y understand the terms of t.his waiver and release, and you int~nd it. 
::c b(~ e complete and unconditional release of all liability in regard to a::i.y 
rec~t1.ested Additional Services a.nd/or Non-:i.ncluded Installation Services. 

SIGNATURE ON FILE 

CUSTOMER'S SIGNATURE 

05/03/20.:..:: 



:~~~r·:)J<;:.~. f.40-~ ?,.:,vAMOlJ 
;_,()C': 6'i u-1 

~~1 G02E48~ 00 00-00-

HOME IlEPOT, I NC . 
DELI VERY CONFJ R1>1A'PJCH\' 

::»:F I.; 5FU I7EM DESCRIPTJON 

OGOQ·J29-163 6X6-lOFT #2 PT 
U~00-2:9-41~ 2Xl0-J2 PT #l 
OJC0-260-q3C 4X6 l~F7 N2 PT 

;r.:,.-; Cardir:a~ Curbs1de De 

PAGE: -
DATE, 09 / 06/:>n1? 
TTME; 07: l fl 

DELIVERY NUMBER 64 0 l ~ /.64 726\JC•-1 

--·--- QDAJ\ITITY ------
ORDER.EC DE:.:IVEREI:· 

26.00 
33.00 

6.00 

26. DU 
3'3, OU 
6.0D 

W1\'-..~ 'fl!EPC J',J'J':i' DAMAGE TO PH.OPERTY OR PRODUCT'? {Circle One) Yes No 

------~--·· - - - - -------· 

~-tEF.i::OY .n.CKN:IJWLE:L'GE RECEl p·r OF 'I'HE A8()V8 J.'rEMS .lN 'l'HE QUA!>JTlTlES .SH<)WN lN 
ri-:E "Dl''.L..!.VEF'.ED" c:GLUMN ABO\'E: 

NF.MR I PLEASE FRJNT) 

i'U::':'T(JMEP. Is 5JGN/\TiJRE 

,:_,,., l~J j - (: 0 ~~· b4 86 - (){) - 0(>· 0 () - - - - - - - - - - - - - - - - - - - - - ENI:: OF DELIVERY NUMBER 6 4 o:i . ) f . .tj 7? 6 vo:; 

CUSTOMER COPY 



ra SPECIAL SERVICES CHANGE ORDER Paus o· No. 6401-264726 
SHYe 0·1U 1 HAY AMON 
/2~) vv IV~f\IN .IXVE,STE H60 

BAYAMON. PR 00951 

Phone 
soir.sperson: NXl100P 
RC'.'!l]\'\'UI 

- -.. ---·-·---~ ..... --=~--~~1.,.,.._r;~~~ ---~~--~-.. '""'""FORT BUCHANAN RD 
------~--·---.--------· 

BLDG 527 S TERMINAL 
<:-·••t'N', .. ~ ..... 

______ ,._ .,. _______ ,,_______ ---··- -- - ···-··;ct;~~oEL'ivER·y----.·-------
·-· rn '• 0093~ ,,;,"; GUAYNABO ----------·------! 

__ ., ____ ----------~-------

·-----·-·- ..... --- _______________ ,, ____ , _____ -
FORT BUCHANAN 

1U!JlUl51Hl1 

CHANGE ORDER 

REVISION: 1, 10/15/2013 

DESCRIPTION OF CHANGES SUMMARY-OF CHA-r•friES --- - ......... -- ':!:;,m.,?fcl;~J 1~'1,{~0·1,10.r,1riilf"thii.-quantil;ii,ccor - . , , us orner!: 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Signed By: 

Classification' UNCLASSIFIED 
Caveats: FOl/O 

-Notify your Supervisor if they do not accept merchandise, Supervisor h'ill 
schedule an appointment with HD leadership and explain what occurred. All 
HD i terns are banded and at no pofot 1<as any item damaged or used. 

V/r· 

Classification: UNCLASSIFIED 

Caveats: FOUO 

Sir, 

I spoke with , RM from 106th Signal Brigade yesterday 
pertaining the purchase of material for the gazebo. Apparently the PR 
wasn't approve so I could not certify the GPC. He appr·oved the PR and told 
me to try and return the material to Home Depot if they «ould accept it in 
or~der to receive credit on my GPC. I would try my best to retupn the 
material, but if they don't want to accept. What Noold you like me to do> 

--



Administrative Specialist 

Netwo.rk enterprise Center 

Classification: UNCLASSIFIED 

Caveats: FOLIO 

Classification: UNCLASSIFIED 
Caveats: FOUO 
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Frorn: 
Sent: 
To: 
Cc: 

Subject: 

-~Ve cannot use NAF monies to purchase materials fol' gazebo. 

Rest assur'e at not point viill I instruct any of my employees to assist vlith constructing " 
gazebo, fully a"are of potential liabilities. 

Appreciate you giving it your best attempt to support our request ref caring for NEC 
employees, no further support is needed. 

From: 

SDE (US) 
Subject: F>J: Fort Buchanan NEC request Immedate Processing (UNCLASSIFIED) 

Classification: UNCLASSIFIED 
Caveats; FOUO 

Greetings.- - Construction of ttH? requested gazebo is classified as a fu1~niture request 
and can't be purchased using the curTent justification due to fiscal constraints. You 
mentioned that you were using NAF funding to support this 1'equirement, but you also mentioned 
using OMAR funding. NAF funding should not require routing thl'ough our 58, but OMAR funding 
does of 
cours-e. 

A potential work.ar•oun:d you may be able to tJSe ls to get the Instal'Jrtt:ion Snfety Of'firP to 
provide written justification of the need for covered protection -from tt1e elements (sun, 
rainJ etc.) if no other authorized smoke areas ar-e available. You may also want to have your 
existing break area evaluated to determine if minimum standards are met hthich l-<Iould be a 
morale and welfal'e issue as pertinent. Upon receipt of any additional documentation, vie will 
review and should be able to support your request. 

I'm sure you are all over it, but please also mitigate the following 
concerns: 

- conflicting interest for not getting appropriate b-ids for the wor-k} and of course-, the 
government cqnnot accept free service 
- impact of augmenting your staff to perform work outside of their PD 



- physical factors on PD for anyone performing the work from your NEC 
- any legal implications 

potential injuries/workman's comp issues 
PPE requirements 

I know this isn't what you want to hear, but let me know if I can be of further assistance. 

V/R 

Deputy Director, Area Support Team 3 
106th Signal Brigade 
Fort Sam Houston Texas 78234 

us 
subject: Fort Buchanan NEC request Immedate Processing (UNCLASSIFIED) 
Importance: High 

Classification: UNCLASSIFIED 
Caveats: FDUD 

-Attempted to reach you ref expediting the approval process to purchase tools/supply/and 
safety equipment, goal is to construct a gazebo @ our NEC headquarters NL T 29 Sep 13. ASD3, 
Garrison leadership, and local Safety POC has granted our request, upon r'eceipt please 
process remaining purchase request prior· to Wednesday (18 Sep 13). 

V/r 

Classification: UNCLASSIFIED 
Caveats: FOUO 
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Classification.: UNCLASSIFIED 
Caveats: FOUO 

Classification: UNCLASSIFIED 
Caveats: FOUO 

Classification: UNCLASSIFIED 
Caveats: FOUO 

) 
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