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Introduction

in January 1997, Frederic Whitehurst was suspended from the FBi as a whistieblower, Mr.
Whitehurst uncovered the impreper handling of evidence at the FBi lab. On February 27, 1998 he was
vindicated and awarded a substantial monetary amount in his whistleblower suit against the FBI.

| believe my situation is very similar. While working at the FB!, ! discovered the mishandling of
Electronic Surveillance evidence, and the FB! nad potentially provided false testimony to Federal judges
when applying for a Titie Il wiretap order, and had mishandied investigative records at the FBi. Asa
result of my findings, | believe there is likelihood criminal cases may be appealed and lawsuits initiated
against the FBI for failure to properly respond to discovery and FOIA requests.

In May of 2001, the execution of the Oklahema City Bomber, Timothy McVeigh was delayed
because the FBI failed to provide McVeigh's trial defense with more than 3,100 pages of documents
from its investigation. We see, through my disclosure to the Office of Special Counsel, that the records
management of the FB! is still in disarray, almost 12 years after. Additionally, ELSUR evidence has been
lost and millions of pieces of ELSUR evidence have not been inventoried, EVER. '

| was an employze of the FBI from March 2010 to March 2011 as a Supervisor Management &
Program Analyst in Winchester, VA. | supervised a team assigned te perform “compliance audits” also
known as “Quality Assurance Reviews (QARs) for two FBI responsibilities; Electronic Surveiliance {ELSUR)
. and Records Management.

My FB! employment was ferminated two business days prior to the end of my probationary
period even though | had received an overall “excellent” rating on my PAR just a few short months
before. Also, during my time at the FBI | was also recommended for a performance award. Additionally,
both my team and | were recognized by the AD of the Inspection Division (Amy Lyons) for our
outstanding redesign of the compliance processes.

I truly believe my removal was the result of issues identified while performing these redesigned
compliance audits and my desire to address these deficiencies. During discovery in my separate EEOC
action, | discovered my immediate supervisor, Glenn Murphy, believed § was a whistieblower, (See
attached excerpt from the FBI discovery documents see Exhibit G). | find it interesting to note that the
FBI refers to me in their response as a “whistleblower” (Section 1li B). | beiieve this statement alone
justifies my suspicion that my dismissa! from the FB! based on of the deficiencies | discovered and which
were subsequently disclosed to the Office of Special Counsel.

This case is also about the victation of faw for which | filed a Form 12 with your office, and upon
you review of my disclosure, your office recommended it be forwarded to the Department of Justice.
The FBI violated laws, wasted resources and disregarded their oath to uphold the US Constifution.

Law Violations by F81 Management — Response to FBI Investigation by Scott A, MacDonaid, CPA March 25, 2013
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Investigative Failures

Let me be clear, the FBI violated civil rights of suspects and failed to safeguard Electronic
Surveillance {ELSUR) evidence and other records of the FBL. Before | deconstruct their attempt at an
investigation, ! first want 1o paint out certain significant weaknesses in their investigation.

1. The DO did not do an investigation as directed by the OSC. instead they turned the
investigation over to those who violated the law, namely management within the FBL. [ believe, thisis a
clear violation of “independent review” and provides a clear example of a canflict of interest.

2. The FBi investigation was conducted by two inspectors in the FBI inspection Division. It
has been reported in the media that a Special Agent with the same name as one of the Inspectors was
previcusly dismissed from the FBl for "lack of candor”. He was subsequentiy reinstated but did admit
that he used government property for personal use. This is information | had previously researched
before my interview and made me uncomfortable during my interview.

3. As a test of the thoroughness of the investigation, | did not mention to the Inspectors
the fact that { identified lost ELSUR evidence when | performed an inventory of the HQ ELSUR evidence
room, During my inventory of the HQ ELSUR evidence room, there were two pieces of evidence that
were missing. They had been signed ouf to a Special Agent (SA) in the Washington Field Office. The SA
had since retired and the evidence could not be located and returned to storage. This is documented in
as EC to the FBI adminisirative files. The investigative report doesn’t mention this memo or the lost
evidence. Either the memo was destroyed or the Inspectors saw it and elected to not report the
malfeasance of one of their Special Agents. Failure to mention this significant failure and loss of ELSUR
evidence casts significant doubt on the completeness of the whole report. In other words, the FBI has
cherry-picked items to disclose to protect their reputation,

4. It is my perception, and that of many others, the Inspection Division is a highly political
division within the FBI. Special Agents and Supervisory Special Agents are selected for or volunteer for
these positions to advance their careers and they must prove themselves as team pléyers. It is difficult
for me to envision an investigation of my concerns performed by these Inspectors would be free of bias,

5. It was clear from my interaction with the Inspectors performing this “investigation” they
were not open fo any information outside of their preconceived notions. They refused to allow me to
read to them my prepared statement {See Exhibit I} during my interview. In fact they threatened to
leave the interview and not return. Additicnally, when interviewing Kenneth W. Candell, they displayed
the same attitude. {See Exhibit D} Mr. Candell is retired from the FBI with 40 years of experience and
has detailed knowiedge of the problems disclosed in my Form 12 (See Exhibit K). The FB! has been
provided his sworn statements and has interviewed him. As such, the FBI did have eyewitness accounts
of ali the issues raised but only mentioned Mr. Candell in one of the areas under investigation.

9. The FB! attempts to blunt my allegations by indicating in their report that [ did not have
firsthand knowledge. Using this same logic, an FBI Special Agent wouid not be abte to testify on his/her
investigation of a bank robbery. As a Certified Public Accountant, my work has the same status &5 a law

enforcement investigator and would be admissibie in court. t was specifically hired by the Bl because
Law Violations by FBI Management — Respanse to FBI Investigation by Scott A. MacDonald, CPA March 25, 2013
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of my audit experience and knowledge of Government Auditing Standards (the Yellow Book.) To now say
{ was not involved in auditing the FBI is a gross misstatement of fact.

7. [ have provided a list of 14 witnesses to support my concerns 1o the FBI. The FBI
indicates they interviewed 10 of these witnesses. 1 am left to wonder why they didn’t talk to the
remaining two withesses. For one of those witnesses they did interview, they only spoke to him after
the OSC made a call to inspector Fikes instructing her to interview Mr. Kenneth W. Candel! a retired 40
veteran of the FBl whe | believe can completely substantiated my aliegations. Inspectors SA Fikes and
SA tudlum refused to ask Mr. Candell any questions while he was on a conference call during my
interview. It was ciear to me the FB! did not want to interview Wir. Candell until the OSC intervened.

8. Not mentioned in the FBI's report, system-wide, the FBI Resource Planning Office
estimates there are 2 to 3 million piece of ELSUR evidence that have not been invenioried. Some of this
evidence is 20 to 30 years oid. Because it has not been inventoried, it is doubtful any of this evidence
would turn up in a FOIA or discavery request, because focating it would be aimost impossible. The New
York Field Office alone has 90,000 pieces of un-inventoried evidence. This important fact was not

T

mentioned in the FB!'s “investigation”.

Law Violations by FBI Management — Response to FB1 Investigation by Scott A, MacDonald, CPA March 25, 2013
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Executive Summary of Law Violations

ltem

Law Vioiations

FBI Conclusion

Actual Conclusion

Faise information
provided to Federal
Judges by FBI.
Violation of Title ill
wiretap laws.

“The former ELSUR dotabase did
have technological limitations.
However, this was recognized by
EOU and manual procedures
were implemented to ensure
deficiencies within ERS did not
impact the ability ta meet the
statutory regquirements. The new
EDA system eliminated these
deficiencies.”

FBl admits the ERS system had
dasign fiaws which are an
admission of guilt. Thay further
admit that the EQU knew but
took no action for a problem that
was present for at least 10 to 15
years, “Manual proceduras”
apparently did not work. FB! faiis

i fo sight the following case as an

example of a defendant who
found them giving faise testimony
due to "false negative” reporting.
{Nadia Winstead vs United States
of America DC No, CR-05-90283-
MISC-5I Northern District of
California, San Francisco} See
Exhibit E}. According to Ms.
Winstead's attorney, Mark
Goldrosen, Ms. Winstead won
her appeatl. FBi was given a copy
of this appeal after my interview
with them. Final conclusion, FBI
fully substantiates my claim.

Hidden/restricted
ELSUR wiretap
records would not
allow proper
discovery and FCIA
and wouid have
provided false
testimony to Federal
judges on wiretap
requests,

“Evidence of incomplete Title Ili
searches resulting from
restricted files was not
identified. The majority of
restricted files identified during
the investigation contained
Consensual Manitoring and FISA
applications which were not
gppiicable to required Title I}
“orior application” searches.
Only three Titie ilis were
restricted within the ERS. Due to
the procedures established for
Title lit application review, these
restricted files would most likely
hove been identified during
subseguent searches.”

The FB! investigative report does
not ruie out the possibility of
false testimany was given to
Federal Judges. The just say they
didn’t identify any incompiete
searches over thousands of
records. Their limited
investigation would not have had
time to look at every case. The
conclusian is wishful thinking.
They admit in the analysis
paragraphs they don't really
know the extent of the problem.
Their “most likely” comment is
meant to hedge their conclusion.
Their conclusion completely
ignores the fact that discovery
and FCIA reguests would not
have been properly fuifilfed which
is a violation of faw.

Annual Wiretap
Report to Congress
was incomplete and
fnaccurate.

“Evidence of Annual Wiretap
Reports (AWRs) and other ELSUR
Inguires Containing Inaccurate
Information Was Not {dentified.”

Again, the fact that they didn’t
identify any problems in their
shart investigation is wishful
thinking. They did not have time
to review all data and compare to

Law Viclations by FBI Management — Response to FBI investigation by Scott A. MacDonald, CPA March 25, 2013
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all AWRs. { met numerous times
with the Program Manager and
discussed the problems with the
AWRs. The fact that they don't
reconcile the AWR to the ELSUR
database is also very troubling, If
they don't reconcile the two,
then the repcris are of
guestionable guality. The AWR
alsc contains time estimates for
each wiretap. The time spent on
each wiretap is a guess at best.
The more time spent on a wiretap
the more resources get assigned
to a Fieid Office. With no checks
and balances on time spent, the
statistics cannot be accurate.

6 USnrefiable data in
ERS contaminating
the New EDA System.

“Evidence of Unreliable Data
from ERS Contaminating the
New EDA System Was Not
Identified.”

Again, the use of the term “not
identified” simply means they did
not lock far encugh, There have
to be data problems with a
database of this size. The only
guestion is “how big is the
problem”? Given the history of
the ELSUR program, it is doubtful
the data contained in the old
system were properiy loaded.
Additionally, there were prior
data loads into the old ERS
system that had significant data
integrity issues. This was outlined
in documentation the inspectors
found, but did notinclude in their
report.

7 Records are not
stored gccording to
records [aws
contained in CFR 36
1236 thru 1238

“Evidence the FBI Did Not Store
Records or Certify Record
Systems Properly Was identified,
but Mitigated.” See below for
detailed problems with the
sighted 36 CFR sections,

How are improper storage
facilities mitigated? Answer, they
aren’t, This conclusion is wishful
thinking again. The FBI record
contains numerous demands by
NARA for the FBI to bring their
facilities intc compliance. ALL FBI
facilities are out of compliance.
Their systems are also out of
compliance with NARA standards,
| gave the inspectors an example
of the use of Sharepoint that is
not DoD compliant being used in
the FBL FBlis cut of compliance
for ALL facilities, including Field
Offices and LEGATs. Thisis a
violation of Federal law.

8 Violation of CFR 36
1236

Says they are in compliance for
ernail but doesn’t say how.

Section 1236.22 gives specific
guidelines for managing
electronic mail records. Under
Federal taw, EVERY email is a

Law Violations by FBI Managemeni — Response to FB investigation by Scott A. MacDonald, CPA March 25, 2013
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record. The FBI has no system to
catalog and control emails. Their
“system” relies on manuai sorting
of emails by the recipient. if an
email is embarrassing it won't get
indexed or saved. When an
emplovee leaves the FB! thay are
expectad to review all of their
emails and make sure ail
“important” emails have heen
printed and indexed into the filas.
This is not happening. The
standard for racords
management systems is
Department of Defense Directive
#5015.2. The FBI systemns do not
comply and they are breaking the
law. Milions of emails are going
un-filed and un-indexed. Notto
mention text messages and other
social media. The FB! doesn’t
have a clue as to how to control
this. Yet they say they are
somehow In compliance. Again,

- wishful thinking.

S Violation of 36 CFR Says they are in compliance for
1237 audiovisual, cartographic and
refated records but gives no
specifics.

This section requires specific
storage and inventory
requirements for these records.
The FBl has aiready admitted
their facilities do not meet
requirements. Additionaily, this
CFR reguires annual inventory of
these items. The FBI does not
perform annual inventories on
these itams,

10 Violation of 36 CFR Says they are in compliance for
1238 storage of microform
documents but gives no

: specifics.

This CFR section covers storage
and inventory requirements for
microform documents. The FBI
has already admitted their
facilities do not mest
reguirements. Additionaily, |
personally withessad microfilm
being stored in the open, exposed
to sunlight and with no
envirpnmental humidity controls.
Finally, the F8I does not perform
annual inventories of these items.

Violation of 36 CFR Another oversight in the FBI
Section X} Subpart B report.

36 CFR Secticn X Subpart B
requires that the FBI follow ANSI
and ISC standards in its records
management process. The FB
doesn’t know what these
standards are much less have
policies and procedures to
conform to these standards.

|

Law Violations by FBI Management — Response to FBI investigation by Scott A. MacDonald, CPA March 25, 2013
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il

improperiy filed Sept
11, 2001 ELSUR
evidence

“No instances of improperly
Fited September 11, 2001
Terrorist Attock Evidence Were
ldentified”.

After | performed the inventory
of the HQ ELSUR evidence room, |
wrote and filed a memo
documenting the process and the
fact that data was bulk filed. Why
wasn’t this memo made available
to the Inspectors? The memo was
reviewed by Unit and Section
management. The ELSUR
Evidence Room at HQ was
specifically established for 9/11
evidence. The bulk filing of
avidence of any type is prohibited
by FBI policy. A memo was
written to the files documenting
the bulk filed storage. Evidence
has apparently been destroyed
on the inventory | conducted.

12

Lost ELSUR evidence

Not addressed by report,

As a test of the thoroughness of
the investigation, | did not
mention to the Inspectors the
fact that { identified lost ELSUR
evidence when i performed an
inventory of the HQ ELSUR
evidence room. During my
inventory of the HQ ELSUR
evidence room, there were two
pieces of evidence that were
missing. They had been signed
out to a Special Agent in the
Washington Field Office. The SA
had since retired and the
evidence couid not be located
and returned to storage. This is
documented in a EC to the file.
The investigative report doesn’t
mention this. Either the meme
was destroved or the Inspectors
saw it and elected to not report
the malfeasance of one of their
Special Agents. Additionally, if
this evidence was Title ill
evidence, the FB| should have
notified the Courts, Failure to
mention this significant falture of
the FB! cast doubt on the
completeness of the whoie
report.

13

Audit Scope Limited

“No Evidence Mr. MacDonald’s
Audit Scope Was improperly
Limited Was identified.

The inspectors were provided 2
sweorn statements by two former
FBl employees supporting the
allegations that the embarrassing
questions were resisted by FB
management. Additionally, the
investigation by the FBl admits

Law Violations by FBI Management — Response 1o FB! Investigation by Scott A. MacDonald, CPA Mareh 25, 2013
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the embarrassing guestions were
removed. The interrogatories
inclucded in the zudit for RMD
addressed requirements of the
FBI Federal Records Officer, who
was the AD of the RMD. Since
the guestions to be asked would
have found a dereliction of duty
by the Federal Records Officer,
the guestions were eliminated.

14 Historical ERS files in
danger of destruction

“Evidence of Historical ERS Files
Al Risk of Destruction Was Not
identified.”

Destruction is only part of the
worry here. The FBI admits these
are important documents, but

i they have not heen indexed into

the main indexing system (ACS}
which is a violation of FBI palicy.
Additionally, since they are not
indexed into the ACS system, they
would not be found during FOIA
or discovery requests. The FBl is
attempting to hide these files
from public view as they are
embarrassing to the FBI and its
management. These files are
long past due for submission the
NARA,

15 ELSUR evidence is not
being inventoried as
required by law and
FBi policy.

Not addressed by FB!
“investigation”.

The F81 has millions of pieces of
ELSUR evidence that have not
been inventoried. For several
years, the FBl has been using &
"har coded” method of
controlling ELSUR evidence,
Unfortunately, the ELSUR
evidence placed into the ELSUR
avidence rooms before the use of
bar codes has not been
inventoried. In my personat
discussion with the EQT at the
New York Field office, she
estimated they had §0,000 pieces
of evidence. System wide the FBI
Resource Planning Office
estimates 2 o 3 million pieces of
evidence are not cataloged or
inventoried. | personally
reviewed a report prepared by
the RPQ on this subject. As|
identified tost ELSUR evidence in
the inventory perfarmed on the
HO ELSUR evidence room, the
probability that other ELSUR
evidence has been lost is high.
But because the FBl does not
perform an annual inventory of 2
to 3 million pieces of ELSUR

Law Violations by FBI Management ~ Response to FBL investigation by Scott A MacDonald, CPA March 25, 2013
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i

be known how inept the FBIis at

: l evidence, it will probably never
i
|

] | maintaining ELSUR evidence. !

Law Violations by FBI Management — Response to FBl investigation by Scott A, MacDonald, CPA March 25, 2013
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Conclusion:

The FBI's investigative report found all of my allegations and concerns as stated were true but their report is an
atternpt to obfuscate my allegations and concerns. it uses anguage to obscure their findings of FBI not providing
known ELSUR information to law enforcement officers that are swearing to facts cantained in their Title !l
applications made before a Federal judge. It also does not adequately address the concarn of improper responses
to FOIA and discovery reguests and outright flaunting of recards management laws. The FBI specifically statesin
their findings that they don’t really know the extent of the problems. There is ample evidence to conclude that
Federal judges have been misled by the FBl and FCIA and discovery requests were not answered properly.
Additionally, the FBI readily admits its records storage facilities are out of compliance and they don't maintain
existing records are required by 36 CF5 1236 thru 1238, They are thus in direct violation of Federal Law,

And finally, they readily admit the ELSUR ERS program had “technical” preblems, which means the ERS system
provided false information that was then refayed 1o Federal Judges on Title i} wiretap requests. They were even
provided with case law to prove this.

There is enly one conciusion: civil rights have been violated, Federal laws on records retentions and records
storage have been violated, which has the result of Freedom of Information Act requests responses ang discovery
requests being incomplete. If FOIA and discovery requests have been incomplete, every case that the FBl has been
invoived with has been tainted. | believe the findings contained in the FBI investigative report have identified
mismanagement of by FBl managers. The only legical action to be taken by the FBI is to relieve the managers of
RMD of their duties and find qualified individuals who will net willfuily violate Federal faws.

Finally, the FBI report is incomplete and fails to disclose other law violations {i.e. lost ELSUR evidence). [t has been
prepared by individuals who are not independent of the FBI and who have a vested interest in providing a less than
complete report.

Law Violations by FB! Management — Response to FBI tnvestigation by Scott A. MacDonald, CPA March 25, 2013
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Exhibit A

Biography of Scott A. MacDonald, CPA

Scott A. MacDonald, CPA has more than 32 years of accounting and auditing experience. His
background includes eight years with two of the largest accounting and auditing firms in the
world. Three of these eight years was with Price Waterhouse {(now PwC} in Washington, DC.
While at PwC, he gained expertise in the use of the use of Generally Accepted Government
Auditing Standards (the Yeliow Book). It was his vast auditing experience and his thorough
knowledge of the Yeliow Book that caused the FBI to hire Mr. MacDonald.

Mr. MacDonald also has extensive experience in the design and staffing of audit and
compliance engagements as well as the use of statistical audit techniques. He quickly found
that the compliance programs at the FBI failed even the rudimentary requirements of the
Yellow Book and did not use statistical sampling; both a significant deficiency that rendered any
compliance work as near useless.

Law Viglations by FBI Management — Response to FBI Investigation by Scott A. MacDonald, CPA March 25, 2013
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Exhibit B

Paragraph by Paragraph Response (se.

Exhibit C for report with paragraph numbers)

Law Violations by FBI Management -~ Rasponse to FBI Investigation by Scott A. MacDonald, CPA March 25, 2013
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| paragraph

Respanse

2

This paragraph attempts to gloss over the biggest issue raised in my whistieblower
disciosure, that of “false negatives”. But it is clear from their analysis that ERS was a flawed
system and false testimony was given 1o Federal judges.

25

The statement that | was unaware of ELSUR indices search variations is untrue. | conducted
numerpus discussions with the Team Lead of the Analysis Team about search criteria and
we reviewed several exampies. Additicnally, an FBI Memorandum is not official FBI policy
as it has not gone through the normal policy review and publication procedures, As such, it

| is simply the opinion of the person writing the memo. Additionally, since 2003, there have
" been numerous changes in indexing policy not documented in a memo.

27

There was no formalized tracking of errors.

29

I read the Red Team report. It did not specifically address any of the disclosures made by
me. It was however a stinging indictment management of the Records Management
Division, especially UC O'Clair, that they had failed in the proper administration of the
ELSUR program.

28

Note that the FBI fully admits that the ELSUR Program Guide has not been completed, But
in paragraph 26 atiempts to rely on a memo written in 20C3. A 10 year old memo is grossly |
inadequate for the administration of a program such as ELSUR. This in itself demonstrates
the gross mismanagement of the program by management of the FBL

30

The infermaticn contained in the old ELSUR system had significant integrity issues. Loading
that information into the new system would not fix the indexing issues of the past. Simply
put - garbage in garhage out. In any event, the new system would not absolve the civil
rights violations of the past. Additionally, the last sentence attempts to gloss over the issue
of “false hits” by stating there were manual procedures that prevented this. These manual
orocedures did not stop “false hits”. See Exhibit £ for a case involving false negatives. 1.

The report glosses over the issue of "false negatives” in Title Il searches to
determine if the potential target of a wiretap had been previously wiretapped. Paragraph
30 says something about manua! comparisons being done, which would negate the use of
an automated system. The inspectors were given a copy of a case {Nadia Winstead vs
United States of America DC No. CR-05-90293-MISC-51 Northern District of California, San
Francisco — See attached Exhibit E}, where Ms. Winstead filed an Appeal for contempt of
court and sighted “faise negative” wiretap searches as a basis for her Appeal, which
according to her attorney Mark Goldrosen, she won. This case (on pages 15 and 16) clearly
indicates some of the issuas surrounding false negatives. In my disclosure | disclosed that
false negatives were aiso returned as a program fault and were sometimes solved by re-
booting the desktop computer. But following Federat law should not be dependent on re-
booting a computer. Additionaily, EOT personnel did not re-boot on every negative search
nerformad, oniy thase for obvious names that would have been expected to return a
match.

31

The FBI admits in this paragraph that the oid system was inadequate. This is admission of
guilt. ¥8! management allowed this to go on for over 15 years. Further, there were no
“manual” procedures that would catch every “false negative”. The wording of this
paragraph is an attempt to hide the most serious civil rights issue. By first stating that the
system “did have technologica! limitations”, is then followed by the word “however”. This is

i a devise used to distract the reader.

32

in the middie of this paragraph, the FBl again admits guiit. “...it is possible the records of
wiretap subjects in restricted ERS files were not identified...”. And further admittance of

Law Violations by FB! Management ~ Response to FBf investigation by Scott A, MacDonald, CPA March 25, 2013
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guilt “.... Affiants were not able to fully and completely staie to the courts in which there
were wiretap applications whether there were prior Title || wiretap applications for their
subjects”. Yet in the conclusion the inspectars attempt to ignore this possibility.
Additionally, in this paragraph the FBl states there were 15 to 20 restricted files, yet in
paragraph 36 they indicate there were 47 restricted files.

33

“Access to certain ERS files was restricted...” The FB! admits guilf. If there were hidden
files, searches were incomplete by definition. Additionally, FOIA requests would not have
been answered properiy.

34

It doesn’t matier that they were reviewed periodically, searches are conducted daily. This
paragraph confirms my disclosure. The FBI is guilty. Secondiy, ELSUR RM Alexandria
MacPherson initially was not aware of the restricted files until several months into her
tenure. And even then she was not given access to the restricted files for several months
afterward.

36

The distinction of consensual files is of little importance when answering FOIA and |
discovery requests. 5o by the FBI's own admission, they have 47 cases where discovery and
FOIA response might have been inadequate.

37

The FBI admitted records were restricted. To say that they did not identify problems with
search results has no bearing. The FBi (s guilty of improper searches and maintaining
hidden files. ‘

43

| had several conversations with ELSUR PM Alexandria MacPherson on the problems with
the Annual Wiretap Report. The fact that it was being prepared on a spreadsheet indicates
the non-technical nafure of the collection methodoiogy. Ms. MacPherson readily admitted
that the AWR was not accurate. She specifically had issues with the AWR in reporting how
much time was spent on each wiretap. This information was sometimes obtained from the
field offices, but was only an estimate, as the FBI has no time keeping system that would
give them this information. As such, this information is not correct and it is not disclosed to
Congress how the information is obtained and the limits of it accuracy.

43

The Inspectors were given the specific recordkeeping laws that were violated, as i gave
them my detail Form 12 disciosure. To say “unspecified federal record keeping standards”
is a gross misstatement of fact.

47

M, Candell informed the Inspectors of ERS known data load issues from prior data loads

[ processed into the system. This issue was not addressed in this “investigation”.

51

UC O'Clair admits to improper filing of data. Yet later in the document it is staied they were
not. The new TRIM system does not fix prior FOIA and discovery issues. The FB} has broken
the law,

52

There are no ELSUR records there, but the Alexandria Records Center contains miliiens of
other F8irecords that are rotting away because of improper storage,

P 54

Admission of guilt. ALL records storage facilities are not in compliance with NARA
standards. Not just the ARC.

55

Doesr’t matter if the FBI was fully engaged. They have broken the law,

59

i During the inventory, | identified several pieces of ELSUR evidence that had been lost. They

had been checked ouf to a Special Agent who had subsequentiy retired and had not
returned the evidence to the ELSUR evidence room. This iost evidence was documented in
an EC | wrote to document the inventory process. It isapparent the inspectors did notdo a
complete review of the record or chose to not mention this fact in their report.

58

It is incorrect that | stated | didn't see anything else on the boxes.

60

In paragraph 51, UC O'Clair admits evidence was bulk fited. Paragraph 57 admits the ELSUR
evidence room at HQ was opened for September 11, 2001 evidence, 5S¢ what other
avidence could it be in the HQ ELSUR room? This Conclusion is an outright misstatement
of fact.
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66 First { was hired because of my "yellow book” audit experience, then this conclusion says |
had no audit responsibilities. The items in questions were not removed until | left the FBL.
The FBI has shown ng evidence of redundancy in their findings.

70 The files have not been indexad into ACS as required by FBI policy. Any FOIA or Discovery
reguests would have excluded this information.

75 [ read the Red Team reports. They did not address any of the issues raised in my disclosure.
The use of this “excuse” by the FBi is frauduient.

76 It is good the ELSUR program was moved. It confirms that RMD did not have sufficient
management expertise. However, the movement of the program does not mitigate the
violations of law by the FBI in prior years.

78 States they were removed because of redundancy, but still does not state with what policy.

79 Bulk filing of evidence is against FBI policy. Additionaliy, all FOIA and Discovery requests

waould have been incomplete.
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Exhibit C

— FBl Response to OSC with Numbered
Paragraphs (Cross reference for Exhibit B)
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resporse o Tt poopsree] was uereleds] 1o FLEUR reserd menibemenoe, hewenss 30 wis (e sulbe
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Exhibit D

— Sworn Statement by FBI Expert on
“investigation” performed by FBI
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Mates an my PBI Inlesviaw concarming RMD records manageneent wnd ELSUR i

intarvigwed by: 54 Dierdre Fike and 54 Andrew budiunm

I'wis gsoorted 1o 2R office in the JUH Duliding where the itervisw was Lo take place sod introduced W 54
Biprdrs Fike. 58 Ludium informed me this interview wak soourring Based on joformation provided by Seotr
Machorald and lnformation he ks Daas privy tod as & wirness via tebephnne to M, MacDansid
statement,

R

Fasked if this interview v being recorded. 55 Ludism spid no. ( then asked if thay have resd my Hle, 54
Ludium said “what Gie", [ responded "my personnid file”, 34 Ladium said ao ond that they ked a protaco!
to (oliow for this inkervisw,

$4 | ndinm presented 3 1-page document undated to me for review and askod I D wrote 1t 1 reviewad @
and respontied, yves, He then asked v this the “white paper” fo which W, MacDonsid referred. 1 said it iz
the yerond one, bBcause i had 2-pages, and the first “white paper® | wrate wos orly page one of this
dacument. § eaplisinnd, | added the sdditional second pege was addgd ot the raquest of 58 White to
support bis afforts to try an obtam money capturad from drog invectigations. 84 Lodiern e the docwinent
85 e with 8 cemmznt to the effect that he saw nothing wrang with the information stated in the
document.

Abvouk this tirme, SA Ludium ssid he anderstood thet Twes a detall persan, but 1 couwld Bmit my responses
o the guostlons asked since they kad 2 short time frame Lo propare thelr resperge v DO, | wpbied that |
wotld attempt to do so, But | wouid frame my responses within the context of the information thod 1o
share I assist them in undersantding my answer, He raitersted they had a protacal te follew and Rad goly
planmad an hour for my interdeve

He asked how long | worked in ELSUR. | responded | transfered from the S R-Dex program ag a WIAPA fo
she BRAD ELSUR position n danuary, 2007,

Lofferad information about pay arrval b thig ELSUR Unil cuncerning the lack of the Iollowing documents:
ELSUIR Policy, TRS Bmgram Guide, ERS User Guide, EAS ormor co de definitions and rectificetions.
Additdonally, 58 White and MIAPL Gavle Jones informed me these were being developed,

Sa Ludium pgain complained io me about how e did not need detals snd that they had 2 protooel 1o
frillow,

54 Lud gt gsked me what ! knew about ERS. Y said, ¥ marned the system by communicating with the T

person, 1L Woodall who was responsible for the RS computer programs. | obtained from M. L wosdall

the ERS program code with 5& White's permssion 5o F roudd review e ADABAS programs n preparation

for developing a repizcement ELSUR systen. SA ludiio askard i fwas 8 programmer. | stated | was nat. 54
Lagium then asked what skills or training | had to perform this vevisw, | informed him that thraughout fryy

career | had vy nteliigent mendois willing to share gnd educets me, recsived training at DODTL, Rureau

of the Census 1980 slectrotic files, FBI UCR Program, the slactronle storage for the Law Entorcemeant

Cificers Bifed Program collection decutrenty, sstablished the elecirenit capture of the intervisw protocn,

and the MIBRS and N-DEx F8 progroms. Apaln, $A Ludiem shawed his dkplessure with the depth of ray ;
response and redterated his admoenishment,

5 Ludium then asked (F1 knaw of anything @loe about ELSUR thist | was tot wskead. | retpornded thet | dy
any eheluf that thare i an undogymented process 1o “hide” ELSUR datz when a da seaveh s performed
by an EOT o ELSUR Unit MAPA. He inquired as to what | eeant, § explained that subject informatics would

[

P

-’
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be eptered using the normal entry procedure, Jutthe EOT could requast s 4ath responss restricton b ;
shared onr tawe file number whereby & positive subject bit would ngt be grovided 1o #n ssarch inguiry vas -
requested. § also stated that | conferred with 54 White concerning this puotadure and b referred me to

RIAPA Gayhe Jones. MAPA junss wak ufset that Flaew slaul this amtgaler fegtore, $A Ludlaw asked me

it | knewe weby KYAPA Janes was upsot, §opined that | did net Sa udivm then Inferred to mae that this

preceus may e shove my pay grade and that bnay not know this, | opined, | caneot speak to that but |

stated it was known to the Porthend U0 EOT, Jan Poff. SA Ludiem them stated to me Ehis io the firct Hime

thay hawe heard about this “hide™ process, snd that if they could not correborere my infarmation, then |

may be called 1o present this nformtation Undet oathin the futwre. | responded by saving Fm ready to do

3o and lat's go across the street 16 the DO 1S office to do it while | am kere, S& Ludiom ingaired what

evidence would 1 Bad to suppodt my statement on the “hide” process, [ informed himthat | had none,

since | followsed the remove any bureay materisis on this ksoe, but 1 have provid ed hingwith the names of

the (ndrwidugis with spedific information on this procass, S8 Ludium then asked if [ knew whether the

"hedd” requested by EOT Pofl wis portormitt], { slated Whal it was, 54 Ludlum asked Frow b kiaw Uhis, |

stated that | found wy natee, the Ale number, the date the request was perfermed by the 1T person all

remzrked in the specific ERS Frogram used to execute the request. S4 Ludlum then ashed If | khesw how

many filos were remarked in e program. | responded that {did aot courd thee, and ke oftared could it

be 15 or 20, § 5330 mavbe, SA Ludlurs then asked me whet § thought BAPA Iones or 58 White say shouwt

how mawy fiies are handied this wavy. | 5aid S White would nat know since he deferrad my nguiry 1o :
MAF & Jones, For IMAPA jones, T suspected she would not remenbisr our o farcation on this sulject. |

B4 Fike asked somne follow-up questions after some of my sharten respansss provided 10 SA Ludium
g uires,

£4 Flke surprise tmp with two guestions: First, she seforonced my swom stotoment wharo 1 said that |
thought laws were broken, She spocifically ashed what thase faws were, 1§ resgonded that | could not cite
the lawes, bt staced the faws goveming sn THie 11 applicant swearing in Federa? Cowrt thed recaed searches
were parformed, Second, $a Fikn asked me “why b dide’t file rmy own form 127 Fstated that | wes near
rekirizene nt and did ot want 1o suffer the pirsical and meotal problems § had observed In persons that
had dong so. She deked me fo specifically identify such & case. | offered the case of rmy Former boss,
Wlarvictotia Pyne, where her case toak S-yrats before adjudicotion. | stated | wizh to not suffer those
thinigs | obserend in Muaryvichoriz in my retirament, boet would provide supaarr to those whe did so.

54 Ludlum and 52 Fike ashed if there was anything glse [ would like 10 say, | said yes, and scked why [was
not oskod about Reconds tanagement, sech as the recerds provided to U O°Clar by 00 personn
comtalning the | Edgar Hoover persannel tile, and the beokgreund fles for Directors Sessions and Webster,
freceived nG respanse and wes shortly sscorted froe the bolding,

af'; ,... A
{?FW&G{ (e B ﬁi’f;i&j’f/g
kenith V. Candelt Date l
Hettred
Manazement and Program Andlyst, FBI
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Exhibit E

Nadia Winstead v USA - lllegal wiretaps
caused by problems with FBI searches of
records (See pages 14 thru 16 for
discussion of evidence problem with ELSUR
records issues including “false negatives”.

http farandiuryresistance org/ffiles/Winstead Appeal Reply.pdf

Note, the contempt charge was ultimately
dropped against Ms. Winstead, due in part
to the errors of the FBI.

See this link for dismissal:

http://www.indvbav.org/newsitems/2006/12/24/18340237.0hp
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NER 0517210
IM THEUINTTRD 8 UATES COURT OF APPEALS

FOW T MINTE] CIRCULT

INBREGREAND JURY INVESTICATION DO e CR-QS-90293-RIRC - .
51 ':
Worthern Migiric ol Cadilnrma, !

San Franeisen i
NADTA WINSTLAD, :

W ness-Appeliant INOLR SUal
Y.
UNITED BTATHS OF AMERICA,

Appeliee,

¢
)

Appeal fram the United Slates District Cowt *
fus Ui Morlhorn Disteiet of Californias i
The Hunorable Susan Histon, Disteict Jodge, Presiding :

WL SE-AFPELLANT'S REPLY KRIEF
IRECATCTTHRANT WITMNESS APFEAL]

Bark Cnldrosen

Califorpin Sinle Bur No. (01731
255 Kansas Street, Suile $44)
San Franciws, CA 84103
Telephene: (4153 3635-9600
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WS, (8- 1TATN
INCIHE USITEIS S PATER COLRT OF Appialy
FORCTTIR SO CIRUCIT
IN RE GRAND JURY INVES (GA NN DU No. CR-US00292-MIBC-
4l

S . Northern District of Calilormig,
San Franesoen

NADLA WINSTEAT,
Wimess-Appelian

V.

LINITED STATES OF AMERICA,

Appelice.

Appeul Fom e United Staes Tistriet Court
For fhse Notthern Districd of Calulorniy
‘the Lonosable Susam [lwton, District Judge, Presiding

WITNESR-ATPELLANT'S RYPLY BRILY
IRECALCITRANT WITYERS ATPHRAL)]

ARGEMENTY
I Winstend’s Prefiminary Showing That She Wi the ¥ictim ol Hiegal
Elecironic Surveilinnes Wy Stronyg, Hequiring the Sovernment to

Wlalie an Eocquivecal Bosponse

The govermment's argument thar Winstead™s claim ol'iliegal clectronic
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surveillanse was weak igaotes M ingh Closull proceduil tht & witness sood oy
ke 4 Mmere assertdon” ofuniawill sueveillence in order o frigeor the
mvormnent's obligation o provide an onequivosdl resporse, Undied Stafer v
Fiefpush, 302 F24 1257, 1ASR {9 L2 1974Y. See wfvo do re Boam, 432 1 .24 b
{239, 1247050 00000, Gy, 1H71) (1D s were 1o botd thet o widness could muke s
‘el naby whep e has found wo electroniv bug i his home, heerd mveterious
besepes an hig felephuone, or rilled the tes of the Jestice Dopartment, we woukd
mevely suvcesd In envouraging e govonunenl L& Inprove its scomdty ax well as
s wehnodogy™ ) i re Grand Jury Procecdiagy leemann), 604 F.O4 423, 428-29
(FMCIe 18Ry United Stetew v Sadory, TOT .20 1294, 130102 11" Cir, 1953).

T addition. the conet In Hepne, whiel invalved surwiflanes of polies!
acthvists ko this case. meongnized thie the governuent's history ol moniloring
First Amendment-related st e caa dsell comprise purt ol the laotuul
alicydlion et servellbance oceurred;

T be avre, appelloms have merely assaried dat wireslapping lms been

wead upsingt Uem. Bu fhis iy ot ocose whore a ressonable man

wonhd e stariled L0 learn tha edeclonic envesdropping bad, in tact,

bewn peed. Un the contrary, In view of the govermment's wall

pubiicized anxiery sheut the anrd-wer activities planned for May,

1971, it would wlmost be more suzprising it sowe mlephonos had nat

beer: tuppod. We do nat mean o supgest el 2owitiess can invoke the

procedures 0l % 350403 (1) only when un allegtion of wivctapping
seums plausiboe on its fecs, Bt it is importtant o avoid

[
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arsvonceptivns sbhout the patare of eppellants™ olaim, Their :

attegations suvely Sumen be divpussed as patentty fitvolous; anr conld

we safely wsperd thad they have heen made In bad fahh in osder W

vhstruet the crand jury, The govormmon, not appeliant, has the

i forznalion which can substantiaio or dissotee thelr conteniivuy, g

for that resgor {onpress expoiod that the eadon of poing foreesand v

would stifl 1o fhe gevormment. g
S wt 1239-30, Svanss veasaning applies witho at fsl egual foree i Winslond's
caws, wharein the governmaent ey baen enpaped 1o o wobi-sloee, roultiooar
tnvestigation of the animal rights movimpent fnvolving wirctepping and all manner
of othar eivetronie snd nom-slectonie sarvelllonos of polilics] activists. See FOR
=12 (Deglaration of Allomey Chestine Carsig).

The poveremenls reliunve on fr re Grand Jep Froceadings Guerett), 173
F2 {9 Ol I9EAY por caviarn) is misplnced. See Governmonl’s Bried
MG 337l 130 A the district eourt stased in its order bere (COR 60), Garrew
drwes nof stand for the propesition that aliegations of vawsual noises huard on
tetephones wre insudliciont to wapport 3 winese's ofalm o iHlegal elecmoniv
surveilkoce, Uarrard g prefiminey showing of legal elecironic surveiliunee,
wiich vt basext on slloged probloms with his elephones, was aol fouad 1o be
inwdoguate to trigger & govoroment response, Rather, the count in Garretf alformed

(e comtenpr onder becatse the govommienl poequiveeaily denfed the gge of

vloctrowie survoillanee: fhe governinent s seyponse ingludad four affidavitg lrom

AT
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sase sgents who allirmutively winied “thal clectronic surveilbance hiss not been
weed tn the mvesligalion by sither ovidence Lo e againet any of the suspecied
coconspiratiors” Ao af 1073, Giereess thus suppords Winstead's cluim in this case
rivad dhe goverimen) s obligutod to make an uncouivecad response and that the
geclapmions 1 subrzilied do vt maest thet stendsrd

Stgnilivaply, the govermumernt™s claim tha Winstead's showing of itlegal
elentpoice surveillanoe 15 weak jociodes oo mention of fhis Coart’s recont apinion
b e Gremd furme Brvestigation, 2003RCLE7E, Joko Dae v, Dnited Steves, 437
.30 835 (9™ Cir, 2008} (por euriamy (hercinafier Tinc™). Tn Do, this Court
uphald the suilleicney ol the wilness's showing which was sed primerily on hig
Pzt homed odicks™ during tchephone conversations. Fdl at 8577 As seatedin
the npening tried, Winslend"s showing of llegal eloctronic survetllene wus
considerably stronger (hum st fu Do, ;"ai_)IB at 17, The povermnent does not
dispute this sppument and mukes no attermpt to distingoish 2oe, in which the
peingss s dec larations were vot Found to b wodk oy spoculative; rather, oven an
ifae shiovaoy in Ddoe, iy Coore “hald] seriows doubts regarding the adequacy o the
IEI apem declarmion in rebutting Doc's claims.™ Dme, 437 70400 ot 857,

e ailst slolod that loge! owdl he oxchanged with an stiorney had heen
mtereepeed twice, D, 437 Fo3d a1 457

4
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A,

The poysenment glso it mcorreel el lav epliroenzont use of other
et pation methods, suck as non-glectronic survillanese and scarch warrants,
puezests that no elecironie surveiliancs was uasd 1o the invostigation. Ginv. Br. at
Fi-14, Elecronmis serveiliance ollon ig uged in conjunslion with other kohmigues =
when the government is isvediigating eriminal conduct. Indeed, in Dave, it was
alteped thay govermnent agenis also monmared he wilness™s niiliond interviesed
him shaowrt the subject of the nvest gedien, The gse of these mvesigation.
weehniques did not deter this Cow [rom fAnding sn adoyuad prelimingry showing
of unlawful clectronic soevailiancs, and & questivnubh povemement msponse,
Do, 837 F 3d at §37-5%, Moreover, il (s addsliveslly oritfual that i $las case it
witk ot ynti] a.shor thine after Winstead fnd problenw with her telephane that the
royemment’s vigual surveitlonce bowin, 'ﬂ:‘:i.«; trning further suppests dhat Tnw
erfnperent first becaine iterested w Winstud Irow lapping hoer telephone Boe,
anet then expandad s imvestigarion by bncluds ol eohdeues,

The povernment™s attack on 1he suflisiency of alwrmey Chrislior Garcin'y
declaracion is cqnally wamealling. See Gove T ol 14-150 Coenliry 1o the
governmant = ergument, Garcda’s decle i did pot asiublish (al vnly “one
svimi-vights sefivist” was wiretappod. Sh;"-, wrodg Heal there wern olber “wrgets”

ot the wirctsn in hoth Rew Jersey and Mipnesodu, winal 1y cutrsisioni with a
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comimen prgeres to uge eloolosic surveillanes in invostipating animed righiz
activiste, RO &, 1. addiionally, ones the government geerheard Garcia on the
wirctnpy, they affirmarively named her 23 2 langet on & subsequent autherization
eparding Tarther wiretapping, FOR 8-30 KMoreover, Garcia’s dactaration
established 1hat the slectronie surveillance bsd vontinued drough the tims of her
represeniation of Winstend, $he sontbnusd o hear nelsos sl clicks tan mierfored
with har telsplione receplion 1z le ae August [0, 2005, which was nime days
befors she Bled her declaravion (LR 11) and wnors than ons menth after ghe
bevame Winstend's siotney (LR 74, 77
The gnvemment cites Tnited Stever v See, 505 F.24 845 R56 (67 Cir.

16740, claiming that the ot in See Prgjectad 25 vague i the point nf heing a
fishing ey pechtion' chalis of elecismg Stsj'viﬁ:lﬂma‘ﬁ sl on an alfidavit by See's
ahnngy, whech clnbrosd shad B2 allozney’s *lelepbioness o baen taaped Gining the
previous e yours, ™ ui Ror the ;JIU})OHiii;J]I that "Lacsin’s declaation ls plainly
insntTiciand io support Winstead s specolations aboul slesironic sorveillance
heve.™ Cine, e o 13, n4. The povesymient nugreads and misapplies See, The
govenument's sursory summary of the case falls to recognize that there ware toro
clatnm of electronic sareettiance made by the appellants thay enlewfid deconie

stiveiVance had been condurted of the appeliants therselves; and of Sec'y

§
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Cniomaey, Ses, 305V 2 ar 556,
With segpect (o the clainn Involving the wppellonts, the Ningh Chrouit stared

ehiat the shoswing “was vague e lhe peint of being & fishing cxpedition,” but did

et specily the precise nutsre o0 the Tooozd mude by the appellants. (& at 856,
Wi respect to die claim frvolving Soe’s attomoy, the Winth Cirenit held that the
grroraey’s declarstion 418 not allege that svy clechunie surveillance of sonuel '8
reiophons bad beon conndueted in commoetion with the attorsey's roprescntatinn of
sez, s therelese did ool ineel the standard seL furih In iaeirad Seoees v Aleor, 482
FAAWTA (", 1973), whivk regpiioes o differel and mone exiensive showing
hefirs e governmenl s reguined o respomd o s Clasn that an uttomey s

felep o was montiloned, Soc Flafyn, 502 F2d at 22600 Thos, contrane oo the
povErine s yesriivn here, the siffidevit wobmitted by See'’s sttorney was not the

!
hasis of this Court™s Snding that the witneses” clulm thed their own conversations

i F
Fad e slecuropdeolly mwondtorsd wus wu vogue. Sce 15 distinguishesle beeoise

e Wingtead is sking only that the government roapond w the oladm that ber
convarranons wore maondiored, and hor ghowing i suppott of that ciaim, which
inciades agorney Garcin’s declaraion, 18 nol vaRLS,

Additionally, the faev thm Winstead dealined o auswer questions wlesd by »

granc furer and did net differentizge aniong the questions askesd by e governaenl

-1
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:

ix of no relevance with rogpect to whelber she has wade an adequate preliminary
ghowing of clogtronie surveiilanee. The claims made by Winstaad in her
ducluration inelude thal unlasfil eiacmn‘ic. surveillance resulted in the

v ITIRTL S very deision 1o subposna ber bethre the grand fury, L4, Hikacls
e, wny Zbsyen given by Winslead befire the graud rucy would be desdved Lo
fhw grvemment's Magal crnduern h’im'em'é_r, the gresarriment cites 1o antharity
{emtd there appoars 10 be mone) 10 suppson 18 far-letched argoroent that Winsuul
wnast anywer sone of the questions asked belore e prand jury isorder o rayuing

urc mnegquivoss] response from the sovernment concerning the use of dlostronic

suryeilloee.

L The Govermrmn’s Responve s Iondeguabie Beeanse it [oes Not
Unequivoenlly Deny the Use of Fleetronip Survedilance

The govermment 2ssors that it i reqyived only to make 2 gensral roaponss
penuee Wistond's showing of clectronie surveilianes 13 “woeak and speeularive.”
Gov, B al 16, The gevenoment's anabysis s flawed bocsose again, fréer affa, it
Enores any dizonssiot althe rmost yocoit and colovant Minth Oireuit proecdest,
Pos 437 P34 833, Doe’s declaranony, waieh wirs not ovon equal w0 3he showing
macie by Winseead, welre foand sulliciens o regming an wioguivieal govoernmend

response affirming or denying sleetsonie syrvelllanos Id & 837, Morsouer, a4
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aotad by (he disiriet pourt below, o least on.& ortha shortcomings in the
guvenmpenl's responss 0 dae ik prosont in the stant case. I {ae, the
goverument s “declaration addeesse|d] the possibility that L other agencies may
by been surveilling Do only with the sref_tsmcnt that the FOL agent I8 ‘unaviare
of apy eloctronic sarvellanee rvolving M’w'\. Thoc comducted by any other hyw
enibroemon: agency.” This falls short of an wnequivacal denial” Id a1 838, {lare,
the govermmuem relics b the very same response. found equivocal in Doe. in ls
Abternpt 10 sddrews the poswibility fhat won-TL3 law enforcoment agoncics
surveiiled Winsload,

Futher then weknowledge Daoe'c apphication fo the Tnsmat cass, Hhe
povernmment attermpiy s find support in an eavlicr Ninth Clroit decision and reto
declsions from other circuits. Gov. Broat 20-22 teiting and discussing Ui
Stafes v, Wabie, 625 [F2d VATE (9 Cir, !%_ﬂ'j, Dreddomae v Dindeeed Nemsers, 607 Fo20
SY0 R Cle 198V and foee Tiraad Jury Muticr tEpediefy, B06 20 28 {3 Cir,
19207, Phese cases provide 1w such :iu{‘.pohrt,‘ and the govormmaent s argumsnts
regarding Hise susos disturs and ywidsrepresent their basey and haldmes

Tir sdispuystng Wpde, de govermment Histovls the case's fucts and hol dings.
The government posis that by *held That] e sllormey who (ed fby] ullidavi

1=

[had] "ancquivocally denied any glevizonie surveillzuce™ based un the altomey™s
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wilidayvil Hﬁding “that he was unaware of any clectronic surveiffangs” (otker Jian @
bedy revosder wons by undorcover spents that had alrezidy bean digclosed], Gov,
Br. 4t 2. However, the proscentor’s affidayit in Frlie, snid mucl mose! ibe
proseeutor “Uncorparated inte the affidavit [] the sammary of the Justice
Departrneat’s scarch of the sarveillanga 1'&;)!1:&9 frony the nine! dilbsrent
govornmient sgencies.” Faudfie, 023 F.24d an 1370, These ngencies cludad the
FBL ATF, Urited Skies Cugioms Sernvdee, DA Unitad Statss Postal Seevice,
Lmitied Skates Sm:.:mt Service, &S, €14 aud Natlona! Security Agency. fof a1 1378,
wo B The svureh “disclosed no evidence” that ohw defendant or his atlniney wore
subjucted to vloctonic surveitlance ot the date that the slectronic monhuing was
vhzoed W have oecarred, Funthormare, e government in Bpdie aluw subming] a
decluration freom the agent I chargs of the 5:11 vestigalicu, inwhich Yilbe spem
atated unequivacnlly that at oo e was ané,f tvpe of wirgkzp of Areg bug ever used
during the investigation of the case.” Ll :u‘i'! 4

Hure, the govemnment 'y rosponse Ty short of thot protfered in Bydie in teo
wiyy, Timl, py seonch way conducted of r&:f;m‘ds mginsained by any agengy othsr

thaz e BT, desplie clear evidence that other agencies were involved b this

\

1
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P
' ?

!
wivestigation,” [n addition, weslike in Fi-}%a'c:; nomo 0f the severmment’s declamiions
i this care direotly denied the existowee of clerronic surveiliance, and instead, all
of thom simply disclalmed swarsmees or kavwledge of 1t exisence,

The grvernment ajse dstucty vod misreprosents Deddsate, which s readily
dialingrasheble fous (e lstan! vase. In Deddorre, the Sevonth Clrouit found that
the pavernmenis ofichevit, which way submitied “ar & response fo the appoilaut’s
inttZal penerni wllogalion eliliegdd clectronie sunveillance” was adeguate only
Reetese nf the rminimal showing made by e appeliant. Dedonte, 667 1 .24 at
S8 Phe Qo fotnd that Debonte’s cheins “failled) to make & conerele and
specific showing’ oF provabie slestmesic survaillance ouiside of the seops of that
adwmitted by s povernisens,” fd. Whon belurs the prmd fury, Deldonte therety
objected tre the guestions on e yround ﬂwi they were the product of ualawiul
clectromic survedlance and when repeated Ehgd.f gluimy at the ity hearing,.
tinbike the insant case, Delvionie did o mihmit an affidevit that deraiied the :
Tactut baxis for his olafm oDadaw [l clectronie surveillance. 1a. Later, when c:h

.
e siand dt the cenferpt hearlep, Debdonie sought to bolstor bis claim by ialing
. i

The imvolvemnent of ofher agencies is demonsttased by the case agent’s
adwmission i this sase amd in tbe relted cade, Doe, and by the searches condoetad
at Wingiead s residence just shortly hofore the subpoena was serval on her, Sec.
AT at & (noting 1he involvemen of the PRI, Joini Torrorism Tashe Force, Coust
Guard, AT, and local police].
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that ke had reoeived mdicey from the lcicpi:{lunc cotpuny. and Ul be beard ¢livis
o his bino fA Al BY9S nlll. By ihon however, the dlatrict conrt had “he tepefir
of both the govermadnt’s affidasyit myd the s‘iupparsing matcrials” sxplaiing the
seope of (e clestronie surveillanee, 4, Dé.‘»imm’s additional Lstjmony wng
{oinad nol o neoossitale u furlber guvcmmcrm respotss, G w $93.0 Thus, anly
bevuuwe of the ek of vpeeilieny of Delvome’s oladm was the governinent ‘s
vesponsd adugual, wd ondy becwuse of is was 1 unnecessary for he povernment
o r:(mduc.l s gonerl search of all imvestigative agencies. S o 355 Although, in
wiber conlext s, these convens migh dit.mle; Uee reed (07 2 1o extensive
govermment respanss, on e Faets of Wiy ct;at, wir L Ubat the alidav wan g
sutfiviont denial under section 330400 317

The govanment’s dscussion of Beckiel Lkewize s off-base. Lhe
gaverzemenl clalons tha Ue declaralions nvhe preser case ace “mdistinguishabls”
frur the poeoneend duclrstions io Auckial Goy, 18 @ 21, 220 The governmzng
is wrung Jor seversd weasoms, Vsl in Bockied, the goverimant declarations were
founel 1 be adeguate only becnuse the withess's “allegations failfed] to raise cven
a suspicion of eenl shectvonic survellance tn connection with Thert apnesrance
belfars the grand jury” Aackied, 906 F24 at &3 {rotng Bat “TaThore the

allegnlioms of surveilivnes ace speciflc cromgh to ralse & legitimate iferenos that

12!
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the proveedngs 41 1ssue haro beon lainlod or whone U padury of G case i such

thut the lHeelibeod of illegal survalllsnee i ;simng, & tnore dotades) and znore
specific seciion 31304 denlal will be mquir«!ﬁ"}. This 1y in murked comirast (o (e
declarations subimitted by Winslesd in the i?ts bant case, Secund, the povermnnent’s
daclnention Jn Seckiel sloisd sxpressty ol ) Uhkds invesiipsbion i being conduied
sabely by the Feodim Bursau ol Lmrl.:siigmir.;:l. T A ul BY, yee alve il wl U2
{"[Niethes motion for disclosure sots forth sny sllvgation indoating that wy
apency othar than the 3 had any veason e:r erongion 10 place (e withess| undor
surveillance. ™). This vontrasts sharply wiih: {he muhiple-ageacy uvestipation ar
izsue i the presony case, Additionally, the ‘umui ir Bexeided madi slewr hat
case-tyohse arglyals s neeegsary W proper cansidoration of duls bauw, 4. al 92
Wz helieve that, in the vostest of s cusé, the yoverament's seedan 3304 denial
was adequarc™) (emiphasis addedy, 23 f“‘s\"é conclude that a2 this procseding ...
{omphasis added; quoation macks and cluion ooeied), Bockied, like Wydfe and

Dadfonte, does not provide the governeent the supper ot seeks here.’

Ak anathor peint in s hief, sae Goy. Vic, at s 3- b, the government
overstiles another point mmude tn Bockiel. The wovernmenl posits that Backied
stands fur propositien that the “fuct thar [al withess wis served with [al subpoena
a1 hotne doey nol comstine evidence thal she was sublect fo deciroiie
surveillanes.” (Erophasis addsd)]. The actuf}ai statemnent i Becfie! o this point
avdregssed Backiel s contendion thal service ol lhy subpoeoy ul her nesidence “is
proot of the taet of surveilionoe,” which the oot fiumd meritleas. Baookief, S0
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i
! .
Wuch of the apverimment’s defonse of its respanse reste on Anaylst Ferari's
1]
decharavion deseribing hoer TLSUR scarch, Oiore. Thoal 25 26, The govemenent i
gty (et “ikiv delabuse plainty was the cupreet dutabase for the FBL w seurch,”

and cilex (e Feduryl Register which deseribus ihe purpose of ELAUR sy sllowing

(b government e respend to judiciel inguivies concerning eleciromie suresillores,

g L0 cendty whettior or ror such surveiilanes has ocearred. Gov, Br. at 25.24
{uitiog i Fed. Reg. 7513, 75153 :

ELSUR ix notf & single datahase, as the Government sugoesty, but 3 wide set
al databases, maintamed w hoth cleckrmic sand pepor forms, ot nuwerous FB)
(aoikiies, inclwding s headguarters, acadm%‘l}‘, lehorarery, tochmolegy conters, and
ssttbie lictd alfees, 70 Fod, Rey, 7315, ?.i‘i 16, The Fodorul Bogisver digousss '
ELSUR o3« st of "indices,” phural, and il épcciﬁ:& thi! guparale roguests for
LLSUR. nfonmmton must be made t-:::pm‘:ift%iy fiy vach of these Facitiies. Jdf, ot
Tal6h. While most teeors uve muintimned a‘;’ eotronically, “|xjonie records ure
maistained o und-copy (paper) format or f,;thm‘ furpe ™ 70 Pud, Rep. 7514

brithe present case, the Govermment }.:HLB not stated which ELBUR dutubyses

S

1
; it searched, Al 14 s nolstetsd whether it looked lor son-eleciromonlly stored
T i
! records. ‘The affidavil by ose Lerrard slates that she works for the Operations

i

e 1
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1
Urit olihe BBy Roverds hanageiment Dm wipn, She sigres L conducted 8

fleld-wide search of the TRS for all vecords of the vame Nadly Veruw Winshead,

My geasch of the LRE disclosed no reconds for Wadin Verna Winstead.” FOR @
&3, Ferrad duvs not stte whore the Rocerds Manapoment Tivision is lcated, we
whetber the FB bas mere than one sueh Division. She dees nol stnle whelher g

¢

*edd-weds” soereh includes a scarch of al) F cid vffiees, and whetlhier oF ool 1 wlsy
Ineledes o search o the FRTs nationatl ht‘:ﬂ‘qm riers o technology venturs,

Jo deseribing the procedures for 1'6r;u}%§\ting FERUE saurches, 1be Federul
Fepister exprains thut reguests for mformition “waintamed ot FBL ] leadaunrters
syt be dreeled Lo e Recerd Toformation Discemingtion Sectiow,™ ang
*Tiaquesis for inlorms tion maintaimed at FBL feld ofices, nformstion sechnology

wRETy, OF siher locations et e made sgpovoisie and addrossad Lo 1l spreiiic
:

Oield ofliee, intbrmmstion eehaolegy centerjov ather lacation, . 70 Ved. R, 7816

l“. s e e i 2L S T

2:}! sl regues! W g Pcur_mi*; M:-mxgcmcﬁt Y}E'z-“isiﬁn._ i ‘r“:-:rr:a?l Parparts 1o hive
t 'I.v P —— ) -— - T T !

Iﬂ@ﬂ& Fl!mily, the {:m cmmmt }mr. ot »tatcd whether 1 Imﬂ e(i o

DT el&crromu.al]y dloved m,urd'i gt any ]ﬂcatmn

imaddition, Perrard slakes 15al :\‘l‘ll.‘, surm:}m.l “1'(11' all veconds, of the name

Muwdia Verre Winsrzad,” before statibg 1hat Bur searel disclosed no repords, 1OHL
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REST tn o siating, her declimtion heps the guesfion whethor she constructed the

e onm overly restrictive way, For emmph. ame wre fe soarch Wosllaw

- ¢ e i S\ o . . R

fm‘ “roadio *»’ema w mmm n quf:}wst b her name on iy a;:pem:d T CHELY A

S . e e e e e e eny e . _ -

. ux (
'V {, “i*«i[l::iia W mswad" or “‘vadia v, ‘v*r insrend,” Wear}uw would return zerc re.,uk
i v —

5 v e A b Ln————— ] R

zrean Uy hae ol even mads 1t1mequwn€al v clenr wheﬂﬁar the FL‘H ‘R sedr ch

shie did paeform, such as It wai, was in Tact negative,

-, T —_—

I, Afdhis E-,i.zg,e of e Pmeeedmus, i Govermnon! May Not Avold its
Cehlipegion to Froperly Deny ur ﬁlﬁdnue Amny Tlecirunic Mnrituring by
Claimioy That the Relovan Tesl ls( Wheibor the Chaeslions Asked Weee
the Product of Uniawis! Llwtramc Sarvailtance

The shartomuings ofthe govemmenp’ & TREpagE, T thiy case, roud ju
poh fuletien with1he showisg made via Witiztead s declarations, are spelled out in

Wingtzacd's apening hrief {xae A0 ar 15- "p{’}k as wrll as supea 2t 8413, The
government anarpts to dellect attention frr':rm its Inadequate rorponac by
i

repetedly propasing thal “the releyvant tes:t"i’ is whether the guestions asked of
Wingiead were darived from Hlegal cleetonic swrvcillance, (Gov, Broat 19, 20 23,

The povenymant’s argament, iowever, muts the card hefore the borse and attempts
. :

o dlerogate wnd shart-eireuit dee process sstablishod by yuam ol prevedent, Al s

stage of the procoedings, Winsteud is nol requised 1o prove d (e guastions

'
i

asked were the product uf undawul clectrude surveillinee, Doe, 437 T50 ot 8935,
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U

That uithmats issuc is not 1o be addressed uhtil s govarninent s properly
disgioged any oleetmmic monitgring that was utilized in its invesugubion. The
paties could thon Jiigane the legallty Dl'thr: wiretapping, £ 1he surveillanee is
found 1o be llegal, the mftmpation aimincél lrom the elecmone menitoring could
be ermparsd 1o the guestions aaked hefor :Lhr;: grand jury 1o determing iF there ixa

cansal congection.
i

When a grand jury witness ks o u:;]:ziut wder § 1304, anly a slight
I

shawing of v cuusal comnestinn s required., Ay stoded by this Coun all thal s
reainired s Uwenes arguohle eansot wmh:oti‘pn, apparent o the face of e
witness’s allcgé&ian, botwncen fhe qws-sLis.}ns:'bumg prosed to the grand jury witnoss
and the aifsesd unlow b wervellianes,” iioi::, 437 F.3d ar 538 (ernphasts mbded).
[Fihe quastions usked “swggest oy retioneg on surveillancs of eny sord,” the
swtnment sl make & responss e r:{uré;ﬂjus with (8 1050 § WS ay ) M
{omphasis addedd That section requins LI}E; powerrnent gl or devy the
arcurredse of the alleged unlawrid fact™ (Tophasis added.) 1o accept the
argumanl neade liere by e goverment woikz%ci effvativety multify this oddigation
placzd on the govermowt by § 350402) }

In #he ADN, Winscad diseusacd the é&'&ﬁ-rﬂmvnud docision of te Fourth

Clieult in Dnfted Stmes v Appie, 915 F 24 859, 911 (4% Cir. 1990), which
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daapproved tie districl sourt’z ruling on the cavsal cotmeetion isgue hafors 1he
guvernmem lad adeouaisly donicd the Gm:grrcr:ze of the alloped illoeal

gurveiilance. See ADR a1 29, The govemmoeni’™s brjol fails v oven menion 4pple
i

pr rebit dls roasening, :
|

fleme, Winslead hus awde s swong pl‘%;iiminﬁr}’ shuwing ol gmiwﬁti '
sizetrom surveillanes  Phe government, however, his nut musde un uneguivocud t
el of the aldeped ualowlE golivity sn confuomity welln tie case low, Bor !
reason. the duslrig courl sbused s disoretion o Lading Winstead i etvial l
COITeTnl, i

IV, The Declarstim Sobaeitted ag Bxbibit B to Appellse’s Qppasition to the
Muation for Bail Pending Appeal Should Yol Be Uonsidered Hovavse il
Wk Wt Tart of the Record Before the Tastrict Court gt the Time
Winsicad's Rerewed Motion for Disclosere of Elseirente Sueveillance !
Was Drenicd : ;

The govermment's arqurnent that tis Court showld consider the Exhibit B
desiararion tYes in the face of the relevant Togal grinciple ser tonth in Tnized Soores

v Walker 601 £.20 1051, 1035 (9% Cir | 5}'}9} und fhe ofher cascs discussed in the

AQE gt 36, In addition. when reviewing a _ciifsstﬂ::t court's decision for an abuse of
I

diverction this Court Jovks for “plain sroor, :discrc:tiun sxeTeiged to wn and aot

sumiticd by fhe eviderce, a jrdemoent ftha isf cioarty sgaiusl the logic sand elloat of

i
the ficte a8 e fowel” e fonsen. fne, v, ;z'kfsrmsuumf U8, B 4 134 819,
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K32 pth (i, 003 Costation aendttad) (ernphasin added). 1t nepessarily follows thar
appellate raview of o distrist cowt’'s sxercise of discredion bs this lited 1o the
record hefora the disrict cort at the dme t‘é)e decizian was made. Hers, the recnid
Tefarce the distaiel conrrwhan i denisd Wi’rfisteflé’s matinn for renewead elecrranic

sirveillance ¢l oot include the Fadibin B {fm:im'ﬁiion.

i'he oot thot the deoforalion s part ni“l he appeliaie record beoauge jrwes
Fiied afier he Jenind of Winglend’s oot im.l:bul befite the conteram tnding, ol
ou signiboance, The distiel soust’s wnwn{ml arder wirs hased on its finding U
theve wis 1o just canss for Winstead 10 not :’él vywer questions hafore the rnd
Jurs. which io u-zm was predicated on the d.t;stz*ict court’s prior dendal of Wingtead’s
remewed footion for disclosurs of ele::tronic: suiveilinpee, Winslead had nor
nsoved for rogungideration of thar deci;ion.;a nid the Trigation with respect to that
fsme was alrendy conplazed. The Fixhihit B declaration waas a nuilie; beeausc the
denial of W i?’lF,-LE::i..(f.’.‘-‘. metion had already hern isensd, tie dismrict court had oo
raed 10 consider che declaration and ‘.'i’im’tc:ad had o incehcive to confront i

The grraarnimant’s additional argmr;ci_nt that Winstead bad yot anather
appodunily W rebul the declasation in har o;peniﬁg brief is vexatinus and withomt
muthoriny, Sos Gov, Broat 34, Cloardy, the .zrpunin e brict diws not previde
upportunity 1 erogs-examine und confront doclamnts or o icst the fuvis of the

190

i
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recornd o any way., K

Additionally, the govermmeni™s comanation fhat Winsead s imtem v 10 deliy
i

the proceadins is comprierely salacious and umwarmanted. Fov this proposicon the
i

goverment otes Bordiel, 906 F2d 7R bt ninitke Baoied, Winstead's case rises

H
nahetantizl olaim ol unlue il Wepal survéillanes. Soe supra ar 12-13,

'

Tdovawerr, while noing the petential for 2 witness womisuse & § 35406 motan to
canse Uiy, Auckie! “recopnireld] {he lmporanee of the mechanism provided is
Cthalf sectiow” 2w 91,

1 enucting the wirstap legiglafion embodied v IRUSC. §§ 2505
umel 3504, Cunpress inlended e provide sefeuunnds ppainst xvasion
of the privacy interest sa¢ured by the fourth amendment. Section 3504
wilg dralicd o provide proceduees by, whiich u withess way aliswpl o
demgnstrate thas the questions posed to Inm o] o comply with the
mamdate ¢lsoxetion 2515 which proseeibes e use In ammy olfwial
proceeding of evidence tainad by ilewal sorveillanes,

Bockiel, 906 F. 20 a0 91 {eitations aoniided]. |

Ty ﬂiiﬂg‘haa' mntian and through ﬁﬁ; appeal, Winstcad socks :ﬂﬁ}' e e Froe
From itepal s.m"s.'cﬂ{mme angd o cxorcise hey Tight not th anywer quostions based on
wnch snrvciliance. Gaerer, 773 F. 24 21 1072 {oitieg (8 ILECL § 3504 amd Gelbard
v Tt Stores, SORTIR 41, 52 {10720, $h: secks o fair oppothumty 1o Hiigaie
Lhzt Issue botore boing Incsroeraied on i 't;‘xasig of guesions with mose than an

wrgnable commeetivn wsurveillanee,

M

E
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Weraoyar, 6 4e govommont ia froly fgztsmmwd ahan delay, it could easily |
eupediie the cage by sroviding an wisgqu i*.-'o;ﬁai Fespollsd W Winsead s clakn of P
clechumie supveillaner, Gwreby allowing e cowt W detvrmine i the quostions
guhed of Winstead were based vn unlawiul _!‘;dcl'». Cleurly, e prwormmest dows nol
wial W disclose this inlummnsbion, s = Hr,ﬁ;ucd insthie AOHE 81 19-23, b cone
theeugh puios w avold direetly responding o Winsead's cluim., Winsiead iy
therefore put 1 the position of Baving vigurously iHigiie the Bsue,

‘The Ooverzunent &5 also wrong that, 1 considered by this Ol the Lakibu
B} declaration will etimmate the sole gronad ssserzed by Winsiead for
distinguishing hor case o Dos. Gov, Br: a1y 29, 'Tho declarauion merely alloges
an oaplanaiion for how Winsiesd boesme ar'pmson ol irdesest fof e governownl,
Eri Dew, the govornmment nol only Bed 8 ;J.rim}* LeRsan Tor wanting 1o gupation the
wimess before the grardd ey, butin fact had already intervicwad him, Thas, the
witness bad “cooperaled withhe T, asaid peovided them with substannially 2l
ol 1be ioloruation the government sought wr elicit frant kim nnder cafh before the

grand fury™ Jd. o) 858, This uritical diffeénee between Doe and Winstead's case
would reomin sver il the xlp bt B declatation 1z considered by this Court.

!
Moveover. as noted in the AOR ar 348 the dechimabion srtealby sopports the

inference that Hlegal glectronie surveillance orourred in this cuse, T the Cowt i
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v

to congider the declaration, it providss additional weight to Winsioad's vluim wd
catls ovor more for s rerannd to the districteout s thar thut courl ey constder

e dectazation’s fopact in the st Instance.®

oy i
(‘.OI‘HCLI{SEGN :
Forall ol the Jorgoing reasons as will as the reasons staded i Winstead s
i
opening briel] e disinel court's order halding Winstzad in crvil conterpt should

b revirsed, und e govesnzesn should e peecluded from compeliing her
i

teskinwsy pefors the promd jury,

DATED Decembar 15, 2006 Hespectully sibmilied, )
;; f
| MARK GOLIROSEN
' Attoroey for Witness Appeliasl ;

,5 NADLA WINS 1AL ;

Furtharmore, the eandid adimission Jb the declaration thar Winstead s of
interest bocawse of oy prosenos ut public pmju! vssts, Twiven v hosl ol Firsl
Amendrent infirrdties which Winstzad should be permitted to addross uller 5
remand to the distriet court. The Firet Ameddment may be involied apgaingt the
infeingerrernt of protected frecdoms by law im' Tawmaking, including govermment
invest pations, Fatking v, Unifed Stafes, 358 U5, 178, 187 {1937} treversing 5
canvigtion corgempt nf Congress befrre e House Un-American Artivifics
Clommitiee}) The Suprome Ooew bag recoptized limite on investgaive nd
conletnpt. powers where the povermment jnts:mwt wias o4 romete wd conjecium lo
wHIrsnl infrusion inle the politicad snd assobiational pelsacy protacted by the First
Amendment, M Grepoov v Altorsey Gor, Of New Hampeinpe, 383 L5 825
{1963 (roversing & slale vourt Gncing ol ccntempr on Firar Amendmant grounds).

3
22

|
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Exhibit F

Witness list with 14 names provided to FBI
of which they reportedly only talked to 10.
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Witness List

Glenn Murphy ~ My Unit Chief who knew of all issues disclosed in Form 12 to OSC.

Debra O'Clair ~ My Section Chief who knew of all Issues disclosed in Form 12 to OSC.
Alexandria MacPherson —~Knows about all the problems with ELSUR and some with RM issues.
Gayle Jones — Ran the ELSUR program at one time. Currently works in the Director’s Office.

SA Robert White - Ran the ELSUR at one time. Knows about all the problems even the hidden file issue, where
files are hidden and not available for search, disclosure to Congress or Discovery.,

Kara Nelson — Attorney in OGS at FB! that knows about problems with bad search results in ELSUR computer
system.

Jan Poff - EOT ion Portland FO. Knows about hidden files that do not turn up as part of search. Searchis
restricted within the program itself. To get to them, a person has to have access to the code or have the
programmer give them access.

ML Woodail - FBl employee who managed the contractors who worked on ERS. He knows all of the problems
with the program.

Ken Candell — Retired from the FBI with 40 years. Knows the ELSUR program inside and out. Wrote a white
papet on all the problems with the ELSUR program. Was told by Debra O'Clair to bury it. The whitepaper is in
the custody of Alex MacPherson in Quantico - Science and Technology Branch. Also see sworn statement.

Karen Jewell - Knows about the issues with Records Management. Retired with 39 years of records
management experience. Married to a retired SA.

Kiya Tabb — See Sworn statement. Knows about the limitation of scope issues on the RMD audit.

Monica Grein — Still working in Winchester. Was on the ELSUR compliance team, now on the RM compliance
tearn. Knows about the limitation of scope issues.

AD [retired} Amy Lyons — Knows of the scope limitation issue plus management problems in RMD.

Louie Krause — FBI Resource Planning Office ~ Abuse of power by Debra O'Clair on transfer of ELSUR program '
from RMD to Science & Technology Branch.
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Exhibit G

Whistleblower admission by Unit Chief
Glenn Murphy

Excerpt from FBI discovery documents in
EEOC case.
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HNCLASSEIED : E
NeadRECOBIL :

21/2% 1 hriefed Scote, Jobm, ond Rlex, o soee informabioz :
? learpsd while at an 030 confevence o L1716.  Woen Gle ;
meeting began, § apoke te klsy abkout the ELEUR mams that {
phe and Dekbie revised md anked hey abmyr fhe )
roacomeetalgt ions . Aler Fadd all she Sid was reoommersd that ‘
placwsant of bullets in ths mems. #A8 the meeting comtinued,
I showed then @ Quick reference guide thas was diatyibured
to ail attendees, Scobt immedistelyr tovk the beok and gaid
he yaated to son whabt it said abopur whistle-blowsr '
protection snd posgible yetaliatien, He thumbed Lhucugh :
the bock and was Commenting Na ooiild pobt fing «whit hé wae : f
iocking for. I oadd if ke Nad Bny CONCErNE Ne WRNLEZ Lo
bring vp, he should gonaider wriring an emxil or contkoting
the appropriate parly Co address tha izsup, M= zald hs wag :
afrald that amytidng he reporbted on could be traced back bo j
hiw, Alex polnted ouwt that emzile and phone calls can be .
traced, He continged be ddsouin Lt ond Lically T respondsd
bo bim and mpotd thas we need to aontipnus aur mescing and if
ke Mad &Ny goeptlone aboul sLRORYNOWELY Teporting 4 COlNCeIn
L. s  he should contact the Ogbudsman’s offise. T am unaware of j
! what emtuwrern be beg that might rise to the level of weeding
“whistieblowsr™ protecticon. | o T ' '
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Exhibit H

Notes of Mr. MacDonald after FBI
interview sent to OSC.
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From: scott macdonaid

Sent: Tuesday, September 25, 2012 8:52 PM
To: 'Flood, Edward'

Subject: Reflections

Ed,

Got your voice mail. Thanks for talking with them about interviewing Ken,

Here are my general observations about the experience with the FBI inspectors.

1.

They were not objective, they had very specific narratives they were asking the questions
around. They were not searching for the truth they only wanted to hear the answers to their
guestions that met their narrative. Several guestions | told them that Ken Candell could answer

~ the questions better than |. As soon as | said that, they would move on to the next question.

The purposely did not want to hear specific examples from Ken because his answers would not
meet their narrative.

Two main narratives: 1} they will claim | did not have “first hand” knowledge of certain

issues. Of course 1 have witnesses that do, but they had no intention of interviewing any of my
witness. talso interviewed individuals as a compliance auditor which is accepiable procedure
for an auditor and for an auditor to make a finding. 2) the FBI did the biest they could with the
resources they had. Car’t blame them that they didn’t have the resources, therefore they are
innocent of willfully violating the law.

This experience points out the necessity of having someone from the OSC present at these
interviews. It was apparent to me and to Ken that they were not objective or interested in
finding the truth. The QSC has to find a way to get involved like it does on the whistiebiower
side.

They played the “good cop/bad cop” routine a couple times. Started parsing words in the Form
12 disclosure that | had written and started becoming accusatory. 1 reminded them that it was
the FBl that broke the law and not me and that { would not accept them trying to parse

words. Also told them that they needed 1o ask guestions about the major points of the
complaint not whether | had used the “perfect” word to describe the law violations.

If they don’t ask the guestions, they won't have to report uncomfortable answers. They are
managing their final report by not asking all the questions. | tried to refocus them at the end of
the interview, but they cut me off and started looking at their watches. They were VERY
uncemfartable with me talking without them asking questions. Again, they didnt want me to
say anything that they didn’t control. That is why they didn’t want me to read my written
statement.

When | asked them if they were going to interview any of my withesses, Deirdre said “we have a
very specific process we go through, you will get a copy of our report and will be able to see who
we interviewed”. {told her that didn’t answer my guestion, and t asked her specifically whether
they were going to talk to Ken Candell, She repeated the same non-answer as before. |then
said | didn’t see how they could do a complete and competent investigation without talking to
Ken. They didn’t answer. This was a clear indication how they were going to manage the
information they recelved by saying interviewing my witnesses was not necessary.

They wifl no doubt try and do the same thing with Ken, meaning they will only ask the questions
that meet their narrative and pose the questian in such as way as te illicit the answer they
want.,

On several occasions they asked me guestions that had | said “yes” to would have been a clear
violation of law, such as opening the seals on ELSUR evidence in the ELSUR evidence room. This
was completely uncalied for. If  had said yes, they would have written in their report that | had
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violated the law as well. Théy aiso wanted to know.if | knew of specific cases where the law was
violated. In my opinion they were trying to see if there was a case they coulid claim some
security limits on and shut down the investigation on national security grounds,

Allin ali, my fears of the FBI investigating themselves were completely confirmed. They are not
indepandent and it is obvious they have been instructed as to how the report is to be written. They
just have to force alt the interviews and evidence into the pre-conceived response.

Somehow, the OSC has to find a way to make sure this type of whitewash doesn’t happen
again. The DOJ had no business pushing the investigation down to the FBI. it just doesn’t work.

Ed, thanks for listening to me and again | appreciate you calling and making sure they will be talking
to Ken. | strongly believe they had no intention of tallk with him. | don’t think they wouid have let
him be my witness if they had any intention of interviewing him.

Take care and | will keep you informed if anything else happens.

Scott
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Exhibit |

Statement FBI refused to let me read at ‘
interview on Sept 25, 2012
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Sept 25, 2012

Statement to FBI Agents on Form 12 Disclosure

Speaking to Inspector Deirdre Fike and Assistant inspector Andrew tudium

Ken Candell on the phone as witness for Scott MacDonald

Everyone in this room, and on the phone, has taken the following oath:

1 will support and defend the Constitution of the United States against all enemies, foreign and

domestic; that | will bear true faith and allegiance to the same; that | take this obligation freely, without any
" mental reservation ar purpose of evasion; and that 1 will well and faithfully discharge the duties of the office on
which | am about to enter. So help me God.

We also are working for or have been employed at the FBI which we are taught stands for Fidelity, Bravery and
Integrity.

Unfortunately, my experience at the FBI has proven to me that most of the people | met, outside of a handful,
are working at the FB! for selfish reasons, and not for their country, and seem to farget their oaths on a daily
basis, Their first instinct is to protect themselves, their position or their kingdoms they have built, rather than
tel the truth. There is 2 “don’t rock the boat” mentality that is pervasive at the FBI. It appears to me the FB}
doesn’t learn by its mistakes when one considers such scandals as what occurred in the FBI Lab a number of
years ago or the falture of the discovery process in the OKC bombing case.

t have witnessed obfuscation, half-truths, and outright lies from FBI management to fellow FBi employees,
outside people and organizations. | have witnessed the rawest of personal greed at the detriment of staff, the
FBl and the USA. | have been a victim of destroyed evidence and failure to provide discovery documents, simply
because the FBI and its employees believe they are immune from following the law. They know that NOTHING
can reach them personally as they hide behind the facade of the FB1 and the politicians who don’t want a
scandal, [even spoke with the Assistant Director of the FBI's inspection Division, Amy Lyons, about some of the
issues to be discussed here and asked for her protection from any whistieblower reprisal resulting from
reporting my findings. My presence hare today demonstrates my faith in her integrity was not weil founded.
After | left the FBI, | even notified the Department of Justice inspector General and the FBl Ombudsman’s Office
about the issues in my Form 12 but they refused to seriously consider my claims.

As a result of the past behavior by AD Lyons, the DOJ 1G and the FBI Ombudsman’s Office, | am extremely
skeptical as to the potential outcome of this investigation. | hope you two will surprise me. But sadly my hopes
are not weli founded based on my recent FBI experience. | don’t believe the FB1 can investigate itself, it is a
conflict of interest, and you lack the most basic elerment of all, independence.

The fact that is has taken me over 2 years to get these issues into the open is testament to the power of the
bureaucracy to stifle the reporting of law vioifation. Without the help of other whistieblowers and conscientious
people in the Office of Special Counsel, these law violations would not have come to light,

My background inciudes over 32 years of diverse senior and executive financial and operational management
experience. | am a CPA and have worked for 2 of the argest accounting firms in the world. This included 3 years
as an audit manager with Price Waterhouse in the Washington, DC office, where | specializing in financial
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institutions, non-profits and governmental auditing using the Government Audiing Standards Guide otherwise
known as the “Yellow Book”.

On the phone is Kenneth W. Candell. Ken retired at the end of 2610 after 40 years of good and faithful service
to his country and the FBI. Ken has intimate knowledge of the [aws that were violated, especially in the ELSUR
program, as Ken worked in that Program. Ken's honesty and candor cannot be guestioned. He also has one of
the best memories of anyone | know. | would like to again thank Ken for his 40 years of service to the FB| and
the USA and for his ongoing and significant support in my efforts to bring these law violations to light. Kenis
also a leading authority on J. Edgar Hoover.

So let’s talk a bit about the main issues of the O5C referral letter and Form 12. While the OSC letter is a good
condensed view of the issues, it is a committee written document and is missing some details and misses some
nuances. | have provided you with a copy of the original Form 12, submitted by me, to fill in additional details.
My remaining prepared comments will address the main points of the laws violated by the FBI.

aAnd let me be clear, the FBI wilifully violated Federal {aws; there is no other conclusion that can be drawn. The
only question at this point is will you be able to see past your years of indoctrination that the FBi can do no
wrong.

Records Management

The FBI Assistant Director of the Records Management Division, William L. Hooton, stated “We need to figure
out how to manage our case files effectively. Understand, we have no real, in my opinion, records management
system at the bureau.” This statement was published in the Government Computer News on February 4, 2003.
And there has been nothing done since then to make this statement incorrect,

While Records Management may seem mundane and unimportant, it is the basis for everything the FBl does.
Without proper records management, investigators can't do their job, proper discovery can’t be made (Timothy
MicVeigh’s case for example}, and records archive laws cannot be followed. Additionaily, DoD 5015.2 standards
for records managerment systems are not under consideration at the FBI,

As Special Agents you should be outraged by what | have brought to light, not only in Records Management but
in the Flectronic Surveillance (ELSUR} program. Your very careers could be jeopardized by poor records
management. Yet, RM seems to be an afterthought for the F8I

50 here are the specific laws that have been violated in the area of records management, which also includes
ELSUR as a general matter.

36 CFR Chapter Xl Subpart B Section 1236, requires that emails be maintained as any other record, The current
FBl email system is outdated and antiquated and does not meet the requirements of National Archives and
Records Administration (NARA). FBl emalls are not maintained, controlled or marked for scheduled destruction.
The current email system is not “discoverable” for legal purposes and would therefore not meet the legal
requirements of a subpoena. The email system does not meet minimal industry standards (DoD 5015.2 for
example). ! find it not surprising, that in March of this year FBi Records Management Division (RMD) wrote an
Electronic Communication {EC) on email policies. It is probably not a coincidence this EC was released shortly
after my claims would have been made available to the FBI through my EEOC claims. But a close reading of the
EC shows nothing new and fails, again, to address the issue of retention at the source. Additionally, the FB|
RMD has an antiquated view as to what constitutes a “record”. To them, a record is only produced when it is
printed on a piece of paper. This is not what the law says.
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36 CFR Chapter XH Subpart B Section 1234 requires all records be stored in proper storage facilities including
field offices and LEGATs. The OSC referral letter talks about the Alexandria Records Center (ARC), but this
appiles to any FBI facility that holds records, not just the ARC, All storage facilities must also be certified, in
writing, by the Federal Records Officer at the FBL This has never been done for ail locations. And the ARC fails
almost all requirements. The Federal Records Officer is required by law to inspect ALL facilities that store
records, not just the ARC. Records have been lost at the ARC due to flooding. Additionally, the facility workers
are in danger due to moid caused by improper storage and maintenance of the records. In the past, the FBI has
also attempted to deflect criticism by pointing to the RMD facllity that was to be built in Winchester, VA.
However, this facility is no longer an option and is not an excuse any longer for failing to abide by this law,

36 CFR Chapter Xl Subpart B Section 1237 requires that Audiovisual and Cartographic material be handled in
very specific ways. The FBI does not have policles or procedures in place to meet any of these legal
requirements. This extends to any electronic evidence that would be considered audiovisual as well.

36 CFR Chapter X! Subpart B Section 1238 requires specific handling and procedures for Microform material,
such as annual inventories. Additionally, microform material should be stored out of sunlight and under
environmental controls., The FB1is not in compliance.

36 CFR Section X! Subpart B requires that the FBI follow ANSI and IS0 standards in its records management
process. The FB) doesn’t know what these standards are nor have policies and procedures to conform to these
standards.

FBI policy requires that all systems within the FBi be “certified” for records management. However, muitiple
systems inside the FBI have not been “certified” and none, to my knowledge, meet DoD 5015.2 standards, which
is the government standard for records management. 1 attempted several times with my Unit Chief and Section
Chief to stress this point, but they showed no interest.

So you might ask who cares about these issues. Are they really a big deal? They are a "big deal” if you believe
evidence should be maintained, easily found, availabie for lawful discovery, and sent to NARA as prescribed by
law.

The failure to follow these records management laws is willful and will be discussed in the foliowing section.

Limitation of Scope and Lack of iIndependence

Limitation of scope is an audit term and is a serious issue. The general term means limiting the work done inan
audit because 1} the target of the audit refuses to allow access to evidence or tells the auditor they can’t
perform parts of their work or 2} the auditor limits the scope of the audit because they are afraid of the target
or don't want to "make the target mad or upset”. Any audit with scope limitations makes the results of the
audit unusable and calis into question the independence of the audit team.

in late 2010 | was asked to draft a Quality Assurance Review {QAR] to review the Records Management Division.
The NARA Federal Records Officer is the AD of the RMD, so it was logical for me to include the above referenced
requirements in the QAR. The QAR was presented to my Unit Chief who signed off on the questions. However,
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a few days later, my Unit Chief requested me to provide a copy of the QAR to the RMD front office managers, |
explained to the Unit Chief the hazards of providing the audit questions to the target of the audit and explained
to him the issue of scope limitation.

t specifically told him that | would provide the QAR to the front office, but that we would not he able to
eliminate guestions which the front office personnel found “uncomfortable”.

After the front office reviewed the QAR, they attempted through my Unit Chief to have the embarrassing
guestions removed. 1again explained to the Unit Chief the issues of scope limitation and how this affected the
compliance team’s independence.

Initially the Section Chief had wanted to complete the QAR of the RMD quickly, but once she and the front office
saw the guestions, the QAR was delayed. Ultimately, the QAR was not dane until after | was dismissed and all
of the embarrassing questions on the 36 CFR iaws were removed,

An additional problem with the Inspection process was having the compliance team report through the current
chain of command to the program manager. This provides a significant conflict of interest and destroys the
independence of the compliance team,

Electronic Surveillance (ELSUR) Program
Plain and simpie, the FB! has been providing inaccurate information to Federal Judges for years,

As you are or should be aware, there are 2 main facts an agent must swear to for a wiretap to be authorized; 1)
that the evidence can’t be obtained any other way and 2} whether or not the target of the wiretap has ever
been the subject of a previous wiretap.

Unfartunately, the Electronic Record Systern or ELSUR (ERS} computer system was not designed OR maintained
to insure information needed for item #2 has been answered corractly. And the tragedy is this has been known
for years, but no one has spent the time and resources necessary to make sure the constitutional rights of
Americans have been protected. There is a reason a Federal Judge has to issue an order, and the FBI has been
knowingly providing false testimony to obtain wiretaps,

The ERS system is a rudimentary indexing tool. It routinely returned false negatives and false positives, to the
point of being unreliable. The underlying data has been indexed in multiple ways with little or no descriptions
of the field codes used. As a result of these inconsistent indexing processes, the data is unrefiable. And further,
any case which has obtained a conviction using wiretap evidence can now be appealed. This is very similar to
the problems the Lab had several years ago when it was found that evidence had been handled improperly and
hundreds of cases were appealed, dismissed or convictions overturned,

Additionally, ERS uses an “exact match” search criteria and is therefore unrefiable for complex names. (i.e.
foreign, hyphenated, complex structure, etc.)

it is my understanding from discovery materials provided me from my EEQOC complaint that the ERS system was
repiaced in January of 2012, but the data that would have been back loaded into the new system is unreliable as
was documented in a white paper written by Ken Candell, And the new system does not mitigate the years of
inaccurate testimony presented before Federal Judges. As a side note, the white paper prepared by Ken was
presented to Section Management and they told him to “lose it”. Fortunately for all concerned, the white paper
was not destroyed and is with the program team in Quantico, unless it has been destroyed since March of this
year,
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Finally, ELSUR evidence is not properly stored. During my employment at the FBI, the Headquarters ELSUR
evidence room was relocated. This evidence room is under the management of RMD. While performing the
inventories necessary to relpcate the evidence room, | personally found that CD/DVDs were bulk filed; meaning
hundreds of CD/DVDs were placed in one box and entered as one piece of evidence in the inventory system.
This is a clear violation of evidence procedures and wouid prohibit those individual pieces of evidence from
being found during discovery. The majority of this evidence pertained to the 8-11-2001 incidents accurring In
New York City, the Pentagon, and the field in Pennsylvania and as a result any discovery motion or FOIA
requests received since then have not been properly or lawfully fulfilled.

Conclusion:

So where does all this leave us. | actually feel sorry for you two. You are in the Inspection Division because you
want to advance in the FBI. But producing a report critical to the FBI is not in your best interest for
advancement. My claims are undeniable and you will have to make a decision as to how to write your report. |
believe that if you write your report confirming my claims, your management will request you to edit your
report just as my FBI management did to downpiay the issues | found.

At that point you will have a legal and moral decision to make. Stick to the truth or go along with half-truths or
cover-up. | do not envy your position,
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Exhibit J

Statement of Kiya Tabb in support of Mr.
MacDonald
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Exhibit K

Sworn statement of Ken Candell in support
of Form 12 disclosures
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Signed Sworn Bfatament
L Kennett: W Candell, & retrad FBEainployse, do heraby solemnly swear 1 e fobowing:

f g pregaring tis slat=ment at the reguest of and in support of the stetements mads by
Sonll A Meclongid in reference o ks ramaval from his FBL employment and in supoor of his
statemsnte mads inifw Forn 12, case number D217 1, recently tled with the US Gffice of
Bpodal Courmel,

Wy backgroang

Eam g reivas FRE MEnRoenon and Program Analys! with cver 40 years experence i FH|
proprams and syEIEMS. | stHered oh U 65 & Staustica! Assistant vl the Kecords
WMenagzmenl Divigion, Stattetioat Unit insated i Washingion, DC on Beplember &, 197D and
ratired oo Decomber 2, 2010 T the Rectrgs Managesment Divisine: in Winchegter, Virginis
assignad 1o he Policy Tearn of e Policy, Anoiveis, and Somplianss Unit, 18y FBi naresr
provdced roa with oiportuniies to devels iy fessinh and analytically shilis in support of the
FB reguisemeanis 1o snhanes snd expend tha echnical support for thess pregrams: Unitanm
Grirne Rapors (LJORY, Law Erforcernert Officers ¥lled and Asssulied Program (LEGKA),
Mat:onal incident=-Baesd Repering Systerm (NIBRRBY, MWational Crimes Information Ceser (NGIC
2004}, Hate Crame Repuring Program, UCR Aulomation Project, Nationa! Datz Exchangg
{N-DEy) st Electronic Sunveiiants (ELEURS

Btatemant

b wemg Trarodiased to k7. MacDongid By my Uit Chle? Glenn Murphy at 2 Unit Meating Haid
during the week ¢f Margh 14-18, 2010, Mr. Murphy advises the unit matnbem fhal

B, Waclonakd's reepoisibiies as the team leaderfor Bre pewly formed Compliance Team
incided the development of Cuelity Assurance Reviews (QARs) far the Managemet of FEI
Records, and the BLBUR records, These reciews wolld encompass both the paper and
sheclionic versions. hMr. Muphy opined ph Bs expanence iy paforming GARE in the FBY,
Criminal Justios hformation Services (G318 Division of the NCIU ani UUR whers probisms
were idsatified and corrective recavimendations provided. br, Iurphy explained 1o us that Mr,
MacDoraid wae an experensed Certiffed Sublic Accourdasnt famBisr with the Federal guidalinas
for goesrwnental sudits (Yellow Book); hat valtable porsorngd ManSgRMman saience in
rsining and tsasm developra.

1 reed to aping bers on my reirtionanip with b, Murphby. 8r, Karphy 8od 1 ootk worked at S 1S
befors nining (o e RMD. Woils wotkyg ot CUE, fdr, Murphy was assigned by bis Unil Chigf
o Yhe At Uinit, S8, to prosvde Wormation to the Uniform Crane Beporing Autsmation
Profectwivare | wike v Project Mensger. kir Murshy refused 1o provids thig information to the
Pigject Team even when it was suphgined to e et it woukd provide g valeable product to e
user aommrnundy. LUptn bie refusal to two raqumste for {his infermetion., | recommends it 1
Project Goordingtor, O, Yoshio Aldyavw Thel Mr. Murphy be rermovad ot the projedt isam.

Dr, Akiverme concurted and sehelesd Mr. Muphy's Unit Chial miat his services were no longer

W mm mmeameim cRM R W e e e e f,lage Saf 3 e e W M i —— 1 mamaed
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regsinred. P eoote oonumsd i 1HEY,

i1 Juby 2008 shorty afier Ris arivel o Winchestern, Ve, Mr, Murphy invited o heve lunch with
. My Indtiatad & lscugsion during lunel by redquasting my support in the perfannance of ks
Lnit Cricef positon. | reaporded Gy saying as iong e you duer't e o me, request me 1o i or
bt fe tutly, 10 compromiss my oatlh ur wilée, D eoufd executs ry meporwibiliies efacivaly
endd efficiertly in supsor of the £8] misston. UK Chisl Murghy did reasalgn ms o the Polley
Tearn when he feund out that the ELEUR Tearm Lead lled &y ormission about me.

Thig Pofivy Team reassignment placad me in direct contact with kir. MecDonzly, his wonspacs
waE naxt o ming. Wy, MasDonaid addressed his tasks of devsfopiry he GARR for the
management of FBI records and BLEURe, He mat with aach of tig sasiansd tears mambers to
gscerizh e axtent of thalr knowledge of FB1 reconda, ELELHR expoenee, and gddifionsl tonls
Shoy covidd fsring b the team. . MaoDona!d altempled o oeate the Racord Manegemoent
Divigion {RM¥Y) record requizements Bnd auickly ‘eamed tha! faw of the current reood
prosesses were documented. He sheved this chaareatlon with me. | respended by saying
weloome to RMD, § aiso stated. you tink that iz batl wal 1o you try ko ungdorstend BLEUR. |
pravided hirs ah extimpie of the eleckmeds Felly’ raponse to g user inguiry. The resporse
dhrected this usat 1o learncthe difference between fe codes to be antsred o the Reld,

{ alse providedd Mr . MecOonald with copies of a @White Papst} wiote on how the cument CLSUR
Eiettronic Record Systur (ERS) gl not mest the operational or ressarch regliremants
AgCesEary o provids suppart to FBI agents i their pursult of obteiring a Title 1H wiretap
authonzetion. Mr, Machonald asied nre about B results or sotions tedesn by D
raanagerent o reckly the shottoomings { icentifed. 1 axplaloed & him that SA Robert White
pracented the papsy of @ RIAD managemant meethy, where he wasz diracted ty Dehrs OClair
ernd Glen Soott oot 1o have myself or anyone sise ook o the provess end only accept tha
infarRton 6e prererted. | explained to M MacDena i thed shortly afer 82 White provided
thedr rannonse to me, | expressed my corserns (2 SA White and he 5830 Re could oy nnthing,

r. MacDonal thenkbed me o rey i anic] sl s b anuld MDorporats the BELOUR viile
popar nfarmation in e ELSUR recarc managsment fintings, My fscDonald rajated 1o me
that e was metructad by 1, shurphy 3 remove sy negativty frorg the ELEUR Sndings that
itcticated poor RO record managernt sracticus. At this point | exprest my coneome to kr
Heclongeid that hiz employrent might e i jeppandy singe he objecied 1o he removel of
finaings Indicating Het RIAD i renviss in providing dirgctiong, Instructions, and ainfig aihe
propey resnrmstion and maintenanct of ELSUR maards, | esplained Lo M. MacDionald that the
RO usumps e standard FBE inspection provess by pertrming sellinspections and providing
Hioss resulis 0 e Jospectian Thislon In et of the ingrecton Division doing amployas
intrrvinws and job Rnefions mevens. W MecDohald expressed smazemend at g aganoey
iFee the FETwould alfow the removial of an empioyes bacause they gl the job they were hied (o
paraty | recotanended to M MacDonald 1 protedt hitnself by gedting & bureso "rabbd,
gomenns wihe could st on his behsi. 1 suggested io My, WaaDonald Bhat RRMD management
will ged him up to fail Bnd then sugpest bis termination will be besed an ihfe keliure, along with &

F}ﬁgaz E,'f 3 © i e mmmems mmage mmen 4 b [
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stafement 10 the efiec) thed fie did reet the requirement to be @ member of thp F& family.

itis my opinicn Mr. MacDonald's termination was hes ause he wourld not comprondss his
tagrity at the draction of RME management. He &#d nis job. suppeorted hs eam members,
and inmterceded with Bilenn Murphy, Debra OCalk, are Andrew Seolt wheh & tsa8m member (K
Tabts) was singled out Bar foliowing FB pmipkoves leave policy ang not iollowing B
urdocumented RMLY leave policy. Hia Tabb s the same rdividua whe had been vierbally
masauhed by Mr. Murphy i Aorl 200 D which resulted I 8n EEQC sction heing flled agamnst Jar.
Murphy for muttiple EEGC violations, The FBI BMD roanagemend rstabatnd against k.
Machionaid beoause he id the jub ne was hired w da.

1 haves e rend the B0 wriflen by M. Morphy renuesting 3 MacDomabkd's removid fom the
FBL Az stated smilier, | 53t nedt o e MlecDonskd fur several mamths and never withessad any
of the Dehavior Sgted, OUr cubicies wers soparate by 3 iow wal and we coUks soe arid hese
pach miher and the comversationz we kad on be phione and with ofher staf! members of & daily
beals. | naver wimsstsd any of the personelity or behador sues W, Jorphy wrols inthe
diemissal memo. | alzo naver heard ot anyens withls the unit or section any negative renarks
sbout W MacDonakls professinpalignt o working kriowledge of sudit and romplanes. ¥
anythireg the negatve behaviors Gs(ed h the feimesal BC deseilbed M. Murphy, not ir
Arniionald,

L havy yeadt the Form 12 thet WM. MacDaonaid lleg with s US Offfice of Spesial Coungsl and
concur with his findings and the weaknesses be found in he ELSUR and Records Mansgement
progrome. § am willing to fesify wo this. Tiv deficiencios denilisd sy Mr. MecDonsit are
ptioue and have damaged the sffaciveness of the FB5! investigative grocess 1o say nothing of
secpardizing any pest investigabions where cotwiclions ware sbiained by the use of wire tap
eviience or for any dizcovery processes. In my view, SMD manegerrent soted out of sof
inteneet and i mot make desirions in the hest inderest of the 8L 8UR and FRG programs,
to protoac hemgehes wnd their payeherks and borases, ped they didn®t cars who they had ks
damage to do it They aflowes and continus 1o aliow the FB! bresk the lsw as docurnented in
the Ferm 12, bn my vigw, They feared for their fuilre bonuses asd prosmn odlons veoukd be bmiksd
& thase yery rerious deflciencies ware commuricatsd o sanior management and thersfors thay
efiminated Wy, MacDonzid a8 & potentisl threaf.

[ daclars under peratty of perfury hal i foregeding & fus and correct.

Execuad on byl 2, 2018 by
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