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Introduction 
In January 1997, Frederic Whitehurst was suspended from the FBI as a whistleblower. Mr. 

Whitehurst uncovered the improper handling of evidence at the FBI lab. On February 27, 1998 he was 

vindicated and awarded a substantial monetary amount in his whistleblower suit against the FBI. 

I believe my situation is very similar. While working at the FBI, I discovered the mishandling of 

Electronic Surveillance evidence, and the FBI had potentially provided false testimony to Federal judges 

when applying for a Title III wiretap order, and had mishandled investigative records at the FBI. As a 

result of my findings, I believe there is likelihood criminal cases may be appealed and lawsuits initiated 

against the FBI for failure to properly respond to discovery and FOIA requests. 

In May of 2001, the execution of the Oklahoma City Bomber, Timothy McVeigh was delayed 

because the FBI failed to provide McVeigh's trial defense with more than 3,100 pages of documents 

from its investigation. We see, through my disclosure to the Office of Special Counsel, that the records 

management of the FBI is still in disarray, almost 12 years after. Additionally, ELSUR evidence has been 

lost and millions of pieces of ELSUR evidence have not been inventoried, EVER. 

I was an employee of the FBI from March 2010 to March 2011 as a Supervisor Management & 

Program Analyst in Winchester, VA. I supervised a team assigned to perform "compliance audits" also 

known as "Quality Assurance Reviews (QARs) for two FBI responsibilities; Electronic Surveillance (ELSUR) 

and Records Management. 

My FBI employment was terminated two business days prior to the end of my probationary 

period even though I had received an overall "excellent" rating on my PAR just a few short months 

before. Also, during my time at the FBI I was also recommended for a performance award. Additionally, 

both my team and I were recognized by the AD of the Inspection Division (Amy Lyons) for our 

outstanding redesign of the compliance processes. 

I truly believe my removal was the result of issues identified while performing these redesigned 

compliance audits and my desire to address these deficiencies. During discovery in my separate EEOC 

action, I discovered my immediate supervisor, Glenn Murphy, believed I was a whistleblower. (See 

attached excerpt from the FBI discovery documents see Exhibit G). I find it interesting to note that the 

FBI refers to me in their response as a "whistleblower" (Section III B). I believe this statement alone 

justifies my suspicion that my dismissal from the FBI based on of the deficiencies I discovered and which 

were subsequently disclosed to the Office of Special Counsel. 

This case is also about the violation of law for which I filed a Form 12 with your office, and upon 

you review of my disclosure, your office recommended it be forwarded to the Department of Justice. 

The FBI violated laws, wasted resources and disregarded their oath to uphold the US Constitution. 
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Investigative Failures 
Let me be clear, the FBI violated civil rights of suspects and failed to safeguard Electronic 

Surveillance (ELSUR) evidence and other records of the FBI. Before I deconstruct their attempt at an 

investigation, I first want to point out certain significant weaknesses in their investigation. 

1. The DOJ did not do an investigation as directed by the OSc. Instead they turned the 

investigation over to those who violated the law, namely management within the FBI. I believe, this is a 

clear violation of "independent review" and provides a clear example of a conflict of interest. 

2. The FBI investigation was conducted by two inspectors in the FBI Inspection Division. It 

has been reported in the media that a Special Agent with the same name as one of the Inspectors was 

previously dismissed from the FBI for "lack of candor". He was subsequently reinstated but did admit 

that he used government property for personal use. This is information I had previously researched 

before my interview and made me uncomfortable during my interview. 

3. As a test of the thoroughness of the investigation, I did not mention to the Inspectors 

the fact that I identified lost ELSUR evidence when I performed an inventory of the HQ ELSUR evidence 

room. During my inventory of the HQ ELSUR evidence room, there were two pieces of evidence that 

were missing. They had been signed out to a Special Agent (SA) in the Washington Field Office. The SA 

had since retired and the evidence could not be located and returned to storage. This is documented in 

as EC to the FBI administrative files. The investigative report doesn't mention this memo or the lost 

evidence. Either the memo was destroyed or the Inspectors saw it and elected to not report the 

malfeasance of one of their Special Agents. Failure to mention this significant failure and loss of ELSUR 

evidence casts significant doubt on the completeness of the whole report. In other words, the FBI has 

cherry-picked items to disclose to protect their reputation. 

4. It is my perception, and that of many others, the Inspection Division is a highly political 

division within the FBI. Special Agents and Supervisory Special Agents are selected for or volunteer for 

these positions to advance their careers and they must prove themselves as team players. It is difficult 

for me to envision an investigation of my concerns performed by these Inspectors would be free of bias. 

5. It was clear from my interaction with the Inspectors performing this "investigation" they 

were not open to any information outside of their preconceived notions. They refused to allow me to 

read to them my prepared statement (See Exhibit I) during my interview. In fact they threatened to 

leave the interview and not return. Additionally, when interviewing Kenneth W. Candell, they displayed 

the same attitude. (See Exhibit D) Mr. Candell is retired from the FBI with 40 years of experience and 

has detailed knowledge of the problems disclosed in my Form 12 (See Exhibit K). The FBI has been 

provided his sworn statements and has interviewed him. As such, the FBI did have eyewitness accounts 

of all the issues raised but only mentioned Mr. Candell in one of the areas under investigation. 

6. The FBI attempts to blunt my allegations by indicating in their report that I did not have 

firsthand knowledge. Using this same logic, an FBI Special Agent would not be able to testify on his/her 

investigation of a bank robbery. As a Certified Public Accountant, my work has the same status as a law 

enforcement investigator and would be admissible in court. I was specifically hired by the FBI because 
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of my audit experience and knowledge of Government Auditing Standards (the Yellow Book.) To now say 

I was not involved in auditing the FBI is a gross misstatement of fact. 

7. I have provided a list of 14 witnesses to support my concerns to the FBI. The FBI 

indicates they interviewed 10 of these witnesses. I am left to wonder why they didn't talk to the 

remaining two witnesses. For one of those witnesses they did interview, they only spoke to him after 

the OSC made a call to Inspector Fikes instructing her to interview Mr. Kenneth W. Candell a retired 40 

veteran of the FBI who I believe can completely substantiated my allegations. Inspectors SA Fikes and 

SA Ludlum refused to ask Mr. Candell any questions while he was on a conference call during my 

interview. It was clear to me the FBI did not want to interview Mr. Candell until the OSC intervened. 

8. Not mentioned in the FBI's report, system-wide, the FBI Resource Planning Office 

estimates there are 2 to 3 million piece of ELSUR evidence that have not been inventoried. Some of this 

evidence is 20 to 30 years old. Because it has not been inventoried, it is doubtful any of this evidence 

would turn up in a FOIA or discovery request, because locating it would be almost impossible. The New 

York Field Office alone has 90,000 pieces of un-inventoried evidence. This important fact was not 

mentioned in the FBI's "investigation". 

Law Violations by FBI Management - Response to FBI Investigation by Scott A. MacDonald, CPA March 25, 2013 



Page 6 of 86 

Executive Summary of Law Violations 

! Item Law Violations FBI Conclusion i Actual Conclusion 

1 False information "The former ELSUR database did FBI admits the ERS system had 

provided to Federal have techn%gicallimitations. design flaws which are an 

I Judges by FBI. However, this was recognized by admission of guilt. They further 

Violation ofTitle III EOU and manual procedures admit that the EOU knew but 

wiretap laws. were implemented to ensure took no action for a problem that 
deficiencies within ERS did not was present for at least 10 to 15 
impact the ability to meet the years, (/Manual procedures" 
statutory requirements. The new apparently did not work. FBI fails 
EDA system eliminated these to sight the following case as an 
deficiencies./I example of a defendant who 

found them giving false testimony 

I due to "false negative" reporting. 
(Nadia Winstead vs United States 
of America DC No. CR-OS-90293-

, 
MISC-51 Northern District of 
California, San Francisco) See 
Exhibit E). According to Ms. 
Winstead's attorney, Mark 
Goldrosen, Ms. Winstead won 
her appeal. FBI was given a copy 

, of this appeal after my interview , 
with them. Final conclusion, FBI I 

I fully substantiates my claim. 

2 Hidden/restricted "Evidence of incomplete Title III The FBI Investigative report does 

EL5UR wiretap searches resulting from not rule out the possibility of 
records would not restricted files was not false testimony was given to 

allow proper identified. The majority of Federal Judges. The just say they 

discovery and FOIA restricted files identified during didn't identify any incomplete 

and would have the investigation contained searches over thousands of 

provided false Consensual Monitoring and FISA records. Their limited 

testimony to Federal applications which were not investigation would not have had 

Judges on wiretap ! applicable to required Title III time to look at every case. The 

requests. "prior applicationN searches. conclusion Is wishful thinking. 
Only three Title Ills were They admit in the analysis 
restricted within the fRS. Due to paragraphs they don't really 
the procedures established for know the extent of the problem. 
Title 111 application review, these The'lr "most like\yll comment is 
restricted files would most likely meant to hedge their conclusion. 
have been identified during Their conclusion completely 
subsequent searches." ignores the fact that discovery 

and FOIA requests would not 

I 
have been properly fulfilled which 
is a vioiation of law. 

3 ! Annual Wiretap 
! "Evidence of Annual Wiretap ! Again, the fact that they didn't 

I Report to Congress I Reports (AWRs) and other ELSUR I identify any problems in their I 
! I 

wa incom lete and In uires Containin Inaccurate i short investi atlon is wishful s p 
inaccurate. 

g g q 
I 

Information Was Not Identified." I thinking. They did not have time 
• to review all data and compare to 
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an AWRs. ! met numerous times 

with the Program Manager and 

discussed the problems with the 

AWRs. The fact that they don't 

reconcile the AWR to the ELSUR 

database is also very troubling. If 
they don't reconcile the two, 

then the reports are of 
questionable quality. The AWR 

also contains time estimates for 

each wiretap. The time spent on 
each wiretap is a guess at best 
The more time spent on a wiretap 

the more resources get assigned 

to a Field Office. With no checks 

and balances on time spent, the 

statistics cannot be accurate. 

6 USnreliable data in "Evidence of Unreliable Data Again, the use of the term "not 

ERS contaminating from ERS Contaminating the identified" simply means they did 

the New EDA System. New EDA System Was Not not look far enough. There have 

Identified. " to be data problems with a 

database of this size. The only 

question is "how big is the 

problem"? Given the history of 

the ELSUR program, it is doubtful 

the data contained in the old 

system were properly loaded. 

Additionally, there were prior 

data loads into the old ERS 

system that had significant data 
integrity issues. This was outlined 

in documentation the inspectors 
found, but did not include in their 

report. I 

Records are not i "Evidence the FBI Did Not Store How are improper storage 
I 

7 I 
stored according to Records or Certify Record facilities mitigated? Answer, they i 

records laws Systems Properly Was Identified, aren't. This conclusion is wishful 

I 
contained in CFR 36 but Mitigated." See below for thinking again. The FBI record 

1236 thru 1238 detailed problems with the contains numerous demands by 
sighted 36 eFR sections, NARA for the FBI to bring their 

facilities into compliance. ALL FBI 

facilities are out of compliance. 

i Their systems are also out of 

I 
compliance with NARA standards. 

I I gave the Inspectors an example 

of the use of Sharepoint that is 
I not 000 compliant being used in 

the FBI. FBI is out of compliance I , 

for ALL facilities, including Field 

I Offices and LEGATs. This is a 
violation of Federal law. 

i 

i 
8 Violation of CFR 36 Says they are in compliance for Section 1236.22 gives specific 

1236 email but doesn't say how. guidelines for managing 

electronic mail records. Under 
Federal law, EVERY email 'IS a 
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record. The FBI has no system to 

catalog and control emails. Their 

"system" relies on manual sorting 
of em ails by the recipient. If an 

email is embarrassing it won't get 
indexed or saved. When an 

employee leaves the FBI they are 
expected to review all of their 

emails and make sure all 

"important" emails have been 

printed and indexed into the files. 

This is not happening. The 

standard for records 

management systems is 
Department of Defense Directive 

#5015.2. The FBI systems do not 

comply and they are breaking the 

law. Millions of em ails are going 

un-filed and un-indexed. Not to 

mention text messages and other 

social media. The FBI doesn't 

have a clue as to how to control 

this. Yet they say they are 

somehow in compliance. Again, 
wishful thinking. 

9 Violation of 36 CFR Says they are in compliance for This section requires specific 

1237 audiovisual, cartographic and storage and inventory 

related records but gives no requirements for these records. 
specifics. The FBI has already admitted 

their facilities do not meet 

requirements. Additionally, this 
CFR requires annual inventory of 

these items. The FBI does not 

perform annual inventories on 
these items. 

10 Violation of 36 CFR Says they are in compliance for This CFR section covers storage 
1238 storage of microform and inventory requirements for 

docu ments but gives no microform documents. The FBI 

specifics. has already admitted their 

facilities do not meet 
requirements. Additionally, I 

personally witnessed microfilm 

being stored in the open, exposed 

to sunlight and with no 

environmental humidity controls. I 
Finally, the FBI does not perfor~ 
annual inventories of these items. 

Violation of 36 CFR Another oversight in the FBI 36 CFR Section XII Subpart B 

Section XII Subpart B report. requires that the FBI follow ANSI 

I 
and ISO standards in lts records 
management process. The FBI 

doesn't know what these 
[ 

standards are much less have 
policies and procedures to I 
conform to these standards. I 
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Improperly filed Sept 
11, 2001 ELSUR 
evidence 

Lost ELSUR evidence 

Audit Scope Limited 

"No instances of Improperly 
Filed September 11, 2001 
Terrorist Attock Evidence Were 

Identified". 

Not addressed by report. 

"No Evidence Mr. MacDonald's 
Audit Scope Was Improperly 
Limited Was Identified. 

After I performed the inventory 
of the HQ ELSUR evidence room, I 
wrote and filed a memo 

documenting the process and the 
fact that data was bulk filed. Why 
wasn't this memo made available 
to the Inspectors? The memo was 
reviewed by Unit and Section 
management. The ELSUR 
Evidence Room at HQ was 
specifically established for 9/11 

. evidence. The bulk filing of 
I evidence of any type is prohibited 

by FBI policy. A memo was 
written to the files documenting 
the bulk filed storage. Evidence 
has apparently been destroyed 
on the inventory I conducted. 
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As a test of the thoroughness of 1 

the investigation, I did not ! 
mention to the Inspectors the 
fact that I identified lost ELSUR 
evidence when I performed an 
inventory of the HQ ELSUR 
evidence room. During my 

inventory of the HQ ELSUR 
evidence room, there were two 
pieces of evidence that were 
missing. They had been signed 
out to a Special Agent in the 
Washington Field Office. The SA 
had since retired and the 
evidence could not be located 
and returned to storage. This is 
documented in a EC to the file. 

, The investigative report doesn't 

mention this. Either the memo 
was destroyed or the Inspectors 
saw it and elected to not report 
the malfeasance of one of their 
Special Agents. Additionally, if 
this evidence was Title III 
evidence, the FBI should have 
notified the Courts. Failure to 
mention this significant failure of 
the FBI cast doubt on the 
completeness of the whole 
report. 

The Inspectors were provided 2 
sworn statements by two former 

I FBI employees supporting the 

I 
allegations that the embarrassing 
questions were resisted by FBI 

'1' management. Additionally, the 
investigation by the FBI admits 
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the embarrassing questions were 
removed. The interrogatories 

included in the audit for RMD 
addressed requirements of the 
FBI Federal Records Officer, who 
was the AD of the RMD. Since 

I 
the questions to be asked would 
have found a dereliction of duty 
by the Federal Records Officer, 
the questions were eliminated. 

14 Historical ERS files in "Evidence of Historical ERS Files Destruction is only part of the 

danger of destruction At Risk of Destruction Was Not worry here. The FBI admits these 
Identified." are lmportant documents, but 

they have not been indexed into 

the main indexing system (ACS) 
which is a violation of FBI policy. 
Additionally, since they are not 
indexed into the ACS system, they 
would not be found during FOIA 
or discovery requests. The FBI is 
attempting to hide these files 
from public view as they are 

embarrassing to the FBI and its 
management. These files are 
long past due for submission the 
NARA. 

15 ELSUR evidence is not Not addressed by FBI The FBI has millions of pieces of 

being inventoried as "investigation", ELSUR evidence that have not 

I required by law and been inventoried. For several 
FBI policy. years, the FBI has been using a 

"bar coded" method of 
controlling ELSUR evidence. 
Unfortunately, the ELSUR I 
evidence placed into the ELSUR ! 

evidence rooms before the use of 
bar codes has not been 
inventoried. In my personal 
discussion with the EaT at the 
New York Field office, she I 

I estimated they had 90,000 pieces 
of evidence. System wide the FBI 

Resource Planning Office 
estimates 2 to 3 million pieces of 
evidence are not cataloged or 
inventoried. I personally 
reviewed a report prepared by 
the RPa on this subject. As I i 
identified lost ELSUR evidence in 

, , 
the inventory performed on the 

HQ ELSUR evidence room, the 
probability that other ELSUR 

evidence has been lost is high. I 
But because the FBI does not 

I 
perform an annual inventory of 2 I 
to 3 million pieces of ELSUR 

Law Violations by FB! Management - Response to FBI Investigation by Scott A. MacDonald, CPA March 25, 2013 



Page 11 of 86 

evidence, it win probably never 
be known how inept the FBI is at 
maintaining ElSUR evidence. 
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Concl usion: 
The FBI's investigative report found all of my allegations and concerns as stated were true but their report is an 

attempt to obfuscate my allegations and concerns. It uses language to obscure their findings of FBI not providing 

known ELSUR information to law enforcement officers that are swearing to facts contained in their Title III 

applications made before a Federal judge. It also does not adequately address the concern of improper responses 

to FOIA and discovery requests and outright flaunting of records management laws. The FBI specifically states in 

their findings that they don't really know the extent of the problems. There is ample ev',dence to condude that 

Federal judges have been misled by the FBI and FOIA and discovery requests were not answered properly. 

Additionally, the FBI readily admits its records storage facilities are out of compliance and they don't maintain 

existing records are required by 36 CFS 1236 thru 1238. They are thus in direct violation of Federal Law. 

And finally, they readily admit the ELSUR ERS program had "technical" problems, which means the ERS system 

provided false information that was then relayed to Federal Judges on Title III wiretap requests. They were even 

provided with case law to prove this. 

There is only one conclusion: civil rights have been violated, Federal laws on records retentions and records 

storage have been violated, which has the result of Freedom of Information Act requests responses and discovery 

requests being incomplete. If FOIA and discovery requests have been incomplete, every case that the FBI has been 

involved with has been tainted. I believe the findings contained in the FBI investigative report have identified 

mismanagement of by FBI managers. The only logical action to be taken by the FBI is to relieve the managers of 

RMD of their duties and find qualified individuals who will not willfully violate Federal laws. 

Finally, the FBI report is incomplete and fails to disdose other law violations (i.e. lost ELSUR evidence). It has been 

prepared by individuals who are not independent of the FBI and who have a vested interest in providing a less than 

complete report. 
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Exhibit A 
Biography of Scott A. MacDonald, CPA 

Scott A. MacDonald, CPA has more than 32 years of accounting and auditing experience. His 

background includes eight years with two of the largest accounting and auditing firms in the 

world. Three ofthese eight years was with Price Waterhouse (now PwC) in Washington, DC. 

While at PwC, he gained expertise in the use of the use of Generally Accepted Government 

Auditing Standards (the Yellow Book). It was his vast aUditing experience and his thorough 

knowledge of the Yellow Book that caused the FBI to hire Mr. MacDonald. 

Mr. MacDonald also has extensive experience in the design and staffing of audit and 

compliance engagements as well as the use of statistical audit techniques. He quickly found 

that the compliance programs at the FBI failed even the rudimentary requirements of the 

Yellow Book and did not use statistical sampling; both a significant deficiency that rendered any 

compliance work as near useless. 
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Exhibit B 

Paragraph by Paragraph Response (See 

Exhibit C for report with paragraph numbers) 
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25 

27 

i 
29 

30 

31 

I 

I 
I 

1

32 
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Response 

I This paragraph attempts to gloss over the biggest issue raised in my whistleblower 
i disclosure, that of "false negatives". But it is clear from their analysis that ERS was a flawed 
! system and false testimony was given to Federal judges. 

The statement that I was unaware of ELSUR indices search variations is untrue. I conducted 
numerous discussions with the Team Lead of the Analysis Team about search criteria and 
we reviewed several examples. Additionally, an FBI Memorandum is not official FBI policy 

I 
! as it has not gone through the normal policy review and publication procedures. As such, it 

is simply the opinion of the person writing the memo. Additionally, since 2003, there have I 
been numerous changes in indexing policy not documented in a memo. 

I There was no formalized tracking of errors. 
.. 

II read the Red Team report. It did not specifically address any of the disclosures made by 
I me. It was however a stinging indictment management of the Records Management 
I Division, especially UC O'Clair, that they had failed in the proper administration of the 
I ELSUR program. 
1 Note that the FBI fully admits that the ELSUR Program Guide has not been completed. But 
I in paragraph 26 attempts to rely on a memo written in 2003. A 10 year old memo is grossly 
I inadequate for the administration of a program such as ELSUR. This in itself demonstrates 

the gross mismanagement of the program by ma nagement of the FBI. 
The information contained in the old ELSUR system had significant integrity issues. Loading 
that information into the new system would not fix the indexing issues of the past. Simply 
put - garbage in garbage out. In any event, the new system would not absolve the civil 
rights violations of the past. Additionally, the last sentence attempts to gloss over the issue 
of "false hits" by stating there were manual procedures that prevented this. These manual 
procedures did not stop "false hits". See Exhibit E for a case involving false negatives. 1. 

The report glosses over the issue of "false negatives" in Title III searches to 
determine if the potential target of a wiretap had been previously wiretapped. Paragraph 
30 says something about manual comparisons being done, which would negate the use of 
an automated system. The Inspectors were given a copy of a case (Nadia Winstead vs 
United States of America DC No. CR-05-90293-MISC-SI Northern District of California, San 
Francisco - See attached Exhibit E), where Ms. Winstead filed an Appeal for contempt of 
court and sighted "false negative" wiretap searches as a basis for her Appeal, which 
according to her attorney Mark Goldrosen, she won. This case (on pages 15 and 16) clearly 
indicates some of the issues surrounding false negatives. In my disclosure I disclosed that 
false negatives were also returned as a program fault and were sometimes solved by re-
booting the desktop computer. But following Federal law should not be dependent on re-
booting a computer. Additionally, EOT personnel did not re-boot on every negative search 
performed, only those for obvious names that would have been expected to return a 
match. 

The FBI admits in this paragraph that the old system was inadequate. This is admission of 
guilt. FBI management allowed this to go on for over 15 years. Further, there were no 
"manual" procedures that would catch every "false negative". The wording of this 
paragraph is an attempt to hide the most serious civil rights issue. By first stating that the 
system "did have technological limitations", is then followed by the word "however". This is 

I a devise used to distract the reader. 

lin the middle of this paragraph, the FBI again admits guilt. " ... it is possible the records of 
wiretap subjects in restricted ERS files were not identified ... ". And further admittance of 

I 

i 
I 
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36 
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41 

43 
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I 

152 

I 
154 
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55 
59 

58 
! 60 

I 
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guilt " .... Affiants were not able to fully and completely state to the courts in which there 
were wiretap applications whether there were prior Title II wiretap applications for their 
subjects". Yet in the conclusion the Inspectors attempt to ignore this possibility. 
Additionally, in this paragraph the FBI states there were 15 to 20 restricted files, yet in 
paragraph 36 they indicate there were 47 restricted files. 

"Access to certain ERS files was restricted ... " The FBI admits guilt. If there were hidden 
files, searches were incomplete by definition. Additionally, FOIA requests would not have 
been answered properly. 
It doesn't matter that they were reviewed periodically, searches are conducted daily. This 
paragraph confirms my disclosure. The FBI is guilty. Secondly, ELSUR RM Alexandria 
MacPherson initially was not aware of the restricted files until several months into her 
tenure. And even then she was not given access to the restricted files for several months 
afterwa rd. I 

I The distinction of consensual files is of little importance when answering FOIA and 
1 discovery requests. So by the FBI's own admission, they have 47 cases where discovery and i 

FOIA response might have been inadequate. . 

The FBI admitted records were restricted. To say that they did not identify problems with 
search results has no bearing. The FBI is guilty of improper searches and maintaining 

I hidden files. 
I had several conversations with ELSUR PM Alexandria MacPherson on the problems with 
the Annual Wiretap Report. The fact that it was being prepared on a spreadsheet indicates 
the non-technical nature of the collection methodology. Ms. MacPherson readily admitted 
that the AWR was not accurate. She specifically had issues with the AWR in reporting how 
much time was spent on each wiretap. This information was sometimes obtained from the 
field offices, but was only an estimate, as the FBI has no time keeping system that would 
give them this information. As such, this information is not correct and it is not disclosed to 
Congress how the information is obtained and the limits of it accuracy. 
The Inspectors were given the specific recordkeeping laws that were violated, as I gave 

I 
them my detail Form 12 disclosure. To say "unspecified federal record keeping standards" 
is a gross misstatement of fact. 
Mr. Candell informed the Inspectors of ERS known data load issues from prior data loads 

i processed into the system. This issue was not addressed in this "investigation". 
I 
1 UC O'Clair admits to improper filing of data. Yet later in the document it is stated they were 
I not. The new TRIM system does not fix prior FOIA and discovery issues. The FBI has broken 
i the law. 
1 There are no ELSUR records there, but the Alexandria Records Center contains millions of 
, 

other FBI records that are rotting away because of improper storage. 

Admission of guilt. ALL records storage facilities are not in compliance with NARA 
standards. Not just the ARC. 
Doesn't matter if the FBI was fully engaged. They have broken the law. 

I 
I 

' During the inventory, I identified several pieces of ELSUR evidence that had been lost. They I 
had been checked out to a Special Agent who had subsequently retired and had not 
returned the evidence to the ELSUR evidence room. This lost evidence was documented in 
an EC I wrote to document the inventory process. It is apparent the Inspectors did not do a 
complete review of the record or chose to not mention this fact in their report. I 

It is incorrect that I stated I didn't see anything else on the boxes. 
In paragraph 51, UC O'Clair admits evidence was bulk filed. Paragraph 57 admits the ELSUR 
evidence room at HQ was opened for September 11, 2001 evidence. So what other I 
evidence could it be in the HQ ELSUR room? This Conclusion is an outright misstatement 

I of fact. 
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First I was hired because of my "yellow book" audit experience, then this conclusion says I 
had no audit responsibilities. The items in questions were not removed until I left the FBI. I 

The FBI has shown no evidence of redundancy in their findings. ........... I 
The files have not been indexed into ACS as required by FBI policy. Any FOIA or Discove;:vl 
requests would have excluded this information. 

I read the Red Team reports. They did not address any of the issues raised in my disclosure. 
The use of this "excuse" by the FBI is fraudulent. 

It is good the ELSUR program was moved. It confirms that RMD did not have sufficient 
1 management expertise. However, the movement of the program does not mitigate the 
, violations of law by the FBI in prior years. 

I States they were removed because of redundancy, but still does not state with what policy. 
Bulk filing of evidence is against FBI policy. Additionally, all FOIA and Discovery requests I 
would have been incomplete. I 
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Exhibit C 

- FBI Response to OSC with Numbered 

Paragraphs (Cross reference for Exhibit B) 
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U.',I'll\PARnn:NT OF .JUSTICE 
l'l'-"I'RAL Rt)'((F..<I C OF' WVl:S1'fGA TIO~ 

IN.:;:r£t:TlO:''llllV1S{ON 
UF!fH.'::S O}~ lNlip.E,CnOr-S 

A :a~Vlfi.'f" Otf ~ll;'L£crnO:'IE!C 8U'RVEILL.lL'VCE_"-:'IID RECORDS 
"t"'1'Gf·)\~~;'I""l1{]GRA:MHN \lliSl'<JNSt "<'0 A llli-l'£RltAL BY THE [[K 

aFFrr.e orr ~·I,;nJlt. '(:OHN~Y. 

~6r~!Jl!mi".:{\f) IOlht:: D.o:. O.f'.(t,.;.'l~ vl'Spl::dd C:.mr.5:~ 
r;rSlJ:lL"T.t tt) 5 V.S.C. § l~D 

lU~r: ,:!:, Mli~lk::. ll: 
iJIJC'¢l,{l\' . 

l-"6:kl'ai BI,J~~I/.'Il' t,::firrt'~l;t-~'i!c. 
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, 
(i.t) (In hddf III' OireclN R<'Il'!e.l'! &, Mlll!llt>r, TIT, J:ll(:: T!lFlPe..".ti nr, nh'i~i,",l\ 0'\"STI) ,'>r \h~ 

rcc:;;icr{i~ f;14r,1'Itl (In\lVl,1S1js:~;iou (.fBl) ir.v~SliD"'U:d ~ll¢B~I'..iC:L.S·rnlld~ b~' s.l:.;Jt~ A, !'-fuvDut.!Ltk!:, J 

f'llrmer SlApet\-'w:Jry 1'{{lJ.t'lu.~et.;'1e::.1 md 1>:~f,;n:.rr. Anc.fysL {~["'1Al-'/') 'r,'ilh tile t";{I'li R~~r.i!! 
M<l;:I.<1gcrtlCn~ l.1i.'1t.~i:!in. (rtMD~ Oti r~bl'lt~r:' ;'.!$, 20f2., r .. k .\1a:::;o.:w,ltld ~ ... i.'l¢d tne ·C.,~. 0f(it,~ 
(If :.9r~~,l C~.I~mv: (osr) (If l)(:f~d\..:-:u vj.;,lxtk.rl~ MJw~Y, m:c:, l'::;sl:\~~C~;1 nl\)=~ :lllistne~m~:al, 
~1l,)M ""·'1s.::~ tiC fl.:w.b., t'!I!J !Lbl;~~ of 1.J.1l.wmity wlLb.l:J. the. RMD. JI1 1.!:;,::.: .. lr Jnru.:tI wi in S~tl)ll 
12 U{o} of l~tt:;.: 5, U:lt~d ~-::l.t;:;a. 'Ct!2c, the a(.!)I'f.>pJiltt:: AE,C!I:::y lIc:.~d ;~ i''::1)t111\~\ ~n c:nr);lll(.1 <1"1 

lnlj~i2Ji:iCI: (lrLd :\r~jll"1r" r~ 1ep<'J1 fur s.nbm.i..!:~{J!"t iu- OSc. Tl:j<!.At1lli1re.~ GeJ.Ltl1.l1 {id-::!::l,Rtd (h~ 
i'jIIIIIUJll;' L'.) l:r~\'o:':;l:[:!tI(t: lw;l';'.'IDp1k II r~o1\ to ili:; HiI. :J-JSJ.'It::tOl' beirll't L. T-ik dU1!.;!Ld lht:: 

i")~'<:~i';gRlr;)!1 fm IN:~m. 

(0) ,\.,.1' Mtld)u[:;tlJ t;;lh-:gtrJ FBI mUl:Il41..:.tlltnl U[[!.Ci:.I~;; wcr~ ddllJlt!Ul.iu lbee:(': 41r1,.':l!.~ 
;::rsL. :.\'b, :;"·tu.c'D\)WI~a Pl'Jtg~ tJ31 :n1.m';:..gC1I!:m't~f{lckt5 diu !ll".l~p!qICr\y ffia'llll.gt a~1.d. :1lll.ilc[!tln 

\lffide:l rxCl rei;:., :11C~d.ill~.' nRt!J.l:s;:c.<:- tlf#.t: t~ .. ~::.c~ki_'if', Tjtle ;1' WiTr.""tfJr·WR11·.!l.nt!l, hD:ml~C TT1-.i 
ootpk:r'QJ!1: kt1f'owilleLy ~1i,>;rl.('>n ?.t", _'"i''ITi~I.l~f.fld 1'!.e-c\:'(ll1ic~ !:;l"!l .. ~ill!l.lli:f'; fRT,,:;'1.~R) d.!tmr,;)s~)(> 

hli'\lL?l1,; pi.;)l' i,IIl..."e~"'P (~(;Utu:.; ';11IJ 1.0 P[~'<IJt:: AfUlLIifr 'r,l.i"R'Wp l{c;o.r~::;. (AWR~)_ 1(.j <1J!e!:,re.!.lllht' 
i:nlUDlV,11:c·n Wl!..}1 Pl"O'I.'lded lXI- krk~al cn:J.ri::>, tbe lJrug Enforcement ArL-nim:rt-t:tion, Ccl~grc~il, .f!,,1'~ 
tn:o: \Iihit:: H.ol.1SC." :\1r. MacD"l:w:d ~:l¥,'lL>.~ ~'0IlC(jll!l d~t.;I. 't\o;;t$ l'¢UieV.;,li fMm [hi:;: dabl.h.~t$!! 
l~au~r: of i~ l)Q..;'!rly M'Jsnoc Mf"p".'{-f~I"! wh?f,"~ <,nly J\l\"~lll('..r:1l wlt~t-l.p lnfiltrnffi.:1»', fh'>1tl "'(!:>.:.ilt't 

rJU.VC!i· T $<"..j'lrcilt:~, [ J-: !i.!1lbt.!l' ?ll~g:=ci tbCH lirnll~.liLJn pn!d uu:u ui~v<J\'t.!ry (): p:10J rmLZnt:;:!-; i~1 
';;hll:~1.11 W~~llip w.u::: gTEnf:t!d tl:H tl~e ;>sm.:=: pCi'::n:l, nTfli:I;!>c.I"j' ir.!d.£c:ntr"~j ?_ ~t;)"tI.')ttl ',!,"lI~, ~~ ... i(l\lS!~1 

tl1(.!1~\(111.~ ~r ~ w:~.:up. 

(Uj S (j~-'jJiJ, 1...G, :'::~cD(Jnl.lLtl.uUeg~ ffiI lmfilE"l~~Ji.u:!lt llEldali d1:.l ll\l£ cumply witt, 
"N.t.I(j~:oclAl'CruV'~ end Rcc.cai..ll Adm:llicirati(ltl r:NARA) ru:d 8Bl ccr.Jn~..€I(ii)n p:;,nQ~'btlc'i HI: 
ItY~0r.:.W <In:: rc~& ~l.orn¥\!:" P,y:-;t:llli h~.'mf! hl'rl.'ii',.B !'. ~p:::x-m ~orC3!rtl..U"l~ E • .mailR \';hich, n!(Il'1.g 
·,;.'jth iUl,li,., ... ifl·J~tl, II~i:'=I(!mtn, tlrnt 1.~fJI1·'~~'<~j'hllJ )ltM1\;,.,;'!,l, \ycn~ t¥,r ~h'r..::d ,I: "lTm~tlii;l~t,,'d fl1J[X'.:1;' 
(i'; (dJi.li@l OC(1)~{k, 

(U;· Thtnl., :"'lr. Mtt.cl)I.)u.illd ;:1Jjc~'"t::j flll ma,~'"CD.lc::n~ Dflicla!s..did l~:Jt albw him ro a\::d:it 
W.;!.(ll,b pr,'"'p.::rly. H:::; ._!I::::Jl.trlIUI.<fn f'll~HffgCJltr:f\~ limi:tc:r1 :":-i(;:qu(:.$"aI111~h:.l':m~hl ~~I$i':JI)fI)U.l'·.f't('1; 

J.1,1([.1lR. iil"di-u.. 1:>'b\)"lJCJ~liil!l!.~(:;I).CJ)l :-.of J,",0.h'd~ t'>,f;~rrtS;. ullli.:; ",a 'I i:';::>ry I;))"'; ~l RMP. MI, 
\1;v;f)nMhl· .... r:~ l~sp<lJ)~jl.)l~ f<,,!' :;i.f~'1?'l.liJlj~ (h~ SI..'!H-(j:s:~es,~jr~f'jil PJ~It:(':~:, ltml ~JJ..ltl~l"jl:.,g. ~d.r­

~j;t:Sj;JtI.c:!1.l too;~ w-:::t lU~-tT1.eru1l)' iWlwlppumd ~'p:.;lky_ nllri:n~ tlll:: Je~·elormfont nf:i 118'),' 

Rcv.. .... rd~ M~l1f.1R.C-!nct'1nRMJ '1l1c:!St:iojlt)~i!~~ l)y rlh \T:iJill, !':r:vtil"j)1 mp:;.-;,: "\{r. MaC[)fl-lfl.ld s~g~,':::'do::lu 

ihr r~c.~t}fjjCj'AJ:;.irC '>'(GO .;Ql'-CQ l'!:S the;, u;lde-:,vlMlI. re .... 'iw.' by 11:;~D) E"X.ecllti'r'e- Mo.r..~tb\m~) 
k~.rl.i 1l;E: 11: i"n en rlo?,:je .... ~ bft:: .1'\1.(1;( ~;)\lP~ 'r'/./lS :)wiled. 

,'. 
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10 

" Il. 

13 
ff 

{l.l} .",,11', t~ht:D,;'!'"ald l;KI(\',~ tl!'"ll:Il""'II:1 fO':(l'I'lt'I~~C (If 11 I":' ill !>5-~;:'":I(i 1)11(" wi111 rhn 
vr.:~('f-'r.bil ot H.r'l~('; li miUit..iull. 1,,{r, I'illl(;!)(J(Jo!d bt<~lJi'l hit <~I;f".g.'Itit:l!;$; 1'i':gllnljlJ~ 
EL~UK defilJi~lto;;ill.!' uT. rlli(.<tmi.1! '!.·.;.'n'i~,m~ wi(b tither ~1:ph:ry'::elI; 
(Uj r.,.h, MlE:.DL1oal.c Wt:.;!l :t-:rt La!l ;,)rls:itio!l 1(1 ff¥;)W Gl'lJElb'ttin!,! r~I dl.ort!l to 
:mpr::-ve I!.nJ rtwd::...'"T.m.: :t:U;;lIR·~ Syt!1i!l.rIb ami reoor.;i~ l;~'jJa.gt.! 1'1.I.dJili.ca; 
(lJ) P:occdl.!r..:s <md p<flick../: '>I<'Cl'~ lrl pl.!ic.!.c tl'J ~.;wm l{{;.<:!U!Il:I..J: inlorm::.tl.<m I'.~& 
.::f'lt:::rr:d Illtfl ,find rr:tri~'l!~ :"r ... 'm n(:~y !;l1\S (1](1 lJ1.,';:Ufl'. dl'1~lj1TS;::'::; 

... (U) 11lt FBI":Ol:eut.:L-td wr."prt:ru:~vt.:.li::;n.rl<1i I!;(t~t. iJrELSUR)J!{\:.:.ttlurt:~, 
t':'()li..c.te..'1, <:=t.a ;)'~L{!..-o;;.~l1 2:,)01 !:Dd 2DlJ9. J'.l:.re:: ~r.micr. ~ed k j~¢:n::lilr,.atklJl cif:l~ 

;:H ... S';;RPIogns,l ".D Op::.:,adOtl~l Tc-cim('fj(:J!::S-' Divi~lon (OTD) in ZOllo ~nd 
l\o;phl.,)~eJll 0fr:hc d[;[fl.ll.:~~t:: )',1r. t...u:t!t1tt:'l.illJ dae:gtd 1)t\:dllctd e.r.'()n.;:o'Us 
inihmlEl!!oIl. ~·b e\,,:rut.:.m.:.e tft::. FBi provi(ix tB.l~ C":r .c::Tc":~!.'>:;U~ 'J'itlt!: Hl prillC 

lI;"plkl:!i(l:~ ;i;~0:i!'~.! r(:~ulrfl to 001.1m I.W(ltht-J '·'ltli.i.?to wd6 ~rlCl.llitjca; 

.. (U) I ... :b:, Mac)c.j~~ld. dMll.(ll,. P~n:' Q! ~t;~'jt:w A\V.fu; ./wd Wi!.';: l..::'t f~.~~lii,j: 'r'tJ!t 
:Jj~ d.1t::ibl1sff, U"iltd (.(I coJJ~:;;I, !1m] pre~~ ~ht! .!.kI1.i!. "U,;~ in ~~I:: :epiJi"I~. N(I 

c!, .. jcl.:.m(J~ i1.c: rm produ<!u em:-!~wu·; A \~~ Jntl:~YJn W~ itlt:ml!rwtl~ 
(D) :Policil!:~.und pr:x,edu.res '".er-:: til r~.!l..Ce to ~L!l"-== \\::I<:ntion'.)1 E-rr:.ill nr.c nti:"...=:< 
wedlll El~ offidel r.!:CjlrdH~ 
(U) T1~ FBi ~::ll1rrtcr,;:d pmh:.i."oitiYc b\v.::gcta1.Y eO~l.31:.W,i1:re b ils llt"klUP: to 
0:mt"rtruGt Ii ~~b:ed recnrd~ ;;tnm.gc. -racEtty, 3I1.i it w.:v;: Rimilliriy ~itll2!erll.i!il1 
('rh~) r·m~~~1'.!! flg.~'l(":iN ...... J:i)S\: (·;Cl.!!."us KOfl!;8C j~~liji,':* ~1'.)I"&, I)()(. ir, tCtI·lplL~J':~:," 
wiiJl NA1-tA n.:gU[li:.lt:[1::>' ir.dtJ.ding NAH..n: 1:i .... \,\'1) fQ..;:iJ iti9ti; 

• (0) Ih~0C;'(}~ MT. }.(~(;:Qcr...:dt.l.(J.lle-g:<td .,..,...e;re \.():li) ~D.iU>~(:'J.!ItB.i fot, Dr h d.l~t.Qr 
d:.':';'lTL"-ell~~r io .. duilic.g xoorti;.: ofth:: Scp~mbcr j J: :2fXl! t:!::rurul ~tl..Ki.!~ '1fCrr; 

r..oc..,tl."':It.c<l frn-DI1!:l !ll!.fe,~1lr.rrld; 

ill;, 'Tn.'· fI{;lir1n \~T M~.:'<n(l~:"lld ftln?l'li ji,r,i[f1;'ll)i) Nl .. ;Sit ;'?f";flj'O:- {'I;,",('J.1ll';:;j ful1"i,'f. 
the .uJti4.J f;i.;::o;ck:p1.'1.a1t !llll.1;.{: {If iii. P 1'(:»03;;.:..;""1 'Ioj',!J)(al'Y ~c;t~a~~c:.:sJ.));;:;m v..:l.;, (:I(jJ 

j;r! u.:i[ r!'.";!.)LlY ;-31,l::inf, i"U1 fJl:1tf. 

n. ,m mOIlO) .lIe\' 

(\1) n~ iITI.'c.:;;tigilt:cl!I 3ddr~;~d eu.h (lQ".f;. MItJJ:)I)~Iij'., ~FI':V'tk\l';' flt" ~Ct:;(")f(h 

, rJI:I'" IrJ L.'m:~ 11~CJtI"'1.l, It,l:'1;:1 )~:1il1~, tlud !I~14:ll"i'::i.JFtl ii.mtti:'il~C:t! i:I:;:' Jt..'(~ UJcr.;l~ i:t 11~ (I SC 1":"" ~{'nt'll 
) lell~, tr.e Ofi.C F{lT.U 1"2, 1l.1ld ot/<.:::t ii.'Lf.()~mtlti(]".~ li.JT:1i~h<!d ... h,:;ctJyhy Mr. Mll.-::l)·::utld ,")r hi~ 

wILDe::;IIt::..!:. 

17 

{I~) 1 N.qn ~.'1n.,k,.x tll;:: ~:01'r;: F.! .s:~m l1!ld n\1 p~vC\i·lI~tS, )x;jid('"-s, ftrJd ~~nt'~rYl~' il~.:d I.U 

wll,",C.t, :'..1'I;1"ly.7~ coo mCdnr,11rJ pun fR ~tJcl ~'IMr 1~l3-1 ttcor'(":S. Tbe :~Olli"! .. f:;\J1l. Jnrit'!:..jr,,g: ~~\!~.y 
iltw20U9' Off1c".: r.:t Jnl~ji.y (luJ CtI::tq:1i"!uct:: (orC) ited Tt:um am.D)":.~ 1..lf t.::;,Sl:.R <L..<ti 'l"h1.c 1Il 
J"t~II!i~llJrrt"omp;JI:lru:::::, ,blLs ~r.'OC l.J~ re-fcrcllcC rr.~rcr.ia1s. 

1~1~ Tht!..I"~'.'fr!'V; il1clu..~:.-!.rl I';' illtt!I'~·i<~\'l~ (If I?, r)J). hNld <;M former"FJ ~~tm ,'"l!h~m·irl;""t~ 
o;-;:)..1~'ivi~:.J.~, :Jl'(lQ..l'..1W":.lll!l:.~, (I[[-t j:UI:i<1J:::~i:.lh.Jm Rl~ID awJ OTD. r~10CUJ~ 19' iTt.!~:;l!i~·"",~ 
ooJ)(J·.lC".cu w~ otwit:nts~~. rt:wmrr.I::rt:.l~: by My. r·.1.;J~jjorlll:.;:!. 

T!NO ,A ~srRrF.TJ 
) 

Page 22 of 86 

f<... 
I 

I 

Law Violations by FBI Management - Response to FBI Investigation by Scott A. MacDonald, CPA March 25, 2013 



(u} Fljrl'y~,;~;:::D J\:!~iI'.~~le-:.I bL:::'UR ltt'c:)rd~ S:,.'~1:em (tiRS)' file!; w('xc r.:::vl:::v.rcd to 
d~l1llt:=; w'hcthar they c.ontC!inc:C in..::lCre-..siblc Ti.tle U~ rnu:l~l1l. 

I}..I) P..)"jD tv!llltci (be Pohcj, A1wJY:ii~ il~1 ('..m~[JlkL!ij:t< 1:llil {"l'Ano;. it: .Tuly 2CD9, !In.:i 
::;n::nwrl ~ (IS··' ~ SMAPA "y')"lli.'tl t'i:¥rthe COl'l;pl'ian..::::: 1'~fJm l.....:ul TIl::. fJublli:.\rJE~ t!lIli~h ·1t.,;1\:: 

li.:;l).;d i.:I:!' J Iml~lJdat. /s'~lp\~(Yi;;;',)1 .'1"', ,~li.'; I itl.if".c-}) fC":r.r,,-..nr.:1"1 1 Jiti~!I; ~r,>,iJ:'.-e 0..;.. un t':Xptm I.Id'r'Wbr anti 
"-on.;,,wlttml p1tl\'jciir.,e: ... \ .... !,:".~i~bt Im~ ad'lLce. t>\:, rtjiJ:rja~crs ~1Jd ~r ~.::I.tionE.l ~o::md; ttno:S 'PllirJ'lw(;, 
TC~c~rcl-. lL"1.d !l..."11ilvsJa. On MllJW 14: 2I:n iJ, 1",[:. :,>,l..:tCD~ or.b:': ',lvn~ 1J~~",d d i""Ootly onhc 
C:)ffii~Jiilfl(:t; ICJl':t1 T t,:('.:ci, f'.l1):l rc:pr.;rtc,1 ro l:Ult Cilld «(JC) PACll. U!'II •• 
rcpl.\r'.~ k' S(.!u(;ml Chjef {Be) Debt".:J. O'Ckir, Rt;:;.oI\JS, Faiiey ~d AM)y;:dr, Sc:ctiflrt. MI" . 
.:...im:;Dot1£l.\d's nl'"!.t mz,l.!.plt11~ll. Wm;. t::. 11:;'11e.,.., t"!~Oh1,:r;er_d,,\.J.U\'" fl'0hi tr.:.: p~""CYil)'J~ y-:a"'~ 
i:I~I~ClS("lM :ai,,";' fatai'17.;,!";) :'id::l0:)LC(! ~I)HI1l"li;""jI)L~C: ~e'f!rtrt, .~n~ til::: ihml re!l\."lCl w,,~ tl~~d.bllu.:d: 
:,11'.l'..'W.t"DU'I.iJIJ I..!V~~t'I·.v 1ti~ ~crul'.·l> u~l.'l.:i lJp1ttfll Qr t((: c)(:drtlo";c t'f:r.~km nt'tb::-: Q\lu.1iL1' 
A!I.~;lI'l1!l.;:..:o :~C'>'1t::'.'1 (l:\'>\R). 'rho Cm~~,pllimc== T~ml\ ro;.x;.u.~ Wll~ It.: n:: .... i.~1,; .md st!t.::allllim; t::~ 
l\.S~Ct:SmCUq.lf{l:;x,!{.C, )I.T,d ;,J;I \:i,.'Jify WA.a..1.::a"l.:2'"'...b QAR q~th,:r. wf1::: J.'LlH:..:.y odv~JI, \\.1lf:II Ifh?, 11m' 
Q,,.,n pfv('!~.j~ WI);S .i.mpltZlll\'i'!tl'.l'l, "lill', M;1(:.TJO~-aJd v.'l)flmd ','<;-ltf, rr..rsb ill plb~ 1111!: QAlt pr.;)j~;:.'. 
ur.u t:'";.;u:rd:C!~ !J-..-I:.l!t.::1Vilily d'llw ::!~\'r" :/l~s;:ot.G..It~~lll0QJ:.:. MJ:, M~~;r)(m$d w!u: l'l~flG IT:"Ipcm.!'rihb:: f..-:c 
oC-;);""l1dLm:.ti I:g hi:=..lcUlt1'", C"v(I~lI~li~)l1;'i Ill' 211 Cldd or:Jc(;: ELSt..-R Progmrr.s with r":SD, 

(((I MI'. r~fu~T)~I1:=!1I-c1 WF.!S c:mrlnycd ' .... itl' tile: FB [ fn.:I:rl Mur';':':l 14. ~OlC ~~';;1:'1tdJ 9. Z('l: 1. 
(l:d";'-.:sbmlt.r.'1 jg, 2C J (;, M~, \1;"'!cJ)'''''II~ ld fjld :vlli '1tl c.;rdnwr::r rl;ac~f\!;'~ ...... iet .~ 0::;,(,', USC 
~~f~;Tt'd ),!.r, M .. !d};)I\ ..... ~rl' ~ v.i1 i,';tletJ It>\l;'~~ ci i~,lN.:lJtt\.~ t;, ~.~ 11.:::. AflI:"lT!lC~' {"'rcn.:.:n!;l (~I' Ju I)' :':4. 
"1JJ11. 

fC) J]"'']SD JO".-.::::\l .. OO ,be OSCld«lai lc:ti.:!:'.:· !J...""lO tho OSC l'Offil ~2 ~O'vidcd b)' 101t" 
i'J!.acJ)oJ);':!t4 r(l IId4(<';$s:. ~~;::;h aU8er,li,)ll J)(O t1i~cln~c:cl il1ll~;::; wJ,:r.:l!::blawo- ./W',iOD. fr..r: {!llll1wtng 
!il;:C.ti'~li.~ <1J:,l;~~ ~te'':';l "'lk~<I(l~U iU'CLdlieu .1m! :.h::. "e~\:.hs (lfQ."lc ;N:-..;.n ~Y'!i~. 

rl. E'.Jidt...'."'x r1/},~ . .t/~r; Ilt!l)ror~fi(Jn P/"tl)"I'd~>,j /.;." (:01-'('.1,,· flIid (}f':.A. in ,lfir~t::r;;­
.-i.pplfc(I!km.s WaR .'Vr;J Idm:iliNl 

to) AH{t,t;lIt.iofl~ t~fr. 1"lfll::rh~llal':: :stJ:t:>1 PAT ;::;rr.p10'y~prol,.,J:~d C!l\t{t in..£:..n:ndull1.C 
f~demJ 1.A,1U:1,:;.iJ.I..'d DEll In'l:,,"';lll~t:- !bl1;' b.u .... -':in~~Jy rtJitti r~1i ,<j!: ;l\l1(i\)H:>.kd d;;:tf_h~8C uRcd to U!.fru~E.t~ 

: lU; 'J"Ii~.t:LS:.J1{ iI:::;.::>:>r.il£ ::';1'HC'](1 (=:l~~! w~s In alpbf n".,n};:::-k n,:) :'ll,:ncri-:: i,·~lr.r. ~n.t: IIt"in".:IIl' ;:;;111IQ 1I~t: ~i.t.!ll 
J '1~1 ri<':l~ ::'"l:-:r.o: ~~rr.;lbh[.':rI,n i";l..:J nar:1~ l::rnl!'1 kl'~WIl ~Ixm~ ,:~·a..ll'tl :Jo..l.!lt, :;~rJi:iI..i~ :ll p!a.,:.,:::I,Jor '" .. lid",:j:, C!i.:.1t 
(::r(~~:d f:r .. '3:1JR In·:! lx-~':'1 1J11..;.'r.I, ,:,m-i!!Jctl':J ~r l':\1Ir ir i~I<'f1:'! 1">:1' I :n; );"1:3;. I. i:I,\) i..!t.::::fl::.!'it~ [:"J.'lll-:: JY.J~0J19 :!lla 
i\o\'=f.I:N:l '.til"" .'m',-"" bCM ~ v~rty t-!1 n .... "mml!·lk~lio", :11,""111 it~lt">:!t Il!' ;r.:~n.!~Jll~J L-Jri~ Ilw ~UUI ~~ cl" 211 f~J 
1',11rJ1i::i;:r.l~\',' f--;l f.o:l.: It;. ~I,d l:n~,,~ 0;.. .. '(> ., ..... .', k:;~)l~, : jCCt!~~, v::::ml\lt'"'I~"'J'{;: o:>r a:l:~lwiH hole II !X'~::.ey;>t) :"'1I.:;..;;;t,1 ::n 
fr.;;p~rt)' ~ulJJC~t.,)oj \,oJ tit.. aSUR&<.:;J;l!.l, ~iXlcl:>..~II.:t:.~; ~dJdIJ~I~~~ '.'.Y(11.e- flT:Il. 
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~'':i('lr 'Jrjn:rr[1.I! .r"':' .... ·!rd~. H:: hc!k).'.;.oj ~(lC: {1: S'X>'t'.:;.ty (If ~ljC;;C 'li<l :rrti r.'1l~ \'Im~ ~ei'km:i O1inlLg:h to m rJ.kc: 
Wllllltt'V1:l [)'Ulil ,1tt wil l'I1tl[)ij iql I'~""'r.ll ~1r:; irIL1Jmi~1ilu-.i11 ;::..,'Urt. 

~U) ArJa.ho~l;r;.-~ SI:!::.tiOll 251 g(J )(e{ r.ofTJtl~ J 8, Utitt:d S1tll:!"li CLlcl~, n:::quu\:a.l all 
'-J.j'rli~I~;n.!l~ i0t TOC lro:CJi;:Cptk:IL Coi wi1l.;, o~l, ()j' cI~Ollk crll"hMlll\:QI{it:!l:<l: ("Titk~ 1[1 
kp~li''.."?Ilit:m;') lQ t.:Drli .. m"l: 

(1/1;.11 otJd t::)I?~I"l'!~Je .tt;pr!~m.tlJll1ll~e.}u.t.., M1'i"C{?11"1i:>:R' all p"'rNin-IJ.1 appJu:t2!i(f!!.~ 
~l'IIiW!l If I ih~ inti/'J/firm! (.';,,'iw rizif1t;; (md t?tOki.'lg IN l(lpJ'i("(.Hl'(III, IJ,·m{~. i'O 0}'"1")­

j"IUiJ:« fin' liw aJljhtJ?'i'llrtjrJn trY fmn."'A'.pt, (i'1'"/0,' rk apnt"fJv.::1 qf#11sl'(.cpl;m~~ q( 
wh",c !)r.:;'j' " ... e!l:.c!rt.li!~I.' 1.'tJ~Mi"dr'l1t..;·aJ~uw im.\'I.!Yiilg >J?i)"Oflk! I''''.ow pej'~fml!. 

/(.ti,:i.1.i!1f>. t' oI)r pi(,l~f .YI'Itr':ij;I.:(1/1\ ~ (lp~l,.>;;(:I~;;{)I'l, 1.>.",,' Ihr.: IJI:~1j)rt hlbn fly th-!.: jwlfJfl 
(Jon Bad:! Sfldlllpp1ictu·,tan . 

tTn Chs.pt~r m, S.:!etiOll :';.c. nf t"l.€, ~()..1 Oftk:9. ct· F..rJ'Orut!Jll~t Op::nt.:k·n~ {OED) 
El-.:o:;t;(;lic: ';,.)"\o,'iUtlllt::.i: .\jll:l\.'I1\ ~l~t.;tj II "full i!pd 1,Xh:(lpj,,'"t~ ~tt::n\c~.t" Inl'J~¢ ·ndl,lCl.;: 

1}j~ d(fll!, ju~iJ:.ii'tjt.'l'J, d!U{ di!:pr;sjJi.m f)/ p;'!!!Jiou!1 wpp/i"mi!J'J1J1. a.l,' w~,n r?:{ fix:: 
rtid ~t.'ti1~,1. ·(r,l"r.Y~ w rho! f(f!lJ(~ilf ,''(IIX'. ~fJft(1!i(l?J. jfJ (fdrtitirm ttl LW:y krl()"I!n !rrir;Y 
ap.p{i.cciii()tI~, {he ogt'm.y (vlld!{Crmr rile invt,\·(il.<f.r'..-uu :.:iwr;,'d run.WI ·.~':J:;r.JR' 

ct."l!:d· nti!R "''ire m,st'JJ\Mt1'C ~~t'~'HH(mt,(! ina'ir;c.7. thr; fr.dice~ O/ClIYUPJC'T 
fJm'Jit.!pl21il'lg4!Sf.'J_C:V, r.Hd 1!}[?, J~tdlce.s rtf a~·a.~"'ij(')' wAlefi w~ .... ld like.!y hr:nte 

im~~"Jig.MI~Ji 1iN.~ lfil~Jf'::.'1" i,1 rf,~I. Pll:J.{, 

(U) :"lr. Mscl.)onn.id ~tmtd 1tc"l,l.'3~ ncrt a'm::.rc ·)~'d,-:. p[-'lm==iCl"S of .l~.u;'UK trtdites U!!!It1.!t. 

i,.w-~l!.n:1(l~ fullov,.~ by :~UIUR OrH:lra.rt{)ll5:"'I \X.h:lki,:l.1l.O:: (r::m~;. Me .\111::Da:rt:;/id aLi'lfi;:!::Ii h~ did 
(\0:>1 }:r"\i).,:or ...... 1l('lh~.,. !ht<~ "!"~;1 :!:1i11uk"lI)' cr.:littinl!.l!li fur how 1)\~(J:, l':!jdat'01~ in nfJl"nC ;:pr;:lljljf::f 
~!l()~ld bt': IT.u:it': h tht: (ll.'tH·~o;o u[ ~lJ.I::lSLI1I.l;i'I:m~ .~~!,.dl, m:Ttlid hI': n;u .... lll rliJiCl\~~iw~.;; i.j:rl('/11:: 

EL~UR PITJ:l:ill.nW ~ll;x."ll·. (b.o, MT_ M~'"'-'!)!J:ul:.d <vhll:~1 0.: knt" .... c.D.!.y ~t tile Q~·~11~1l10cb.:tO:'urki:.Jt 
problct"n~ ',j"hlt ~h~ ~n!:y Qf in&-x,tuo:it1ll in.to \1R S, !mci how ~!!:r.rch. Tt'.lIulh ~·Rrl~J ,",'iln 1~ 
c;r,:p~ic:::1.--:C :;:r'l(i m¢r~TtifJll ofP'OT~ oond.l1i';fJnp. The ~C:FJr·:2",:::;::. 

(l)) Wj~~ I"!\lliignt!u ~:o jh~ l::LS,tm. 0rl";:1i!\i ... m Ullit (P.0'OJ:'Ilnt'lIy~i.;: haltl 
L.:t1d ill !, ACU frorl:l ?.tOg Ihr-iJ\I!:dJ 21)10. filit: (i~'J:i~(i. ihu :pft\ • ...=,(hlJ.."I,) GtJJ: ROTs l1r'd PJI1':D 
:\.'J;\PA~ f(lljow-e:d to- CIJ::tciuct iU.HOR :::~!l.T;~h~:;L EL~l:R flC:rrrcb~F. l1r"tr-t: t-.mduared ill .:woo:r-durtCc 
~i:it )-I8~'.o:, 1'I'tTitk m BLSIJR .s.ca!\~1 T-nlir.y: ~C1c:um,'mt~d in FRJ M.;:.m.:ml"lLluJ!:. J ~lU()J, d!!.t:.'d 
Jv;z.r~h 5-1 7.Q(!"}. 
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(U) ;::OU pedb:l'1't'lf:d. ELSUR !Ie.!l.--.:-ht;;! m:l beb~L:'" of o1.1tsid.<:" ~nd6S :'lAd, lmd ~ epe:.'.i;:1i 
cir{.."IlIlli<tu.n,;.:.o~, fur 1'3;) Cli:3c..;:. H()'l'2 oon:::iJ.J.c;b:r1 £ltto=m!l.j:)tiL~' of1;!)) ll~UZ St!!lr-etxll .... Jlbitl Lhl.!. 
J:~~l<l -ofi1cc: w'he:r;c .... ;:: wil'~ ilp~lic~[\)J;1 iYfia )t"".JlC"'¢, ROV};J,~I,P,t.,.;: tlLlIO qt'el~W all ficld noT 
i'WUr'~ CI..'IM L1C:L~~ 'i.';[thirL (11ciI' go.~~~i'.:1f'll:c Jl~~S- c fj'ts.Nl.i~il>l!:ity, no-t: MAr-.-\.~ CI1.:.I;ti.)('l' 

!¥!(!';'\l,'~(!y ~m:l ('l..'D.l?'b!.!II:;(," tltrt;\l&. NdJy ~·j~w~ of ~Il Titls JTI ?-!lr--1kJl.tios:,s, (1(W evQryTf1k lTr 
l/fplkatin1. pr~ll.rd wjtain t~ 8'8f, nov MA P"'r. '\lA"'r~ n:rr.jl:h~;l ' ... .;1 h {·(:nl~1:: t.lf -11j .1'ppl!('2;tlM. 
dOCllmCf)I;.lIti0tJ. EOU .\01.<\1'/\.$ ..::hc:':'k~ 11jl,.': :::l\:t.::Llr1l.\,:; (;)'£OT8' indcdll$,' r;2alr,~t ,sUPl1ooiq:_ 
COCUf.l:nUl.tiOJ.:; iJ~ tlw 'Titl~ m appli';;il.ll0lL If iJ:J~.:"il!.g ..:rrvl'~ VJ .uli,1',)Jllpl~~>; ~~'''c:J:) r¢flUl1:J W"'" 

w:i"VQt't'r'-"'.i, Bf,JL J.m'J'tK<l·j::=.~~1.l lb~ :.lll ,', ::;.till~~rdi:tcJ f:JrJJllutci J'U1!Ii:::lU II L\:'11.)!;, lI.) it~ jj~!tL 
Pr::ll:i p~r,r,.t1':l""l '\llm\': thcr.tl il iHt1t'Jo:f trl C':f)m .. JlI~e. th.:. illMxillg liT ::.o-:::lrch, :md tt; iil':"l.11sit tt.!!. 
~~~J iH·JIli,l[ rt:::lul(:; 'n A USA!! i"1w.l tA:urt.:;, 'Ihk; .,i.im.J,'!!'Ji:ttJ fowl W~,1: .fib.: u;;:,.ri b)' BOU 10 tni.::Ji 
ll"::"'rW}i 1'0 cr:r-r.·r,;, 1!.1J.d. proyid:: imllJirgm IIP'l:Cl::I~Qf~y f!.adtefl~ -d~'~ko;Jing ftt:0s, 

(U) llt" N~8 EI.1)jta(~fln~ ',1,l(:f\ .... ~!'.:a:)ne sC"'iJ'Cral f..UTI:-R -;Pmtrfl~ :1::!l.K amll:'i: jdr.miou "by 
NSD, Rt'--fD, unit O'1'D tul'011t;tm' curing re.·iL':w;$ .;:tm~lIt::~d :n 200l ;lnJ 2009. BDih rt\·j~1"'1:-> 
nc.kn,oT\.±edgw llSUR s.ud lilU; clcfic~ucte.?, ru.1Ji both co:~iJ.ldx E1):)1I1t m<1l:,""getr.~.{ rn'\':rh:<! 

Nd::~n:".,ri.!,w il:kntit:!i.. inm.1.)cfl~ l:r: which ill.SUR ~;::~s pr.:u:.i:Llcro -e:r:r.:>Ut:0ll~ 

(Ul During the 1009 ti:wi~N: t~ rUI)~ ole ~.;)1lduct~d. » se:·vcGl. mor.[h com:pJ~a!"lco rfsf: 
1I.'I'.li['y'!:ri~ (H.t:.~ ·reltri'. r.:...·..,.i\M.·~ 1>:~ \i!lli>!:!l.!:: ~nl.! F8["y, !I~;'l.emR mid p.r.;,)~tkl.~; usd to cvtl~;::., i.na!y.t.-~, 
;fI.nd lni;l.irrtxl!!l C:'lll''t ... A'Jl'1ttJrb.e.d "Tit!c ItT"" ant: F()!"Cisn I!1tl:ll:g.::n:.c :::'l.m'o:ill9.nce Act (T ISAi ~ 
BLSUR 1lIl~, r::1IJ Rd T>'.f1ro I RJ~'JUR i;\I)CC rl"lkf! jill>'", -:;:j:<; IUTAA irlClltif..c.:'. ~5: 

, 
,o;r .. "h,laD,o" {'If Tlr,·)gTll.?:.~ llwMgemt!l'!t, :;,)rdicy, i:\:aU o:'.UlJii v;;mpliuru;'~, "f'}.,.;' 

mreJ'!1t1Rt M Tc:.a.n\ ~'Ccom:roc:ndm:i;')l.l '>';,'it"; to m.OY~ Ell\; m..sup, p!\!J.~ l'tom 1-'J,..1D -;::. ()'H~. 
Ole ct,ull)r.t~rl ~ 11:Wt~11;· r!:'!vioo';:. flf til.;! ph~I:$ riflE! ~f,~ wirl1 om 311,j ~t:Bkehnlder.~ r~I)IT. 0lf1t:"':" 
Wi'i!SlL'Jt5. PfJ!SUi1U\ to (tit:- nt<~ T",'tw ft\.:t:ll1J."OJ..'niall0[l(;, J.I.I.'~ 6] .Stf.n: r::"(I(\~ill)l 'N"!1!'i l:'(>k,,;.:'9;[o.;1 l:t 

(jll) tn '.xtober 20:.l, <ttJ EllS 'r'I~~ re-plu.ced ~..,..iLh !he I.:LST./1{ DruaApplication (EVA), 0;1 

:. (D; Titl~ ll: (If I~.~ Orrmi trJ~ C,.i':!1~ ("'lntn;! uul 5t:.f~ .s.111::~1 ~:.;. I ,..,c ~ UGH ,f;:~'<!i;Ii" 1,11~ C>.Il1.:.l·lIuU!.Oil:W'~ Ji'x.: 

{:~l:.::ell;!;.~l ci~:;il'l:;;ili; l.."lt-=t'{::;p::iOIi of j:!.fwl~ti"{I\: f ~SUtO!.ly ~C'Jt!l1B .. H1.,'>.::;t.Cl'\S};fk ~dLll~-l::Jw..; ~vc.~tisiiiM~ ~n.;ltr 
dl t"I.·.f,o';!t_ltt~ Itl wl;.id, l!l(:, ~~nilc.s; lla~'t f !:V"ls:::l~.:i!L!; t:,.':lCt1t.~t<11~ -of PI i'vnll'" 
, (L') 7bl! r:(:(~,: .izJltl[i~~oc,-" ~\:::"''$..j; UI~~ ."-'.:: un qT~ (f r~''.i I!: III: 3~t .~:'C:Cl:Il:VCSl" li1~I}"I1 (.f~W~~ It)!: !if; .Lk:llr..r.~ 
u... .. d 1'rt>L'"!:"<l~\ ~'I'=i:ls r-'h;-'lii..c:~l nn':' ~1&1:!>;~T'i'-'~ur .. .,i:l(l~= ~·o/':~1!lIi1'O~,", or'I~ldll~I~~ UiI1 ... ':"j:~~ 
a,g:'.ir. ~t Il~g:'1 r(""~ s anl! tb.~k ;..¥f~t..I. 
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S~~~"t:'~4. 2012, Ole ~li::cl tilt t"!lJJ.:!l;:o It.tt- :tr.~j(f,~tic:.r, ~1'JI'IIVt:I'C: (:(lmpi c.:tori w:!1:! tile 
c-x~cllOO1'l cfi:1ruJli:zrnloo difu: ~~CRProgr<!n1 (jtl~d~ (\"0), OTD t:"J"Qvi~p.rl T:-:;i;n W~l:'h Ii :lr<lh 
p.r,S(:-R PC: whkl!, ""r:la'!I ;"jPftl',j~'~::l, willl~rj:1p' 01'0 ItliO fill oompii<m~'.e 'i'lilh r!~<.: :OO,1i~·.i(I:1 
I'j):c. 

(v) [II om, ';hc:: EOL" 'W'aJS. ~oCn:ur.cd tbc ELSvR Pl"'jQwm Gillot' (CPO), ~tJJ:1 <}ss~8(IOO 1,) 
r!LSU~~J)'!}gt.j:.n ~Wt1.11:;~r (P).1) _ 11, J311Mry 2.{n2., ~)e tOA 8"/sl'!::m 
went D=uin-t" lu:d r~1:H;oo Nt~, ELSUlt ~ch~ ootuJL<.eu::d iu RnA ditnirl::l-T~i titcllc,o.i f-or 
F.:OT5 TrJ f!C't~1 m "htHl<i !;C:~:l'jJ~" i:t'wit.::t~'P FllI1IJf'Jl:1DlH ~l!1cl !)(i1er l'tS,)'.:I'("tS ~(;l snpplctrl("r1T ['RS 
:J~lj(I.h~:;, The r.fJlo~ ~v:;:r~ I)~[i:~' ~;)ftwa:t'<2 i:l\:tc.:rl'2.ti.:'m which aJlcwd :CI' -Ir"-'llnd-~·~'Jwk-' 
~~rcl.Jt!$, . fhu, k~~!J; <'Iuw~li;:;aliJ ~<1i.;:.h1,)i.1./I1J ~I~~\"'W :Illlll.: (;Ca(:}l'l',lI.ti()tl ~ IlT.rl }'.pclling 
vm:hltJ.fl71~. 'file EJ J .• \ :i')":i1:~,~ !J.t.,..i [tl::.ll..!rc:C .. t:J.ft ..... ur~ lbc.l :.:In.;.mi[j~ tJ~ l>llJoC'~'8:; \.I~<;I.l f\) 

aWini:lv:, ~1sc S~I b i',j, nli~ g;Jft~,'.dC al..+:(ln~t~~I;Y" l!.:PP~;:tt.:. bj"gn:p-~l data, .su~h. 0:> d\jI"E':~ 
ufbl!lh, lL' !L?lH~ st:::o!bb h~l~~ uJHI eliJ)jfjkl~'JU u:.<.)se .:'..funos 1l(1::mKn~hitl2= dsm of"l.?:XtI.r. ;:Ul"s <L'1.C 
~ EI.g1!nt> n:::1l1 ttl D.l..':m:..a~~yoornp!'!!.,'!: ~r.ClJ hill.;) k.wwu. blcp;!aph3<:;tll rl;'l1.f1 I..Q ~1iJ~jnnt-:-. f,oJ:;;: hin< 
w11"h Ihe. t',irlm' fJ.'. S ~m. 

(U} (':-.OlH'!JlJl.IIDm Tht'f-uruwr hL~UK J<l(dll,!-OfI (ljc haw tI;:~:'n"k'!Si'::::1.11ill:itAtior..;:. 
H',w;t:"!~, '!:ii~ ""'u rnoognl2::tl i;:.;;' 1::(1) Illlt! r1Jm:wJ plxH~d1Jr.:::~ wI:)7\) i!npl\l.!l1t.llUHl /.(l CllUI)I'C 

cktfltiOl)t·(-t;<, 'Withl!1 EltS lild [101 il'lp1:lC;'! tllt. 'Ih·il]ty (,.1 meet the att:rtuwry-requiretnofi.t:H. T.:'l~f:ew­

lil)A ~Y'>l!':t'\"l -::lh'nil!'i\teci ihe;-"'rl6ii«i.f'md~, 

.fl, <','0 {'.'l'ldl!n::e 'i'tl1.r. }.IJ b?iI?C"m.ctiOtl r,t') Iv .. ':J!riciN/ ERJ! Frlt"c Withheld fm'l! 
"Pr~(lr Am.']ri£,i(/<'!J/"' SiJCln.:ffl!/, Wus JdennjiNl' 

(C) +-&.1l!@!!;4sru: J.-1r, li1ac.DI,)1Ji1.[(l a.:.liliJ-t(l , ~{)ld :-lim dmllt rhc: 2nS 
d.d'lckr.~k~ !:It: :bcloRd In 6~ OSCj.und lt1Zl',.h,e cl:ld rJ)', h~vt' fli-::;l.-]ulJiJ luKrt'i.'looJ;;t; of tl.!,lcil 
d.clbk.'n.:.dt~. '0'1<111 ;;. MA~ A. ",.,dL .E()U (I1'r:J Lola!' "I.·;ut tl~ 8LSU'~ 
()r.wa.~i(!~LvAn11.1j'B!p, 1)r.h fmm 2·:'"1117 tl1 :l:C{J9, ~lr::.d fr.nn :h~ PIlI in 2CHO, 
1\ ;;uunl !Jlg"\.\) , Tj~k lIt wit';:::~? "PI1C( llP}l! i~t,;(l!i" flUlrchi:~ eml uu.:::l.t:d in (;1{f:; did 
TW~ !~urrt ()c::t1.plct-=- io£otT.~ltrum II..:> then:: 'r'I-ete 151(·10 EF..s t:i1,o;5 te~ot.(".e ¥.II Y:CI;IoinR ~y I:tj' 
th("\~ EOT~ woo :rc<g11C\i.tci.l Uu:: rU~l:rkti!)lJ:;" Ali.-IJ TI!,m:C. i.:: ... ;M p~\HjbJ~ trm NC01\1;.. ftf'vi I~l..'!p 
~ I.-Ibj"':~~lS i 1\ 1\~~II'i(:"'"(I ;R g fi Ic:~ w·~ r: I}l'It. iMc.:'.tific:d whc::!: u.tm roTh !lUl=fJtt]llen,~y CUDliut:il~ 
?I"ic.r l1ppha:!i.oo ~~W.LJ:!~ fu: :It. ... ,bt' :illbjt:<~!;:;. t:i)CI'':::fuTc advised I:Itnll11.ta 'A"Ct~ oo~ 
$,[}Jc. ttl 11J lI.y '1~1(1 {'.cmpletely s.rnte k the ~>:<llrr9 if) *hir..:tl tll.::r .... "a WP';""El'"'i'ii.'I'Ct:.tp ap?lkl!.ti.:n1ll- ""~'":..:!.fr,~ 
"'"Jl !l'-C '<!I.·cre prior Title ;n v.:i.rttar SflPiicl:rtium liJr I..belr sldJ.j~l:.~, 

(l~1 An!llYsis, j,.;;.r.;lJrui.J~ kJo , ~C5:~ tv \X:l18J.:i ERS tl.lcs Wtl3 re:::':':icl-eJ k' 
:.'"pt:!.:!i1i'J ~!:,J;:!t'~. (.1lI~Y !bt:::~~ U~l';; (..:ruM dl1(Nmint::: ~>} erx:[~[ellc:::- of rhos!.': me.,>, aad RI.l!.1.~ h.l:.J b~~ 
re:~trLc.teJ mu:.l in..JC'~db:e ~~<: 19t9o. ~~t:ll;I.'",,\ Tk": f!ol'ly 1.<,.'~Y f·:'{)1'!l. C':C1nduoti1l:.t', r.-rir.r 
tlppiiCf..tL1:I11 r.c.nn:.bc~ eC1u~d ~:;dn a-cccp.~, in i:rk:(;;mr.ld:1:~:c in I!;';~lt"i~fJ£ ER.S Ci.ll;;l::; ....... ;:.:$ It) il$\:. 11~(:; EOTi: 
't'o-'l:.o 11&d 11;&:!t-ctM fue ti]o:,:? w:t~~ tlu; inrtlffi1.ilt!cm tt.'u~:1 W~ iII Otlt;!- (.if lh~ ~ E;'814 i..)1-'I11 fiif~~. 
OiH,!' .... ·i~z, 1\0 illmnllat:it<n frn:11 !:: rC;;.!Ticred TI'RS me v/::sull.. b~ :.Jt;:I;.I.[ut,::\1 clm~n;g ~ ~~(cn .• 
_ ::4<1h'lllv..: boli~,'f\'(\ E sun ,.\~v:ch~;,; ',\'(;1,(: in:'.f'm\.,:,l~ becl!.'.;:~c ~.m.t fidd [01:: '?liI;:rt­

·Jmr.viJ.TC o:~ ~1C :;")ri.ll;.:lL~e of It J ... ~ .. Gt.i.ng l.::RS fl[e$, ~d ~/0'U1.C. Mi llil-V':;: litl,.;;t'rVtl ,tJ sID: ~::;or ~C~* io 
:hc..~JjJ,::};, 
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UNCI A8!i1 ~n:.J) 

(!.) O: .. ·bl'arti ELSt."R.l?1v.l md. f,;:·nller m.s; iR PM ...... 
WC;.I(,: !~:;.tt II-Yri:lre IJflm>, "r.rb <.!p~ ... li~!:1.i,m" Ht.!IJche~ cond1E:f.od of.;;llhjr:("t;,. wh~ fiL",o/l, ')\o(:rr 

i"~~IrI\'lot!d, and j a>;lviscd. tbot'¢ 'W\!'t'e- mf:.ii.;:;\:Irffi ro trti~";tt S1..'tlh 
lJL:~l~::e.!;. Ac:oord.il1t to ,j~itL""1:~(] Elt8 f.i}1jfl W~~ ,e;glAllili:r-' rtvw\\.<oo <Iod 
'IMr~~lt& <'I~ ~oon t'I~ tt.-t'! un.dt":!"~]'!ag ~tid. fur li1e re~tri.cti~m I;m::k:d. At !c:n.~t 0)1~ l·:()'l' h'(tJl~ 
fl~kI cff[:>:::~ wbcre filet: ..... «c rClr~:ri~ \I,'l'_~ ~11',ntt:rll'\~~r.S6. 10 tlli::t:r.I in !.hI) (::~.~( of !'I.:;ub~~t]Elm: 
~,lbjt:;.;.:llll.!!!TlJ.h hum on!.': ~)fthmg f!h,:. ~~;,.~l~', re.::rol:w!o:non pt'OC-es~(\ !liU t~uests to ~:;:.~ 
mts i1l~s. :'nut r::wic::u',~cl i:1r Tll],: m wL,,(,lq) ./Iulh:.JtUI111L'lJ JIJ~;jml!r.;lG.O(tn: l:JJ LUC.~u.de ULSlJR 
;:';t:,1.!.;:.ill)~. i[ would hEJ'f-~ identified vn'*l) Jl.tlt!);"):i:r.atil;m h~;:c:cl ();J) ~1!1'Ch I~~nllt;:, tJl;\'.Il:il' TlIII 
j:;l(!ludt'l fnfOO:UCI(iof. (fiJ!YI r"s:rJ\lloc' f~~~. 

fJj Inform.:l:ticm 'T c::.'hr.:",;,of.Y \).y<j,'tli:R. t1TS) {.'Quf.;sseJ the cvd~ 
.ll~e~~l.J:I)' lu J.'lWl.l'i.:.:.1 fJ'H:'· Pil~<, ~jo>!l ",-,~u ':"~!.ed ·..,.-jlh tTclt::::r::!l.1; tn-l:" r::::s1rldlt-.ba illrt'> .L:::RS, Aittc 
tir.~ (">f llli~ l"t:'\'ww, ll'S_ Wa}; :tt.-rign-::::d t:f the tnt:::lIigo"4""'.C Arrl;~':;1~o~~ ~hflPr.·jt Uni~, 
Trd<Jrmltli0fl 'I'tC:u)nlo;;..r.;y SW"o'i~ Divi~i·.)J..l. s.nl,j 1,1.'tlS tbc FBi's SUbJ"-:l.;l ;':li'l~itr Q;.po.:rL t1!:,!plnJLlll 
{"{S. AJ,J~ w:~) ~ Ei-.)jw.'~(~ <K4ilile..:t o..:l'n~&:(.ul, 11'3 __ p..-J.·n.mm:::J:Jl P-:'-otp1ilil(L1l1Q :::,nd 
uI!<':l:ltc,o;. frll" R~ S: to in:'l',;..:l0 Jj~1lr.,g: W.!:Ct..!!I!.IlO (Jl"rillin ERS m.e&.. Aoco-r.dinJ.!.: to ITS_, 
11.lIl\~/ tjk~ wt'n:Tt'-Hn:::Lc.d tlV~:- ~h2: y\l3.IT.,"!J"Jt kws$ r1oth:·$.jl1:::' rc) ):1)[l1J:'why. IT!=;_ 
::;lu lJ::d he r.m.I)' lr.fI :k: tile fO{I(l itit./:.\i w!.t-- ml~Oll r:y (I"..' J c:;(ri;: I m~ 'JP~!:t r~tI~l: ItTlJ WIl! l1~'eT 
.~V!.)1"j -IfllY !U<,;tiTI~tioli ctj)nldjvation fur ~101ridr.gn:ccrrl:=., s.Jd JI.tLd. very' lir.:!c 1I1LCI"f.I:::tivl! wil"ti 
tiekl. rA1"1:('lmeJ. .rl.~ cliJ IJut .lU\ov,' i:·.bm-d oorl't"H wfl'1:!qu.t:..;rt~ to T.:!>::"l'i.cr: :::.sg~~ w::.~ kq:t. He W,,," 
wA ~\'''~ 'J: imJ'r-mblerw:; t::!lU:v.:il ~/ :::.:.IIrcl~e~ 1~~V~1g heOI! cm'l'1i.l~.l0t wllir:h ~lj(i f.\'l( i:L<.::hluo::­
info:mt:.ti{]a fi"O-m the rc:Wictc:'l m("!~, 

ru.l l'f'i>_ pn::vtrloti TNSD ""ifh fI f>PIW;';)W(l"! id1V;Lij'ri,:(~ .oj",' ;'('\>:11~;1tt.! J:tJtS.fib 
lU~·UJ ... ·iog 36 (!a~CR Wll:clll1l':!d bE!lM ll"1tel:'mLttM.!ly :ft1l~(rL1~d dt::rwg flu: pt:JioJ ,"";:M:ar~. :27, 1~9i 
"In March ?iii, Wlr), A (';~'It'lW ():'ltl;:'S~ !ilK\: dt'f~uinoo <13 (91%) c-i"47 ~~QJ;!t[llOO r~rrjcbY.!. 
Co-J)St..ur.'1 iI MunllDring ut" T-lS:\ tllfN111.!lci()rt, Jl':'.lO were not :c1 :.';VF.nt. to Titl.!" Tn rrlnt :a~\li~! :0(1 
S.:I1I!-t;,bes, (lilt: (2.5%) afthc m:.J.T rcrr::;I!Iil,:'I1~ n:'.-I1tr::Vt;:;.""3 fj:C:R ~,(l(lt,~i'I('<1 Ti!J'$ m iufuHtU-llt::t.C ',2.'hiclt 
''',1[,lj; sl11~ pcodi:op: md E~mC!h:!!bl" ir.: the n.1\¥ RDA TI;-mE1t' •. rN"SlD i-d~fj1ieri r.\li;:.j~& ,0. tho fuJI:'::> 

rCJndn:ic.g lik!llln~ (1l1l~(.irl\~ .:.f r-3(":b 1'G~(rk(l('o. 'Olt:' (j'"l>1 W~:!.l ~);.·.ri-:'·.lot1l.1 f:ru~ -"'lilY 27, ]tx,XI til 
MR.l'C:l1 >. '"!, ;U}{l-1, !lJ13 Pl..tt:or.w [fum July 13, 2.(()O l\) Miitx:...r. 1.1, ~tJ.l> and Cteth!d tTf"!!1l July 1, 
2{}fl~ [(": Dc~b\~ ;:;0, '.(103, AkJ.tm~h ~ 1Z dea::.tivZ!l.~, iNS!) iii ~-!B-<::3.t'C;bjnp, wt~~f 1l.~;;:; 
~wd l.>tJ t:l1"J d~lr;.\nk. tW-rnl1.:.luo!:! re·(JI-'::RI:=:d ~t"I OOl1:J.tl..C~!:!' "p::I'iC!1"' !tpr-II.::l'!tit"ftl'" .~tal'.:!tJ ':-'11 t~e-.'¥,: tht-t~ 

c:1!::t'S. 

(U! Cj!lM"'.ttJ:IImn: F. .... Mc.I1r:r: rlri!Y.'.()~':":!pkrt. 'Ti~; l: 1TT ~(:;.o:rdl~<- '~~llll)rlg [1\.I'J,.. .. l~~lrLt~d fLl::s 

wr..<: n:>i. rdC;lltllild. Tbt .. m~.i:Jrj!:1 ,.{ re.:;[rj.:;,:oo m~s t:k:n..l.illd ulJrh17 tilt in' .. e!lti~!'.ltlotl c-:--Jilrf:.inr:(. 
ComcnsilOll :'11-Orl.i.1~:nrr llDd l!l:::A n:;f':.i~ti:;Jll:o. u.1l.i~h wcre ~N ,s"?f1ljc~1,::~o to rcquJ:-..-d Titl .... ut 
C'pI'l01·.!!:!JJ}J U:-<1bo::' ~{'~"n:,h~. Unly ~i1re1: Ti::lo:: [Ih wc::!":!' ~:!:~triC02d 1.l''hlr.1l r.I(:'-;', 1))lE. to rtf. 
proi.:<:'tlu.r~~ t:::dnhl1s-he::i fur ritle;]1 ~l'lic;::lti(",..ll ltWi-rA", Iht~~I: It's.(ri' .. ::J.ed Jib; \'1,1(1),1 In:)Sl likely 
b!L ... ·c bolX:p j~Jj\ij10t.l. d~'ll!~ :';1,I~.~l.lo;;W.l. :;t:.1r·~~~, 

t;NCL.~SSlF(f:n 

~ 
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~, ;tlJt~na of A WRs mrd Other iiLVUR llY..Juifi« \' G"\fUiHiftg Jfll~!(!."mr~ 
Jr.jVrnJ.."J(iM Wo.\' No; M~';!ifl(i;d 

(U) Allc!rohu!l: Mr. Mn-:Dn;I<lJd sitt~ ~loyees prQtrjd~d :i:twr..cura"tc int":fm.lE'~:t in 
/\ \VR~ :>,00 i'n 'r\.""',{lr-'"lf1~ 0) ~nqml~c~ fr\"lTI'.: Ol1"lBT~r tnt: ~l;Ihil~ Hwu!:It::, .;m;j oU~· £x&uli~.: t:;.rctru:-il 
~f,eIJW(!$ b~l,.'.i!!Jsv :-;l{S W~ (}b:i(I)\'II,t ~1 .... 1 :;Yl$(11:!r.c:rt 

~U) AJl:ah'8ls: T.h.:,::(:~nmtY.!~ Chi'nt; (ofittol ,~r,cl SMa ,'i(N1eT~ Att (Jf I ~~ ""K!quirro Ib,;: 
;\dmfmsUild\rf, Otl.k:!= nfr1Jr. t:!l~m.i StarC!I C(M"16 (AOUSq!.O rtp:.'rL L.o Cl11lfJ~::ti.."i the mwihl'!( 
<'I:JU n~il~ uf ~00l1"1 anJ ~!.<Jk -Il~pll';::I'l(iljl;"~ l~'J' OroCll mrl1(1Tj?':lrl~ tl:.e 1111J!n:;:e;.'ltiOL1 ~)fwir.:, rual. 
()Tde~ln.Jf!.w t::::t!um~i;!..!llit:m, 'l~1.e-tl.<;J~n!Ili,/j;ro AOtSC ~l) ~ll<:ct:.mtcr1."t.ladl)!;~ OJ) t"h,:;,·:,P:h1;!:~ 
ul]..l.l~ i:r:t.'c~ti~,;l.d[!lJ, illc.!l.~iJ;!=u: of iru'..l:rc~I~, ~'.l~·.'et;t\IIlL'~ Ol"l.':I1 ~~ l'JJlI L1J.1:1the.rs. ("0: I~n·ef.t;:., ":"(L1b:, :l1!d 
l'i.'lh'i'~~"'"H18 )1;'::tt\JlhI8 flom 1h~ s-llr,.'£'Iilltl!l'::Il, ~&!tif1tl25J ~(2), Tide:;~ ";.Jdtt-d Sl.alt'~ OJdr:. 
R:qwre~ DO) tG repul"( ',drrh1p infvt:!lwJwJ:!:u AOUSC j)L l"f1:"l.!"1!IY ("If .. 1~v;· y.;::a", 

([f) Tfltn:rmat(}"fl ft'¢lY'l .all c;ln~Dd Tde m Wtru\1ii!'!:: ..... :ml: uscd (1) Pt"O'r'Wc;Jfli,.U [("Ir Ib~ /; \-V"R.. 
W:hJ~ fb~ .L::L~r.;H.l'l"u.L..'T".UJ W<lS.!It R..\1D, PAC"W Yt'I'.~ r''>;.r(]'I~ihlc. WoI· enlh"':ctiTlE nr~~ rep.rrJl1g 
w:r~t::::p ~h:.til m 1)<)L L. !X""Il., fb:· Er.S: JR lJri):;r!l"l1'~ l"t:>iOlJiiliClt1 tu aID. tb.(:: Thikl 
Acquillil!D-dillkJIJU)Ji Sl.t:tivJ) was rf..'ij:HI·.:3.iltbk f .... JI" r-tQl-!1..."1.ng fr..c AW R. l::L ':iCH. h"0trrjj; 

~~ Uvlh ro,.1~ !:md 0 ro ~dl ... i1:E'r~ ell"!::'; ITfl:m ERS was fu1t AWfu,:. 

lLl) .\llT. M::;.cl.J.r)ll;tJd wvi!lt':d h..::: tu>!:J 1JU wh:: ill P(r::JJi"\tjl!~ I!:~ 4 '11m b~21:.l.-="<: it WJl3: the: 
~"-Sr,.:m~il)i1ii.}'(.!fTht>,. "F.~,..(nJRiArt2l~y«il\. 'l'.ea111. Accl;)r.:iing i.D Mr. Ml'lclXrJ'..lid. t,~ delll i~ 1?-J:­
~Or'~ !lut ody iw;;]uc,.cd wLI;j(h~ II- wi t<¢tf::.li war, -:::(J(lJucc:cd, OOt al~D haw much tiLUt" wrz !IpC~tt OD 
~l. }Iir. Mn~·:J):.JtU'lld f?1<lIt;;u :ED. .StlR P}vf ~1.3.d. di+~1culty :r.:~,:muritt!:: l-.:~w 
m~n~' .i;I)UI;r> W~ HFl 00. vfin:l~~,:±ucl <I~1.~(l : ... lr I~n('lrutd ~(i b:;:;l) I~C;J' (.t1IJ:!7.(; ti1t!iM:U .. Mr. 
!"ia:.c:l.}cmahl. ;;.tatcd il~ t"Ol:r.:::~rfll;c.~d ~eiug tl. s;m:~t>t(:t::l wi.l.';::rr: U:t~ inIcotL;:lt.1ct"L Yt~ C').t:I"lpi l-t:U:, 
atlo.1.:"o;"'.clude.d \h¢ abw:v.:c :::ofal,lwl:.':,ti()1l 11."1lli)l.l!1t>XI to lkrcl.:idi":::::t..'f'..lmy. I'la. MM~l(rII<lhj 
~Illk'~~ h\': ],,'h! nc ctiJ't:!f.1. i:w.'(\lve:n:f:llr. v!i"!f: :,n..-:::pX!O"J.GtiOl1. or re\-icll,: of th~ repel"':" Mr. M.':::Duw;W 
dB 1I.Ol.;:i·."t my l~l.tlltt;~ t:.~ t:J:"~'u..>:lJJS tol' ~tlt,~tav,: ill+Ofllla-:';nr. fr:Fwkd [I, A \Vf.!.~.. Ht lt~n 
~tmcrl h::. 'k.."".~. n:lJLl El.tl A'I,lit\. j\ 8m: 0f titt Pl'tstrtl or funt1~r ELSL1t PCI';lCfifid ltl"X:t".'iw.ccd, t;"l 

it1.d"UM F.J Sl[::rt T'i~!t; Rr.:d ,\JtlW in,.WIlC::--.... 0J
h 

O:-J'L'('1lerJ..'~ ~':r 
j[l&:';;Ul"JI'."'. )TJ.ml.'llkm. ~I;':}.lu,le,i it. tJ:~ A\Vi"tf:. 

[L..l C-onc-lruiioDt Lltl-~ to \-h. MI,,·1)(-.n.,1 ~~.~ Jim hod e';{r("'~<:;llre t(! A WT-t~.", he did w;: 

pnr:;;cr('.,<; kf' . ...,;>'J~d?:!: Dfthl! l"epc-rs' {;0."f.l-cnl:; Dr the: F;"1..\,·!",·~r; b:r 't'II:iJ~ 1~:~)" I.'.TI~ p,od)!c..;r., 

t~0,""':;'SWTf:n 
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TI~mne 11 h' I ~rvi.;p.~·.o( ~ qd r't!\'ltiw .. ,.r[1~1 Ii\:)! ./111.:1 pnto::..·d Itn:.', I r\f~n ~1,:'I('r miI1L\:: Ilh~ dI!1)1~'i.>!j:::'~ 11::..r-h1 i~ 
bbl.il!J.tir.g A U?R:; "''r:::r~ l.Inr'!!f.t-=tl to ~lO.o.;e 'l'id fnr P.R8 'rrt!e IJf "prilli' ~plict!.liQll'" ~CllTt:lle'!i_ 
F.:v1cQ!''..<X- nf in;:)(1mrh~llS I): 1 .... ~I,~;;:Wi:l1\1 A\VR~ ¥'i':I~ r1<"'T ii~t1f:.-':f1, 

d. 1!vir:lr!Jlce (Jjt}nr.f::jmMt! iJatr;/rcrn h.NS Gfmhrmfna!fllf.;l!r2 ,Vew EDA .'·l;m!~!f! 

11'!l.'i '\.'{i' IJt:I!~l.fIut 

(U J AU-"Mti!}Hi, l\1J.'. i\'lfI!J.llXltuJ 9(lrl",d ill-~O!;;( ~lud (hI:'! Rr:;(~'JcI~ \1."11)~Be.n\.l::!nt h'Ql]ll' .. rn:.i 
wet"t k, vt,,1ao!"'.)1- ot'\J))~p':::c;hid t~rlll rccmrlh==rlllg ~rnnr1ard~ nUf tn lflck (If funrih ~ .!tn~ 
~,()Ir':j)('J{:fI~ ~ni:m~S::t.;tlL:}n1. Mr, M<1I~D0.0'11J 1J~[.aiJ:u:·:J l1i1bO:;I.?,h HRS Wo/1~ l,':;:".,.J~(:Ii:~ wllhIJ)~,\ jl~ 
.T:!tL~ J'J' ?t) I )'.~ Ih~ 'I~! ~!h le i1\j(t.''rlJ...,tiOt OCt~ttljl1oK1 Ul r;:n f;; 'wa,~ uscti '(.!) pcpul!lt<!! dJ.e 1m.', 
~yt!{~m, As i!. re~Ll1" 'k;::~ ea!ftc-il.l;tl- wm;. <:]1>.(: unn:::ill:ble. !vl1'. [yj!,cl)c·ub'J li-ll1~t'd t~ W$ llelUm 
im"'OI'i/..!d l.l!itr,> rl\j-f [wan:: pi, t~ ~ff(lft<l m:'l~C ()r c:::<ti t[:;.;;;: irl'l¢lved. i~l e~rr!:X!li::l..!& 8Lg.U R 
J.~)..::il,!lIcj~ 

(U) Anall.d."i~ , A~:\.i"'1!:L""l ~t!.-:!.!jon C::1.io:::f(A5C) ofOW'~ :;)UL!.l 
.':"CqUi'3l~l')\.'J l\r:;I~\"f SC<.":.C.iO~l, C"t.1>Jaji\.,:;.t1 (Itt p;.RS (.::<r;h'll,~t~ljJ(';f)t pm;;(;lIf.. Vri;}]" ID "!t.t R~ T¢an1 
tfwie-w of ELSUR tovlde.:!t.::t: ii.:rue.;;, tbt:t: \1.'f);}; un iulti.ati-.;ot:< to tt">e/l.te- a ~i:'.9]a.cernent foOt EM, 
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Pttrmct ELSLR P'.M waH tlt;.'arc n{=V"')U'~ reliJ.1J1(,~ un "mind lit'l"..tl.:bi.:::'"l"rpU.pt=r ,',Dd 
5:Ctmttoi ,mrr.tJ;.Jllt?p(iC,;lrFml dC';('..uT.."lZ!mI R'1 part -orthe. a .. F.1: rR m.:t"CZl pm~"'l.. ;1', Dl::cc:mhcr 
J:CI)9. slrt. ";lJ.n~ulku 'ildb _ 07LJ '::,; T t!Gh::~i<: .. 1: ~~I'~!~i)\I~ CUJlll'Ol rnt uc_ <1bc..\:1~ 
brIDzi.ns; 66 TIt4f.1mt<11 MiJ1ji1 . .G~Mt "D .... ,l):bm'ie UMD) \y'"oj6Ct-!)lllirt.:: l'he T:~,r() rroject w[,<; ~m 
OTD 00111 ~.9\'i:r.~ mitiative c.eci,suc:d Ul F:"'Ie.:ur. to~:::ther l.nultir,lt: b:~l.U'Ce~ of el~.;.'~runk d.a.t::!., to 
iluh:d::: tc·.e:f~htlt1ic, rnic":mpllC:)I~, ~1\:1 d$e't jl'(X::;'~U;. in fl.!) c:ft(-'11 t{] .J:t11.::arr.!IllC the: EI.~!jR 
.:Jh1c<'..$$, L'C_ s(lught R:o...m's i)Ll~:;1..1u jtl;;:l'tl:d~ as"0R ~-C:OOIId."S ill (hI,; "["MD, ASC_ 
~t:"'!Il'!(1 tll~g ~vns !.ht! fu~l j~t.f!juj" ~~k'.Jr'p11t,; :OJ.:) .... ~ \he :t:LSlYIt. ptCll3lMI to OTD-. St.t1ffU1i:1 CfJ'Wt!'II~ 
h~~ IUJD ll1 tf..blc lJ.:::: iJt'a Itt i:!ta:: tim~. 

~C; Thl!" pTI;jc~ ttl Inovc: as:.'l'. to' OTO ;,r.'~ i'C-lu.ilhi."!f..:.d iT; Ocrwbo:,:; 201(0 wl1[:l"1 tbl,:.: R«l 
TI",).1n. \Xl.Mpl~'.1'!\l ;l~ !"iW1~~' ~~1 b€1t;W t(1 jm::)If!tll~nt tbf! :Vftti.l.!rllc:i..(l:1 "P'tflJ), jI",I\.ID did Ilnt (];":i\"t;. me 
rc.Y)tlITC~ ne.;.:~~~rS' lo;J- iulnlJ lbe Mit!~,:jLk>r. }1l,':lI' ~ ELSt'R <11,.":1 i~fl b.Jr.rI~, tIIwJ r~qu~stl.'ll.l (h~ 
!..!lSUR Pn:~~ra..-rn b~ tnC'tVl::U from H MD t:'l o.nc:tlH.:' jl \'1:ri.ot:!. .l<'JI-G), OT)); etc, OGe. I!.ud. lU!O 
rrtpi'U"·c:t flo!liiAcm :p1~ jd,::;ntifyi!"1g the: bl"!~r..dh'i~ i~ll t(1 r~()c:;;lc ELSUR fa DcDt::mb(!~ :len (): 
f\:'lm:::r AP8;~1 ~n: n(!!'u:t)· Pi1"l::(:t(I~ (.o\lJDj '1.1. "Hi,.I·, ;n.gt{lt1 ~c:[tn:~inc:(l O'fD WJ\~ ll('..!',t ~uiil:d IX> 

ltli''':\\i.gt ti~;;:: CLSUR PJ"O~rL1flt. In Jlmr.:l0! 1, ADD lla11:in;;~0)\ apl'r(iv!;(1 DTD's F.L~t.rR 
JrEft.osliiM l"lf1::'_J rJ:id lr) ()c~0ber:W( 1 fit~ liLSURPn.l~rr. om'Joe 'h~(tn i..'per<l~6r1~ Pil 0'(1:1 
orD's DDta lr:.tt::rt!e;.rt r~Cht1(,;L;12Y U!1i~ ~d·."!'~d ER S iUl1.;:;jc·n!:;X: lLTJ -exEp.tl:n;;-da7.;"ha:;e and tll 
.!?J.:lUlt!"";:.' 2012 t]JL' EDA bCClm:o ,",pe:I'A1i(;ll~L 

((J) J\IJi':(1l'air"l2. 1;('1 J'L'~C _, Ult:' fJ('). (]JIJ.; et'J~~-ect ~M" 1::)")1\ WM; ~1 i:lhll! 0:ld ~(:C;\ll'~d!) 
"lw:..' Gl'llC. '/lILdm!cr; c:.m:rlJcl·tlr~ 'Ii.::re bin-a and l.:f.:;kd '~i!h I:;:::o:.r:.i.ning I1R.S Mia.l'I1:ill ~:.1.1crin:;! L 
ido 1::DA. Th.1,,:; rmjcd (.,;)t1~f'lt::d. C1ftw·o pj;¥.;c:P, at"!!·:;tiy:ty. c.;.c.l1'rac:t.o!"li wer.;:: tc..:;kcl in ph!L!lC" 
OfW "'/l~tt nllui..1:i.:J:"<.Z:!l[W:l. I!ritl'. Ef'$, iacnili::;rlZ!l.lip!'.o .... Iith LDI.!' bl-:.3 rcplfl~t;rn:::nL ~,:~LCLU (EDAj,!:!:"..d 
Til m ili'))'[ b'.toT :01< YJith ~(,JI \' Ilfd (111;; hll-ITI ":Op~i?<"f;. of h i SlfJ-f iC:l!1 WilBto'1p Al'f. !k:ati<1'!l d(")(',ume.nt::;. T'11(! 
tl.:':!lr.::1Ct:lI"':;;' pb:.!::ic lWu lt0l~ lr:<.:.il:! .. kJ r:u:mp,,~bojn (l'~i:;li,~g :rutS r~';;IJ:l~t.> lu SI.)t!Jlt!·:"..d ~tl2. bloc 
co::i~ rrfdc ~llI11CI1"t...;, .1c.tt. Clltl)' ()-t' .s.dditbllAl hi.<::t.-:<J·icl1l ·r.b::t!l. m:: ~~u.."'red m i:.}d).~ d!l.ta tcrllt)· .:of 

U"CL.~MI!F[r.J) 
II! 

Law Violations by FBI Management - Response to FBI Investigation by Scott A. MacDonald, CPA March 25, 2013 



h L~(Ctj"ool {]II.VJ. !:'Ito EDA, and tlp:)t CMc.iring eruti:n.g ~e<:(Itd~ for CO::tl?~ne::.s !:Jcd lI::.GllrllCy. I r. 
April2bl1, OTD hudB~!~1 fUllci;.;: (l1.1[1Jl..!lt:.l.ll ilJ=!.b1j lWD {.'J.."Illr~1IJlClr:; 10 c.:amltl<!.t l!lQ!lo.d.!.!ttl. 

ycriflc:/rli('ll\ ~l~i\'il.i~ ran"~li:nt: tLl' lWI) >"l::!ITlL 1n Scptt:!T1:~' 2~)i 1, !hr: mnFj".fI.('10f~ cOJrllll.~.((;:"1 
d~ta. fam[[[W..11.lcrn.n.n:j n:vic'oV ofTirk; IU ~Jtilhi:~lirn\ ill i(l1'i;I.';.l~lm c;. ;r 't1<L1~ tmll:lm.'i in HHS. 
~';'t;m J1Jnmrty 2C [2 f<O!'\t'<:lm, tha contmctors l'.eV-leW~ milinmt'ilM as It WS;~ O11.t.cr~))'I, F.J)A. 
Thc<' .... (lJJtr~cl(lrs b~E:fn'l..wjUt o..:~ and ::!l.O!';trc~t TItle HI apllHclltkrl1:;" ./l;il·wot'k~d h,::J: k\ 
"I.;.'g.:..;:'y," we :l.i~l{Jd;:.ai!.!.;J11l~C.:J.llnn~. 

(O} ~U8[.Q!l~ ::-1 SD u..:t::m1II'1.CU ~bt: tN:P.p.fol.!r of tUrs' ltoli.l ERS 00 EDA V,'o.9 :n-::rcl,;.gb, 
,<!('CUI'lI'c, illlJ..l itu.;lw.;lvc ,.,fll.ll ill-'ail,':Ii,k: 'I itl:' J.Il ~lr.~jJ,R::;i(jtJ): ';.11ll1. ~\1= .• \'lIWDU-lt:tJd IWd co 
lr.:.'t.,j"Cl!1o::nt )'.-'Jth Illr. ,t:rb'! tI'MJ5f~.r1mJ('~8~ Dt;:l'r'lrcn lb" 8y~teJl'l:~ ~"td ilia .ulltg.n.tioJ' of t:;r"X':-ILl>:m" 

U:i1<:: (:r#]'..e.fur wc;s c¢mr3.l'il~red by e.mplC:Y-N:~ ~goG~ m th¢ a..:'tIll tl~J1~fi,'lr p.mCO!l:1. 

c, l>l:,dt!1iC-i! I&.; PRJ {.jutSM S',rt)!"'L' R!?Ctll".:ll. ot* Cr.>i!{y iit!curd :S]\JJ~m,t i'r"iljJ!m): 

Wus fdr::!'f.,'\ftt'd, lJrll } .. 1!(ig(jl~d 

~1:) AHt'g.aUO.tli Mr. Ma:illd~d ;:tared thfl FBT t~i led !t> t'.{'l';'p}y ,,,,'] [b tbe (!eJ1~~8!f!lvn 
tli'req.:nL tm.rJ !i-'..0mg::: Ry.;,tall~, !Ul n-o:jlj!'~ll h)·1.rt~r~iJkJ. KAR.A tim] rm rLJHw~. 
rlli. [I..olncl).:mr:ld dJ.tc.J~~c:J E·Jt:.<ri.l, .lI.·.iJt{)\,i.J;l:ml, I1l.lCl."Clfi!u.l, und ~.utP!1rB.pbic l11arerji)[~ Wt-TC< tiv! 
m.a.ird . .lI.i!:l3ci. or !I::t:m(j;;, -'1ft1:,,;bd J"letvl~H. Mr . .\1.ucDot:U.Ji.d furt.'>tcr m;,;:.d m~ro 'I,I"':;!Ig r.:<:E ~~'S~l. cr 
W"('II;:Cd_lI~ ill ptat·t: lD t::lpll:~ C-ml'.i:L", S~ offldll.l r&.~(!T\'!$, Rn;i thP.;l wtJe lKlt t:r.lL~itlll:iDd 00: 

.;n:aj~Ht fL'lr du.:Nvery, ml<::1tbn, I')\' h:i~OJiC11.p'Ury,'J~t::, 1..r. :\'Lh.:Dt'Mld :11:;0 di:df.!l~d ~ P13I 
Jlud '·buL~ ll!d" C~ in ~'3:S of 100 Dr t'r"rDn::. J1'_ vi,')l.!l.tinn Of"T.fi.~~inc:d rl'm.'ifi"()i\'l r:-i ')c:;:!;:i',"'I'~ 
1130 ·1 2:=; i<.: Titl.., :=t S, (~Od(i 0[: 1",~.M:::n:l Rr.'gt.Ll.!.itit!,1"'_!l. 

t1;J .A..n:ll.L\':o;i}{~ CPD mnn, rlMOO M ~I\.h 2~, 2.G~ 1, &.:!l1:rU't:J ["'rruJjl bt· .:Jzlmified. a~ 
[l.'.;n:ml. <..'r n0:n-rooor~. o:'it'I.C 'ttt!ujt~ teOord .1!.-malit Ix u.r:t:ri'lgl!:d In f.~t:fd:!:l~ ;.','tth ::..""!.: F8T'~ R,h·1 
M !L.T"JUt":!. SC'.:.;j\!ll 4. (' ,2.8 :?: of t1:~, JL\~ :V.2.:l'.ta1 requkw jn0:tl'p:mIDt:'!"!1 t"lf i'~::'(")I\f F:-lrl.30 i1~ il·,1(. Ffi I 
ill.;t •. ru\"fD pru'r'id~ fu:thc:r J:i...lnall ro::('.r\.i ma[IM¢'XI!';J)t .'l:\)jna~~:in.;el:i1 TIC urrlt::u M.~rc..h 10. 
2CJ 2. "(-Ii l1tJ,~ 12f~, iUvm Ol!.tegoJ~U>d E·JI!i;\.i~ ~t JJllli-IC\::(;:n;:i., t.r>ltM.l0ry n:;,:..;...ru, a:l.J llL'llHn:nitmj' 
xwrcl. )~\.ID polk.y n:qti.tn::1i ))Cl::1-!tiLlldt.)I'y J0~':('otO F.~!::.i'l.lb ~ up!Vt:lutJu in (hI: F3~;tr t:nlral 
.:t~t:[Jn::I;;: Sy-.. tcm. \'\,h~ ~t:j.t·;;t"r'i::':\t't::t Mr' W.ad1t1Jlllcl !!il£'!te-:!. be Wife n:.lt l!.W.JTe "ttil;;. pnlr<:yU11r[1 
ilft,~( h \v.;V=: fWIJi::Jo.-t:od l\J bi:o Uuring (tL;';!cVC"f'J r.tfr:r:- lil.~ whl;;:~cll(.nwc.1· ~{;.1i'-:-'ll ~", . ./I~ 1111;51;1. 

(th >fARA. r::!;Ul~i n:1.~ l(w'crn~i C1l ~ pk~Ri(,../ll ",n.d {"J~ttj(olw~enk'Ll ~ltn.dan.l::- Lor ilicili."""k:~ 
in wh.tt:h feJ::rol rc:cn!:d~ W(;;:!'("; (,t(l-!\G(l. NAR.Al:IhlJ ~llh'.ltd lh.e l!iclitd:u:~ng ofm:.ords fer 
d::Huu.;:OO1}, c;:- tr.)ru;fer [r::.m tbl:l OrigillUtb.J.\ B.~;cncy to N AF. A. ful' !"tC:J'I);41I)c;'JJ: r('·tL:'c,:ien, },!,.IJl...A. 
tld n:"i1 hr,'J? (t"i.o~r~;Jhl (,It'·:::r ,~\!:u~uldy pnlctix.:: nfil\rUV'iilmJ !.'Ilp.c:rronir. ~(Jn!::.., ..\iu(""..b ,llJ ('n~ or 
.::11Il":l J\mJI)~ab[¢ :;lW:'l.g:: J:.l~.:ditl, ullk~~ .ohcrlllkd f<:w (l-'1i..1J t~.:t..i0J! (Jr 'r./t.l~sf:=.r, Bt:I;.:.lllii~ ut1i:J.t: 
';oh.m:Je .at',..;:] .;:;.c.mpl~ily{lfFBl :(';0:'1\1S, NAR.r\ h,.-,!.l 'l!K't"{' ,,~.mu1d wiili tne )'1:1J tb[!:1) ,·;t.herf:o:i.crr:.:1 
~t:r..::.i.cb. NAR.l,. n~f!"I'i"'.$fm(;:!ive:$ hui we tHy, nn! at flLU~: rlDilywu.,"":iJct wJtl: RJI"fP JI\~~w'S 
Q\iC"T rctc~tk!n ~chc:d\:;i!lil. Al th~ FlJl"£ ~«)llt~t, t'~ARA TC1i;';:·~·ed 1\1.:t.:)llU-:.M ("~r.P. S.~:PFI1" 

lA{~:;J~ .::kcm: ni,~ 1~(:ort1~ il"l2lXJ:5 l':l.ld ma:·;:k rccol'!.Hner)::i.<:Jr.iClfl!': frlJ' im~o" f!!IWr'l". JI' ;~0D9.l.UAb 

, (U) N .. 'i'i i ~ 111.>..' I:wUr-=IL.:. 1I:ur.~ fo'fl"" fhr~~ r,Tim:T,!.' 9~~~1\":":Tl". l'l'..'('"'*.:C<1!h.'* C~OO .I'li,:; .. "I:1bM"....a1l V r..:.~.I • .L:1'<ItIru!lk 
(~fi:; Hk ':l.<.(..!l~.i,;md ' .. :n;"'1::r~~l Nl!:I!'I>': \:!,:", (t:N!i. ,! i~ lU( :k ... : :..:!ll'CJ"l:Il.;!l ~r{.I=.:..ljLlIX!i: !::Jill :;)f'."I.'iJ::i:::rmod:w.., 
J1::~J 'rl:-!~ a~c~\;; w Plll ifl~:;1i,ll'{lIi'te~n.FoJl::.;;;j ~If '.0 t.,ltlJf.~l:od a!<;.:~ froJlIl li!ty i'K .nwit'iI. 

l~NC1 A~SIFn:n 
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U:<ICLASSIFmD 

.L:::Jll NARA h~!ln .. thT. (:,,131';";;: tr.a.I~dn.g illll[~!lY': (\) b.'/\: all Illiffi t:.l.nr·l.;Ey~ c.:mdio!~ ill R..\..J, 
In irv.tro1C:.::t 'Il:h,~i} NARA. rt'{:ely~d t.Wl.!::rim<:.t~ rCa!.(m:lfi: rrm1.1.:!1.~ FB!, NARA a!l~iz;'tf lhr ror ill 
o:i.eveklplng 1'.m'1;1(li<!lll(1 P(-!':\'.;).t't;' flltlll'tl ('I';:LIlm:Mt::~, 

(U) SC O'Clll!~ S~F-'i."'(: s1i~ 'i>.'~ ?lw.ur~ .;,;.ftnt: Dufh.liJbg: oi'C!')_~_ W1:![~ .''':-C (";'r.'bdr 
jJ.IJk:.r!)",vkdp;oo tl~~ rntX:~a WDre T.ll'lt nlwny:; 1'f.,:.r1 i Iy rcul:)1':"1r.l:'-., ~lln r;j1:1~c:d l)H.o')" \\'i,;I'C Hoo ilT!~ 
in.dtxt:1 be LA I,)Jlvdur-~j :t: 1:.J~::..:mhL':iil.' 'i'.'it.'t f.c:>'.1?W,llu l'litr,m;;! :,."ui.!J.m Pt':)ce.sili~~m:.:6cd~. 
To llin'ke ~[f!.(·:rmuc r.~ :::ue:. 8:1: cn.;; ,~'j('!y. ~iXlil, r~(.it!'I.'~bJ·.::!~ I::MD W:.':~ ,,·!mJlIC'!tinr,.::l 
fie.ltiwino iTl'''ClJ)tOf~' of fBI m~ ulill:.!i:;t,!!: .1!1'! t'flpiicminn kl10'9.'T.o il."! 'I'CJtfll 'R (;(:D 1~1 J II iv. lr.&.lloti..:-·]', 
M:rn:->-..J.:rnt~l crn,n .... 'l. i1WtA ,;::tL~rcd ~~co;"df: 01~;y.ll,: !.ha.l ii.k kn~l.no~.at (1.(::. i.."tdividun.l mooln 
k"\,t], r·~!)\w1.'lJr, "I '<Jt,;ll i la',t" Md b t.(1rl\'~r~r';)~l" ""'~$ ;;.(lctcd a~ (I ~'l'l-,}H(y lulU !Illv.::: III R)I..~()' S 

2ill:3 &lttli...-g:.' Mtl)tf.;.C:Ulf;l)t S":!!st~m, The ~)il ut(W~ i1J1l:Rth-~ W\til 1.t.> (:lll:...bk. al.P."!~!<. III ~:~1!:f'>Oik 
lll::.dlt. Cj:rv;:: Oy ~I:r, So::ntin:::J) ~ :lll:os. 

<Or :;:;r. (}'C:ldl' t.1!!il.'d lbt Ai!..';X!U',ori.!i Rt'c!jni:~ C!::r.lt'::' fl!l':ili~y d.id nl)t l't1C~( NAR.'\ 
gui<!cl i I\~~ ['Or pb~'l1! regulrt"J:tlt!nrn .'roCll .R.~ 1 i.g;t1tl::J$ ::lI1n :::rl" t:nniit\r.n i 11 e. '( O¢N< 't',.!;:~~ "D!.'I 

£LS 1.JI-t. r~(:Qrd! kept thc;~, A~'..l)l ,/.iw~. l(J 5('. 0: C:;~i.r, (~1~!;:: W"i.~;; .l1.1.1 p~B\lhy fLK n.\Jn-\Y.)rn\1~~l\.lICf. 
\Yiit. :t-.AY..A g'Jit1::!iinc." "t'I,1 m('l\"l:: o(:;/dU\ ',0; "\.Vl~ :kl::J] il"leo w.;::r~11ct i:n ":(,)lll~':-liP-::~. 

([ r:, K.AF.t. tll~".c.Loo the r~'l~t.ctl<.!ll~ f",:' ~'I'at'" ~-r.:!-f!iTj:;.- in wh i;;;h lht:< r(":llro~ 1I.'t"tt: ~.~ L, 

and 62 rm W,lt I'~Dnf.lve '",",> N.lJ,:"::'A'~ j~il:1~ cCI;Jti<:,:;'LlliJfI PI;lJI,.:tt;:,;, lit :i;(}OS) NA}{A ~3:r(cf. ,1 
inl;<JI'J go'/mtm:ml-wlde'':Llitlrr.i ~r(: T(, 1ilVe ogt::lt.::j~~ iY.JJbrJy wilh"t\ARA'::; f$:!~it.:.~~ cr&titicR.1io<~ 
vrut:~'i, r~l ... R.,jo. i~lf1OS<-d a dta.J~~M ofO-dober 1. 2009 fur ;.:lOillf)lia..:'1.CI:'!, hut ~1rut 'In mo..~:01.1.m 
de.!l.dLlUJ:! ;,o>~au~e lMny lIgt'l1lJJit::~ o;.:mlld lltlt mxt it, N A RA furth::l' A(:,~Ul.::n\.l\h:;(()\l <lgeJl<;;tc:.~ t'Y 
allr.-win:g fh~"t11 I.l). tnvvid..:: E.iJt'>!mullyC wdtten pl,.r.!$ 10 l'C!.qJor.~c to MIL' :~~QtiCe, As u::. 
fl.lr!:i'~~"'li~<;, l0 hrbtb',mg existing f.adl:t;e~ i!~I.(l t";AR A \X"J:llpl:ii):U::~, ([\!;: Hli pro ... ·i!.k:d 1I P~"l !:l 
bl.:ilJ.u. Ccn1ml Re;:0rris C!(Jrrlj': rl;t (eRe). Tbi:s pl.an w.<!~ io:itinDy IlCccpl'.ed by NA 1(.4., ~IJJ 
~,'\..P...A. \!l'31! a'li'T.I~e (he building o.ftb~~ fadl1ty W.!L'=.. ftl.::.wcd hy filtl.{:1)~ [$tllC.S. Cl,)jl'tepWJ.ldt.t:L~ 
p~",'ioo~ r,>, N · ... ~~A H~ld~'!i}ltd :;~'H~ tlJlJ'C~(;Jve.j rul',din~ iz.:rllc.:1, ['mi if) ~ F.tJ.Jtt:J1Uy 1 7, 2{!11 llli.'UI.u 

nom NARA to DO!';; 01(;, ~AJVi. facnzHicd the rm as-it] CI.(rn~i);W:pll.:Jlli;t'l W~Li:L XJ\RA r.cc:nn1t: 
~1,V!,jJ~';:: .fu:::ility r;:'1Uifr:mtal~. 

(11) 1.l\'DJ Al;~ish!nl.Dirc:L.:t{)r (AD) Michell:: ,luP~l1:'! .ll~kBm""!f>t:rtt1 lorn 1't>1.:(J.,1~ ~h.iJ.ll~1.< 
Ji'L-lli I L,::;J; "t.YI,.'c\: )Lot m ;;ompJjl:l:ru!~ ..... it,. NA R.4, (¢'l.r,c1l)jI·,h:. &1)11 ::.jt'll!~(1l.'t-1W;1!\1 ~:liotJ. t.:f Ihe CRt Wl!r. 
RMD',~ top ;-.d()!~l;: ft...,· rys: 1:.1,1 [2 Itl)d 2v~ J, r'~tlJr w foY 20]2 .. RM~iu:i.n budget fit' ~!lfl 
J!JLllLoo Ll.l lUnd ;:":)'f)r:1ru:'1:lf[":". of' ~h.~ C~ C lU rW.l]utR: ~'91 rrrlljil<r.: in ~t!r.:.p;t...=:$ir.m:l.1 tiID<Ung, !n F V 
2!)l:!, [he; r.();:tgNi.UoJ.I:.1l Imaiing v,.~;: :-:m'..(w(' ... i f:lll.o.~ a :12:t',o. plan \'!:.'l~ ,1f.'l~J('lJW(1 (-1.1 ndD-x l.I:.<.'= ~l.Y.Ypc 
oftl~c eRe Du>:: t-:. the bHfi flT"cc-ngfC5:!)iOllitl fw,:.Jjn~+ ~I\: U~I~t:~l fu: !btl CRe: l.vU!:; n;.:iu:;:.(':cl w 
S lin Il~ llli(lil 1J1'Ult ll:J t'~ "'prjl.j;' tul',ds," The ill] js. ';::(J::r~it.1.:dt'!g 'i.s;:.);::;~hl1t wlth \ ;r:-1)J:1r::;~ 1,(, 

~ ~r) </>, !I', <:'!!IW'.;~r'!'! {rTJ-.t4f\) i~ ~ ~tlIJ)::,~.rul::.c.:!: ;::ll\~I"'I'CO:::tl.~3L;U:..£ a Joc.»Olf71lW i~ I)f-;lwP~r1Y ~'n~ :s 
r::L""lM.I::o ~n ~1!"I!:.~bf»ti(!,~, 
. (.) TJt!M ~~n "¢:<)T~~ I"S\he\i:P<I .. ,;.al. '11',: . .t.~!,o;It. ~ib'1'll:llll.t.l '.n:'k :wJ re~n~ t;.!...,<:f.."C~ of ~:OR:;-,'1 :JJtt 'Iv.:o. ~d 
I,)lI:c;::,: l:1 '\!.l\1f) f~,:jI:tD":i!lc..lt) Ill~ :";J.:":::I·.i.:ll..!.'~lJr~ml ~1.~U!:,:,k("~nIL""·n·"''l. lp.Ii!!, Ml),lt ~c ..... jcl~ Gle ~?Jl~hili~y 
Ir, ;:;l'[Il~~rt ',1:0 ~..pl·:.((: ~.II~ p;';~CI:;.~;(~r. r-.f ~:Ie :IIIJ';' t'~~::(;f.it!a I"ir~ t'bo; (r.:,,<:r.. .... , ~"I\·r(:-!.I~ tll'Jr, I.E flU;!, ufL"k:;:, tn 

.:,.IW.::<ly r .. r l~Q ~11bI c.:~~, I:. t~.'.rl..". roo:<.n:,l ]}.,:-:-:.\I 6s O:I:!cr, I.V ",:lJu ~~wl~ .. ~" 
f .~L\) Sm,in;;1 ;, :I:~ r(rf~'~ e·I"--.T:n.:OI-;; c:!~ n:.etloll,C.:l~<,:':,l ;~'~~l ""~ ,ie:: rtJI~~'~:';~ AC~ ::::lIti ~Tl'.c!!:t".l.'-;>.~1 .:.]'0'.:1 rnii,Y~"h:-~ 
ot IlllI:~Ullll"t;:"::;)' ~,\~~:t',...,~ n::!)O!itor:e; !Il:J 'LI/~iki:t)\~!l. 

0N~·L"'SSI~!F.D 
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UNCLASSlPDW 

t1l1lcl,;ruf.; (fie ~xp:mdLilm:: r0~ (he CR.C. ill;j l..:t!1!J" d~!~tl N:Jv('Iw.-..:t 2.\1, 20U, lh..:: FBI tJoiifiw 
NAl{ .. \ t.h:=T~ ccmtlm.v:'Ai til b [lI1g.::.iTlg o:::ffi~ru k ci!llb_Hl)!: R:oo:=-ds m4J nAR.A~ ~mr.pJiJmt ~pu.<.!~ 
l!r:ol:lI~ tll~ eRe JCm'il;l~d!l~ l~nI'$ llitL~t pl'i!Jri1.} f::wLf;t~· pm,ic::i, 

lU) Co:~c)mk>n: rl1r. FDl ..".~:; fully etl~ll~txl w It'h NA::t~ \.X.'IJ"j~rn[Tlb! p:uiJcli.nt:! foc 
I'"CVIYlU It':rxmrjOlt ill.;': IT.! 1~~c:,1 il" (:!,'IJ.t'.::mr 'fl:')li""':c:~ Rnd proCOO\lTt:8 tc l:r..w~(! e-mail. l'(X',('.J'dF. 
o .. u 1I'1/11:cu ~"-A.P....:'\ Jill Levt My.;. di:e.c~ t'\'Ut'~~lL Mr. M~Dn.Jj1\.li,l 'oI .. .::I~ ;M L)J .,.i fJV~':li.:;\J LIJ i>-;::J!:l!l)~ 
NA(t.<\ o.:l,)lltplht!l.~ uf~l::(lin~ H.MO rl.!IJLliLl~ (.If fr_l:: IJUW;'1:!ll bllllc:,I."!IiJ:11(1 fili'{,lil'l::l !J1J!1Ui1~ ~fI 
:'i!l(lpon: fdtl:o CRe';; {,(l11:::[1~l:..tilYl.. 14e had lKlll1lJ',d"'~:J'''le;l Wjtll mli!y)i'l~ el1ill"l::; 11) 2rveJ';)fl tht 
en: 

f No hl~ta1loell oj imp.mptriy Ntl.!d Sqm!miJer 1.1, Z001 ~~ITo-.'·i;}{ .11{(iAd, 

Er14r1i't,~ .. Wei"t"' !iktJtijllfU' 

(U) Alicgtjtiua: Mr, M21C[)tJflU.lU :;.J..:I!.ctl hL" dtSI~ov{.':nxl o;,I~jJ~,{U;L' ttl Un; .fBIHQ ELSL:R 
t'.kh ... 'I.'I1:!!.! Rt"lNJI, i:llc:lu(~ing ::.. ... k!.~~(. rl (1J:r. t1"u.1 im'~li.B;-LLill~l Co fUle S~'9l1.:lll-'X:r 11; 2()(ll LCI~t)~i;H 

..tUt'1\!l:..t, whlcll h.?!d lJ)jl ~OOD m~ cr:iJt<1~;] proptJrly, 

(U) An:l.ly!ti;s:;: Ff).THQ t~'"13~ ck:si,!l;ftE:tro l!.;: th~ nfficc iii O!l.gh:o, ruther ih!ru the rnlmul;::!lJ 
rmO[r--", 0-: (lL"ioJ{,I'f.liIc:iRC .a fi.-:::k1 oftb:':. r(!II..~(~lfI ii" (' .... '11.1 IH'(J.ir.rj"()Ji~lll fri'i't:":'ctip.~ ~rc: Iwrttrn'5 J:lft~ tll(": 
ltj(lTCn:;: (~tlu.~'b IJfbtJjJkmbt:r 11. :1(10~. 1hi:s.led t.; ... the op:m:ir..;:; "l';: i1J) as-OR 1J·.'jJ-tll.~ rO ..... m IJIl 

Ib~ ~(':vroth floor.!tl FBIH~ 1.1:0;:r 1tc gll~er\"hJoLl of fonner rOt UC 1m 
5LSUR WOT., v/:t>. l"rtE.tl~.B.x. by EO!) ITO T • and aU ~v:id::....""tCr:: in Ltri~ W:Jm \I.'~ .uled, 
I~igh:-y OI2,ll.lli7.l.'"iI, :J.1;rl d!t!lr.1'r'rncllIT("II"Cd. VlllCn ROT_winrlltl2(ll1, tho:::! H)lJ [() I2i:<l 
i1~ne: (I r j!'· .. i.wJ".;,;';'; \V!U'; lr ~11:iftl:~ l:,; ~~ W ~li]iLttgW.ll.. Fttl<i. OJ'~k~ bc~€c 1i:.e \1J!.Ccd;;i.J)B 
iHv~ti.::p)li(l[llw.d bt.:i;.'!11 ~nlJb:~nE'\i. 

(lJ) Mr. \o1:!I.{')D .. ")I1f..:i.i dc.;oJri~')::d h...-rw' h::: !cnfl1~c[ c:·f:itl!" S.~l::m~(::r ~ t, 2UIJJ ~'ldcru!e.. h~r. 
>:ilj.cl)onl:iid a~eji)te~ WM lI,.'1, w:':±c.,,~,:;, inv02ntorv ,.vlt~_ R~ill m01j(!d t;:\ii..J~l: fro:t1 a bl:l£:.':l:Il.:mt 
lD("lrn t(, rh~ S\:Y\'~J~lb D<I1.11 ;p~i:tl in", fnl~n)_ mr r';:lii~y mquire.i dlc .'!:Vioo!1oo 1)2 i'flvemnri.eCi 
PFt:Jf l-0 -i:lnd. l.-::mlocv.tcly i.!If~ i::e.rog m-IJ'l!;'l;t )'1r, !l.itl.tDont..!'c :Hatl::cl Df.'I ~I)d EI,HlR I'"M 
illllllllllllllllllllllIi c:mductt!;j "ho:rtb it'lY~m<tTk:t R·~t1 rut nOT :nlli ll. !iLI~-!!l"','!!::<."r, m 
i:J'Ie:ntory jnwilvad flCil.nr.ifi~ b:iT.c~,rI~ m\ tl)c h;i-x~, ::im1 a~I{~' ~I"'o'e:d ::'3 '!ito:! l\fti~ia.l Scnnu:::.l 
~n'CJ1.t0(;'. Dtll'i»)S r;hi~ jJ)"l.'root)\ Mr. J'fr~cD0Jlfll<l $CMl.f}cO fi. h~':r:: ~md R(ltlCe:.~ Jt "'M hca'Jj·::::;.-thaJt. 
Ih.\~ (\tb.ers. Th~ [,01 !.OM tum;\ (\.::r_Il'I~:t:::'J CD.;,; 0rDVDs. 1jr, M:a~tJ~Ul Mhisocl ~ ::O-Ould 
il..o'I:V0 bt:t:n tUre::: er fD':X [).:)x~ Hkco th:lE. '1 he.HClT dso blcl Mr. }"'iIlcD0r..u1d (jl.~ room Ci:l:l1.t,:i'l:::d 
S cp1.:m11t('!:" I], ~oo I ,related r~lHQ ~;:dtll1c(J. ·MI". \'~~cThm:3la ~tll..tt:d the: w.rr rn.av n:-.t r.:avC! 
,\akl a: liJM f';;:tn:' Ir:~ Clh t;;·1)VD1. y,'(u~ 1''';]f1wl E~',; S'4Jl.fJl)lx~ J It ZGC"t J.:Y(;rli.r.Mi(';L IJIJ\vls\:('!\', 
:1""UI[;IU't- (..;-,I:l '1~umpat:n, ~I,~r. '\'1;;;.:V~W.llok'l.~t:d t1w CDs ur IJVfh '-':::tW:a bt-_vc b-'.JY(, :elu:ed I.1J 

'j~ ~-:=.p~l::TItblli: 1 :, 1DJJ 'i:i\. ... ~\:1ju.\;jll{)O~ t:.u~ 'i'lh(1t~\.'e:-l.tJJ.: ~(!;o:, tl!e~' '!'''~r~ til,.'! dj~(I, .. t:r<l~ll:"\ lJIf.!;~l:S~ 
th<JY W~ il1 b:-JJ< e.~. ~'Jir1"_ MIlf'...J)alls:16 rtlwd M ,lid Tl;lt nuoO<.:: wb.d~CT iJ...e btlxe.!i. '000 ili.;Y' (Fllt:::::r 
:ah:ll~ rn1(](;:".)mL~(:I.~ti0!l 0"1; Ll:'~ll iIf". he Wli/i f)JII;r liln-i::i!IP. ibr l)~L"i'("j.i~ __ 'vk 'yl,<"c!)()!1.!llil !l1~tcc be 
i,liq :((.)i ~-Q0k r;c ~ if thoro were EJ)Y ::dlCf d(lCUmcntE n:~ tilt;: h::Jx{!~, I:i'';';':~ ~ lA u, 1 C J;!'i',·durt:l>.f. 

ML M;;.$X,I)f;1{ r~llt:l~~' 1'..1"111'\0 \)1$ ~O;J.dl~~ic~'l tl)",(;di~nc:~ ,1.'0)>: r,"\lAre:1 r.: tb:::: Sf<ptBmr..:.;· !!, :':.~H\ \ 

• ::....) A le ~I;'toi£p~ i),D·!?h) ;"'..:.~lal.JJroi:c.:0 !I,."I:Ji_ u;,~~ t.() J::..<:Ii;~:l.d J:lr~e(BuJ.~) ooll-~ ... h.i""Hti~l·r IIl0'":lel\y 
!>?-~!(·d. !!l.tll?der~: XC'~ll:r_bu~,j ~~::.I 1.0:) :ll.V~~g::lthl~ ~lv:.t;'. 
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6t 

i1)v~if~.t) ... 'n ..... .'.i;i !:-.'!~ed (III :nre.jli*l:~~f ~~ h~";:<1~ l'U">t ioo..>lJr12. M whl'd (l!I~~ ~t~ ~\'jcl.r;o.Jl~ br;;:[c.nged 
h 

([j) Whr.1l i111r:r~ir.'.v/~d, ;::rnl'(":i ~h:'. 'P}lrndp:H ... .:d ill the Im .. ":l!'.t:)ry, 8~..o 
:m?.Ik,6I'.1ii :):JtlitU'i.;i; Ot tiLl::; ~0U>tllJt::W.g 1!jr..:IIlllV'::O anu accu:.i.,me..1C0:'. ~ll!.leU!:iru: 
'K'/!:S- wt ~1:'''!lIl! .:): l'm)' bl!lX~9 :tf ll!"I.iL.dc:tCd ('t..'hi. 

{LO) (".OIl('J"!I':rOi1~ Me_ Ml1t,J)i):lJIld 1t".;:1M f~II1)ltf8l!1H·1.'..d M~!mJl(~O~ tJ)i'. 1I0)!"'5 'l]oe .)~(H"lJ1(>J 

doriul,llm invl,!HLury t!u('J.iIi~d e.".idJ.;,ru;::J- ottht: SCf'(ct.r.lh::.: ~ 1. :l{)Ol Ll!ttqrkl !.)i.(~~t.::b. Hts 
.(1J [~:im) of improper Ci'>' i&;:ll~C ti I i I~S W~ di:=:jlro"\.'~ thl'.)ugl", illt{:r~"CW& wito ~U·n . .'R r M 
•••• nl):i ;\:]1'. ::...rll.CDolla!d 

g No EvfdctJO!.: M,. M.u.'f)r; .... ,dd .• Alldir '~';)J'Ir:: WI1T. JJf"P!\"Ipt:I'iy Limffed Wat­
jr/t>.'r!lrrk>d 

(t ~J ,.3. Uelil!"tJoo, M<'icl'Jt"X)"l.j ~lH I.::'ci r..e e.tptnlJ,'!!l('.;d fttlpe J i:::.i t<lIIDn rt';}!tJui~ hi1. :aLldit 
wI l~~ rr.:!!I'Il1~rne:nt ':'hlH "c::urroo w;...~ t\1<mttgerll~ c'.1.."to.i!tJ hh audit:n ordcr ~ II:VOif! 
::tt".bel:!E:;:;:\:l~ J:U..1l) flCJ~<'~ «~C;:(ii k,. lh~jl·c(~ol.tt8 f~lw.\;~ \0 PJl.;jX-ti:;. rlli:I.:hU.a.i11 MU ~!.(:n; 
\'C.;xorif~ .II:no l.Xl;.:!.;:';: t'(!1,;(JJd~ a';::1,::~~lble: d.urllit; llli.~O:l:0:ll>"Xlt! clis~(.:\·t'ly. 

(:1) Am!.I'I,'~:r;:~ P.r;f1r~.t; ?ACU's iJwC"pti.:m "Ii :::';;!N. thOl't '1,1.'11.) rl(1 ~'r.)nlL.'lii1llC;;; ~I;Lil wi1hlfl 
RMD addre-ssmt lh~ ~LSUR 0:: RM l'u:gr.UtU. Pl\Ct.:"'$ Coto'.pJlut1!::~ TC:Lm1 ...... '~s formed'[\) 
dt;'o~E"fu.p .:I:::!['...ul.uil pn:grum!:J. for a$.UR:mJ.l lJ ... M PrJgultIlb .. \111', Ji,i!ld.btlllld W.<l~ ttirro ill :X~1. 
20{,) ,~~ tr.t. Ttll.m Le:u:l eor P':\Cl :::', l~<!\l.';:· cl:tEl.'hft~hed Comp~ienc.::: TC:D:m 1H::C.RlHC, f1C~0Trl'irtE to 
'~,IC_, h::: ;m!i~~~~d GAO "Ydl"w R~ov.'> c-:-q;ct'i:::nx 1!11d ha.1.n 'Y1D1'),;: if~'X!ry '~'ai, 
i-i:.Jvcr.uncni 3.,~::l iT.. Tha (},fo, 0 Gn'!ot;:"t'I!'!'I(3nt !I 11ditiT.!£: St.!i':'.>d::!l~ e;..::ide '!.I'?!: Y'>Jl1mn""!:i)! 1'f."of~.("J, to 
$ .... '.h(; ><yr.:lt;- .... !k'!Jl:.~· lind ~t:.1 f!Jrl:, ell:::: g~·.u:;1<lI!y ./II,;IX].)! t...1 g~.:rl'erhtJlml./r:i~dng ~1;Jtldm"(k uc 
_ !>lal~d tb~o q'.J~ll[iro:inm we!r~ U bOod lit fur lb~ {\1Q.1p]Wrl8e l:'e~m ull.d po.iitkm. 
»u,iug M.l". M.!)cDo<l<J(d'f. Ie IUU··::" fit:; C...()I"l'.pli,ul('c 'r t:3tn itad n statY of iI ~fJl'::J:o:.tIJl;;,-wl:.· 1:: I,:.-o[)h; 
:i!!ik.t:d wi.1iJ p~:Hin.8 gll~-::ti(lrJllltirr.!'( fr:r RM Flnd ffi$tQ Pn:IKJ"&m ~Dlf-3.c...1b rc:qHiffi--: 0)' !!<'~21, 
R,\.lD Ill;~.r:''le:Y;)';.:;'J)~ llJ~« \ii.'"~lll::cd W j!~~.l'")J~'\~.1.1 ~ HO~lw!f(!J .... ",bl1.c>Hy 8t:e~ali.clil l\::"iJj,!~W f."'w~$ 

b,~.I..~O n ..... s:o JiJ :P1':~ :-\:qyciro; lhj~ pr.;:II;SO (J.{ HQ divi~~!Jl~~. R'I-\ID kX:,J..: Uw l~ on ~I[ .. 
ill~~ffi,"'!ltll'l h .... i"i,>~ dl.lbj-:!>:.'(ing I'.Jl.i:J:.N HQ ~h~~. FA-CO ... i,.:~'cl·:.ypoo <J prlJpoliE11 f'..lr 1-.t.'= ~[\-:l 
Pt1.:gr.=tro s~lf-w.!d[l wllh 251.0 3D p:'(:-:!I.:dunUllJplo;.:$ . 

. : ~j) r ACU: S CQr.tI'~L3r.« T\:8.t'h utld~e Mr, M.acDcna;a: ~ .mp\:I'visi or .. <1J;:vdopl":d I.b::~e. 
r1)p.i I'".~ wiltl irlpoC f1."0l"Jj P.'\CU".: ?u!l';;j 1"~!!m. Thli E'U'.'! ~o:!J[.~Il4dit'pr-:Jp!"Js:u.l wr:uv.:t p:.:oli.ey, lind 
wot:> p-.!tdy 'IrJ!:mturj t1.."t:1 pm:1CLi~·t:, s..ll1lC r.or,i.~ wc:rc prvc~1Jl·c." rcr.:r.l1mr.llde:11,y ;";A':IA, 
whih:: c:thc;!~ '1;;.'(';1"'- :'>0:1,pif~:i n'(.-I::) a lH~lcbwOik <".If )lj'~ jHjt\.~, 8"111 t-)lj",ii::'- nrvln rlil::lrl<'".gIJ:GIUl:)l 
t"C:"ilic'lllK tkC! rl'6r" ...... ~i1"1 ~d dit'C:~(J (h", ~;·n<>...,;"!.1 ('.{ 1(, 't'!"'~r.":'e th'l;t1. fl .... '" oflhe \'?C:I!rt"".mct:ldcri: 't0pics. 
V,ctri,"lU:::' ~!I:;"':'>IU Wr.:11.:' b'!1'lC61 f<.:lr Hio:: n::mot'"l \)"~[hc).l:' !Dp'ko, [01'1...' l...,rtr..:::Cl vier::: ,.1t~ RMD AD·.~ 
<Il.llhD:i:lyas. tl-.8 FBI Recr-rC::R Officer, '!L.'i.d tl:c r,~'mlgc Il.tui :;~cl~dt)' of"].lC1mlmc:1 ret:nrrh ir. 'lU1I' 

·1r: ..... d'Jt'5' office~ R.VtD Tt1Jl:t1 ~"Yc:J1K:.n': rc..':."j.ovcd [Il=- [8-;:oi(. f1d-dl"e~~l!l'; {"I:f.!!: ot"tl1c. ~MD A:l'~ Ie I.:::; 
~b ['.J.[ Re::.:ru"d!> Ofi:c::lr "bo:c.a"!l."::: i::'I.l.'!3F ,"lOt a ~ ARA. req· .. me:u:.':::l.t The: ~:m:oll:1d tc:<.XI m$ ~rorat.e. 
TrIpi r, .~.~ ~ n:lH"'','cd tr:(:;5Iqg l~ \ .... ~.:; t;U v~'\.:u by r.x!;;~ h(~ ;·:m: n pt·.1 ky JtMrl J]""lIl 1:=:t\~o:>m;.:'!IC ~ 

!.'NCLA .. ~,rmw 
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~~J)iJ'!I~1J IL' 1111.": PJ('l~(jt,.~i' 'L'i'I!~ IJ11J'Cllt.1.~ 10 P'J~~tJR r.::c::rrd n1U'.!J[(!!J"l!!J);.:<:::. hl"lv.'e'I'~1r il WL:!:I Ib:. ~uk 
bllli-i::; rm Mr, '1i~vl>url",iiI'~~n'::=iSLll:(m Q; i!ucli', ~1,';I)t'C Ii IYdnd:1r.n, 

(U) Mr, M3cDt~:lairl f!J.iv:i~c:d '!1c W~ rrtht..'1"\l .. i~t: n(~l1imtf~ ill ,;l111";I' i"l"~l;\'t.:!>- af'tllc; 
, d'!':'.r't~DPmeJl~ of d"l.{. I!LS.~.JR rr(l;:,1"a1 r"1 s,~1 f~?'ud il ~c;, .... i;)\l..', l',t'll' ..... E1~ hi!> urn Ji~ ito! it. ib I'Q'J.lir.lI:' 

.allJhf. ur:d c'v~r~iigb( of Jid":! ~l.SU{ i.·om:?!~'ll~~"l:. Mr. :...lJu::I)"..,Il;l.lj';i. dift;(;~ o.ud:t t::Xpc:d.!llce. 
vihi!;, tt,'ith ti"lc );131, w~s llWlWd 1..0 lw.:~ IT.1ltlll1J..:t=.!:: h. wbjc:h )Jt:'-11'.!I,re; et! ttl t1)!!1 f.e:d ck:.ril:'F a:..t.C.,t", 
III bM]) i I!ttrmcc..,<: f",fr. MacIh'malcl ElCCfll:lpauid m.ore ~p~.,-J.~Ot~(,)d :!J SUR tl.jjjr J)1\~r"nh~,", ',J) 

C·b8Wf-::: th.t; p~b1 'J: tntl !~W 'l:df~i!l\J1A PI UC~$~ 

(1)) MI', ~,.c.ncll1,.i~'~ r,lmllt'Y dlJtyw!l~ ((~ O'I'{!C,,'e~ lb I,;DI1\>e:,,~ju,:; (lflt:e \jAR se 11-
::n:.~W".mml.. {rum 1!. P<1PeL' sJ:lJ.·~dsh~~~ to (Ill ~1~"::l.t\1l)k (ann. ~'ir. MucDc:nllh1l1otDb:=::l hi:; 
1Jt1~ncll!1g of l1i~ j,1b 'A.'~ t.c; CIl5-U"re the: C0!lt?W:t..::¢ p!.'«.:=~S hitd ,,\ tOtt1l1U 6t11~¢tl.! r.":- ~.j)r.. hF_~r~ 111 
U.c Yf;-U<>v,. D00k.:ttld to ~l~ til:;: pl'(:~i>S W9S cifxb .... e, r.V': fu.~\I3. r.)fhlt t.!)jt W,'lS t('J t'.'!.JUl~S"e 
fl~l-d ~t]}e:l.t ib.e nexC~,m ye::'I' t.).,:,:1.e fN r:.rrominr; Q/f-RR. T~ Q"~"R iuuJ ':l'~ in lll!epri.uI 1..:- }','b. 
:"'htl.!Durudd'" It:n(I!"l:' K! (h~ FOL -lIllt1 b..: -U::l.i";;' .a:o<~isfI;{J [n .:1to,'·::Jopir.tg- u.dLJhio)~d ques.t!·::OllS tbr tI~ 
c:I ct'.tr<"l:rk 'i.'Crni:m 

((.1) CQ~I(~I!Wj6!ji ~iJ', )'.'l:1,~DI"I~::tld 111\>1 11() diTCClt !!.lJID\ re~PIJ:·.::::lhj]i1iC!~ dUri:lll,!. td~ 
!!mpk)ym~n\ with tit: pm. T:l'.'l llJt1itru- k ~.(l~tl.llc(l ~;, f'(':1')fX= I br.itnt;crT, ww; f:-.::. cr=-:I:l:l~l~ of.u. 
(baft pt".'}l:-:'F:OO 'lUc;rttonl.lf.m .;''L:bmltkd brough h:~ c.birln {>f.;wJ1H'J"::l tQ~ m~C'\Y, rqtic..~ wet'{! 

rl>!1)(l'I.'?.d fmm '!h:J. c::r:rt't d"li.TI2 thc r::,·j,:::w pmct"'~ ~ lli:.::y Wl;";ll', fvl.l:w 1,.\ b(', It(IIIt'l\1,1j\1. '.~'j(:1 
I'!~ i!ifil:g :;"Jtdlq. 

Mr h-b(:LJOrJ£llll t!icllfh"r.d fjV.i:; ret R~·C!'. ':)(n:e~ In th<!:.:.u;;i.oci.y (): CLSt"R 
f ""\Oill.dJo'-lumtm1ll whj.;;b..J~crib"" 1.];;;:: iililu:u ,~fBR~. i\.ll.'. MilcJk.nald 

:lO~lIrneOLl:!-baC OO! blJ:.:n TC'I.ej';"'1,\.'!;;lI.l u,·;:~(Jil.(I~'~ed, ;!lI;O fuafl!d !11.q w()1,).ld be fkRtl"(!-},e-l 
it; ':X\1.·~ '.)1' thO!- {::~:H1.tro off;RS to l'e'llnL ao,:.~uratt LIlHJ:Ii'"l:!:tlon, 

(U) AMMIs; :..'It, : ... ljcD;:,tL.1ld ~tat<ro there 'fn,:r{!: li"~ 1.0 -oI~',:en b;"I.1;'~ of CWCu.lJl..elth 

wbiclJ b::u.l bcmt:l,:.:rJ"\)ij Llwkr t ~~~ in W IIJ",tD '~'i.J.lc,h~~C:! fftCUty. :\olT, ~1acDm.llOt.::I &.tr:~~.r 
::il:tlC:d b l':.eYej re'r'l~"..d tb:. mJ.'l~ll> 1[1. 'm~ bo:.;.~ ~t. 1;01)",: 1)(:1 i(:v;:.O Cl':loC nf dlCl.H COIlD'.::1.10i:[]. 

"white papc:t'" j'!:I~i'~;qiflJ\ hR~ ffiillJY-e:<\ w:-iUI::T, by , Mr, :'vh~Dot1~!£! 31;,tiX P}...l 
••••• 1,.',i. .... l~t'l krrm'~ thO'; iac::.:tiClIl oftja~;.:.\' h:n:.~~. 

!,'~J • .).,r.O;ID"i:in!; tu PM (~re> w("~t, ::.:~ ... 'cr, b.jlt:,~~ whi::.l1 <:,JIltaijt~d bi:itn:i~a; 
E[.f,UR ilCCW~:;::JTt.::. r~t~r~d llJ U,;. CJ~j" \o..'hid·1 h::.d hC:!:f: ~cvi:::'wc...i: C>.:L'llro.1~; b d::>'.L' 

f}rdt'!I', nellct t>;3feE,1.:s.rdcd i \1 01.) fik: The~e dv:.!-mcl;::"uf.S ('(',)J$~j;l,.(!d I)r th,"'>l~St jWf!1~ 1:;:, ~ Ii:"!. 

1 ... .'IJrlffig (,·upit:~;t.,('~ti.ltru..'u::~ Pf1'::,l.JI'.:l"ti ~ln(11l11:l.i11~jn...~d b-}' 1~I:irn= I!:LSDR l-'M""~IIIIII 
'l'he-.:, W-:;IT; n::-t O;:(J~d"pnrf I)fthl;" In",sUl(.l;;l:I~~ [lie. ~ .. d "'ltliO!,l..t;b pr .. =-2~r"oo, a"d llt'~ been 
SCll::1nl'U. :;ollle d;.;C\Jt\.let.l!:i iJ1 :I~e ~ GIl,;" J.~$-::f·t,.;:cl c:tfo'":t!.; to ·:;.'!.tit::r l11.:J.m::so:: tho:: El.S.LJ1~ 
pmgntom d~tillE l"':'ac'\:: to the ~ ggu". 1'~~vr(j'\111~ib wi.2"J.\: nC'>'C:.I' .;'!(trd np .. ·,<'l W.fJt)~::: t::~(': RLS~JR 

pro t;':;-ill"D e.:c:-'w?J~$13~ wW)' 1~:>:'llli(;f:-l ~ j; d l:::£.l".l ift!'l[J.t:;; ht:J~m~ lb.;:: :,;,;:up~ of ;e.i;O.r.J~ rrliltlil:g.~i>"l~t. 
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pi) dllp': I~ i:)l v:: \lj\~YI Will:: f'S"ST\ PM ••••• m~ ic t!l~': I)(Jll~~'r1t$; f) (1bt!~e b¢\'1"../l bo;; k 

a '>'l,i:a: hltJ ['\J; ~ ... te .... '. 

('0) CnndlUBrlU. mZi:-R PM fhl1y ri?fu~ thl$l fu~s.8il.tinn iH f!);S ::rat. 
klwl(irlt:li Ly Mr. Mp.0DI ilit!.M WI"Ti'; rt'o,ti t:'r'ttri, ."'hiilj('l1rnr:I1, .ttrl t'tH~ifll.(titiL"old hy OTD, 1m;: m~~ 
wet!" r:naoic a"llH~hk: 1"0 l'l~n for I\wir:w. 

(:1) INSD ONcwti.9.&t 'J h,;: }'J::j/ Q:tlm't; ~-'C!It:ly wJili r"';Ali,/!.~ t'-xorru;; sU,:·mg:::- :'h::[:iy 
ccrt:!ii~irm TU.[Ui:"0fl1li'1lliS. 

(0"; ~i N . .!..R.A r~gulatlOl16 c--.·d~icd ~Il ::!.(I C.1:j{, p~: ju~, !ru.n'Ps.r: k-!-tp!Ctrled 
the t'j£jZ;ity !lu!lIdllJ"ds ~r:i.j: ~pp:rov.aJ rtaI:1daros a?plt~!::\.(: I,l) ~l fcdCF.Il.rcoo.-Qf, So;;lnlllF f.1~J:~, 
;\ ltho12.h 'NAlt.A. impcv.:t'(i (:. l·::.vo1/2.{JO~ cil!uJJb: L.r oo.r::t1f:.,:'itlJ'l::.e '.'lith 1}..i:~ ~\'o'lilre, NAtA 
"Ilml.'t!u ~:md~ ~t1 pn~""iJj" Elkerrul(i'J'C 'Min:ro: rlrrm in ro~r()ns~ 10 ::::lm-curn.Jl~jEl['l(l!j., the p~t 
tliJ1d :c,1'1i~if, {l.\t-cIJ!i1.li)"i.).uJ.e pn) ..... L~e~l A J.:l:1J~ I~t U!I LW lJll;'i eRC, 

(I.)) 1?';".:i11 i.nit.nlt'<1-' t.Jfl, ... \ll.o;. App:u.iliaJ A!:..-.rr. .... h>t_, II!1U f('?!tW L'lrd('·~(f!Ih~jll: 
_ p:-:JvM:::>::. indi:: .. ;u:t!d dlO: fIJI 'W1J!> nW!Il'C it dirt ])Clt cm:uplywltnstDotOlyllt.'"lXl:::Ige fooiiit:y 
stmd.m'.:b .. N';"l:tA ~d~.i..:.;$<l j'L ~1 rll-bt.gHY ii, :lOll 1';:";1;1;:1" t(:-l:lOJ"'.i O:,C; tl~ ~jN fR~ r''::C:Old6 
Jct{t':'.age f.l1cG iriJ:':J< {lit'! m t~ ltlti'E;E Nt>.:i\A ~il:111 ~ ll;l\t~ C;thi e"~~ll! i!;l~rnenc.of t11('. eRe ~t"j'()~ i:tlt:'!d 
l'1lrllr!.6~.t <'Iml ~d~~u!t!d_ 

(!.,) Rc~umml!ntia1joll: AD, RM::l3\.~}d Tu:tbm' C{lllr.bo;lTl!.t::: wlth ~ARA lD w.:·.'ci.ql 
ant. d:iuUlIlelll pb~<.: ('f)T )! lie"i':' C'R.(; (\\' de\"elol} !"ttl" l":(1::";";!(ll(flt ?lfln.::: t.~ ul'£.t ~dt:: BY. i:::ti t't£; roc.fldt; 
Srol'$p,":: fl5lcil~!lOC- u.·bk:l artt'~l NAtf...:\ l'~lifl(!,~;llJ;;t s1i'1!ldjj:nl~. 

V. CONCllJ5Il0N 

fI:) 1'.11. f',.i~K"))Ull~lcl ral.suJ 't.1lJi] p(:li..'1.~~ ooru'eml:rtS :;:II~.''';ll.i~·l.%l ~'~rl(;5o.:.ac:w in th.0llS:UR 
('T'('lgmlj"";) hrJwt;:!'''~.r, bh; tx-'<.IltbJ.l and lirui1'('d te:nur-t: dU :11.-0\ (Ill")\\' him 1.0 l::::.Q'I'/1J-.,;; ~;{It:Ilt (If 
.:tnQ,(.'ir.g !-lJr.~Lii\'~ Ilcticmr hci::,f1 tU2":" ,?})' the- rnI. PI1'~)I' to Mr. M~n"1lJ.81d'.'i ,,1k."gDl:[J/'J:i, 1h~ 
fBI rc;:ol5l1:ittd dctkic(1cir.~ ill1'hr. F.l~RVR PrC~l-::lr.), SI'lCcitiC$!!ly ERSo, Fmd to.'I~. Cl1rret{:"-'C" 

ac:tk'JlS \..,lt1l E.L'SUR ~;;()r~!~';pijlg IIJld Q~l>.'; :tl.:1rh.'\·:';.~ f\l]:C1iul\"S, \Vhh 0 rc:f, (n(:::t's~~h~ .3.(.d 
oCr:M~;!l"Ir::Iin(l, (: n]:J~.(I~lgf.t!\.:...,;i.:·'\I"::'1' ltl~ E.L8"L.'R. ptlj~-um W<l\:ll,)l>I)J(IZ!l~d by ~ Kl;lll 1 o'lflili. )11~ 
l...b'.i ~'e;mt Jdtmli.lid rif;kl'l cr~sw:~ by th~ .e::;:i!-:tOO1:.c nf~cvt::rill nLSUR and Ticlo!: In v;mrpi~ 
Fojlci~, Illi WO=[.'IB ii~n~m\tM tJ'..jl)iuf" l(lvllijQi ill.;; 8'.1(; itUditilll:';_ Th::: Rl.::ct ·;'cn.TYl !JI;~igncr.l the 
t\:J::t~I)Hd8tion -of p"'liQ'!:f 3.~ tl top l)T'":o:lW in ~J0 MitiRaJ:ic!!'. rlllJ;, Till;: ct'f~'l't al~(1 i"9.Cc::tlt~OO t:h2: 
rcl():aotll'_ {',i'1n~ ::'.'(.$.i :-It ~1'1)BI"'Tl, to OT1.l t ~n.ct t'nf". (~''1;JlCOO'.em b:R~:'.. wl1i\ 1tH, FT>A !'.;..~~ro"l). 
F.Dh prl::n)illt.;'(I' cllhtaloo:':: rt::Y.'I~ illPU:. Lmd ~¢,\·U.ll~lIlLm'~. A[UJ)JI!'~h EI\.S .... ';!~ r!;:w,:,ulJ~:>.lll.f1'~ 
l\!d[)j1j 1~, 'EDit,. I ~ a1!:lOl~lllttd li~roX!ll c:J.;?~.tdlli t:!- dtll1 i;~:.t1::.!d rdtt.:.l1ott on ·~ll.t.nd s~c.1\::b ::~;" 
sit<ltl!nJir.-;J h'-tl~ ... ~in£, flnd fJccl!Jt!f.Q.t::d ~~~,'~'h ltJ:m:Ir:Jur.t:l d:li.t:'; 

(l:) TJ!.~. (t"J'~'l:.'lli.0Il of lh- ELS~JF. PJL)bJ'·.w Dvm }l\1"() 10 om ~l:l(1 ~h(:, I,wi'lbl~~lnl'Jftl or 
f\ .. · Er'O ~1)t'n;:,,',I.:::J ihtc i;!l~tle~ 0f fnl~'1t~t.tt~1 :CLStTR t:'I\~lnv.:eel"n.enl, J!;'(1(';~1u::-es, ~M ·,r!li:nit1;? A 

t:NCLI1.S~jf,r,;1l 
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([Ncr ,AS~lI'l leT! 

('~:Vl;' r:L~:.JR Pr,~!~r.:m Offj:!:. '?(I:i:::y frli,i.l) ...... a<: c.t'B.:'i:~j and ,;;uhm~'L8:ci :~ thr! rnr'£ 
C:lrp!.rut~ t'o]t~' ()jrl.-:('; fhr ~P!,!~(1"""a 1 

(lr) 'l"ll:::: fSi illw n:~()h""!ti7.::d d~lld;,:r.,::.;c~ in oc>~plhln!:l.: wi:::· t-,!ARA rc=1.:!11r:l~ 'l111rtJ~lj 
ili.d:ilj' ;,:.t:rtilil.':.lldc..'l 8'lirlcJiJ~~. :\'nl~km ~f.r{111~ h:;, ....... ~ 1;~1"! ::.:1!1'.tt;::l, ".:l()~. OI)L::t. b>~rlg:Cblry 
;'.('>n~ ;)II~ '~!:.l"": GS:\ regl'tli':~(:!y regU1remt!I1~ ;m: tddre9~ed, lJ;:~ wn~TlIc(:on IJf l1t'1 eRe .... ·(~l~J.J 
1wl"E Tn-C". I~I i~t~ cO'.u;:-Ii.IL"":ICC. 

(tJ) h·l). ~·j;'\cDt4Ia IJ'~ t.;':l'kb.l Juv lit!J>:;:]pliLn. ~s I,o;.~! .'!~ lli~ ~'~1)urll ot"h is iet 
rC8p:>lJ~j1.:>illli.c~) WIHI k: !D~~ trl-==n::w'y tl:lTI11Ctl O;,rrq)i.i:I.ru!:.'; l'eu.m with:i::t '1.c Ii At;U. While 
if)6 C(lI':rq:-HilOo.:. hu.ra\.1111"';'=::i(m 'l'1:::m t(11:up-llr.(.. 'WQ ';:;VCTSr>: Q!.Rr., lh~ ~11:,",tunoc;ll whie."-t :.tr~.C;:rJ 
\jeep:: lb:lt.:lb:\l1. Cl0.C1tl'T3d I.i:.'3S t,)ot.:'\n :1l.lctl1. 'HI."" l·~rrtq.Vfli of g~w.;ti(l!1!; tY.(@ tb~ yl\lp(l!l~t;l REO{lt'(' .. ~ 
MaJl-;l'~,MlM1 ~~]f u~i( ~u.twiimma:ire c.:::t.=.lrrcd duri;'1G :.Jl'C C'd~' :;:,w::dng ~~. FlJrm, I}.~ 
qu-e~tOtl.$ V/~ reffi,.")'I,ice to :I1Y(lid-1C::h~J\:i:'.lIIt,~;r ·;.,,;1h ,~-.:i.;lif!f. .:)~lity. j';(l ~intitgti';'tl.S CT. Mr. 
Nl:w~1J.ornlkr ~;'('! Ie and r:.s.J'lctl.s~t U iti as \I'el\~ ic.~r.TifiC!ti il.~ ~::O.t~d i1'l hi ~ jnn .:ic:;::t::'I'ipti 8:1 :>.."!':!i hy },l~ 
C!~Ulln of c:nm:-:l,1th~, Hi$ ~Jk't.UL1i(.'C. 0).': at<dii H::r;.~"e :irr::~r.:l\(;>r.:,,:s ~l;'1l(!rl i.rI (hf'. Of:(: r..~f~l .... l k:1t,~,~ 
'\.v/>';} HI..;( ::It! b~UJ!l:tlllled. 

(iT) fil1:'.11f~', ,~;:, bt'kt':l)(lt: <.,l[ mr!lm,,"'!:rnlJdactlt (Jfll~!::tNjCru 8LSt:.F. <l0:':11t1\a-f\n OJ ro::(It(l~ 
(lftht; ~t':(.~~llll.t'>X" 1 L2J).)llemril1" t\Hz.d;: :i.J,,,"'~uji.$Il:l)n Wll~ ~~'it;DtitkJ. '1h~ i~'1::::Il h0:>.:t'S of 

EL5-UR dlJt:nlmo::nl,}l )l,'"CL·c-!'.Ccc-ur.t~f~ t~"I' and WCJ'C', f.,~fr.£:ul":;"l."rlt:;d. '['n::: bulk ~t.xa.:!.:c c:·fCf),i.ID bt::X-eli 
mw \)f olbt:r :.ili.!0lT.:!T.liC madi.a dID mt '1ioj~{e FBI or :L~ poliq, 

UNCLA8~lrlE» 
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NQt~~ 0.t1 my ,,",811rl.t~'(VI.QW (:O.n(en1in~ RMD til:::!wrd!: m i1:r18!5l:!rllent otrl d ELIiUR 

ll'itetVlewed by: SA Dlerdre Flke and SA An.d.f~ Ludlum 

'WaS esoort-E!d t;) an offl(.€: ~n tr-.a Jtr1 building .v1!1M~ the ilLtf.'orvif!IW 'll.'d:1. lo tdk.<: pldLt:! and int(ul.h!LP-ti LD S-!', 

Di~r.:lr02 fih. SA Lwo1um lnfurm!;':o me thf;;. interview was occurriflB based 00 information providBd by Scott 
Ma-cDonald <.it1d Jl'lfrifm;:n:lnM hi:! J.:'h~ f w~.o;, prlvv tcro R:ti t'I .... Jitfl~$): \liB tf!fPhr'lJiI!' 'In MI', Mar:;[")nr'!;;:Ild 

staterne~t, 

I ask!:! It if this: ini..erlo'kew '1(".:1:',.. bein~ record e-:d _ SA Lud I tim ::;;A kJ no. I th€n aJ>.ke.d if th~y h;;l""", re:a.d m}' fi IE>:. ~A 
Ludlum said ""'wh.at tile", I fE3pomted "'my per50nnt:l tile", SA.ludlum said no iJnd that they hEld a.prC1oco! 
to f 0110'.1\' for til if, interview, 

SA l ~ldlIJm pres("nted 3- 2~pae:~ ;:)ocuma-nt lmdJtc.d to me for rt1vj-e-w and <lskC!.cl If 1 wrotg.lt. j revjGWed rt 
,md re$pOhd~d. yeo:;. !ie tril:;m ask~d iiJ. ~hj::.: th'-! H¥A'ljt~ p:;;!pei' to whit:h Mr, M~tDollalQ. referred. I ;laid it is 
t~e liet:oflo one, a.ecause it had 2-pages. aflrl thlJ: first "white PiJP~r" J wrote WfJS .t.mly pagto Of.~ of thi!:i 
dorUfr't(.:tlt. I l:!':t.(,lI'limuJ, I ad.ded UtE; additiooi;ll 'isrorl(;! p3g~ W,j'!;;' .added tlttO'i'! request of SA Whrte- to 
s.upport his .efforts to try an obtiun mone:¥ ca:pturad fmm drug inva..!iti.g21UOfl~_ SA Ludlum Eet trte lluclJn'lent 

ilSII1C' wIth a comment to the effect that he:saw nothlngll..rron.g with the intormation st;;lted in the 

.oo(:t1meflt. 

Ab [)ut thl 5. tim~.t SA Ludium .';:41i d he :!lfl df.f~oorl tha-t ) was (II detail pN50n, but IT I GO [.1'1 Ii I1ml! my resp.on ses; 
to the qu'C'stlons ;:lsked s.ince tllfrl' h13'd ::. s.hort tim!':! frame tD prepflre: th""lr re:sport~1! tD DOJ. I .op!n~d that I 
WQwid !;ltt!;!'lnpt to do 1:iO, but I Vlould frame my re&pOr1s;es within the context of the information ~ nod to 
share to ~!;5.i.St them in unaersttln.dh'lg!'l'll' aO!:iW'er, fie r~t1:et"at~d they had iO protar::QI to' fa Ilr.lw .and nad only 

plal"lned ;;\l'I hour for my intervi ev,,_ 

He 35~.ed novi long I wOO::i:d in ELSUR, I respond~ I tra n ~fer!e.d from thf!< CJIS N~O\7)( p!Qgroe;ll'rl ;i!~,;a MAPA to 
"''''e Rf,,1D ELSUR position 11'\ JarlIJ8l],', 200-7, 

I offer@d fnf.orm~lon about my arrival In the ElSLJP. UnIt cUllt:~rnhiS i.h~ I~ck of th~ fullowlfl~ dOC~JrTI~flt::; 
ELSUR PDlit:y. £R5 Program Guide, ERS Urer Gll;cl~, EftS error C(l de- ttiJfjrdt~ons and ~ctmcrJtIQn~, 
AdditIGn.lly, SA Whlto .nd MAPA ~a,;l. JOO"' I"fcrmed m. th.,. were ".in~ <lev<>lopod, 

~A LudllJm f!!l;6in. c(.IlTlpiained to me- ~bQJJt how he did '!lot ne~ details and that th8Y h.a.d a proto wi to 
fullow, 

SA L\Jdh,Jt'li a:;.ked m~ what ! kl~ew about EHS" I s.aid, Ileillm.ed the :>y:."'tem by rommuflic£Jting. with the tT 
person, TAL. VI/oo6ali \/Jhtl Wa!; I'~sponslbte fur the I:.Rb computer programs. I obtained: from M, L Woodal~ 
tl1a ERS progn:om wd~ wit" $A Wh'lte's, permiss-iol"l SO, touM re\ljew the AOA.MS prOBrams In preparation 
for cI~'.teloplng a repl~c~m.eilt f::lSUR sV$lel'il. SA J..1Jl::lh.lm .ns~ed if!~:;: il prbgt.ammp.-r. I ::.iflted I W('I;-; not. SA 

l~~ll,lm then 3;;i:K'o'-d wh.at ~kill~ or uaining I haJj to pelinrm thi:> :rEview, ~ informed him tnat througilout my 
Car(!N I h~d 1'l1itflY !EltQ Illgent rnt!t~lcr.; will(ng tD :<iniO!?' 1'lMd oed U Cilt? m~r ~\lif;d tri'linfrtg;at I)OOCI., R.IJJeau 
of the Cel1:loliS 1980 electronic files., fBI UCR P (Dgr~m ... th I? eJ@ctfanic:stOl';';!89:fCr(thf:!: Law Ef.torcem~rlt 
Offi.ce rs ~ liled prop,;ri!! m oolll:'!C1IOfI dbCUtrtE-flb:, Ii!'~t" bli~h ~ th ec II;!h;.,r:~t9'n:tt lAipt U re of t he interview pn::m)wi; 
ano to, NJBRS ,od N-D[x fBI proBrom,_ AC.ln, SA Ludl"", s""'>led hi' cll<pl,~,"re with th& d&Pti> of <0\' 

re.g.p.r"n$e find r~itS"rated h.~5 3dmonishm.::nt. 

SA Ludlum th art aske.d 111 knew of ~nytt"tfng e 1£!2! 8btlut E LSUP, trlat I II/CIS hot ",~kE!d_ I te::SPOrtf;1l::tl lhitt I do 
:df1U f.t<rl.I:!-tl- th::tt there t~; <in linr:!Q:r.:\lm~!1tp.11' pT!)t;;m;;;. to "h;d€" F.LSUR C~\~ vI'hen '" data $CLWc.n is p{!rrormC'd 

by an EDT 01 ELSUR Unit MAf'A H.ln~Ulr.d as to wliat I m",I1-\,! e~~I~ln$d t~1<t sob;e'l informatl"" woolel 
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be -e.flt~red u'in~ the normal e:f1try ~rocedure. hlJt th~ EOT totJlil r~qu~:r".t a dat!:! response res.tri{Xk;il'll:it.! 
?~l.Jc,(:cl Ofr tilt:! file rHlmlH~r whi;:!rBbV ;.J pC:':iJti'tie ;;ubjE!r:t nit \/m'!) 10: not Qf; provider! to ;;In ;:;e~rr::h inql)iry was 

n;~l1est,=d, j also staU!:d that \ conf2"T~ with 5,A. Whtt~ oon(ernlrl~phl~ t'Hoc.e(]LJre i!li'!I:J hi:!' r~1t:!rl'1:!d rnl:!oln 

MAPA Gayie jones. MAPA J{)tle;i. Wd:!t lIp~;;:t thtrt I km;:w nbmJl.1JIf-s Ct)[TLl)tJil,!r feiiture-, $A Lt,J.dl(Jm·;,=i:s~e{I me 
if I kn ew 'Nily MAPA Jon c!s WtlS upset. I oprM ad th;at I dId not. -SA llJd Iu In tfien l:nf~u~d to moe that thiS 
pmr.;c:::ss may be at:JQOJe my pav grQt:ie ",no:! til.at r m8V not know tr,i,s., I opined, I cannot speak to that but t 
5.t~t4;d in wa:; known to the Portland ro EOT,Jan Poff, SA Ludlum the:rt stated to me this 1$ th~ f1rs~ tlrn.r;. 
they hit ..... !::! heard about thi!j "'hide'" process, a:nd that jf th~y (ould not oorrobor2ttl:: my informatfon, then I 

mtw be c;;I:lled to prC!:s~t':it thj~ IMOtmatjQ(l ulide-~ oath in tf'le future. I respond~d by s~ing 11m r'e-~Jjy to do 

$0 ./4nd let'5- «;0 ao--oss the street to the: DOJ IG office to do it while I am t1(:·re.. SA Ludlum in.q.uired \f~tlt 
cvrrl~ntc: would 1 hnd tn :,;uPf'Drt rTl)' :;.tBltemem 011 the ""hide-I!" proce5"S, I informed htlP th3t I had 'Ilone l 

<"in I;:e I fnlfoweo the remo\ll] any bure.atl matl?'r~d~S on- thrs iS5tJlO!~ but :I have provlll e-d h!m with the name:. of 
th~ I ndr'lldtJ.ai:; with s}:l-{;!<.:lfic illfor1'l'lli!tiofl Of! ttli~ proce~s. SA l.u.d'um thefl (!:;.ke<J" if r knew 'fI~eth€r th.e 
I"l"floidN ,..-eqve;;ttXl try EOT Poft" Wil5 p'tr~omlttl. j fFtatt:d th at It \!11i1~. SA.ludlum ~~k~d rIO''*'' \ k._lt:W U"'tSo. ! 

st.atEd tiun I found mv r"iil"mE, the filE'! numb~r, th~ i;3.tttP, the r~qt.le5tw.a$ p~rfQrl"l1~d bv the IT p€:f.mn all 
.fem ~rkl";"d ill the specific [ItS Proeri!lffl u.sed to ~ecut€ th!!' nQquest. S4 Ludlum th en a:!>ke-d If I kn-f!oW Ii bIN 

many fl!as were rematkl;!o it, UII(;! prQ~·nul'l. I re~;pnnded th::rt r did not f..o_Jrrl" tnHrrt, and hIP. cftNOO r.ould it 
be 15 Qr 20, , ,aid maybe_ SA wdlum 'hon .,kod m. wI1~t I thought MAPA j"O"' Qr ';A White >XlV "oOl)\ 
how ITItHlyfilp:;. ;:\rf;; n;;tondled t~i;;. w-ay. I said SA Wh~te would [1ot koow since he .cIef-eaed my InClLJlr\r to 
MAPA, Jones... for MAPA Jones, f s.tlspectt!ti s.r.e \N"Ou!d: not tem~llIbsr mlr CC1r.Ve:!fsation on thi~ ;<;1lbjF!ct. 

SA ~!k...: a.sk-.2d same foHow-up questions after !>ome of roy .s.horten resp-ol'Ise:s. pmvidoo to SA Ludlum 
il"lquires-. 

5A. ~lk8 !>l1~prl!:j.€ mE with t"1NCl.qtlE!";tiOI'l;';: First, 5he ~ei(lr(':~(:e.d my s'I1Orn c,tiJwment \fVh(!o!'"Q 1 5.Bid that I 

tl1Dllght l.a\vs WHo( bro"aTI. ShE' sp8dflrally aske.d what those t;lWt; "Wo::n;, I r~ ono,;:d thai I co:ul<lliot cite 
the laws, but .5tated the taws governil1.&: ~n. Tttle Itl.1ppjk;1tlt SW(?:;lflr'lg ~r1 Fcd:::::idl Court thM ~~Cl".l{'-d :-A."!im:h<e~ 
"".rere performed. Si.-{:ond, SA ~ikt' a::;;I(t~cl me "'wflV ~ didn't fil~ mv own f-orm 12"'. I 'ihto;!d thai I WijS l1e'ar 

rMimmf'nt <Inn nid not want to st"rffer till: pnyr.,icai and m€ntai pmhl<ems.1 ~ad obse:nt-E!d In persons th ... l 
had dont! 1>D. She ~kEd m~ tn !;.p"~cifir:~Hy identify ;uch a I;f.lS!e. I offered th~ Cll!';e of m,' form€r b 05~! 
Ma.ryJtct~ria Pyne, where ner ca,setook 9-y~aT!i bdore adjl.lorcLJtion..1 stmc-d! Wi:!:'" tel not s(JffC!r th"s<: 
!:hings.1 tJb!:ir:::!r~t:J in Miirv~r.torii3 in my rP"tif"p.mF"nt, but wl)'ll.r:l pmvNlP "'j1Jj)pnTtir)tho~ wrm did so. 

SA Ludlum ~nd Sa fioke ~sked if ther-e- W\J:;' .anything e1se r would like to gy. I s.aid Ves, and ask:f!d Wtl'1( r wa::; 
not .,J~kcd .about Rl2cord~ Ma.na~~f1Hi!nl. wch .. s th~ rec:::onh provided to UC O'CI~ir by DO; personnei 

contal'l1i\l~the. J. Edgar Hoover per~onm:1 tilt', ,mu ttl\:: background fik.·~ fot Ditc.:ctots Se:.;slot'"!:<;.. nnd WEbster. 
r recelve:d no re-sp(ltis.t: md Wrl~ ::;:h-otHy t:!s.cortei;l from the: biJilding. 

, 
y'.A./ 
4~~L,. --"'1:- --

Ker~tWHI vi. Cattd,""lf 

R-ettr~o 

Ma D(\f;ement.:wld Pro~r..l til Atldlyst, FBI 

J/::!.&/f,":I'l , 
Date 

. , ":. 

... , .. ' 
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Exhibit E 

Nadia Winstead v USA - Illegal wiretaps 

caused by problems with FBI searches of 

records (See pages 14 thru 16 for 

discussion of evidence problem with ELSUR 

records issues including "false negatives". 
http://grandjuryresistance.org/files/winstead Appeal Reply. pdf 

Note, the contempt charge was ultimately 

dropped against Ms. Winstead, due in part 

to the errors of the FBI. 

See this link for dismissal: 
http://www .indybay .org/ newsitems/2006/12/24/1834023 7 .ph p 
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'10. 06-1721~ 

IN THE IT\1TETJ S I'''-TI::S CUURT OF APPEALS 

FOR TllL.'lIN11l CIRCUIT 

Dr: '\0. CR-05-9029J-MLe>C· 
S! 
~{)rtJlel'n [) i f.!tri L~! I) r { '8 ~i 1'1 ~rrri:~, 

San Frnnt:i~l) 
K[\DTA WINSllAD, 

W ,mess-Appell fUll 

v, 

UNITED S'IAlh;; Ur AMERICA, 

, 
---' 

Appeal from ,he unilM olB.k' l1i.lrict Couri 
f(f!' Lh~>: h:urlhcl"n Di~hi(..'1: ot' C:tI.1ifol'tlfa 

nl~ H1Hlorable Susan lilsion, V1st!.'ic:t J:'ldgc> Prc!-liciing 

\\'l'il'mSS-APt>ELLA'\T'S REPLY RTtmF 
IRECALCITRANT WlTN~:"" ,\rl''';ALI 

?\1ark OntrlfQ;,¢£) 

C.JiJ"J'rli" 51"10 Bar "". I (j 17,\1 
255 Kamas Street, Sliile ,14V 
,an }'nn,,:;w, CA 94103 
1 ckpb<lnc (4 !;] I J(i,\-960U 
Pac"mil,,: [4151 )65-~('Ol 

;\H(ll'oey f .... \1: W;.llle:":~-Ap'?,dhmt 

l'ADIA WINSTEAD 
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IN 'J'l-if' I J:-J IWIl '> f,~-! 1':8 COLRl 01' ApPJJi,.LS 

HI/{ 'l'lIl',M'-lTJI Cmn,l'l' 

11< RE (;RAND JU,Y !l\'{f'STIi},-\IION ilC I'D. ClZ-05-9()29:,-\!I~C­
Sl 
North= DiSlricl of Calilor:;i&, 
San Francisco 

)lAmA W!NSTEAIJ. 

v. 

li),ITED STATES OF AMER[CA, 

.'\ ppoil cc. 
i 

----------.----.----~ 

App,al from ille Unitd 5,,,,", Di,trkt Court 
for th;::: N-onh¢;I't'i 1)1.81.ri(J~ ofCd!.fllrni~1 

TIle 1I0llOt'< ble ~ ",au liMon. Di, h'ict Judge. Pre«idi ng 

"'TTNESS-Al'T'F.LLA'l'l"S RrrlY ImlT. 
[RLCALCITRANT WTTW.S" APl'F,,\T ,J 

1. WiU"Md', [',,,[iminory SIlQwilll'. TuM SilO Wll' Illc Victim urIUe!.",] 
EJecltouic SULVt'manc~ \Va ... ,\ 8trung~ ltcqniring the Govf;rumcnt tu 
1\'lalm an l)u{'qUhQ{'oEll .R.c~pOIlSl': 
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'dil im' nn!y wh(",J) lit; hnli luuml tiEl dt:c1wnlot· btlg: in h~~ harm.:, heard mYb-tt'J10ll;S 

ht;f.;rj~ ;n hi ~ 1 ~kpb~lJl~~, tir rilllJd lhe files of lhc: Jus1i('';'" Department, \'iiC WOll!d 

jl~ H.'chuology"); 111 N;- vraw.t Jury Proce~:i1i;~}(s (iicnnannj, 664 F.2d 423, 428-29 

(5'" Cir. ~nl); Uni!rdfil"leJ' v, Nabu,-y, 707 r.l(1 1294, 131l1-{12 (I I'" Cir. 1%3). 

To he "uro. appellonls 1.\ ','e llleJ'eiy ,lSsel'led thnl wiretapping il", beell 
1J~e:d lIguin~l l,h1.:lTJ. Bm thi:.; i~ not L1 J.:·m:iC wiler·:.a reasonable mUll 

Wo)) I cl b • .>la.'1jecl l{) kHrn 1M I. dOCit()<l;c en vOM.lmpping h"<1, intact, 
bcti.flllsed. On the contr~lry, 1n view oflh.:::: gClvemmel1t's. well 
]Jllhlicized tmxiely 8boutilie Jnd-wm 8ctiviti~ pJanllcd fo,. \10),. 
1971~ il w0ulll UlrnOs.l h:.: m{)rr. i>mprl~ing it'snlYl(' tc:kpbntl;:::;.:. hail Hot 
been tapped. \V.:: cl.{.' not rneall to suggest tbCl1 ~ \.Vitn~88 can inyo~~e W0 
procedure:s of ~ J 504(~t) (1) only \lih~n Ull alkgl:!.ti(m of \\/jrctapJ'!ing 
~~ccms rbu:'iib~c on its f.tCe. HU( it 1s important co avoid 

, 
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mi'l'''r)c"p~'Jm ,b""llhe natwe OfOPPe!WDlS' olaim. TI,c;, 
a~lcg;1tion:) -;\JI'ely OHmul be tii:ml:isscd mi piitcntlyfrivc .. lous; nil]' r..flilid 

\'i~ :<.:.afdy li:;t;!.Xt Ul.~tt they have hltE:n !\1JH1€, Ell lilt.{\. fa !I.h In orJ.;.:r (u 
L)hl1truLi t.he rr;md juri. The govc.l11lni.:nt, 11nt appc::1I.'l1!lt'\, ha~ th~~ 
[fJ[uIIJ.ltdjon wlljdl can snhs:mntbto (lr di~:;;:()h'e thdr 1.~t)J:lk;lllioll~, ClDU 

tor th811'&is{~n Congress e"'i:pC<;.;t6d th8.i tbc hurd.:n (1f going ft)r;>."'~1'(1 

'(.:ould shin to 'fhe gnv;::mmcnt. 

,~-12 (11<'..::l(l(al iCHl or AUIjn1CY Chri~tjm: (jal\;i-4). 

dne:.B not s(nntj fIJI tbe 'p\opo~iti.()n that all.;;:gari,,)I!i; ~1f\lIU.l:'.UL1l nui~t:~ h..:..Hl'u (}n 

3 
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tJt"{:IWi,CC: ;;iuI\/cilltmr.:.:..;. j:,; w(:~k jl1cludc...<.; ()(l fl.1t'ntinl) of thi:'i C()ourt' ~ n.;('cnt 0riliiOri 

in 1.'1 rC (in.md ,h.a~~'lm.lestig~1ri(jn, In{)3ROf57(j. J()}w Doe v, !/oiff~d SiMes, 437 

I:,~;d ::;55 «/1' ell'. 2006)- (per N1TLrim} {hereinafter ;·noc"). If! T}/~i:, thi~ Court 

dls.pult'- (his ~rgt.lmc:nt ~nd m::d:cs no mtempt to distingui;l;h Doe, in \vhich tk:. 

ill-e 6bJ:'\'c'ing in Doe, ['his. eacut ~'haLdJ ;;C1i()u~ dn1.lhi~ r..:garding the a.ccquilcy nfth!.':! 

J 'HI nge-.nt declmm:Gll :n mblLrting Doe:s claim:>." Do~::, 417 F.:Jd at R57. 

lD(J{'· ~Il~;j si<:110d that lcg'i<l ma~l h..: <:~changD':i with an ZlttDl'IlCy had heen 
inten:>.:pred t'l.vke. D.'1{~1 4.17 "F.3d ill g$7. 

4 
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Till"; B(jw.:t'tlnlf'..t~l rds(f Is. Inc0IrC:l'·l thuL L':'V( r·rdt.trCl'=lTI;:mt u;;c of other 

111vcstjgr:lti~n methods, 8u(".h 85 non-dectronic 3trrv('·ilL:.lnC{' .find ;.-;r;::arch w~ni1f1b;, 

~I.lgg~~ts tb~t no elect!Qn:c S.Ul'VeilJruiCC 1.'1)5 U1iO"J hi th·: itly·:::t:tigiitiitl"r. Om'. Hr. at 

13-[4, Electronic sUl,\:eJUQHc(!:.ol'wn is U:;l.;d:n {;oqjuflt.::~ilJ1t ",,'i(.h other kt:hniquct; 

when tile go'v;:rlH't'lcnl i!';. ij)V~~Sll~LiHg ~rhnin1:11 ('!umJu,;.:1. JnJcCd) in Do~. i.t '1)..'.1>; 

alleged that 80'l.~rtli'ri~t)1. .tBent.:; ;')t:,;() TIi.lFIlhlT1:':r1 n!t'" willl(~'lj"i '<;.. rnfiil iil~(l il1t(~n··it': ... \C(~.{,; 

him ahout tIle qll~jt:.:t (t fl lit'; ~n\'e~IIJ:w~i()jl, 11\t: ll~~ ()I' thl,.~Sl·. invc".tlgahon 

oc.cllniquc:' did 1"Iot delet ilijJ CDun ff\.."'IlJ filldlng an Hd';"'(lUak pre lim~nary ~h()w~ng 

of unlilwnl1 electronic so('vejJlflJl'(:.e~ flm) (~questiollabk' !f')V'-."IlllTIl=::nt n::sp(:o!Jli.":. 

Doe., 4:17 F,1d Ilt 8,57-5;), Jr.lol't'=ovcr .. jl is atkJjliunaJly t:ritjc~11 that In thjH case it 

V,/iiS not until (I. shol'l: time aller \.;\ijru.lcad ill1d problcnU:i \vitl"1 her tc:\c[1honc. that the 

govemmentl'.; visual survclllanclJ bCJ~jj:ll, Tni;;. !~ming further ;:::u.gge::..f=:. £l1;]t law 

cllf()n;em~l"It flrst b~crunc :merr;Sll":d i.II \Vinflih':ilu ["n·ml [tipping her kkllhutlol . .: iitle: 

lilld then eX~lalld-='1 it.s:; im.'-tsligMj01l t.o i h(:llrdl.> (Ii h~~r ~~dJIliquc.;~. 

1lie govclT1mcllt"~ artac:l.: (111 1 ht f..'l.l filclem::.y of :i.twrnl..~y Chri~[in ... u:ar .. :ia's 

d.cclal·arl<'11 j,", 1X!:1l ... 'ltly "U~l;:"jvr..i!i Il~~. See Ci()~', f.k, 1:11. 14-l5. Conlrary to lhe 

govCJ·nm.:nt":.; ilrgum'~l1s Ci,""tr[',i;1~~r... (h%r8N~I.l~~II did nUl t0~i!lblbh U1£i[ only "onc 

M1inu.lhights ar..:.f;l.:isf' 'V.ra~ "\1,.·ir(iapr~q. Sht wr(lh=;. tkll Lhr.rt ~\.'t:n; ulllt!I "ll;tIgcl~" 

OftJ1C y,.-1rL"1:i::![1 in hnth }~t,;,.y Jer:;.f',y ~.I!d :'vtilme&du, wk-;::h i::: cLlll"sisk'ni .... \.·ith (J 
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COIn.lnnn pl'fJc:d¢c W u!"lC ~Iccu'l~n~c SUfvl.)it1arK:,z 111 irl\'e-&ti~flljo2 allj.tllt~d fjt?,fil's 

""j£:tlv\~u:. "Ron '9, 1 !. ,~d,lit;on41IYl (H)(r,: lJlt::: g{'l~'errHnf';I"It (l\·er'he:arO GMcia (\111J)e 

\v:rchp, they ~fflrrn;ttiv¢ly named her@s a l.acgc~ on II ;s''\lbse("('uel'lt allill('I1'inl.ti('l11 

rcgiifuin;:; flll'th¢f wireta!!j):l1g. FOR 9-HI. f\.1or~ovel'~ G;1.f(i~L)S ded(lf~1.tj(,J11 

establhilod 111m the eleclJOnic ,undlbuce hoti cOl1llnLled ll,,,,,ugh 110" lime of her 

repr~8.;nLa1.iLJli or \,Vin.Jlcnd. \)hc (:unlmuw. 1u ll~r m .. 1i::.ct.: tmd t:1L>.:ks Ibal inl.erfcreJ 

wjeil heIlel<J"phDl1e reception as late as Augus! 10,20(15. whjch Wal lline days 

before she filed het <iecUlmiOll (hR 11) 8.t\d more !11M Ol1~ mOlll.n ~fcer shtl 

became Wlnstelld', mtomey (lOR 74, 77). 

The gflvernrnc:m r:.ite~ r.iniiJ?d Slf1w.~· I). ,S'!!-'t?! .')(}S F.2.d R4-1, R5(; (t:)~" rir. 

I ~74\ Clf'1~ll)i ng th;lt tho.::: G;"')lll"r tn St'-"~ H[\~.iet-~~.d ?-s 'v.ague lX'! the p(")int nfl~ci n g a 

fi~hir)g eXyt:':cii1lt)U' cl(ejm'.l: of ~JoclJ'on.i(: stlJ'\:~lH,:u:u.~-e~ tlfl'l.t{} on Iln ~I.ffi£tfl\-'it by Set";' 

,1it .. fll'rl¢y. 'r~'b;cb dn(m~<l Lh<u tb~ J;\lWl"J1t:Y'S "J.t:":JepuoJl¢s j)Hd b!f:en l.vpp~d d!tl'~n:11he. 

PI'C~'~0US IiI''':: yt~lr8:" lUlti A1f the ;nupoc;ltioll tb~t "u:."'U·v~a)$ d~:.:;.L"\'l'a1k"'j) h. plaiHlr 

in>:'Ldllcietil1o S\lPP(~I"( Win.,lo:":;)d's SpttuJfJlions ~lbO"dt t!:1"::f;ir(trii(; SI)I'v~illanlie 

hf.l'e." C·o1,'. I !r, rlt 1:). n.4" I·hf. g("lv~nJmel1t nusreBd.5 and mi.sapplie~ SN'., Tile 

g{);.:ernme.nt's .::ursory summa"))' of the cus.e fill) s to reco b'l11 iz~ th at thel'€ w.:;:re two 

c}.rrTI'lN ,)fclec:tr()]1]e, :.;urvcilian.cc made by th·:;."! arPellann,: tb~1t unlJwfl~l dlx'1r~mit 

NUl"veillalice had been cUlldu::ted (It'the ,"~ppel1alltr;. them:o;e]\,~i;; al1d of SeQ's 
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,"h<tt Ihe ShO\idng ',\I,o'(W vagu(;: W lht point ofocing tI, fishi.ng expedition.:' but did 

t\o~ sp-ecify rut pred~t; rntluin: u(' the Txord lTItulc by the appclla\1~. rd. at RS{i. 

Wilh t'e8pr;:.t;L to we: claim !l1v(llvillg Sec'~ attnmcy. the Ninth (;r rCl1it held tllilt I.~le 

Se>;, l.nJ mr,;flj!0re did not m-:cl the ~tamli.if(l st'"L fmth !n [/I'liwd S.tatC'.i' v. ;)1[(;1', 4 ~:2 

F .1d. 1016 (911
' ell, J 973)~ whit.\1L n~q.llrl,;::; ~ difll'1"tltl Oi.nd moD.:: cXlcn;;ivc ~hO'.vjng 

Ko\.--~rJ1)r)~fJL'). ~lj::;t'rtjUll hcr:;i the aii.ldlivi~ ~llbmittcd by Scc'!o\ attorney \vas not thc 

I 

h<l~is Ofl11;S (ollrr', f;mJing th~llll:.iL ViilI.lt:~:,.:(..;~' da~m lh~l{ th~Lr OIVrl conv;.·r~l:inOnh 
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i~ ()f no l""Ckvlln.cc wi t~ r\;!~I}cct to ))irheLber E-h¢ blt~ HjaJe an adtqtUllr, prdim.i01.lfY 

dc"lar"li(]n ind IHk that ~"I'l.wflll ~IOC11'Dnk SUl'Veill8lKe l'fsul1ed in me 

lin ullcqllivo;:al rCS?Ollf';C flUm tllC: g,nvcrllmemi ..::on(:~fning th,z: URe nf ~lcctrnnic 

:;"un· cil18J)';"C. 

IT. rll(~ Go\'cnlm'~(Jt's l{{,SPOllS:C lis lU,,1t:i{'tI1Wk Bt'cau~c it D.ut.:lS :,\'ut 
UncqIJi ... ·ocu[ly D-en"y the U1>C nfElc(,!tl'nulc SUTVt;m::1DCe 

The govc.rnmt'llt a~;,)crt~ thnt [t l$t rcq~lr(d nuiy to make.a gcn.:ra: l"CSPOt1S<: 

bt.\:·LlU"'!oi:' V\"ill;:oilc~ld'~ ::)h0 ... v~ng of cloctn:mit:. ~lU-y::il[.aJlC:; is. '''weak al1d l;PC;':U latlvc." 
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noted by (he ui:;'lri{'t {;l)UTt below, at lea!>tt Dne ofthre ;;.hmtcomil'lgs in the 

gtht'r.1IW;:r.t1' s r::-~p{)n ~c in DI1f' i~ prc~;:.nt il1'thc. inRtant ca..;;;.,::. [n flo,".>, tho 

g.tJ .... t,TIlIlJcni ':-i. "decl ambon addrc::o;.~'.: l rl.l til c: fto~~ihi I ity that, , , 01,1"te:t" ;'i.geo~~i-es tn~}' 

bl"'~ bed'Il 51.1Pr'dll!ng Doc onlrwitJ1 tbt '5.ratcm..::u[ that the FD1 ,)gem is 'Wltl-~vaJ'f 

of,;u.:ry Cli.Jl'UD]lj"" ~~u·~·I.;,~I];.iIi(,,:':: invllhiHg My. D{lC condUf,..'ted by any Niler l:nv 

cfliol'c{!nlcm agcncy.~ 111;:-; falls !';hOltof rrl1 llncqlJiv(I('.a1 di;:niaJ,~~ .rd. at 35g.. iT0)"C, 

Lbo,;; gov(:rJ"rrw ... '111 rdlcH Dll fh:: vcry same rrZlspon~,c. fOUl:1d fquivo('...;ll in Doe. in its 

.fit1l~rnIJ111) -!iuurc!,;;j I.he po!,:{ibihty that non-rUJ )alrv cnforccmcm agcnckB 

,mv¢i1bl Wi",,[e.c. 

Rlithl,;l"lhtUJ Ltl..:knowlwgi::' D(J,f"s. arp1icat~ol1 tn the in:::rnl1t l=:,:1s,e, the 

g(lV'CrtHllt'=n.1 aHcmpt~ to find s.uPP'DTt ,n an C:iirlicr Ninth Circllit ~i(;cif1i("1Il an d two 

dl;:"(;.lslon::; m)m Qlb{..'" circu:tft (lnv, Br. at 2Q-22 (citing a'Hl di~cl.l;'$,i!1p, Uni;;/d 

~(afej;, ~'. ~1~1'/je., 625 F.2cl ~ 3. 7 t (9th Cir. I g~O), f)r.lf·klfli.l~ ',: U!~iwd Sw;w.'..~ (i(// F.'2d 

5i10 Oth Cit. 1 ~g 1) and In I'i! OrC/nd Jur.v ..... fati,:.'r (Rf)(~kh'!?, 906 F.-2d )8 (1Ui Ci I', 

1~9V)). l'nr:se cases prn\'idc.1KP ~u~·h ;{UPport, 8nd the g~)"r'-2rnm'21lt';. ilrglJmWm 

n~.g;&rd1nf!, th"J.s~ ;';'H~CK tii;.i<JrL and 111;~n ... Trel:ent their hiL';~) and h(lldin~~s. 

111 d I:<:. (,,\J:i ~tJJg p}}t.le! at(~ ~o''''l':rnm~:llt ~t:::;t()l"li; th~ ca.~~ '}i fa('t~ ~'\1id hal dings. 

The govcrnm'::llt IKl-~i"U. Ih.:1.1 WV{Je "htkl Hh?l1lJJt': i:iLloru~~:, \vhu meu ftl1:;] allid8\·it 

[had] 'unequivocally d'f',rtjN~ 4!ly .eJ·c;'a.~ll(mic f.un·dlJ<ll1C1:'" b,-~:;cd on thr .HHc.m;;c/s. 
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bot! y rtYc,'onkr \\'om by LJnci.cr<.: over agcntf.l that had aln.::"dy he-t,n d i se I (I £..00), GO\'. 

proSCClIlOl' 'li'ln''''jlnr.tcd ;nm the .friday;t []1.hc ,,,mmary of Lh~ JHslice 

United State, Seer"! Sen;ce. WS. ClA and:)lQtlomtl ""'''lrity ,\~~Jl~)', ft!. at l376, 

s.lal~d uncq ulvocl'tlly that at no ti IT~c. ", ... 1'''. ;'H'l}' tYpl3 t)fw iretap Of il re'l bug <:;", .. er u Y-;:(i 
I 

awing the jJlvc~~tig.aticm of the ca:=;~.'~ Ttl .t.t·I.~7tl. 

\'>.'t.I,,,/';5. Firul, llLl ~carch v,'a~ \.:onducted of r~(:0J'd;; rnuimained by tiny agency other 

t,h:m !Jit" PDl j (l::spil~ clei1T t::viJem:e th~t other ugende::: wer¢ involved in tt.Lis 
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inye'!:itjgiltlon,~ Itl .a.d.dltiO!l,. ~mlj1o'.c in W,.,lic." rI()T::D ~)fihf.: goveJ'.tllnent's doclfll"flUOnSi 

'poc; lie '"OW; Ill!.' of pro book oj "'lrOll ic ,urve; Ha", c nu~ 'de (If [h~ 'iWP e of Ttwl 

, 
dcdn:mic surveillance flnd Wtdl rep<-;.!IkLi lhat claim at the: inmnlllhy hf;:fJrirlp,. 

i 
i;nlikt the instant case, Dt-I'vLome dLd n01 submit an aifidavit thatdi.:tailed the 

rad~.llll hilNls fnrhi:-i clilrm ofHu:awful dcc(~mric ;:,;uTvcHliilX·C. Jd. Later, Whe-Al (11'1 

, 
lile :>LaIlU al ~hi.:: .:,.;.~nkHJ.pt n~Htl.ng, Vr:::I\-tOtllC 5ouu,gb1 u'} bolster hI:;; cbim hy ;'"..laiing 

2Thl'. llJ\'ulvctntnt of otlwr a!fencl~s i~ d~mongcrat;.;;:d by the C:1:K agcr'lfs 
udmi::;sion in 1.11 i:l;< C~I.st:", llll~()n we: rl..!hr'tcu cai.c, Doe, and hy the ",earcht>"1 t'A,'ln(\llclc':d 

;if. vVins1t;q(j\.: rt:~iJ(:nct: just ~1l0nly hcfor..~ the subp{1~na ~\'·as ::.t!t~,.;,;~ OTi hi.:T. ~~~ 
:u..OB t"it {; (noting: the il1,.'01"~liltUl0{ the FRJ, It)ini Tcrrnli~;m Tas.k- F\')n;:e~ (\:nl~l 
G uilrd, ATl.') Clnu local poliC'e). 
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",', hi.; linc. Jd. al 5Y5, n.ll. By lh~, howeve!, the <listric.! COl1rt hn<l "Iho beneflt 

I 

ofMtb the gOVL~n"flCllr, utlidavit 1111d cite supporting materials" <!.1l1aming t~e 
, 

~co;:(;" l)f lhl'! l!lLX'-lHHlir ~un'0mtHlC(,:, }d. D~.\.1.on~;;'::, a(]dltiollaJ ~EtJruOIlY 'l,.VOS 

sui'tlCi011\ ([""ial under sec\]olLJ504(n)(: ),"} 

12: 
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surwi.!l.uce,"). This contrnsTs sharply wltlt the mul1iplc-~gcucy h1V0g(~ga~oo al' 

:/\t ::mothc1'jlnint in itf, hrief. t.p.eGo~" flr, at. 1 :~-14. t.he gDvenltTrent 

o'r-'erS(IlV;:s ~1[K'1htr pOi!lllmlLle tIl. JJackr'd, ~ht guvc::ruml"11l Pt}!ill:S fhal Ell r:kiet 
,taod., for plX)po,itio" ,h.t th~ "fact that [.Lwime&s '-".1$ ,~rved with raj $ubpo¢lJa 
)H lH)me does !"Wi constilUl~~ (;'vlcit'n.l.:;e lhat ~hc wa~ :;ubj.;,::c\ f(J dcdnmic 
!..n.lT\'r,,;ill3n('~"· (Emrh<H;i~ :J.dd-lXf). The act~iat st'"dtement!ll Backiel ~}11 this r()~nt 

I 
;"jdd!'e'~.s.,.::d Ll,nd.id'~ .;;unLtllliu!l llmll:ic.:rvico u r thl;; SUbp"-lCDkI (.ll hcr n::::id t:IK·'; "i~ 
prLluf ufihl': i~.d of l>Ul'vd1 kmcc," wbich th~ cowi fmmd meritl-e~s. B<1ckiit.~!, '90() 

lJ . 
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!lllU lu .; . .'cnify wlK'tL1cr or nor such ~,uTvcilh\nt:.X: ba..:.; nccuITt'd. Go\'. Br. at 25 r 26 

(citing 70 Fed. Reg. 75 [3, 7515). 

ELSlJR i!' llOt a :.ingk d.::rt!!tHlsc., il~ the (k,....·cl'fllncnt f:iuggc;;.Cs, hut J \vide ~ct 

of ctt1fahs.s('~, maint;lincd in hath ckctn.mic t,nd paper form, ~t nU111CTOLlf. F8l 

I 

Cflciliti-:-s~ irtoiLldtng its l1caclqmu1crE. ::'IGadC1'~lY, laborattlr)", ti.::cbno1og)'· ct:mtcr::-:. Hnd 
, 

,&l"lljl~ lidu ()Clicl~., 7() Fed, ROil, 7515, I.' 16, The Fed"ral R'cgj\oor<li,"",'."" 

I 
ELSUR H:;; a s":"'l of "indicct:O." pllil1il, :i.t1d if ~pccifil's tb.K{l'i<.:par;'ifl" rcqU! . .:s(~ [(II 

, 
DLSUR. ~nfOnntili(Jn must be- mauc t,.lC-p,,"r;1t~y to ::ach ofth~);l': r~~dlilic~. ld.:;!It 

1 
i516. \\Ihltc mu~t reCmcis.all:) rniiil1t"..tiTli:'d-t:~c(..1rulli.cally, ·'It-;Jumc rL't!orU,'..arC" 

lJUli::1l~int.Xl ~11 h::tnJ~~orY (pap-cr) r<mnm or other hll1ll." 70 fed. R~g. 7514 

In "lhe prcsclli GISC~ thr Govcrnm:.. .. ·nt ~as not stated whi<.:h ELSUR d:d.hilJ:d.~t.::! 

1 

il sca~h0d, Anu it h\;l~ nul ::i-l~(k:ll whl.:':th,-:-r it ~ljok.t:tj fur ll0Il-d~l·.I.rIjU~';;ldl)" store·d 
I 

r~,c0rds, TLe al'fid,wit by Rose [""non 818ee;; :hat ahe work; for tl\~ Operations 

14 
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; 

Odt o[lhc FBr~ Rl:l.:ord~ !<.·lanagcm::nt Divr~i()n. She stares: "L conductoo:l. 

field-wiJe biean:-tl oftbc TIRS- for <ill I'{':cxlrd;.; of the Ilrull~ Nuuiu Vr.rlHl \Vu:t:J.lL.::wJ, 

(vll!t)i.lllsi;j t'.dd~d). Nu prv':;l:lllt!'l..' i~ Lk:liLk.:a~J fHCHI.!::IkiuB;.! si..1-cufled fuit-fidd 
~ ._. __ ... - -.-. ----_ .. _-----_..... ._._--_. __ . __ .. _ .. ~ 

:...crln~h rcqllv~l to G Reoords 1,.:lanagcmcnt Di'vis~()I\ :1"- F..::rr:iri pOr'I)(Jrts lC)~:~t_ 
._-,.- -.-. __ ._- --, ----"_ .. __ ..... ,-",---" ...... _ ...... ,-------_. , 

dC',:ne:, Finally, the Ckl\'crt1lnCn~!la!' l1:.(lt ~t?!~ :~:h;.th~~ hJ~r_~)\;ed ern: 

.tKm-eLecttonit::alJ,y ;:::im-cd n.::.;;ord~ at :my 1 ochtlf.l 11. 

'-- .. _. f" 
In addition.. r'~l'l'wl s1atC$ thiL~hL.': g.,;;irdIW ··fnr all n::conh, nfthe Tum~ 

Nadia ,\7cma \Vln::;reod,\\ (:-efol"c s18dng lh~l h~r scan::h diblcll)t-;ed no Tocorcs, l:~OR 

Il 
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"" .. ,-,-----,._---' 

" •.•• "~-r ._ .. -._-

l 
"NaDia Wiru;vew"' or "~adin v, WjnsTead,", WesTJn"! would r~t(lrn Zer(ll-e~uJts, 

......... - .. "'-'-"'" "'-1''''' .- - ..... 

r~rr'$li'i l.lnl~ fins "(It ~~'CI1 mfJdc- \tllneqHi'1,.'rlC~ally clenr whether the ELS1.'R ~i1l'ch 

____ h·-· .. , .. ---~--- _._-_. 
Ill. AI Wti' Sj~ge 0{' tJte Proceedings, tlk! Gowirnlmcnl liar Not Awld ii. 

Obligation to P,"uperly n~ny tlr ni~dflxe An)' r:.lt:drnnic.l\ll~nllodng IIY 
Claiming ThaI Ih. Rd<".nL 1'0;( l~ Whdher We Q"<lllolll A.ked Wc'(C 
the Product of Unl.wful Elcctrouid SurvdJloncc 

\Vin:s-1e!-:ln WC"f\'~ do!J'ived =mm megaJ electronic ::rnrvcillancc, Gov. Bf. at 19, 2n. 23. 

1l1r.:: gClv..::mmclli'.~, rrrg-nm1:!llt, ·h()w..::vcr~ putfi the can before· the bor~c: nnd attempt;.; 
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di-scio8r!d any clcc1rnntc monitoring that was utilized i 11 it~ iJl'l>t;"'::iw.gulion. TI1C 

parries ol1111d then i;tig"'" thelegaUty orth~ wirctapring. if Ihe ",,',·dlem"" i, 
I 

I,m" d '" be ilkgdl, Inc infOn)lacion {)"cai[)"~ limn Ih. "J"'1t'0m~ monitoring coul<l 

ciluf;al cl~nl.ltctit)n. 

, 
g:{)v.::rnm~j)1 tHlJSl m~l:'....c II ro~p01J£e that VOJ~lj(b wilh l ~ l.~,Src. ~ ~\5U4(C1)-( l). !d. 

(cmphi1::.iB 'Jt.1deu), Thttt ~~:..:tion reqlli 1'eB ~l~ gov.:.:rrnm.:nt t(1 "~fLrm or dlhiy thl.} 

af,!-'llmc:nl made lJtirr: by the govcrnmcn~ W'O~lld ecll'::.:.:th·dy l1uHif:~r rhi8 0h!ig,,'HiuIl , 
pltl(:·~d ,,)tl the ~0vt:!mLll"Jll by § 3504(;:)( I). ~ 

In th~ AO!{, W'irJ.sl'('au discUSRCd the ~'¢!!-r{::f1~t)nl,.~d dcci;>;in-rJ nfLl'It! 1;(lUrlh , 

Cite·"ll in G'!1it~d SMle,'1'. Apple, 9J5 F.2d -199. 91J (4'" Cir. 1990), which 

17 
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gVYCJ'llm~Jlt1laJ adequarcly oouicd \..he oC'.oC1Il'cnce ofttl~ aHcgecl illegal 

sUJ'y(;jll~ne<:, /:.;{?(,- AOR 81 29, Tlw gcrv~~.filr~O!lt- So tJrJo[ ihll~ (0 .:.::.v(:u m.t.:'!miuLJ Apple 

comempL 

[v. Tn. ned"r"ti,," Submitted '" ExhibitS tll Appell.t', OI'P",iti(ln to the 
M(lil{o" to)r B.il J.'endlllg Appeal ~I\oul(j 1,o( ~ C(I",lc!""d Jl~~." .. II 
\Va< Not Part "f tb~ Record Bd'lr~ tbe flhtric"t Court at the Time 
Winstead'. R<newcu )lOtiOD for Ilisclu • .,rc "rElocll'onic Snrvcilhulcc 
Was J)cu[oo 

T 11 e goy,:mmem' ~ argul'nent til at this: CQurt ~ho1J 1 d CDll :;.ider the Exh ihit B 

dech.\ratl\ln t1ieii in the tac~ nfthe relevant fCg/11 principle f:C[ forth in U1iir"t.~d Swte.,: 

i 
/\OB at 3(i. In addjti(}ll. when t"Cvjc\l/ing a ~Estrlct court's d·:=cision t()1' an abu;:ic of 

dlricrctiQD tlli~> CDtlli l()ok~. IDr "plain L:;l"l\IT. ~i~crr;;tion t;.:~crd~,;;d tn til') oml nllt 

I 

v;umiiicd by the evideRce, a.i lIdgr11C-lit fhm is, CIcflfly a~ains( the logic and cnCJ.::~ or 

I 
the jeu:t,\' as. nrC Li::'lU1d:' inN Jcnsl'fr.. inc. v.'t'lJdrosvuruf U,~~.L, 1m.:" 41 jd 81~} 

I 
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p.n (!)th Cif, I ;)!)"j (c:lotio" ~mitt.ed! «mph",;, addedj, It "<ce"",,:y t",II"w, !hot 

up;>eiJa,e revi<w of ~ district C0urC, ~<rcis~ of discretion is tl"" limited to tile 

r~cmrl hefort:: dle rli:::'1rk,r 02nUlt at the Ii me t~<t rlrtci:.>~(m v.'ru:; mrl,de. Here, the I'ecnro 

b..::f0re the rlj"t.ric1 (:()l.lIT Wl1tl1 it dell i e4 \VrJ~teM':oJ mot.inl1 for rel1~\l/erl .z:lccrJOI1 ie 

:;.)I ... ·~b111C1fJ(.~ did I)(t! jnd:~d~ ihe E,h ihiL 'R 1el~br:tti01l, 

j 'he HI c·t iJ)fI~ (ht', IIe:l':.~~J'.(ll inil j~ (~'"1J'[ I"r .he flrl)el!:1if, J'ec·(1l'rl b~r.:iJllfie jr Wit ..... 

rilt:"J 1l~l~r Ihl;': lk:llJ.~lllJrWiJt:s1r.l.ld't> m01Inn.\)111 before lht Cl.'1tl1empl linrJing, tS (tf 

OlJ -;.ili.I)i(:o;;fIlKt;, Th.:-: <..1b.L.rlc1 (':llL!fl)~ ('{)JlI...:!J)')rt order ""'(l-;' h~·'Yed (Hi its findi~)t. I.lin:i 

('h~r.;;: WllS no ju.;t {'..;'U1S15 f0r \~.':J\stead to not ~I n':."WI;':T' qur;::-:;ti,r.-n.:, hefore the grant} 

J"ry. which in turn '''ill5 ptedica.ed on the dlstl'ic: <:otitt's 9rior deniol ofWcllstead's 

rene.ved rnotio n f . .)f dIsc {osure: of electronk 5'l1JVeiJ.lMD ceo win sie tW ~)li{1 not 

II)QVed for 1'C:l.)otielder~nl(1 n of t.hr,).T. d~cl~i01\. :n 11 d the 1 h.iEflt ion with respect tn that 

r;;.~u..;:: \'.;(j~ already (:NliPI;!~f'..d. The F.xhihit R de.::lara1k":-fl \"lias a 1l11!!hy; h·.::ca"l.lh-: the 

d-tfli:'.:l 0f\Vin~1,¢ad\: n)()t:on had alrcarly h~cn i~.~llcd, the: d,strict churt had rJ0 

n..::e:o it'! COns.1cl..::1' rhe dociara.ti(m and ·\ttim;tcarlltad [10 inccmivc ~o confml1t lL 

The gl.)'v';:1·tlIn1mf.". additional afg:Lim~/1t that \Vim.t.:;a.d had yet all()tncr 

(1~)rorlunil)' 1...0 reb lit th¢ Jedii-r(:I(ior1 in ])er f-tpenillg hl'jef j.~ vexatiiHl". lind witfi01I~ 

2:uLhmit) •. Si}t": Gov. Hr.:it ~L (]ciirly, the opL'TIill.g. brief ·di)~s. nDt pYoviul: ~m 

opporhmii)' 10 crn~~-cxa~11jnc lind .;:ot1fmnt ~cchmmt:; or to lc::;t (h:.: fad;.; o[thc 

1'; ) 
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I'ecoro jl1 any w.ay. 

the f'r\~et'Er,:gs. i::. c("lrn!~letely :;:::rlack:I1H, and, UJ1warranfeiL F()r this pTt)rr):~i6on dtc 

! 
g()vcrnmcnt;:ltN R()(.t,ii?l; 9110 F.2d 7,'"( l1utfmEkc. Bac;'riel, \\'im~tcad's cas.c 11ij~s. 

In fm!l(:ting th~ wiret~p legislation ~mh'ldiecl in I:::;' TJ.~.f:". §* 25; ~ 
Hnd 3:5M~ CIjIl.I;n':~ij inl'..'nJoo lUpruvhJc: :::;Hf~!!lltlflis u~.aio:)~ Juvt)blon 
ofrhe privt\Cy interest .gr.:cur~d bytb-B.folJ.rth am2ndmt'nt Se(.110tl 3504 
\'il:LS c.Jrul"t.ctl !0 provlde pruCl,;;dL;re~ by; ,,-vhich tl 'wi1nts~ tm)).' !lLkUlpt.1(j 
demon:stntte tbat tbe: Clue!';ti{ms pOSo:!d to him fail to comply \vi1h the 
Lm1Jl(.l~llC" ~rS(':{''ljlm 25] 5 whiGh pnJliurlOtls Hit: HoC': in f.1Il)' 01r~dnl 
rrnceeci ing r..f e'vid.ence UlLmed try iH,,?gal ~(lrveil1an c.;: 

Ii)' fiilll,g her IH(lt.i(1!l and through th~R appeal, \i,/~n~t.cad :-:.c:c'ks only to be f~'c 

from ilt..::gal SU1"i.:..::il[~l1ce ,and to CXC!'Ci~L her righr no~ to an~v"i.:r qm':ioitiou;:.; ba~cd on 

51:1cll ~1l('"';ciILlI1":-c_ O(u'rdJ, 773 !-,.2d at 1072 (c!ting : 8 U.S.C. Q 3504 ~md GC'Ioard 
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EJ decim1lflon will elim<1lar~ (he sole !;wnnd msert~d tw \II :ns1r,ad for 
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Exhibit F· 

Witness list with 14 names provided to FBI 

of which they reportedly only talked to 10. 
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Witness List 
Glenn Murphy - My Unit Chief who knew of all issues disclosed in Form 12 to osc. 

Debra O'Clair - My Section Chief who knew of all issues disclosed in Form 12 to OSC. 

Alexandria MacPherson -Knows about all the problems with ELSUR and some with RM issues. 

Gayle Jones - Ran the ELSUR program at one time. Currently works in the Director's Office. 

SA Robert White - Ran the ELSUR at one time. Knows about all the problems even the hidden file issue, where 

files are hidden and not available for search, disclosure to Congress or Discovery. 

Kara Nelson - Attorney in OGS at FBI that knows about problems with bad search results in ELSUR computer 

system. 

Jan Poff - EOT ion Portland FO. Knows about hidden files that do not turn up as part of search. Search is 

restricted within the program itself. To get to them, a person has to have access to the code or have the 

programmer give them access. 

ML Woodall - FBI employee who managed the contractors who worked on ERS. He knows all of the problems 

with the program. 

Ken Candell - Retired from the FBI with 40 years. Knows the ELSUR program inside and out. Wrote a white 

paper on all the problems with the ELSUR program. Was told by Debra O'Clair to bury it. The whitepaper is in 

the custody of Alex MacPherson in Quantico - Science and Technology Branch. Also see sworn statement. 

Karen Jewell - Knows about the issues with Records Management. Retired with 39 years of records 

management experience. Married to a retired SA. 

Kiya Tabb - See Sworn statement. Knows about the limitation of scope issues on the RMD audit. 

Monica Grein - Still working in Winchester. Was on the ELSUR compliance team, now on the RM compliance 

team. Knows about the limitation of scope issues. 

AD (retired) Amy Lyons - Knows of the scope limitation issue plus management problems in RMD. 

Louie Krause - FBI Resource Planning Office - Abuse of power by Debra O'Clair on transfer of ELSUR program 

from RMD to Science & Technology Branch. 
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Exhibit G 

Whistleblower admission by Unit Chief 

Glenn Murphy 

Excerpt from FBI discovery documents in 

EEOC case. 
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Notes of Mr. MacDonald after FBI 
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From: scott macdonald 
Sent: Tuesday, September 25, 2012 8:52 PM 

To: 'Flood, Edward' 

Subject: Reflections 

Ed, 

Got your voice mail. Thanks for talking with them about interviewing Ken. 

Here are my general observations about the experience with the FBI Inspectors. 

1. They were not objective, they had very specific narratives they were asking the questions 
around. They were not searching for the truth they only wanted to hear the answers to their 
questions that met their narrative. Several questions I told them that Ken Candell could answer 
the questions better than /. As soon as I said that, they would move on to the next question. 
The purposely did not want to hear specific examples from Ken because his answers would not 

meet their narrative. 
2. Two main narratives: 1) they will claim I did not have "first hand" knowledge of certain 

issues. Of course I have witnesses that do, but they had no intention of interviewing any of my 
witness. I also interviewed individuals as a compliance auditor which is acceptable procedure 
for an auditor and for an auditor to make a finding. 2) the FBI did the best they could with the 
resources they had. Can't blame them that they didn't have the resources, therefore they are 
innocent of willfully violating the law. 

3. This experience points out the necessity of having someone from the OSC present at these 
interviews. It was apparent to me and to Ken that they were not objective or interested in 
finding the truth. The OSC has to find a way to get involved like it does on the whistleblower 

side. 
4. They played the "good cop/bad cop" routine a couple times. Started parsing words in the Form 

12 disclosure that I had written and started becoming accusatory. I reminded them that it was 
the FBI that broke the law and not me and that I would not accept them trying to parse 
words. Also told them that they needed to ask questions about the major points of the 
complaint not whether I had used the "perfect" word to describe the law violations. 

5. If they don't ask the questions, they won't have to report uncomfortable answers. They are 
managing their final report by not asking all the questions. I tried to refocus them at the end of 
the interview, but they cut me off and started looking at their watches. They were VERY 
uncomfortable with me talking without them asking questions. Again, they didn't want me to 
say anything that they didn't control. That is why they didn't want me to read my written 

statement. 
6. When I asked them if they were going to interview any of my witnesses, Deirdre said "we have a 

very specific process we go through, you will get a copy of our report and will be able to see who 
we interviewed". I told her that didn't answer my question, and I asked her specifically whether 
they were going to talk to Ken Candell. She repeated the same non-answer as before. I then 
said I didn't see how they could do a complete and competent investigation without talking to 
Ken. They didn't answer. This was a clear indication how they were going to manage the 
information they received by saying interviewing my witnesses was not necessary. 

7. They will no doubt try and do the same thing with Ken, meaning they will only ask the questions 
that meet their narrative and pose the question in such as way as to iliicit the answer they 

want. 
8. On several occasions they asked me questions that had I said "yes" to would have been a clear 

violation of law, such as opening the seals on ELSUR evidence in the ELSUR evidence room. This 
was completely uncalled for. If I had said yes, they would have written in their report that I had 
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violated the law as well. They also wanted to knowif I knew of specific cases where the law was 
violated. In my opinion they were trying to see if there was a case they could claim some 
security limits on and shut down the investigation on national security grounds. 

All in all, my fears of the FBI investigating themselves were completely confirmed. They are not 

independent and it is obvious they have been instructed as to how the report is to be written. They 

just have to force all the interviews and evidence into the pre-conceived response. 

Somehow, the OSC has to find a way to make sure this type of whitewash doesn't happen 

again. The DOJ had no business pushing the investigation down to the FBI. It just doesn't work. 

Ed, thanks for listening to me and again I appreciate you calling and making sure they will be talking 

to Ken. I strongly believe they had no intention of talk with him. I don't think they would have let 

him be my witness if they had any intention of interviewing him. 

Take care and I will keep you informed if anything else happens. 

Scott 
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Exhibit I 

Statement FBI refused to let me read at 

interview on Sept 25, 2012 
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Sept 25, 2012 

Statement to FBI Agents on Form 12 Disclosure 

Speaking to Inspector Deirdre Fike and Assistant Inspector Andrew Ludlum 

Ken Candell on the phone as witness for Scott MacDonald 

Everyone in this room, and on the phone, has taken the following oath: 

I will support and defend the Constitution of the United States against all enemies, foreign and 

domestic; that I will bear true faith and allegiance to the same; that I take this obligation freely, without any 

mental reservation or purpose of evasion; and that I will well and faithfully discharge the duties of the office on 

which I am about to enter. So help me God. 

We also are working for or have been employed at the FBI which we are taught stands for Fidelity, Bravery and 

Integrity. 

Unfortunately, my experience at the FBI has proven to me that most of the people I met, outside of a handful, 

are working at the FBI for selfish reasons, and not for their country, and seem to forget their oaths on a daily 

basis. Their first instinct is to protect themselves, their position or their kingdoms they have built, rather than 

tell the truth. There is a "don't rock the boat" mentality that is pervasive at the FBI. It appears to me the FBI 

doesn't learn by its mistakes when one considers such scandals as what occurred in the FBI lab a number of 

years ago or the failure of the discovery process in the OKC bombing case. 

I have witnessed obfuscation, half~truths, and outright lies from FBI management to fellow FBI employees, 

outside people and organizations. t have witnessed the rawest of personal greed at the detriment of staff, the 

FBI and the USA. I have been a victim of destroyed evidence and failure to provide discovery documents, simply 

because the FBI and its employees believe they are immune from following the law. They know that NOTHING 

can reach them personally as they hide behind the facade of the FBI and the politicians who don't want a 

scandal. I even spoke with the Assistant Director of the FBI's Inspection Division, Amy lyons, about some of the 

issues to be discussed here and asked for her protection from any whistleblower reprisal resulting from 

reporting my findings. My presence here today demonstrates my faith in her integrity was not weI! founded. 

After I left the FBI, I even notified the Department of Justice Inspector General and the FBI Ombudsman's Office 

about the issues in my Form 12 but they refused to seriously consider my claims. 

As a result of the past behavior by AD Lyons, the DOJ IG and the FBI Ombudsman's Office, I am extremely 

skeptical as to the potential outcome of this investigation. I hope you two will surprise me. But sadly my hopes 

are not well founded based on my recent FBI experience. I don't believe the FBI can investigate itself, it is a 

conflict of interest, and you lack the most basic element of all, independence. 

The fact that is has taken me over 2 years to get these issues into the open is testament to the power of the 

bureaucracy to stifle the reporting of law violation. Without the help of other whistleblowers and conscientious 

people in the Office of Special Counsel, these law violations would not have come to light. 

My background includes over 32 years of diverse senior and executive financial and operational management 

experience. I am a CPA and have worked for 2 of the largest accounting firms in the world. This included 3 years 

as an audit manager with Price Waterhouse in the Washington, DC office, where I specializing in financial 
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institutions, non-profits and governmental auditing using the Government Auditing Standards Guide otherwise 

known as the "Yellow Book/I. 

On the phone is Kenneth W. Candell. Ken retired at the end of 2010 after 40 years of good and faithful service 

to his country and the FBI. Ken has intimate knowledge of the laws that were violated, especially in the ELSUR 

program, as Ken worked in that Program. Ken's honesty and candor cannot be questioned. He also has one of 

the best memories of anyone I know. I would like to again thank Ken for his 40 years of service to the FBI and 

the USA and for his ongoing and significant support in my efforts to bring these law violations to light. Ken is 

also a leading authority on J. Edgar Hoover. 

So let's talk a bit about the main issues of the OSC referral letter and Form 12. While the OSC letter is a good 

condensed view of the issues, it is a committee written document and is missing some details and misses some 

nuances. I have provided you with a copy of the original Form 12, submitted by me, to fill in additional details. 

My remaining prepared comments will address the main points of the laws violated by the FBI. 

And let me be clear, the FBI willfully violated Federal laws; there is no other conclusion that can be drawn. The 

only question at this point is will you be able to see past your years of indoctrination that the FBI can do no 

wrong. 

Records Management 

The FBI Assistant Director of the Records Management Division, William L. Hooton, stated IlWe need to figure 

out how to manage our case files effectively. Understand, we have no real, in my opinion, records management 

system at the bureau/' This statement was published in the Government Computer News on February 4/ 2003. 

And there has been nothing done since then to make this statement incorrect. 

While Records Management may seem mundane and unimportant, it is the basis for everything the FBI does. 

Without proper records management, investigators can't do their job, proper discovery can't be made (Timothy 

McVeigh's case for example), and records archive laws cannot be followed. Additionally, 000 5015.2 standards 

for records management systems are not under consideration at the FBI. 

As Special Agents you should be outraged by what I have brought to light, not only in Records Management but 

in the Electronic Surveillance (ELSUR) program. Your very careers could be jeopardized by poor records 

management. Yet, RM seems to be an afterthought for the FBI. 

So here are the specific laws that have been violated in the area of records management, which also includes 

ELSUR as a general matter. 

36 CFR Chapter XII Subpart B Section 1236, requires that emails be maintained as any other record. The current 

FBI email system is outdated and antiquated and does not meet the requirements of National Archives and 

Records Administration (NARA). FBI emails are not maintained, controlled or marked for scheduled destruction. 

The current email system is not "discoverable" for legal purposes and would therefore not meet the legal 

requirements of a subpoena. The email system does not meet minimal industry standards (000 5015.2 for 

example). I find it not surprising, that in March of this year FBI Records Management Division (RMD) wrote an 

Electronic Communication (Ee) on email policies. It is probably not a coincidence this EC was released shortly 

after my claims would have been made available to the FBI through my EEOC claims. But a close reading of the 

Ee shows nothing new and fails, again, to address the issue of retention at the source. Additionally, the FBI 

RMD has an antiquated view as to what constitutes a ilrecord", To them, a record is only produced when it is 

printed on a piece of paper. This is not what the law says. 
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36 CFR Chapter XII Subpart B Section 1234 requires all records be stored in proper storage facilities including 

field offices and LEGATs. The OSC referralletler talks about the Alexandria Records Center (ARC), but this 

applies to any FBI facility that holds records, not just the ARC. All storage facilities must also be certified, in 

writing, by the Federal Records Officer at the FBI. This has never been done for all locations. And the ARC fails 

almost all requirements. The Federal Records Officer is required by law to inspect ALL facilities that store 

records, not just the ARC. Records have been lost at the ARC due to flooding. Additionally, the facility workers 

are in danger due to mold caused by improper storage and maintenance of the records. In the past, the FBI has 

also attempted to deflect criticism by pointing to the RMD facility that was to be built in Winchester, VA. 

However, this facility is no longer an option and is not an excuse any longer for failing to abide by this law. 

36 CFR Chapter XII Subpart B Section 1237 requires that Audiovisual and Cartographic material be handled in 

very specific ways. The FBI does not have policies or procedures in place to meet any of these legal 

requirements. This extends to any electronic evidence that would be considered audiovisual as well. 

36 CFR Chapter XII Subpart B Section 1238 requires specific handling and procedures for Microform material, 

such as annual inventories. Additionally, microform material should be stored out of sunlight and under 

environmental controls. The FBi is not in compliance. 

36 CFR Section XII Subpart B requires that the FBI follow ANSI and ISO standards in its records management 

process. The FBI doesn't know what these standards are nor have policies and procedures to conform to these 

standards. 

FBI policy requires that all systems within the FBI be Ifcertified" for records management. However, multiple 

systems inside the FBI have not been Ifcertified" and none, to my knowledge, meet DoD 5015.2 standards, which 

is the government standard for records management. I attempted several times with my Unit Chief and Section 

Chief to stress this point, but they showed no interest. 

So you might ask who cares about these issues. Are they really a big deal? They are a IIbig deal" if you believe 

evidence should be maintained, easily found, available for lawful discovery, and sent to NARA as prescribed by 

law. 

The failure to follow these records management laws is willful and will be discussed in the following section. 

Limitation of Scope and Lack of Independence 

limitation of scope is an audit term and is a serious issue. The general term means limiting the work done in an 

audit because 1) the target of the audit refuses to allow access to evidence or tells the auditor they can't 

perform parts of their work or 2) the auditor limits the scope of the audit because they are afraid of the target 

or don't want to "make the target mad or upset". Any audit with scope limitations makes the results of the 

audit unusable and calis into question the independence of the audit team. 

In late 2010 I was asked to draft a Quality Assurance Review (QAR) to review the Records Management Division. 

The NARA Federal Records Officer is the AD of the RMD, so it was logical for me to include the above referenced 

requirements in the QAR. The QAR was presented to my Unit Chief who signed off on the questions. However, 
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a few days later, my Unit Chief requested me to provide a copy of th~e QAR to the RMD front office managers. I 

explained to the Unit Chief the hazards of providing the audit questions to the target of the audit and explained 

to him the issue of scope limitation. 

I specifically told him that I would provide the QAR to the front office, but that we would not be able to 

eliminate questions which the front office personnel found uuncomfortable", 

After the front office reviewed the QAR, they attempted through my Unit Chief to have the embarrassing 

questions removed. I again explained to the Unit Chief the issues of scope limitation and how this affected the 

compliance team's independence. 

Initially the Section Chief had wanted to complete the QAR of the RMD quickly, but once she and the front office 

saw the questions, the QAR was delayed. Ultimately, the OAR was not done until after I was dismissed and all 

of the embarrassing questions on the 36 CFR laws were removed. 

An additional problem with the Inspection process was having the compliance team report through the current 

chain of command to the program manager. This provides a significant conflict of interest and destroys the 

independence of the compliance team. 

Electronic Surveillance (ELSUR) Program 

Plain and simple, the FBI has been providing inaccurate information to Federal Judges for years. 

As you are or should be aware, there are 2 main facts an agent must swear to for a wiretap to be authorized; 1) 

that the evidence can't be obtained any other way and 2) whether or not the target of the wiretap has ever 

been the subject of a previous wiretap. 

Unfortunately, the Electronic Record System or ELSUR (ERS) computer system was not designed OR maintained 

to insure information needed for item #2 has been answered correctly. And the tragedy is this has been known 

for years, but no one has spent the time and resources necessary to make sure the constitutional rights of 

Americans have been protected. There is a reason a Federal Judge has to issue an order, and the FBI has been 

knowingly providing false testimony to obtain wiretaps. 

The ERS system is a rudimentary indexing tool. It routinely returned false negatives and false positives, to the 

point of being unreliable. The underlying data has been indexed in multiple ways with little Or no descriptions 

of the field codes used. As a result of these inconsistent indexing processes, the data is unreliable. And further, 

any case which has obtained a conviction using wiretap evidence can now be appealed. This is very similar to 

the problems the Lab had several years ago when it was found that evidence had been handled improperly and 

hundreds of cases were appealed, dismissed or convictions overturned. 

Additionally, ERS uses an lIexact match" search criteria and is therefore unreliable for complex names. (i.e', 

foreign, hyphenated, complex structure, etc.) 

It is my understanding from discovery materials provided me from my EEOC complaint that the ERS system was 

replaced in January of 2012, but the data that would have been back loaded into the new system is unreliable as 

was documented in a white paper written by Ken Candell. And the new system does not mitigate the years of 

inaccurate testimony presented before Federal Judges. As a side note, the white paper prepared by Ken was 

presented to Section Management and they told him to I(lose it". Fortunately for all concerned, the white paper 

was not destroyed and is with the program team in Quantico, unless it has been destroyed since March of this 

year. 
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Finally, ELSUR evidence is not properly stored. During my employment at the FBI, the Headquarters ELSUR 

evidence room was relocated. This evidence room is under the management of RMD. While performing the 

inventories necessary to relocate the evidence room, I personally found that CD/DVDs were bulk filedi meaning 

hundreds of CD/DVDs were placed in one box and entered as one piece of evidence in the inventory system. 

This is a clear violation of evidence procedures and would prohibit those individual pieces of evidence from 

being found during discovery. The majority of this evidence pertained to the 9-11-2001 incidents occurring in 

New York City, the Pentagon, and the field in Pennsylvania and as a result any discovery motion or FOIA 

requests received since then have not been properly or lawfully fulfilled. 

Conclusion: 

So where does all this leave us. I actually feel sorry for you two. You are in the Inspection Division because you 

want to advance in the FBI. But producing a report critical to the FBI is not in your best interest for 

advancement. My claims are undeniable and you will have to make a decision as to how to write your report. 

believe that if you write your report confirming my claims, your management will request you to edit your 

report just as my FBI management did to downplay the issues I found. 

At that point you will have a legal and moral decision to make. Stick to the truth or go along with half-truths or 

cover-up. I do not envy your position. 
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Exhibit J 

Statement of Kiya Tabb in support of Mr. 

MacDonald 
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I wgan ernpl(}\j(l"lt1 I~ "...;trr the 81 .a~ ,~GS- 7 LC'~~! A~minr~tratM: S;E;'"ci.a 'ist :n thr. R?t~d!i ,\;,il!lil«ef\':f;lr: 

:J.~k'!)r"l iii s~ ll"lcmbl'!'f. 2DDS in thC! fI.{!'(tord,lll1ilYmat:on .If.lc::..e;m!niltll';:'i Slto:,.11()1~ ur-der l;r'l' "lIpe-; .... i~on of 

M!., ?eggy Jxk<n!"', (!'hoW fl:ilf\."'l'. ~Jr;l~ trrit;!1,1. 'tH'ld r,M. D~'~id H'<!t"O)' ~Sect:Cf) Chief.!. ,was ::;~,act~(:! ,/)rGS-9 

trali1ll1~ at1o?,iO (II rll~' ~het:l,-,Ied PTO'lI·::tic "l t~ OS-9. f\~ J 1;;is-9, I 'r't~rk'~Ci' In t_'1,z Ft'1'!e:dD<'r'l of 

tnmrm::\(J::"ln/Priv<lty A.::'t5 UI)rt. I w.a~ in [ilb oYJ.~I\!;:'lj br thr'2~ modhsanr.! thE'll) ';PFlled f(Jr i:I G!';i-l1, 

l'/I<in~E-rr.(?r.t .;Ino F-"(.Igrc.nAm::i'(;.i (rv:APA) :p;JsititJlli:l the ;ooliCV, kn(ll'ysi~. (.1)(: (.<Jmp!l~n~ Unit '1' t't!i' 

Rtwr(i::: Peoll!:,)' .a'~I::l Admirtl~fllilt~t1 :>F!::\i!jri. I ~lI::;Ollft<j k'f thi.>. tJV~itlon ";::a:!ie:d on my Ii!):p~,·;p.nr.s ~n 

pH;.·.'io!l~ J'lr,,1(~.;.'.;\t;.nfll.r.:'lf*r,; </'il,) '..1!R fa:!t that: 'rIe ld a W:ilS~e(J:: ~~!N:. I ...... 1'It ~I?:b:<d far t\1 c r",1APA 

~CI~ttl"n ;jj tln;l ?or<:.,)·, ':"n;;;.I.,,5is., and Compil.3P1Cf.liIiIC (PACU) end Y,'ukeo 0.'1. the LUl'1Piin.l1C1'. T~,;!rl'1 101' 

<"f'!tWll'Yl~tJ?I~' one year. t..:lI,l :i{ll: \hi!ii time, I ~jro t»'1 plcted iiI;J] H'le-rr:ol)tr. ~.;:! Mr.-;)r an,' fl&;<.·f;F'u'lir:l,j i:) Ii'll' 

:'usi~ssS.t~(Icl-:t!d.s (,,~~ulwnto:1 Group "'!'Grldng D:'! int!,:!"::",1 :="IJr:lJ~~. ! Wiol~ ~Iwn vr'O:-:loter:i tD G.'.i~lL ard 

as~.;:.d to 00 moved tv the Tffiln Il;@:UI1·tLifthin ;;Wj 8~wrth; Pulky ilnc ,,,,:jmi!'..i5t~.atla":. :'~.r.rton. roA'; 
f.f:l(jU(!"H war, gt .. nteJ1 <lad I ~~t~ 01"" thb unIt until Se.:Jt-l:!t"'lber, 20::.:.. I th1'1'Ilet: ).l\-I ~~f<ll(;e to< .j\noth~! 

Pe-o~lloill wt"<'"~t', 

I W*, h)I~.r~t[J f1ACU in ia::e r~t:'.\'''i,'t'1h./',' (".;'100~ A [ti. ... mor,ths a~r him, 1 t~~,., to ~'..f' MI)'lllp!!i:!;;'.icf,t 

side ':If Mr. i{;Ufj:.1);Y. Amur-d :hl:' (1'.ri:s.'2na~ ~Dlicfay • .tl11'-lJn. t .... '~!' (lc-wn 1./) 01'11,,' .. fe'll poo::ti~ dl.ifl to 
emplo','«es 'l.,;lkille vt)t'I';"lc". dmE! o.r "lEe {If 'i')~<' !~!I\"c, M:-, MJttJhy\\'a:: r.aF€lytner1': d:; 'IN:!. ,utU(i!, 

fX""I)r.t, 1l0))~'tl'i' t/<lU ch'-'.:!!lr e;o:pl",Ji"o(!(l trt: Clu~ ie-t I Wtl~ ta pr::rform, C-;'(CI"l (:11)1)1:.1, ; h;,d 1;1:;1((:·11 ~t'~'C./1!.1 :ti~es. 

Md co-.'11plf:~ ~'::\'I;:fflt la~ki~.hiJt I pf!rc.~i",e.~ ne!;:cl~d lu lP-e dOl II..:! (tho-ugh I nad:nr,t ~(,-€,Il C"!lr~.:ti!.'~l t:) <1-:; 
anylh :I~r. ~t this p,;:.ir:tt bu-;- bf'('.o:J::S>~ ! .:w.ln't ~MW Wh3t 1 was. tc h!': <l 01n8, .:.nc.llh;;l~ \I'J<I~ ;Iobwt ro ad: .. I 

decided to \,f:!k~ Clr..~~e~ in Virt.ua: lu:~derr,y·:th0. FBi':,; ('C)1Il1r1~ine e(j'l,lcatio:-o, S\'S~frlf1h~t I k·![ We-re 

re'="varlt ~c m'l' n(!\'\" [.:>(l~jljcn, I .... JanLo.3r)" wt'lr,n M~, :'..1urph;,' 'H.jj~ bii.;.}t, ifi ltr.e .t;'ffI~ ru~1,li~rI't, 'i2" C.;;IRd In~ 

ill'tJ ~ (J.fikli! <"'"'IV .:;h:;i~fued me for "'ta~i(1;i: ;-.JQ III £!rr,' Virt~a) '~::ade;rr)' Ck:..S!>:.'!i. " 

:>urr:g, t.~e ml,1;)I,.;'ls of joJ·u.lary ,M.3rdt, 10:0, i f\l"l\~r'/l!~ sc'V€mto'" 'IT,' f~rn~~ r.flo.'Jvrk~1"!o ;r~iflb whl'!n 

8xit;;l>t d:)~t'd cbc.r me-etlng:s In \ir_ M.llt;"·Iy'~ 9fiit,xJo tle \'1,'';:;';; murlnel!! fl!1:~, ~";)r'C'Hti(, <l.no fJsrtmnl;;i~, 

!=ur t:);.mflG'e. Mi'". Murpt~' __ mCf! irllff'llp~ .a ~I?ting wl~J ~ rw, :~W~: \'0- -!!fJwk witr .lJ n I;!m~~ 

~f!.~;di,~tl.a nlln"en\~rf:'(·r~:.:y m<l-lle-. Wn.!::-!". Orl':' :>r ~he ml'li<'J!& ~l'Iipbl'*:s. itiskF.!d ir l:"~ W""'~"l IItiDn \\'"S 

~ble to w~lt I.lII',ii <:1ft"," th~ tE~m meetir,& <M~';:(Irfl!::lE!l:E.. Mr, r-.1l.1rpl1'l ::'GrcEI.~Altll'j;-", said "SD )'{Ju'rf: SF.\lIni<; 

'IoU ~ ... ',; bo fle-... dbh~. thetl?" Mr. l1.l,Ir~'hv r,ild u-lso tolj othRf fel"T'>~!~ rn1plc)'ccs :~t h8 t~c: . .gt'.llht'!1 

WECi' beir.g n\ldy""lt> h.ll'r'l, Of :hat they'tior£<. tr.otJ M,)(h r;~~e:uf-', HE> "().Itll'!(!·'f Ign(l(ori cll'pl~!:!es h", , .. ·as 
1i"1~etil"lg '\i,'i th ~'J plwl' 'tlitrl rl i~ ?,.iu:Kt;-",rry, 

1 !."rst r'-eJ: .iJ'f. Sco,~ :·o..1;)I:~i1:ard in mid·:v.~rch ~t 20-1.0, H.c hli'd ju~: b~<!!1 h:r~d ~s ~,.,' imnlfci?tf: 

,~L!pF.r\'I~O;" (! ~I t'1t' :::-vr't~', AM1~'Slli, ~~ c.o..':l~[i1iI1C'i': lJr\il'~ Co:oplwnce T'~iIln. &ioru Mr. Vlt~[)D:1cld"~ 
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fl"rr!v&l, rrlV Jr'lit (:hil':'l', Mr Gl!;"hr. Mllr~hy. '>rxJtr.c to ~ II Ccm[}ii;:;n(c ~'etlm l'!1.p,mh,-:~~ ;:.tIle oonoJf."iP.o Ili~ 

I!'lI.;;ito::!'IYen: abol.(l ~Irtng Mr. II'1aC:)OI,.;::10 01,;(, t,i r",k M"::Il~r)<II),IIf)'~ l''>I...! .• 'j~!iCl.:! if: 'X'W'v.n;ine. sv ~r\'i~icr, 

ar:d knO'Jile!1gp. of t~'~ G;"O Y\'.'\!)'h Bv:;.kA~IJ~til\j::",Stanct.,.r.li ... t.i:!. ;,t·u,-pby i.nu uO-IA:;ed M~. !"'-3tlJo~ld to 
mt Me' imonned M s t"t(:t Mr. MacOorll~ltl 'wo.,)ld [)J,; t~PClPlliblc {Qr O'\"~(~N·ir't u.1I ildi .. 'itie:; <or-the 

C(.l(l"Il,)ll:1!'U~ le~:rI_ 't.;,:. inr.:~.Il.:lc (x"frlpli<:n~ rc\'i<Z"Wsfn.(-:hp. ~::ds: r~".amt~!,\IYlf:1lt ",t,C t.!eClr()rJlc 

'iil;'Ltt-i11.<l nIX IELSUR~ p"O{:rams..l. :'i!1f!t:':!f1Ci'11ty lI'!(t!Ko?'B cr, lht ~oord'j; Millr. ato::--";) S-I,l (AJmr;iii:Hlt~ r ~~~\;!'w:;, 

2mon;g Nile' d ut'~ 1,\'"1:.t!~ F'ACU. 

'.J1r. M.3cDc:nsld t".,t."neo o lit to 00 il bn~~:;tlc SU~ Mor. ,Vh:','i- he $,lJo ... ~';:' tor sr,-:r:i;- cn~pti~'iW j,,,: perfo~lri!"l\i! 

Cl,l;fp;:;:, h.::- \\'I:IS JI::;o il!wi:l~'s ~\t<l'I;)lllf, to a n3\\''''' " q;*1,II,)ilJo';., 10'.11;:1:) br't-I!dl.ltt' ;':)ll)tiOfl",i, of! r.fj !rervc <1:; iJ 

~::;r:H:ctt1.lt ;ntcfITlediar, b.!!t~ff!e.~ hi, ~!"'tpIOV~ .i1na both 'JII~l ~nc SI:.>:.:::tO."1 mi!ln2l~r:ti'n:-. Mr. Mac(\orakl 

sr.o~ IJ/lt~ !l:iti:h~t· p~(..~ whe-:) he .arri~ed i.1 ~te mc-nlll1l all::! 1;Ipn ro f'ri.iltRl'{m':';ll\~:>rO;!d v'!;),k lJrcY.IUl>i> 

,HI,I ::;e'!" rE<lSo.)na;:'!.F.- dp.~{:1I.:ID.r; inr ~t"'F;C":";: of Pl"oi~t~ <omp'e-tDn. 

Ir April, :tlXI.IJ, tlr, ~t: ~cDc nRld hilr.! ~I) I1W :tv petV.S0r lor a oout a tnlJnth. Tho<! r.:: 'Nas a J:le.a I" :ik~l:ion 

on tr·y ream .. deof :le[:>tll1n~ Wl:fe ~t fur :projects, and "prG'Sr~.~"" l\';;,~ hf:1t:e: (!l1);/o,lfia·.'Ii!'I'{ rm.mfLo(e-d \'Ir.; 

' ..... er.; I:":t"Hin.R lh ·ne's. de ne. Un A::-: fl' :lfi, :i;O 10, vur St':;.I. Km ClI~i 11'1: u--e- t i:"no? tJiaril'l'n f/iCh1r:!' (whn Wll"S. 

"~lati'"'E!I~' a[):l'..f·rr: :k'; fnr }!.;. 1{1\.>.lGr··~t:!! .!>upe""i::io n, but S1;emllcl m'4 D. k~l'Id. P.;C,,\J.iMScction C~~t), ::<;!IIe>d 

?I ~eTlng to in~cr'fl P!<c';J that s:,,\~ ~\Ie.~ IC;'Jvitt.;!:..tll.!"r pU:iil:on fen a 025·1..5 po-;o;tti:m In X . . tk"N rF.l: 

ectplo'I"*l;'!> Wf.. 'I:: oiIb'A"lll.at tht ce-ginn! 19 orthe w.p.e.~ii"'..g,. .;Ina I h~ d no,:tceocllhd1. r .. ,,'. r ... l[;.rph'; :rrt ~hem 
on ufthc c-maif IiS7 '.\,1hen s(' .. ">ed~llIn£ tht' mrtUrg. I ilaj:}~ned to D~ ::!:ti!"4 r;o)ct::o r\<1-:;. r,,\(>o'G, "no >II~ 
asked !'r,e ~r .... ev(~ryt!' It '!;. m. illJrQ .... , j s.tate:i that ne, ther<!; 'Jlf'!/O!~ ~ti·.1 ~(J J'!l!\l 3fYl["J1 ::'l'(-QoI?S ,rt the II' desk~, 

l::':;'::'(,::1.l~t 1 (lk1n'l ~Iilii!"'r:o :h2'r' were ~l/Iatl;l of the rnae:to..-r;g, Someo-ne w~nt !n bet the (!.;I!::'i er~lpluyt'l::s, 

and' the IT:.:!etil)!> ',O};;-,:;' hdd, Ar:..o:::f th~ meeting,' "ri.!~ C".<IUl.'!d !irr.r, tlr MlAmhv'::; officc. alone whh Mr. 

MiI¢nOfli)li.i, r ... 1r, M(..fP"b>! .asked n:r~ why! x'a'.'P.nl t;'~~r h"~ hl:oIDu i:lwJ told jlls. Moorl? th;1i" lin h,~r.! ,'N 

!111tlft:'d o:.:rr.p o;'C~s nf thE rreRtii"l~. I a~ttrnpkil Lo 'I!:t;~If.D· n ~h!:' c; rc Jrr.st3 nee-::; SU''T'!'I,IHj:n,R ~X;'!lt!'( ... ,'rl<!~ 1 

."ad .!;ad to- r~f.. MCl(lIl.:!, <Ii;; it "ro:!o\. in N:I '1.3'i anempt\"\{l tCJ :".:~( M1. r ... i~~'T)·i'(to hi:; sCj)o?:.'iol'. tie: dij f!O~ 

1:·r.·,~1'1 .)t dh, Me rVl u r:;:.tw t"1er, !>E.ia ~O:oj 't":)U f.!O to StC>-rt first?' I re~lii~cl ,hat no, thet{'- .... iJ:.p': m::l1lv an 

o-pell' ing f-oi' ::it&:t ~~ ~.t'P~(L Mr, MtlfWll/ ~llt!:1"1 iillgt~I'( r.!l~"':-:.l hi,,> (l(.h ~ 1!Ir.d :il:!lltl-, "DID),OO '.30 TfJ sC.O ~:"( 

A~ th-i:i :Joint, : ol::dliec thi:d.:m.,,'thi;';% I.;aict' I1mlJl( l::~ Iln5i1mf~'~tu,.'I, !::v I ~iJT"p:)' $aId .... Nn." Mr. f ... 1 ~'rpll't 

l.hen :>:.:id, ""[.lid '(Ou ~m~ t() m~ f~J~r7'~ i replied, '(NC(: did not." Mi. M,Jrrt~~ told ,tie tt~t lit,? was "ve.ry 

.annOYf:!d·' ".~th rJ.l1?, .:md th«l 1 wa ~ net to;p to Sectlr..1'l "r'I<:In~f;C'mtnt for ~fI't"tlling; I'Jiiholll J::.~'inJ:l ~;'lro~r. 

r"\l. ~Jl-c: l.fklTlCllti al1~ hlr'!1S~~{ fIrst. r,1~, r~'lurph'1 th.?ti ~lld Il't t '>dt tl 11': rl.! ~rr.! is:,;ut:~ rr:!~ilni !ng ~of11lJr:t, 

wCfk d'~.jkllt:;;, 8nd ,'orlt pr;.d!,.Jc~ th~ hp. nttrlh<jlt'~ tLl fl1E:, bourth?t" Vi'?' wcuki !1flf:d t"o iAlk ;;:b()ul it 

i;I norhe. ~il'r'jc bt.!c<:luSQ he! .... '~ \ "(\);'") .ilnlw'('..'1.::"'" l.Gs[Jei':k.a bo:It it. He ;;r,1~t~ j·.ill I wa" ltlr: hcltj<;Jp irl Ofl~ of 

cur m<1:n proj('.c,t;; i'Il.~I(i\ ~.)~~ ·:;.IHa:¥ti~' untn..@). I ~sJ;~ 1)1"1"")71) pli.:t51:' ~~.pi«i r. lhi:t t:. !Tl2. Tf'l(: or.!~ 

h O~dlJ.p ill <.!(I~' (:01 tl-ur p-roject:: fl':" t'i!lt ~I~ l!Jil'I~ M -, MLlrp~y a~lowil~~. I.I'JJ' 'lf0f{<, vrc;dl.:cti: t<:'l ~rt OIl hl~, ci',~k 

11:.\( wE'e~'i at i:! time. !J,llr, Murc-h't' rould nCJt ~h'e;-r.:(: 6W,o -e-)\::::rTlP\;:~0rr;0'.V r,is CI(cu~i'ltl{)t'I~ '\'t'(~ (~j!!, .. .;;1'l. 

Mr, M i,Jr.i,'lr'f \1'~fI It:li(..i me tha:~ Into?{~' I h.1ri bf:".~t\ .I.·(:f:,:,tnt" a:-.o ~:..rlfr:<=flrJl\,", il:rlC CHt I d"idn 't .... '=h;;t~ !A':!!) 

hinl in 1"1:':- mornings.. s.e.::~U~E"1 I '\t-d t)i!'I!P witne~ing hl5: no~ti~It'r' to (1~Mr.:?mpb'iEe:~ .. ;3!; WRIJ 2;0:; m~~t'l!{. I 

ad,-tl1t tN"., It f"(!l« Whil,=, ' .... a:s .::.fl'(Cf~ ;:::-rotet.SI'Jf'~I ... nG I1::!sp+;!LIJr,;:W Me l'Ii' • .'r;:h',', \ did nDt can:,' nil Ionf: 

'Qn"'1?r~utl(..'"';S wil:1 "lim. Yr. MUl'r~''i'f thr'['1 fJ~Lir'.e~:-cl ,,!""!¥ COli ,n~~'tlb.l:rrl<lC ~ if a ml:!e:till~ ~e-lli(Iy') jt<{Jut ~ 
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,,,,cent" C!l~.:llll S>,.I .... ~:' (hi::!":. afid ho:'en t.3.kerl 't'l the. !,I:'ll~, ':;:1n;1.~ lhl! cirn:lte- 5Uri~. en1rJlrJyp.f:!i ""~n~ iloliF,t'd 

!O l,1i'l!t: oC::!.lid id tBtdb;:;c~ <,I}C\..1; · .. it.at th~y h:ll ¢l"Ivicl be ~Ir P!1;\'1..'1.J tlpC f) i' the itnh: .. hfld 5t·:not:c! 1.h<:lt rr.O:f,; 

~ornrn\.hk~tlol) ';.\-:.) ".f?:liSr';:'I~c.(.'1 t/fll.'lttll tl,lf() dirlC'ring re;}ms In thp. ~d\lt L't.nu'tj hf:lli.; ~u 1(l1f!1';;v~ 

\'K1t'lo:flQ\\'. M{, 1'II,.l(i~l1Y l.;)!d 1.1<! thr:t ~Wi!~ d!.~il.p~h")ltltf:'fi 5r, tnr (01;lfl !;!01ls ~ rid 'trlerl lo-w:J1 )'aJld (3~(L~' 

.;st..'I!'d", "WHO l!:i f'J(): jtl~G IflAA5PARHf( ',vITH YOu r [) "ItF.: f¥lalo, I mn Izc:d that resp2Ctful 

conversat:,orr .t:il:1')J~n Qom;;::fo%~ <I{v..! :';Ur.'i!!'1FW r ws:.- not gl)!n!!i ~;) \1i) ppm'l, il n:::: vm'?:", . ':'r.>?::': to t':)-:fJ:'d 11 

'tr.:r!t mv' .!!On; ment!> re~arc ill~ ~l* en:,..!'!'!.!:; .-sur-'G't' wZ:.r-e- tru~f In 1,xeM, ":: (l(J~ ~BiJitl 1".;:: Ik", "WHU I~ 

1~(;'! ~rl~J(;'!RA,\':Sft..,RENT'lJV1TH VQt.F" 1 sl !ll\. dow'\.;;1; thi~ point, and before: ,'~"'i~ hi~ (I"i'it~, M 

irFflonr:{i ttli'll; hf. p!P.mno:".:1 to i\t{.o(l :l'I'f rnid~~'(!ar ret,tEl"-' (.Ii"I) Ili.):nl': ~(it.J.: tfi~itlr:;:; u': .• is 01.V1'1 tm m(:, 

Mr, Mi:1r.::;.,ort..;lio.'t w~s pr"".9:;", for tr·t:'. ;;bO'lE- ep!Si'ld.e, ~Il:::l 'ft'~I"t~~,,! bel:eve!--= w.a.s.ll"Jq ~h¢,kl:'t.l t::J <.Idrcss 

, .. ihM Will;. h".fr::-err':1g, A'torl :,o;;'!t PM, r.,'l\!,"ph~'s attiD2, ;\"r, ~~,,,:I)nrrd;::l ::'ItlOI~&'K'i t·~ me tD:,Mf. 

~.q1,.l'T-'h'{'s beNv!OI .:J!'~ ~ttltf'd thirt I~ ",''3.~ "(1)l'r"lrletefy Lln(Ou'~~'u f.;.Jr:' A few ~ir)'~ l:Iiler (he ~!1r;:Cle .. t, I fit'E';i 

" h(:~1!1t! )'iork 03"nl>·iror.mE'!nt ria '..., .\tlt?! EEOC HII':!" i;\1tpettlo:l Lllt,.'15.vfl, i1M 5l.::liu.m ~'~n~1.l e rr-ent ~lIJn!;t 

Mr· M.:.troh.,., I m;J:1t:' srr;>.Ii\:.lh<4' I 1~i1tj neve:"tref-:lrE': r:<lC an It'!lm '.lJlltl.:J'!'.'tI ~u')~'Viror( an~ • r~d nCl,'ar 

before- ;l\f!Q SUl:.~i :.) cli.,iftl. ! r I~'l!e .3 t .... s ... '!; g¢1:1et'1 a bn, I.,rer,{ \ ... ~!I · ... t I'! (n'". ~lJPet brf., i.::od i., r;;::t, l stU I kf. f:fJ 

In (.cn~q with the ot!'lJ.:-:"f,.I,\pe-(~r~ ; had iii t!\c-. FRt 

:-"'1't :rek lrons.' lp '~'it!": ~/ r. tv: !.'t"/1I·i'{ .. i;llr.~t.Jup;h "l!m.a<ning pr,")fe~!i:!(Jr:.I1 .,.111..1 !t'~pt:'lU lJ'1, ,.\,.,E; broke .... , et tl"Wl 

;,. ... oint I f,zijed ~n Mr. rl>'~ ;;!):,mi;lW lu i;cli' ;; buff!!!r t1<'!twfJon m%,;:!!l-iitl"lrl Mr. i'Aurp!',y. I n':'t'lct, ~!I ('I; 'oA~, 

MiJ.C.')D~~ l:::l'~ AmpIO~'l!<f.:<~ .:t~the time h$ld 1)00 svrnr: ';.:.m of t>imi:<lr eo.l!;<;)d~ 'l'fth M r, ~f,u'pi1y, aM 'f1~ ,~II 

Ic.oked ~(,< !':irn to b~ '" buffer. I ~:If:Ve ~,f.r, ::otwf1ft'{ reidl<:ed Lhliol.a11 IJr hj~ o:tm;::;!tN';:~ i!'."0ld?.l1 di(~('\ 

().,n;.~(:: l,I'ith him,.as ~~ ~d in:sujt'C'd ilr1d bt:!;ittl""d A2thu[ L!t:~;:1.. ,orne paint. i'IInrJ htt bt':::i:HllU l:ake 'I~ 

fr .;SI:::a:::.iCfl c-u~ VI': r .. lr. Madi-Qn.,'l!(f. Mr. i ... 1urp1w Wt:l~ f1;J:::h!~s: wt,is pl~Il.l::'~!ohj!::'r, as 7.'Jr ;):; a ~:..P(':I(i1 ''\lI.:rl~. 

r:e WJ)::: rt tfCt ,lv';(JI'lei.J II) dflY t;t"1J.:c;':lS, he ri€'l.'e r 9roIYlO~·S'{:ll(.l !TIt~ilJ r, b thE: '...il'll~ :;: I'ld l'tXl'tir'lt'ly told 

".::rIIPIO"(E'es rhat E""';";t:'~ :t:cu~h I' I:!" krt!!w accal?(j(,!f< L'!8.re i/'; oP',t:l:'r( ~'i!' v.oE.;:; ~~ ~.~~'t'''' (It "didn't hr. .... '!? t.l'1l-e .... 

'"J) writ~th·l;l V;p ~Qr <1w,ud;:;. 

h ll:.lo! lhili!,! ..... ,orked for rAC...i, ~./i:s:. [;e bbi~ iJ'('JtI if ',."a~ pr.::.mote.d t(: ~ll(w Cbi ~ b '''11)' Se.ct:Or. 'uV1I,~(~ 

M~. Mc.o:'E: w.p.§: ~ b~ent h{..1 "'t'it::!rl',l;",( M~ O'Clui; ..... ~!;.e'!(i::I(.t\y tt;o:':- 1'J~\rOO$i1~ - j]l'l2.b~uL<i.t?- 1.~~iC'I)ot·I;:I r!~ .!II;f 

ana "I":l~' hQ!lt:'lu. rvls. O'Dal! ~,':ft!'r'\<7ln ... 'OI'Ie:d in tM 1Cl' .... ~~! !-YJrll proJl?ru en <'!smtf!:'lrr1, :'.tnt:'! i'l eac~ 

u r:lt. E:S:lt!mta \1't, ·.\'ort: ::':f.ffii!' tv p ~l.,nd:>tH!, .ft"flp\r.\'f:t'f. \\J~re r;:::n~ti!.rr.:t)' W~itit)P: IT;~ a:p .:.rova (; I! v:~t' 

;:.s,r.\Jg.nmr.l1t, l)1' .. )c:!obiE'!i (";orret:.~brIS ~I'!l ~nother, tmd ..... Vl~, $:il1lf.1l') !;cp', f.01rlj1; "q: end .j1,)·"·I'n ~lic .chair,": 

with flO ptog·e!:~. It '1faS '-'Cr)' t/l,l~'triiti\)rr im e"'f:ry<~I1~ ~n the i\.rrc:rOs1'dlc:;' ~I!U 1\dfl'lin i..;.tr<lotion ;)(,"('1!(lI), 

M~. {fClair, like Mr, .\1'" "PI" .... " W".=JSVf!(¥''Jllid ttl ~rj, iciu:: emp[ovef!!i, Mtllro:-t;j.,Ji;;'1tl't to'fJk ;<;ClI~ f:ledi: fDr 

the wort: l)fvdJ:t:E. tha':' her (o'mp!.;Yvt!!t!l'~ dfd m.3~agE tJ.:, Wfl;IJII2~;:. To Pl;..t ft ml:dj~·, it 'N<lS the most 

rrtb~rtl,blo:= we: r dr'S fHWironmellot! h"c AtN>' (' '~~·vl,lr!'l:t're,-j. 

By apj:I'/I,)~ I:J: ,mv. ff.:!i:.:€-ilJil'llr n -:-1'~lllf.'i:lra':Yduty a~!j~llmep!1 ':, l!!ot BI~t;.lnf!<:<: ~till)(hJfd~ AssuranCE: ;J~('ll~, J 

'o'las. i!b;.:",~, ~t?!ciOpe" frorr. bath tho Unit ilflJ till!;' ut;tl·;:Jn for <l L.~'h!j~, \,vhr-r't rnvTIW W7i~ ,,(Jmr Il:'tr~, 1 

Ij.tf,Sed uo;>per flliir'l d~t::rrI~ n to ;;-!!,,}W rre to \ita')' on fDr ;;n(lthflf'1,tI~r 'J'Jhik-the~' ~·WI>('(I. Ms. O\:!~ ir 

d5!n18d IY,'{ rt.o...:)oJC!t. o:1n::ll ~dlS for,)i/'.j lO' re~lJrn tl) pr~Gl.l[ ',','lH nct e'lE-"I 'Y.,(" '''''I.':t:~~ bei'O(.:! C'Y1,I.v ':0 

[{>l1gel' h~no;;lt king !n th01 ...... 1111., 1 ... ·M:i1: to M~. (J'(:l~1r ;;mi bOl~it.:.,UI' II'lfcm'!cd ~o;.:.' t:h..a~ I WcJS Ql.IiWng it! 
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c:c !.lId n>lt ~E InO'il!:rj. I ...... :,s; thf:n I~() lu 1ht:: T1o/1 im~'~ T'>ivln, ur:oer 1:,'~dl2r"Jhi::< ot Ms. Ni11lij. ;::rt:!cerid. 

Whiit' .\~S, r(f:'d~ ... i(.< '''(j~ .il ~ .... u.'':;~d;;i S'JP':!r'([SO', t,~~. O'(;I;;i: 'II~:> slill jmlohre.~: j, r1'y ci~':,:p dilVWOn: 

iI.;tIVI111:'li,Ju"l ?!s.:,f:t! IA'~$ !r'Ij;:lI"E'd In ~,"'.1'! daj~, acti';'ti?1; of P.!{-e-ty,~rn(' 'n 11P.f !)·:;.ct,(:!t H("l'Jl("J(!f,.:,t :0/:"<1::'; I 

',I,!i!!S a'I •• !', from M '. M..rr.:)[IY', r...,(, M;)I(DD'li:I~ VI~> ~·nf:JrtuTl";~il"t~ ,til, w(j~ki'ig l.moe( [\t';r. Murph,}', I j.:ept ill 

ml,lr.h Viittl hf."t'I itt~r swi-:::::I)rng ).lCo.s.it 1~IlZ ... t'lU 'N~l1le h!i: 'H;:l~ ~IWfr~'~ verv (j ipiQ!TlUl,ic ..... hG:t~ I ii~k'Zd h.1'W 

:tllrl~li .... '<.:(11;: t"0i.I1l, 1 ~n~ld ld" Llnl II~ '0'1'1;1, Ldns ~lnm::J tI,t" [of r. M...If;:'hy r;:nd f.Ji5. L:rClalr. 

Mr, r,1"l Dt:lI!<l!U u,lro'O~ fnlbw.".:: ':y.)I;Cr ;::lrld fJf4i(l::d\.lI';, w;;.:. 1J"Yi~f'~ pltJort:'::;::;iD~1 ir' ((I :m:n'_'n;ciltion 

b~t"""l3ef't ~m~"a'!r .. ,~o;::IM IlPP1:'f ~r~~',,,~emE'1!t i!1d ';.,I3S q~i~k tv jl:'1fe cre.::!i: to :l:~t:l11pl!'!\'(:~c f::!or ,Iir"l: 

w,~!i J()!I~_ II iJrl )ir-tf-litf!,'l'f.:' WaS jelne; unfalnv tr.;!a!;ed f'''''h~;h MP"P'G-(!Ca fr~[fut:ntl'( illl);>,z.Uf, ~\'If, 

f,>\::-rt:;;no."'I~lti triF.?d I,<el"l' aa: n;I 1.1;.1 :;1::1 \.'e i;I$ iJ. rv":-.:;;JlN;lf III : ntl3rl"l'l(Ec.iIJf'i' tJf!t,,",,'et=!r. '" h r~ ~lnpk'fP.A a r..:-l ~Pr.'I' r 

fn:i: ~t:f-I"l!p.n~, M~, liIiI"tD<l'nald" was C1"Ie: ufthe Pf"!'it ~,t,,*!\rI~{Jr~ II· ~'\;! t\'~r ;"~d, '!Vhe-q 1 "Dt>nrl fJut :h3t 

Mr, MiJt'~J'HI:d was ~Ine 1~W.ir11n·{:j, I k.nl!!''11 il w~ ... beci::! l!SIJ 11,= hod the ,~W! to !>1:;~t'ld I,lp- hit' hi:. 

e.mDloyee!.. HI,; tt:(ml'l~lit:1· 'J •• H ·:JbYiuu!..l'vil'ltiicti'IE",;os r.P. had r..:o r..rlM .... :;rr i!'lF:.. .,r~ W<'~ wc-lklOd c:-\!t 

r:r.n- VIf'("K beh.Hl' Iti!:; pr:J.J:.ation<!f)' r:~rlo~ was t.:; t1~Vf:" tlndcd, 

M<, lYIurph'), J:m<J. itA.:, O'C!<Ji- oo"1"ivi~t(; tf!rm/nate r.fl,'. f.tl.;1DOn,,!ri 9ft v fttj:::t I); (le·:!..:SLi t:;:;'n5 that '#C~ 

ni:l: "I)\.l EEJ..S£. I :1"~ the: a ppor.lJnit'l 10 ! l~1:!>U 11~~ n::. oorit ~"4;'"lt 1;')' r".ir ft.ll:ur:oh't' S"'J;:-pottlflg f"qr, rd-<..Wm\li&"~ 

'I.!"'rlTir<i.itton, p.nd ;::\'~r9~hi(~ H~ti!':;I;):o .. 1 f~iI>,:U: f~r lo:'rr"imlt on ViaS..:l:" o"tr'iFlI)t He. ~ .. 1r MtJrlihr <1C:'I.J!>I2Ll 

M" M;:=::OQf:*,l(l~! poor l-Cfodilct in.il m~lrtl:'lg; \\'heJI .1~l)k~ r..hfCIJ.!V1 rn¥ GiI~m~~f tbtt!.catl:s-<:! 1 tert.;.il\i!l 

("X'll,.lld nO' f-e":"!J::mtJl:!f ~ meetIng' n ...... hlc:"l: M.-, fy.Jc[.t;:)n;;dd r.or:ductiO'rl·-:rnsp.lf POOl ")'), I 1't:<:lI~ct'(1 th'.l: tile: 
mo;:.;'tir:e; P;~r': l".fl)rV!I'i I..ilt!u W~~ car:--;:died. I: ne,,~r-::!Jnk p.!.i::tD;. I !W"t'l lJ.o;1.ff~.I::t:O :-"~r, M,,'n;,;:.na!c 

ht~;~(,1!1)'=: it!:JflGroPr.:.a,:c!'( with af.l'i~r;"pl1)Wt-!:;; ,,.,.ilh \1r, VUI't;'h'{, or ..... 'r.r <\'i5. 0'{:1.:"l1:'. 1:1 fi:t(.C 'o\'ltl~r'1 tJ1r, 

M~t':':omrld'~ en''<I)lC:~'f!e;j: l!!.Kpn:'ll~1;:'d hu:s.tr.iltlvn ~i:h;t,;1r _ r,A .. f)!ilV ard r .. i::;. Q'C.'a i( Mr. i~'<:!cD(Jl\illd did hi::; 

bf.ST ~C'! .:J~t('m.(lll{:! l'~lilIi"-l tj"le rs.azom: bf.!-t'lir'l,j ~Ir ::lC't::tlions al~tJ oel'..aviol", The ".;:lnly ~::{)~:e if!. t~ (.!fltire 

y."'!~(in'" ttr.su h:~d ii-n <:II:;: t<.> !!,;rind "'.'1'::~, ~.'lr, Mil:.:Dor:ilI::.! 'litHe r",\r. M l,r(}h,/, (I~d r,\~~, Q' CI{l:-:- - sifTIpt .... becauS€ 

'Vir. (,,1acCJol'la!d rtliu~r;:{! to railroad his.f!'llpi(l)'f!f!S_ rl-l;;' t"-tS1: uf lit: \:ldcn:.:cl Mr. f'/!OICl..).Onald, iI!'.rJ Ct:lLlfst.o:-g 

o:':l'npIO,t~t':.. tried the daf hI;: w~), 1J/1i~:.:p,:d OWl of ]l:MD. Th ;o..:~u:s.:atio l.~ !t;li,eo II) till! i:(.It.:!q~-{lSling r,/[_ 

i'l,,,c(Jon<l;d'.i.1f.rmlri.<:"r.w da::t'fi~ .;!\'e.rIErting Mr .. }%VTttlY. hnri don'~; J4d ~ot~1 h-~ l1.at Mr. MacJcroa!d 
h::Hl done!, 

I ""<'~'2" :.:lI:O;0 halj trio; t:>POOrtY["'Iity~::. 'l!;; .. d thi! rn<'"in J) 1111:", rt/1(, M~I.)ondd ti:ed 'if:'h thE' us. df~t:t" I)f 
~p.;-~;o;l\ C<;UII:M:J. Mr, Milr.::iOna'o 1">a0 i{iept:.fkclllrur.mmrr,ilt:c p.'obiem$ with \hp ~~Wrt.!li t",l"''1.ar;;e.mt:l,"!t 

l'!~I~l [L';.UH.nr-op,r.:Jms th<:il h~ \'I'[!..'\, b'!ir1!~,)tly tlJ\o '.:0 ir,nore_1 ~1:)t'.' :hl~, bnl",'l\I$<.! 1'>I'/C,ri;l;'d on tho.M­

:)!ojt!'_;t~. INc ),t,.'Quld rJ:! :U~~ Oill (ill\i~I'~,~ with l11E(1, ~>~ h!tn wr:at r.e w~()I.('CI 01);: wdo ~ be.rause: t.\'~ ~nr..:"''' 

~hiH m~fl;,sgf:mi?nt 1.\100.;10 [IUt m~ 2 t;·.-?n,;" and w.ere le'l.v:r tt'l~; :Y)l 1:!!lPE7~ m.;:,.naeetni.:'l:; l!) rltllIFC":"':~>J th<!m 

It, adl' I'l:!PO"""t<:, I', fTIj' llFni.;n, these dlO~15iO!i::; we:rr:: ~aw.d 0 ,th~ fa1.t t! l(:Ii 1;1,.,'11t.!:..!.:~ would not b€ 

rt:~:f;~Jt-!d it pFvgT".J"rr d€fj':'::-·fl~i.!::; "'I'~rl;: to;) b:.: p:-Dw~·I.,. r.;,p:-.trtE'd. 

j arr, 110 :J;in~t:,' empk_')It!d '/):tll thf rP.l. I 1~.,j\,C' :,!II.!\t?) ''<3ppilyerr:plc'~M In 1r)!.'!!1 ~1J"'S-,"'flrne:-'1 h!r ~ if,h! 

Ir(!r) 1~1~ I ItJ,,'i, YrlE ~ hU~f! I :'.\: fY'\!lf'l:! tJ .!It ~ r.e H3!, .3 r.d thr, ,'l.:'lo:.I;t;..r. H(, !c1o:1lDol1-'1J.tl !>u rr,;!~1:\l ~t tf':<.' ,=8 I stl~uid 

r.i::"f-?"r;)E' ::i:Mr,11t1ti.: tJ'i,~d tT: t'ry 011 nww:'l'l ltito 't.~"".;>rl:. 1 ,,;;pe:ri(:n~~ U'1o: <):.1~ ci a prf::gll~ -..:'( ~blol 

C!ttrlbtltc! tl; lh~' ~~.re$s : e:.""dU'td ::t:'l iJ. d~ir~· bitsis unrier (~~ !e~cle.'~hip ot rvk M .. (p~V M:C' i~h, O'C.dr. 
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fY1!'. JliarrJOl'lR!ct l.I,ik~ i'irmt)I~' a tllSlI{llt,( to: (t'rq- €',.a~,e. Of t"I=!e~' lle b/)f1liSe-S, C:)\,'Er hg u ~ rni lur~:;, :' r:d 

p f{lt(lf)t~!1~ ~~I'·iTll.r£~I::::';: ~l .iMG. =-~DH! "e.a'l,'\f€, t met with :he new h'Sistant JrrE~to~. M::;. luptnE:: to 

irlh ... rm her of t~ inju:;tica thf:~ h::!lp!3~np.rl to r'.~ '. r':'?If:[}!'J.tiiSltj. I elsn tn 1:::111':1'., I':.t:lut thf:: p(J~Jtlon ,)[J,.:t.[': 

ar.~ p.erl.:.rto:r';':c fJili~8:;: or Me \.~urpry a.'l:::l M~. C'Cf.air.II'I;;'M1<'!f:' h~r tha.t :f ;SWflEt1Jl1g Willi not dun?, 

therE'I«.·uf<: t'l-'! IlMP r.f ~~e (tI~N;"lll ~':'·.i(';l ,ejnp:()!!'ee:; I~rl '! wai.:. r.~"'[; sC'I'tf:u1 hi"!e l!Illt.=~cl·t' dL Mr 

Murptly :1,~.d .\b. G'(",Jalr h'1'I't".(l:U'\t!(! irrfe!pi!I"IOIt!W Uil!rrlW~ lc- RVO, :J IlU \vhi ~ ~/.r. M-ur V!V hi:Hi tfOW h:fl, 

P/~. O'CIi:l:ir wi ~ .:.:orrl.in.t:e :;0 rl.;;.rn?lgA FUoJI1). :)kli.!'N, F!rltlC..:1tf:/'t h~rn -\\1(1 'K".fli=: f!mpjrWA6!~ ill"f. fleNr.(; fr-.... m 

tr~ t:· .. ikir'l~, .... ~Ict t;)king Er:Ol"r."OUS lJiiy ;:!,.,t~ ttl get in:.c- 2llCtll€!f ~~>;!r..ci'.::.r i.1lo th~ prPlflte ~ll.>!. 

WrHe I"i''( ::t.:lIr: pli::lir~1 ~ lr;r (,tOe iJl1r.1 th'..:-IrI!;Pt!r-::ioGc Dtvis;-on WC'fC d1sr- isscct t:::rr laG: oJ'tC'l.'i;Jt:!nc1? ro <:r:JrrdV'Ct 

(;In In{Jl.Ji:fy, I !!-lr'll'..t·---el·~ ~to:<r:r~ tha~ r"'l. MacDo- >a d's tl:cc..,."'Iunt of whi'l t :-..<!pperl.P.::I ;;7 RM!) I;:; tlih.!;;:!) ~erl(JUI'/, 

'j.'he r-tH c€!rrfljr.:\~' Inr.t ;:t g(';o.Qcll"!"l'lP:O~ 1,','rl.f!ll tllfi>~ ~1Ir..rwl:.'d Mr, ~/:urptl'r' "rid M::" O'Ci:a:r b'J t'RrYIopie Mr. 

MiH.DcmM, T'lc FE;: k·:;t a gUDO ~f':";\J,Ci~-e:-e-I,f!h.~r, ~te-V ~1,I!;,'1* me '\~ nw \::l-fC't!klfl13 ~OI::"'lt.aS wt"~:, 

\'ut,;r'( :Jubl ic in .3f!~ mrt.llf! St~tr! (If 'JJt.o;t Wrein.i;;, .ilEmrso-n ("D\'!~!W a.r:d .a(:kll r!'f.'I'~'<; .. h:;I~~ 1<:) rrl~J to be tht! 

po;! rs~1'I wrlo ~e ni!'.lt'nc is :i.J 1eO tfl tht~ dr,.::lJr'll::-r.1 

'" r;'1~1 C[IJY"l!:".i~::.iQII t,l;I!i"ICt:, _ ~~~ 
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Exhibit K 

Sworn statement of Ken Candell in support 

of Form 12 disclosures 
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I, Ke"oeth W. Condtll,,, re~~d FBI employ.e, do heraby solemnly _weor It> the fO""'~":l: 

f DIm prn~aring fults. wtl:!!mcl'\t :;It tht'"J raquar..t of and ill ftupport of ihe:!' HtBt8m~t1ta mads by 
Scott: I .... tJlfo'c:;:DOI1ald in referenC'e 1.0 ta r~mo\fi;ll from his FBf etnpioymS'nt aM in suwat of his 
Stot.I1l6''rt. m.d. in tt,s FOfll\ 12, 0"". num ber D112118 1, ",oo"lIy flied wl\o !he US Offi"" of 
8:p('l(;IAI (;n~lt'1gRI, 

MY baoK\lrounti 

10m" ""i'ed FEll M~1ll\QeI110nl "no Pro9r"", AlNliy&t w,lh owr 4D yea .. ex!>"",,"r.. in F[;I 
P'''8tW11s .n!l.y~t6m., I &I't$~e ¢n 001)' as a S'.'ootI",,1 Assist.m in\<> th" fl.co<d. 
M.nag."",m Divialon. Statle'IIc.1 Unit looO\ed in W • .nil>(l">!1. DC on SeplBmber e, 197D Bod 
re~irerJ- (In December 3, 2010 frorli fM Records Manag,an.ant DivisiDr! in Wlnc:tl%te<', Vlrginfa 
as.ignod to Ih .. Policy T""m 01 \he "oliey, Ana lye',s, Bnd COm(lllsnee Unit, My FBI 00"'.' 
provld~ti m" w~1\ OPfXJrtJJnftie.!o oovei<lJl my i'e""",'Oh and .nalytI""~\' okil. in .,'Pf'>'ltt rA Ihe 
Fal ",quiremenll; 10 on".~"" and ""Poafldth. techtllc.al $UPPort fort"" •• pr~ram&: Unifonn 
Crime R~port. (IJCR I, Low Ettfo'temenl Officers Ki 100i<I .nd As .... " lied Frog",m (LEOKA), 
N.I"",allncictenHl ••• d R.perti"9 Sysrem (NlflR8), ~Ja~M.1 Crt",,, In1'o,-"\.1<",, C"I1I ... (NCIC 
2000), Hal& C,i"," Rep",!i!l~ Prl)Jfam, UCR Automation PrOject, N.jjo"",1 Data Exoh.ng~ 
(N·OEX) aM Electronic 5~rvell!anee (ELSUR), 

Slat&mont 

I VI .. i"irode""d to Mr. MacDon.ld by m,' UI.rt Chi.! Glenn Murphj .t. Unit M~eting held 
~l'ring the wook oj Maron 14-111, 2010. Mr. M",phy adl'i •• d t~ unit m~ th.1 
Mr. Mac.D<:lllakj's responsjbi~~ as th~ ~rn I~er'for f:he newly formed Ct::Imp:!ia!l¢e TelillTI 

tr.c~~ed the de .. le!opment of QuEi1f.ty Assurance Rs-views: (OARs) fOJ fh~ M",nagli"Jlnerrt of FBI 
Rec,rds, and the El6UR r~cm1,. Th."" r""i~m\""uld ,"",omP'l'" 00fu t~ paper and 
~J.e.t.uDnir:;: versions. Mr. Murphy opined Ph hl:s~:o:rE'!rie11ce in performing OA~~ 1/'1 the F6!, 
Crimi"," J",tlOE> 1I1fo'~1.UOIl Se,.i",," (CJ1S) Di"i$;"" of 1I1~ NCIC aM UCR ""e<e probJem. 
-.vere identlflG·d and corre-...'ilve: reCQmmt;lndatl~n$ provided. Mr, Murphy I!!:xp:J~jnl£..Q to I,l$. mat Mr. 
Mi;cO~nald \\I8e an expeli<tnC<ld C.ttirt .. d f'tJbllc Acoount."t f.roP~"r .... th Ine F"""""I guidolines 
for g~"lfemrnel\tal <:J-udlts (Ye~O'W Book); has valuabi@ ~J:lnnif1. manligemlIlri;. experience In 
ll'$inln9 and reM] dweloprn .. tIt. 

I r,e-eel to OpiM 11e..r~ on m~ tefM~on5hip witl' Mt. Mutpby. Mr, Murphy ;and 1 001h wc>rk~d at C,H$ 
botoro "",nil'>;J to I/]e RMD. Willie WDl;;I/'g at CJI$, lui" M"f1'/1Y'<l<as ""sigMd by hi>; UM Chief 
of ,he AlJ:r:iit Unlt CJ!S. to provide IYlrtlrmatlor. to the Uniform Crjm~ A:ep-est1kl9 P,!Atorr~tion 
Projectw,r.-.er& I Via'S t:f)~ Prtl1jec: Manager. M.r, MlirtJny reruS>ed to p?ovide this information to the 
~fOJect T.;sm e~'en when it wa;& e>!J'r~nCod to him tl"r8t it'WUuki providi!.1 a lIat.ua:bjao prooltcttc tile 
user ccromunlty, UpCo!'i hia refusal to two requMts for this if1forrnation, I ~ac:omm9nd~d 10 th~ 
Proj"," C"",d;nator, Dr, Y""hio Aki).m. If,," Mr. Murphy 00 "...",,,,,," f"'''''' 1M plaJoot I""m. 
Dr. AkiyaffiV: concurred and advllX!d Mr. Murphy's UnIt Ct.i9! t!i:~t ~i~ ~ervices were no lo~er 
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In Jury 2009 soortf; ofie, hi •• rrNol in Wmcl1e3lef, V" Mr, Murphy Invite<lt<> h"". IUI\C~ .. tn 
h:!j'I. tis !n~law<.i: a.dh:.cus&ion dUNng lun~h b~ rij(jI,.l€lv1lllg rny euppcrtin the performance ofhi!i 
Unit Ch-:ef .pcBiUoti. I fe6:,Ptmded by c;tlyi.ng as IDng ae you doo't liA kJ. fll.P" reque:ot me 10 ~c or 
btHld (he truth, to oomprocnlsi§. my oath uf '~:lhi:cl:i, ~ 1.I'mufti exect..1e. my responstAlities. effeC~\#6Iy 
.nd efiioienlly in support 01 \h. fal rrolsSIOI'l. un~ Chief Murphy di~ nlas~lgn I'M to Ih. Potl",! 
Team wnen he foU!>d out 1I1olll1" ELSUR T .... m !J;ad II"'; tJ:I omission about me. 

This Policy Team reassjgnme'll pl"cad me in dl,ec, coot.ct with Mr, MacDon.lo, hl$ ''''''"'''P''''' 
Waf! n~:r.t to mit'\oe". Mr. iihatOonaid addressed M tasks -or tJ.t.llal'opi..'T{! the- QAR;:. for ttlt;! 
"",,'.gem.n' <of fBI ,,,,,cm:ls ,,,,d ,,'-SUR.. H<c mol with •• ch of M'" a~.;gnsd t<>Ml m.rnbOf5 to 
.""enarn th<! .~ient ofth&lr kMWledge 01 FBI reeDrti<, EL8LIR .. ",ooon,"" and addit.o",,1 roDI. 
Ihoy ""LlIO brtl1\l to tile team. Mr. M""po".!~ \l!"""~e<l (Q Ioca!& tile Rocord M'''''{1"",."t 
Dhtj$i<m {RMD) r&<;Nc.i te'quiremerb and QUickly leBmed that fl!W of the-cu~ !eocrd 
pr'O~li'$$. were doCtlmerrtQcl. He s.hefsd this obesN:;¥tlon wif:h me. i respcnd&d by saytn~ 
",,'oome to RMD. I aillo stated. you think thlilt i, bOd wait 10 you 1IY 00 u~daI1lU,hd ~LSlJR 
pr<>vided him M "x;;",pi<> of the .I.clmftlo 'h<lip' 'S'r","'. to • user inquiry. The ""'po","" 
<!ired"" too UOOI to ",~r" tile dioo""",,, bet"""" "'. "",;"" to bE • ",,,red i<1 th. n.kI, 

I >Iso pm.ideo Mr, f\I4IcDooold with cop;.., of a Wh~" P~por I "",ole on how the current ClSUR 
EAettronic Record SysWrn {ERS) did not meet-the Q.per:ll:1Qflai or rosean . .:h r~l..!lr~ml;'lnt.f1 
neo.""."" to prOlllda .upport to FBI a.;l<'nls io thew Plti."it of oblainin!; • Titie III wiretap 

."tho"'''''"", Mr, M.cDooald ""e.¢<! "'" about thO' "",,,,,lis Of action. ("""" by RMD 
mana~.men! to "'ctff~ tho ,honcomilllr' ! icterrulie<i. ; "pI.'oad tv tlim th.t SA R<>bert WM" 
p".",,"t.ct tho paP"< 01 3 RMO mam,gemelll m.e>tl~g, \,0,1]."-,, he WM dir<>C!ed by D~hr~ O'CI~ir 
.nd GIOfl Scott fl<)\ to hav" myself Of .ny~"" else l<J<)k a! Uw pr"""". Md only "ccepi Ih. 
i"tom'lM'Or, a' r,I'\'l.ented. I explained to Mr. MacDonald th.t3r.ortly oft..,- SA W;,,,, erovidod 
their raapun"" 10 me, I expressed my C<>(lr;.em$ (Q SA Wrnte oml h!> asja he CO<JId do MIi\1n~, 

Mr. MacDJ)lla.1d thellke-d lYle ft,l( m~ input a~cI s.:aiQ I"::~ \.tl::o'1Yl would Incorporate the ElSUR White 
p_r 'nfo(rlloti<>n in llle ELSUR """,rd ~1"n"G.maM lind"Q" I;Ar, MaoDonald ",1'!1!d to 111" 
that h. VI" illstruct<>d by Mr. Murphy to rem_ any negativlty fro," tho El-BVR ~nding, th.t 
irrdicateon poor RMD record man~t!!l!!t1t pr£jctl~s.. At this pDJnt 1 -B..'I'.pffiSS my cMcem£ to Mr. 
Mao Donald that hi. amploym.nt m<9nt be '" jeop.rtiy .in"" h-a oi)jeCIOO to U-,., removal of 
findings Ind1CSilt'l9 that RMD fs remwl;' in prGvidif1!;l dil"l!l«lons, Inmructions, and t.nlilirl~ i!llh~ 
):lrOP!;;l~ fe!;:i!;lrdatlon!:lioo maimemuioo of ELSUR r~oords, 1 exp1airred to. Mr. MacDonald 1hat the 
RMD usurp, lll. siar.a"ld Far in.peolion proo.", Oy pertormll\\J •• II·in.p.ctiem and providing 
1hol:;Co reslJlL,,1c tlie jrjspeclion DMsl<>n)o lieu ~f tb~ lrl$pecl:oo Dlvlslo.'l doing e:rnpf.o.y<:tG 
rl'l~rvif;'ll.l\'\i and job ftHlcirom re~vrs. Mr. MO:fCDon~ld e:w;pressed amaremG:nt ttrSt WI .ager'\Cy 
f~e the FBi v.'Outd alhMT ms temo\'O:I of ~n ern~O"i&e bfy.:;;au~ they ~!d the;. job they were hired [0. 

pMotm, I tocotnmend.d to Mr.I."""DonllJd 1<> lYOtoot him",,'! by gettln9 ~ bur."" ·,"bb? 
80m"""~ who could ~ on hi. beh,lf. I sU9~.""'o 10 Mr. MIlCDon.ld ~'lat RMD ",ana""menl 
1\1>11 $~i hi", uP to !ail and th.n • UQpost his iarmln~tlon ",111 be oosoo an \hi. mli<,Jro, alQng will> a 
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,tat.mom \Q Ilw elieCllhal fie diO m£" the requirem em to be ~ memoor of tho FI3I ia m ily. 

Jt .is my opin~cn Mr. Mae[);:m..ald'$ te-rm in stlo f1: .. vas b~c ~$e he III'O~Q not compromise n~s 
.'tagr~y at th<o dlrectlan 01 RMD "'.n"gem",,! He cli'd hi. job. supporIBd hi, team mombors. 
and lMereeded "oh Glenn Murphy, D~bra O·Cloir. end lInd,,,,,, Soot! 1'11)"'11 U teem ,nemMt (Ki. 
Tabb) WlIssiOQI.d out lor 101101-.1"" FBI empr"l'eeleaw policy atW not jpllowlng th<; 
uMocumeme<i RMD .... .." polloy. Kia Tabt i.lhe sam. o,"NkllJ<li who had b""" V"'b~ll~ 
.... uI1ed i>y Me. Murphy in April 201 0 Whim ,.""Iied in all EEOC action being Illed "!Iolnst Me 
Mu'phy for multipl. EEOC vlol.tlons. The FBI RMD "'''''"gema!>! ~.ti~t.d agalMl Mr. 
M.cOooald becaU!1~ Il~ ct;<j the Job M \\r •• hlr..:l!o do. 

~ 1\.;Io\'t:: .!:l'at> fef(C/ the EO IO'rjtl~n by M/, Mllfphy ~~~tll1g Mr'. Mat;Doliekt't. ~emo't'.$i from th~ 
FBI. A.s s.t~lid fjSl11iEl~, ~ sa1 nQl(t to Mr, M~p:nnaW fur Geve~af ffiQrlthS and never witnessed any 
of th& b&h~.ior M«t. Our oubjr;fflS we", oQparato by ~. low Viall and we could """ "tid hea, 
".ci' mh'" ""d tile conversoti"", W<> ~~d or. "'~ plIClM and with «Mr sWl mel'l\i>eft> on • <laity 
b~~\~, \ na:wwllr1e~t;ed any oftne perstfJ)Biity or .beh;:wj,or is$~ Mr. ftAurph,. wrd.,r-;: in the 
4j~mis8al memo. ! also never t'ieard from .a:nyooo wlthlf! ~ l.init or section any negative remarks 
~bout Mr. MacDonaU's pl'Gie'f;e;.inrral'sFll Of wDr~dflg know1edge of 3tJdit and r;omp~ancG. « 
'"y\hing IMliegaUve beh~vlOfS ~atOO In It,,, tli ... f>iesal CC d_ilbed MI. Murphy. no! Mr. 
Mrn;Donatd. 

I h.'m ,.a<t the Porm 12 that Me. MacDonali:l met! v,Ltd"" US om"" or Speci.1 Counsel .nd 
concur W'ith his flndfngs ar~d illt!' \Ve~KrJeiSe'S 00 folJ~ in ~ ELSUR and R.e.cClrds: Mai"l~gtment 

progreml:io. I am t~!lll1g to te~tffy to this. The- defkiMCiet:. fQenttfle-d by Mr. Ms-oDor'!$fd are 
,,,,lou. aod n."" damagod tho eff"ct",,*,,e •• of thO FSllnves1lgatlve \lfOoe .. to «"I n<>tlling of 
jeopilrdiz:i~\Sl My pftjet jnvsstigaoons where ool~ns mre obtained by t~!" use "r wire- tap 
evide:noo or for al1Y di~ prn::::;~$~$-, In m~ viaW. RMD man~gement ocie:d out of !;;1}jf 

interest and dkj: not ma:ka r;leci~on& in the hest irtterest of itle- aSUR afId PJ',.I10 prog~ft1$> but 
to prntect li1"",,,el,,,,, .nO tt>elr ~oyot>ecks and OOl'U""'. ~"d lh~y dEdn't oart' Who lh&y hM 10 
dii!l'l'logelo dl> it. Til;}y anl'w"", and ool\t!nue to alleW the FBI brea;, the la", as dacumon{cd In 
the F(rfu! 12.. In my ..na-w, they feared f.or'Uleir future bonuse!; i:!M promo1.l~~ 1ItD~k1 bt$ fhnired 
6 tnes€' \Iery' serious OOficienc.i&s werE!< .cofrl:1'tlUnr(:~i~(i ffl ~P,lrlior managemen~ and tfleret.oro tha'i 
elim;natsd Mi. MacDon.a:id as- a pClterrtial threat. 

[ d!<:iat6 l.!r1der f',ien3lty of perj.urt ih~_ U'!8< fore9Di!-Jg hi. true 8.£10 COrTect. 
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