THE SECRETARY OF VETERANS AFFAIRS
WASHINGTON
June 20, 2013

The Honorable Carolyn N. Lerner
Special Counsel

U.S. Office of Special Counsel
1730 M. Street, NW, Suite 300
Washington, DC 20036

Re: OSC File No. D1-13-0603
Dear Ms. Lerner:

an Qutpatient Pharmacy Technician, at the West Palm Beach Department of
terans Affairs Medical Center (VAMC) in West Palm Beach, Florida.

(B)(®)

Wis is in response to your letter regarding allegations reported by
e

alleged that employees at the West Palm Beach VAMC Outpatient
Pharmacy violated VA and Food and Drug Administration (FDA) rules and regulations
by failing to properly dispose of prescription drugs that are returned to the pharmacy.
She also alleged that employees retained and restocked returned prescriptions as a
means of managing pharmacy inventory and that this conduct has been the practice at
the West Palm Beach VAMC Outpatient Pharmacy since RSG5 mcd the
Outpatient Pharmacy Supervisory Technician position in December 2011. The
whistleblower alleged that this practice violates VA policy and FDA rules and regulations
and creates a substantial and specific danger to public health and safety as the
potential exists that the drugs may have been contaminated or otherwise adulterated
while outside the custody of the pharmacy. You asked me to determine whether the
information in the whistleblower's aliegations disclosed a violation of law, rule,
regulation, gross mismanagement, or a substantial and specific danger to public health
and safety.

| asked the Under Secretary for Health to review this matter and conduct an
investigation for the purpose of providing your office with a report as required under
5 U.S.C. § 1213(c) and (d). The investigative team conducted a fact-finding
investigation, which included interviews and documentation reviews, and produced the
enclosed report. The report substantiates that VA policy and FDA rules and regulations
were violated. The report also substantiates that the reassignment in January 2012 of
%ﬁom the outpatient pharmacy vault to the inpatient pharmacy vault and the
October 2012 reassignment from the outpatient pharmacy vault to procurement did not
follow procedures outlined in the VA-American Federation of Government Employees
Master Agreement.
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The Honorable Carolyn N. Lerner

| have reviewed the report and action plan and concur with the findings,
conclusions, and corrective actions. The Veterans Health Administration will monitor
the implementation of corrective actions. Thank you for the opportunity to respond to

these issues, :

Sinceraly,

Enclosure




OFFICE OF THE SECRETARY

Report to the
Office of Special Counsel (0SQC)
OS5C File Number DI-13-0603

Department of Veterans Affairs
VA Sunshine Healthcare Network
Veterans Integrated Service Network 8
140 Fountain Parkway, Suite 600
St. Petersburg, FL. 33716

Veterans Health Administration
Washington, DC

Report Date: May 10, 2013

Any information in this report that is the subject of the Privacy Act of 1974 and/or the Health
Insurance Portability and Accountability Act of 1996 may only be disclosed as authorized by
those statutes. Any unauthorized disclosure of confidential information is subject to the criminat
penalty provisions of those statutes.




Execufive Summary

The U.S. Office of Special Counsel (OSC) requested that the Department of Veterans Affairs
(VA) investigate a complaint lodged with OSC b | a whistleblower at the West
Palm Beach VA Medical Center (VAMC), Outpatient Pharmacy, in West Palm Beach, Florida.
The whistleblower alleged that:

o The West Palm Beach VAMC Outpatient Pharmacy employees violated VA and Food -
and Drug Administration (FDA) rules and regulations by failing to properly dispose of
prescription drugs that are returned to the pharmacy (Veterans Health Administration
(VHA) Handbook 1108.02, Paragraph 19) and FDA Compliance Policy Guides, Section
460.300, (Return of Unused Prescription Drugs to Pharmacy Stock); C-

o These employees also violated VA and FDA rules and regulations by retaining and
restocking prescription drugs that are returned to the pharmacy as a means of managing
and reconciling the pharmacy inventory. The restocking of previously dispensed
prescription drugs creates a substantial and specific danger to public health and safety as
the potential exists that the drugs may have been contaminated or otherwise adulterated
while outside the custody of the pharmacy; and

o The conduct described above has been the practice at the West Palm Beach VAMC
Outpatient Pharmacy since assumed the Outpatient Pharmacy Supervisory
Technician position in December 2011.

The West Palm Beach VAMC conducted an Administrative Investigation Board (AIB) (also
referred to hereafter as “the Board™) as convened by the Network Director, Veterans Integrated
Service Network (VISN) 8 convening memorandum dated December 17, 2012. The report of the
Administrative Investigation was completed and sent to the VISN 8 Director on

February 5, 2013.

Summary of Conclusions

As required by the VISN 8 Network Director’s AIB convening memorandum dated
December 17, 2012, the Board investigated the above allegations and provided the resultant
conclusions using the following points of inquiry-focus:

1. The practice of restocking and re-dispensing returned previously dispensed
ptescription drugs.

2. Improper reconciliation fo the inventory using the restocked, previously returned
dispensed prescription drugs.

3. Failure to destroy returned previously dispensed prescription drugs and failure to
follow VHA Handbook regulations and FDA Compliance Policy Guides.

4, Tnappropriate reassignment of Cara A. Borosky, Outpatient Pharmacy Technician.
5. Evaluation of the risk of drug diversion.




Regarding inquiry-focus 1, the Board concludes the West Palm Beach pharmacy staff improperly
restocked and re-dispensed previously dispensed prescription drugs.

Regarding inquiry-focus 2, the Board concludes the West Palm Beach pharmacy staff improperly
reconciled inventory using medications kept in vials labeled “do not count.”” However, the Board
could not substantiate where the medication came from in these “do not count vials.”

Regarding inquiry-focus 3, the Board concludes the West Palm Beach Pharmacy staff failed to
follow VHA Handbook and medical center policy requirements and FDA Compliance Policy
Guides to destroy controlled substance medications returned in the mail.

Regarding inquiry-focus 4, the Board concludes the reassignment in January 2012 of
Wrom the outpatient pharmacy vault to the inpatient pharmacy vault did not
follow procedures outlined in the VA-American Federation of Government Employees (AFGE)
Master Asreement. The Board also concludes the reassignment in October 2012 of
from the outpatient pharmacy to procurement did not follow procedures

outlined in the VA-AFGE Master Agreement; specifically regarding the action in her personnel
folder, Union notification and department request for volunteers. In addition, the Board notes
_was reassigned from the outpatient pharmacy vault 3 days after voicing
concemns about Tdo not count” bottles and the practice of adjusting inventory using returned

medications.

Regarding inquiry-focus 5, the Board concludes that drug diversion is always a risk in any health
care entity that orders, dispenses, prescribes, and/or administers controlled substances. The
Board concludes West Palm Beach VAMC is at an increased tisk for drug diversion due to
pharmacy staff being inadequately trained and not following VHA Handbook and medical center
policy and procedures, inadequate pharmacy administration oversight for controlled substances,
the culture within the pharmacy, and lack of a fully functional controlled substance inspection
program. Specific items the Board substantiated that increase vulnerability are:

o Inadequate accountability for returned medication;

e Returned medications are not processed for destruction in a timely manner and do not
follow a clear chain of custody;

e The excessive length of time it took to correct a problem once identified. The existence

of “do not count” bottles was identified to pharmacy managerent on October 30,2012,

but was not appropriately processed until December 1, 2012. In addition, no one from

pharmacy management went into the vault and physically viewed the bottles or

questioned what was occurring;

Existence of stock (“do not count™ bottles) not included in the inventory;

Actual physical counts are not completed as part of the 72-hour inventories;

Pharmacist oversight of receipt of controlled substances;

Pharmacy staff do not question things that should not be occurring;

Pharmacy staff and the Controlled Substance Coordinator (CSC) do not believe that

anyone would divert a medication;

o The CSC was not aware of all the requirements in the VHA Handbook for the inspection
program; and




e Controiled Substance Inspectors could not describe how to properly conduct a pharmacy
inspection even after being shown the inspection form they completed.

The Board did not review inspection reports or dispensing and administration of controlled
substances in the inpatient setting, and therefore, cannot conc¢lude if an increased risk exists
therein.

Summary of Recommendations

1. The West Palm Beach VAMC pharmacy staff must immediately cease returning medications
to stock that have been previously issued to patients or returned in the mail, and the Chief of
Pharmacy must develop a system of review to ensure employees are following policy.

2. The West Palm Beach VAMC Chief of Pharmacy must develop a system that tracks chain of
custody of returned controlled substance mailed packages from the warehouse to final
disposition (e.g., destroyed or re-mailed to the patient) on one log versus two separate logs. At
minimum, this log should include: date received in warchouse and signature of warchouse staff:
U.S. Postal Service tracking number; date warchouse delivered to pharmacy and signature of
pharmacy staff receiving; patient name; prescription number; drug/strength/quantity; and date of
disposition and final disposition (written up for destruction or re-mailed to the patient). Chief of
Pharmacy must develop a quality measure that includes physical review on an ongoing basis to

~ ensure process is working and staff is following proper procedure and time frames.

3. The West Palm Beach VAMC pharmacy staff must immediately stop the process of using “do
not count” containers and ensure all medications stocked in the vault are included in the '
inventory.

4. The West Palm Beach VAMC Chief of Pharmacy must put into place a system of physical
review and spot checks of the inner vault, vault inventory, and procedures by a supervisory
pharmacist.

5. The West Palm Beach VAMC Chief of Pharmacy must put into place a system of
measureable, ongoing competencies that will demonstrate that technicians, pharmacists, and
supervisors invelved in controlled substance accountability and dispensing, receive adequate
training and know and follow VHA policy and Drug Enforcement Agency regulations for
controlled substance management.

6. The West Palm Beach VAMC Chief of Pharmacy must require staff to identify and report
processes that are not in compliance with policy and develop a positive culture where staff can
question practices without fear of reprisal.

7. The West Palm Beach VAMC human resources office should provide training to pharmacy
managers on procedures for detailing staff.

8. The West Palm Beach VAMC Director must ensure CSC is knowledgeable regarding all the
requirements of the controlled substance inspection program.




9. The West Palm Beach VAMC Director must ensure the controlled substance inspectors are
properly trained and competent to perform inspections.

10, The West Palm Beach VAMC CSC should cease conducting all inspections himself every
other month and instead use inspectors.

11. The West Palm Beach VAMC Director and Chief of Pharmacy should heighten awareness
about diversion and empower staff to question and report any suspicions in a non-punitive
culture. There is still a need to verify processes in a trusting culture as this is a high risk area.

12. The West Palm Beach VAMC Director should consider the need for Pharmacy Benefits
Management staff to provide on-site training for pharmacy and inspection program staff on the
management of controlled substances and the controlled substance inspection program.

13. Appropriate disciplinary or other administrative action should be considered with respect to
the West Palm Beach VAMC Outpatient Pharmacy Vault Technician for not following medical
center policy and to the West Palm Beach VAMC Outpatient Pharmacy Supervisory Technician
for not following medical center policy and to the West Palm Beach VAMC Chief of Pharmacy
for not providing adequate supervisory oversight of the vault activities and not following VA-
AFGE Master Agreement for employee details.




Report to the Office of Special Counsel (OSC)
1. Summary of Allegations

The U.S. Office of Special Counsel {OSC) requesied i epartment of Veterans Affairs
(VA) investigate a complaint lodged with OSC b a whistleblower at the West
Palm Beach VA Medical Center (VAMC), Outpatient Pharmacy, In West Palm Beach, Florida.
The whistleblower alleged that:

1. The West Palm Beach VAMC Outpatient Pharmacy employees violated VA and Food
and Drug Administration (FDA) rules and regulations by failing to properly dispose of
prescription drugs that are returned to the pharmacy (Veterans Health Administration (VHA)
Handbook 1108.02, Paragraph 19) and FDA Compliance Policy Guides, Section 460.300,
(Return of Unused Prescription Drugs to Pharmacy Stock);

2. These employees also violated VA and FDA rules and regulations by retaining and
restocking prescription drugs that are returned to the pharmacy as a means of managing and
reconciling the pharmacy inventory. The restocking of previously dispensed prescription
drugs creates a substantial and specific danger to public health and safety as the potential
exists that the drugs may have been contaminated or otherwise adulterated while outside the
custody of the pharmacy; and

3. The conduct described Q(B-)-(e)- has been the practice at the West Palm Beach VAMC
Qutpatient Pharmacy since hssumed the Qutpatient Pharmacy Supervisory

Technician position in December 201 1.

I1. Facility Profile

The West Palm Beach VAMC Outpatient Pharmacy is within the West Palm Beach VA Medical
Center system which provides health care to 63,720 eligible Veterans in a 7-county area along
Florida’s Treasure Coast. Comprehensive services include medical, surgical, and psychiatric
inpatient care and outpatient services. In addition, primary care, mental health services, and
retinal screenings are also provided by the six community-based outpatient clinics located in the
adjacent counties of Hendry, Glades, Martin, St. Lucie, Okeechobee, and Indian River.
Geriatrics and Extended Care Service offers community residential care, adult day health care,
respite, and hospice in addition to nursing home care and Home Based Primary Care. Over
646,218 outpatient visits and 6,713 inpatient discharges occurred in fiscal year 2011, State-of-
the-art equipment and professional employees dedicated to patient-centered care distinguish this
facility as first class.

1. Conduct of the Investigation

The AIB as convened by Director, Veterans Integrated Service Network (VISN) 8 memorandum
dated December 17, 2012, was conducted pursuant to the OSC December 7, 2012, letter to the
Secretary of Veterans Affairs, concerning the allegations regarding the West Palm Beach
VAMC, Outpatient Pharmacy, in West Palm Beach, Florida. The AIB’s report was received by

6




the VISN 8 Network Director from the Board, and it illustrated the facts and circumstances
regarding the allegations involving the West Palm Beach VAMC Outpatient Pharmacy
Supervisory Technician, Outpatient Pharmacy Vault Technician, and Controlled Substance
Cootdinator (CSC) as set forth in the letter dated December 7, 2012. As required by the VISN 8
Network Director’s AIB convening memorandum dated December 17, 2012, the Board
interviewed the below listed individuals in investigating the above allegations using the
following points of inquiry-focus:

1. The practice of restocking ard re-dispensing returned previously dispensed prescription
drugs. : ‘

2. Tmproper reconciliation to the inventory using the restocked returned previously dispensed
prescription drugs.

3. Failure to déstroy returned previously dispensed prescription drugs and failure to follow VHA
Handbook regulations and FDA Compliance Policy Guides.

. , (B)(6) . .
4, Inappropriate reassignment of _ Qutpatient Pharmacy Technician.

5. Evaluation of the risk of drug diversion.

ded the letter of OSC referring a whistleblower
-disclosure, the sworn testimony o the whistlebiower to OSC, and swomn
testimonies from multiple West Palm Beach VAMC employees. In addition, the Board reviewed
controlled substance inspection reports and supporting documentation for the months of
May 2012 through November 2012, controlled substance balance adjustment reports from
Tune 4, 2012, to January 7, 2013, controlled substance drug destruction records for the months of
March 2012 through December 2012, prescription records, the handwritten U.S. Postal Service
(UPS) return log maintained by the warchouse, the handwritten UPS return log maintained by
the outpatient pharmacy for the months of June 2012 through August 2012, UPS shipment
records, and pharmacy purchase invoices.

The Board’s report of investigatio

The Board did substantiate allegations when the facts and findings supported that the alleged
events or actions took place. The Board did not substantiate allegations when the facts showed
the allegations were unfounded or when there was no conclusive evidence to either sustain or
refute the allegations.

List of individuals who were interviewed:

utpatient Pharmacy Technician;

Outpatient Pharmacy Vault Technician;
(IO O tpatient Pharmacy Supervisory Technician;
QI0) Chief of Pharmacy Service;

(B)(6) Program Support Assistant;

(B)(6) | Pharmacist Technician,
(B)(6) ead Vault Technician;
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Dutpatient Lead Pharmacist;

Outpatient Pharmacist;

Qutpatient Pharmacist;

Supervisory Pharmacy Technician;

Pharmacy Secretary,

Pharmacy Technician;

isual Impairment Coordinator, Blind Rehab Center;
Program Support Assistant, Controlled Substance Inspector (CSI);
Vocational Rehabilitation Specialist, CSI;

Clerk Typist (Environmental Management Service-Laundry), CS; and
Medical Support Assistant. ‘
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IV. Summary of Findings and Conclusions to Support Conclusions and Recommendations
based on Evidence Obtained from the Investigation

Investigation Point of Focus 1: The practice of restocking and re-dispensing returned
previously dispensed prescription drugs.

Findings:
1. A random review of 17 prescriptions listed on UPS retum logs showed:

a. The below listed three prescriptions returned to stock in violation of VA policy:
i, RX 100357728 Morphine Sulfate 30mg SR Tablet #12
i, RX 100342977 Methadone HCL 10mg Tab #90
iii. RX 100357327 Hydromorphone HCL 4mg Tab #180

b. The below listed two prescriptions were not listed on the destruction log, not re-shipped by
UPS, and not added back into inventory. Therefore, disposition of medication could not be
determined.

i. RX 100367768 Amphetamine/Dextroamphetamine 30mg SA #60

ii. RX 100365643 Morphine 30mg IR Tab #180

c. The below listed four prescriptions were not listed on the destruction log and not added back
into inventory. Re-shipping by UPS could not be determined as their tracking data was limited
to dates after September 12, 2012. Therefore, disposition of medication could not be determined.

i. RX 100360976 Oxycodone Smg/Acetaminophen 325mg Tab #240

ii. RX 100346194 Fentanyl transdermal Patch 75mcg/br #10

iii. RX 100351930 Oxycodone Smg/Acetaminophen 325mg Tab #90

iv. RX 100356837 Morphine 100mg SR Tab #50

d. Three prescriptions were re-issued to the patient, One prescription was re-labeled and picked
up by the patient at the window (RX 100366844 Methadone [0mg Tab #240), one prescription
was re-labeled and re-mailed to the patient approximately 23 days after it was returned in the
mail (RX 100365032 Codeine 30mg Tab #180), and one prescription was re-labeled and




re-mailed to the patient 7 days after it was returned in the mail (RX 100363981 Oxycodone
5mg/m] oral solution #600ml).

The following listed five prescriptions were listed on the destruction log:

RX# Drug Date rec’d from UPS  Date written up for destruction Number of days
between received
and written up for

destruction
104363181 Morphine SA 15mg #60  10/2/2012 10/8/2012 & days
100366713 Morphine SA 100mg #90 11/8/2012 11/21/2012 13 days
100365208 Morphine SA [5mg #90  10/19/2012 1172372012 35 days
100365208 Motphine SA 15mg #90  10/15/2012 11£23/2012 35 days
100363650 Methadone 10mg #60 10/4/2012 10/8/2052 4 days

Conslusion: The Board concludes the West Palm Beach pharmacy staff restocked and
re-dispensed previousty dispensed prescription drugs. This conclusion is supported by the above
findings where it is indicated that medications returned (raees DS wore documented as returned
1o inventory and further supported by testimony where| testified she was asked
(B)(G) o take medications from a returned boftle to add them to stock. This is
consistent Wiy [legation in her complaint that, when drugs were returned to
the pharmacy, they were deposited into small individual vials labeled as “do not count” and
placed behind large stock bottles containing the same drug and were used as a means of
remedying the inventory if a count was off. This yasalsg coroba ated (B)(e)
testimony in that she validated that she did direct o place 19 methadone tablets
from a “do not count” bottle into the methadone stoc

Investigation Point of Focus 2: Improper reconciliation to the inventory using the
restocked returned previously dispensed prescription drugs.

Findings:

(B)(G) estified medications from the “do not count” bottles were used to balance the
inventory on 72-hour counts.

2. Pharmacy technicians _an )6 testified seeing “do not count”

bottles in the vault but never opened or questioned them.

Conclusion: The Board concludes the West Palm Beach pharmacy staff improperly reconciled
inventory using medications kept in vials labeled “do not count.” This conclusion is supported

by the testimony of w}m stated that medications in “do not count” vials were used to
adjust inventory when the 72-hour count was off. However, the Board could not substantiate

where the medication came from in these “do not count vials.” ST SCHEN
could not aceurately describe how excess medication accumulated. Both of them stated that
sometimes bottles were over and sometimes under, or the pharmacy would switch brands and
there would be a couple of tablets of the old brand. The Board, however, concludes pharmacy
switching of brands would not result in non-count tablets/capsules. Neither pharmacy
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management not the CSC physically examined the vials and contents once aware of the situation
to know what was actually in them. The other technicians interviewed testified they never
touched the vials or looked into them.

Investigation Point of Focus 3: Failure to destroy returned previously dispensed
preseription drugs and failure to follow VHA Handbook regulations and FDA Compliance
Policy Guides.

Findings:

1. The number of packages listed on the pharmacy log is less than the number of packages
pharmacy employees signed for on the warehouse log as shown below.

Month # Entries on Warehouse Log # Entries on Pharmacy Log
signed by a pharmacy employee

June 14 8

July 20 2

August 21 18

September 9 7

QOctober 23 ' 20

November 11 2

December - 13 12

Total for Jane thru Dec. 111 69

2. A random review of 17 prescriptions listed on the UPS return logs showed the anomalies as
listed in the above Investigation Point of Focus.

(B)(6) . . P
3. Both nd estified the expectation for practice is that returmed
medications are written up 10T des on within 2-3 days if the patient cannot be contacted.

4. West Palm Beach VAMC Medical Center Policy # 119D-09-010, “Procedure for the
Documentation and Destruction of Controlled Substances in the Outpatient Pharmacy,” provides
clear instructions on how staff should handle, count, and process for destruction medications
returned by patients and other medical center staff by close of business (COB) that day. The
policy states: “Immediately afier the counting, the person receiving the drug will take the drug
to the narcotic vault, The drug will be counted again by the pharmacist or technician receiving
the drug in the vault. The person receiving the drug in the vault will enter the drug and the
quantity to be destroyed on VA Form 10-2321 for destruction by COB. The form will then be
signed by a witness that brought the drug to the vault and the person that prepared the destruction

form.”

5. (B)(6) | Qutpatient Pharmacist, testified she counts the medications with the patient or
staff but then just hauds the boitle to the technician in the vault. She did not describe processing
for destruction with the technician.
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(B)(6) . . . . .
6. - Outpatient Lead Pharmacist, testified she counts the medications with the
patient or staff but then just hands the bottle to the technician in the vault. She did not describe
processing for destruction with the technician.

7. utpatient Pharmacist, testified she was given new instructions about 1 month
ago to process the medication for destruction with the technician when turning it over to the
vault. Prior to that timeframe, she handed the bottle to the technician after counting it and did
not process it with the technician that day.

8. FDA’s Compliance Policy Guidance on Return of Unused Prescription Drugs (January 2010)
states: “A Pharmacist should not return drugs to his stock once they have been out of his
. possession.” :

9. VHA Handbook 1108.01, Controlled Substances (Pharmacy Stock), page 13 states: “The
local medical center’s Pharmacy Service needs to tectify controlled substance issues when
Consolidated Mail Outpatient Pharmacy (CMOP) mailed prescriptions do not reach their
intended destination. If these controtled substances left the pharmacy and cannot be delivered to
the intended patient they must be logged for destruction in accordance with paragraph 19.”

10. Medical Center Memeorandum (MCM) 548-119-335, Controlled Substances, Storagé,
Distribution, Administration and Accountability, states: “Controlled substances returned by U.S.
Postal Service as undeliverable will be destroyed.”

Conelusion: There was a failure to destroy returned previously dispensed prescription drugs and
failure to follow VHA Handbook regulations and FDA Compliance Policy Guides. The Board
concludes the West Palm Beach pharmacy staff failed to follow VHA Handbook and medical
center policy requirements and FDA Compliance Policy Guides to destroy controlled substance
medications returned in the mail. The number of days between when prescriptions were returned
in the mail to be processed for destruction ranged from 4-35 days for the 5 returned prescriptions
reviewed. The incomplete record keeping in pharmacy prevented the Board from determining
the disposition of all returned controlled substance packages from the warchouse. The
warehouse log showed pharmacy staff signed for 111 packages; however, the pharmacy log only
listed the disposition for 69 packages. For patient/staff returns at the window, of the three
pharmacists interviewed, only one was aware of the policy to process medications for destruction
with the vault technician by COB the same day. The pharmacist aware of the policy had only
begun following it in the last month. ,

Investigation Point of Focus 4: Inap'propriate reassignment o (B)6)
Outpatient Pharmacy Technician,
Findings:

(B)(6) . (B
L. Pharmacy Technician, ang Lead Vault

Superviso
Technician, testified thatw started working in the inpatient vault in January 2012.

GIG)] . .
2, - Chief of Pharmacy Service, sent a memorandum to the Union on

Il




February 10, 2012, which stated that botnd“ould be detailed to

the inpatient vault on a rotating basis after training.

3. American Federation of Government Employees (AFGE) Master Agreement, Article 13 ~
Reassignment, Shift Changes, and Relocations, Section 2, stipolates that both management and
the Union agree that reassignment is a subject appropriate for local bargaining. This requires
prior notification to the Union before implementation of the reassignment action.

Conclusion:

There was an inappropriate reassignment o )5 (B)(6). natient Pharmacy Technician.
The Board concludes the reassignment in January 2012 o rom the outpatient
pharmacy vault to the inpatient pharmacy vault did not follow procedures outlined in the VA-

AFGE Master Agreem card finds no evidence the Union was notified prior to
February 10, 2012, and could not provide documentation in the form of an e-mail
or memo that RIS olunteered. In addition, because as on
medical leave for 6 weeks immediately prior to the detail, the Board finds she could not have
unteered. The testimony of] and support the testimony of
that she began working in the vault in January 2012. In addition, the Board
concludes the reassignment in October 2012 of (SIS ot the outpatient pharmacy to
procurement did not follow procedures outlined in the VA-AFGE Master Agreement;
specifically, recording the action in her personne! folder, Union notification, and Department
request for volunteers. The Board notes that was reassigned from the pharmacy
outpatient vault 3 days after voicing concerns about “do not count” bottles and the practice of
adjusting inventory using returned medications. The Board was not able to conclude the
reassignment was a direct resuit of her complaints. Her previous reassignment in January 2012
was done in a similar manner without prior notice, and at that time, she had just returned from
6 weeks of leave. The Board did not receive any testimony or evidence that the reassignment in
January 2012 was prompted by any employee complaints or allegations. The Board concludes
that neither reassignment followed the procedures outlined in the VA-AFGE Master Agreement.

Investigation Point of Focus 5: Evaluation of the risk of drug diversion.

Findings:
B)(6 . . 23

1, (B)e) estified that medications from the “do not count” bottles were used to balance

the inventory on 72-hour counts.

Conelusion: In evaluation of the risk of drug diversion, drug diversion is always a risk in any
health care entity that orders, dispenses, prescribes, and/or administers controlled substances.
The Board concludes that the West Palm Beach VAMC Outpatient Pharmacy is at an increased
risk for drug diversion due to pharmacy staff being inadequately trained and not following VHA
and medical center policy and procedures, inadequate pharmacy administration oversight for
controlled substances, the culture within the pharmacy, and lack of a fully functional controlied
substance inspection progratm.
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Specific items the Board substantiated that increase vulnerability are:

Inadequate accountability for returned medication;

e Returned medications are not processed for destruction in a timely manner and do not
follow a clear chain of custody;

e The excessive length of time it took to correct a problem once identified;

e The existence of “do not count” bottles was identified to pharmacy management on

October 30, 2012, but was not appropriately processed until December 1, 2012. In

addition, no one from pharmacy management went into the vault and physically viewed

the bottles or questioned what was occurring;

Existence of stock (“do not count” bottles) not included i in the inventory;

Actual physical counts are not completed as part of the 72-hour inventories;

Pharmacist oversight of receipt of controlled substances;

Pharmacy staff do not question things that should not be occurring;

Pharmacy staff and the CSC do not believe that anyone would divert a medication;

The CSC was not aware of all the requirements in the VHA Handbook for the inspection

program; and

o CSIs could not describe how to properly conduct a pharmacy inspection even after shown
the inspection form they completed.

@ @ & ¢ 8 o

The Board did not review inspection reports or dispensing and administration of controlled
substances in the inpatient setting, and therefore, cannot conclude if an increased risk exists
there.

Summary of recommendations based upon the above-stated conclusions:

1. The West Palm Beach Pharmacy staff must immediately cease retmnixig medications to stock
that have been previously issued to patients or returned in the mail, and the Chief of Pharmacy
must develop a system of review to ensure employees are following policy.

2, The West Palm Beach Chief of Pharmacy must develop a system that tracks chain of custody
of returned controlled substance mailed packages from the warehouse to final disposition (e.g.,
destroyed or re-mailed to the patient) on one log versus two separate logs. At minimurmn, this log
should include: date received in warechouse and signature of warehouse staff; UPS tracking
number; date warehouse delivered to pharmacy and signature of pharmacy staff receiving;
patient name; prescription number; drug/strength/quantity; and date of disposition and final
disposition {written up for destruction or re-mailed to the patient). Chief of Pharmacy must
develop a quality measure that includes physical review on an ongeing basis to ensure process is
working and staff is following proper procedures and timeframes.

3. Immediately stop the process of using “do not count” containers and ensure all medications
stocked in the vault are included in the inventory.

4. The Chief of Pharmacy must put into place a system of physical review and spot checks of the
inner vault, vault inventory, and procedures by a supervisory pharmacist.
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5. The Chief of Pharmacy must put into place a system of measureable, ongoing competencies
that will demonstrate that technicians, pharmacists, and supervisors involved in controlled
substance accountability and dispensing receive adequate training and know and follow VHA
policy and Drug Enforcement Administration (DEA) regulations for controlled substance
management.

6. The Chief of Pharmacy must require staff to identify and report processes that are not in
compliance with policy and develop a positive culture where staff can question practices without
fear of reprisal.

7. Human resources should provide training to pharmacy managets on procedures for detailing
staff.

8. The medical center director must ensure the CSC is knowledgeable regarding all the
requirements of the controlled substance inspection program.

9. The medical center director must ensure CSIs are properly trained and competent to perform
inspections.

10. The CSC should cease conducting all inspections himself every other month and instead use
inspectors.

11. The medical center director and Chief of Pharmacy should heighten awareness about
diversion and empower staff to question and report any suspicions in a non-punitive culture.
There is still a need to verify processes in a trusting culture as this is a high risk area.

12. The facility director should consider the need for Pharmacy Benefits Management (PBM)
staff to provide on-site training for pharmacy and inspection program staff on the management of
controlled substances and the controlled substance inspection progranmi,

13. Appropriate disciplinary or other administrative action should be considered with respect to
the Outpatient Pharmacy Vault Technician for not following medical center policy and to the
OQutpatient Pharmacy Supervisory Technician for not following medical center policy and {o the
Chief of Pharmacy for not providing adequate supervisory oversight of the vault activities and
not following VA-AFGE Master Agreement for employee details.

14. Appropriate disciplinary action ot other administrative action should be considered
regarding the first level supervisor o IS ©o: i2iling to follow the VA-AFGE
Master Agreement for emplayee details, This additional recommendation is included
commensurate with the Addendum to the AIB Report received per receipt of the additional
information requested of the Board and the legal review for compliance with VA Directive 0700
and VA Handbook 0700 — Certification by the Convening Authority.




Summary of corrective actions taken based on the above-stated recommendations:

I. The West Palm Beach pharmacy staff must immediately cease returning medications to stock
that have been previously issued to patients or returned in the mail, and the Chief of Pharmacy
must develop a system of review to ensure employees are following policy.

a. On January 10, 2013, the AIB concluded its on-site work. On January 11, 2013, the
Pharmacy Chief was detailed out of the role pending the outcome of the investigation. He was
prowded a formal detail memo reflecting the change. His office space was formally relocated to
the 2™ floor and his pharmacy access was removed, The Associate Chief of Pharmacy from
Orlando was detailed to the West Palm Beach VAMC from January 22, 2013, through

March 22, 2013, He effectively assessed the highest priority items, developed the necessary
infrastructure to allow sustained improvement, and developed the Associate Chief of Pharmacy
at the West Palm Beach VAMC to prepare her to assume leadership when he departed on
March 22, 2013.

b. On January 14, 2013, Qutpatient Pharmacy leadership including the Associate Chief of
Pharmacy and the Qutpatient Pharmacy Supervisor were furnished with applicable VHA
Handbooks (1108.01 and 1108.02) and local policies related to appropriate management of
controlled substances and were verbally instructed to review these documents as well as
complete Talent Management System-based controlled substance training to ensure that policies
are being followed. By January 22, 2013, both the Outpatient Pharmacy Supervisor and the
Associate Chief of Pharmacy were given memos outlining these assignments and were given
untif January 31, 2013, to complete the work. Both the Qutpatient Pharmacy Supervisor and the
Associate Chief of Pharmacy formally completed the work on time and signed a memo reflecting
completion on January 31, 2013.

¢. Between January 18, 2013, through January 25, 2013, all Outpatient Pharmacy Pharmacists
and all Qutpatient Controlled Substance Technicians were furnished with VHA

Handbook 1108.01 and local policies refated to appropriate management of controlled
substances. All Outpatient Pharmacy Pharmacists and atl Outpatient Controlled Substance
Technicians received this information both verbally and in a memo outlining these assignments.
All staff provided a memo back to the Associate Chief that assignments were completed by
February 8, 2013.

d. The ability to performa a return to stock was removed from all Outpatient Pharmacy
Controlled Substance Technicians. Only the Outpatient Pharmacy Supervisor and Lead
Pharmacist perform this function, Medications that are returned from the patient or via the mail
are processed for destruction and never returned to stock. Medications that are returned to stock
are only those medications that never left the Outpatient Pharmacy. '

All above actions have been completed and are currently in place as stated.
2. The West Palm Beach Chief of Pharmacy must develop a system that tracks chain of custody

of returned controlled substance mailed packages from the warehouse to final disposition
(e.g., destroyed or re-mailed to the patient) on one log versus two separate logs. At minimunm,




this log should include: date received in warehouse and signature of warehouse staff; UPS
tracking number; date warchouse delivered to pharmacy and signature of pharmacy staff
receiving; patient name; prescription number; drug/strength/quantity; and date of disposition and
fina] disposition (written up for destruction or re-mailed to the patient). The Chief of Pharmacy
must develop a quality measure that includes physical review on an ongoing basis to ensure the
process is working and staff is following proper procedure and timeframes,

a, On February 7, 2013, the Acting CSC, Acting Chief of Pharmacy, and Acting Chief of
Logistics revised the current Pharmacy Service Policy to improve documentation of the chain of
custody of returned controlled substance mailed packages. Logistics and Pharmacy have
maintained separate logs, but the two documents are reconciled and saved in their respective
services for audit. After a more thorough review of the AIB findings received on

February 25, 2013, Pharmacy and Logistics are in the process of creating one log that will be
used to track the chain of custody of returned controlled substance mailed packages from the
warehouse to its final disposition. This was concluded April 9, 2013.

b. The CSIs will verify the use of a single log and reconciliation of inforration on the single log
during their monthly unannounced controlied substance inspection of the outpatient vault. The
CSIs will also verify the final disposition of any medications documented as “destroyed” on this
log. The Acting CSC has included this reconciliation as a part of the checklist to be completed
by the CSls, and will also track the information in the CSC monthly report to the quad. This
process is effective and in place as of April 11,2013,

c. In order to safe guard against controlled substances being returned by means outside of the
logistics/pharmacy chain of command, on January 31, 2013, pharmacy distributed
correspondence electronically to all pharmacy staff, medical staff, Facility Service Chiefs,
Medical Service Chiefs, Nursing Service, and Leadership rescinding the local standard operating
procedure titled "Return of Controlled Substances to Pharmacy for Destruction.” All actions
have been completed and are currently in place as of January 31, 2013.

All actions have been completed and are currently in place as stated.

3. Immediately stop the process of using “do not count” containers and ensure all medications
stocked in the vault are included in the inventory. '

a. The use of “do not count” containers does not adhere to VAMC policy.

b. On January 15, 2013, during a 100-percent count of the outpatient pharmacy vault stock
completed by VISN 8 PBM, Acting CSC, Associate Director, Acting Chief of Pharmacy, and
outpatient pharmacy management team members, the VISN 8§ PBM trained all attendees on the
appropriate manner in which to conduct 2 72-hour count. The VISN PBM also trained attendees
on who is appropriate to complete the 72-hour count.

c. On January 15, 2013, the use of “do not count” containers was immediately stopped.
Seventy-two hour counts were being overseen by pharmacists, not pharmacy technicians.
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d. CSlsare conducting inspections within the vault and verifying that “do not count” containers
are ot in use. This process is effective and in place as of January 10, 2013.

All actions have been completed and are currently in place as stated.

4. The Chief of Pharmacy must put into place a system of physical review and spot checks of the
inner vault, vault inventory, and procedures by a supervisory pharmacist.

a. On January 13, 2013, the Outpatient Pharmacist Supervisor began participating in the 72-hour
count of the outpatient pharmacy vault to ensure that procedures are being followed. The
Outpatient Pharmacist Supervisor participates in the 72-hour inventory on Tuesdays and the
Lead Pharmacist participates on Fridays. There is one designated back-up pharmacist who
participates in the 72-hour inventory if the Outpatient Pharmacist Supervisor or Lead Pharmacist
is on leave for their assigned day.,

b. All 72-hour inventory discrepancies ate immediately reported to the Chief of Pharmacy.

c. On Jamuary 18, 2013, Outpatient Pharmacy Vault Technicians were re-aligned under the
Outpatient Pharmacist Supervisor from the Pharmacy Technician Supervisor.

All actions have been completed and are currently in place as stafed.

5. The Chief of Pharmacy must put into place a system of measureable, ongoing competencies
that will demonstrate that technicians, pharmacists, and supervisors involved in controlled
substance accountability and dispensing receive adequate training and know and follow VHA
policy and DEA regulations for controlled substance management.

a. VHA Handbook 1108.01 and local policies related to the management of controlled
substances have been provided to all technicians, pharmacists, and supervisors working in the
outpatient pharmacy vault. Confirmation memos were received from all staff that assignments
were received and read. Pharmacy will update annually and include in the individuals
competency folder.

All has been completed and is in place as stated.

6. The Chief of Pharmacy must require staff to identify and report processes that are not in

compliance with policy and develop a positive culture where staff can question practices without

fear of reprisal.
Action in this regard is pending.

7. Human resources should provide training to pharmacy managers on procedures for detailing
staff. '

a. On April 18, 2013, human resources provided this training to pharmacy managers on
procedures for detailing staff,




All training has been completed as stated,

8. The medical center director must ensure the CSC is knowledgeable regarding all the
requirements of the controlled substance inspections program.

a. On January 11, 2013, the CSC was detailed out of the CSC role and a Registered Nurse was
identified as Acting CSC. On January 15, 2013, the Acting CSC was formally detailed into the
position and dedicated to the CSC role 50 percent of the time.

b. On January 14, 2013, the Associate Director provided the Acting CSC a list of all VA
directives and medical center and service policies related to controlled substances and
communicated the expectation that the Acting CSC would complete Talent Management
System-based CSI[ and CSC training. On January 16, 2013, the Acting CSC confirmed
completion of the Talent Management System-based training and reviews of all applicable
documents as described above.

c. Asof April 5, 2013, the Acting CSC remains in the role and has expressed interest in the role
being a permanent coliateral duty. Upon completion of the AIB/OSC review, a permanent CSC
will be announced and selected.

All actions have been campleted and are currently in place as stated,

9. The medical center director must ensure CSIs are properly trained and competent to perform
inspections.

a. On January 18, 2013, the Acting CSC was charged with re-training the existing CSIs and
solicited for new CSIs to expand the pool. With one exception, the existing CSIs completed
Talent Management System-based CSI training by January 31, 2013, One remaining existing
CSI completed the training on February 20, 2013. All existing CSIs also received face-to-face
training with the Acting CSC on January 18, 2013.

b. By January 31, 2013, the Acting CSC chose 3 additional CSIs. All completed their Talent
Management System training on February 1, 2013, and had a 4-hour face-to-face orientation
with the Acting CSC on February 15, 2013.

¢. The Acting CSC participated in controlled substance inspections with all of the existing and
new CSls during February and March 2013 to assess competencies. In addition, the new CSls
have completed at least one inspection with an experienced CSL

d. The Acting CSC has developed a competency form and documented competencies on all
current CSIs. This competency form will be maintained by the Acting CSC and updated

annually. -
All actions have been completed and are currently in place as stated.

10. The CSC should cease conductihg all inspections himself every other month and instead use
inspectors.

I P



a, Process stopped on January 11, 2013. The Acting CSC did personally complete inspections
of the outpatient (January 15, 2013) and inpatient (January 15, 2013, and January 29, 2013)
pharmacy vaults with the VISN PBM and Acting Chief of Pharmacy to oversee the transfer of
custody to the Acting Chief.

b. The Acting CSC also completed at least one inspection with each of the existing and new
CSIs during the months of January, February, and March 2013 to confirm and document
competencies. As of April 25, 2013, all new CSIs have completed the inspections.

All actions have been completed and are currently in place as stated

1. The medical center director and Chief of Pharmacy should heighten awareness about
diversion and empower staff to question and report any suspicions in a non-punitive culture.
There is still a need to verify processes in a trusting culture as this is a high risk area.

Action in this regard is pending.

12. The facility director sheuld consider the need for PBM staff to provide on-site training for
pharmacy and inspection program staff on the management of controlied substances and the
controlled substance inspection progran.

a. Between Jamuary 11, 2013, and January 18, 2013, the VISN PBM provided on-site support
and training to leadership and pharmacy staff regarding the management of controlled
substances. This is an ongoing process. Commensurate with the on-site support and training in
January, the VISN PBM has agreed to return in June 2013 for additional training and to check on
the status of the West Palm Beach pharmacy processes. ,

: All has been completed and is in place as stated,
with note that follow-up training and support will take place in June 2013.

13. Appropriate disciplinary or other administrative action should be considered with respect to
the Outpatient Pharmacy Vault Technician for not following medical center policy and to the

~ Qutpatient Pharmacy Supervisory Technician for not following medical cernter policy and to the

Chief of Pharmacy for not providing adequate supervisory oversight of the vault activities and
not following VA-AFGE Master Agreement for employee details.

Action in this regard is pending.

14. Appropriate disciplinary action or other administrative action should be considered
regarding the first level supervisor ofor failing to follow the VA-AFGE
Master Agreement for employee details. This additional recommendation is included
commensuate with the additional information requested and received from the Board and the
legal review for compliance with VA Directive 0700 and VA Handbook 0700 -- Certification by

the Convening Authority.

Action in this regard is pending.
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Attachments

(1) Medical Center Memorandum 548-119-335 dated, April 7, 2012,

(2) FDA’s Compliance Policy Guidance CPG Section 460.300 on Return of Unused Prescription
Drugs (fanvary 2010).

(3) VHA Handbook 1108.01 and .02, Controlled Substances (Pharmacy Stock).

(4) VA Handbook 7002, Logistics Management Procedures.




DEPARTMENT OF VETERANS AFFATRS MEDICAL CENTER MEMORANDUM
MEDICAI: CENTER NUMBER: 548-119-335
WEST PALM BEACH, FLORIDA APRIL 7, 2012

CONTROLLED SUBSTANCES, STORAGE, DISTRIBUTION, ADMINISTRATION AND
ACCOUNTABILITY

1. PURPOSE: To establish a system that maintains
accountability for the ordering, dispensing, administration and

inventory of controlled substances.

2. POLICY: All controlled substances are delivered directly to
the Pharmacy Service in unopened containers from the Prime Vendor
or from VA Warehouse Staff. The opening and acknowledgment of
receipt of CII-CV drugs will be performed in the pharmacy and
witnessed by the Accountable Cfficer (AQ). Note: Methadone is
received by the BAccountable Officer and a Registered Pharmacist.

A, All controlled drugs issued to the pharmacy are received
in the inpatient main pharmacy wvault by the pharmacy controlled
substances technician or designee. Methadone will be signed for
by the inpatient pharmacy supervisocr or pharmacist designee.
These drugs are dispensed from this vault upon receipt of an
order, to the outpatient vault, pharmacy PYXIS or PYXIS machines,
nursing units, and medical center clinics,

B. Only a practitioner who is credentialed and privileged
at the West Palm Beach VAMC and who is authorized by VA
Regulation and Federal Law, may prescribe controlled drugs for
patients in the course of his/her practice. Fee basis physicians
who are authorized by individual DEA licensure to prescribe
controlled substances may prescribe controlled substances to
their VA Fee Basis patients.

(1) Inpatient :

{a} Schedule II narcotics will be ordered through
CPRS using authorized provider’s electronic signature. Orders
for Schedule II narcotics will be written for a pericd not to
exceed 72 hours, (provider may specify up to 14 days without
renewal in Extended Care and Blind Rehab).

{b) Schedule IIT through V controlled substances
will be ordered through CPRS, using the authorized provider’s
electronic signature. These drugs will be written for a period
not to exceed 7 days, {(provider may prescribe up to 30 days
without renewal in Extended Care and Blind Rehab).

{2) Qutpatient




{a) - Schedule II controlled substances will be
ordered on VA form 10-2577F and entered electronically through
CPRS using the authorized provider’s electronic signature. These
drugs will be written for a period not to exceed 30 days with no
refills. ‘ T ‘ :

(b) Schedule III through V controlled substances
will be ordered via CPRS, using electronic signature.

C. The Electronic Medical Record (EMR) blocks midlevel
providers (ARNP, CNS, PharmD, PA) from beihg the issuing
provider/signer for all controlled substance orders. However,
midlevel providers are allowed to electronically assign the name
of a provider legally allowed to write and sign for controlled
substances. This process is done via CPRS GUI. This order will
then require the electronic signature of the legally responsible
provider and will not have active status until said signature is

completed.

D. Only licensed personnel whose scope of practice, duties
and responsibilities include medication administration may
administer controlled substances.

E. _Administration of controlled substances will be in
compliance with general medication gquidelines and hospital
policies.

3. PROCESS:

A. Definition: A controlled substance is any drug, which
falls under the jurisdiction of the Controlled Substance Act.
These drugs are categorized in accordance with their potential
for abuse and are divided into five schedules. Examples of
medications in each category include the following:

(1) Schedule II
(a) Narcotics: Cocaine, codeine, hydromorphone,

fentanyl, alfentanil, sufentanil, levorphanol, meperidine,
morphine, opium products, methadone, and oxycodone with

acetaminophen.
(b) Stimulants: Dextro-amphetamine and

methylphenidate
{c) CNS Depressants: Secobarbital

(2) Schedule III
{a) Narcotics: Acetaminophen with codeine

(Tylenol No.3®), paregoric, dronabinol



(b} Non-Narcoties: Pentothal and Anabolic
Steroids (Methyl testosterone, Testosterone Enanthate Inj., and
Testosterone Cypionate Inj.), Pentobarbital, Testosterone gel,
Testosterone patch

(3) Schedule IV Non-Narcotics: Alprazolam, chloral
hydrate, chlordiazepoxide, diazepam, clonazepam, paraldehyde,
phenobarbital, temazepam, clorazepate, lorazepam, and midazolam

(4) Schedule V Drugs in this schedule include

Diphenoxylate and atropine tablets and iiquid, Gualifenesin with
Codeine Elixir

(5} Ethyl Alcohol
B. Receipt in Pharmacy:

(1) All controlled. substances will be received by the
pharmacy controlled substance technician or designated backup
into the main pharmacy vault, located in the inpatient pharmacy.

(2} Upon receipt of Schedule II controlled substances,
the inpatient controlled substance technician or backup will,
along with the accountable officer from the Logistics Service
will open, inspect, and verify the contents and quantities of
narcotics received either from the Prime Vendor or directly from
a company. VISTA will provide a copy of the invoice received and
will be given to the accountable officer from Logistics to verify
against wholesaler receipt (DEA 222 form).

(3) Orders of CII - CV's are received and checked in by
the A0 and the Controlled Substance Technician. Orders will be
entered into VISTA perpetual inventory by the back up or
designee. Note: Methadone is received by the Accountable Officer

and a Regilstered Pharmacist.

{4y Controlled substances needed to meet the
prescription requirements in the outpatient pharmacy, will be
ordered by the technician in charge of the outpatient vault
through a “priority” e-mail and transferred to the outpatient

vault.
C. ©Storage:

{1} Pharmacy
(a) The bulk of the controlled substance stock

will be stored in the main vault located in the inpatient
pharmacy. BAccess to the inner portion of this vault should be




technician, his/her designated backup, the Chief of Pharmacy,
the inpatient pharmacy supervisor and the inpatient pharmacy
technician supervisor. The vault will be locked from 6:00pm
(1800) to 6:30am (0630) on weekdays and will not be opened on
weekends. .
(b} A working stock of contreolled substances will
be kept in the vault located in the outpatient pharmacy. Access
to the inner portion of this vault will be limited to the
controlled substances, Lead technician, assigned pharmacist,
outpatient controlled substances technician({s) and his/her
designated backup, the Chief of Pharmacy, the outpatient pharmacy
supervisor, and the outpatient technician supervisor. The vault
will be locked at 5:30pm (1730) to 6:00am (0600) on weekdays and
will not be opened on weekends.

. {c) A small stock of those controlled substances
that are likely to be requested during off tours, (those tours
between 6:00pm and 6:30am during the week, and all weekend tours)
will be stored in an automated narcotic-dispensing machine
{PYXIS), located in the inpatient pharmacy.

(2) Areas Outside of the Pharmacy:

{(a) All scheduled drugs are stored in an automated
narcotic dispensing machine, in a double locked drawer of a unit
dose medication cart, or in a double locked cabinet.

(b) All controlled drugs (Schedule II through V)
not stored in an automated dispensing machine (Pyxis) will be
counted and certified correct by the oncoming and off going
licensed professional staff on each tour of duty. Both staff
members performing the count will sign and date the VA form 1i0-
1043 or equivalent (electronic green sheet). On those nursing
units that have an automated dispensing machine, weekly
inventories will be conducted by assigned nursing staff.

{c) The keys to the medication carts and/or
medication room are kept in the possession of authorized
personnel or in the PYXIS system and must be on the unit at all

times.

D. Ordering of Controlled Substances: All controlled
substance stock for nursing units, c¢linics, and the Nursing Home
Care Unit (NHCU) not found in the PYXTIS machine will be ordered
by nursing personnel through the VISTA Controlled Substances
Package. The contreolled drugs will be ordered by 09200, for
delivery the same day by pharmacy. Those controlled substances
found in the PYXIS machines will be automatically replenished by
pharmacy. The unit nurse manager is responsible for maintaining
minimum, appropriate amounts of controlled substances on his/her
unit.

E. Dispensing of Controlled Substances:



(1} Outpatients _

(a) The person filling each Class II prescription
will draw a line diagonally across its face. Each controlled
substance (C-II, C-III, C-IV and C-V) prescriptions will be
double counted. The person f£iiling the prescription will write
the date, count, manufacturer, expiration date and his/her
initials on the back of a C-II prescription and on the “check
slip” for a C-III, C-1IV and C-V prescription. The person doing
the double count will write his/her signature on the face of the

C-1I prescription and his/her initials on the “check sIip” for a
C-III, C-IV, C~V prescription. Those controlled substances that
have been prepackaged will be double counted at the point of
prepackaging. A registered pharmacist will check all
prescriptions filled in the pharmacy prior to dispensing.

(b} After the prescription is filled/checked, the
pharmacist who checked it will take the sealed bag to the Pyxis
at the pick-up window. He/she will put the bag into the Pyxis
using the “Return Function”, entering the patient’s full name and
designating the proper drawer where it is to be place. If the
patient’s name cannot be found, the patient will then be entered
manually into Pyxis and a unique identifier will be automatically
created. Each patient must be entered individually.

(c) Pharmacy staff will verify the identity of the
person picking up the outpatient controlled substance
prescription by means of the patient’s full social security
number and either the patients VA card or a picture ID, such as a
driver’s license. The patient or his agent must sign the
prescription-filling document as proof of the patient receiving
the drug.

(d) Any controlled substance prescription awaiting
patient pickup will be locked in a PYXIS in the pharmacy pick up
area. If the patient has not picked up his prescription by
5:30pm (1730), the prescription will be taken to the vault the
next morning by the earliest arriving technician. The bag will
be removed from the Pyxis using the “Remove Functicn”. Each bag
will be removed individually by entering the patient’s name and
then designating the drawer from which 1t was removed. All
patients and their prescriptions will be recorded in a ledger and
signed into the wvault by the technician and the vault designee.
If a patient has not picked up his controlled substance
prescription within fourteen days, the medication will be
returned to stock by the pharmacist or technician receiving
returned prescriptions and entered back into inventory by the
controlled substances technician.

{e) If a patient requests that his Schedule II
narcotic prescriptions be mailed to him/her, the prescription

must be sent using the facility’s current contracted small




package delivery service provider ({(e.g. UPS, Federal Express). If
the patient comes to pick up his medication after it has been
returned to the vault for storage, procedures listed above in
Section e.l.c will be followed and the person removing the
prescription(s) from the vault will record the prescription(s) in
the vault ledger. The vault ledger will be doubled checked and
initialed by the vault technician,

{2) Inpatient:

{a) Both the technician delivering the naxcotic
not contained in the PYXIS machine and the authorized personnel
(RN’s, LPN’s, GNT’s with licensed RN personnel oversight, MD’s,
Anesthesiocleogists, RPh'’s, Pharmacy techs with licensed personnel
oversight} receiving the narcotic will sign the Narcotic
Dispensing Receiving Report, VA Form 10-2321, generated by the
VISTA Controlled Substances package. Controlled substances are
distributed either through automated dispensing devices {PYXIS)
or with green sheets (VAF 10-2638) or equivalent (electronic
green sheet) for those drugs not found in the PYXIS machine.

{b) Each controlled substance not in the PYXIS
machine dispensed to a nursing unit will have a Controlled
Substance Administration Record, VAF 10-2638 {(or equivalent,
electronic green sheet dispensed with it. This sheet contains
the name of the drug, the pharmacy dispensing number, the -
quantity, the pharmacist who dispensed the -drug, the ward and the
date the drug was dispensed. This sheet requires the following
administration documentation: date, time, name of patient, the
dose administered, the balance of the drug, and the name of the
person administering the dose. Each order will be double-checked
and signed by a registered pharmacist.

~ {c) The physician will order controlled substance
IV infusions {i.e. Morphine Drip Orders) through CPRS. The
pharmacist receiving this order will verify the order through the
Controlled Substances package in VISTA, After the infusion has
been prepared, the pharmacist will log any unused portion of the
drug as wasted in PYXIS or the green sheet (equivalent electronic
green sheet), which has been printed for the infusion. The
pharmacist will then transfer the green sheet or equivalent
(electronic green sheet) and drug to the requesting narcotic area
of use.

F. Disposition of Expired or Excess Controlled Substance:

(1) All expired or excess Controlled Substances will
be stored in the inpatient/outpatient pharmacy vault until final
disposition is made. -



{2) Pharmacy Service will establish an “unusable
controlled substance ledger” through the Controlled Substance
Destruction Menu option in the Controlled Substances VISTA
package. The inpatient controlled substance technician or
designated backup will use DEA Form 41, Registrants Inventory of
Drug Surrender, or other appropriate form.

(3) All controlled substances returned from ward,
clinic, patient or from pharmacy stock that is determined
unusable and to be destroyed will be posted on the Controlled

Substance Destruction menu inh VISIA With appropriaté inrormacion
indicated in the Controlled Substance Destruction menu. The
narcotics inspector will check the “Drugs on Hold for
Destruction” report in VISTA and the sealed bags of the unusable
controlled substances monthly. The inspector will verify the
accountability of the sealed bags. The contents must be verified
at the time of destruction or transfer to a DEA-licensed
destruction company.

{4} Excess ceontrolled substances on wards and
clinics must be returned to Pharmacy Service for redistribution,
or destruction. Items determined unsuitable for reissue by
Pharmacy Service will be accepted in the pharmacy only for
storage purposes, prior to acceptance by the DEA-licensed
destruction company.

{a) The authorized pharmacy employee must
check the alleged controlled substances in the presence of an
authorized RN, or other health care professional, and must place
each item returned in a separate tamper proof bag. The. pharmacy
employee must follow all procedures outlined in the VISTA
controlled substances package, including:

) 1 The date, name of substance
“believed” or “purported” to be returned, and the guantity of the
substance must be written in ink or typewritten on each bag

2 Each bag must be dated, sealed, and

signed by the authorized pharmacy employee and RN.

3 The closure of the tamper proof bag must
be reinforced with clear cellophane tape covering the signatures.

4 The sealed drugs must be stored in
the pharmacy safe, or vault, apart for other drugs or current
stocks 1in a drop box.

5 The VISTA contreclled substances




 package must post the unusable controlled substance in the
database.

{b) Excess or unusable controlled substances
must be removed from pharmacy’s stock and posted in the
Controlled Substance Destruction file in VISTA. The date,
reason, and amount removed from pharmacy stock must be indicated
in the VISTA Controlled Substance Package on VA Form 10-2320.
Each item removed from stock must be placed in a tamper proof bag
as described, and must be signed by the Pharmacy Service designee
and the pharmacist. The electronic VA Form 10-2320 must be
stored in the VISTA Controlled Substance Package.

{(c) Controlled substances returned by U.S. Postal
Service as undeliverable will be destroyed. Those not picked up
by patients at the pharmacy window will be returned to pharmacy
stock. VA Form 10-2320 will show date, prescription number,
patient’s name, quantity returned to stock, and inventory
adjustment. A Staff Pharmacist and Control Substance Tech will
sign on the next unused line as witness to the transaction. The
patient’s prescription will be marked “returned to pharmacy
stock”, dated, and signed by the staff pharmacist and control
substance tech.

{d) Controlled substances not picked up by
patients at the pharmacy window after fourteen days, must be
returned to pharmacy stock if determined to be suitable for
reissue., Electronic VA Form 10-2320 must show the date,
prescription number, patient’s name, quantity returned to stock,
and inventory adjustment. A Staff Pharmacist and Controlled
Substance Tech must sign on the next unused line as witnesses to
the transaction. The patilent’s prescription must be marked
“returned to pharmacy stock”, dated, and signed by the pharmacist
in the VISTA Controlled Substance Package.

{e) Controlled substances returned to the pharmacy
by the patient, or family member must be placed in a tamper proof
bag, one item per bag as described in subparagraph 4a. A Staff
Pharmacist and Control Substance Technician must sign the bag.
All items must be posted in the VISTA Controlled Substances
Package to be destroyed.

{f)Controlled substances that are collected from a
patient by a provider in the cutpatient clinics should be secured
and delivered to pharmacy in the following fashion: Both the
provider and a nurse will double count the controlled substance
and place it in a tamper proof bag with the signature of both



individuals and the quantity of controlled substance written on
the outside of the bag. These bags are stocked in each medication
room in the outpatient clinics by the pharmacy service. The
provider should enter a progress note in the patient’s chart
documenting the controlled substance and quantity that was
collected. The controlled substance should be delivered to the
Qutpatient Pharmacy by the nurse as soon as possible. The nurse-
will be escorted into the Outpatient Pharmacy Vault where the bag
will be opened in the presence of the nurse, double counted by a
pharmacy employee in the vault, and placed in a new tamper proof

bag. The controlled substance and the quantity will bé éntered
onn VA Form 10-2321 and signed by both the nurse and the pharmacy
employee. This form will be attached to the outside of the
tamper proof bag. This bag should be placed in the drop box
located in the Outpatient Pharmacy Vault, in the presence of the
nurse, where it will be held until it is picked up for
destruction by the facility’s contracted third party distributor
authorized to destroy controlled .substances.

(5) Disposal of excess of expired Schedule
III, IV, and V substances must be in accordance with DEA
Regulation, 21 CFR 1307.21. The use of a third-party
distributor, authorized to destroy controlled substances, is
sanctioned.

fa) When a distributor authorized to destroy
controlled substances is wutilized, the transfer of items for
destruction needs to include, for the record, in writing, the:
drug name, dosage form, strength, quantity, and date of transfer.
The distributor must provide a completed DEA Form 41 to DEA

Headguarters.

{6) The unusable contrelled substances ledger
must be “cleared” of inventory accountability once the disposal
of an item has been rendered. When use of a third-party
distributor is facilitated, the distributor needs to provide a
copy of all Controlled Substances on the ledger that were taken
into custody destruction.

(7) Nursing units, PYXIS procedure areas, and clinics

excess:
{a) When a smaller dose of a medication is ordered

than the unit dose provided, it may be necessary to “WASTE" a
part of the schedule II through V narcotic on the unit or in the

clinie.




(b} Two (2) entrles will be made on the VA Form
10-2638 or electronic green sheet. The first entry will be the
dose given (25mg) of a 50mg dose and the second entry will be th
amount wasted {25mg wasted). '

_ {(c} PYXIS wasting is the same procedure as manual
with two witnesses, done through PYXIS by licensed personnel.

{(d) An RN or LPN may waste a partial dose of a
Schedule IT through V narcotic substance. BAnother licensed
employee must witness the wasting of the dose. The amount wasted
will be disposed of in an appropriate manner that renders it
unusable.

{8) Patient controlled meds returned to
pharmacy upon admission to a ward are to be placed in a
medication security bag (non see-through). Each drug should be
counted, sealed and patient name, I.D., ward, drug name, amount
of drug and nursing signature should appear on the front of the
bag. The bag should be sent to pharmacy via pharmacy personnel
or nursing staff. A numbered receipt on the top of the bag is to
be torn off and retained by nursing after delivery. All drugs
-{controlled and non-controlled) will be kept in the home med
PYXIS until patient leaves the hospital.

G. Loss of Controlled Substances:

(L} In case of accidental loss, breakage or destruction
of small quantities of Schedule II through Schedule V substance
{single dose), the appropriate controlled substance record must
be balanced and a brief explanation of the circumstances entered
into the electronic inventory management software.

(a} At the earliest opportunity, entries and
explanations must be signed by the person responsible for the
loss or breakage and must be called to the attention of the
immediate supervisor. NOTE: All balance adjustments must be
reviewed during the monthly inspection process.

(b} If the explanation is not considered
satisfactory by the immediate supervisor, the incident must be
reported to the facility Director for investigation and to
implement the action needed to prevent reoccurrence.

{(c) The inventory management program allows a
brief explanatory statement to be entered electronically with the
adjustment.

(2} In cases of recurring shortages, loss of significant
guantities of Schedule II-V substances (several doses), or if
there is indication of theft, a report must be made to the Chief



of Police, and a DEA Form 106, Report of Theft or Loss of
Contreolled Substances, must be completed in accordance with 21
CFR 1301.74. The inspecting official must report such losses
disclosed during monthly inspections te the Controlled Substance
Coordinator, who forwards the information to the facility
Director.

(3) Any suspected theft, diversion or suspicious loss
of drugs must be immediately reported to the Chief of Pharmacy
Service, who notifies the facility Director.

(4) This facility Director must, in turn, notify the
Police and Security -Service and the 0ffice of the Inspector
General {Office of Investigation).

(5} The facility must report the theft, loss, or
suspected diversion of any controlled substance, or high-~value
drug, through the Network Director to the Chief Consultant, PBM
SHG (119). The following information must be included in this
report:

(a) Date(s) or approximate date(s) 6f each incident

(b) Description of each action planned or taken to
prevent future loss/theft of drugs

(c) Date each action was completed

{d) For each incident in which a drug was stolen or
lost, previde: .
1 Generic name of each controlled substance
schedule, 1if appropriate, and the total quantity for each drug
stolen or lost; )

2 Date on which this facility initially became

aware of the theft or loss;
3 The means by which the facility first

became aware of the theft or loss;
4 The service that initially discovered the

theft or loss;

5 The service that initially reported the
theft or loss;

6 Each agency known to have investigated the
theft or loss;
' 7 11ist all law enforcement agencies (FBI, DEA,
local and state police, VA police, -etc.) to which the VA reported
the incident;

8 1Indicate the category of the suspect, if
known, such as current VA employee, former VA employee, current
VA patient, former VA patient, current VA volunteer, former VA
volunteer, or unknown;




9 If the suspect identified was a VA employee,
provide the suspect’s employment class, employment series, grade,
and occupational group;

{7} In case of suspected loss by substitution, the
Medical Center Director must direct a qualified analyst to
analyze the suspected material. Adjustments must be made in the
appropriate record by the facility Director, or designee, for
quantities used in the testing procedure. If substitution is
confirmed, an immediate investigation must be conducted and the
loss must be reported as outlined in subparagraphs G3 and G4.

(8) Upon completion of the investigation, quantities of
Schedule II through Schedule V substances lost for analysis, or
otherwyise removed from stock in connection with the investigation
involved, must be dropped from the record with an appropriate
written explanation opposite the entry. Records must be balanced
and the facility Director, or designee, {(Controlled Substances
Inspector) must sign all entries and explanatory remarks.

4. RESPONSIBILITY:

A. The Chief, Pharmacy Service, is responsible for ensuring
compliance with the policies as established by VA regulations,
federal laws, and local standard in the maintenance and
distribution of controlled substances. IHe/she delegates
authority to appropriate pharmacy personnel to ensure safe
inventory and tracking of controlled substances.

B. The Associate Director for Nursing Service is
responsible for proper administration of controlled substances by
nursing personnel, care of patients receiving a controlled
substances, protection of the nursing staff and patients,
ensuring that controlled substance inspections are done when
inspectors report unannounced to the nursing units and clinics,
and for ensuring education regarding controlled substances
regulation and administration.

C. The Controlled Substances Coordinator 1g responsible for
reporting any suspected thefts, diversion or suspicious loss to
the Medical Center Director.

D. The Chief, Police Service is responsible for the
investigation of all reports of suspected or actual thefts or
diversion of controlled substances.



E. Pharmacists are responsible for implementation of the
controlled substance policies and for compliance with all
regulatory agency requirements.

F. Ruthorized personnel are responsible to administer the
controlled substances accountability and to assure the integrity
of system.

5. REFERENCES:
¢ M-2, Part I, Chapter 2, paragraph 2.05

e M-2, Part VII, Chapter 5, paragraphs 5.09 and 5.10
@ M-2, Part VII, Chapter 10

6. FOLLOW-UP RESPONSIBILITY: Chief, Pharmacy Service (119).

7. RESCISSION: MCM 548-119-335, Controlled Substances,
Storage, Distribution, Administration and Accountability,
APRIL 7, 2012

8. EXPIRATION DATE: April 7, 2015
M

Deepak Mandi, MD for

Charleen R. Szabo, FACHE

Medical Center Director

Attachments: A - GUIDELINES FOR OPERATOR USE OF THE AUTOMATE
MEDICATION DELIVERY SYSTEM (PYXIS)




DEPARTMENT OF VETERANS AFFAIRS MEDICAL CENTER MEMORANDUM
MEDICAL CENTER - NUMBER: b548~119-335
WEST PAIM BEACH, FLORIDA APRIL 7, 2012

ATTACHMENT A

GUIDELINES FOR OPERATCR USE OF THE AUTOMATED MEDICATION DELIVERY
SYSTEM (PYXIS)

1, GENERAL INFORMATION:

Authorized licensed personnel will administer and be accountable
for controlled substances and unit dose medications, according to
hospital policy and the process outlined in this guideline.
Controlled substance accountability will be enabled through a
four-step level of security plan:

A. Only authorized users will have the ability to access
the systen.

B. All transactions by operators are recorded in the
system.

C. Rescurce Managers have been identified to evaluate
narcotic disdcrepancies and complete resolution of transaction
errors as well as responsibility for monthly Controlled Substance
inspections. .

D. User will demonstrate competency in use of PYXIS
system.

2. DEFINITIONS:

A. Automated Medication Delivery System: A computerized
System designed to auvtomatically deliver controlled substances to
authorized users. The system may be programmed to deliver non-
controlled substance unit dose medications. PYXIS is the system
in use at West Palm Beach VAMC.

B. Operator: Authorized users who may obtain medications
via the PYXIS system. In addition, the operator has the
capability of manually admitting patients to the system
temporarily. The operator has the capability of conducting the
initial resolution of narcotic discrepancies at the time they are
encountered. Registered Nurses and Licensed Practical Nurses and
Anesthesioclogists who have received training and have been issued
a PYXIS code fall under this category.



C. Resource Manager-Registered Nurses who, in addition to
the operator functions, have the capability to access reports,
activate/create temporary users, evaluate discrepancies, and
inventory the drugs in the PYXIS machine. The nursing staff
member has received training as a Resource Manager.

3 .PRCCESS:

A. Obtaining medications from PYXIS System

{1) The operator will sign on system by entering PYX1S8
ID code and password.

(2} Under "Patient care,” touch "Remove". Then
select patient’s name that appears on the screen, by touching the
screen or by using the arrow keys. Either use arrow key or type
in a few letters of patient’s last name to search for the name.
Highlight the name by touching the name selected. If patient is
da new admission and name does not appear on local list, select
"Add Patient." Ensure that name and social security number are
correct. :

{3) The patients will routinely be entered into system
automatically via VISTA. The census should be checked first to
determine if a patient’s name and social security number have
already been input into the system. If patient’s name is not
found, it may be temporarily entered manually [see A. (2} above].
Once patient’s information is entered, press "Accept".

(4) The selection of drugs available on the system
appears under "Patient Care". Touch "Remove™. After selecting
patient, move arrow key up/down to select drug, or type in a few
letters of its name. Select item by touching the screen.
Indicate the quantity desired, and then press, "Remove now." The
drawer will open at this time. Remove the desired quantity
requested. If a multi-dose medication is in drawer, remove
requested dose and place remaining amount in drawer.

{5) Screen will require an initial count of controlled
substance. It will ask if you agree with count. Touch
appropriate button.

(6} Non-controlled substance wmedications may be
available in the PYXIS system. The count will reflect inventory

control for pharmacy.

B. Witnessing/Documenting Waste




(1) The operator destroying/discarding the medication
will select the waste option under "Patient Care." Choose the
patient. The witness will enter in PYXIS code/password, then
record the amount of waste after witnessing destruction/wastage.

{2) Ko opened or partially used medications will be
returned to pharmacy. '

C. Returns

(1) Unused, unopened drugs may be returned to
Pyxis/pharmacy by entering the system and selecting rxeturn. The
operator will select patient, drug, then enter guantity and touch
accept. The information will print out a transaction receipt and
the drawer will open. A witness is required. The medication is
placed in a return drawer or bin in place for returning unopened
larger items (i.e.: unopened box with PCA syringe). The drawver
should be manually closed at this time.

(2} If a medication is issued, intentionally or
unintentionally, and remains unused and unopened, it should be
returned using the process described above. Exception: No
syringes, except as above, are to be returned. Any syringes
removed from tamper proof packaging must be wasted and witnessed
as wasted. No attempt should be made to return issued medications
to the issuing drawer.

D. Discrepancy Documentation

{1) The PYXIS system will show an ICON on screen for
discrepancies. The discrepancy will commeonly be the result of
the last user’s transaction. The operator will review the
receipt for accuracy. A description of the occurrence will be
entered in the discrepancy documentation opticn. Touch. A
comment will be entered into this field when the incident is
documented. If the error remains unresolved, the operator will
immediately notify a Resource Manager.

(2) The Resource Manager will evaluate the incident as
soon as possible. This may require conducting a physical
inventory of the drug in question. The incident will be
completely resolved by the end of the shift. If unable to
resolve, the Resource Manager will notify inveolved parties (i.e.:
pharmacy, nurse, manager, etc.) and resolve as soon as possible.

{3} The Resource Manager may conduct a physical



inventory check by selecting the inventogx icon. A witness (i.e.
an operator) will be required for this procedure. Touch the
screen option Select by medication. At this time the medication
list will appear. After selecting medications to be inventoried,
press Inventory selection. Medications selected will appéar on
screen. At this time, press Accept. The drawer will open at
this time and the amount in the drawer will be displayed on the
screen. The Resource Manager and the Operator will either
confirm what’s on hand or change to correct amount. All
compartments of the drawer will need-to be inventoried at that

time. Once completed, The system will prompt you to close
drawer. A report of the transaction will automatically be
printed. The users will sign out at this time. If the amount in
the drawer is incorrect, further investigation of the transaction
error will need to be conducted by the Resource Manager.

(4) Monthly inspection will be conducted by a Resource

Manager and the Inspector by selecting the Inventory icon and
Inventory All options. Follow the same process outlined above.

E. Discrepancy Checks

{1) An operator or Resource Manager will conduct a
discrepancy check at the start of each shift (i.e. g8h, glZ2h) by
viewing the Discrepancy Icon on screen. If no discrepancies are
listed, this will be recorded on the Shift Report Log as "No" (N)
and signed. 1If there is a discrepancy present, the Resource
Manager will complete the di=zcrepancy check yes (y) on the log.
Resolution documented then a "No" (N} is appropriate after all
resolved. '

(2) The Resource Manager will compare the list of
discrepancies with the transaction errors. An operator and a
witness may do discrepancy documentation.

(3) If unable to resoive, refer to (D} above.

(4) Any unresolved discrepancy transaction receipts
will be forwarded to the Nurse Managers each shift. Notify the
NOD in Murse Manager’s absence.

(5) Any unresolved discrepancy at the end of shift
requires a notation in the comment section and documentation if
both patient name and operator is involved.

(6) The Unit Facilitator is responsible for ensuring
an end of shift discrepancy check is conducted. A list of

Resource Managers will be made available to all clinical areas,




If a Resource Manager is not-available to resolve at the start of
shift discrepancies, the Nurse Manager or NOD will be notified by
the Unit Facilitator. All staff at shift change should remain on
duty until any discrepancies are resolved (or are released by

NOD) :
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CONTROLLED SUBSTANCES (PHARMACY STOCK)
1. REASON FOR ISSUE. This Veterans Health Administration (VHA) Handbook provides

procedures for maintaining accountability of all controlled substances and compliance with Drug
Enforcement Administration (DEA) Regulations. '

2. SUMMARY OF MAJOR CHANGES. This VHA Handbook incorporates requirements
regarding the perpetual inventory that must be maintained for all controlled substances,

3. RELATED DIRECTIVE. VHA Directive 1108 (to be published).

4. RESPONSIBLE OFFICE. The Chief Consultant, Pharmacy Benefits Management Services
(119), is responsible for the contents of this Handbook. Questions may be addressed to
202-461-7297.

5. RESCISSIONS. VHA Handbook 1108.1, dated October 4, 2004, is rescinded.

6. RECERTIFICATION. The document is scheduled for recertification on/or before the last
working day of November 2015.

Robert A. Petzel, M.D.
Under Secretary for Health

DISTRIBUTION: E-mailed to the VHA Publications Distribution List 11/17/2010
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CONTROLLED SUBSTANCES (PHARMACY STOCK)

1. PURPOSE

This Veterans Health Administration (VHA) Handbook defines procedures for the Department

of Veterans Affairs (VA) accountability of all controlled substances and compliance with Drug

Enforcement Administration (DEA) Regulations.

2 AUTHORELY

VA maintains a perpetual electronic inventory of all controlled substances, utilizing the
mandated Veterans Health Information Systems and Technology Architecture (VistA) Controlled
Substances Software. NOTE: The Consolidated Mail Outpatient Pharmacies (CMOPs) and the
Clinical Research Pharmacy Coordinating Center (CRPCC) have individualized inventory
management software and are not held to VistA software requirements. These items consist of
the drugs and other substances by whatever official name, common or usual name, chemical
name, ot brand name designated, listed in Title 21 Code of Federal Regulations (CFR) Part 1300:

a. Schedule I drugs are found in 21 CFR 1308.11,

b. Schedule I drugs are found in 21 CFR 1308.12.

¢. Schedule 1M drugs are found in 21 CFR 1308.13. NOTE: VFHA considers ketamine as a
Schedule 111 drug. -

d. Schedule IV drugs are found in 21 CFR 1308.14.
e. Schedule V drugs are found in 21 CFR 1308.15,

3. DEFINITIONS

a. Accountable Officer, The Chief, Acquisition and Material Management Service, or
designes, is the Accountable Officer (AO) at a field facility. At the CMOP facilities, the Logistics
Manager or other individual designated by the CMOP Director is the AQ; the AO at the CRPCC
is designated by the facility Director. The AQ’s role is to verify the receipt of controlled
substances, .

b. Clinical Research Pharmacy Coordinating Center (CRPCC). The CRPCC, part of the
VA Office of Research and Developments’ Cooperative Studies Program, provides for the
manufactare, packaging, and distribution of all drugs in the Cooperative Studies Program and
other affiliated Federal and collaborative research programs.

¢. Controlled Substances Coordinator {CSC). A CSC, who is appointed by the facility
Director, is responsible for the coordination and administration of the controlled substances
inspection program. This program includes pharmacy, inpatient units, clinics (including
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Community-based Outpatient Clinics (CBOC)), CRPCC, CMOPs, clinical and research
laboratories, anesthesia units, and all other areas authorized to have Schedule I to Schedule V
controlled substances.

d. Designated Provider. The Designated Provider is an individual, authorized to use
controlled substances in research, who is appointed by memorandum of the medical center
Director to ensure security, handling, and storage of the controlled substances in the research

section.

e. Evidence Bag. An evidence bag is a clear plastic bag that can be permanently sealed, on
which can be annotated a chain of custody for the controlled substance.

f. Prescription. The term prescription means an order for a medication which is dispensed
to, or for, an ultimate user, but does not include an order for medication which is dispensed for
immediate administration to the ultimate user.

g. Provider. For the purposes of this Handbook, a provider is any individual authorized by
the medical facility and listed in the VistA provider file to prescribe controlled substances.

h. Working Stock. Working stock refers to a small inventory of controlled medications that
is removed from the storage safe and stored in an alternate location in pharmacy for immediate
access during dispensing activities. This inventory must have electronic access and preferably an
automated storage device (e.g., Pyxis, etc). ‘

4. SCOPE

The scope of this program concerns custody and storage of Controlled Substances, Schedules I
through V, in VA facilities authorized for storage, distribution, or dispensing. These areas
include: pharmacy services, medical facility inpatient units, clinics (including CBOCs), CMOPs,
the CRPCC, clinical and research laboratories, anesthesia units, and all other areas authorized to
have Schedule Ito Schedule V controlled substances. NOTE: Elements of this Handbook that
specifically apply to non-pharmacy research storage of controlled substances are found in
paragraph 20.

5. RESPONSIBILITIES OF THE VETERANS INTEGRATED SERVICE NETWORK
(VISN), NATIONAL CMOP DIRECTOR, AND THE CRPCC DIRECTOR

The Veterans Integrated Service Network (VISN) Directors, the National CMOP Director, and
the CRPCC Director must ensure that a comprehensive system for the management of controlled

substances is maintained.
6. RESPONSIBILITIES OF THE MEDICAL CENTER DIRECTOR

Each medical center Director is responsible for:
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a. Ensuring controlled substances are inventoried according to DEA regulations as found in
21 CFR 1304.

(1) A bienmal physical inventory of all controlled substances must be conducted and records
maintained in accordance with 21 CFR 1304.11.

(2) Biennial physical inventory may be taken on any date within the 2-year period of the
previous inventory.

v

(3) The annual inventory required by VHA satisfies this requirement. This inventory must be
maintained separately from other inventory records of non-controlled medications.

(4) Methadone used for maintenance and detoxification treatment requires a separate
registration and thus a separate inventory file.

b. Ensuring the VistA Controlled Substances Software is used for all controled substances
transactions.

(1) All controlled substances ordered from a wholesaler or manufacturer must first be
received in the VistA Confrolled Substance Package and then transferred to the commercial
automated dispensing systems (e.g., Pyxis, OmniCell, etc.) for storage and accountability. NOTE:
The forms mentioned in this Handbook apply to the electronic and the manual forms.

(2) A printed copy of VA Form 10-2638, Controlled Substance Administration Record, also
known as the Green Sheet, may be used on rare occasions for documenting the administration of a
single dose. NOTE: For the purposes of this Handbook the CRPCC has its own inventory
management software and standard forms for controlled substance record keeping. Therefore, it
is not held to VistA software requirements.

c. Ensuring non-electronic prescriptions and non-electronic completed VA Form 10-2320,
Schedule I, Schedule TiI Narcotic and Alcoholics Register, (see App. B) and VA Form 10-2321,
Controlled Substance Order, (see App. C) are retained and securely stored.

d. Ensuring disposal of records is in accordance with VHA’s Records Control Schedule
(RCS) 10-1. All controlled substance records must be maintained for 3 years (see RCS 10-1, Item
119-4).

e. Establishing an adequate and comprehensive system for controlled substances to ensure the
safety and control of the Controlled Substances inventory by:

(1) Requiring uniform and complete compliance with VHA policies on controlled substances
by appointing a Controlled Substances Coordinator (CSC) to oversee the inspection and review
process; and
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(2) Authorizing, in areas not staffed by nursing or pharmacy personnel (e.g., research section),
a Designated Provider responsible for ensuring security, handling, and storage of all controlled
substances.

f. Ensuring there is a writfen established policy regarding the reconciliation of controlled
substances dispensed to automated devices.

7. RESPONSIBILITIES OF THE FACILITY PROVIDERS

An intern, resident, mid-level practitioner, foreign-trained physician, physician, or dentist on
the staff of a VA facility, who is exempted from registration (21 CFR 1301.22), is responsible for:

a., Including the registration number (facility DEA number and individual provider code
assigned by the VA facility) in lieu of the practitioner’s registration numbet required by law (21
CFR 1306.05b), on all controlled substance prescriptions issued.

b. Signing and hand stamping or printing their full name on all paper prescriptions.

8. RESPONSIBILITIES OF THE CHIEFS, PHARMACY SERVICES, THE CcMOP
DIRECTOR, AND THE CRPCC FACILITY PIRECTOR

The Chief, Pharmacy Services, and CMOP Directors, or CRPCC Facility Director, or their
designee(s), are responsible for ensuring that:

a. In the temporary absence of the facility Director or Chief, Pharmacy Service, the facility
pharmacist designated as Acting Director or Acting Chief, automatically assumes responsibility
for security and control of controlled substances.

b. All pharmacy requirements for receipt, storage, handling, and security of controlled
substances are followed.

c. All written medical center or facility controlled substance policies, procedures, and records
are in compliance with VHA, DEA, and Federal Regulatory requirements (21 CFR Part 1300-
1316).

d. The number of pharmacy employees who have access to scheduled drugs, whether in the
vault or working stocks and including commercial automated dispensing systems, within a 24-
hour period is limited. The Pharmacy Chief or CMOP Directors, or CRPCC Directors must
establish access limits based on workload requirements for preparing, managing, and dispensing
controlled substances. Access to these areas must be monitored through the use of electronic
access control systems and optional security cameras.

e. The medical facility Director is notified of the need to authorize a Designated Provider to
ensure security, handling, and storage of the controlled substances in any designated area (i.e.,
Research Facility) not staffed by nursing or pharmacy personnel (see VHA Handbook 1108.02).



November 16, 2010 VHA HANDBOOK 1108.01

f. All new Pharmacy employees view the video “Employee Integrity and Pharmacy Security”
as part of employee orientation; and that documentation of this viewing is maintained in the VA
Leaming Management System (LMS).

g. An electronic inventory management software program is maintained as the primary
storage mechanism for all records. When a commercial system is utilized, it must be interfaced
with the facility VistA system (the CRPCC is exempt from this requirement). The records must
be maintained for a period of 3 years, in compliance with DEA regulations.

h. When a permanent change in the appointment of a Chief of Phai‘macy, or CMOP Director
or CRPCC Facility Director takes place, a complete inventory must be conducted.

(1) The outgoing Chief or Director and the designated or Acting Chief of Pharmacy or Acting
CMOP or Acting CRPCC Director, jointly conduct the inventory review prior to transfer of
responsibility. Additionally, the Acting Chief or Acting Director and incoming Chief of Pharmacy
or Director are to inventory all controlled substances and jointly conduct the inventory review
upon transfer of permanent responsibility. In the event that only one individual is available (e.g.,
due to illness), a controlled substance inspector must be appointed by the facility CSC to conduct
the inventory review.

(2) A record of the inventory must be made on VA Form 10-2320 or an electronically
generated inventory sheet for each drug inventoried; each VA Form 10-2320 or electronic
equivalent must be signed by both parties (e.g., the ontgoing and incoming Chiefs, or Acting

Chief).
i, Any inventory discrepancy is made a matter of record and reported to the facility CSC.

J- A current copy of 21 CFR, Part 1300 (to the end) is retained in the Pharmacy or
clectronically accessible to pharmacy staff,

k. The number of Pharmacy staff assigned the VistA security key PSDMGR, which allows a -
user to electronically perform controlled substance balance adjustments, is {imited; this
requirement does not pertain to CRPCC staff. NOTE: The pharmacy staff involved in the monthly
review of balance adjustments must not be assigned this security key.

j. A written policy and procedures for the ordering and receipt of controlled substances is
established. These policy and pracedures must designate the Acquisition and Materiel
Management Service (A&MMS), Pharmacy Service, and facility individuals who have the
designated authority to order, receive, post, and verify controlled substances orders (see VA

Handbook 7127).

9, RESPONSIBILITIES OF THE CRPCC FACILITY DIRECTOR

The CRPCC Facility Director is responsible for ensuring that:
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a. The CRPCC facility is registered with the DEA as a “research” facility as defined in 21
CFR 1300 to end,

b. The CRPCC facility is authorized to be involved in the manufacture, testing, packaging,
and distribution of schedule I-V Controlled Substances.

c. Each clinical study involving controlled substances is approved by the institutional Review
Board (IRB) and Research and Development Committee at each participating site prior to study
drug distribution.

10. RESPONSIBILITIES OF THE MEDICAL CENTER NURSE EXECUTIVE
The Nurse Executive, or designee, is responsible for ensuring that;

a. All requirements for handling, storage, administration, and waste of controlled substances
are followed in all medical center approved storage and dispensing areas under their purview.

b. All required inventory verification is performed in accordance with local medical center
policy.

¢. Security of controlled substances is maintained and the room is appropriately secured in all
medical center approved storage and dispensing areas under their purview.

11. ORDERING CONTROLLED SUBSTANCES

a. All controlied substances must be ordered separately from non-controlled substances, and
must be ordered in compliance with 21 CFR 1305 (see subpar. §j).

b. The delivery address on all orders for controlled substances must be a DEA-licensed
facility location.

¢. On-line electronic ordering of controlled substances will be used in accordance with DEA
Regulation.

d. The CRPCC must provide controlled substances to clinical studies at participating sites
throngh the medical center’s Pharmacy Service at each site.

e. The CRPCC must seek the approval of the DEA for each type of controlled substance used
in an approved protocol and prior to its distribution to participating sites.

12. RECEIVING CONTROLLED SUBSTANCES

a. Al orders for controlled substances must be delivered directly to the pharmacy or CRPCC
facility in unopened shipping containers or boxes (see subpar, 8j).
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b. The opening of the container or box and the acknowledgment of receipt of the order must
be performed in the pharmacy or CRPCC facility and witnessed by the AO, or designee, and the
responsible pharmacy employee, ‘

c. Both employees must annotate receipt on the appropriate forms or electronic equivalent,

d. The AQ, or designeé, must verify that the receipt of the controlled substance has been
posted to pharmacy inventory in VistA, at the medical facility, or in the facility inventory at the

CMOP or CRPCC. Verilication must be annotated on the appropriate Tormis.

e. Discrepancies must be reconciled with the AQO before items are accepted into the pharmacy
or CRPCC inventory.

13. STORAGE AND INVENTORY OF CONTROLLED SUBSTANCES

a. All Controlled Substances, Schedule I through V, must be secured as defined in VA
Handbook 0730. Storage of bulk controlled substances must be in the pharmacy (or CRPCC
facility) vanlt or safe, unless a waiver is approved by the Office of the Chief Consultant, PBM
Services. Controlled substances must not be stored in the warchouse, with the exception of the
All Hazards Emergency Cache, which must meet the storage requirements of VA Handbook 0730
and must be under the control of pharmacy services.

b. The working inventory of controlled substances must be stored in a locked cabinet, secured
cart with electronic access, or commercial automated dispensing system; it must not be dispersed
with general pharmacy inventory.

c. Bach medical facility, outpatient clinic, CMOP, and CRPCC facility must install electronic
access control systems to monitor access to controlled substances, This includes:

(1) Exterior doors to the pharmacy or medication storage area at the CRPCC;

(2) Vaults and cabinets used for storage of controlled substances within the pharmacy or
research facility; and

(3) Secured areas utilized for processing or dispensing conirolled substances.

d. The CMOP and CRPCC facilities must maintain an inventory management software
program for all controlied substances that provides for:

{1) Retrievable inventory records for all transactions, i.e., receipt and distribution, dispensing,
removal, and adjustments to inventory.

(2) Documentation of all transactions with the date, the time, and the User Identification (ID).
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(3) All transactions requiring override adjustments to inventory (e.g., removal of outdated
inventory, adjustments to inventory, discrepancies, and return to stock) must have a two-person
(facilitator and witness}) system of documenting the transaction. Both must be pharmacy
employees.

(4) Safeguards to ensure the electronic data is secure and of limited access.

(5) Storage procedures for electronic records, including archive procedures and hard-copy
back-up.

(6) Records and Report functions that can retrieve data within 72 hours, and provide storage
capability for a period of no less than 3 years.

(7) All controlled substances sent by USPS are to be identified as “Forwarding Services
Requested” in the endorsement line. This results in a greater number of prescriptions reaching the
patient.

e. The following specifications are the minimum requirements for any electronic access
control system:

(1) Access Safeguard. To prevent learning codes through keypad observation or use of
stolen or found access cards.

(2) Time Sensitive. The ability to program area access by user, by shift, and by day.
(3) Area Sensitive. The ability to program access by door and area for each individual user.

(4) Fail-Safe, The ability to maintain access security if the system goes down (e.g., bypass
key).

(5) Access Record or Audit Trail. The ability to provide for periodic, or on demand,
printouts of authorized employee names, times, and dates of individual accessing the location.

(6) User Coverage. The number of individual access codes that the system can
accommodate.

{7) Individual Access. Each individual must have an individualized access code. NOTE:
Biometrics may be considered.

(8) Tamper-proof Camera System. A tamper-proof camera system that records all activity
is recommended in the pharmacy or facility vaults and all storage areas containing working stocks
of controlled substances. Either the Police Service or Pharmacy must monitor these camera
systems. NOTE: The standards for digital video systems are included in the VA Security
Handbook (VA Handbook 0730).
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NOTE: Paragraph 13, subparagraphs 13f through 137, do not apply to the CRPCC facility.

f. A physical inventory of the pharmacy vault, including the Pharmacy Drug Cache
(Schedules II and I1I) and all working stock for all schedules of controlled substances must be
‘maintained and verified by Pharmacy Service at a minimum of every 72 hours. For pharmacies
open 7-days a week, three inspections a week are required and not on consecutive days; excluding
those weeks containing a Federal holiday when only two inspections are required (3 days apart).
When the pharmacy is open 6 days a week or the vault is locked on weekends (with the controlled

subsfance Inventory is only accessible 5 days a week)) a physical Invenfory 1S only required twice
weekly (3 days apart). NOTE: Point of Care Machines or Automated Dispensing Systems that
contain pharmacy stock and are located within the pharmacy are subject to these same inventory
requirements,

g. The complete management of the All Hazards Emergency Cache controlled substances as
follows:

(1) All schedule 1 and I controlled substances must be stored in accordance with VA
regulation and Title 21 Code of Federal Regulations (CFR) 1300 to end.

{2) All schedule Il and HI controlled substances must be inspected every 72 hours, unless the
facility has received a written waiver from the VA Central Office Pharmacy Benefits Management
Services (PBM) office.

(3) All schedule IV and V controlled substances stored in the sealed cache carts and secured
“in cache space are exempt from the 72-hour inspection requirement; however, the cache cart seal
must be inspected weekly to verify it is intact and the seal number is unchanged.

(4) A physical count of all cache designated schedules i through V controlled substances
must be completed quarterly.

(5) All controlled substances in a sealed cache cart must be inventoried each time the cart seal
is broken or immediately upon discovery of a broken or suspicious looking cart seal.

(6) All controlied substances inventory must be entered into and maintained in the VistA
Controlled Substance software as a separate narcotic area of use.

(7) All controlled substances in the cache must be included in DEA’s required biennial
inventory. ' '

(8) Any loss of a cache controlled substance is immediately reported in accordance with
paragraph 18 of this Handbook.

h. All documentation of inventory verification must be made on the appropriate electronically
generated inventory sheet (or VA Form 10-2320).
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i. All outpatient controlled substances awaiting patient pickup must be stored in a locked area
or cabinet with electronic access. Employees having access to the locked area are to be limited
and documentation of access must be maintained, in paper or electronic format, and reviewed on a
regular basis to identify unwarranted access (e.g., an employee accessing the inventory during
scheduled time off or when assigned to a different arca of the pharmacy).

14, CONTROLLED SUBSTANCES DISPENSING, INPATIENT SERVICES
NOTE: Paragraph 14 does not apply to the CRPCC facility.

a. Inpatient Medication Orders. Orders for Scheduled II controlled substances to be
administered to patients from unit dose or ward stock must be written for periods not to exceed
local medical center policy for rewrites.

b. Ward or Clinic Stock. This refers to a system where elecironic documentation (automatic
replenishment and ward stock software) is utilized for requesting controlled substances from
pharmacy services; the requesting process is as follows:

(1) Appropriate levels, consistent with the needs of the using ward or clinic, must be
established using the VistA Controlled Substances Package.

(2) Only Registered Nurses (RN), Physicians or Dentists (other than aunthorized pharmacy
staff) are permitted to order controlled substances.

(3) Only an authorized pharmacy employee can issue a supply of controlled substances fo
local medical center approved storage and dispensing locations. An electronic record of activity
musi be maintained in the VistA Controlled Substances Package for each item issued.

(4) Pharmacy Service must clectronically generate VA Form 10-2321, listing each item to be
replenished. VA Form 10-2321 must list each item to be replenished; indicating the name, ward
or clinic, strength, and quantity.

(5) A RN, or Licensed Practical Nurse (LPN), must verify and sign VA Form 10-2321
electronically in the VistA package, acknowledging receipt of all controlled substances. NOTE;
In the rare instances where a preprinted VA Form 10-2321 is used, the RN or LPN may sign the
printed form.

(6) VA Form 10-2638 or electronic equivalent is used to document all usage of controlled
substances. In those instances where a manual process is required, a review of the completed VA
Form 10-2638 is necessary prior to final disposition. A designated pharmacy employee, prior to
filing, must review the completed form for arithmetic errors, losses, or unusual waste.

(7) Any identified discrepancy in inventory must be reported irmmediately to the Nurse
Manager, or designee, for follow-up and resolution.

10
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(8) A printed bopy of VA Form 10-2638 (Green Sheet) may be used on rare occasions for
documenting the administration of a single dose.

c. Automated Point of Care (POC) Machines. When a medical center elects to utilize
automated dispensing equipment for controlled substances (e.g., Accudose, Omnicell, Pyxis, etc.)
the equipment is to be interfaced, when possible, to Medication Administration Records (MAR) in
VistA. :

(I Medical center Staff fiay Ui liZe Surveillance tools that accompany automated dispensing
equipment (e.g., Pyxis, C-Safe), commercial-off-the-shelf (COTS) software (e.g., Pandora), and
future versions of VistA’s “Ward Drug Dispensing Equipment (WDDE) interface,” to identify
potential incidents of drug diversion. NOTE: A listing of potential fileman templates that can be
run on a local level are identified in the Vistd Controlled Substances Inspector’s Manual.

(2) Par levels consistent with the needs of the medical center approved storage area, must be
established in the automation software.

(3) An authorized pharmacy employee must issue the supply of controlled substances to the
medical center-approved storage area of use. A record of activity must be maintained in the VistA
Controlled Substances Package for each item issued. A RN, LPN, or other authorized staff must
verify the appropriate level at POC, immediately after the Pharmacy restocks the inventory.

(4) The Chief, Pharmacy Services, or designee, must ensure that ali controlled substances
deducted from inventory are entered into the assigned POC machine. Any identified discrepancy
in inventory is to be reported immediately to the Nurse Manager and Chief of Pharmacy for

follow-up and resolution.

(5) There must be a reconciliation of the controlled substances dispensed to automated
devices as established in local policy (see subpar. 61).

d. Discrepancies

(1) If discrepancies exist between the amount ordered and the amount received, the authorized
nurse must check with the designated pharmacy employee concerning the amount issued.

(2) Ifthe diserepancy is not resolved, reports must be made immediately, through the CS8C, to
Police Service and the Pacility Director for investigation and follow-up.

15. CONTROLLED SUBSTANCES DISPENSING, OUTPATIENT SERVICES

NOTE: Paragraph 15, does not apply to the CRPCC facility.

a. Schedule II controlled substances for individual patients must be ordered on VA Form 10-
2577F, Security Prescription Form (see App. D), or other approved form or electronic equivalent
as established in local poticy and filled in compliance with 21 CFR 1306,

11
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b. Schedule IIl to V controlled substances must be ordered electronically using the
Computerized Patient Record System (CPRS), or other approved form (e.g., State-approved), for
Fee Basis or Tricare.

¢. When on-hand inventory is insufficient to filf the prescription in its entirety, a partial
dispensing of controlled substances may be done, as long as it is in compliance with 21 CFR
1306.13 and.1306.23.

d. Controlled Substance prescriptions must be filed in accordance with 21 CFR 1304.04. VA
medical centers are exempt from stamping controlled substance prescriptions with a red “C” in
accordance with 21 CEFR 1304.04, if they utilize the VistA Controlled Substance software -

package.

e. Prescriptions written for controlled substances and filled by VA pharmacies may be mailed
in accordance with 21 CFR 1300, VA policy and United States (U.8.) Postal Regulations;
however, prescriptions written for controlled substances carinot be maited outside the U.S, and
Puerto Rico.

f. The refilling of a prescription for a Schedule II controlled substance s prohibited in
accordance with 21 CFR 1306.12.

g. Schedule III thru V contrelled substances may be refilled in accordance with 21 CFR
1306.22,

h. All prescriptions for Schedule JII thru V controlled substances must be filed electronically;
therefore, all information must be maintained in the electronic prescription record. These
prescriptions can be filled with a maximum of five refills over a 6-month period.

i. Exemptions to Controlled Substances dispensing as outlined in 21 CFR 1300, provisions
1306.25 (a), 1306.22 (b), and 1304.04, have been approved for CMOPs by DEA. Since no
original or refill prescriptions are physically kept on site at the CMOP, DEA-record filing
requirements are not applicable.

j. Due to the fact that Schedule II drugs, as defined in 21 CFR 1308.12, are not authorized to
be stored or dispensed from CMOP facilities, regulatory provisions as outlined in 21 CFR Part
1300 pertaining to this schedule are not applicable.

k. The label of any drug listed as a "Controlled Substance" in Schedule Ii, Il IV, or V of the
Controlled Substances Act must, when dispensed to or for a patient, contain the following
warning: "CAUTION: Federa! law prohibits the transfer of this drug to any person other than the

patient for whom it was preseribed."

1. All prescriptions for Schedule II controlled substances must be dated as of, and signed on,
the day issued; and they must comply with the provider’s responsibilities (see par. 7).

12
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m, Pharmacy Service must verify the identity of the person picking up the outpatient
controlled substance prescription for outpatients or patients leaving the medical facility, and must
require the signature of such person or their agent.

n, All outpatient prescriptions for controlled substances not picked up at the outpatient

. window must be returned to stock or mailed to the patient ensuring strict accountability.

Pharmacy Service must maintain documentation to identify the disposition (whether mailed,

dispensed at the pharmacy window, or tefurned to stock) of tHeSe prescriptions.

0. Any CMOP Controlled Substances dispensing that is not completed must be documented
as to its disposition (i.e., returned to stock, cancelled, etc.). An electronic record of its disposition
must be maintained at the CMOP. Inventory changes as a consequence of such disposition must
be electronically recorded and, in alf instances, the originating VA facility must be notified as to
the controlled substances dispensing status.

p. Prescriptions for controlled substances can only be mailed in accordance with 21 CFR
1300, VA policy, and DEA Regulations. The shipping label attached to all conirolled substances
packages must have printed, as a return address, the local medical center address where the
prescription was generated.

q. CMOP facilities that do not process their own mailing, or other authorized delivery
methods of shipping, must require documentation of the packages processing fromn the contracted

shipper. -

r. All packages delivered to the United States Postal Service (USPS) mail carriers or by
contracted shipper services, must have a shipping label attached and be permanently sealed so its
contents cannot be removed. Packages containing a controlled substance, processed for mailing
or shipping, cannot have any annotation on its shipping label that identifies its contents.

s. Return receipt from USPS is not required for controlled substances. Facilities need to use
special handling (e.g., return receipt or package delivery tracking from USPS, United Parce!
Service, or the current Government Services Administration (GSA) small package carrier) for
patients with an identified trend for lost or stolen packages. NOTE: A notation needs to be made,
by a pharmacist, in the patient narrative with instructions on delivery preferences.

t. All returned mail, identified to pharmacy services, must be made secure. Local medical
center policy must clearly define the processes enacted to ensure that security needs arc met.

u. The local medical center’s Pharmacy Service needs to rectify controlied substance issues
when CMOP mailed prescriptions do not reach their intended destination. If these controlled
substances left the pharmacy and cannot be delivered to the intended patient they must be logged
for destruction in accordance with paragraph 19.
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v. Schedule II controlled substances are to be dispensed in 30-day quantitics or less. An
individual practitioner may issue multiple prescriptions authorizing the patient to receive a total of
up to a 90-day supply provided the following conditions are met:

(1) The patient is deemed competent to receive, have possession of, and present each
subsequent prescription to the VA pharmacy at the appropriate time;

(2) Each separate prescription is issued for a legitimate medical purpose by an individual
practitioner acting in the usual course of professional practice;

(3) The individual practitioner provides written instructions on each prescription indicating
the earliest date on which the pharmacy may fill each prescription;

(4) The individual practitioner concludes that providing the patient with multiple
prescriptions in this manner does not create an undue risk of diversion or abuse;

(5) The patient has a controlled substance agreement established with a single provider or
team for chronic opioid therapy (see par. 16); and

(6) The patient demonstrates a history of adherence to the conirolled substance agreement to
include compliance with all prescribed medications and all components of the treaiment plan,
including non-pharmacological measures, consultations, and referrals,

w. Schedule I, TV and V controlled substances are nommally dispensed in 30-day quantities.
Local medical centers can elect to prescribe a 90-day quantity of these controlled substances if
approved by the local Pharmacy and Therapeutics (P&T) Committee and documented in their
minutes. A local medical center policy must be developed that outlines the criteria for prescribing
a 90 day supply. This policy must define the responsibility for monitoring compliance with the
established criteria.

16. OPIOID TREATMENT PROGRAMS

NOTE: Medical centers must be licensed for this program. See Substance Abuse and Mental
Heaqlth Service Administration (SAMHSA) guidelines at http:/fwww.samhsa.gov .

a. Ordering

(1) Pharmacy stock requirements of methadone for a maintenance program must be ordered
separately from other Schedule Il and Iif narcotic substances on VA Form 222, Request for and
Notice of Shipment, or electronically using the Controlled Substance Ordering System (CSOS).

(2) The oral, liquid dosage form, or specially-formulated dispersible tablets of methadone
must be utilized initially for a treatment program. The final oral dose administered to the patient
must be in oral liquid form. NOTE: Methadone oral diskettes may be used once the patient is no

longer a risk for diversion.

14
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(3) The provision of take-home medications for Methadone Maintenance and Detox
Treatment is defined in Regulation 42 CFR Section 8.12. To be eligible for take-home
medications according to this schedule a patient must meet the following eight conditions:

(a) No recent drug use;

(b) Attends clinic regularly;

{c) No serious behavioral problems;
(d) No criminal activity;

(e) Stable home environment and good social relationships;

(f) Length of time in treatment (see http://syww.dpt.samhsa.gov/regulations/exrequests.aspx);
(g) Assurance that take-home medication will be safely stored; and

(h) Judgment that the rehabilitative benefit to the patient will outweigh the risk of diversion
(42 CFR Part 8.12.i (2) (i-viii)).

(4) The maximum number of days of take-home medications according to Federal Opioid
Treatment Regulation (see 42 CFR 8.12) is 31 days. However, this is dependent on the time in
treatment (see par. 16).

b. Storage and Dispensing

(1) Methadone for Opioid Treatment Program must be stored separately from all other
controlled substances and meet the Food and Drug Administration (FDA) regulations for storage.

(2) Methadone for maintenance and detoxification treatment must be dispensed on receipt of
VA Form 10-2577F, VA Form 10-1158, Doctor’s Orders (see App. E), or other local medical
facility-approved form, written by a physician who is an authorized provxder of an approved
Opioid Treatment Program.

(3) Methadone must be packaged and dispensed in a single dose form conforming to 42 CFR,

Chapter 1, Section 8.12, Federal Opioid Treatment Standards.

(4) Each take-home dose must be dispensed in a child resistant container and must be labeled
with the:

{a) Treatment center's name,

(b} The center’s address,
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(¢} Telephone contact number, and
(d) Physician’s name.

(5) When dispensing more than one take-home dose, the medication must be dispensed as a
prescription and conform to all VA regulations. This includes the submission of a written VA
Form 10-2577F, VA Form 10-1158, or other local medical facility-approved form. A pharmacist
either in the Opioid Treatment pharmacy or in the Qutpatient pharmacy must dispense all
prescriptions requiring more than one take home dose.

17. RECORDS AND FORMS

a. Records on personnel authorized access to areas where Scheduled drugs are stored must be
maintained at each facility. Prescription filling and record keeping may be delegated to technical
personnel under the direct supervision of an assigned pharmacist. This pharmacist must sign all
records of receipt, dispensing and distribution. '

b. Controlled substance records (e.g., the Controlied Substance I Order File, the Schedule IT
and Schedule I Narcotics and Alcoho! Register; the Excess Alcohol and Narcotics File; and
Conirolled Substance Prescriptions) must all be maintained for a 3 year period.

NOTE: In paragraph 17, subpargraphs 17c through 17g do not apply to the CRPCC facility.

c. Receiving documents for all controlled substances must be maintained separately from all
other receiving records.

d. The VistA Controlled Substances Package is the primary storage mechanism for all forms.
If VA Form 10-2321 is selected for ward stock orders, they must be filed separately in a numerical
file once'completed and manually signed.

e. All automated outpatient dispensing systems must have an interface with the VistA
Controlled Substance Package and the Qutpatient Pharmacy Program.

f. All automated inpatient dispensing systems will be made to interface with the inpatient
medication profile, Bar Code Medication Administration Record and VistA controlled substance
package if an interface is available and can be accomplished by the Information Technology
Section.

2. The completed VA Form 10-2577F, or other approved forms for Schedule IT controlled
substances dispensed to outpatients, must be filed separately in a numerical file, or according to

21 CFR 1304.04.

16
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18. PROCEDURE IN CASE OF LOSS OF CONTROLLED SUBSTANCES

a. Any suspected theft, diversion, or suspicious loss of drugs must be immediately reported to
the CSC, VHA medical center Police Service, and the medical center Director, CMOP Director,
or CRPCC Facility Director for investigation and to implement the action needed to prevent
reoccwrence, When ongoing diversion is suspected, the first contacts are the medical center

Director, CMOP Director, or CRPCC Director. the Office of Inspector General (QIQ), and the

Tacility VA CHiet of Palice:

b. Any suspecied thef, diversion or suspicious loss of drugs at the CRPCC facility must be
immediately reported to the medical center Director, DEA, and OIG. '

¢. In cases of accidental loss, breakage, or destruction of small quantities of Schedule II thru
V controlled substances {e.g., five dosage forms or less), the appropriate controlied substances
record must be balanced, and a brief explanation of the circumstances entered info the electronic
inventory management software program.

(1) At the earliest opportunity, entries and explanations must be signed by the person
responsible for the loss or breakage and must be called to the attention of the immediate
supervisor. All balance adjustments must be reviewed by the Chief of Pharmacy, medical center
Director, or designee, and reported to the CSC as part of the monthly inspection process,

(2) If the explanation is not considered satisfactory by the immediate supervisor, the incident
must be reported to the CSC, facility Police Service, and the medical center Director for
investigation and to implement the action needed to prevent reoccurrence.

(3) The use of a two-person (facilitator and witness) signature system for documentation must
be strictly enforced on all adjustments or discrepancies. Balance adjustments must be done on
paper and have two signatures, by individuals authorized in local medical center, CMOP and
CRPCC policy, documenting the adjustrient. NOTE: CMOF and CRPCC facilities can make
these adjustments with two electronic signatures in their invenfory management sofiware.

{(4) The inventory management program allows a brief explanatory statement to be entered
electronically with the record.

d. In cases of recurring shortages, loss of significant quantities of Schedule II-V controlled
substances (or Schedule 1-V at the CRPCC), or if there is indication of theft, a report must be
made to the respective medical center Director, National CMOP Director, or CRPCC Facility
Director; and a DEA Form 106, Report of Theft or Loss of Controlled Substances, must be
completed in accordance with 21 CFR 1301.74.

(1) The inspecting official must report such losses disclosed during monthly inspections to the
CSC, who forwards the information to the medical center or facility Director,

17
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(2) In addition, the AO must complete VA Form 1217, Report of Survey (see App. F), from
the information contained on the DEA Form 106. This must be prepared to substantiate
adjustment actions in accordance with VA Handbook 7125, NOTE: A copy of the report detailed
in subparagraph 12 may be aitached to VA Form 1217 to complete the report.

¢. The medical center Director, the CMOP Director, or the CRPCC Facility Director must, in
turn, notify the OIG and the facility Police Service (if located on VA medical facility grounds).
CMOPs or CRPCC not located on VA medical facility grounds must notify VA Central Office
Police Service.

f. The theft, loss, or suspected diversion of any controlled substance, or high-value drug, must
be reported through the VISN Director, National CMOP Director, or CRPCC Facility Director to
the Chief Consultant, PBM Services (119); and in cases involving the CRPCC, the Chief
Research and Development Officer, The report must be forwarded to email group “VHAPBH
Pharmacy Reporting CS Diversion/Loss,” using email encryption. The following information
must be included in the report:

(1) Date(s) or approximate date(s) of each iﬁcident;

(2) Description of each action planned or taken to prexlrent future loss or theft of drugs;
(3) Date each action in subparagraphs 18c. and 18d.was completed;

{4) In any incident of theft, loss, or suspected diversion, provide the:

(a) Generic name and strength of each controlled substance, if appropriate, and the total
quantity for each drug stolen or lost.

(b) Date on which VA initially became aware of theft or loss.

{c) Means by which VA first became aware of the theft or loss.

(d) Agency or service that initially discovered the theft or loss.

l(e) Agency or service initially reporting the theft or loss to VA.

(f) Agencies known to have investigated the theft or loss.

(g) List of all law enforcement and agencies contacted (QIG, DEA, Police Service, etc.).

(h) Category of the suspect (if kuown) when diversion is suspected, for example; '

|—

. Current VA employee,

. Former VA employec,‘

(18]

18
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L2

. Current VA patient,

|4

. Former VA patient,

ltn

. Current VA volunteer,

fen

. Former VA volunteer, or

7. Unknown,
(i) If the suspect identified was a VA employee, provide the employment series and grade.

g. In case of suspected loss by substitution, the medical facility Director must direct a qualified
analyst to analyze the suspected material. Adjustment must be made in the appropriate record by
the medical facility Director, or designee, for quantities used in the testing procedure. If
substitution is confirmed, an immediate investigation must be conducted and the loss must be
reported as outlined in subparagraphs 18b and 18f.

h. Upon completion of any investigation, all appropriate records must be balanced.
19. DISPOSITION OF EXPIRED OR EXCESS CONTROLLED SUBSTANCES

NOTE: Inparagraph 19, subparagraphs 19a; 19b(3),19b(4), and 19b(5); and 19 do not apply
to the CRPCC facility.

a. All controlled substances returned from ward, clinic, or from pharmacy stock (determined
unusable) must be posted with all appropriate information on the Controlled Substance
Destruction menu in VistA and are to be destroyed. The CSC must ensure that the “Drugs on
Hold for Destruction” report in VistA and sealed bags of the unusable controlled substances are
inspected monthly. The inspector must verify the accountability of the sealed bags. The contents
must be verified at the time of destruction or at the transfer to a DEA-licensed destruction

company,

b. Excess controlled substances in authorized storage locations (e.g., inpatient ward areas,
clinics, research section, CBOCs, and procedure rooms) must be returned to Pharmacy Service for
redistribution or destruction. Items determined unsuitable for reissue by Pharmacy Service are
accepted in the pharmacy only for storage purposes, prior to destruction or transfer to a DEA-
licensed destruction company.

(1) The authorized pharmacy employee must check the alleged controlled substances in the
presence of another approved health care professional, then: ‘

{a) Place each item returned into an evidence bag;
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(b) Write in ink on the evidence hag the date, name and quantity of the confrolled substance
(believed or purported to be retumed);

(c) Seal the bag; and

(d) Store the sealed medications in the pharmacy safe, or vault, apart from other drugs or
cuirent stocks,

(2) The authorized pharmacy employee and health care professional must follow all
procedures outlined in the VistA Controlled Substance Package, including:

{a) Completion of the “Hold for Destruction” report in VistA (attaching the document to the
bag for future reference); and

(b) Posting the unusable controlled substance in the database.

(3) Expired or unusable controlled substances must be removed from pharmacy or CRPCC
stock and posted in the Controlled Substance Destruction file in VistA; CMOP and CRPCC
facilities must post to their inventory management software.

(2) The Chief, Pharmacy Services, or designee, and other health care professional using the
VistA generated VA Form 10-2321, must identify the controlled substance, the quantity, sign (two
sipnatures) and inscribe “Hold for Destruction” on the VA Form 10-2321,

{b) Each item removed from stock must be placed in an evidence bag as described and signed
by two Pharmacy Service designees (facilitator and witness).

(c) The electronic record must be stored in the VistA Controiled Substance Package, The
date, reason, and amount removed from pharmacy stock must be indicated in the VistA Controlled
Substance Package on VA Form 2320, Daily Activity Log.

(d) Once medication(s) have been identified for destruction in the “VistA CS Destructions™
file, number 58.86, DEA Form 41, Registrants Inventory of Drugs Swrrendered Report, isto be
generated only those substances that are destroyed locally.

(4) The AQ, or designee, is to be involved in the controlled substances tum-in to the
destruction company or when the destruction is performed on site.

(5) Atthe CMOP or CRPCC, posting to the unusable controlled substances ledger must be by
a two-person {facilitator and witness) signature process. The Accountable Officer is required to
act as one of these two people. NOTE: The electronic recordkeeping system must have the
means to accommodate a twoe-person (facilitator and witness) signature system.

(6) Controlled substances returned by USPS, or other authorized delivery services cannot be
reused and must be posted in VA Form 10-2321 (or electronic equivalent), “Hold for Destruction™

20
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in the VistA controlled substance package. At the CMOP, all returns must be entered into the
“Returned Product Tracking Program.” At the CRPCC all returns must be entered into their
individualized inventory management software.

(7) Controlled substances not picked up by patients at the pharmacy window must be mailed
to the patient or returned to pharmacy stock; with appropriate documentation and inventory
adjustment.

T ) (8T The VA PIiarmacy Service does not accept returned arags, including controiled

substances, from the patient. However, there are instances when, due to an admission, pharmacy
is required to store controlled substances until the time of discharge.

(9) If unable to return the stored drugs to the patient (e.g., the patient’s death), the same
procedures for destruction must be followed as outlined in subparagraph 19b(2).

¢. When it is necessary to "waste" part of a controlled substance an enfry documenting the
usage must include the amount given and the amount wasted. '

(1) The first entry must be the dose given (e.g., one-half ampule, 25 milligrams (mg)
administered).

(2) The second entry is the amount wasted (e.g., one-half ampule wasted, 25 mg wasted), All
waste from a partial dose of all controiled substances must be witnessed and signed by authorized
health care professionals (facilitator and witness). The amount “wasted” must be disposed of in
an appropriate mamner according to local medical center policy.

d. Disposal of excess or expired controlled substances must be in accordance with DEA
Regulations, 21 CFR 1307.21. The use of a third-party distributor, authorized to destroy
controlled substances, is sanctioned.

e. When a distributor authorized to destroy controlled substances is utilized, the transfer of
items for destruction need to include, for the record, the following in writing: drug name, dosage
fortn, strength, quantity, and date of transfer. The distributor must provide a receipt for all drug
products taken at the time of transfer.

f. The “Hold for Destruction” or cther electronic file must be “cleared” of accountable
inventory once the disposal of an jtem has been rendered.

g. The facility AO, or designee, is to be involved in the immediate receipt, inspection of all
incoming shipments, turn-in and disposal process of all controlied substances.

20. CONTROLLED SUBSTANCES IN MEDICAL CENTER RESEARCH AREAS

a. Procurement. All controlled substances for use in research (animal or human) conducted
on VA property or facilities must be ordered through and received by Pharmacy Service. When
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approved VA research is conducted at an affiliate institution or other non-V A lacation, the local
Chief of Pharmacy Services must be consulted to determine whether controlled substances are to
be obtained through the VA pharmacy. The research section is to initiate the purchase order with
the designated fund conirol point and forward it to pharmacy for authorization. All controlled
substances purchases must be ordered separately from non-controlled drugs.

(1) Controlled substances needed by the Attending Veterinarian for the treatment and care of
laboratory animals or needed by an investigator to conduct animal research approved by the
Institutional Animal Care and Use Committee (IACUC) must be procured by a local VA
pharmacy unless prohibited by Federal regulations or VA policy.

(2) Circumstances in which controlled substances are needed for animal research, but cannot
be procured locally need to be brought to the atténtion of the Chief Veterinary Medical Officer
immediately by the Associate Chief of Staff for Research and Deve lopment, or other local
administrator.

b. Issue

(1) On rccelpt, Pharmacy Service inventories and issues the drug to the approprlate research
section.

(2) Issuance of controlled substances to research areas must be in accordance with the general
provisions for dispensing controlled substances outlined in paragraph 14. Persons authorized to
receive controlled substances in the research section must be designated in writing by the Medical
Center Director, on the advice of the Associate Chief of Staff for Research, or the Chief of Staff.

¢. Control

(1) If an automated dispensing device is not used in the research area, VA Form 10-2638
must accompany each drug issued.

(2) Authorized employee(s) in the research area(s) must maintain appropriate records in
accordance with the provisions of this Handbook (see par. 17).

‘ (3) Documentation of administration on either VA Form 10-2638, or within the automated
dispensing system, must indicate the protocol number, date, and any other identifying information
available to provide a satisfactory proof-of-use record for each dose of drug administered.

(a) When the supply of medication is exhausted or it is deemed the controlled substance is no
longer needed in the research area, the completed VA Form 10-2638 must be returned to the

pharmacy within 72 hours.

{b) A designated pharmacy employee, prior to filing VA Form 10-2638, must review the
completed form for arithmetic errors, losses, or unusual waste and update the entry in the VistA
Controlled Substance Package to denote completion.
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d. Inspection. The authorized research staff must make VA Form 10-2638 and the
corresponding drug available for any monthly unannounced inspection, With the exception of
quality control inventory checks of automated dispensing equipment in use in research areas, there
is no requirement for interim (shift change, daily, weekly, etc.) inventory counts by research
personnel or other hospital personnel beyond the monthly unannounced inspections.

e. Storage

(1) All controlled substances must be secured under double lock in accordance with VA
Handbook 0730,

(2} Access must be limited to employees specifically authorized in writing to have access to
the controlled substances, '
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" APPENDIX A

SAMPLE OF VA FORM 10-2638, CONTROLLED SUBSTANCE ADMINISTRATION
RECORD

A sample of Department of Veterans Affairs (VA) Form 10-2638, Controlled Substance

A mipistration Record,-can be found on the VA Forms Web site-at:

http:/fvawwd.va.gov/vatorms/. NOTE: This is an infernal VA link not available to the public.
This form must be ordered in paper form the Service and Distribution Center. The Stock number
is F01213,

ol
VA form 10-2638. pdf
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APPENDIX B

VA FORM 10-2320, SCHEDULE 11, SCHEDULE HI NARCOTICS AND
ALCOHOLS REGISTER

— Department of Veterans Affairs.(VA) Form.10-2320, Schedule I, Schedule JIl Natcotics . .
and Alcohols Register, can be found on the VA Forms Web site at: hitp://vaww4.va.gov/vaforms
NOTE: This is an internal VA link not available to the public.

VA Form
10-2320-fil, pdt

B
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APPENDIX C

VA FORM 10-2321, CONTROLLED SUBSTANCE ORDER

Department of Veterans Affairs (VA) Form 10-2321, Controlled Substance Order, can be
found on the VA Forms Web site at: http://vawwd va.gov/vaforms NOTE: This is an internal
VA link not available to the publie.

VA Form
10-2321. pdf
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' APPENDIX D

SAMPLE OF VA FORM 10-2577F, SECURITY PRESCRIPTION FORM

A sample of Department of Veterans Affairs (VA) Form 10-2577F, Security Prescription
Form, can be found on the VA Forms Web site at: hitp://vawwd.va.gov/vaforms
NOTE: This is an internal VA link not available to the public.

i
Sample of VA Form
10-2577F.pdf

L0 S
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APPENDIX E

VA FORM 10-1158, DOCTOR’S ORDER FORM

Department of Veterans Affairs (VA) Form 10-1158, Doctor’s Order Form, can be found
on the VA Forms Web site at; hitp://vaww4.va.gov/vaforms/medical/pdf/10-2321.pdf NOTE:

Y

VA Form
10-1158,pdf
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APPENDIX F

VA FORM 1217, REPORT OF SURVEY

Department of Veterans Affairs (VA) Form 1217, Report of Survey, can be found on the
VA Forms Web site at: http://vaww4.va.gov/vaforms/medical/pdf/10-2321.pdf NOTE: This is
an internal VA link not available to the public. '

VA Form 1237, pdf
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1. REASON FOR ISSUE. This Veterans Health Administration (VIIA) Handbook provides
procedures for implementing a Confrolled Substance Inspection Program.

2. SUMMARY OF MAJ OR CHANGES Thxs VHA Handbook mcorporates requxrements

responmblhtlcs thereto Thls revision cIarlﬁes thc rcspon51b1ht1es of thc Controlled Substance
Coordinator as they pertain to the monthly inspection process.

3. RELATED DIRECTIVE. VHA Directive 1108 (to be published).

4, RESPONSIBLE OFFICE. The Chief Consultant, Pharmacy Benefits Management Strategic
Health Group (119), within the Office of Patient Care Services is respon51b!e for the contents of
this Handbook, Questions may be addressed to 202-461-7362.

5. RESCISSIONS. VHA Handbook 1108.02 dated February 1, 2010, is rescinded.

6. RECERTIFICATION. This VHA Handbook is scheduled for recertification on or before
the last working day of April 2015. '

TRobert A. Petzel, M.D.
Under Secretary for Health
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INSPECTION OF CONTROLLED SUBSTANCES

1. PURPOSE

This Veterans Health Administration (VHA) Handbook provides procedures for
implementing and maintaining a Controlled Substance Inspection Program.

2. DEFINITIONS

a. Controlled Substances. Controlled substances, subject to inspection, consist of drugs
and other substances by whatever official name, common name, usual name, chemical name, or
designated brand name, that are listed in Title 21 Code of Federal Regulations (CFR) Schedule I
1308.11, Schedule 11 1308.12, Schednles 111 1308.13, Schedule IV 1308.14, and Schedule V
1308.15; 21 CFR 1301; and Title 21 United States Code (U.S.C.) 812 and 827.

b. Designated Provider. A designated provider is an individual, authorized to use
controlled substances in research, who is appointed by memorandum of the Medical Center
Director to ensure security, handling, and storage of the controlled substances in the research
section.

¢. Unresolved Discrepancies. Any variance from the expected inventory that cannot be
explained.

3. SCOPE

A Controlled Substance Inspection Program must be maintained at all Department of
Veterans Affairs (VA) medical facilities, Consolidated Mail Outpatient Pharmacies (CMOP),
and Clinics. Areas to be inspected are pharmacy, inpatient units, clinics (including Community-
based Qutpatient Clinics (CBOC)), CMOPs, clinical and research laboratories, anesthesia units,
and all other areas authorized to have Schedule II to Schedule V controlled substances.

4. RESPONSIBILITIES OF THE MEDICAL CENTER DIRECTOR
Each Medical Center Director is responsible for:

a. Establishing an adequate and comprehensive system for controlled substances to ensure
safety and controf of all inventories.

b. Requiring uniform and complete compliance with VHA policies on controlled substances.

c. Establishing local written medical facility policy(jes) on the inspection of controlled
substances.

d. Appointing a Controlled Substance Coordinator (CSC) responsible for the inspection
program.
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(1) The CSC must not have a connection with any component of the controlled substance
. program, including procurement, prescribing, dispensing, or administering of medications,

(2) The CSC duties must be included in the employee’s position description or functional
statement.

(3) The CSC must have a complete understanding of controlled substance pohcles and the
VHA controlled substance inspection process.

¢. Appointing an adequate number of Centrolled Substance Inspectors, in writing, who do
not have involvement in drug procurement, prescribing, dispensing, or administration. NOTE:
Pharmacists, nurses, or physicians who work in other areas (e.g., Performance Improvement)
having no involvement with medication prescribing, d:spensmg or administration may be
appointed as CSIs.

f. Providing an orientation for new CSIs and ensuring that CSIs receive annual updates
regarding problematic issues identified through external survey findings and other quality control
measutes. NOTE: It is recommended that this information be provided in an annual meeting;
however, ematl or other means of communication may be used if necessary to ensure that ail
CSIs receive the information. Documentation of local meetings should be maintained in the
Learning Management System (LMS),

g. Appointing CSIs fo a term not to exceed 3 years; there is no term limit for the CSC.,
NOTE: Due to the importance of the controlled substance inspection program and for ensuring
accountability and confidence in the management and use of controlled substances, the Medical
Center Director needs to formally express appreciation to CSIs and the CSC as they complete
their terms. CSIs may be reappointed after a 1-year hiatus.

h. Ensuring that the current Veterans Health Information System and Technology
Axchitecture (VistA) controlled substance software packages are-utilized in all inpatient and
owtpatient seftings. NOTE: The Pharmacy Automated Data Processing Application
Coordinator (AdPac), or other pharmacy appointee, must ensure that all Vistd controlled
substance packages are utilized and that all appropriate pharmacy staff are trained on its use.

i. Ensuring that all inspection records are retained for a period of 3 years.

j- Immediately referring to the Office of Inspector General, Office of Investigations, any
criminal matters involving felonies related to controiled substances (38 CFR § 1.204),

5. RESPONSIBILITIES OF THE PHARMACY DIRECTOR, CMOP FACILITIES
The Pharmacy Director of a CMOP facility is responsible for:

a. Establishing an inspector training program, similar to the Controlled Substance-Drug
Diversion Inspection Certificate course, on CMOP specific processes.
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b. Appointing a CSC, responsible for coordination of the inspection program, and an
adequate number of CSls.

{1) The CSC must not have a connection with any component of the controlled substance
program, including the procurement, dispensing or record keeping of these medications.

(2} The CSC duties must be included in the employee’s position description or functional
statement.

VHA controlled substance mSpectlon process

(4) The CSC must complete appropriate training and the Controlled Substance-Drug
Diversion Inspectign Certification course available on the VA LMS website at:
www.insidelms.va.gov prior to appointment. NOTE: Additional information regarding this
requirement is available on the Mandatory Required Training Web site at:
vaww.eges.lrn.va.gov/mandatorytraining. This is an internal Web site and is not available fo the
public. Documentation of Certification is maintained in the LMS,

c. Appointing, in writing, an adequate number of CSIs who do not have involvement in
controlled substance procurement, dispensing or record keeping. For example: Pharmacists and
technicians never assigned controlled substances responsibilities may be utilized, as well as
administrative assistants, secretaries, or medical equipment technicians, ete. '

d. Appointing inspectors to a term not exceeding 3 years. There is no term limit for
coordinators. NOTE: Due to the importance of the controlled substance inspection program,
Jor ensuring accountability and confidence in the management and use of controlled substances,
the CMOP Director needs to formally express appreciation to CSIs and CSC as they complete
their terms. Inspectors may be reappointed after a I-year hiatus.

e. Providing an orientation for new inspectors and an annual refresher training to furnish
annual updates regarding problematic issues identified through external surveys or other quality
control measures for the current inspectors, NOTE: It is recommended that this information be
provided in an annual meeting; however, email or other means of communication may be used if
necessary to ensure that all CSIs receive the information.

f. Ensuring all controlled substance storage and dispensing areas are inspected on a monthly
basis and verifying all inventory stock and record keeping (e.g., procurement, receipt,
dispensing, and inventory (active and outdated). NOTE: On a rare occasion a given area may
go uninspected. However, this area must be inspected in the subsequent month.

g. Ensuring that all inspectors complete a Jocal orientation and the on-line Controlled
Substance Certification Program (subpar. 5b(4)) prior to participation in the 1nspect10n program.
NOTE: Documentation of Certification is maintained in the LMS.

h. Ensuring that CSIs are familiar with the inventory management control software program
that is used within the CMOP to safeguard controlled substances.
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6. RESPONSIBILITIES OF THE MEDICAL FACILITY CHIEF OF STAFF AND THE
CHIEF NURSING EXECUTIVE

The Chief of Staff (COS) and the Chief Nursing Executive (CNE), or des1gnees are
responsible for:

a, Ensuring that all requirements for handling, storage, and security of controlled substances
under control of elinical services are followed.

b. Providing access and support for all assigned inspections in clinical services areas of
responsibility, without prior notice.

7. RESPONSIBILITIES OF THE MEDICAL FACILITY CHIEF OF PHARMACY
SERVICES

The Chief of Pharmacy Services, or designee, at the local facility is responsible for:

a. Ensuring that all requirements in VIA Handbook 1108.1 are followed and that all the
necessary information is available to CSls.

b. Ensuring that responsibility for balance adjustments in the Controlled Substances VistA
Package and automated dispensmg devices within the pharmacy is assigned to as few pharmacy
staff as possible,

¢. Being present during monthly inspections of the facility pharmacies and performing a
complete physical count, as necessary.

d. Reviewing, monthly, 2l controlled substance balance adjustments, and reporting any
unresolved discrepancy to the CSC. NOTE: The reviewer cannot perform inventory balance
adfustments at any time.

8. RESPONSIBILITIES OF THE CONTROLLED SUBSTANCE COORDINATOR

The CSC is responsible for ensuring that:

2. The required inspections are completed in each area that stores controlled substances each
month. NOTE: On arare occasion a given area may go uninspected. However, this area must
be inspected in the subsequent month. -

b. All new CSlIs complete the Contro]led Substance-Drug Diversion Inspection Certification

course available on the LMS prior to participation in the inspection program. Documentation of
Certification will be maintained in the LMS, NOTE: Additional information regarding this
requirement is available on the Mandatory Requived Training Web page at:
vaww.egs.Irn.vo.gov/mandatorytraining. This is an internal web site and is unavailable to the
public.
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¢. All local orientation and initial certification training provided is documented in the LMS.
Competency assessments of the CSIs are documented annually. Attendance at annual refresher
meetings is documented in the LMS. All annual updates sent to the CSls are maintained on file.

d. Inspectors conduct monthly, unannounced controlled substance inspections of the
Pharmacy’s vault(s) inpatient and outpatient working stocks, all units, research, emergency carts,
pharmaceutical caches, and CBOCs where controlled substances are stored.

e. Although an inspector may be assigned to assist in the inspection process on a monthly

rr——————sitethey-tray-notimspectthesame-area-two-monthseomseentive 0 - —— ——————

f. The inspectors verify source data (e.g., prescriptions, providers orders, Bar Code
Medication Administration (BCMA) records, and other manual records) to detect potential

diversion.

g. All monthly inspections are assigned and completed. NOTE: To ensure the element of
surprise, inspections must not be scheduled at the same time each month Inspectzon dates are 1o

be randomly selected.

h. A monthly summary of findings (including discrepancies) is provided to the Medical
- Center Director or National CMOP Director.

i. All documented complaints relating to possible diversion activities (e.g., shorted
quantities, mail prescriptions not received, etc.) are recorded by the patient advocate or medical
center liaison for the CMOP and summarized for review by either the Medical Center or CMOP
Director in the Controlled Substances Monthly Report.

j- Al resolved discrepancies, noted during the inspection process, are reported to either the
Medical Center or CMOP Director for trending purposes.

k. Umresolved discrepancies are reported to either the Medical Center or CMOP Director for
further investigation,

1. A *“Quarterly Trends Report” is provided to either the Medical Center or CMOP Director
summarizing any identified discrepancies, problematic trends, and potential areas for
improvement. For example: discrepancies need to be trended by location, drug, and number of
doses.

m, Either the CSC or the pharmacy liaison generates a complete list of the serial mimbers for
distributed VA Form 10-2638, Controlled Substance Administration Records, by unit, clinic, etc.
This list provides all serial numbers to the CSIs for use in the monthly checks of controlled
substance inventories and records. NOTE: The CSIs must have access to: the inactive VA
Forms 10-2638, in those rare instances when they are utilized; VA Forms 10-2638, returned to
the pharmacy since the last inspection; or the elecironic equivalent data in VistA, The records
used for the monthly inspection must part of the VistA package, automated dispensing
equipment, or both. ‘
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9. RESPONSIBILITIES OF THE CONTROLLED SUBSTANCE INSPECTORS (CSIs)
The CSIs are responsible for:

a, Conducting any random, unannounced inspections as assigned by the CSC. Each
inspection area must be completed on the day it is initiated. NOTE: 41l CMOP controlled
substances inspections are fo be completed on the same day. However, at the Medical Center
inspections may be assigned on multiple days as long as the element of surprise is maintained.

b. Checking on-hand inventories.

¢. Certifying by memorandum, as defined in local policy, to the CSC, the accuracy of the
records and inventory of the controlled substance areas that they have inspected. B

d. Randomly verifying that there are valid outpatient prescriptions or inpatient orders for
Schedule I1 prescriptions to support the dispensing activity. NQTE: For the frequency of
random verification see VHA4 Handbaok 1108.1. '

¢. Ensuring that all assigned inspections are completed by the end of the month.
10. PROCEDURES FOR INSPECTION OF THE PHARMACY

a. The Chief of Pharmacy Service, or designee, must be present during the monthly
inspections. In the case of the CMOPs, the responsible controled substance pharmacist must be
present at the time of inspection.

b. The physical inventory inspection includes all active stock of Schedule I to V controlled
substances (including outdated stock), and related records (VA Form 10-2320, Schedule 11,
Schedule JII Narcotics and Alechol Register; VA Form 10-2638; and VA Form 10-2577 F,.
Security Prescription Form; and electronic equivalents),

¢. The Chief of Pharmacy, or designee, and CSI must perform a complete physical count in
the pharmacy during the first month of each quarter and a random physical count of a minimum
of 10 percent (or maximum of 50) of the line items during the other 2 months. The CSI must
weigh all unsealed powders and measure all unsealed liquids with a volumetric oylinder, unless
the container has 2 graduated scale for volumetric measurement.

d. The CSI(s) must verify the acouracy of the pharmacy records by dating and initialing VA
Form 10-2320, or the electronic eqmvalent for each drug or preparation, at the time of
inspection. This includes:

(1) All pharmacy working stocks of controlled substances;

(2) A physical count quarterly and monthly verification of the seals of the Emergency Drug
Cache;

(3) All automated dispensing machines containing controlled substances;
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(4) All drugs held for destruction by comparing with the “Destruction File Holding Report;”
and

(5) Prescription pads.

e. Do not open manufacturer sealed packages to verify inventory, NOTE: The inspecting
official is not to open any sealed packages of controlled substances for actual count, unless there
appears fo be evidence of tampering.

.
toryReviens
— e The- 8 Lmust-conduct-Taven i

(1) The inspecting official must verify and document, on the Pharmacy Controlled Substance
Inspection Report, that 72-hour inventory checks have been completcd in Pharmacy since the Jast
inspection.

(a) Pharmacies open 6 or 7 days per week must complete three inventory checks weekly,
unless there is a Federal holiday. On weeks contammg a Federal hohday, only two mventorles
are required in pharmatcies open 6 or 7 days petr week.

(b} Those pharmacies open 5 days per week must complete two inventory checks weekly.

(2) VHA All Hazards Cache controlied substance inventory must be reviewed every 72
hours. That portion of the inventory that is contained in a bin with an intact seal does not need to
be individually counted, but can be accounted for by verifying that their outer seals are intact.
All discrepancies, evidenced by this review process, must be resolved when evidenced.
Unresolved discrepancies must be reported by the inspectors as a component of their monthly
teport. NOTE: A waiver to perform weekly reviews must be granted by the Office of the
Pharmacy Chief Consultant, Pharmacy Benefits Management (PBM) Services.

{3) The CSI ensures that all controtled substances have been received and placed into
inventory by reviewing the monthly prime vendor invoice, detailed purchase invoices, and
summary reports from prime vendor or direct purchase invoices against the pharmacy drug
receipt history report in VistA. NOTE: All controlled substance inventories must be first
received into Vist4 prior fo issuing to automated eguipment.

g. A CSImust inspect the Outpatient Pharmacy.

(1) In the outpatient pharmacy, the CSI must randomly select and verify that there is a hard
copy prescription (written “wet signature™ prescription) for 10 percent (or maximum of 50) of
the Schedule 11 controlled substances dispensed. Electronic entry of the Schedule If controlled
substances prescriptions in a Drug Enforcement Agency (DEA)-approved physician order entry
system must have been previously verified using a Public Key Infrastructure certificate.

(2) The inspector is to identify, from the “Daily Activity l.og” in VistA, specific prescnptmn
entries and then verify that there is a hard copy prescription.
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(3) Inspectors must initial on the daily activity log each entry verified with a hard copy
prescription. A copy of the daily activity logs must be included with the inspection report.

11. CONTROLLED SUBSTANCE DRUG DESTRUCTION

a. Out of date, or other unusable substances that are returned to the pharmacy must be
propetly stored for transfer to a reverse distributor, or destroyed under the control of pharmacy.
The CSI must verify that all drug transfers or destructions are completed at least quarterly, and
documented on the inspection report.

b. The CSI must review the andit trail for ten randomly-selected drugs for destruction by
compating the destroyed drugs report to the signed DEA Form 41, Registrants Inventory of
Drugs Surrendered; ensuring that accountability is maintained from the time of turn-in to
pharmacy until destruction or transfer to a reverse distributer. Any transfer to a reverse
distributer must be validated by a signed receipt. Upon transfer the reverse distributor assumes
full control and responsibility for the controlled substances.

c. The CS] must ensure that any drug stock removed from inventory for destruction, since
the last inspection, is properly documented on the “Destruction File Holdmg Report.”

12. PROCEDURES FOR INSPECTION OF INPATIENT UNITS AND CL]NICS

a. The unit or clinic manager, or designee, is to be present during the inventory and
inspection of controlled substances.

b. The CSI must perform a complete physical count on all unit and clinic areas during the
first month of each quarter. A random physical count of a minimum of 10 line items must take
place during the other 2 months of the quarter, Manual entries must be reconciled on VA Form
10-2638, for each drug or preparation during each inspection.

¢. In the inpatient or clinic setting, the CSI must verify that there is a hard copy order
(electronic or written) for five randomly selected dispensing activities on each unit, On a unit
with less than five dispensing activities, 2 minimum of two orders must be reviewed.

d. The CSI must;

(1) Validate control substance transfers, to ensure that appropriate documentation as to the
transfer is maintained, by reviewing the document trail of any two transfers from one storage
area to another, NOTE: This is only necessary if conirolled substance transfers are permitted
by local medical center policy.

(2) Initial and date the inspection worksheet to verify the accuracy of records on the unit or
clinic.

(3) Ensure that change of shift counts for non-automated dispensing units and weekly
inventories for automated units on all wards and remote storage areas are completed.
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NOTE: This is only necessary if shift counts and weekly inventory verifications are required by
local medical center policy.

13. PROCEDURES FOR INSPECTION OF RESEARCH LABORATORIES

a. The CSI must validate that the medical center Director has authorized a designated
provider to ensure security, handling, and storage of conirolled substances in a research
laboratory.

of the controlied substanccs
¢. The CSI must:

(1) Validate that all controlled substances stored in the research laboratory were ordered
through and received from Pharmacy Service.

{2} Perform a complete physical count of all controlled substances each month. Manual
entries must be reconciled on VA Form 10-2638 for each drug or preparation during the
inspection.

(3) Validate that a VA Form 10-2638 accompanies cach containér of drugs issued, NOTE:
Research staff must always use a printed copy of VA Form 10-2638,

(4) Ensure that when inventory for a specific VA Form 2638 is depleted that the form is
zeroed out, signed, and dated by the designated provider. NOTE: Once zeroed out, the
completed form must be returned to pharmacy service within 72 hours. Any Iapses with regard
fo this requirement are to be noted on the inspection worksheet.

(5) Initial and date their inspection worksheet to verify the accuracy of all records in the
research section. NOTE: No change of shift counts or daily counts are required of the research
department.

d. Inspectors are cautioned not to open sealed boxes unless evidence of fampering is
encountered. Sterile solutions or powders custom packaged or repackaged for rescarch use must
not be adulterated or rendered non-sterile by auditing procedures.

(1) The need for special precautions must not prevent an accurate audit. An audit method
that allows compliance, while protecting the integrity of powders or liquids, is to be developed,
with the input of the Chief of Pharmacy, Associate Chief of Staff for Research and Development
(or equivalent), research investigators, and veterinarian (if applicable) as needed. NOTE: The
use of small, pre-measured, dnd sealed aliquots of powder or liquid (versus bulk storage) con
allow ready measurements while maintaining sterility and preventing needless repelitive
weighing or volume measurements.

(2) On rare occasions a powder or liquid, if improperly handled, could represent a potcntiai
health risk to inspectors, In such cases, the principal investigator, or designee, must ensure that
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appropriate handling precautions are clearly communicated on the item (e.g., if the controlled
substance could be absorbed by skin contact, an appropriate warning should be present on the
container to avoid skin contact or to only open the itemn in a chemical hood or other suitable
containment environment). Iiispectors must not hesitate to ask research personnel with more
appropnatc trammg to handle iterns in such circumstances.

14. PROCEDURES FOR INSPECTION OF AUTOMATED DISPENSING
EQUIPMENT

a. The CSImust have specific, written instructions on how to inspect each automated
dispensing device that contains controlled substances. :

b. Each CSImust be assigned an individual password that enables access only in the
presence of an authorized user.

¢. A unit or clinic nurse, or authorized provider in the research section, must accompany the
CS1 during all inspections.

d. The CSI must:

(1) Perform all physical counts on all unit, clinics, and research areas as required by this
Handbook.

(2) Reconcile 1 day’s dispensing from the pharmacy to each unit of automated equipment.
These ate to utilize the pharmacy dispensing reports to automated equipment, validating what
was received into inventory.

(3) Verify, in the inpatient or clinic setting, that there is a hard copy order (electronic or
written) for five randomly selected dispensing activities on each unit. NOTE: On a unit with
less than five dispensing activities a minimum of two orders must be reviewed.

(4) Ensure that weekly verification for automated units on all devices and remote storage -
areas are completed, NOTE: This is only necessary if weekly verification is required by local
medical center policy.

15. TOOLS FOR DETECTING DIVERSION

a. The CSC and Pharmacy designee may expand the scope of the monthly inspections by
utilizing the Controlled Substances Monitoring menu in VistA to 1dent1fy potential problem

argas.

b. Medical center staff may utilize surveillance tools that accompany automated dispensing
equipment (e.g., Pyxis, C-Safe), commercial-off-the-shelf (COTS) software (e.g., Pandora), and
future versions of VistA’s “Ward Drug Dispensing Equipment (WDDE) interface,” to identify
potential incidents of drug diversion. NOTE: A listing of potential fileman templates that can
be run on a local level are identified in the VistA Controlled Substances Inspector’s Manual,

10
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16. DOCUMENTATION OF DISCREPANCY OR LOSS OF CONTROLLED
SUBSTANCES

a. In cases of unresolved discrepancies the CSI must provide a report to the CSC, who must
make a report of findings to the appropriate Facility or CMOP Director for action.

b. Reports of loss or potential diversion are to be forwarded to Pharmacy Benefits
Management Services using mail group at: VHAPBH Pharmacy Reporting C8 Diversion/Loss.
In all mstances this report 1s 10 be sent usmg e-mall encrypuon NOTE In the case of an

foHawed R
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APPENDIX A

VA FORM 10-23206, SCHEDULE II, SCHEDULE I NARCOTICS AND
‘ALCOHOLS REGISTER

Department of Veterans Affairs (VA) Form 10-2320, Schedule I1, Schedule I Narcotics
and Alcchols Register, can be found on the VA Forms Web site at:
http://vawwd va.gov/ivaforms/medical/pdfivha-10-2320-fillpdf NOTE: Thisis an internal VA
link not available to the public.

10-2320-fill. pdf
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APPENDIX B

SAMPLE OF VA FORM 10-2638, CONTROLLED SUBSTANCE ADMINISTRATION
RECORD

A sample of Department of Veterans Affairs (VA) Form 10-2638, Controlled Substance
Administration Record, can be found on the VA Forms ch sxte at:
h'Hn ﬂ\mum 0

This form must be ordered in paper form the Servnce and Dlstnbutlon Center The Stock number
is FO1213.

10-2638,pdf
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APPENDIX C

SAMPLE OF VA FORM 14-2577F, SECURITY PRESCRIPTION FORM

A sample of Department of Veterans Affairs (VA) Form 10-2577F, Security Prescription
Form, can be found on the VA Forms Web site at: http://vawwd.va.gov/vaforms/. NOTE: This
is an internal VA link not available to the public.

This form must be ordered in paper form the Service and Distribution Center. The Stock number
is F05466

10-2577F. pdf

C-1
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LOGISTICS MANAGEMENT PROCEDURES

1. Reason. This handbook sets forth department wide procedures which implement

mamwmmmwmwmmm

—and FMR as appropriate. Together, they comply with requirements established in Title
40, United States Code (U.8.C.), Public Buildings, Properly, and Works, and Title 41,
Code of Federal Regulations. This document combines the information originally
contained in VA Handbook 7125 and 7127 and VA Directive 7347 Appendix A
{(inventories of firearms and ammunition).

2. Summary of Changes. This handbook provides updated policy and procedures
pertaining to subject matter inthe general area of materiel management and property
management. The following areas are a summary of major changes to this handbook:

a. Prohibits the purchase of refrigerators and microwaves for employee use from
appropriated funds.

b. Adds clarification and guidance concerning the use of furnishings and equipment
pools,

c. Adds information on replacement criterfa to be considered when replacing an
equipment item,

d. Adds information/requirements under "Accountability” regarding the following:

(1) Delegations of Authority

{2) A listing of Accountable Officers (AQ) in each Veterans Integrated Service
Network (VISN) will be submitted to the Office of Acquisition and Logistics (QAL) {along

with copies of the Delegation of Authority) for review and concurrence

(3) Sections discussing the AOs and the CLO responsibilities and required review
process

e. Added annual training requirements for the AD
f. Changed system references to generic terms.

g. Changed references to Chief, Acquisition and Materiel Management Services fo
Logistics Services.
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h. lncorporated federai terms from 7127, Change 4. - .- | .

L. Incorporated change in capitalization threshold and further expiamed capatalrzed
property classrﬁcatson

- Remove_d Section 5102-5 originally in 7127, Administrative Certifications.
k Added mformatlon on unclalmed and voiuntarily. abandoned personal property

i Added dlsposa! condrtaon codes and deﬂnrtions

m. Added lnformatron on samtrzat[on of property contarmng data sens:tlve matenal

n. Added lnformatron regardmg sensitive items t_o reflect Chenge .4, onglna_lly
ccntained in 7127. ,

0. Condensed Sectlons 5108-1 51 08-2 and 5108 3 ongtnaily m 71 27 to references

i

p. Added mformarlon addressrng Ioans of property to employees separate]y from
loans to lnshtuttons added establishment of Loan Register, and added authonty to
establish nonexpendab!e equrpment foan pools N

g.  Added information-to reflect Change 5 to 7127..

r. Added information to reflect authority to change inventory time frames, addition of
sensitive item information, removal of authority fo waive a scheduled rnventory, and
redefined extension of scheduled inventory, S

s. Removed Part 5 in 7127 (Supply Fund) in its entirety which will be separated into
its own distinctive Directive and Handbook.

t. Added recommendation to use the automated Equipment Request/Turn-in
Package, added requirement fo use Cataloging and National Stock Nurnbers (NSN),
and to add requxrement of documentat:on of propeny loans and Loan Regaster to be
maintained with appropriate Equipment Inventory List (EIL). -

u. Requirements for.Year-end Certification Reports and for Equipment Not Installed
reports to OAL is no longer required.

v. Added section addressing IT equipment inventory and control.
w. Added Report of Survey (ROS) timelines.

3. Responsible Office, Logistics Policy (001AL-P2), Office of the Deputy Assistant
Secretary (DAS) for Acquisition and Logistics (001AL).
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4. Related Directive. VA Directive 7125, Supply and Procurement - General
Procedures, dated November 4, 1994, and VA Directive 7127, Materiel Management
Procedures, dated September 19, 1995, and VA Directive 7347, Accountability and
Disposal of Firearms and Ammunition dated March 5, 2007, and VA Directive 7125.1,
Accountability, dated April 5, 1996.

5, Rescission. VA Handbook 7125, General Procedures, dated April 5, 1996, and VA
Handbook 7127 (changes 1,2,3 4, and 5), Matenel Management Procedures dated

and Ammumtlon Appendix A only dated March 5 2007 and VA DJrectNe 7125 1
Accountability, dated April 5, 1996.

CERTIFIED BY: BY DIRECTION OF THE

SECRETARY OF VETERAN AFFAIRS:

1S/ : /18!

Roger W. Baker Glenn D. Haggstrom

Assistant Secretary for Executive Director Acquisition, Logistics
Information and Technology and Construction

DISTRIBUTION: ELECTRONIC ONLY
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LOGISTICS MANAGEMENT PROCEDURES

PART 1. SUPPLY AND PERSONALLY OWNED PROPERTY.

1. Supply Through Storage and Issue, Factors to be considered when determining if
an item will be included in the posted {(warehouse) supply fund inventory are:

a. _An item for which a price advantage will be realized from volume buys resulting in

more economicalcosts 1o UsINg activities (€.g., bulk purchase discounts);
b. Anitem with a high rate of usage; or
c. Anitem of which stock must be on-hand due to its particular or specialized use.

2. Personally-owned Property Placed in Official Use. VA Form 2235 will be used
for personally owned property placed in official/unofficial use. Employees are required
to obtain approval from their supervisors and advising the facility AQ prior to bringing a
piece of personally owned property to a VA facility or placing it in use.

A written policy for privately-owned property will be established at the iocal level which
will inform employees of the following.

a. Official use. Personally-owned property placed in use for the convenience of the
Government. The Government is responsible for loss, service, or repair of property
placed in use for the convenience of the Government. Excluded from this authorization
are personally-owned vehicles.

b. Unofficial use. Personaliy-owned property placed in use for the convenience of the
employee, The Government is not responsible for loss, service, or repair of property
placed in use for the convenience of the employee. Exception: devices needed to
assist an employee due to a disability or impairment.

¢. The facility AO or designee will ensure Engineering Service and Safety is aware of
all personally-owned propetty placed in use (e.g., radios, cup warmers, etc.) for the
purposes of ensuring a safety inspection is performed. And, if appropriate, also ensure
space and utilities are available to properly accommodate the item in accordance with
safety and Joint Commission on Accreditation of Health Organizations (JCAHO)
standards.

PART 2. ACCOUNTABILITY,

1. General

a. Responsibility, Any employee who uses, supervises the use of, exercises control
over, ar has custody of public property in their personal possession or in pos§es_sion of
employees under their jurisdiction is responsible for such property. Responsibility may

"""" 1
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be divided into four categoties: personal, supervisory, EIL, and staff and each category
are discussed more in depth in paragraphs 3, 4, 5, and 6 of this part.

b. Definitions: (See Appendix A for more definitions used in 'Pfoperty Management}

(1) Accountab:hty The tracking and reconciling of property | ttems from acquisition to
disposition {cradle to grave); the ability to account for personal property by providing a
complete audit for property transactlons from recelpt to final d;sposnm

(2) Control The ongomg funotion of maintamlng phys;cal over31ght and surveiliance
of personat property throughout its complete life cycle using various property
management tools and techniques. o

(3) AO. The facility's appointed AC or designee who has the obligation :mposed by
law, administrative order, or regulation to render an accounting to another official for
funds, property, or supplies entrusted o them, whether VA-owned, leased, or acquired
by loan from any source. ltis recommended each VA facnhty should have a smgle AC.

¢. The followmg areas wzll have desngnated |laISOI'IS for AO func’nons and wail ensure
agreements for AC support services are estabhshed WIth the nearest Veterans Health
Administration (VHA) facility: .

(1) Veterans Benefits Administration (VBA)
(2) Natlonai Cemetery Administration (NCA)
(3) Chief information Officer (CIO)

(4) Reglonal Counsel '

2, Accountabihty and Delegatlons

a. All VHA field facilities shall establish AO positions. The facility's Chief of Logistics
Services, or designee; will be the AO at a VHA field facﬂity VHA fac;lmes shall provide
AO support to NCA, VBA, and the Office of Informatlon and, Techno!ogy (OI&T) through
support agreements ln the VA Centra Off" ice (VACQ), the AQ is the DAS for
Administration (03), To the fuiiest extent possxb!e each admlnlstratlon shall standardize
logistics position’s specific roles and responsibilities, reporting requirements, and
communication channels at the facllity level for the benefit of the logistics support staff.
This standardization will estabhsh continuity across the board for all logistics operations

within VA.

b. The AO will ensure that all inventories are accurate and maintained in accordance
- with VA directives and handbooks and any other pertinent guidance.

¢. The AC will be relieved of acéountability for personal property when:

12



JULY 10, 2008 VA Handbook 7002

(1) Expendable property is issued to another VA activity or sold from Supply Fund
stock.

(2) Expendabie or nonexpendable property is transferred to another VA facility,
federal agency, or otherwise disposed of in accordance established excess procedures.

(3) Properly is reclassified i.e., from personal properiy to'real property.

e ———{d—Ap-approved-adjustrent voucheror Report o STVEY 1§ posted 16 the perpetual

inventory account. if the AO is the custodial officer for the property, the adjustment
voucher should have an additional higher level of approval (e.g., Associate Director,
facility Director, or designee).

(5) Relieved of official duty as provided for in this pan, paragraph 7.

d. The faciiity AD shall be delegated by the facility director in writing. The AC may -
further delegate this responsibifity in writing as needed in order to carry out the mission
of logistics.

e. Alisting of the AQ located at each facility within a VISN (VHA), MISN (NCA), or
Region (VBA) will be submitted annually by the end of the Fiscal Year through the
established logistics office within each administration to QAL, and will be kept on file for
reference purposes. This list will include name, a jobh title, series, grade, and telephone
number. In addition, a copy of each AO's delegation from thelr facility director will be
attached to this listing.

3. Personal Responsibility.

a. Personal responsibility for government property is the obligation of every
employee, whether such property has been issued to, is specifically assigned for
personal use, or is used by them on occasion. Employees who, in the performance of
their duty, are required to operate or use government equipment or devices have an
obligation to perform first echelon care in the dally use of such property.

b. An employee may be held pecuniary liable for the foss, damage, or destruction of
government property when the loss, damage, or destruction is due to the employee's
negligence or misuse of such property, or to dishonesty or willful destruction of the

_property.

_c. NOTE: The extract from Public Law 772, 80th Congress (18 U.S.C. 641), will be
posted on bulletin boards and other conspicuous places for the information and
guidance of ali concerned.

4, Supervisory Responsibility. it is an obligation assumed by every employee who
accepts an administrative or supervisory position in a service, section, or division of an
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organization? Personnel having this responsibility shall be heid pecuniary liable for the
loss, damage, or destruction of property under their supervision only when it is positively
shown that the employee was guilty of neglect or carelessness, as outlined in Part 11,
paragraph a., subparagraph (2), (a) or {b). In addition to these responsibilities, a
supervisor may be assigned an EIL that would require them to perform Customal Officer
duties which are discussed.in paragraph 6 of this part.. - : :

5. Staff Responsrbihty .The facility AQ, or designee, has "staff responsibility.” This
obilgahon is to assure management that all government property assigned to the facility
is accounted for and entered into the proper automated system,_Also the AQ.is to
ensure that all property is properly utilized, maintained, and conserved during its useful
life, and that procedures are in place to avmd theft, abuse, and loss.

6. Custodlal Officer EIL. Responsibliities. The Custodial Officer (i.e., setvice chief or
component head), or equivalent employee designated by the facility orgamzatlonal
director to assume responsibility for nonexpendable property will do so by personally
signing the EIL. In signing this receipt, the employee ceriifies that all property placed
into official use, including, VA—owned Ieased loaned, ordonated is listed on the EIL
and is present and accounted for as of that date, or the appropriate documentation has
been submitted as indicated on the EIL signature page. They also acknowiedge that
they are, as of that date, responsible to the AO for all property listed on their signed EIL.
Additions to,.or. deletlons from, this account made subsequent {0 the, date of sngnature
will be supported by the appropnate signed documentatlon The Custodlal Officer will
remain responsible for such property unless reheved as provnded for.in paragraph 7 of
this part, Addlt!onaliy, it is highly . recommended that when ‘conducting the official EIL
inventory, the Custodial Officer also conduct an inventory of expensed equ:pment items
as well. This allows the Custodial Officer the opportunity to ensure all their equipment
items are being adequately utilized and still needed to carry out the service's
missionffunction. Appendix H is a listing of required standardized deparfment numbers
that must be used when enterlng an jtem into the properly accountablhty system. The
Custodial Officer sha!l receive EIL tralrung from the AQ on an annual basis. This EIL
traimng will be documented accordmgly o .

7. Relief From Res pons:b:!nty Custodlal Oﬂ" oer responsnblilty for accountable EiL
property, which has been formally charged to them or they have further issued to an
employee by means of either the EIL, VA Form 2237 or computer generated form, will

terminate when:
a, Péoperty has been returned to the AO and a valid receipt secured,

b. They have, with their successor (or person designated in writing as acting in that
capacity), inventoried all property for which they are charged, and

(1) Have had all overages and shortages properly adiusted,

14
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(2) Obtained the signature of their successor (successor could also imply the person
acting in that capacity) on the EIL, '

(3) Delivered the signed copies to the AQ, and

(4) Secured their clearance.

8. Transfer of Accountability. When an accountable official is relieved of official

dutiesr-formal-accountability-as-distinguished-fromriability -wittbeimmediately
transferred to the temporary or permanent successor. Via memorandum (routed
through the facility Director), the official assuming accountability will verify the
completeness and accuracy of all property accounts, and with the outgoing official, will
affix his or her signature. An adjustment voucher or ROS will be prepared for any
additions or missing items, as appropriate. In the event that the outgoing official is
prevented from executing this action by reason of death or disaster, the justification will
appear on the memorandum in lieu of the-signature.~The original memorandum will be
filed in the Delegation of Authority file maintained in the office of the facility’s AO, and
copies will be provided to the incoming and outgoing officials.

9. General Scope of AD’s Mandate and Required Review Process.

a. The AQ shall be a senior manager who has direct control of personal property
assefs and who selects and assigns staff personnel to receive and manage said assets.
This manager is responsible to account for all personal property assigned to their facility
and for the documentation of all transactions affecting personal property. The AC
oversees the materiel management activities associated with the property under his or
her control. Additionally, the AO shall ensure that training is provided to administrative
staff as appropriate (i.e. EIl. Custodiat Officer, bar coding/scanner, ADPAC, efc.}

b. Each administration, staff office, and program office will ensure AQ activities are
accomplished within all offices under their respective jurisdiction. If AO resources are
not resident at the facility, a Memorandum of Understanding will be established with the
local supporting VHA facility. This includes, but is not limited to the following:

(1) Conduct searches for unrequired/excess supplies and equipment

(2) Inventory maintenance and documentation

(3) Disposal of unrequired/excess property

c. The AO will mandate the use of all official automated inventory systems at their
facilities. The AO will ensure the usage and implementation of a VA approved and_ _
authorized inventory system for all inventory functions. The AO will ensure that action is

taken to populate and maintain these automated inventory systems for both expendable
and nonexpendable items, The AO will make sure that use of the standardized EIL
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department numbers, Category Stock Numbers (CSN), and NSNs are utilized
appropriately in each inventory system. _

d. The AO will minimize long supply and eliminate unofficial expendable inventories
by monitoring the inventories in the official inventory system.

e. The AQ will comply with VA Handbook 7348, “Utilization, Sale, Abandonment or
Destruction of personal property.” This includes the screening of excess property
listings, electronic or physical, circulated by other VA activities, General Services
Administration (GSA), and other Federal agencies in orderto ﬂII reqmred requssmons at
thezr facility in lieu of acquasmon whenever possnble :

10. General Scope of CLO Mandate and Requ:red Review Process Within VHA,
the CLO will ensure that the foflowmg managenal and overs:ght functions are
accompllshed as follows A

a. Prowde pohcy gundance and comphance responsnbﬂity over znventory
management, property managemem and achISIthl'l activities.

b. Ensure fraining for key personnel is obtalned and provzded as requnred

¢. Monitor loglstlcs ancl acqms |t|on performance measures and initiate corrective
action to address out-of-line situations;

d. Ensure compiianée witi'i federal and VA regulations and procedurés;
e. Coordmate correctlve achons 1dent|f' ed in rewews audats or mspections

f. Serve as pomt of contact for acqunsztion and Ioglstlcs matters wrthln their sphere of
responstblhty,

g.. Rev;ew medxca] center regional ofF ce, or cemetery (as approprlate) acqu;smon
and logistic plans and objectives; C : : .

h. Indirectly momtors and estabilshes repomng requlrements for each facllity loglstlcs
officer; and . _

i. Ensures required and annual reports are submitied in a timely manner and in the
- correct format,

11. General Scope of the Logistics Liaison Office Mandate and Required Review
Process. Within each Administration, a designated office will be required to report to
the VA Chief Financial Officer/Senior Procuremént Executive (CFO/SPE) through the
DAS/OAL - 001AL). This office will provide overs;ght for alt logistics activities and will
ensure comphance with all Federal and VA logistics rufes and regufattons The
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designated office will keep the VA CFO/SPE infarmed conceming all major changes,
decisions, and required reports,

PART 3. CLASSIFICATION OF PROPERTY. This part provides VA property
managers with a resource for the proper classification of property items. Within VA,
property is further classified as real (i.e. buildings/land and building service equipment)
and personal (both expendable and nopexpendable).

1. Categories.

a. Personal Property. All property other than real property and all propeity on
Federal compounds that is disposed of as trash (reference Handbook 7348 for further
guidance on this subject). ltems in the personal property category are further classified
as expendable or nonexpendable. The classification of property into these categories
provides the basis for:

(1) Segregation of equipment assets from operating supplies.
(2) Data collection to support a plarined maintenance and replacement program.

b. Real Property. Buildings, land, structures, and building service equipment (e.g.
equipment that is permanently installed in or attached to buildings and structures which
when instalied, become an integral part of real property for the purpose of rendering the
building or structure usable or hahitable such as heating and light fixtures, elevators, fire
alarms and air conditioning systems).

2. Classification.

a. The Centralized Acquisition Analysis Division classifies property with either a NSN
for supplies, or a CSN for equipment.

b. Except as stated in paragraph e of this section, the DAS/OAL (001AL), in
conformance with the policy in paragraphs c. and d. of this section, shall determine the
classification of standard items (or categories of items) in accordance with the Federal
supply cataloging system.

¢. The Centralized Acquisition Analysis Division (CAAD} will consider the following
criteria when classifying property:

(1) Expendable

(a) Has a life expectancy when put to use of less than two years.
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{b) When put o use, becomes an integral part of another item, thereby losing its
individual identity. : ,

(c) Is purchased for permanent release to beneficiaries. (Prosthetics and Sensory
Aids Service usually orders items for benef maries )

(2) Nonexpendable

(a) Normally has, but is nof Ilmlted to an acqunsztlon cost of $300 or more (an item
classified as nonexpendable may cost less than $300, i.e. refrigerators, microwave
ovens, foasters, some typewriters, printers).

(b) Has a life expectancy of two years or more.

(¢c) Isofa sensntwe nature whiCh requlres accou ntabihty!controi regardless of cost, life
expectancy, or maintenance requirements.- . .

{(d) NOTE: Sensitive propeity is defined as property, regardless of acquisition cost,
that by its nature, is subject to thefl, loss, conversion to personal use, or for some other
reason, must be subjected to more stringent controls than other property (see Part 8,

Inventory of Equipment in Use for a Ilstmg of sensitive items). .

d. Personal Property (expendablelnonexpendab!e) classifications, once established,
will not be revised as a resuilt of price fluctuations reflected in subsequent purchases
unless authorized by the DAS/OAL (001AL) .

e. Personai property, whtch may come mto belng as a.result of fabncation andlor the
assembly of parts or components, will be reclassifi ed by the facility to correctly identify
the unit as awhole. :

f. A nonexpendable itern will have a CSN assigned; nonexpendable items with
assigned CSNs will be found in VA Catalog Number 3, section V. When requested the
CAAD will assign a CSN to new nonexpendable items. VA Form 0886 will be used by
field activities when requesting to change an item from nonexpendabie to expendable.

g. Expendabie ltems wnli have an NSN ass:gned by the CAAD ln accordance with
Public Law 82-436 and FPMR 101-30.202. In addition, the CAAD is responsible for
asmstmg in the standardization of personal property within VA,

3. Special C!asmfcations For the purpose of accountmg control, all Government—
owned personal property has been further classified as Supply Fund, Non-Supply Fund
(Appropriated), Trust Fund, Compensated Work Therapy (CWT), Medical Care
Collections Fund (MCCF) and Recyclable Fund property.

a. Supply Fund Propei"ty. This term is applied i all h.roperty procured by or donated
to the Supply Fund and includes the following:
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(1) Capital Leasing Equipment Program from OAL {see VA Directive and Handbook
7132).

(2) Expendable property issued from Supply Fund posted stock inventory that is
turned-in by the using divisions and returned to inventory accounts.

(3) Silver and precious metals reclaimed under the silver reclamation program.

erdabite property that is shipped o the Service and
Reclamation Division for rehabilitation prior to disposition of the property.

(5) All supplies, materials, and equipment ownéd by OAL.

b. Trust Fund. |s personal property received as a gift or bequest from individuals or
non-Government organizations including equipment purchased from or through the
General Post Fund {e.g., motor vehicles from Veterans Service Organizations). Trust -
Fund {General Post Fund) transactions are non-Appropriated Funds. The General Post
Fund authority and reference is US Code Title 38, Chapters 83 and 85.

c. CWT. CWT is personal property acquired for a Compensated Work Therapy
program from the proceeds derived from such program. Funds used are neither
appropriated nor donated. This is a self-sustained program for the benefit of patients.

d. MCCF. In Fiscal Year 1997, Congress terminated Medical Care Cost Recovery
{(MCCR) and established MCCF, This is a separate fund which allows VHA to retain
medical collections from third party reimbursements. Funds from this account are held
in medical care appropriation and remain available for expenditures for supplies and
equipment. MCCF consists of personal property purchased and used exclusively in and
by program personnel responsible for recovering medical care cost funds.

e. Recyclable Fund. Public Law 108-198, Section 607, authorizes agencies to
receive and use funds from sale of materials recovered from recycling and waste
prevention programs (see VA Handbook 7348 for guidance on expenditures of funds).

f. Non-Supply Fund. All items not included in a. through e. These items use
appropriated funds.

g. Nonexpendable Capitalized Property. is property within the nonexpendable
category which costs $100,000 or more per aggregated line item, and is accountable on

the EIL.

f. NOTE: The capitalization threshold is met in the following circumstances:

(1) When a single stand-alone item costs $100,000 or more;
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(2) When the aggregate cost of an item with its rntegrated (not separately rdenttﬁable)
pieces is $100,000 or more;

(3} When the combined cost of an item (parent) and |ts major ccmpcnents {children)
meet or exceed the $‘!DO 000 threshold or . L

{4) When an upgrade cr update is purchased whose cost added to the value cf the
original item causeés the value of the #tem to meet or exceed the $100,000.00 threshold.
If the aggregate cost is $100,000 or more, the caprtairzatrcn threshold is met regardless
of whether the total asset value is assigned to the original item only or separately
assrgned among the original item and rts major componenits.

(5) For accountabllity and depreciation purposes, it is strongly recommended fhat the
value of capitalized assets be assigned individually among the original item and its
major components. The parent/child relationship Is identified in the automated
equipment inventory system as follows: if temAisa component {child) of Item B
{parent}, then the Parent field of ltem A should contain’ the Contrcl Number of Item B.

6) if ltem B is, in turn a ccmpcnent (child) of an even larger Item C (parent), then the
Parent feld of ltem B should ccnta!n the Control Number of ltem C, and so on.

{7) inventcry rtems wrth no entry in the Parent field are either freestandrng devices or

major systems with one or more levels of components beneath them.. An item must
already be in the Equipment File before it can be named as the Parent of another item.
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PART 4. ACCOUNTING REQUIREMENTS;
1. Property Voucher, Register, and File.

a. Documents for posted and unposted receipts, services, nonexpendable receipts,
transfers, and miscellanecus transactions {e.g., turn-ins, donations, excess documents,
Reports of Survey, and inventory adjustments) will be assighed an individual unique
cohfrol number or assigned computer-generated common numbers from a series

obtained frgm the Logistics Services’ computerized accountability system each fiscal

year (currently this i the Thiegrated Funds DIistibution, Control Point Activity,

Accounting and Procurement program). Common numbers assighed will be from the
appropriation to which the transactions apply. Copies of posted Supply Fund receipts
may be filed or maintained within Logistics Services’ comptuterized accountability
program, in accordance with the Depariment record control schedules. Copies of
nonexpendable receipts will be filed with the appropriate Ell. and will be maintained for
three fiscal years (one year active, two years rnactrve)

b. Posted Suppty Fund issues wrl! be assrgned a sequentral voucher number by
Logistics Services’ computerized accountability program an a monthly basis using a
numerical prefix designating the month in which the transaction occurred. Completed
vouchers will be filed in voucher number sequence, in accordance with the Department
record control schedules.

¢. The AO shall have oversight of all Controlled Substances (to include all Schedule 1!
and HI controlled substances) and will ensure that appropriate procedures are in place
for their proper tracking. All Schedule |l and |l controiled substances are to be tracked
by the Chief, Pharmacy Service, or designee for receipt and disposal actions. These
items are ordered by pharmacy ufilizing either an electronic or manuai version of
UNITED STATES Department of Justice, Drug Enforcement Agency (DEA), Form DEA-
222 (Official Order Form for Schedules | and li Controlied Substances), If the facility
utilizes the following website (hitp:/fwww.deaecom.gov/) to electronically order their
controlied substances, the paper form 222 is not necessatry.

(1) The facility AQ, or their designee, is required to be involved in the immediate
receipt and inspection of all incoming shipments, and in the turn-in and disposal
processes of ail controlled substances and narcotics.

{2) The AQ, or designee, shall maintain an electromc file of invoice copies for al
delivered controlled items,

(3) The AQ, or designee, shall parficipate in audits with the facility controlled items

inspection official/team and shall compare the Logistics invoice copies against the
invoice copies maintained by Pharmacy and reviewed by the inspection official/team.

(4) The AQ, or designee, shall immediately verify the receipt of controlied items
shipments along with the Chief, Pharmacy Service, or their designee, on the date of
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-delivery. The AQ, or designee, shall make arrangements to be available for this
immediate joint inspection within two hours of dehvery orata predetermmed regulariy
schedufed receipt inspection time. o L

{5) A Consolidated Mail Outpat:ent Pharmacy (CMQP) shall demgnate the Logtstaos
Manager as the AQ. : L S :

(6) NOTE The faozhty AO or desrgnee cannot be underthe control of the Chief,
Pharmacy Sennce The only. exception is ‘the CMOR in which the Log:stlcs Manager
shall be under. the direct authority of the CMOP Director. Any. AO desngnee at the
CMOP will be under the direct authonty of the Logistics Manager

2. Vahdlty of Vouchers, Vouchers W|EI be executed and va!xdated as follows

a. Slgnature (wrltten or electromc) of the contractmg offlcer or desngnee (e.q., .
Storage and Distribution receiving personnel) miist cerhfy the rece:pt and acceptance
of the property purchased (other than nonexpendable equipment which requires
signature of the Facility AQ or. the EIL- Custodial Official or the respective designee).
Representatwes of oontractmg oﬂ' icers shall be desrgna’ted in acoordanoe with VA
Acqurs:tlon Regulatlon (VAAR) 801 B03:71. s .

b Signature (wrltten or eleotromo) of the Facmty AQ'or dessgnee must be on the
"documentation certifying all other receipt or disposition transactions (property acquired
by VA, property dropped as excess or otherwise dlsposed of, and propeﬂy pending
d:sposntlon) , C i

c. Ssgnature (wntten or electromc) of the Facﬁ:ty AO or desxgnee must beon
vouchers oovenng adjustments to perpetual mvemory accounts

ad]ustrnent is accompl:shed

e. NOTE: Alteration, change, or correction of a ‘uouch;er"\'n.f'itl{"'inteht to"fé'lsify'the
record constitutes a violation of 18 U.8,C. 2071, The individual responsible for such
action is, subject to penalties presonbed by law, ‘ :

f. Itis the responsibility of the reo’ewmg factllty fo ensure that receiving reports for
direct delivery items purchased or requisitioned from or by VA National Acquisition
Center (VANAC) VACO or any centralized procurement actlwty are accompl:shed by
-~ facility personnel authorized to receipt for equipment and supplies in accordance with
paragraph b of this section.. It will also be the responsibility of the recelving facility to
ensure the val:dlty of any documentation messages ; sent to the ‘centralized procurement
activity (i,e., VANAC and VACO) indicating the reoetpf of direct dellvery items, The
requesting Program Official of the centralized ordering activity will be responsible for
providing advance copies of Purchase Order information (either in hard copy or
electronic format) to each fac&llly scheduled to receive items, Facilities shall notify
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VANAC upon receipt of VANAC-purchased items to schedule acceptance inspections
and any other required inspections by VANAC as appropriate for the type of equipment
purchased.

3. Processing Vouchers, Receiving Reports, and Invoices.
a. Except when inspection or technical assistance is required to accept item(s) of a

complex nature, receiving reports will be elecfronically processed and forwarded to
Fiscal within two workdays after items have been received or requested services have

ummm—kmm@mmmty AC, or

the contracting officer’s authorized representative as stated in VAAR, Section 801.603-
71 (e.g., Storage and Distribution receiving personnel; authorized purchase card holder
for purchase card orders). This includes receiving reports for the following:

(1) tem(s) received;
(2) ltem(s) transferred, dropped as excess, or otherwise disposed of,

b. Vouchers affecting the current month's receipts will be processed to Fiscal not
iater than the close of business on the last workday of the current month.

c. In lieu of receiving reports from beneficiaries, for carrier deliveries of direct
shipments of supplies and equipment to beneficiaries, the following documents wiil be
provided to the Fiscal activity for payment:

(1) Invoices with signed bills of lading.
(2) Freight bills and parcel post receipts.
(3} Signed receipts from the carrier.

(4) NOTE: Certification on the invoice by the vendor stating that direct shipment was
made to a beneficiary is sufficient proof to support receipt and payment processes for
carrier deliveries of direct shipments. Vendors will be instructed to bill only for those
items shipped and to indicate on their invoice that shipment was made directly to a
beneficiary. If the vendor makes shipment through other than a commercial carrier, or if
the beneficiary receives an item at the vendor's business location, the vendor should be
instructed to indicate this on the invoice.

d. Inlieu of receiving reports for services, a certification on the inveice stating that the
service has been rendered, will be sufficient proof to support receipt and payment
processes.

f. NOTE: Under no circumstances does this constitute authority, other than as '
reflected in paragraph c. of this section, to use certified invoices for receipt of supplies
or equipment.

m,_ZILM#_W R
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g. Invoices 6overing fee-basis transactions will be processed by Medicai )
Administration Service or applicable service. Logistics Services’ personnet are not
authorized to certify these type invoices.

4. Receipt of Security Etems The faczl:ty AO or des;gnee is reqmred to be mvolved in
the immediate receipt of the foliowing items: Schedules | and |i Controlled Substances;
Schedule 1Il Narcotics and Controlied Substances; alcoholic preparation fit for beverage
purposes (e.g., bourbon,-scotch, beer, whtskey, rye) excluding sacramental wines;
firearms; ammumtlon software; and precious metals. .

(@) The sh;pment of controlied Items ws]i be exammed jointly by 1he facility AO, or
designee, and the Chief, Pharmacy Service, or deSIgnee to ascertam whether the
shipping containers show any signis of tampering. The shipments will be opened,
inspected and the contents and quantities will be verified. Both the facllity AO or AC
designee and the Chief, Pharmacy Service or designee, will sign an appropriate
certification on the receiving document/invoice/delivery ticket Deliveries of controlled
and narcotic drugs will be signed for by an authorized pharmacist on the date of reéeipt.
The AO, or designee, shall Immediately verify the receipt of control!ed items shipments
in conjunction with the Chief, Pharmacy Service, or designee within two hours of
delivery or at a predetermined regularly scheduled recelpt lnspectlon time. As noted in
paragraph 1, subparggraph ¢ of this Part, the Facility AO or des:g nee may not be under
the control of the Chief, Pharmacy Service, _ o .

(b) Software costing $5,000 or more will be accounted for in the appropriate
automated inventory system, by indicating the proper equipment entry (EE) number,
and inventoried annually. Software ficenses will be tracked and accounted for by the
appropriate program manager for which the software was originally purchased.

5. Receipt of Equipment and Supplies. All vendor deliveries of equipment, unposted
supplies, processed stores supplies and government purchase card procuréments will
be made to the authorjzed receiving activity to ensure proper processing of receiving
reports where other arrangements have not formaliy been made. After performance of
required incoming procedures (e.g., electrical safety check overallmcommg .
inspection), the item(s) will be released to the requestang actlwty By signature, the
employee desngnated in paragraph. 6 of this part will acknowiedge receipt of the property
as delivered. For items purchased with the government purchase card and picked up
by the card holder, the electronic signature in the computenzed accountability system
serves as certification of receipt of the items on the purchase card order. Purchases of
nonexpendable equipment with the government purchase card will be approved by the
facility equipment committee and recelpt coordinated through the facmty AO. Specific
authority to purchase nonexpendable equipmént (accountable) by a non-warranted
cardhelder must be granted by the head of the contracting activity, based on the facility
Agency Program Coordinator (A/OPC) recommendation.
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6. Authorization to Receipt for Supplies, Equipment, and Services. Employees
{e.g., Storage and Distribution receiving personnel; authorized purchase card holder for
purchase card orders) designated in accordance with VAAR 801.603-71 and the facility
AQ or designee will receipt for and accept supplies, equipment and services, including
prime vendor orders, on behalf of VA,

7. Free, Donated, or Leased Personal Property.

a. Free or donated personal properfy given fo a facility with fhe understanding {written

————————grverbalthatthe Taciity must purchase the donor's progucts 18 stricty prohibited.
Facilities are permitted to accept free or donated personal property only if there is no
obligation on the part of the facility to purchase the donor's products or services. The
competitive bidding process will be accomplished for the purchase of supplemental
supplies for the free or donated property; once the competitive bidding process has
been completed, it is acceptable for VA to receive such items. Facilities will not enter
obhgahons forthe eqmpmen‘b’su pplies, not even a zero dollar oblagatlon

b. Bonus or free goods furmshed by a vendor in heu of a pnce reduct:on wsli be
recorded in the appropriate inventory point. The exact quantities received will be
identified as "Free Goods” on the receiving report. When free goods and items
purchased are identical, the total quantity received (free goods plus purchased goods)
will be used to establish a new unit price for the purchased goods. This quantity and
price will be recorded in facility accounts. If the free goods are not the same as the item
purchased, the free goods will be recorded as a separate item on the receiving report.
The Free Goods will be recorded in the facility’s accounts at the manufacture:’s
suggested wholesale price.

¢. Property, other than that listed in paragraphs a and b of this section, donated {o VA
by a manufacturer, an individual, or a service organization will be recorded in the
inventory account as Trust Fund property. When acquisition cost is unknown, the item
will be priced at the manufacturer's wholesale price if known or a fair market value price
will be assessed for the item.

d. Cost per test equipment must be recorded in the appropriate automated inventory
system as leased equipment with a notation in the equipment fite that it is a cost per test
item. Under cost per test, the facility pays a fee for tests performed by the facility on the
manufacturer's equipment. A Cost per test contract will be solicited on a competitzve

basis.

e. The foliowing procedures will be used for unclaimed personal property not proven
to belong to a veteran: .

(1) Property must generally be held for 30 calendar days. If the prévious owner does
not file a claim, title vests to the Government after the 30 days.




VA Handbook 7002 JULY 10, 2009

(2) ¥ unclaimed personal property.is not retained for official use or abandoned or
destroyed, it must be reported to GSA as excess in accordance with FMR 102-41.140.
When reported to GSA, a fair. market value (i.e., the Blue Book valiie for vehicles
adjusted for the condition and mileage of the vehlcte) will be assrgned to the property

{3) Proceeds of sales of unclaimed personat property must be held in a specnat
account for three years pending a claim by the former owner.- If no claim is received,
the proceeds must be deposrted inthe U. S. Treasury as mrscellaneous receipts.

(4) For further detarts regardrng unclarmed personal property see FMR 102-41 120
through FMR 102-41. 180 . :

f. The followrng procedures wrtl be used for unctarmed personat property be[ongrng to
a deceased veteran:: .

(1) If the deceased veteran has a wrrtten desrgnatron forthe property on flle the
Secretary of the Depariment of Veterans Affairs or designee {facility director) will
transfer possessron of the property to the person desrgnated .

(2) If no such person has been desrgnated by the deceased veteran or rf the .
designated person has not claimed the property within 90 days of bemg mailed a notice
of death, transfer of the property may be accompt:shed in accordance with
Title 38, U.S.C., §8502. . Ce e : :

(3) If the property i not transferred or clalmed the Secretary or desrgnee (facmty
director) may dispose of the property by public or pnvate sale in accordance with Title
38, U.5.C., §8502. Proceeds of the sale must be held in a special account for five
years, If the property is not sold, it may be used, destroyed or otherwise disposed of.

4) For further detarts regardrng unc!armed personal property betongrng foa
deceased veteran, see Title 38, U.S.C., §8502. . .

g. Voluntarily abandoned personal property may be retained for oft" cial use or
abandoned and destroyed in accordance with EMR 102-41.85. If voluntarily abandoned
personal property is neither retained for official use nor abandoned or destroyed, it must
be reported to GSA as ‘excess in accordance with FMR 102—41 95, Proceeds from
sales of voluntarily abandoned personal property mus} be deposited in the U, S.
Treasury as miscellaneous receipts. For further reference for this type property, see
FMR 102-41.80 through FMR 102-41.115.

8. Properfy Accorpanying Patients to VA Facilities.
a. When beneliciaries are transferred between VA facilities, nonexpendable property
normally will not accompany them because each facility should have standard

equipment requrrements established for the care of all VA patients, In the event thata
beneficiary has a unigue item that the VA has purchased specifically for his/her care or
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comfort (e. g., invalid chairs, stretchers, etc.) the nonexpendable property will normally
be considered as VA property shipped to the facility receiving the beneficiary. The
property may be retained or returned in accordance with an agreement established
between the facilities involved. Property transferred will be dropped from the shipping
facility's records at the time of shipment. Where the volume of property transferred
results in a budget problem, the shipping facility may arrange with the receiving facility
for the return of property when it has been determined that returns can be shipped
economically. Transportation costs will be borne by the facility requesting the return of

the property, Transfer of property or funding of transportation may be documented on o
VA Form 134, Combination Requisition and SHipping T icket. _

b. All property other than VA-owned property accompanying beneficiaries to VA
facilities will be returned to the owning facility if requested and transportation expenses
will be borne by the owning facility. Property will be properly cleaned before return is
initiated. if return of the property is not requested by the owning facility, the facility at
which the item resides may either dispose of the item in accordance with VA Handbook
7348 using proper turn-in procedures or place the item into use and perform an
inventory pick up,

9., Credit Memorandums. All credit memorandums will be forwarded to the Fiscal
Activity for processing.

a, Credit memorandums will be maintained in Fiscal Service as prescribed in MP-4,
Part I}l, Paragraph 2.07b, and routed to Logistics Services for determination of the
appropriation or fund control point from the original order. If not identifiable, it wil be
determined by the last order placed with the vendor, The credit memorandum(s) will
then be refurned to Fiscal Service, '

b. A list prepared by Fiscal Service of credit memorandums will be forwarded to
Logistics Services for action. If no future purchases are anticipated and there are no
outstanding payables with the vendor, Logistics Services will prepare a memorandum to
Fiscal Service requesting collection action from the vendor. The memorandum will cite
the applicable appropriation and fund contro! point for debit.

c. Credits due the VA on purchase card procurements rmust be processed against the
affected purchase card, Under no circumstances is the credit due on a purchase card
procurement to be issued as a credit memorandum. This is to insure the purchase card
order is properly reconciled and an adequate audit trail exists for the procurement.

10. Prevalidation of Funds. Prevalidation of funds is automated within the current
computerized accountability system by application of the control point official's, or
designee’s, signature approving a VA Form 2237 Request, Turn-In and Receipt for
Property or Services, prior o release to Logistics Services for action,




VA Handbook 7002 JULY 10, 2009

11. Control Procedures for Expendable items - refer to FPMR 101-25.107. The
facility AO may establish controls on expendable personal property items. when the local
situation indicates a need. When a control is established it will be documented.

Controls should be restricted to sensitive iterns whrch may be easriy converted to prrvate
use, subject to abuse or |nvol\re securrty issues. .

12 Sales of Specral Items

a. Benef' crary Items Prosthetros sa!es documents and recervrng reports contarnrng
iterns for direct release to a beneficiary will be annotated to identify each item.

b. Sales to Veterans Canteen Service. |f Posted Stock is maintained at the facility for
Canteen Service, their sales will be processed as an issue book request through the
automated computenzed rnuentory program mamtarned by Logrstros Services.

c. Burial F!ags §

(1) Upon receipt of properly executed sections of VA Form 2008, Application for
United States Flag for Burial Purposes, Logistics Services will furnish replacement
burial flags to authorized issue points, e.g.,-Postmaster; Chief, Medical Administration
Service or appropriate using service; Veterans Service Officer; VA National Cemetery
Directors; and Arlington National Cemetery. The bottom section of the properly
executed forms will be maintained in Logistics Services by the month in which the
repiaoements were issued and will be filed with the replacement requests to support
issues.. S

(2) Arlington National Cemetery, Washington, DC,\is established as anissue point for
burial f!ags

(3) For further reference on bunai ﬂags see Trt|e 38 U S, C., §2301

d. erltatrons

(1) Narcotics, alcohol products and drugs for therapeutac use w:ll be sold only to the
Chref Pharmacy Service, or desrgnee .

(2) Absolute a!oohol will be sold only in original oorttalners Sales will be confined to
the Chief, Pharmacy Service; Chief, Pathology and Laboratory Medicine Service
(PALMS); and Chref Research and Development Sewrce

(3) Supplies wﬂl not be lssued dlrectiy to physrc:ans or other personnel rendering
service on a fee basis, nor will Ggvernment supplies be made available for their use,
except in the performance of thelr official dties at VA installations.
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e. Subsistence for Approved Programs. Subsistence required by other services for
approved programs will be issued to the service involved in accordance with VHA
Manual M-2, Part !ll, Paragraph 5.07.

f. implantables. The AQ will ensure that implantables (i.e. pacemakers, etc.) are
being tracked and inventoried in the appropriate system, implantable devices must be
tracked throughout their life cycle (cradle to grave) in accordance with the Safe Medical
Device Act.

—+3—Delivery of Nonexpendabld Property. | he Facility AD will establish an
equipment record for all nonexpendable property in an approved VA automated
inventory system. A receipt signature of the EIL Custodial Officer, or designee, will be
obtained upon delivery of nonexpendable equipment utilizing a properly executed .
document. A property voucher copy of the receiving report may be used. Reference
paragraph 2, subparagraph a of this Part.

14. Processed Stores/Office Supplies,

a. Logistics Services will ensure that a method of inventory control {preferably
automated) is in place for all office supply items classified as processed stores. The
inventory system will be used to maintain stock control data including inventory levels,
receipts and issues, distribution worksheets (picking tickets), and auto generation for
stock replenishment.

b, Processed Stores/office supplies may be sold to all VA activities.

15. Genera! Turn-in Procedures. An automated turn-in package (i.e., the Equipment
Request/Turn-In Package) should be utilized to the maximum extent possible and shall
be used for ail nonexpendable property.

a. Expendable or nonexpendable property that is no longer needed by a using
activity, or property that has become unserviceable through normal use, will be
considered as unrequired. Unrequired property will be returned to Logistics Services
utilizing VA Form 2237 in accordance with local turn-in procedures, Acknowledgment of
receipt of the turned-in property will be furnished to the using activity.

b. Property turned-in to Logistics Services will be classified as Supply Fund, Non-
Supply Fund or Trust Fund. Logistics Services will determine if turned-in personal
propetty ¢can be reutilized within the VA, disposed of by the VA, or replaced pursuant fo
the exchange/sale authority in accordance with FMR 102-39. Logistics Services must
advertise/post unrequired property in accordance with VA Directive and Handbook
7348. When unrequired property cannot be reutilized within VA, it is then considered to
be VA excess and must be reported to GSA in accordance with VA Handbook 7348,
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¢: Coding for each item will be properly documented by Logistics Services to indicate
the action necessary to continue, -establish or terminate accountabllrty utitizing the -
following action codes on the turn-in document:

(1) C Item contmued :n servrce

(2) P ]tem held pendrng d!sposmon as facmty unrequrred property

(3) Xitem held pending disposition as VA excess

(4) D item destroyed Accountablhty termrnated

(5) S ltem disposed of as scrap or salvage Under excess property proced ures,
property coded with an action code S will be assigned a disposal condition code hased
solely on the definition of respective terms (salvage or scrap) as shown in
FMR 102-36.40. Salvage material is required to be reported to GSA.

d. When Logistics Services makes a detenmnatlon for dlsp05|tron turned*m property
will be assigned a disposal condition code in accordance with FMR 102-36.240. The
disposal condition codes will denote an accu rate description of the condition of the
property at the tlme itis turned-m The dlsposai condition codes are as follows:

(1) 1- New Property is in new or unused condrtlon and can be used rmmedratety
without modifications or repairs.

(2) 4 - Usable. Property shows some wear but can be used without significant repair.

(3) 7 Reparrab!e Property is unusable in its current condrtron but can be
economically repaired. . .

(4) X - Salvage. Property has value in excess of its basic material content, but repair
or rehabrlrtatron is impractical and/or uneconomical. (Note such items are required to
be reported to GSA) :

(5) S Serap Property has no value except for its bas:c materral content

(8) NQTE: Since salvage is normally disposed of as an item of property identified by
its original nomenclature, Iacket accountability will be maintained pending its di5position.

e. For ltems dlsposed of usmg abandonment or destructlon procedures the

justification will contain a comp[ete summary of all actions taken and efforts made prior
to drsposal by this means in accordance with VA Handbook 7348,
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16. Expendabie Property.

a. Serviceable supplies returned to Logistics Services may be redistributed to other
issue points within the facility to fill immediate needs. '

b. When the property returned is neither serviceable nor economically repairable, but
has value for its scrap content, it will be sold as scrap. Unrequired property that meets
the criteria for recycling should be recycled if at all possible.

———————g—dnteqtired-itemsoritermsiniong supply Wil beETveTised Tor reutiization within
the agency unless justified in writing {e.g., items retained that will uitimately be used;

and/or items that are more economical to retain than to dispose of and then reacquire at
a later date). Long supply is defined as the quantity on hand of an item that is above
the established stock level criteria for that item (the stock level should be designated in
the automated inventory system). Hems that cannot be reutilized wili be determined to
be VA excess and should be processed for dlsposmon in accordance with VA Directive
and Handbook 7348. - w

d. Drugs, biologicals, and reagents (serviceabie and unserviceabie) eligible for
exchange or allowance with the contractor or manufacturer, will be returned to the
contractor or manufacturer in accordance with FMR 102-39 and will not be picked up in
the VA excess accounts. Items not disposed of by this means will be processed for
disposition in accordance with current procedures in VA Directive and Handbook 7348.

17. Nonexpendable Property.

a. When property is serviceable or economically repairable, and is to be reissued, the
accountability will be transferred to the applicable EiL(See Appendix B for guide
regarding economical repair costs).

b. When property is serviceable or economicaily repairable, and unrequired by the
facility, but has not been determined to be VA excess, it will be advertised to other VA
facilities through the appropriate reporting system in accordance with VA Directive and
Handbook 7348.

¢. When property is serviceable or economically repairable, and is determined to be
VA excess, it must be reported to GSA in accordance with VA Directive and

Handbook 7348,

d. When properly is to be disposed of by trade-in to offset the purchase cost of a
simflar piece of equipment or similar supplies:

(1) The turn-in document will be cross-referenced to the purchase order document to
which the trade-in applies;
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(2) The trade-in item will be cross-referenced to the EIL file;
(3) ‘An adjustment will be made fo remove the property frcm the inventory account.

e. When property is to be dlSpOSEd of by usmg the exchangelsale authority, and the
proceeds applied toward the purchase of new equipment, a written determination is
required to be documented in ihe contract for the purchase of the similar or like item
(reference FMR 102-39.50). - . e -

f. When the property returned is nelther serviceable nor economically repairable, and
its unserviceability is due to normal usage, dlsposltton will be eﬁected in accordance
with VA Dlrectwe and Handbook 7348 ; A ) .

g. Loglst;cs Ser\nces will annotate the equlpment record with the turn -in date when
nonexpendable property is removed rrom service. : .

h. Engmeenng Serwce wall be notlf ed by Log:st:cs Serwces when nonexpendable
personal property is transferred, relocated, or removed from service. Notification will be
accompkished usmg the automated nonexpendab[e mventory system or via e-mail.

i. Samhzatnon of Automatlc Data Prccessmg (ADP)/informatlon Technology (lT)
nonexpendab!e property shali be in-accordance with VA Directive and Handbook 6500.
Turned in [T propertyleqmpment must be sanitized and a cerifi catton of sanitization
signed by a minimum of an IT technician and the Information Secunty Officer {1SO) prior
to any type of disposal or donation action being taken. VA Form 0751, IT Equipment
Sanitization Certificate, will be used for the certification of sanitization. See Part 13 of
this Handbook for more gmdance regardmg this subject,

(1) The IT Custod:a! Ofﬂcer is responsm!e for ensurmg that each hard drwe is marked
with the EE number of the host system whenever the hard drive is removed from the
host system. The EE number shall.be written on the hard drive with an indelible marker
at the time the hard drive is removed from the host system -

(2) Hard dnves are not to be reused in other host systems. Thatis, when a hard
drive is removed for maintenance, the EE number of the host system shall be written on
the hard drive and the hard drive submitted for sanitization in accordance with VA
Handbook 6500.1. : : -

(3) Hard disks awaiting sanitization will be secured in a controlled environment,
Refer to VA Handbooks 6500 and 6500.1 and VHA Handbook 0730.
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18. Trust Fund Property.
a. When Trust Fund property is turned-in, it will be offered back to the donor.
b. Trust Fund property shali be handled in accordance with the provisions of the

preceding sections except documents will be marked "Trust Fund Property." Proceeds
from sales will be deposited in the General Post Fund account only.

19, Unrequired Property for Purchase/Hire Construction Contracts. Unrequired
e traperty-of-this typerwittbeha i accordance wih the provisions of the pteceding

paragraph 15, subparagraph a. All documents will be clearly marked "Purchase and
Hire, Construction of Medical Centers and Domiciliary Facilities Excess." Property may
be picked up on the Engineering Service EL if there is a need for it.

20, Leased {Rental) Personali Property.

a. Personal properly leased/rented exceeding a 90-day period will be accepted and
recorded in the appropriate EIL.

b. Cost per test equipment should be recorded in the appropriate automated
inventory system as leased equipment with a notation in the comments or specifications
field that it is cost per test equipment. Under cost per test, the facility pays a fee for
tests performed by the facility on the manufacturer's equipment.

¢. The value entered for the item(s}) will be the annua! renial cost.

d. A copy of the lease and procurement document and other conditions pertinent to
the lease will be maintained in the EIL folder.

e. Equipment leased/rented for a beneficiary’s home use is exempt from this
provision.

21, Adjusiment Vouchers.

a. An adjustment voucher will be used for the following purposes:

(1) To adjust Supply Fund inventory account discrepancies. Discounts greater than
three percent should be adjusted to the inventory, e.q., the discount should be credited
to the appropriate stock item in the automated inventory system. Discounts less than
three percent can remain in the discount (variance) account.

(2) To adjust general ledger for discrepancies in inventory of EIL nonexpendable
accounts.
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(3) To adjust general ledger accounts when property is turned-in for disposition action
(including controlied substances) that may be eligible for replacement/credit from the
manufacturer or under an established drug return policy for outdated drugs.

(4) To effect transfer between rnventory accounts when no other document is
specified. ; : e :

(5) To advise the Fiscal activity when adjustments are required as a result of
erroneous posting data. . Adjustment vouchers of this type wili be cross-referenced to
the erroneously prepared voucher and routed to the Fiscal activity for correction of
general Jedger. postrngs .

(6) To record in the mventory accounts property aoqurred from other than purchase of
reqursriron such as donation, unrequired/excess, or transfer

{7) To remove from inventory accounts property that has been dieposed of oy
exchange or sale when no other documentation relafive to the transaction is used.

- (8) To adjust general ledger accounts when and if Reports of Survey findings and
recommendations have been approved and signed. : ,

b. Clrcumstances necessrtat:ng the preparatlon of adjustment vouohers will be
described in sufficient written detail to allow for proper accouniing actions and
management analysis.

¢. Documents will contain the required accounting information for the Fisca! activity
including cross-reference to original voucher(s).

d. Areport captured from the automated in\rentory systern recepping alt posted
adjustment transactions will be reviewed, signed, and dated on a monthly basis by the
Chief, Logrstlcs Services or designee.

e. Unposted adjustment transactions will updafe the appropriate Fund Gontrot Point
(FCP).

22. Review of Adjustment Vouchers.

a. f an Adjustment Voucher!dournal Voucher is required due to Government property
being lost, stolen, or damaged a Report of Survey action shall be completed
Adjustment Vouchers for drscrepancres over $5000 require a Board of Survey action. A
copy of such voucher, along with appropriate supporting documentation, must be
forwarded to VACQ, Office of DAS/OAL.

b. Reference VA Directive and Handbook 7132 for Adjustment Vouchers regarding
Supply Fund discrepancies.
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23. Survey Action. Upon completion of survey action, the Facility AO will assign the
same common number to the Report of Survey as on the adjustment voucher, A copy
of the Report of Survey will be filed with the adjustment voucher to support entries made
to the inventory account,

24, Adjustment of Discrepancies Between Recelving Reports and Invoices.
invoices that do not coincide with receiving reports in quantity and price will be brought
to the attention of the contracting officer, who will make a written determination for the
record as to whether payment will be made ot furiher contact with the vendor is
Wm—«ﬁqtrrred-—tf-m the-bestinterestofthe"Govermnient and i appropriate runding can be
secured, the purchase order will be amended to refiect the actual quantity and correct
price. Purchase card orders require an amendment for all discrepancies over the
threshold amount established in accordance with VA Handbook 4080, Government
Purchase Card Procedures, and local procedures. All adjustments will be made in the
computerized accountability system and, if affected, the automated inventory system.

25, Property Acquired Under Research Contracts. Personal property acquired
under research contracts will be maintained in accordance with Title 31 U.S.C. §6306,
Authority to vest title in tangible personal property for research, and Federal Acquisition
Regulation (FAR) Part 35, Research and Development Contracting.

26. Retention or Transfer of Title. Title to personal property acquired under research
contracts may vest in the research contractor or the government in accordance with
Title 31 U.5.C. §6306, Authority o vest title in tangible personal property for research,
and FAR Part 35.014, Government property and title.

27. Research Contracts Property Records. Personal property records for VA
property furnished to contractors under research contracts, or any other contract
providing a contractor with government furnished equipment (GFE) will be maintained in
accordance with FAR Part 45,105, Records of Government property.
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PART 5. USE STANDARDS.

1. General. In accordance with FPMR 101-25.301 (a), this part prescribes the Use
Standards established for VA, Use Standards are the criteria used to determine when
specific types of personal property are authorized for use. [n authorizing specific items
for use, it must be determined that the item benefits VA, ltems shall not be put into use
for the sole purpose of benefiting an individual or certain group of personnel
(exceptions; safety considerations or handicapped persons).

Z—Telephone-Monitoring-Devices—Telephore mhonitoring Tnstraments, fiechanical or

electronic, are authorized for use by field facilities only in accordance with and under the
controls applicable to the use and operation of the item(s) as outlined in MP-6, Part VI,
Chapter 2.

3. Refrigerators.

a. Appropriated funds may not be used to purchase refrigerators for employee use
(exception — VA quarters and Resident Engineers).

b. Only explosion proof refrigerators approved by Underwriters’ Laboratories, or other
nationally recognized testing faboratories will be used for storage of flammable and
combustible liquids (i.e., solvents). Explosion proof refrigerators are those which are

-constructed to meet the requirement for class |, division | locations, as described In

Article 500, National Electrical Code NAPA No, 70.

c. All regular household refrigerators, other than in personnel quarters, aésigned for
use af the facility will be distinctly labeled in a conspicuous place as follows: NOT FOR
THE STORAGE OF FLAMMABLE LIQUIDS,

d. Refrigerators for specimens and reagents will be clearly labeled as: NOT FOR
STORAGE OF CONSUMABLE FOOD PRODUCTS.

4, Flags and Reproduction of the VA Seal.

a. The United States flag, the VA flag, and a plastic or wood reproduction of the VA
seal are authorized for display in the respective offices of administration heads,
assistant secretaries, deputy assistant secretaries, other key officials, and facility
directors and in auditoriums used and operated by VA, At installations where VA is the
sole occupant of the building, and at Manila, Philippines, these flags and seals are also
authorized for display in the main lobby. In addition, at Manila, Philippines, the
Philippine flag is authorized for display with the United States flag. The directors of
memorial service networks may authorize display of a VA flag in the administration
building of the national cemeteries under their jurisdiction when such action is approved
by the Director, National Cemetery Administration.
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"b. Directors of VA regional offices and memorial service networks may authorize -
display of a United States flag and a plastic or wood reproduction of the VA seal in VA
offices and national cemeteries under their jurisdiction,’ where the size and activity of the
office mdtcate such action fo be i in the best mterest of the Govemment .

¢ In accordance WIth the U S Code Tttle 4 the Unlted States flag is authonzed for
display in: : : )

(1 Chapets or other buﬂdmgs used for rellglous purposes

(2) Theaters used and 0perated by VA, o

(3) Rooms estabhshed to conduct formal hear[ngs for veterans

(4) The reception area of veterans services divisions.

| (6) The reception area of outpatient clinics.

(8) The personnel oft” ice where the oath of office s administered,

d. A ptastic or wood reprcductton of the VA sea! is authonzed for dtsplay in areas
where display of the VA flag is not authortzed but where dlsp!ay of the seal i is desirable
due to the presence of beneftctarles or the pubttc

e. The United States flag and the VA ﬂag may be carried in buriat ceremonies and
other outdoor ceremonies,- with appropriate escort, at the discretion and under the

responsibility of the facmty director or the nattonal cemetery director,

f Where ser\nces are hetd one ﬂag, indoor type rnd:cattng the appropnate religious

9. Destruction of nationat. state, tocat. or VA ﬂags witt tie cooroinated with to'cat
service organization and accomplished by buming or shredding;.. .

5 Furniture, Furnishings, and Oﬁtce Equipment Pools.

a. New furmture or furmshmgs (e g lamps ﬁhng cabmets ptctures drapenes etc.)
will not be purchased unless no suitable furmture exists in excess or is available froma
property rehabilitation program. Qpen market purchases will not be made unless thére
is a written determination prowded by a Contractmg Ofﬂcer that the General Services
Administration (GSA - Le., GSA Advantage) does not have a su;tabte iter. -

b. Beyond use in admtnlstratwe offzces off‘ Tce furmture and furrushtngs may be
provided for use in laboratories, clinics, wards, dtagnosttc rooms, and in other hon-
administrative areas where there is a demonstrated need for items of this nature, Use
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of office furniture and furnishings in other than administrative areas does not change the
categorization as office furniture and furnlshmgs

¢. Office furniture such as desks, tables, etc., shall not be substituted for benches or
other equipment for which technical or specialized fixtures or equipment may be
obtained,

d The least expenswe items of standard metal, wood, or renovated furniture

be obtained when excess or unrequared property is not

%lbﬁﬁ&&eﬂmmmmnmﬁmm and furmishings shallbe made

from recyclable materiel.

e. Public Law 110-181, Consoclidated Appropriations Act of 2008, sets a $5,000 limit
on expenditures to furnish or redecorate VACO and field facility employee offices,
including those occupied by Senior Executive Service, GS-15, or Title 38 equivalent
employees. This limit applies to conference rooms, briefing rooms, and receptlon areas
supporting or serving the individual's personal office. SR

f. Each facility may establish.office equipment pools and sharing programs to reduce
procurement and increase utilizafion for, including, but not limited to, such items as
facsimile, transcribing, duplicating, calculating, typing, automatic data processing (i.e.,
laptops, etc.) cell phones, pagers, and audiovisual equipment. Procedures will be in
place to control these items and to know to whom and where assigned.

g. Carpeting is only authorized for use where it can be justified over other types of
floor coverings that are less expensive. The need te maintain an environment
commensurate with the purpose for which the space is allocated may be taken into
consideration. Cost, safety, insulation, acoustical control and the degree of interior
decoration required are all factors that may be considered in the justification for
purchasing carpet over other type of flooring. To the maximum extent possible, carpet
made from recyclable materie! will be purchased and utilized.

6. Personnel Quarters Established within VA.

a. Each set of housekeeping quarters will be equipped with smoke detectors, fire
extinguishers, cooking stove, refrigerator, microwave and, where not installed, kitchen
cabinets and a medicine cabinet. ltems essential to the protection or maintenance of
housekeeping quarters may also be furnished. Such items are:

(1) Fireplace equipment (irons, tools, and screens).

(2) Doormat.

(3) Rods, curtains, or draperies,

{(4) Waste receptacles (outside use only).
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b. Quarters designated for use by and occupied by an employee will also be provided
with a dishwasher, a clothes washer and dryer or a washer-dryer combination, carpeting
(wall-to—wail) or rugs andlor rug cushrons

fn addltron housekeeprng quarters may be equrpped wrth furmture and furmshmgs
in order to accommodate any specific requirements of the resident (i.e. married,
children, special needs, etc). ltems furnished will be limited to those necessary to
provide a reasonable degree of livability and will be obtained from excess sources.
These quarters will not be furnrshed with the equipment listed in paragraph (b} of this
section.- : . , R ;

d. Furniture and furnishings presently assigned to housekeeping quarters may be
repaired provided that the immediate or cumutative cost of such repairs, including fabor
and material, shall not exceed 75 percent of the cost to replace the item. The facility
director.will, under any one of the circumstances cited in this paragraph, have all
furniture and furnishings not authorized by thrs section removed from housekeepmg
quarters when: : : T

(1) The quarters are vacated, and it is determined that the condrtron and guantity of
the furnlture are such that the quarters may not be consrdered adequately furnished.

{(2) The moomrng occupant of the quarters requrres less than 50 percent of the
furniture presently in the quarters, .

{3) The facility director determines that the quarters will be rented at the unfurnished
rate. : ‘ :

e, Furmture wiil not be stored when removed from housekeeprng quarters, but may
be used to upgrade srmliar furniture in other housekeeprng quarters or utilized
elsewhere at the facrlrty Items not utilized will be dlsposed ofin accordance with
excess property procedures co e L . .

7. Motor Vehicie Components

a. Fire fighting vehrcles may be equipped with a siren and red or blue emergency
warning lights. Facnlaty ambulances and pohce patrol vehicles will be equrpped with
emergency runnmg lights and accessories in conformance with thé motor. vehicle code
of the state in which Iocated Al vehicle warning accesgsories miust conform to the
vehicle manufacturer's electrical system tolerances. Subject to approval of GSA, in
accordance with FMR 101-39.304, accessories will be temporarily instailed on GSA-
owned vehicles by use of detachable roof cross bars.

b. Radio transmission equipment is authorized for use by field facilities only in
accordance with and under controls applicable to the use and operation of the item as
outlined in VA Manual MP-8, Part VIll, Chapter 5. All radio frequencies must be within
the narrow band range in order to comply with federal reguiations.
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8. Microwave Ovens.

a. Microwave ovens will not be purchased for employee use utilizing appropriated
funds. Exceptions are as follows:

(1) Temporary living quarters used to house employees on TDY;

(2) Engineering and construction services, e 4., resident engineer;

(3) Regional Medical Education Centers and educational training centers;

(4) Hospital wards for patient use, Any use of microwave ovens must comply with VA
Safety, Occupationa! Health, and Fire Protection Standards, as set forth in VA Manual
MP-3, Part lil, Appendixes 5H and 5N.

9. Reproduction Equipment.

a. Requests for approval will be forwarded to the Publications Service (001AL-G7P),
VACO, on VA Form 134, Combination Requisition and Shipping Ticket.

b. In accordance with the Government Printing and Binding regulations, Title 3,
General Provisions, paragraph 30, VACO approval is required for the lease or
acquisition of copiers meeting one or more of the following criteria:

(1} Exceeds 65 copies per minute,

(2) Costs more than $10,000, or

(3) Requires a dedicated operator.

¢c. All related commercial print-shop capacity items, such as cameras {(composing and
process), composition devices, offset presses, paper cutters (power operated), paper
drilling machines (power operated), collating machines (sheet and signature), and

binding equipment (adhesive, perfect, wire or plastic, power operated), must have
VACOQ approval.
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PART 6. REPLACEMENT STANDARDS.
1. Geperal.

a. Purpose. To provide policy and guidance in support of FPMR 101-25.4 regarding
the replacement of equipment and furniture,

b. Definitions:

(1) Replacement fheans acquiring an item for the specific purpose of using it in place
of an item that will no lenger petform the tasks for which it is needed.

(2) Exchange means {o trade or frade-in an item to reduce or offset the cost of the
acquired item.

{3) Acquired means obtained in any manner, e. g purchased transferred donated
manufactured, leased, or rented. -

2. Program Objectives and Responsibilities.
a. Objectives:
(1) To maximize utilization.
(2) To provide for orderly replacement of equipment and furniture.
{3) Tofacilitate projected estimates of equipment and furniture replacement
(4) Provide an estimate of projected costs for planning purposes.

(5) Enable management to maintain a balance between equipment and furniture
investment and actual needs.

b. Responsibilities, Itis the responsibility of each administration, (i.e., NCA, VHA,
and VBA) to ensure VA Handbook 7348 and FMR 102-39 are adhered to regarding
premature replacement, trade-in allowances, and accurate disbursement of funds
received from sales.

3. Replacement Criteria:

a. VA facilities should retain equrpment items in service which are in usable condition
even though they have met their given life expectancy, provided the item can continue
to be used or operated without excessive maintenance cost or substantial reduction in
trade-in value. In determining the need to replace a piece of equipment,
there are three over arching factors to be considered, and then there are sub-factors
within each category. They are as follows:
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(1) Function:

(a) Obsolete or does not meet established standards i.e., safety.
{b) Neﬁv modality or need to suppert a new mission or progra;m.
(c) Improve customer service. -

(2) Rehabtiltleegulatmg Comphance

(a) Age . |

(b) Excessive down time.

{c) Parts and service no longer available.

(d) ' D'Dcleente‘d ;egufating:deﬁ.ciency i.e., JCAHO, OSHA, etc.
(3) Economy:

(a) Payback period through reduced recurring cost.

(b} Increased workload ofr productivity.

(c) Sharing with other sites with potential to generate income.
{d) Excessive repair costs.

b. Furniture (office, household, quarters, and institutional) shali not be replaced

unless the estimated cost of repair or refurbishmg (based upon GSA term contracts,
including any transportation costs) exceeds 75 percent of the cost of a new item of the

same type and class.

¢. Replacement of motor vehicles will be in accordance with FMR 102-34.280.

d. Repiacement of matenel hand!mg eqmpment will be |n accordance with FPMR
101-25.405.

e. NOTE: It is not an accepted practice fo retain replaced equipment. However, if
approved by the facility AO or designee for retention at the facility, each item retained
will be identified on the applicable EiL and within the property accountability program to
ensure they are not included in future replacement or budget forecasts.
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PART 7. HAZARDOUS PRODUCT/EQUIPMENT REPORTING,

1. General, Policy for the identification, tracking, and removal of potentially hazardous
products, inciuding medical devices, equipment, and subsistence items that could
endanger the fife or safety of VA beneficiaries, visitors, or employees will be in
accordance with the Safe Medical Device Act; Public f.aw 101-629 dated

November 28, 1990; Public Law 102-300 dated June 16, 1982 (21 Code of the Federal
Regulations (CFR)); and VHA Directive 2008-080. The facility director will designate a

mmwnmndmanr

a. The Food and Drug Administration (FDA) has the authority to ban or recalt devices
which present unreasonable risks or substantial harm. When a manufacturer or the
FDA recognizes that a product is potentially hazardous, action must be taken to notify
all users of the product and to provide instructions for its removal or recall. The FDA
recalls the devices and fleld corrections are classified into three categories:

{1) Class |. A situation in which there is a reasonable probabiiity that the use of or
exposure to a hazardous product will cause serious adverse health consequences or
death.

(2) Class ll. A situation in which the use of or exposure {0 a hazardous product may
cause temporary or medically reversible adverse health consequences, or where the
probability of serious health consequences is remote.

(3) Ciass lil. A situation in which the use of or exposure to a hazardous product is
not likely {o cause adverse health consequences.

b. The GSA issues "Safety Alerts" on potentially hazardous products under its
contracts. Other Government agencies issue notices of hazardous products under their
jurisdiction, Manufacturers may also issue warnings or recalls on their products.

c¢. Each VA facility shall establish written procedures for the identification, handling,
storage, transport, and disposal of hazardous products. VA employees who routinely
come into contact with hazardous products shall be trained in proper procedures,

2. Externally ldentifled Hazardous Products. A facility ptan will be written to outline
procedures for externally identified hazardous products and materials. The foliowing
elements shall be included:

a. VHA will ensure that all health care facilities subscribe to the "FDA Enforcement
Report." For a current listing of FDA Enforcement Report or recalls, refer to
www.fda.gov,

b. The facility AQ, or designee, will assure the maintenance of a file of all recalls and
hazardous product notifications. A listing of the notices will be maintained on file with
final disposition for accountability purposes.
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c. Upon receipt of a hazardous notice, the Facility AO, or designee, will promptly
send a copy of the notice to affected management offrcral(s) to include safety and risk
management for review and response The original nofice wrlt be retained on file at the
facility. ST tan el . . S . .

d. When responses from the usmg orgamzatrons are recewed appropnate aotron will
be rmtrated by the faor!rty AQ, or designee.. S ‘

3. Internally Identlfled Hazardous Products As defmed in accordance wrth FMR
101-42.001, a facility plan wili be written to outline procedures for intemally identified
hazardous products and materials. The identification of hazardous materiel will be in
accordance with FMR 101-42.002. The facility AC, in coliaboratron with the facility
safety manager, wrll ensure proper storage and drstnbutlon of hazardous products and
materials., The foltowmg elements will be rnctuded in the faomty plan: .

a. Hazardous products and matenal w:ll be reported to the demgnated‘ coordinator.
That official shall consult with.the appropriate authority to determine to what extent the
hazard may aﬁect the safety of beneﬂoranes visitors, or employees When the degree
of risk has been established, action to imit, restrict, or remove the product from use will
be rmn‘redrately rmplemented

b. Actlon should be taken on vahdated hazards wrthan 72 - hours through the followrng
channels: C _ )

(1) VACO, Office of Asset Enterprise Management (004B2).

(2) Medwatch Form 3500 and 3500A will be submitted to the FDA Medical Products
Reporting Program. Assistance is available through www.fda.gov/medwatch or call 1-
800-332-1088, Gopres of form 3500 and 3500A will be submrtted to the manufacturer,
in accordance with. 21 CFR part 803 , 4 . _

c.. Thig policy involves hazardous products only when the degree of risk has been
estabhshed by. appropnate authonty and action has been taken fo Irmlt, restrict, or
remove the product from use.. The Federal Supply C!assrf cation (FSC) groups which
contain hazardous materiel have been identified and are listed in FMR 101-42.1101..
The VA Quality improvement Program, as outlined in VAAR 846,70 and VHA
DlrectivelHandbook 1761.2 Inventory Management remains in effect
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PART 8. PHYSICAL INVENTORIES.

1. Using Department Inventories (Expendable). Control of expendable property
inventories In using activities is a par of the staff responsibility of the field facility. This
responsibility is exercised through the application and enforcement of consumer levels
in an automated inventory system. A level will be established in collaboration with
Logistics Services and the using activity for each repetitively used item.

2. Using Department Inventories {Nonexpendable). m

a. Nonexpendable property on hand in using activities will be only the amount
necessary to perform the assigned functions. Each facility will establish controls to
ensure that all using activities continually evaluate the need for assigned equipment.
When unrequired property is identified, it will be turned-in for reassignment, reutilization
or disposal in accordance with excess procedures.

b. When a project has been approved and funded through the major/minor
construction program or the nonrecurring maintenance {(NRM) program to expand
existing programs or establish new programs, equipment may be retained to activate
such programs.

3. Nonexpendahle Property Required to be Inventoried. All property requires basic
accountability in the automated equipment inveniory system. Sensitive items,
regardiess of cost, and accountable property valued at $5,000 or greater will be
maintained in an automated equipment inventory system and listed on an EiL. Property
costing $100,000 or greater will be accounted for as a capitalized asset. Logistics
Services’ records will be reconciled with Fiscal's records on a monthly basis for all
capitalized nonexpendable property. In addition, alf sensitive items as designated in
paragraph 5, subparagraph a, of this part, will be accounted for during the inventory
process (See Appendix F for a guide to conducting a successful nonexpendable
inventory). Due to required preventive maintenance or JCAHO requirements, some
items below the accountable thresholds will also need to be added to the automated
inventory system in accordance with local Engineering policy.

4, Expendabie Stocks Maintained in Inventory Records.

a. A complete physical inventory of all stock, posted and unposted, wilf be taken
within a 12-month period, either wail-to-wall or by cycle. Cycle inventory may be by

* class, account, location, inventory group, or by the ABC Principle. The ABC Principle is

a concept whereby a small percentage of the 1nventory is equal to the largest fraction of
value. The ABC Principle is more fully explained in the Materlel Handlers Training
Guide TG-80-1. The accuracy rate will be determined based on the number of line
items inventoried in relation to the number of line items discrepant. The minimum
acceptable accuracy rate is 90 percent. If a 90 percent accuracy rate is not achieved,
another stock inventory shall be completed in six months. The criteria used for
determining long supply will be if the stock on hand is10 percent or greater than the
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established stock level (this also includes items due in from procurements) in
accordance with FPMR 101-27.300. The accountable record will be reconciled with the
appropriate inventory point, and all discrepancies will be promptly adjusted (See
Appendix G for a gurde in conductmg a successful expendable inventory).

b Pubtlc Law 91—513 requares a blennrat mventory of |teme subject to the Controtled
Substances Act (reference 21 CFR §1304 11).-The blennlal inventory may be taken on
any date within two years of the previous biennial rnventory The inventory must remain
on file until the next inventory. o _ : .

5. Inventory of Equipme‘nt in Use.

a. Annualty, a physrcat rnventory of all nonexpendabie acco untable property and
designated sensitive items will be conducted Accountable personat property is defined
as nonexpendable property with an acqulsxtton value of $5,000.0r more and property
that is of a sensitive nature regardless of acquisition cost. The inventory is conducted
on an annual basis which is from the month of completion to the next 12 month period;
however, 25 percent of the establrshed EILs will be completed quarterly The 1nventory
due date can be changed in the fottowmg three ctrcumstances but will not be aliowed to
be extended beyond 1 2 months from the date of the previous rnventory

(1Y EIL custodtat officer request a change (requires adequate justification)
(2) Accuracy rate falls below 95 percent .
(3) Management decnsron to balance worktoad

(4) Property Management wrtt reconcite the lnventory to the automated prOperty
accountability system through adjuetments Reports of Survey, and turn-m documents
wrthrn five working days .. . A

b. Physrcal (whrch tnciudes electronrc means) rnventory is the process of reconciling
accountable personal property records with the property actual]y on hand, Ata
_minimum, when the inventory process is being conducted the following elements will be
verified agarnet the ElL: serial number, modei number, and location. Annual
inventories will include the foIJowrng sensitive items:

H Handhetd and portable telecommunlcatlon de\nces (e.g., Palm Pilots,
Btackberrtes, two-way pagers and personal d:g:tal aesrstants (PDA)).. Keynote pagers
are not included.

(2) . Printers.

(3) Data storage equrpment (e.g., desktop computers, laptops and fixed CD drives,
copiers, and facsimile machines).
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(4) Video imaging equipment, (e.g., surveillance monitoring equipment, CRT
monitors, LCD monitors, smart boards, panaboards, video projectors, cameras, VCR
and DVD players and recorders).

(5) Cell phones and telephone monitoring devices.

(6} Radios, (e.g., two-way radios and base stations (but not household type)).

(7) _Motor vehicles including donated, leased or rental for 80 days or longer.

c. Firearms and ammunition (Sensitive items that have other considerations)

(1) All firearms, regardiess of cost, will be recorded, inventoried, and tracked in an
authorized VA automated asset inventory system.

{2) Ammunition will be inventoried, recorded, and tracked in an authonzed VA
automated perpetual mventory system. - -

(3) Proper hazardous warning labels must be posted on outside doors of ammunition
storage areas.

(4) Procedures outlined herein will be adhered to by all VA organizations with the
exception of the Office of Inspector General (O1G). The OIG wilt adhere to VA OIG
- Directive 51 103 regarding accountability, and adhere to FMR 102-36 and FPMR 101-
42 regarding disposal. Upon request, OIG will provide a copy of its firearm inventory.

(5) Inventories:

(8) Ata minimum, physical inventories of firearms and ammunition will be conducted
on a semiannual basis. These inventories wili be' conducted by the organization
authorized to carry firearms and the facility AO or designee. If discrepancies, i.e.,
missing firearms and/or ammunition are noted, quarterly inventories will be reqiired by
that facility thereafter.

(b) Data resuiting from all internal inventories of firearms and ammunitions conducted
by VA organizations that are authorized to carry such items will be provided to the AO
or designee upon request.

(¢} Facility directors will certify that firearm and ammunition inventories are included
in the Annual Certification of Property Inventories or applicable report as a separate line
item.

{d) In the event that a Depariment-owned firearm is lost or stolen, the following
actions rnust be taken immediately:

1. Notify the local iaw enforcement office, OS&LE for VA Police Service firearms
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only, the Federal Bureau of Investrgatlon local pohce the suppomng facility -
,AO or designee. :

2. Enter the information into the National Crime !nforrnatron CenterlNational Law
Enforcement Telecommunications System.

3. Complete a detailed VA Form 1393, Uniform Qffense Report, and follow
appropriate Report of Survey procedures as outlined in Part 10 of this handboak.

4. For lmproved accountabmty. faczlmes may mc:!ude addrtrona! lterns to be
inventoried. Above is a minimal listing of items designated as sensitive that must be
inventoried annually. Facilities may establish local poficy that identifies additional items
as sensitive property as the facility deems appropriate. Sensitive items include all items
containing memory storage capability for retaining personally identifi able information
that is protected and/or confidential as specified in the Privacy Act and In the Health
Insurance Portability and Accountabiiity Act, whether or not the item is classified as IT
(e g., D card embossing machines). . : :

d. Facilities may use 'inventory by exception’ (meaning the item has been physically
identified and the inventory location updated during scheduled preventive maintenance,
or movement of the ifem, or electronically scanned and updated by any entity utilizing
the bar code technology, or-Radio Frequency ldentification(RFID)/Real Time Location
System (RTLS), etc, or subsequentelectromc trackmg meghanism related to the
electronic-asset inventory management system utilized In the facility) which will negate
the requirement to physically count the item durmg an annual inventory. However,
when inventory by exception is utilized, at a minimum, the serial number and location
will be verified. In addition, ElLs that have a 95 percent or above accuracy rate wili be
reuired to be inventoried annually. ElLs that fall below a 85 percent accuracy rate
must be inventoried again in six months. .ElLs not attaining a 95 percent accuracy rate
on initial inventory shall be reported (o) the facrllty director and to the VISN CLO. Ells
not attaining a 85 percent acguracy rate when re-lnventor:ed shall be reported to the
Associate DAS (ADAS) for Acquisition and Logrstlcs Programs and Policy (001AL-P),
OAL, through the facility director’s office for consultation and advisement.

e, To the maximum extent pessrble ElL inventories will be conducted using barcode
techno[ogy or RFID/RTLS, etc., that is companble with the automated equipment
invenfory system. In addition, the FSC to which the equrpment rtem belongs will be
identified on the barcode label by printing the CSN on the label. This requirement is
being established to speclfically assist an auditor in differentiating befween |7 and non-
IT equlpment Inventory data collected on the barcode scanner will be uploaded fo the
automated equipment inventory system. Upon initial receipt of any new equipment
itemn, Logistics Services shall populate the automated equipment inventory systerm with
the following data {comments and specifications (spex) fields are optional):
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(1) Manufacturer name;
{2) Serial number;

(3) Modeinumber;

{(4) CSN;

(5)_Life expectancy (LE - may automatically populate when CSN entered);

(6) Manufacturer equipment name (brief narrative identifying the equipment; facility
decision to identify as common equipment name or manufacturer name of equipment,
but should be formatted as noun first with adjectives following);

(7) EIL number of responsible service or section:

(8) Purchase Order (PO) number (should contain station number followed by a dash
and 5-digit PO number);

(9) Acquisition method:

(10) Vendor purchased from (éould be different from manufacturer name):
(11} Lease cost (if applicable):

(12) Asset value (acquisition cost);

(13) Acquisition date;

(14) Warranty exbiration date;

(15) Replacement date (may automatically populate after LE and acquisition date
entered);

(18) Acquisition source code of procurement;
Type of item;

(17) If replacement equipment, EE number of item being replaced;
(18) Use status;v
(19) Parent system (if applicable);

{20) Using service (could be different from service aligned with EIL number);
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(21) Location (will be populated automatically when inventory data uploaded from
barcode scanner; can be updaied manualiy, location must be contained in Englneerlng
Space File to be accepted); .

(22) Last inventoried date (will be populated automatically when inventory data
uploaded from barcode scanner and can be updated manually);

(23) Turn-in date (populated only after item turned in to Warehouse; location field
must be updated to reflect proper location of turned in item); :

(24) Final disposition date (populated only after fina! disposition .of item occurs);

(25) bisbosition method '(bdpul'ated only after final disposition of item ocﬁurs)

(28) Disposiﬁon'value (populated only after final disposition of item occurs);

(27) Owngr,ship:(stationvnurn_b@r); .

(28) Investment category (capitalization designation);

(28) Fund (Treasury Symbol appropriation fund code of procuiér;ent"f e‘ AMAFMC);

(30} Fund Controt Paint (FCP) from purchase order (may automatlcally populate
when PO number entered); - .

(31) Budget Object Code (BOC) from purchase order {may automatically populate
when PO number entered- applicable only to capitalized items);

(32) Standard General Ledger (SGL) account number perta;nmg to type of
equipment;

(33) Administration Office - accounting classification identifying ofﬁce or
administration equ;pment purchased for;

(34) Equity account (accounting classification, i.e., 3289 for medical)

f. Normally, Engineering Service Is responsible for entering certain information in the
automated equipment inventory system which includes the following:

(1) Category (used for Preventive Maintenance (PM) scheduling);
(2) Service contract designation;
(3) Contract cost amount;

{(4) JCAHO requirement designation;
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(5) Adl data for Building Service Equipment (BSE) and expendable items requiring
engineering maintenance

g. The ElL inventory schedule in the Logistics Services will include the following:
(1) Date(s) of scheduled inventory (by month, quarter, or fiscal year as appropriate),

(2) Title of custodial officer.

(37 Date of notficalion of cusiodial officer.

{4) The_ _date of completion of all adjustments made by the Logistics Services.
(5) Accuracy rate of inventory.

(6) Next scheduled inventory month.

(7) Five percent verification completion date.

(8) When an inventory is due, the custodial officer will be notified (electronic mail
notification Is acceptable) and provided a copy of the applicable EIL for inventory and
the following will apply:

(a) If the EIL contains less than 100 line items the custodial officer, or designee, will,
within 15 working days after receipt 6f the notice, conduct a physical count of all
nonexpendable property listed.

(b) !f the EIL contains 100 or more line items, the physical count will be conducted
within 20 working days after receipt of the notice.

{c) Inventories will be considered complete when the EIL custodial officer has
conducted the inventory, checked appropriate certification blocks, provided any
documentation required based upon certification blocks checked (i.e., turn-ins or
Reports of Survey), and signed the EIL within the specified time frames as stated in (a)
or (b) above.

(d) NOTE: Using services can request preliminary working copies of their EIL prior to
the official scheduled inventory period. These advance coples can be used fo identify
and correct any issues before the scheduled inventory period begins. T he time frames
listed above pertain to the official scheduled inventory period.

g. During the inventory process, the custodial officer will evaluate the need for all
equipment assigned to them and will certify on the EIL by selecting and checking the
applicable statement, personally signing on the EIL, and dating. Ata minimum, when
conducting the inventory process, the following elements will be verified on the EW.
listing: serial number, model or model number, and location.
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h. All completed EIL inventories will have a five percent verification inventory -
conducted by the AO or designee, a disinterested party and the custodial officer or
designee. This five percent verification will be completed within 10 working days from
the completlon of the requn'ed annua! EIL mventory

i A scheduled mventory may be extended for extraordlnary reasons whlch include
natural disasters, fire, or an act of terrorism. If circumstances warrant, an extension
may be granted for any number of days not to exceed of 60 days, as deemed
appropriate by the facility director or designee. The maximum extension is established
as 60 days based on EIL inventory cycles (i.e. a portion of the total number of EIL
inventories are conducted each quarter so the 60-day extension will eliminate the EIL
inventories from crossing quarters and increasing the EIL inventory workload for the
next quarter). Circumstances requiring an extension will be specified in the written
request (memo or e-mail format). A copy of the approved request will be forwarded to
Logistics Services and maintained with the EIL. -

. NOTE: Extensions will not offset a delinquent status. .Inventory completion
exceeding 12 months from the date of the last inventory will be considered delinquent
regardless of an approved extension timeframe and will be based upon a beginning
date no later than the date the inventory was originally due for completion.

k. Medical centers will establish a method of accountability coverfng fo'rniture and
equipment in VA quarters. Nonexpendable property located in VA quarters shail be
maintained on individual EiLs for each unit of established quarters. -

. A physical count of ail property on loan fo or from VA will be taken as scheduled by
the accountable official, with action taken on all dlscrepancses

m. For improved accountability, the use of an automated Equment Request/Tum-in
Package that is compatible with the computerized accountabllzty system shall be utilized
to the maximum extent possible.. : o

6. Tenant Property Inventory Responsibility. Facility directors and AOs, or their
designees, are responsible for accountability and oversight for all equipment stored or
utilized in their facility regardless of ownership and wili ensure that  certain functions
are properly m‘tplemented :

a. A tenant may bea wrtual entlty and Is def' ned as a locatlon hav:ng physscai control
of the receipted item but that does not have an established inventory tracking system
and requires inventory management, tracking and accountability support functions from
a VAMC in proxmty to the tenant or virtual entity.

b. EiL custodlal o_fﬁ_cers who hav_e over31gh_t o_t tenant equipment will report
operational status or physical location changes to the facility AO or designee.
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¢. Facility AOs are responsible for coordinating inventory management information
with tenant inventory EIL custodial officers and program managers to ensure proper
accountability of all property maintained within the facility.

d. Tenant ElL custodial officers are responsible for communicating new purchases or
changes in inventory quantities with facility AOs by email. A constant flow of
communication between the tenant EIL custodial officer and the facility AQ is crifical to
ensuring the security and accountability of VA property.




VA Handbook 7002 _ JULY 10, 2009

56



JULY 10, 2009 VA Handbook 7002

PART 9, INVENTORY ACCOUNTING.

1. Accounting Methods. Automated inventory accounting systems will be utilized at
field facilities for expendable and nonexpendable inventories and Logistics Services
programs, to meet materiel management requirements and to provide data for reporting
needs, including the integration of inventory accounts with standard general ledger
accounts. Regulations require the use of Cataloging for proper identification and
classification of property (reference 41 CFR 101-30.501). For proper identification and
control of property. a NSN field will be included in any automated inventory system

oliliZed for personal property management funciions, The NSN field shiould be
populated. The CSN field in the automated equipment inventory system Is required for
all nonexpendabie items.

2. Valuation of Excess Property.

a. Supply Fund stocks determined to be unrequired by the facility will be transferred
to the applicable property pending-disposal account at record value. : -

b. Unrequired Non-Supply Fund property wilf be transferred between VA facliities at
record value and to other Government agencies without reimbursement. Transfer
documents for Non-Supply Fund propetrty will show the dollar value at which the
property is currently recorded. Transfer docurnents for Supply Fund property will show
the value of the property for the purpose of recording the inter-facility transfer.

c. Unrequired Trust Fund property will be transferred between VA facilities without
reimbursement and will remain classified as Trust Fund property.

3. ElL.

a. Accountable nonexpendabie property valued at $5,000 and greater will be listed on
the EIL. In addition, nonexpendable sensitive items as defined in Part 8, paragraph &,
subparagraph b, Wlll be included on the EIL regardiess of cost.

b. VACO depariment heads and staff office directors or their deputies will be
designated as custodial officers and will assume- responsibility for nonexpendable
property assigned to their departments or staff offices.

c. For the following determinations, consideration shall be given to the inventory
management responsibilities requared for the proper control, utitization and replacement

of property:

(1) The facility director shall designate, in writing, one employee to assume custodia!
officer responsibility for nonexpendabie property (maintained on appropriate EIL)
assigned to each of the various services/activities (i.e., service lines, sections of service
lines, departments, including ward equipment responsibilities).
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(2) Designations will be confined to members of the direcior's immediate staff,
normally division and service chiefs. An exception may be made in research activities
by designating either the research coordinator or the mdl\ndua! mvestagator as the
custodial off' icer.. e R

d. Custodtal oﬁ" cers specrr ed in paragraphs b and c. may des:gnate in writing,
administrative or other employees to act for them in handimg inventories and other
paperwork involved in. equnpment management and control.“The written designation

must state that the custodial officer acknowledges that designating an employes to act
in their behalf does not rehnqu;sh their responsibllity as custodial officer. They must
continue to personally sign the Ellzand mark the appropriate certifications. The ongmal
of this designation will be furnished to the Facility AQ. :

e. Any changes to the EIL, accomplished subsequent to the date on which the EIL is
signed, will be supported by appropriate documentation. Upon receipt by L ogistics
Services, any required updates to the EIL wili be processed within five working days.
The documentation will be filed with the EIL until the next inventory is completed and
the custodial officer has personally signed it and made the appropriate certifications. A
copy. of the supportmg documentat!on for changes shall be fu rmshed to the custodial
officer. co : .

f. Each EI!r.wilti be assiéried a number in aecer:d_éhee Wifh standardized departﬁ'tent
numbers which are provided in Appendix H of this handbook.

g. Nonexpendable property used by the resident engineer wili be assigned a
standardized department number Eil. and the property will be listed on the ElL.. When
the project has been completed and disposition instructions have been received from
the Office of Construction and Facilities Management, VACO, the following actions wili
be completed

(1) Property not to be shipped to another famhty and declared unrequnred will be
disposed of in accordance with current excess procedures contained in VA handbook
7348.

(2) Prope&;y te be shipped to aﬁq_t_her facility WIu'be'trans‘ferred by the receiving
facility executing VA Form 134, Combination Requisition and Shipping Ticket.

h. Prior to disposing of property containing data sensitive material, refer to VA
Directive and Handbook 6500. Property containing data sensitive material must be
sanitized and the sanitization must be certified by the technician and the ISO ata
minimum. VA Form 0751 may be used for certification of sanitization.

i. Information pertalmng to government—owned property on loan will be maintained
with the appropriate Eil. This information.could be a copy ¢ of the VA Form 0887 with a
copy of the Property Pass or a copy of the appllcable section of the Loan Register which
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shall be maintained by Logistics Services (in VACQ - Property Management Division -
032D} and the IT EIL custodial official,

j- A copy of VA Form 0887, VA Government Property Loan Form, and VA Form 0888,
Revocable License, shall be filed in the official ELL/Non-EIL equipment file maintained in
Logistics Services and a copy provided to the custodial officer. A copy of the
agreement shall be maintained with the EIL for the duration of the agreement,

4, Reporting Requitements.

a. Reconciliation of standard genera! ledger accounts is a Department-wide
requirement of Logistics Services and Fiscal or Financial Services (VHA, VBA, NCA,
efc.) and will be accomplished at the end of each month. Research will be canducted on
all discrepancies to include verification of the original document. Corrections will be
promptly completed. Documentation supporting the reconciliations must be maintained
by the medical center for three years after the close of the fiscal year.

b. The facility AO, or designee, will submit, in letter form, a certification that inventory
values have been reconciled and are in balance with those of Fiscal or Finance Service
as of the fiscal year-end. In addition, the Chief, Fiscal or Finance Service, will cosign
the certification thereby attesting to accuracy of the year-end standard general ledger
account balances for equipment and Supply Fund stock inventories. Certifications will
be submitted to the appropriate office as specified in the Year-End Financial Reports
and Statements Certification memo sent annually from the VACQO Chief Financial Officer
prior to the end of the fiscal year. A certification regarding compliance requirements of
the Government-wide Purchase Card Program will be signed by the A/OPC, the Facility
AQ and the Chief, Fiscal or Finance Service. Certifications will be submitted in
accordance with VA Directive 4540 and VHA Handbook 1730.1. These year-end
certification reporis are maintained in the VACO Fiscal/Finance office.

5. Receiving and Sales. A copy of the signed receiving report or VA Form 2237 is the
required document, for receipts and/or sales for nonexpendable property. A copy of the
receiving report or 2237 will be filed in the appropriate EIL.

8. Turn«ins. Documentation for the tumn-in of nonexpendable property will be properiy
annotated with the intended action code. A common number will be assigned to the
document, After action is taken, the document will be filed with the appiicable EIL.
Automatic Data Processing (ADP)/IT nonexpendable property, in accordance with VA
Directive and Handbook 6500, must be sanitized and a certification of sanitization
signed by an IT technician and the 1S0O, at a minimum, prior to any type of disposal or
donation action being taken. VA Form 0751 may be used for certification of sanitization.

7. Adjustment Vouchers. Discrepancies discovered as a result of an inventory will be
adjusted by preparing appropriate dehit and credit adjustment transactions. A computer
prepared “Adjustment Voucher” (AV), or manually prepared VA Form 140, Adjustment
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Voucher shall be used for documentation. For adjustments resulting from Reports of
Survey actions, reference Part 10 of this handbook. : -

8. Equipment installed as Part of Initial Construction. Nonexpendable property
instalied as part of initial construction will, on completion of the contracts, be picked up
in property records at the acquisition value or the current market value. Aftera -
construction project is completed and accepted, title to property furnished and mstaiied
by construction contractors is transferred to the facility through the resident engineer. It
is the joint responsibllity of Logistics Services and Engineering Service to ensure all
itemns have been identified and entered into property records. The resident engineer will
transfer all descriptive hteratu re, warranty data, and maintenance manuals to
Engineering Service. :
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PART 10. REPORT OF SURVEY PROGRAM.
1. General,

a. The ROS system is the method used by VA to obtain an explanation as to the
circumstances surrounding the loss, damage, or destruction other than through fair
wear and tear of Government property. VA Form 1217, Report of Survey, will be used
to document the findings, determine responsxbmty, record pecuniary liability, if any,
established by a board of survey or surveving officer, and will be used as, the cfficial

mﬂwmdmﬁhvmmmmwmm@verm imthispart;

refers fo the board of survey or the surveying officer. Each facility will ensure that
training regarding the ROS process will be established.

(1) Surveying officials are personnel charged with the review or investigation of
incidents involving loss, damage, or destruction of Federal property; determination of
financial liahility for loss or damage of such property; and authorization for removal of
items from official property records. Local policy will be established which addresses
who may be designated as a surveying official. A surveying official should be at least a
GS- 9 or equivalent.

(2) Definitions for Negligence:

(a) Simple. An act, failure, or omission on the part of the responsible employee(s) to
exercise the appropriate degree of care, precaution, or vigilance resulting in loss,
damage, or destruction of government property.

{b) Gross. An act, failure, or omisslon on the part of the responsible employee(s} to a
greater degree and deemed by competent authority fo be misconduct or willful, wanton
or reckless disregard for government property resulting in the loss, damage, or
destruction of government property.

b. When the findings indicate the possibility of holding a beneficiary responsible for
the action investigated, VA professionals (e.g., nurses, doctors, therapists for VHA;
Cemetery administrative staff for NCA,; and Judiciary personnel for VBA) should be
added to the board. The findings and recommendations pertinent to the incident will be
completed by the board, annotated as to the action taken, and submitted to the facility
director.

2, Initiation of Report of Survey.

a. Any employee who detects a loss of, or observes damage to, Government property
will immediately make an oral report o the supervisor, who, in turn, will advise the VA
police and property management activity. if the item contains sensitive information, the
information Security Officer must be notified within one hour after realization of loss by
the employee. For further information, please read the Office of Management and
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Budget (OMB) memorandum 06-19, dated July 12, 2006. Once the AQ is informed of
the situation, he/she will confirm that the VA police were notified.

After the oral report has been submitted, the supervisor will formalize the findings on VA
Form 1217, ROS, within 24 - hours. The ROS will reflect the value of the propeérly
carried in the perpetual inventory account. If this is identified as noriexpendable
property, VA Form 4217 must be signed by the EIL official.. -The ROS will be submitted
to the AO within.72 hours.: .Ermployees failing to report and supemsors fallmg to initiate
a ROS, may be subject to d;smplmary act:on _ _ :

b. If appropnate VA po!ica wﬂi be mciuded in the prellmlnary investigation conducted
by the supervisor or their subordinates. If required, a copy of VA Form 1393, Uniform
Offense Report, will be submitted along with VA Form 1217 to the property
management activity. VA Form 1217 must be submitted to the AQ within 72 - hours of
thefl, loss, damage, or destruction of VA property. Under no condition will such a report
be delayed longer than the time required to search the immediate area or question
persons who might have know[edge of the mctdent

c. Except where mrcumstances make it necessary, damaged property will not be -
moved until inspected by the AO or board. If removal is necessary, the reasons will be
listed on the certificate of circumstances for later review.

d. When property is lost by a suspected thefi, local law enforcement will be requested
by VA Police and Sacurlty to assist in recovering the property, in accordance with
instructions contained in VA Manual MP-1, General Administrative, Part |, Chapter 2.
Notation of such action will be lncorporated in the ROS. Police Service will provide the
AQ with a monthly listing and status of any ongoing investigations involving loss,
damage, or destructlon of government property. - :

e. VA Form 121 7 may not be requ1red when a gcvernment motor vehlcle is damaged
or destroyed and the approving authority determines that there is sutnmegt evidence
contained in the accident report to establish whether pchnrary liability or disciplinary
action will or will not be initiated. - n this instante, copies of VA Form 1393, Uniform
Offense Repart, with, addltlonal supportlng documents, will be made a part of the file
and may be used as the off cial document to adjust the mventory record,

i Upon the dlscovew of any shortages m mventory of a Schedule | through V,
Controlled Substance, regardiess of dollar value, the AQ wilf be notified and VA Form
1217 will be prepared to substantiate adjustment actions and submitted to the AQ. The
registrant shall complete DEA Form 106, Report of Theft or Loss of Controlled |
Substances, in accordance with 21 CFR 1301.76b, and notify the DEA field division
officer of the loss or theft and the VA police.
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3. Report of Survey Register.

a. The AO will establish and maintain, on a fiscal year basis, a ROS register and file.
The register will be maintained as shown in Appendix C of this handbook.

b. Each VA Form 1217 will be assigned a number in sequential order. Follow-up
procedures will be established to expedite action. A copy of each ROS will be retained
on file and under the purview of the AQ.

4.7 Surveys Involving Loss, To eliminate the possibility of clerical error and assure
that the property is actually missing from the facility, the VA police investigating officer
will check with the AO or designee to review all related records in cases of reported loss
to include outstanding repalr service records, as well as the loans from the VA file and

property pass file.

5. Surveys Involving Damage. In cases involving damage, the AQ or designee will
inspect the damaged property and verify reported information. The assistance of - .-
technically qualified persons (Government employee or commercial representative) will
be obtained to assess the extent of damage, feasibility of repairs with respect to
operating efficiency, cost of repairs, and reasonable estimate of depreciation from
acquisition or construction cost. This information will be documented on or attached to
- VAForm 1217,

6. Surveys Involving Sensitive information. Special requirements apply when there
is potential loss of sensitive information. The Facility ISO (FISO) approves and provides
oversight for procedures implemented fo address potential loss of sensitive information
to ensure compliance with all related security requirements. At the direction of the
FIS0, the ROS process will be initiated to investigate the loss of the property containing
sensitive data {even when the media on which it is stored is not classified as
nonexpendable property). OMB memorandum 06-19, requirements apply.

7. Admission of Responsibility for Loss or Damage. In the event that an individual
admits responsibility for the loss or damage and volunteers payment, the collection will
be completed without need for a ROS investigation or police repott. The AQ will provide
the responsible official with the facts and circumstances so that possible disciplinary
action may be assessed.

8. Approving Authority.

a. The approving authorities for the ROS involving the loss, damage, or destruction of
Government property are:

(1) VA Medical Center, Qutpatient Clinic, or VISN - Director

(2) National Cemetery Administration facilities- Director
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(3) Regional Office Director (VBA)
(4) Denver Acqu:smon and Logistics Center - Director

(5) NatlonaiAcqu;smon Center (NAC) Executive D:rector/Chief Operatmg Officer,
NAC - - . .

{6) Corporate Franchise Data Genter — Director

(7) Austin Financial Services Center — Director .

(8) VACO- DAS for Administration (03)

b. Delegation of this authority will be limited to the Assistant/Associate Director or
equivalent at a facility or within a department/organization. This approval or disapproval
authority is directly related to the recommendations of the survey board or surveying
officer. : . L

c. In cases where the ROS 1tem exceeds the capstahzed threshoid the approving
authority may refer the ROS to hlgher guthority for approva] For purposes of this
system, the hlgher approving authorities are: _

(1) VHA field facilities — VISN Director

(2) VBA field facilities - Deputy Under Secretary for Benefits

(3) ClO field activities — Executive Direétér, Field Operatiéns and Sécu rity

(4) Denver Acqmsutlon and Loglshcs Center - ADAS for Acqulsmons

(5) NAC -~ ADAS for Acqwsttlons ‘ '

{6) Co rporate Franchlse Data center - DAS for Enterpnse Operatlons and
Infrastructiure . .

(7 Austih Financial Service Center;DAS for Finance J
{(8) VACO - Assistant Secretary for Human Resources and Administration.

(9) National Cemeteries - Directors, Memorial Service Network
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9. Approving Authorlty Action.

a. A survey official or board will be appointed by the approving authority, or
Administrative Officer, if so delegated, from a standing iist of trained officials.

b. The approving authority may designate the AO to appoint a survey officer and
board when'a previously approved group of trained individuals has heen appointed to
conduct survey investigations.

¢. The approving authority may make recommendation of no board and no further
investigation and instruct AO to remove property from inventory records. There should
exist adequate justification or information pertaining to the circumstances which would
convince the approving authority to make such a decision.

10. Establishment of Board of Survey.

a. Itis mandatory that a board of survey, comprised of three impartial and qualified - -
persons, be appointed when:

(1) There is a possibility that a VA employee may be assessed pecuniary liability or
disciplinary action as a result of loss, damage, or destruction of property; and/or,

(2) The vaiue of iost or destroyed property involved (estimated value of real property
or value of personal property carried in the perpetual inventory accounts) is $5,000, ora
fair market value of $5,000 can be assessed for other properly, or the estimated cost of
repairs to damaged property is $5,000 or more.

(3) If sufficient information is available and present to make an accurate
determination (i.e., through a VA police investigation or civilian police investigation)
regarding the circumstances revolving around the incident, a board of survey will not be
mandatory. However, a board of survey may still be convened at the discretion of the
approving official. -

(4) NOTE: Local management may establish policy to establish a board of survey for
inventory iosses of a lower value than $5,000

b, A copy of VA Form 1393, Uniform Offense Report, if applicable, and any other
supporting documents will be made a part of the ROS file. Documentation will provide
satisfactory explanation of the circumstances surrounding the loss, damage, or
destruction of Government property and contain sufficient evidence to determine that
pecuniary liability or disciplinary action is or is not involved.
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c. The person formally charged with the responsibility for the property in question will
not serve on the board, nor will any person involved in the circumstances surrounding
the property loss or damage or who may be involved with processing a collection action
from an employee (see paragraph 24 of this part). The AO will not be appointed fo the
board but may actas an adwsor unless he/she is responsrbie for the property involved.

d, A permanent board and aIternates may be appornted to hand[e these surveys. All
persons serving on the board will be advised of the importance and extent of their .
responsibility by the approving authority. The board will have a maximum of 10 days to
conduct an investigation and make recommendations to the AQ. - It is recommended
that the board members and alternates receive refresher tralnlng at a minimum of every
two years. . o S -

11. Res ponsibility of Board of Survey. The board will give their full attention to the
survey action, arrange their official duties accordingly, be thoroughly familiar with,
conduct investigations according to, and arrive at findings and recommendations in
compliance with the provisions of Part 10 of this handbook. - . :

12. Preliminary Board Agreement The board will oarefully study alI avarlab!e
information {e.g., VA Form 1217) supportrng statements, exhibits, and other related
documents. An agreement will be reached on certarn critlcai pornts relatrve to identity of
- property involved, naturé of action affecting its property status, and existence of
evidence indicating fault on the part of a partlcular mdivrdua! or group.

13 Conduct of Board of Survey The board wrlt determlne the method and extent of
investigation. Where the facts, such as suspected theft or violation of criminal statutes
indicate a need for more extensive investigation, the matter will be referred to the
approving authority with recommendation for further mves’rrgatwe action by a facility
board, facility polrce, or the Federal Bureau of Investrgatron in accordance with the
authority, outhned in 38 CFR 1 452(a) and (c) S .

14. Determrnatrons by Board of Survey The board wil conc[ude and document on
the ROS, one or more of the following determinations:

a. Property recovered without loss of cost ‘_co the Government.

b. Property recovered - Government required to suffer cost of repair, servicing, or
replacement, . . ]

¢. Property not recovered.
d. Extent and nature of damege to property.

e. ldentification of the person or group responsible for loss or damage.
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f. Afinding of pecuniary liability or of insufficient evidence to support a charge or
pecuniary liability.

g. Afinding that the evidence establishes a degree of negligence or a violation of
regulations for which some disciplinary action is required. Disciplinary action will be
taken in accordance with current human resources policies.

15. Findings and Recommendations. The Findings and Recommendations section
el MA Farm 1217 wili be completed based on the board's findings and determination.
T The boarg wit Inelude recommendations for vortettive action e trainingrupdate-tocat————

policy, etc. In presenting the findings, all evidence will be clearly described or cross-

referenced, If Police Service was involved in the process, a copy of the ROS file will be

forwarded to them upon final approval by the director. At the beginning of this process,

the VA Police Service will be responsible for reporting lost or stolen property to the

Federal Bureau of Investigation, or the appropriate law enforcement agency.

16._Pecuniary Liability. A recommendation of pecuniary fiability must be based on
evidence which clearly shows intent, neglect, or carelessness.

a. No one is to be held liable for performing, or failure to perform, an action because
of a reasonahle human error of judgment or a normal physical limitation. In arriving at
a recommendation, especially one where a charge of pecuniary liability will result, the
board will consider the following:

(1) The existence of adequate evidence contained in the findings to support the
recommendation.

(2) Evidence of prior incidents of negligence, misuse, abuse, or acts of a
questionable nature with respect to handiing property by the persons involved.

(3) Evidence of attempts by persons involved to improve or correct conditions
causing the action being investigated.

(4) Evidence that officials charged with the responsibility failed to establish and |
enforce sound property utilization, training, protection, and security measures.

(5) Factual statements of acquisition or construction costs, applicable depreciation,
reliable repair or replacement estimates, and estimate of salvage or sales value relative

to the property in question.

(6) Evidence that property responsibility upon the individual(s) was incompatible with
the requirements of their assignments.

b. Whenever there is a dissenting opinion relative to the findings or recommendations
among the members of a board, the majority opinion will be the recommendation.
However, the minority view will be included for the approving official's review.

BTl
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c. When it is recommended that an employee be held financially liable, a copy of the
ROS, complete with findings and recommendations, will be sent directly to the
employee, instructing them to submit a written reply within 10 working days to the
approving official. The reply must state the employee's concurrence or objection to the
findings. Failure to reply to the approving official, in writing within the 10 working days,
will be considered as acceptance of the pecuniary liability (see paragraph 25 of this
handbook)

17. Disposal of Property PI'IO!' to Com pletzon of Board Actlon

a. Except when property oonstltutes a hazard to health or other danger it will not be
disposed of untll it has been determined by the board that it is no longer needed for
investigative purposes .

b. Property iurned in to the aocoontabje ofﬁciai Wi_EI be receiptegi for on VA Form 2237
and disposed of in accordance with the FMR and VA Handbook 7348,

18. Completton of Board Actlon The board Wlll complete, sign, and fonvard the ROS
to the approving official through the AQ. Under no circumstances will any
documentation that is required to support the ROS be withheld, Official documents are
not to be removed from their proper location; however copies will be provided and
certified to be true by the surveying officer or chalrman of the board information no
matter how confidential or delicate in nature, will be presented in written form.

19. Review. Upon receipt of the completed VA Form 1217, the approving official will
personally review the entire file, giving special atiention to the following:

a. Thoroughness of investigation. .
b. Clarity aoo ;ualidity of ﬁndin'gs and recommendations.
c. Complehon of apphoable cnter:a in recommendatlone, mciudmg statements of

person(s) held liable by the board in cases mvohnng pecuniary liability.

20. Addrtlonal Data.. The approvmg oﬁicua! may request that the board conduct further
inquiries to obtain additional data, whenever such action may assist in more fully
supporting the recommended action. :

21. Decision. The approving official, after careful consideration of factors and
recommendations, extenuating circumstances, and the effect of thelr decision upon the
policy of sound property utilization will either: .

a. Concur and sign. When this will require coliecting pecuniary charges from any
person other than an employee of the United States acting within the scope of their
employment, the ongmal file will be forwarded to the District Counsel at the regional
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office having jurisdiction over the area where the facility is located. Collection will be
accomplished by the District Counsel pursuant to 38 CFR 14.618.

b. Disapprove by entry on or attachment to the VA Form 1217, state their exception
to the recommendation, and request reconsideration by the board. The board's reply
will be made part of the survey file.

c. Forward the original and one copy of the file to the higher approving authority when

e T€VEISA] Of the board's original recommendation will result in holding an individual

pecuniary liable.

d. Forward the orlgmai and ane copy of the file to the higher approving authority when
the facility approving authority and the survey board are unable to reach a unammous
decision.

22. Responsmxhty of the Facuilty AOQ.

a. Upon completlon of the survey action, the entlre fﬂe wili be forwarded to the AO for
coordination of the appropriate action required by the report.

b. Ifthe ROS was required for items originally recorded on an adjustment voucher,
the ROS will cross-reference the same adjustment voucher number for audit trail
purposes.

¢. The approved ROS will be filed with the adjustment voucher to support entries
made in the accounts, and a copy will be maintained in the ROS flle. The ROS covering
items which are not accounted for in the perpetual inventory accounts will not be
assigned a common or voucher number,

d. Timelines and actions concerriing the ROS process are provided below:

(1) Inthe eventa VA employee detects a missing or a damaged plece of property,
they will immediately report the situation to the responsible individual (supervisor or EiL
Custodial Officer).

{2) Upon report of a missing item, the responsible individual will conduct an
immediate search of the area in an attempt o locate the missing property and question
individuals concerning their knowledge of the missing item or circumstances
surrounding damaged property.

{3) Iif suspicious evidence exists and deemed appropriate, the VA police {in VACO,
Office of Security and Law Enforcement) will be contacted, and a preliminary Uniform
Offense Report (VA Form 1393) will be performed and forwarded to the AO along with
the completed ROS (VA Form 1217). Both forms are required to be submitted by the
responsible individual no later than three working days from the discovery of the missing
or damaged property.
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4) Ifthe faciiity AO is responsible for conducting all inventories at a facility and
locates the missing item, the AO will inform the custodia! officer for who has
respons:bmty for the EiL being mventoned thhin one working day of the discovery of
the mnssmg ltem : :

(5) The AO wsii assign a ROS surveying official for aIE items below $5,000. if the itemn
is worth $5,000 or more, or the assignment of pecuniary habllity is likely, the AO will
establish a board of survey. Both are required to be performed within five working days
after receipt of the ROS from the responsible individual. The ROS a}ong with
accompanying information (e.g., preliminary police report; or statement from an
interested party; or a Security Operations Report from the 1SO on whether or not the
item could or did contain sensitive data) will be forwarded to the approving official for
review and approval of the personnel assigned to conduct the ROS investigation. The
approving official may not be any position lower than the associate director or
equivalent. '

{8) The approving official has eight workmg days to approve the assugnment and
return the ROS to the AQO. - .

(7) Once approval of the aseiénme'nt has been 'reoél\"':ed from the approving official,
the AQ has three working days to conduct a meeting to brief the assigned surveying
official or, board meribers on their role in the ROS process.

(8) After reoeapt of the ROS and the briefing is conducted, as appropriate, by the AQ,
the ROS surveying official or board members will conduct the survey and submit a
compleied and signed ROS by the close of busmess on the 10" working day after the
receipt and briefing. -

(9) After the AO receives the completed and signed ROS, it must be forwarded within
seven working days to t_he approving official for review and approval.

recommend more actlon n‘ deemed necessary If more actson is requ:red bythe ROS
surveying official or board, the ROS package will be forwarded back to the AQ for
completion of the action recommended by the approving official.

(11) Upon receipt of the requesi from the approvmg official for more action by the
ROS surveying officlal or board, the AO has two workmg days to ensure the
recommended action is completed and forwarded back to the approving official for final

approval.

{12) Except when property oonstltutes a hazard to health or other danger, damaged
property will not be disposéd of or put back into service unti it has been determined by
the surveymg official or board that itis no ionger needed for lnvestigatwe purposes.
Once this is determined, the property wilf be disposed of within established VA
gmdelmes and will be removed from property records as appropriate.
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{(13) When property cannot be found, it will be designated as lost or stolen and
removed from property records.

e. The overall ROS process will not exceed 60 days unless there is an ongoing law
enforcement investigation requiring additional time. if the process exceeds
60 days, as a result of law enforcement activity, the ROS should be noted and
annotated by the facility director.

1 NOTE: When the AQ is responsible for the propery involved in the report, the final

—————action-will-be-completed-under-the-direction-of-the-appreving-offictat-

23. Disposal of Property After Completion of Board Action. When directed by the
approving authority, the property involved will be disposed of in compliance with the
provisions of the FMR and VA Handbook 7348, All disposal documents covering
surveys will be cross-referenced to VA Form 1217,

24. Pecuniary Liability. When the survey requires for collection of pecuniary charges
from a Government employee acting within the scope of employment, a memorandum
citing the circumstances and referencing the ROS number will be prepared by the AC
and forwarded to Fiscal Service for action.

25. Employee’s Right of Review. An employee has the right to have an adverse
survey finding reviewed by higher authority. A request for such review will be
submitted, in writing, to the approving official within 10 working days of receiving
notification of the findings. The employee's request should detail the specific reasons
why the findings should be reviewed. The approving official will forward the request,
his/her comments, and the complete ROS record to the appropriate higher approving
authority. The decision of the higher approving authority will be final,
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PART 11. LOAN OF PROPERTY.
1. Loans of Department of Veterans Affairs-Owned Personal Property.

a. Loans of VA property to employees and non-employees are authorized when they

support VA's mission, goals, and objectives and for the convenience of the government.

VA field facility's Directors have the option of designating loan approval authority to AOs

and IT EIL. Custodial Officers for the purpose of enhancing security and accountability of
e thEproperfy to the Individual level. The AQ will be responsible for issuing non-IT
———————property-andiTEi-Custodiat-Cfficers wilt beTesporsivle forissuing i Tpropertyandare

responsible for verifying, issuing, and tracking VA property loans which they are

accountable for. In addition, the SO must also approve loans of property containing

sensitive data. If no designations are made at field facilities, facility Directors must

approve loan requests personally in writing. Loans of property within VACO are

addressed in paragraph g. of this section.

b.-VA Form 0887-(See Appendix D) has been created-and will be-used to-track—- -
government property loans to all VA employees and non-employees. Part one is the
Employee Loan Description, part two is the Employee/Non-employee Property Return
Receipt, part three is the VA Property Pass. The form will be used to track the return of
loaned property and the issuance of a property pass, as required. The only authorized
system of record for maintaining manual or electronic VA Form 0887s is chronological
(by month), Any other system of record is considered a vrolation of the paperwork '
reduction act.

¢. Note: VA Form 0887 may be issued for up to one year for a VA employee. The
VA employee loan process shouid not be confused with the revocable license process.
Revocable licenses are used 1o allow institutions, organizations, or other groups (not VA
employees) to borrow VA property when authorized by facility directors and approved
by Regional Counsel.

d. Employees[Non employees will sign for all loans of property. The borrower’s
signature that is receiving the loan is considered certification that the ioan is for official
government use only. Upon return of the property, the individual will sign part two of VA
Form 0887 {Property Return Receipt) and will be provided with a copy for their records.
if a property pass was issued, the borrower must return the property pass along with the
property.

e. When designated, the AO or IT EiL custodial officer will assume the responsibility
for oversight and inventory management of VA property. At VA facilities where no AQ
or EIL officials exist, the director will assume responsibility {to include loan approval)
over all property. '

f. VA field directors have the responsibility for management oversight and
accountability of VA property to include donated, grant, IT, and other types of ‘
govemment property. As such, directors must execute one of the following options:
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{1) Designate, in writing, loan approval authority to any of the following individuals:
AO for non-IT-property and the Chief IT EIL custodial officers for [T property. These
Delegations of Authority (DOA) authorizations will be forwarded to the facility law
enforcerment entity for verification purposes wrthm 72 hours .

(2) Dlrectors who do not desrgnate loan approval authorrty mustsrgn each loan -
request. - : _ , .

(3) At VBA fac1htres where no AO posrtrons exrst the drrector wrl! delegate (m writing}
loan approval authority for non-{T and IT property to a designated official. IT loan
requests must be submitted in writing through the custodial officers (service chiefs or
equivalent) and sent to the facrllty IT EIL custodial officer (or designated official) for
approval, : . .

(4) At National Cemetery Administration facilities and other VA field staff offices
where no AQ position exist, directors will be responsible for approving loan requests for
both IT and non-IT property.. When loans are approved VA Form 0887 will be utilized
to track loans both for IT and non-T property ‘

(5) Note VBA and NCA wr[l estabhsh a memorandum of unde rstandmg or
agreement wrth the nearest VA medrcal center to acquire AO support for the purpose of
inventory management and other logistics functions performed by the AQ.

f. The AC and IT ElL custodial officer (with limited access) shall maintain and
manage the official property inventory system (currently the Automated Engineering
Management System/Medical Equipment Reporting System or AEMS/MERS).

{1) VA Form 0887 wrlt be mrtiated by the approprrate facrhty cuetodral offrcer (IT/non-
IT) for the purpose of removing property from the facility. .

(2) The IT EIL custodial officer shall maintain the loan register and jacket files for
ioaned IT property and AO shall marntarn the loan register and jacket files for non-T
loaned property. .. o : o

(3) Jacket fi les wrll contam the orrgrna! sig ned VA Form 0887 Loan regrste rs wrll
include the borrower's name; item nomenclature; serial number; EE number, if
applicable; and the date the property is due to be returned.

4 For securlty purposes, Partthree of VA Form 0887 shall serve as a. “property
pass” for commonly loaned properky Within VA, Ioaned property shall ‘always be
accompanied by a property pass.

g. Within VACO, the head of each staff office has the responsibility, oversight and

accountability of all VA properly within their respectlve organization, and shall
designate, in writing, an EIL custodial officer, and one alternate, for the control of alil
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property within their respective areas. A copy of the designation letter will be forwarded
to the Office of the DAS for Administration {03) for non IT property and the IT Asset
Management Officer (005) for IT property within 48 hours.

(1) Each organization's EIL. custodial official shall be responsible for inifiating and
coordinating VA Fomm 0887, documenting loans in the facility property management
system, and forwarding the VA Form 0887 electronically for signature through either the
IT Asset Management Officer for IT property, or the AO within the Office of the DAS for

Administration (03) for nen-IT propery

(2) The VACO AO and the IT Asset Management Officer will be responsible for
approving the property passes (part three of VA Form 0887) and verifying the loan
against the official EIL sysfem of record prior to rémoval of the property from VACO.
The AD and IT Asset Management Officer will provide the VACQ’s security office with a
current listing containing the names and signatures of designated VACO loan approval
personnel, To facilitate management of the designated loan approval personnel list (the
individuals who can-issue the-VA Form 0887): the list will be kept to 2 minimum.-The - -
AONT Asset Management Officer provides the VA property management system with a
check and balance which strengthens quality assurance and security elements,

(3) Note: Ifthe property is for or contains sensitive data, the iOca| information security
officer must also sign VA Form 0887,

h. Facility or VACO security/law enforcement entities will ensure that VA property
leaving the premises will be accompanied by an approved VA Form 0887, part three,
Property Pass. Properly passes are issued as proof that individuals have the authority
to possess VA property off VA grounds. Individuals shall maintain the property pass
while in possession of the VA property assigned to them.

i. All of VA’s AOs shalil oversee and/or develop local written procedures to ensure
control and oversight for loans of VA property at their facility is conducted and carried
out appropriately. AOs are responsible for maintaining the facility’s property
management system, and thus will ensure the issuance of VA property by EIL officials is
conducted in accordance with established VA policy contained within this handbook.

j- Employees will report any loss or theft of IT property to the supervisor within 24
hours of occurrence. Property containing sensitive data must also be reported to the
ISO immediately (within one hour) upon realization of the theft.

k. In VACO authority to print barcode labels or edit property records resides with
Property Management Division {032D). In the field, IT EIL custodial officers (or
designated officials) will be granted limited access to AEMS/MERS to edit location and
comment fields as well as print barcode labels. In addition, the foliowang actions must
be accomplished prior to the loan of property:
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(1) Ensureall IT. equ:pment with data storage capabllltles are approved by the facility
mformation security officer. . .

(2) Ensure that the most recent versions of encryptron and secur;ty software are
properly loadeci and operatronat on ait T equrpment

I VA Personal Property may atso be loaned to non-employees ona temporary basis
utiizing VA Form 0887. The process. for non-emp[oyee loans will be similar to those
established for VA employee loans. Loans to non-employees Wlll net exceed 60 days.
If the property is being loaned to a contractor, the Program Manager or the Contracting
Officer's Technical Representatnve (COTR) will verify that the loan is authorized per the
estabhshed contract, and will sign the VA 0887 Joan form blocks K and L. In addition,
foans to. non- emp!oyees will be approved by the facrl;ty director or equivalent, \VA
discourages loans to non—emptoyees. however consideration for such loans must only
be made when the loan is determined to bengfit VA, . :

2. Loans of Personal Property to the Department of Veterans Affalrs “When a
facility obtains a Ioan of prOperty, the followmg will apply: .- .

a. Loans will be confined (except as Indicated in paragraphe‘d tth‘rou'éh'f of this
section) to those from other VA facr]atles, other government agencies, local, state, and
charitable institutions. ) .

b. Once approved by the Facility Director loans will be accepted through Logistics
Services. . All property will be tagged or labeled to |ctentify the owner, and the AO will
maintain records to reflect the following: _

(1) Date of loan.

(2 Ownershlp of property and who arranged ann

(3) Descnptron of property '

4) Quant[ty

(5) Estimated vaiue.

(8) Other terms and conditions as rttey"t}_e_ p_ertin_ertt to the arrangement.

¢. Funds may be expended to place borrowed property (from other VA facilities or
Government agencies) in as good condition as when loaned provtded that sugh action is
agreed upon as a condition of the ioan _Equipment loaned to, VA from other sources
may be repaired to the extent necessary for the continued use of such equrpment
However, repairs are not authorized fo return the equipment in'good condition after the

use has terminated. The purchase of operational supplies required in connection with
loaned property will be done on a competitive basis.
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d. Loans of recreational and other supplies and equipment (except vehicles) by -
individuals or organizations for use of beneficiaries will be made through one of the
welfare organizations with the understanding that VA will not assume responsibility.
Representatives of VA will not accept or receipt for such loans, except books obtained
on inter-library lean. '

e. Articles used in Religious Services which have been purchased from the

e Ghaplains-Eund-or-donated as giffs and are blessed, sanctified or consecrated, do not

become the personal property of tA& chaplain or the property of VA, Such items are
regarded as the property of the ecclesiastical endorsing commission of the chaplain
concerned, placed at the field facility by the commission on a continuous loan basis.
Each article will be listed on a memerandum forwarded through the facility director to
the Logistics Services to be filed with the EIL file for the Chaplain Service. The chaplain
will be responsible as custodian for these articles,

f.~An offer by acontractor to loan VA a piece of equipment, pending the repair-of VA-
owned equipment, may be accepted provided such ioan is at no cost to VA. Loaned
equipment may be repaired at VA expense only to the extent necessary to maintain it in
operating condition essential to perform the tasks for which it was borrowed. Some
vendors will loan property to a VA facility for the purpose of evaluation of the equipment.
Should this oceur, the loan o the VA, as well as any associated consumable items
and/or accessories required to conduct the evaluation the loan to the VA will be at no
cost to the VA, and this shall be documented on the form that is signed by the vendor
representative.

g. Loan of equipment by a commercial establishment for use in the CWT program will
be approved by the facility director and processed in accordance with paragraph b, of -
this section. Repair of this equipment will be in accordance with paragraph c. of this
section.

3. Affiliated Institution-owned or Institution-administered Grant Fund Purchased
Equipment Utilized by a VA Investigator.

a. Equipment owned by an affiliated institution, or purchased by such institution from
grant funds, used by a VA investigator in a research project at a VA installation will be
accounted for in the appropriate VA property accountability system regardiess of cost of
the equipment. The investigator or designee responsible for all such equipment will
maintain a jacket file containing an EIL, as appropriate, or & list providing the
nomenclature, location, and ultimate disposition of all such equipment under their .
jurisdiction.

b. As indicated in OMB Circular A-110, all grant-purchased equipment will be entered
into the appropriate property accountability system. No dollar value should be entered
into the Acquisition Cost field; however, the below listed information marked with an
asterisk (*) must also be entered in the property system in the comments field. The
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remaining information listed below should be included in the property accountablhty
system as well. : : : :

N A ctesonptron of the equrpment

(2) Manufacturers ser:al number model number federal stock number, NSN or.
other |dent1rcat|on number

(3} Source of the eqmpment lnoludlng the award number (r e., the Purchase Order
(P.C. ) number), L

(4) Whether ihe titié vests in the recipient or the federal gov_ernment.

{5) Acquisition date (or oate received, if the eeuipment was furnished by the federal
government). : . .

(6) Information from which one can calculate the percentage of federal participation in
the cost of the equipment (not applrcab!e to equrprnent furnished by the federal
government) . S e

(N Locatlon and condrtron of the eqmpment and the date the lnformatron was
reported . . :

(8). Unlt acqursrtlon oost (no costs wrll be entered mto the Aoqurertron Cost fleld in
AEMS/MERS). This info will be entered in either the Comments field or the Specs field,

(9) Ultimate disposition data, including the date of disposal and sales price or the
method used to determine current fair market value where a recrplent compensates the
federal awarding agency for its share. o .

¢. Such equipment, while in the possession of the investigator and used at the VA
installation, may be maintained in operating condition by VA, In addition, if the
equipment is being used on a veteran or VA employee it wrl! have preventlve
maintenance performed in the same mannér as any other VA-owned property.

4. Authorrty to Issue VA Owned Personat Property by Revocable Llcense A
revocable license is a license required for the Ioamng of VA property to an institution,
organization, or, authonzed group. VA Form 0888 will be used for this purpose. Qriginal
copy will be kept on file in Logrstrcs services., A revocabie lroense can be terminated at
any time by either party pendlng proper nouficatron . :

a. The facility director may authorize, through Logistics Services, issue of personal
property by revocable license.
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b. An agreement utilizing VA Form 0888 shown in Appendix E will be prepared by
Logistics Services and submitted to the facility director for approval prior to execution.
Justification for the license will include specific benefits to be derived by VA.

c. Duration of the ficense will not exceed a one-year period.

d. Eachrequest for a revocable license will be forwarded to the Regional Counsel for
review and concurrence prior to implementation of the loan.

— & he-facilily-directormay-authorize-the-issue-of-hemodialysis-equiprment-by
revocable license method to a state, local, or community hospital subject to the
following circumstances and conditions:

(1) Ahardship exists for the veteran to receive dialysis at a VA facility.

(2) House conditions preclude installation of home self-dialysis units, or the cost of
installation and servicing in the home is greater than tolal cost of arrangement for
dialysis at a community hospital and this arrangement is accepiable to the patient. (M-2,
Pt. IX, Change 2, addresses loan of hemodialysis equipment under the purview of
prosthetic activity).

(3) Inexchange for the use of the hospital's facilities and staff in dialyzing the
veterans, the hospital is permitted to dialyze non-veterans when the eqmpment is not
needed for freatment of a veteran.

f. Upon expiration of the license, the property will be promptly returned to the fieid
facility by the licensee,

g. Request for renewal of an existing license agreement will require the facility
director's approval and review and concurrence of the Regional Counsel.

h. Personal property issued by revocable license will be tagged or labeled to clearly
identify VA-ownership and is subject to the inventory requirements contained in Part 8,
paragraph & of this handbook. items will remain on the EIL. A copy of the revocable
license will be maintained in Logistics Services and provided to the Custodial Officer.
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PART 12, MISCELLANEQUS SPECIAL REQUIREMENTS.

1. Weighing Scales and Fuel Pumps. The services of state, county, municipal, or
other equally reliable agencies to accomplish inspections will be utilized as required by
iocal ordinances and laws. Any requirements for inspections of these items will be
coordinated with the Chief of Engineering Service, as appropriate.

2. Safes, Vaults, and Other Depositories.

a. Safes, vaults, and ofheT depositories for valliables, Schedules Iand 1T controlled
substances as defined in 21 U.8.C. 812, and precious metals from all sources of supply
will be located so as to provide maximum security and will be locked at ajl times when
not in use. In addition, vehicle titles and certificate of origins will be maintained in an
appropriate depository.

b. Firearms and ammunition will be stored in accordance with VA Directive 7347.
3. Custody of Combinations,

a. A copy of the combination to each safe, vault, or depository at a VA facility will be
kept in a sealed envelope in a safe or vault under the custody of the facility director,
The envelope will be properly labeled, sealed in the presence of the facility director,
service chief concerned, or designee. Each of these officials will sign the envelape in
such manner that it cannot be opened without detection. ‘

b. If, in the absence of personnel having knowledge of the combination, it becomes
necessary to open any safe, vault, or depository, the only one authorized to do so is the
facility director, service chief concerned, or designee. .

c. Combinations will be entrusted to the fewest possible individuals consistent with
good operations. Those individuals will be held personally respensible for safeguarding
this information and shall keep any combination in their personal possession at all
times.

4. Changing Combinations. Combinations of safes, vauits, or depositories shall be
changed at least once every five years, or immediately under the following conditions:

a. When such equipment is placed in use upon receipt from the manufacturer or other
sources,

b. When a person knowing a cornbination is transferred, separated, or reassigned to
a position where such knowledge is not warranted.

¢. When deemed necessary by the facility director.
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5. Exceptions. The provisions of paragraph 2, 3, and 4 of this Part do not apply to
safes, vaults, or other depositories assigned to an agent cashier or those under the
control of the facility director used for the safeguarding of classified information.
Policies. and procedures with respect to such equnpment are set forth in MP-1, Part ],
Chapter 5, and MP-4, Part[

6. Trust Fund Property Policy regardmg gaﬂs and donatlons is found in VHA
Supplement, MP-4, Part VIl and Title 38, section 8301. -

7. Training Requirements

a Ata mmlmum the AO or des;gnee will recenve annual training in the foliowing
areas: : )

(1) Utilization and Disposal Program (including Recycling requirements).
) ﬁépdrt of Survey Program. -
( ) Supply Fund
{4 ) Plannmg for Equ:pment Needs
(a) - Flve year Plan |
(b} Capital Asset Planning.
(c) Equibfnerit Request Process and Equipment Committee Procedures.
(5) Materiel Management Requiremente |
(6) Pj'eper.éto.rage.and Handiing of Hazardous Materials
* (7) Methods of Sales and their Requirements
b. To fulfill this annual training requirement, all AOs or designees will be required to

attend training each calendar year regarding the above topics. Documentation of the
required training will be made part of the employee’s personnel file.
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Part 13. CONTROL AND INVENTORY OF IT EQUIPMENT,

1. General. The following section of the handbook is designed for personnel
responsible for tracking and controlling IT equipment assets. This poiicy requires each
facility's IT Custodial Officer to institute procedures necessary to ensure: (1) ful
accountability for nonexpendable IT equipment items, including sensitive equipment
items regardless of cost, from receipt of the item through sanitization and disposal, and
(2) full compliance with the guidance and information provided within this handbook.

Forthe VAIT Inventory Tiger Team’s ful] text version, see Appendix I.

2, Sensitive Information, OI&T defines sensitive information as all Department data,
on any storage media or in any form or format that requires protection due to the risk of
harm that could result from inadvertent or deliberate disclosure, alteration, or
destruction of the information. The term includes information whose improper use or
disclosure could adversely affect the ability of an agency to accomplish its mission,
proprietary information, records about individuals requiring protection under various
confidentiality provisions such-as the Privacy Act and the HIPAA Privacy Rule, and-----
information that can be withheld under the Freedom of Information Act. Examples of VA
sensitive information include the following: individually-identifiable medical, benefits, and
personnel information; financial, budgetary, research, quality assurance, confidential .
commercial, critical infrastructure, investigatory, and law enforcement information;
information that is confidential and privileged in litigation such as information protected
by the deliberative process privilege, attorney work-product privilege, and the attorney-
client privilege; and other information which, if released, could result in violation of law
or harm or unfairness to any individual or group, or could adversely affect the national
interest or the conduct of federal programs. Sensitive and removable media items will
be handled in accordance with VA Handbaok 6500,

3. 1T Inventory Responsibilities.

a. The Facility Director has overall accountability for all assets and information at the
facifity. During an audit, it is the Facility Director that will be he!d accountable for full
control of the assets and the protection of sensitive information. The Facility Director
provides oversight to the asset management program at the Facility. The asset
management program function is under the cognizance of Logistics Services.

b. The Facility Director delegates IT equipment inventory responsibllities to the IT
Custodial Officer and the control and oversight for property management functions to
the Facility AO. This strucfure will be tailored by the Facility Director to the unique
constrainis of the facility (e.q., if there is no Senior Property Management Official at the
facility, for iT inventory, the Facllity Director will delegate the associated responsibilities
to an IT staff member directly reporting to the Facility Director/Associate Director).

¢. The IT Custodial Officer may assign inventory control responsibilities to
subordinate personnel (referred to as Custodial Officer Designees). However, the IT

- Custodial Officer retains responsibility for all facets of inventory control under their
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respective purviews in accordance with the signed Delegation of Authority (DOA)
provided to them by the Facrlrty Director.

d. Documentatlon requrred to track the detegatlcn of 51gnature authcrrty for !T
Inventory Control requirements defined in this Handbook will be established and -
maintained in a centralized repository. The intent of this requiremient is to establish
clear accountability for IT inventory items at all times. Electronic systems are approved
for use for this purpose. A copy of each Delegation of Authority memo related to the
control of IT inventary is to be provided te the IT Custodial Officer. .

e. The designated employees are bound by the terms of the DOA until officially
relieved of responsrbrhty in accordance with Part 2 of this handbook. -

f ThelT. Custodrai Officer at a facrhty is requrred to ensure that a current accurate
inventory of all ncnexpendable fT equipment, inciuding all sensitive items regardiess of
cost, af the facility is estab[rshed and maintained, 1T equipment will be inventoried,
assigned and tracked throughout i its life; dlSposat procedures will ensure the protection
of any personal!y |dent1ﬂab[e information and the secu rlty of sensitive data.

4. Accountab:hty (Loan Form Usage)

‘1.

by the recewmg emptoyee For common use IT equtpment rtems within a department
(i.e., equipment used or accessible by more than one individual), the Depariment
HeadlSerwce Chief will sign the receipt indicating accountability for the equipment item.
For IT equipment used to support multiple departments, the Facility Director will identify
the Custodial Officer who will be assigned asset owner responsibilities.

b. VA Form 0887 will be used to document acccuntablltty for mdmduatty assigned
equipment, whether the individual assigned the equipmentis a VA employee or non-
employee (e. g., support contractor). Thts form must be recertified based on whether the
mdr\ndual is an employee ora nonemployee (at least annually for emptoyees every 60
days for non—emptoyees {i.e., because these forms ‘docurment accountebmty for VA
property, it is éssential that they be matntamed current)). AEMSIMERS provides the
abillity for duthorized personnel {6 assign equrpment to an individual and produce the VA
Hand Receipt/Loan Form.  The IT Custodial Officer must provide a delegation of -
autherity memo to VA perscnnei authonzed to assign T equrpment to individuals using
this mechanrsm

c. VA Form 0887 (for Government employees and non—government personnel — see
Appendix D} will be used as the hand recerpt to document receipt of the equipment
assigned to the lnd ividual and the individual's ackncwledgement of personal
accotntability for the equipment (see Part 11 of this handbook for further guidance on

Loan Form reguirements).
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d. When IT equipment is loaned to an individual on a temporary basis, the individual
will agree not to process or save any sensitive information on the equipment. The
individual will agree not to install any software on the equipment. Only O1&T technicfans
are authorized to load software on loaned IT equipment. The individual will agree not to
add any additional hardware or make any changes to current hardware configurations
and will agree to always keep the equipment in his/her possession.

5. Sensitive Information Used Qutside the Facility. For T equipment that will be

used-outside-ofthefacility all Depament staff_contractors, business partners, or any

- B, Purchase Card Use

person whohas a¢cess 1o and stores VA informafion must Nave wiitien approval frorm
their respective VA supervisor and the FISO before sensitive information can be
removed from a VA facility. VA sensitive information must be in a VA protected
environment at all times, or it must be encrypted in accordance with the requirements of
VA Directive 6500. The FISO must approve the protective conditions being employed.

a. Purchase card holders w11| not purchase nonexpendable IT equ1pment W|th a-
government purchase cards unless they are authorized Purchasing Agents and are
authorized to make such procurements.

b. Purchase cardholders will inform the AQ of all nonexpendable [T equipment,
including sensitive items regardiess of cast, procured with purchase cards so as to
ensure the items are entered into the appropriate inventory management system.

¢. Equipment purchased with a purchase card wiil be entered into the proper EiL and
included in the physical inventory along with all other IT equipment items.

d. Any issues associated with the implementation of these requisite procedures are to
be brought to the attention of the IT Inventory Control Process Improvement Forum for
resolution. _

7. EIL. ltis required that ali of VA utilizes the Standardized EiL. Department Numbers.
The EIL will begin with the 78 series followed by one additional character either alpha
and/or numetic to indicate the appropriate assigned EIL. AllIT equipment will be
maintained in an automated equipment inventory system and listed on the proper ElL in
accordance with Part 2 of this handbook (see Appendix H for listing of EIL numbers).

8. Conduct of Physical Inventory. (see Part 8 of this handbook).

9. Potential Loss of Sensitive Information. There are special requirements that
apply when there is a potential loss of sensitive information. Whenever an individual
identifies that non-expendable T property (including sensitive items regardless of cost)
cannot be accounted for and there exists a potential for loss of sensitive data (e.g., loss
of laptop, thumb drive, or other IT equipment), the issue will be reported immediately,
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within one hour of the detection of the potential loss, to the FISO and the 1T Custodial
Offlcer (Reference OMB memo 06-19.) -

10.. Removable Storage Medna Per VA Directwe 6500 Removab!e storage media
presents additional secunty risks and must be tracked from recelpt through dlsposai

a. Universal Serjal Bus FIash Dnves

1) To comply w1th the FIPS 140-2 standard VA Direct:ve 6500 requlres that specific
actions be taken with regard to Universal Serial Bus Flash Drives (USBFDs), also
referred to as Thumb Drives. USBFDs will be encrypted and the level of encryption
- must comply with Federa! Information Processing Standards (FIPS) 140-2. Any other
(non-FIPS compliant) Thumb Drives are not authorized and are to be sanitized to
remove all VA data. Note that new soﬁware tools will soon prevent the use of non-
~ FiPS-compliant USEFDs.

(2) The IT Custodial Officer is required to validate the need for USBFDs. The risk of
exposure of personally identifiable information can be best mitigated by first ensuring
that only those VA employees whose positions requu'e the transit of lnformatfon on

_ USBFDs are provided such a device. N S

(3) Employees wishing to check out a USBFD will be required to complete a USB
Flash Drive Request Memo in accordance with VA Handbook 6500 and obtain approval
from their immediate supervisor. :

(4) ifthere is a need fo store, transport and/or utilize sensitive information outside a
VA protected environment, then an additional approval step is requ1red The employee
must complete a request to take VA information offsite and seek approval from the
D!recie:)r of the local VA facmty or his/her desugnee , .

FI1SO will review the requests, provide concurrence and forward the spreadsheet to the
local IT Operations Service for action. The FISO will keep all request memoranda on
file. . I S

6) USBFDs are conssdered T items for the purpose cf acqulsltion operations and
maintenance. USBFDS will be procured at the National lével and distributed to the
Regional Directors based on the USBFD requests that were submitted for procurement.
Local IT Operations Services wili be responsible for the issuance, tracking and recovery

of USBFDs.

(7). Only one glgabyte and two g!gabyte drive. types are on the approved list of
USBFDs to procure : . _ . ,

b. With regard to the iseuance'of USBEDs, the IT Custodial Officer will ensure that
the following actions are performed: _
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(1) Testing USBFDs for functionality.

(2) Configuring USBFDs to ensure all authentication and encryption features are set
appropriately. This includes steps to register the USBFD and obiain a serial number.
The serial number should be recorded on the Hand Receipt and be shared with the
local Acquisition and Material Management or Logistics Service to ensure appropriate
inventory accotntability,

(3y Demorisraning appropriae USBF Drusetothe employes, including the-appropriate
transfer of files fo and from the USBFD.

(4) Obtaining employee signhature on the Hand Recelpt. Proxies are not acceptable.
A photocapy of the Check-Out Sheet should be provided to the employee once all
Information is obtained and alf signatutes are recorded.

(5) -Maintaining a file-of alf-‘Hand Receipts-issued-in-a secured locked location (e.g.
lockable file cabinet).

(6) All existing FIPS 140-2-compliant USBFDs will be returned, inspected and
reissued using the new IT Equipment Hand Receipt.

(7) FISOs will accept existing, government—furntshed USBFDs and will dispose of all
legacy USBFDs in a secure manner.

(8) Other removable media {e.g., external hard drives) will be provided on an
approved basis, following the same procedures described above for USBFDs.

11. IT Inventory Storage.

a. [T equipment storage locations must be physically secured under the same
guidelines as have been established for computer rooms/data centers in National
Institute of Standards and Technology (NIST} Special Publication 800-53, paragraph
PE-3.

b. Access to these areas will be restricted to authorized |T staff with the written
approval from the IT Custodial Officer at each facility,

c. IT storage spaces are required to be protected with physical access control
systems (PACS). Electronic entry systems will be used so that any access will be
logged and regularly reviewed by the IT Custodial Officer and FISO. Security cameras
and sensors/alarms will be installed in the storage locations fo raise the evel of security.

d. In accordance with NIST requirements:
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(1) All physical access points (including designated entry/exit points) to facilities
containing information systems (except for those areas within the facilities officially
designated as publicly accessible) will be controlled; individual access authorizations
will be verified before access is granted to restricted areas. The facility will alse contro!
access fo areas officially desrgnated as publicly accessrb!e as approprrate in
accordance with the facility’s assessment of nsk . S

(2) Physrcal access devrces (e g keys Iocks combrnatrons card readers) and/or
guards will be used to control entry to facilities containing information systems. Keys,
combinations, and other access devices will be secured and such devices will be
inventoried regularly. Combinations and keys will be changed: (1) periodically; and (2)
when keys are iost, combrna’uons are compromrsed or 1nd:vrduals are transferred or
terminated. oo :

(3) After an emergency—related event, reentry to facilities. wril be restncted te
authorized individuals only, Workstations and associated perrpherals connected to (and
part of) an organizational information system may be located in areas designated as
publicly accessible with access to such devices being approprrately controlied.
Collaboration between IT and security is essential in ensuring the protection of sensitive
information. in accordance with Security and L.aw Enforcement policy (0730/1), each
VA facility will establish a Security Management Commrttee (SMC) One of the tasks of
the SMC is to develop a local strategic security plan (8SP). The S8P is intended as a
framework for identifying a facility's physical and procedural security needs and
resolutions,

(4) Access to IT equipment storage locations will be provided to facilily security
personnel to perform regular inspections. Security personnel will provide a Report of
Physical Security inspection of IT Equipment Store Rooms to the IT Custodial Officer at
the facility within 10 days of completing a physical security inspection. The report will
document corrective actions necessary to establish full complrance with applicabie
security regulations. . .. . .

(5) The T Custodral Ofﬁcer W|IE coordmate with the SMC to develop a plan of action
to address [T-related security requirements identified in the SSP. (Note: this does not
mean that al identified requirements will need to be met in a prescribed manner). The
IT Custodial Officer may identify alternative measures to address concerns raised by
security. Security will have to approve such aiternatrves and validate that they
adequately address the security concerns in question, The plan will be approved by the
Facility Director. : :

(6) A pian of actron fo address all correctrve actrons zdentlfred in the Report of
Physical Security Inspection of IT Equipment Store Rooms will be completed by the IT
Custodial Officer within 10 days of receipt of the Report of Physical Security Inspection
of IT Equipment Store Rooms; i will be submitted to the Facility Director for approval.
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12. Oversight and Comptiance.

a. The VA's ClO is responsible, at the Department level, for ensuring the integrity and
security of VA's IT assets, including physical inventory as well s data protection and
the sanitization of data when IT resources are retired from service. Responsible for IT
operations and maintenance, the CIO will monitor, review, and evaluate compliance
with this policy.

b—As-such,the VA ClQ.established the Office of IT Quersight and Compliance (QC)

in February 2007. The mission of the VA IT OC is to ensure the effective management
of VA information. As such, this office provides independent, objective, and consistent
assessment services in the areas of cyber security, privacy, records management and
physical security. The objective is to ensure the protection and integrity of sensitive VA
data through the consistent application of VA policies and regulations and full
compliance with established regulations. The three areas of focus established for the
OC are described in the following paragraphs:

(1) Compliance. Initial emphasis will be placed on areas of kKnown weakness (i.e.,
those that have led to low FISMA scores}, This includes compliance with: NIST SP
800-53 security controls; VA OIG 17 recurring audit findings; Certification &
accreditation Plans of Actions and Milestones (POA&MSs). Many of the activities
required to address identified deficiencies are described in this Handbook. As such,
compliance with the requirements herein will be assessed through scheduled and
unscheduled audits. ‘

(2) Remediation. The intent of the OC initiative is to ensure the establishment of
standardized, sound information management practices. As such, the lessons learned
during the audit process will be used to define best practices which will be made
available to facilities. In addition, a community of practice will be established to promote
collaboration and standardization, The objective is to ensure that the right people have
the right information when they need it so that VA becomes a model for information
management and security.

(3) Audits. Audits wili be conducted at all VA facilities and support facilities, including
medical centers, outpatient clinics, Vet Centers, regional offices, cemeteries, program
offices, data centers, off-site storage facilities, VACO, and media destruction vendors.

c. Emergency Response, VA IT OC will establish an Emergency Response Team
(ERT) to help coordinate activities required to address critical incidents,

d. Artifacts. Audit activities related to compliance with this policy will include
interviews, physical inspections and documentation reviews. The artifacts that will be
reviewed during the Inventory Control portion of the audits include: ElLs; ROS file;
Loan Forms/Hand Receipts; documented procedures, training records, roles and
responsibilities and delegations of authority; proceedings from collaboration sessions;
sanitization records; and other products documenting compliance with this poficy. In

i e B9
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addition, there will be additional areas audited by OC to ensure assessment of all of the
areas of information control (e.g., verifying that laptops are encrypted, patched, and
have latest antivirus software; conducting vulnerability scanning). OC will be developmg
and disseminating checktlsts and prucess guides to support the faci]mes in preparing for
audits. S : .

13. Traihing.

a. Training of personnel in both IT property inventory coptrol and the protection of
sensitive and personally identifi able information will be standardized by functional role
throughaut the facility and conducted on a periodic basis (no less than annually) by IT
Custodial Officers. For example, IT Custodial Officers and Custodial Officer designees
will receive training on. all aspects of their assigned roles, ;ncludmg the specafzc
requirements associated with maintenance of the IT EIL, information protection, and the
procedures associated. w:th loss of equipment; Secunty personnel will be trained in the
integration of inventory control and security activities, Those personnel without any
direct inventory control responsibilities will be provided familiarization training, including
an overview of the IT inventory control and accountablility program, protection of
sensitive mformat:on hand recelpt requarements and proper handlmg of IT inventory
movement. .

b. All new personnei W|II recewe tralmng in therr responssblhties retated to T inventory
control before accessing the IT system.

90




JULY 10, 2009 VA Handbook 7002
Appendix A

Definitions

1. AQ - individual (usually the Chief, Logistics Services at field facilities) having overall
accountability for all personal property at a facility to include personal property functions
from cradle to grave (acquisition to final disposition)

2. Accountable personal property — personaf property having an acquusmon costat or
red sensitive in nature (inchides

capitalized personal property which hias an acquisition cost of $100,000ormorein
aggregate)

3. Action code — a code assigned by Logistics services to turned-in personal property
that indicates the intent of the action to be taken with the property (i.e., whether the item
will be kept in service, or will be processed for disposal, etc.)

4. Chief of Logistics Services,: The individual responsible for the management and
oversight of facility logistical operations including personal property management and
inventory functions (may also be known as the Chief Acquisition and Materiel
Management; Chief, Materiel Management; Chief, Supply Service; Chief, Personal
Property Management or Lagistics Manager)

5. Custodial Officer — individual (usually service chief at field facilities) responsible for
personal property under his/her purview to include EIL and inventory responsibilities

6. Disposal condition code — a code assigned by Logistics services to turned-in
personal property that determines the process to be taken for final disposition of the
property (whether the item wil] be processed through excess procedures for reutilization
or sale, abandonment or destruction procedures, or scrap procedures)

7. Expendable Property — property that may be consumed in use or loses its identity in
use and may be dropped from stock record accounts when it is issued or used -

8. IT EIL Custodial Officer. The individual responsible for management oversight of all
facility IT property. This individual has loan authority for [T property and has similar
authority to the facility AO for loans, The IT EIL Custodial Official shall coordinate
inventory requirements and the application of rules and regulatory requirements with the
facility AQ

8. Long Supply — the quantity of inventory of an item that exceeds the established stock
level by a greater than 10 percent margin.

10. Nonexpendable property - is property which has a continuing use, is not consumed
in use, is of a durable nature with an expected service life of two or more years, has an
acquisition cost of $300 or more, and does not become a fixture or lose its identityas a

component of other equipment or plant
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11. Posted Stock — supply items maintained in bulk that have been acquired through
the VA Supply Fund for issue fo various using departments within the medical center
facility (some facllities may not have posted stock).  The aitomated inventory system
should be (ised for auto-generation, malntenance and replemshment of posted sfock

inventory

12. Process Stores — a bulk distribution area that maintains office supply type items for .
issue throughout the medical center facility. Process stores inventory should be
maintained using the automated inventory system, including auto-generation and
replenishment of stock

13. Trust Fund Property — Property received as a gift ot bequest from individuals or
non-government organizations and personal property purchased from Generel Post
Funds.

14. Unclaimed personal property personal property that has been unknowmgly
abandoned and found on premlses owned or teased by the Government (| e., lost and

found property) S o

15. Unrequnred property property that is no [onger needed hy the usrng ac’rmty and at
the facility level, and/or property that has become unserviceable through normal use.
This property must be turnéd in.to Logistics services for proper d:sposxtron (reuts]rzatlon,
recycling or disposal) : 2

16. Voluntarily abandoned property — personal properiy that the owner has intentionally
and voluntarily given up title fo and title vests with the Government. Documentation
should be maintained that supports the voluntary relinquishment of title by’ the owner

A2
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ILLUSTRATIONS
Economical Repair Costs As a Fercent of Acquisition Cost

Years in Use (Year After Year of Manufacture)
2 3 4 5 6 7 8 9 10111213 14 15 16 17 18 19 20

A1
v 2 40 0
g3 50.25 0
476040 200
Y 5 80 60 40 20 O
r 6 80 64 48 32 16 0
s 7 80 67 53 40 27 13 0
8 80 68 57 46 34 23 11 0
U 9 80 70 60 50 40 30 20 10 0
s 10 80 7162 53 44 36 27188 0
e 11 80 72 64 56 48 40 32 24 16 8 O
f 12 80 73 65 58 51 44 36 2022157 0
u 13 80 73 67 60 53 47 4033 27 20137 O
| 14 B0 74 68 62 55 490 43 37 31 2518126 O
15 80 74 69 63 57 51 46 40 34 29 2317 116 Q
L 16 80 75 69 64 59 53 48 43 37 32 27 21 16 11 56 0
i 17 80 75 70 65 60 55 50 45 40 353025 2015105 ©
f 18 80 75 71 66 61 56 52 47 42 38 33282419149 5 0
e 19 8076 71 67 62 58 53 40 44 40 36 31 272218 138 4 0
g 20 80 76 72 67 63 59 55 50 46 42 38 34 20 25 21 17 138 4
w

[ percent of acquisition costs considered ecanomical ]
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SAMPLE FORMAT OF REPORT OF SURVEY REGISTER FILE

1. Report of Survey Number. Item Description and Acquisition Cast — Date of actual
incident - Date ROS initiated - Date Processed (assigned surveying official and
forwarded for appraval of assignment) - Voucher Number (if applicable) - Date ROS
has final Approval (signature of Facility Director).

2. Report of Survey (R/S) Reqister File. The accountable official will establish and
— " maintain; on-afiscal year basis; a reportof survey registerand fite that- ataminimum———————
contains the following information:

[Date |Date of
R/8  [item Description & Acg,  |iof ROS  |Daie R/S oucher (Date
No. Cost ReportiReport {Processed {iNumber |[Completed
1/05  |[Theft of computer ($1436)|2/1/05 j2/2/05 j2/4/05 A3A043 |13/1/05

Loss of paint from paint :
2/05 lishop ($70 est.) 4/7/05 [14/8/05  4/10/05 N/A 51705
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Appendix D

VA GOVERNMENT PROPERTY LOAN FORM
PARTI- FR'DPETI‘I' LUAN DESCRIPTION
B 1T, Y I8 T

TE TP Y. §.d ARG & 1o i

A DESCAIFTION OF PROPERTY OGN TEMPORARY LIAR (atdr wat et 0upiry H ApLng o fareiondit progirly price 1 dves . |5, EGARPMENT ENTRT [EE) NG, |
[ e [~ i AcKoERRyY [ #ACER [ imcraron T |praner
[ ROBRE PHONE [T BROAUBAND CARD | REMOAUASLEMEDIA | IDESKTOR COMRITER
I~ amven paem
G VALUE OF EGARFLIENT L AERIAL RO . E. RIES,
QLIUBTIFICATION FOR LOAN OF VA FERSONAL PROPERTY R (G50 CATE ‘g‘;"ﬁ"mﬂf‘i‘?ﬁ“

JAFPOINTED REEPCMEELE OFPCIAL

: FROGRAN MANASERICOTR

I™: creauwaTon EIL ofeae wacor | BROSA T e [T EfL CUSTODIAL OFFICER

I NALE OF REBPOMIILE OFFICTAL L EVGNATURE M. TELEPHINE NUAEER.
. BXGHATURE. OF REFCAMATION SECURITY OFFICER {f dojes svtaliid e} & DATE SiaED

AGEEFXAENI: F P ol mx amd he e T condition 25 when
ﬁummfmbr ﬁempmhﬂnydlhemm above I jtem A amid apree 1o eiGm. mas zoad =

P. KANEFRIANATURE OF amvm Q. NANERITHATURE OF DARECTORARFROMING OFFICIAL R OATE SIGRED

8, ADCREZSE OF A PCRSINAL PROPERTY fthew e Sl T. OTHER PERTMNENT INFORMATION

PART & -VA PROPERTY RETURM RECERT

A CENTIFICATION QFEmEFﬂDhB. ﬂIEGREF‘M(‘-", CONDITION COUE WSHLES, A PROBLEMB (Fharsa pes N (F proparty i raarsed in ax paod coudirion or

ool fxir wear cond weor axcepend, ot furrs are 1o cther problass witk te etursed proparts.)
ACENOWLEDGEMENT DFRICEIIT‘ "Tve property idexfified in Part ], Iem A, of this mmmmmdmm ay
cmxﬁmncndnm pmhlumucaptasnnmd_ A siyned coqy ufmmwAFmﬂﬂE'lll mﬁm
maimaned i Diwasiom far Cendzal Office % honors nfm:upt Cnmﬁal Oficer/Acooumtable
Oﬁcerwnl mtmc 0 the "incatian® snd “romonems®
REFUFN ACKNOWAECGED BY §T Sl CUNTOCIAL CEFINEREIL SUSTOLAL OFFIUER | O, DATE SHGNED 0 ECLAPMENT ENTRY {EE) HO.
wgzmmmom
ACENCWEEDGEMENT OF RECEIFT: E. BORROWER BETIALS | F. DATE Vl FORM R4 ggat
A capy of this sizned, foom has teen received for my filks. b
PART thi - VA FROPERTY PASS
DEACRIPTION OF PROPERTY OW TEMPORARY LOAN EOTE Oviond
PROPERTY PASS = e = o
B[EUE DATE EXPEGTED RETURMN DATE LARTTR LACKBERRY WACHER P
T moeie poces [~ aroarmsn cais l:'__lucurmﬂ  for plaemsent tn
NAME OF BORRCWER T~ smsvamesEos, | pesiros conputer | Imeenen Wﬁ;‘”
I omHeER gpuetth resipon by
HAME OF [T €L CUSTDOW. DS FICERALCOUNTABLE OFFICER ey rre— Socnrty gL
BANATL RE OF T EIL QUETOOM. OFFICERMOOOUNTASLE CFFICER Offtetals,
TEUEPHOME. RUMBER
VA FLh OBB7 “Aoohe LveCyce Detigner 2.4

TEC 208
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GOVWVERNMENT FURNISHED EQUIPMENT {GFE} USAGE GUIDELINES

< Do pot'loan GFE @ aoyone,

o Do notinstall persopal sofmere,

w Sxte dasa only 1o secoe Jocetions, such 81 HIBS 146-2 complizn siompe devices.
= Do not stach pog-spprovad pocixble devices w thin equimnent.

« Seoume snd stwe GFE wmder Ioek sod ey when nor in ase.

o Do oot check GFE a3 checked ngpage wheo toveling.

= 0 Dot Todity the conBaredon of the Grs,

USER RESPONSIBILITIES

» I undercand this equipinent i (rovided for official se only.

o I underscend e mansit of VA Informstion off-xiee iv sy ¥ fhired ynless accomspamied by express written autorizrtion

© I am required by my supervises o utilize thiv equipment to pecformo the dutdes of oy job,

@ T accwpr responsibalivy for the ecqunprnent identified on this form issued 0 me by the Degurireent of Veterans Affairs.

@ T fully wnedersond that I will be tili=d for the replucement cost fio soy demage or J0s8 occwring: as & result af negligence.

« T hove mead and wpdacsand VA, Directive 8500,

= Tl care For aod peodect equipasnt frovm Toss or damape and will notify IT staf¥ of any damame o operatop failores fucmpred,

@ Imaderstawd dhar i & toy respansitdlicy @ periodicalty remom the equiy for rowtine mad &
BORPLIWER INFTIALE
CERTIFICATION STATEAMENT: Ihove read the abowve guidelives and sccept Tespomaibilizies p-
RECERTIFICATION
DATE ERJAD BMITIALS BORROWER INITIALS

WA FORM 088 DEC 2008, PAGE 2
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Keys to a Successful Nonexpendable inventory

1. Send an official memorandum notifying the service with 100 line items or less with at
least 18 working days remaining in the anniversary month. Services with more than 100
line items should he notified at least 23 days before the end of the anniversary month.

2. Along with the memo, provide two copies of the EIL (one for working inventory, the
second for signature) to the Custodial Officer. In addition, provide the service with an
exception listing.

3. Provide service with barcode scanner and ensure service is familiar with barcode
operation. |

4. In trust the service to identify new locations, update serial numbers, model info, if this
data is discrepant during inventory (on working EIL copy). In addition, the service
should look at such things as underused assets, misplaced items, poor maintenance,
increased operational costs, financial reporting errors, and purchasing of unnecessary
assets found during the inventory,

5. In trust the service to make every effort to find missing items.

6. The service is required to submit Report of Surveys for items not found during EIL
inventories.

7. The service should evaluate the need for equipment that is not currently being used
and provide logistics with turn-ins for these items. ‘

8. Service will send a signed copy of the completed EIL inventory along with all
appropriate documentation {e.g., updates, and Reports of Surveys) back to logistics.

9. Logistics will process ROS and updatie property records within five working days with
the information provided by service personnel (e.g., correct serial numbers, mode!
numbers, locations, etc.).

10. Logistics will update property records when all ROSs are completed.
11. All documentation related to an equipment inventory will be filed with the

appropriate EIL for a period of 15 months, in accordance with VA Records Control
Schedule 10-1, V5, item 90-23.
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Keys to a Successful Expendable Inventory
1. Establish the inventory date.

2. Ensure that Custodial Officers are made aware of the inventory date and cutoff date
through official memorandum.

3. Request that all inventory IsSUes/receipts be processed prior 1o the date ofinventory,
with a cut-off date at least two days prior to inventory.

4. Establish two work teams consisting of the inventory account manager and an
inventory manager from a different account (disinterested party). There is one counter
and one recorder per team,

5. Request that on-hand inventory count sheets for both teams be printed the day of
the scheduled inventory, with no quantities listed on the count sheets. Request another
inventory count sheet with guantities (do not share findings with team members prior to
inventory).

6. Establish pre-training conference of both teams who will conduct inventory to
describe responsibilities, requirements and plans.

7. Each team will conduct full wall-to-wall inventory of all tems.

8. Inventory managers and team members must jointly compare inventory counts on
both worksheets and inventory count worksheet with actual quantities.

9. Recount any discrepant items to ensure actual discrepancy exists and not just a
counting error. Corrected findings will be initialed by all parties.

10. Have all parties sign and date all inventory worksheets,
11. Have a five percent verification check done by disinterested party and AQO.
12. Determine reason for any actual discrepancies.

13. Adjust inventory values and quantities as appropriate, utilizing adjustment
vouchers, with detailed explanations for adjustments. '

14. Notify Fiscal Service of any inventory adjustments.
15. Recongile inventory balances with Fiscal Service.

16. Notify using services upon completion and regular business can resume.

e et e ﬁw;_ R
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17. Maintain all worksheets and records used to cohduct the inventory for a period of
15 months, in accordance with VA Records Control Schedule 10-1, V5, ltem 80-23.

G-2
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Listing of Standardized EIL Depariments

Numbers are to he assigned according to depariment responsibility within a series using
an additional digit, for example: 130 Engineering, 131 Piumbing Shop, 132 BIO-MED,
etc.

1 BT T (LT ot e

01 Assistant Director/Managér
02 Chief of Staff
03 Intensive Care
04 Building Management
05 Bui!dihg Management
- 06 Canteen Officer
07 Chaplains
08 Clinical Psychology
09 Continued Treatment
10 Dental
11 Dietetic Service
12 Medical Education
13 Engineering
14 Fiscal/Finance
15 Intermediate
16 Laboratory
17 Library
18 Medical Administration
18 Medical Media
19V Test and Maintenance

19W Video Production Equipment
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18X Inter/intra Distribution System
18Y individual Utilization

192 Specialized TV System

20 Mediical Setvice ©

21 Neurology

22 Neuropsychiatric _ S
23 Nursing Service

24 Qutpatient

25 Paraplegia

26 Personnel

27 Pharmacy

28 Rehabilitation Medicine

29 Prosthetic & Sensory

30 Psychiatry/Neurology

31 Psychology

32 Psychoiogy Training

33 Quarters Housekeeping (1)

34 Quarters Housekeeping (1)

35 Quarters Housekeeping (1)

36 Radiology

37 Radioisotope

38 Research

39 Research

40 Research

41 Social Work Service

42 Acquisitiﬁn & Materiel Management

43 Surgical Service
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44 Tuberculosis

45 Voluntary

48 Vocational Counsel
47 Wards

48 Wards

S - - N V.Y 7Y < -

50 Quarters, Non-housekeeping
51 Domiciliary

52 Domiciliary

53 Nursing Home

54 Nursing Home

$6 Comp. Work Therapy
57 Cemeteries

58 Cemeteries

59 Mental Health

80 Accounting

61 Adjudication

62 Administration

63 Services

64 Chief Attorney

65 Contact

66 Insurance

68 Operations

69 Ambulatory

70 Health Care Training
71 Recreation

72 Resident Engineer
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75 OGA

76 Readjustment Counseling

77 Audiclogy/Speech Pathology

78 lnformaiion Resource Management
80 Research

81 Research

82 Security Service

83 Fire Department

86 MCCR

88 Invalid Lifts, Other Devices & Equipment (SGL 1756 only)
90 OAL Supply Fund Equipment

88 Uninstalled Equipment

sé Reserved



JULY 10, 2009 VA Handbook 7002
Appendix |

VA IT INVENTORY TIGER TEAM’S FULL TEXT FOR “CONTROL AND INVENTORY
OF IT EQUIPMENT” (PART 13)

1. Background. While overall inventory control policy and procedures are under the
purview of the OAL, the tracking of, and accountability for, IT equipment has come
under increasing scrutiny due to the sensitive data it frequently stores. OI&T has
therefore def" ned an increased role for thnse who manage and use IT equ;pment

smmnmmrwmwmmwmmm@m@mmndﬁ&%wm
leadership and staff. The references cited in this section identify the existing

requirements for, and provide comprehensive guidance on, inventory control and

tracking within VA. {tis therefore essential that individuals charged with inventory

control responsibilities possess a thorough knowledge of the referenced policies. This

section should be regarded as augmenting the established policies to improve the

degree of control over VA's IT equipment mventory

2. Purpose. This section of the handbook is de3|gned for fleld personnel responsuble
for tracking and controlling IT equipment assets.

3. Responsibilities.

a. VA CIO. The VA ClO/Assistant Secretary for IT is responsible, at the Department
level, for ensuring the integrity and security of VA's [T assets, including physical
inventory as well as data protection and the sanitization of data when IT resources are

~ retired from service. Responsible for IT operations and maintenance, the VA ClO will
monitor, review, and evaluate compliance with this policy. The VA CIO has delegated
day-to-day management of IT asset control to the Executive Director, Field Operations
and Development,

b. Deputy Assistant Secretaries. The Deputy Assistant Secretaries within OI&T are
responsible for ensuring that all personne! under thelr purview are informed of and
adhere to the requirements of this policy. This includes ensuring that coliaboration is
established with all VA components within and outside of OI&T as required to support
full implementation of this policy.

c. Executive Director, OI&T Field Operations and Development. The Executive
Director, OI&T Field Operations and Development is responsible for directing [T
inventory control activities across OI&T and for ensuring coordination across the
department to ensure full implementation of this policy. The Executive Director, OI&T
Field Operations and Development also ensures adherence to this policy by contractor
personnel and other non-Government employees through incorporation by reference in
confracts or memoranda of agreement as a condition for using Government equipment
and/or space. The Executive Director, CI&T Field Gperations and Development
charlers, appoints members to and provides direction to the IT Asset Advisory Group

U . N e RSO i JE U
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(ITAAG) and defines the reporting, performance measure and other requirements
associated with establrshmg tT mventory status and comp!uance with this policy.-

(1) The Executive Dlrector, OI&T Fretd Dpera’uons and Devetopment is responsible
for ensuring that this policy is disseminated to all VA facrlrtles and field offices that use
iT equrpment that this pohcy is fully imp Iemented at each facrlrty, and that penodlc
~ roles and responsrbrlrtres and the control of sensrtwe and personaily rdentrt‘ able
information stored on those asseéts. In -addition, the Executrve Drrector OI&T Field
Operations and Deve!opment is responsnbte for ensurrng cornptrance with established
reporting requrrements R : . :

(2) Executrve Dlrector Enterpnse Infrastructure Engrneerlng (EIE) “The Executrve
control and control and deveiopmg technroal solutlons to enhance rhforrnatlon securrty
and IT asset control, The Executive Dlrector EIE, is also responSIble for establlshrng
priorities and expediting deployment of technical sotutrons desrgned to enhance control
of fTassets. ... .. . . . . . e o _

d. IT Asset Advisory Group (ITAAG). The ITAAG is estab!ished by the Executive -
Director, OI&T Field Operations and Development and serves as a cross-functional
advisory and coordinatrng group on matters relating to the control of VA's IT assets.
The ITAAG comprises decision-making representatrves from each of the VA
admrmstratlons Security, Logistic Services and other components of VA as required to
ensure full stakeholder representatlon The purpose of the |TAAG is to recommend
policies and projects to define and address the requirements assoclated with controlling
VA's IT assets The ITAAG serves as a forum fo gather best practices define
standardrzed processes and dehneate requrrements for techn:cal solutrons fo the VAIT
inventory contro! challenge. The ITAAG provides direct advisory support fo, and
coordinates established reporting requirements wrth the regionslsrtes through the
respective Regronal IT Logrstfc Officer. .. . e e :

e. IT Regronat DrrectorfReglonaI CtO The tT Regaonat Dlrectors are responsrble for
ensurlng that all facilities account for and track as required, the. IT assets under their
cognizance. They are responsrble for ensuring that this poircy is. Implemented .
throughout their respective regions, appointing Regional IT Logistic Officers to oversee
the implementation of IT inventory control requirements at the regional level, and
ensuring that periedic and recurring Treports are submrtted to the tTAAG on time and in
accordance with VA's qualrty standards o

- f. Network C!Os The Network ClOs are responsrbte for coordmating w;th the
Regronal IT Log istic Ott“ cer fo ensure that all facrlrhes ‘within | their respective regions
adhere to the requrrements of this polrcy and that establrshed reportrng requirements
are fulfi llad on trme and in accordance with VA's quatrty standards '



JULY 10, 2009 VA Handbook 7002
Appendix |

(1) The Regional IT Logistic Officer (RILO) is appointed by the IT Regional Director
(Regional CIO) to coordinate [T inventory acfivities at the regional level. With a
background in both Logistic Services and IT, the RILO reports to the I T Regiona!
Director (Regional C!O) and is responsible for coordinating with Network COs and
Facility ClOs to ensure that all facilities in the region are informed of, and adhere to, the
requirements of this policy. The RILO Is the liaison from the IT Asset Advisory Group
(ITAAG) to the Network ClOs and the individual sites. As such, the RILO is responsible
for:

{a)-Ensuring-effective-communication-from-the TAAGfo-the-Netwerk-ClOs-and-the ——————
individual VA facilities;

{b) Identifying barriers to full implementation of this policy and raising those barriers
to the ITAAG for mitigation/resolution:

(c) Compiling and submitting required reports based on data obtained from the
individual facilities within the respectwe region in accordance with requ:rements
established by the ITAAG: -

(d) Resolving data discrepancies; and

(e) Maintaining the Regional T Inventory Control Tralning Plan ‘and ensuring that afl
facilities implement training programs as required under this policy and as prescribed by
the ITAAG,

(2) As amember of the ITAAG, the RILO contributes {o the strategic planning effort
associated with the control of [T assets, identifies best practices, defines risks, and
assists in the development and implementation of risk mitigation plans. VA Facility
Director. For those facilities that do not have Facility Directors, the responsibilities
identified in this paragraph will be assigned to the senior manager at the faciiity.

(@) The Facility Director is responsible for ensuring that the requirements of this policy
are implemented by all facility personnel and throughout all areas of the facility. If
Logistic Services (Properly Management) representativés are not resident at the facility,
collaboration between the facility and Logistic Services at the servicing medical center
wili be established by the Facility Director to ensure requisite support is provided. The
terms of such support will be documented in a Memorandum of Understanding (MOU).

(b} The Facility Director is responsible for instituting and maintaining collaboration
mechanisms and processes required to engage all business units at the facility level in
safeguarding VA's IT assets and the information they store. The Facility Director will
establish an /T Inventory Controf Process Improvement Forum, comprising
representatives from Logistic Services, OI&T and IT Security at a minimum, where
issues and barriers {o compliance with this policy may be raised for discussion and
resolution. Unresolved issues related to the implementation of this policy may be raised
o the ITAAG by any member of the facility for resolution.
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(c) The Fac[hty Drrector will ensure that perrodrc and recurrlng reports as requrred by
the ITAAG and as commumcated by the RILO are submrtted on: trme ‘and in accordance
with VA standards of quahty ‘ S -

(d) Each facrllty and each space in the faoihty must be assrgned a unrque rdentrt‘ er—
the_ Facrhty Director is responsrble for ensuring that, this requ1rement is met and that the
assigned unique identifier is promrnent]y drsptayed and bar-coded at each location. In
addition, procedures will be established to ensure periodic inspection is conducted to
ensure that correct signage and barcodes are in place and in readable copdition.

{e) The Facility Director will impiement procedures to ensure only authorized
personnel procure IT equipment items with Purchase Cards and that such purchases
are entered into the mventory control system and managed with the same diligence
applied to all other IT assets in accordance with this potrcy

N The Facrhty Dtreotor wrll lmplement procedures to ensure that lT equrpment is
relocated/moved only by IT personne! and that location data is ‘properly recorded at the
time the equipment is relocated/moved.

(3) FISO. The FiSO is the agency official's assrgnea‘répsré'séhat’&é 16 ensure that
the appropriate, operatronal security posture is marntarned for an rnformat:on system or

include the followrng

{(a) The FISO will pariicipate in the Facility's IT Inventory Controf Process .
!mprovement Forum to support the development rmplementatron and rmprovement of
processes and trarnrng required to affect thrs potrcy

(b) The FISO wnl revrew and approve local procedures assocrated wath the control of
sensrtrve items.

(c) The FISO wﬂl ensure that procedures are rmplemented to protect rnformatron
when [T equipment is to be transferred to another facility.

(d) The FESO writ coordrnate in cooperat;on wrth the Facllrty Drrector all facritty-tevet
aotwrt;es when there is a suspected loss of equspment containing sensrtrve information.

(e). The F1SO will ensure that media santtrzatton angd other secunty procedures are
performed in accordanoe with VA Handbook 6500 : .

(4) IT Custodral Ofﬁcer (Senioi IT OfﬁcrallFacmty CIO)
(a) The Senror tT Offrcrat is the agency offlctal’s assrgned representatwe to ensure

that IT assets are managed in accordance with this policy. This individual is responsible
for the ensuring the rmplementatlon of this policy for all nonexpendab!e IT property,
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specified sensitive IT property and expendable IT items capable of storing information
electronically that are under the cognizance of the facility. As such, this individual will
work with Logistic Services, IT Security and other organizations represented at the
facifity to ensure the identification, tracking and contro! of all nonexpendable IT
equipment, including sensitive IT equipment regardless of cost; and all expendable IT
items capable of storing information electronically. This includes ensuring that ali
nonexpendable IT equipment items, and sensitive IT items, classified as Sensitive per
this Handbook, are received and entered into the EIL by Logistic Services and that

——————a¥pendable-IT items.capable of storing-information electronically are repsived and

enlered into a standard ;mmmmmmg =

SENL) and tracked through end of use.

(b) The Senior IT Official will participate in the Facility’s /T Inventory Conirof Process
Improvement Forum to support the development, implementation and improvement of
processes and training required to implement this policy. The Senior {T Official will
maintain the Facility 1T Inventory Control Training Plan and ensure that required training
is"conducted forall facmty personnel as prescribed by the [TAAG and coordinated by -

the RILO.

(c) The Senior IT Official will ensure that the IT Hand Receipt/Loan Form program is
implemented throughout the facility in accordance with this policy.

(d) The Senior IT Official will submit, on time and in accordance with VA standards of
quality, periodic and recurring Facility-level reports as required by the ITAAG and as
communicated by the RILO.

(e) The Senior |T Official wil ensure that IT procurement packages under the
cognizance of the facility are reviewed for compliance with this and related VA IT
policies. The Senicr IT Official is also responsible for ensuring that personnel
responsible for IT inventory control activities, including the receipt and sanitization of
returned IT equipment, are informed of, and kept current on, relevant contractual
requirements. Unresolved conflicts with contractua! terms will bé reported to the Facility
Director in writing; the memorandum will document the nature, scope and impact of the
confiict and the action recommended to resolve the matter.

(/) When the Senior IT Official identifies deficiencies in the IT Inventory Control
processes or procedures, s/he is to identify and describe such deficiencies in writing to
the Facility Director for resolution by the /T Inventory Control Process Improvement
Forum. If the matter is not addressed in a manner that fulfills the requirements of this
policy, the Senior |T Official will forward the initial correspondence, along with actions
taken, to his/her direct supervisor within the OI1&T organization for resolution.

(e) In the role of IT Custodial Officer, the Senior IT Official (also referred to as the IT
ElL/Sensitive Expendable IT item Listing (EIL/SE!L) Official), assumes responsibility for
all 1T items under the cognizance of the facility in accordance with the Custodial Officer
roles and responsibilities delineated in this handbook. In addifion:

o e e e e e B _L___.. - 5——*%
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(1) The IT Custodial Oft' icer may demgnate |n wntlng, other individuals to support
inventory control efforts The IT Custodial Officer and designees will coordinate with
Logistic Services as.necessary to obtarn written/electronic documentatlon required to
verify the acceuntabrtrty of all nonexpendable and speclt" fed sensrtwe IT. pmperty
covered under thrs polrcy s P C )

(2) The IT Custodral Offlcer is responsrble for establrshrng and rmplementsng a
process. o identify, account for track, monitor, rnventory and. drspose of IT items that
are capable of storrng mformatron eIectronrcaIly but are not assrgned Cataleg Stock
Numbers (i.e., expendable IT items not tracked by Logrstrc Services). This process will
include those activities required to protect sensitive information through the control of IT
physical assets, These efforts will be coordinated with the Fac]lity Director, FISO,
Logistic Servrces and Busrness Unrt Leads to ensure fuII understandmg ‘of the
requrrements and full rmptementatlon of the procedures .

(3) The IT Custodral Oft“ cer wrl[ coordmate perpetual rnventory actl\ntles and conduct
an annual inventory of IT equrpment items assrgned a Catalog Stock Number, (CSN) in
accordance with the schedule established by Logistic Services to verify the data
contained in the EIL, The.IT Custodial Officer will document and report any
discrepancies identifi ed durrng inventory actrvrtles .

(4) The |T Custodial Officer will coordinate perpetual inventory activities and schedule
and conduct an annual mventory of expendable IT items capable of storing information
e!ectronlcally to verify the data contained in the SEIIL. The IT Custodial Officer will
document and report any discrepancies ldentlf ed during mventory activities.

(5) Fotiowrng an rnventory of IT rtems or wheneVer an IT equrpment rtem is identified
as ‘not accounted for, the IT. Custodlai Offi icer will revrew the decumentatlon of
discrepan nmes and coordinate wrth Logrstrc Servrces regardmg a determinatron as to the
need for ROS actron Logrstrc Ser\nces retains. responsrbr!:ty for the ROS process,
including the ROS process for those’ itefns tracked on the SEIL.

(6) When a potentrat toss of sensm\re informatlon rs detected either through
identification of an item unaccounted for during rnventory activities, or through report by
an employee or other individual, the IT Custodial Officer will report the matter
immediately (wrthln 59 minutes) to the FiSO, coordinate wnh Logistic Services as
necessary to initiate a Report ¢ of Survey, and provrde support as needed through
resolution of the matter, - . _ . .

(7) The IT Custodrat Offrcer erI ensure thataII requrred turn-in documentatron such
as Sanitization Cerlificates and other pertlnent documents are maintained in
accordance with VA record, retentron polrcy

! Reference RCS 10-1, Section V, page V—S; items Numbered 90-22, 90-23, & 90-24 are to be followed regarding the
retirement of CMRS/EILs, Morithly Summanry Flles (Vouchers), and Excess Property Files. -

-6
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{8) The IT Custodial Officer will ensure adherence to any contractual terms that apply
to the introduction, use, sanitization or disposal of GFE. Should the contractual terms
cenflict with the requirements of VA policy, the IT Custodial Officer will report the conflict
to the Facility Director in writing; the memorandum will document the nature, scope and
impact of the conflict and the action recommended to resolve the matter. If the matter is
not addressed in a manner that fulfilis the requirements of this policy, the IT Custodial
Officer will forward the initial correspondence, along with actions taken, to his/her direct
supervisor within the OI&T organization for resolution.

~employees wiltassistthe+FCustodial———

Officer in conducting perpetual and an nual physical Inventory activities of: (1)
nonexpendable IT equipment items, including sensitive items assigned a CSN and (2}
IT items capable of storing information electronically. ‘Annual inventories for thése items
will be scheduled by: (1) Logistics Services and (2) OI&T respectively. IT Custodial
Officer Designees are also responsible for reporting any process deficiencies to the IT
Custodial Officer and for recommending improvements to support full lmplementat:on of
this policy.

{b) VA Employees. VA Employees are responsible for ensuring the security VA
information and the equipment items on which it resides. This responsibility holds true,
whether the equipment is entrusted to them solely for their use or used by them on
occasion. In accordance with this policy and the VA Rules of Behavior, employees will
sign hand receipts for Government IT equipment assigned exclusively for individual use
and will obtain appropriate authorizations fo remove VA equipment items and/or
sensitive information from the VA facilities®. They will also employ only approved
nonexpendable and specified sensitive [T property, ensure the security of Personally
ldentifiable Information (PIl) and other sensitive data in accordance with VA policy,
abide by the requirements of this policy and report non-compliance issues to the facility
Senior [T Officlal. Employees may be held pecuniary liable for the loss, damage, or
destruction of Government property.

4, Definitions.

a. Hand Receipt/Loan Form. VA Form 887, referred to as the VA Government
Property Loan Form, will be used as the official form to document accountability for Tier
1 IT equipment items. It is used to document accountability to the lowest Ievel in
accordance with this policy. in accordance with the VA Rules of Behavior, individuals
are required to sign for any Government equipment asagned exclusively for their use.
Accountability for IT equipment items is to be documented in the appropriate inventory

tracking system.

2 peference VA Handhook 6500 for requirements associated with removing sensitive information from
a facility.

- Fiblg_.
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is present and accounted for. This official acknowledges personal responsihility for all
IT property listed on the designated EIL/SEIIL (including all iT property designated as
Sensitive per this Handbook) in accordance with existing policy on Custedial Officer
responsibiliies. The IT Custodial Officer is also responsible for ensuring that personnel
under their respective jurisdiction comply with the inventory procedures as provided in
this handbook, The IT Custodial Officer is designated EIL/SEIIL responsibilities by the
Facility Director through the utilization of Delegation of Authority (DOA) memorandum.
The T Custodial Officer, in turn, designates IT Custodial Officer Designees by means of
a DOA

(b} IT Custodial Officer Designee. An individual to whom responsibility for an IT
EIL/SEIIL and/or expendable {T property designated as Sensitive per this Handbook
has been delegated by the IT Custodial Officer. This individual is responsible for
conducting inventories and accounting for all nonexpendable and other specified IT
property items assigned and is designated through the use of a DOA memorandum and
signs acceptance of the assomated responsmmnes

(c) IT EIL/SEIIL Official. Refer to IT Custodial Offlcer

(d) IT EIL. The EIL is the document on which IT equipment items, including sensitive

~ ftems assigned Catalog Stock Numbers (CSNs), are listed; these items are tracked by

Logistic Services and recorded in the Automated Engineering Management
System/Medical Equipment Reporting System (AEMS/MERS). IT inventory items are
coded as 78-series items in accordance with this Handbook. In addition to the ElLs,
which may be developed at the Division level, an equipment listing of other IT items
capable of storing information electronically will be maintained on an SEIIL. Because
these fists are used as the foundation of the annual inventory process, they must be
maintained current in a standardized tracking system.

(e) Senslitive Expendable IT Inventory Listing (SEIIL). The complete listing of those
items that are not tracked by Logistic Services (not included in ElLs) but are required to
be tracked due to their ability to store data electronically. Until a Class 1 solution is
deployed to frack these items, each faciiity is responsible for establishing a local,
standardized means for documenting the required set of data for such items.

(f) Physical Inventery. Physical inventory is the process of reconciling accountable
personal property records with the property actually on hand. Each VA activity will
conduct an annual inventory of all EILs including sensitive items regardless of cost. IT
has the additional responsibllity of accounting for, on an annual basis, |T iterns capable
of storing data electronically and reconciling the items on the SEIIL with the items
actually on hand.
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(9). Sensmve ltems. The list of sensitive items is provided in this Handbook,
Sensitive items will be inventoried regardless of cost, are iracked by Logistic Services
and are included on the ElL.. Note that sensitive items that are not classified as
equipment {i.e., not assigned a CSN) must be tracked and managed from receipt
through end of 1 use by OI&T. -As such, the procurement and inventory of these items
will be accompilshed using the SE!IL under the directlon and confrol of OI&T.

(h) Te!emedlcme Systems Telemedlcme Systems lncludmg TeIeradmlogy,
Telepathology, Telemental Health, etc (excluding videoconferencing equipment) are
NOT considered IT equipment for inventory control purposes. Telemedicine modalities
exclude videoconferencing equipment uniess the videoconferencing equipment is
exclusively used for patient care communications in realtime. Thus, multi-purpose
v:deoconferencrng equ:pment is considered IT eqmpment

5 IT Inventory Goverr;ance

a. Department Level Governance. The Assistant Secretary for information and
Technology provides oversight and direction for all IT activities within VA, The
management of VA's IT inventory control efforts is delegated to the Executive Director,
OI&T Field Operations and Development who provides direction on T inventory control,
appoints ¢ stakeholder representatwes fo and dlrects the tTAAG and repqrts to the
Assistant Secretagy for Infon'natton and Techno[ogy on iT mventory control matters.

b. Regmnal Leve! Governance !T‘ Reglonai Drrectors provrde overmght and direction
for IT inventory controf activities wrthm their respective regions. The RILO reports to the
Regional CIO and serves as the coordinator of IT |nventory activities for the region. The
RILO coordinates with the Network ClOs and the IT Custodial Officer at each facility
within his/her region to ensure full dlssemrnation of IT ;nventory control
guidance/direction, full compliance with the IT inventory control requirements, the timely
submission of required reporis, the identification of risks and the implementation of risk
mmgatlon actlwtles .

c. Facrhty Leyei Governance. -

(1) The Facllity Director has overall accountability for all assets and information at the
facifity, During an audjt, it is the Facility Director that will be held accountabie for full
contrai of the assets and the protection of sensitive information. The Facntsty Director
provides overmght of the mventory control program at the Facmty The asset
management prograri functlon is under the c:ogmzance of Logistic Sefvices.

(2) The Famhty Dlrector Is responsrble for estabisshxng the processes, procedures and
governance structures required to fulfill the requirements and intent of this handbook.
Each Facllity Director is responsible for establishing clear lines of accountabifity for all IT
equipment under the facility’s cognizance.

{-10
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(3) The Facility Director delegates IT equipment inventory responsibilities to the [T
Custodial Officer and the control and oversight for property management functions to
the Facility AO. This structure will be tailored by the Faciiity Director to the unique
constraints of the facility (e.g., if there is no Senior Property Management Official at the
facility, for IT inventory, the Facility Director will delegate the associated responsibilities
to a senior IT staff member).

(4) The IT Custodial Officer may assigh inventory controf responsibilities to

subordinate personnel referred to as [T.Custodial Officar Designees) However the T

CustotifatrOfficer retains responsibifity for al facets of tnventory controi under hisfher
respective purview in accordance with the signed Delegation of Authority (DOA) which
is signed by the Facility Director.

(5} Documentation required to track the delegation of signature authority for IT
inventory Control requirements defined in this Handbook will be established and
maintained in a centralized repository. The intent of this requirement is to establish

clear accountability for IT inventory items at all times.- Electronic systems are approved
far use for this purpose. A copy of each Delegation of Authority memo related to the
control of IT inventory is to be provided fo the |T Custodial Officer.

‘ (6) The designated employees are bound by the terms of the DOA until officially
relieved of responsibility in accordance with the poficy in this Handbook.

(7) Collaboration tools and processes will be used to support the coordination
required to ensure all Business Unit leads standardize inventory control procedures at
the facility level. Collaboration tools and processes can include scheduled meetings
and reviews, online repositories for points of contact, processes and procedures, and
other mechanisms to ensure stakeholder groups have visibility into and can participate
in the implementation of the inventory control processes as appropriate.

(8} The Facility Director, in coordination with the Facility C10, will establish working
groups and teams as required to ensure integration of IT Inventory control and
accountability procedures across the facility. An T Inventory Process Improvement
Forum, comprising at a minimum IT, Logistic Services, Security and Operations, will be
established with the objective of early identification of, and response to, IT [nventory
Controf issues. Additional working groups will be established to address targeted
issues and will include cross-functional representation appropriate to the groups’
objectives.

6. Training

a. Training of personnel in both inventory control and the protection of sensitive and
personally identifiable information will be standardized by functional role throughout the
facility and conducted on a periodic basis (no less than annually). For example, IT
Custodial Officers and IT Custodial Officer designees will receive training on all aspects
of their assigned roles, including the specific requirements associated with maintenance

I :‘::':i 141__ IR
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(5) Manufacturer’s Name
(6) Model Number

@ Acqursrtlon Date '
(8) Acqursrtion Cost .

c. For |tems wrth a Catalog Stock Number (CSN) The rtem s entered 1nto the
inventory trackrng system and assigned to an EIL by Logistsc Services. For rtems that

accordance wrth estabhshed Loglstrc Servrces pol[cy For sensrtrve rtems that are
assrgned CSNS : : L :

(" Loglstrc Servrces wr!l dehver the ltem to the assrgned EIL Ott‘ cial who will
complete the recelvmg documentatton . i _ .

L

(2) lf the ltem is reqmred rmmedrately. it wrl[ be delrvered to the accountable person,
hand-recelpted as required,-and the location will be documented in the inventory

tracking sysiem.

(3) If the item is not required immediately, it will be delivered to.secure storage
(reference VA Handbock 6500) and the location will be documented in the inventory

fracking system. . . .

d. For IT |tems that are not assrgned a CSN Logrstrc Services wrli forward the item to
the IT Custodial Officer. The IT. Custodial Officer wilt confirm receipt of the item and will
complete t the recelpt!acceptance process in accordance wrth establlshed policy.

(1) if the tterrr 15 capable of storlng 1nforrpatron the rtem must be tracked In this
case, the |tem will be bar—coded and entered.into the mventory trackmg system
established for IT items not tracked by Loglstrc Serwces The ltem will then be
forwarded to secure storage (per VA Handbook 6500) ar to the spemt‘ ed department
and the [ocation entered into the tracking system. Hand receipts will be employed as
requrred ‘inder the hand recerpt/loan form sectron of this Handbook

(2) !f the 1tem is not capabte of storlng Informatron, the rtem is forwarded fo storage oF
to the specified department and its location recorded in the inventory fracking system in
accordance with established logistics polficy.
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individuals with purchase cards, are entered into the inventory control system and
managed with the same diligence applied to all other IT assets in accordance this
policy. Tier 1, Tier 2 and Tier 3 IT equipment will be entered into the facility's EIL/SEIL
and included in the physical inventory process. The IT Custodial Officer is responsible
for ensuring such procedures are developed, documented and implemented.

d. Any issues associated with the implementation of these procedures are to be
brought to the attention of the IT inventory Controf Process Improvement Forum for
resolution

9. Geographic Management of IT Inventory items. |T equipment will be managed
geographically. A Memorandum of Agreement (MOA) will be established between the
hosting facility and each tenant organization. The MOA will specify the terms of the
tenant agreement, including inventory control responsibilities (i.e., that the hosting
facility will assume responsibility for inventory and control of afl IT equipment assets
within its physical domain). Such MOAs will be signed by the Facility Director and the
tenant organization. Exceptions to geographic management of IT equipment assets will
be documented in the MOA and approved by the IT Regional Director of the host
region. A copy of the MOA will be retained by the host Facility Director and the tenant
AQ.

10. Receipt of IT Equipment items.

a. When items are received by a Facility, but were not ordered by the Faciiity (e.g., in
the case of national, VACO and ViSN procurements),.it is the Program Manager's
(individual who ordered the itemn) responsibility to ensure that an advance copy of the
Purchase Order is provided to the AO at the receiving facility. When the item will be
managed by the receiving facility, the AO is responsible for netifying the Program
Manager of receipt of the item and normal Logistic Services transfer procedures apply.
Logistic Services is responsible for entering the item into the receiving facility’s
inventory tracking system; the facility will retain responsibility for the equipment through
end of use or until transferred in accordance with approved policy.

b. If the item will NOT be managed geographically (that is, the item will be entered
into the inventory tracking system and managed by the Program Office that ordered the
item), the following information will be provided by the receiving facility's AQO to the
Logistic Services Division that will be managing the EIL for the item:

(1) Receiving Report

(2) Nomenclature of the itemn

(3) Serial number

(4) Barcode Number
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of EiLs/SEIILs, information protection, and the procedures associated with loss of -
equipment. .Security parsonnel will be tralned in the integration of inventory control and
security activities, Those personne! without any direct inventory control responsibilities
will be provided familiarization training, mcludmg an overview of the inventory control
and accountability program, protectlon of sensitive information and associated
authorization/documentation requirements, hand receipt/loan form requirements, and
proper handlmg of movement mventory
o

b. All new personnel wu!l recewe trammg in their responsrbrlltres related to IT lnventory

control before accessing the IT system : -

7. Purchase of IT Equrpment Ifems.

- a. The Facility Director is responsible for ensuring that IT equipment items (Tier 1,
Tier 2 and Tier 3 IT Assets) are procured through a central[y managed process that
supporis the reqursrte |dentrf' catron and trackmg of IT equrpment :

b The procurement of ali l,T rtems WIH be coordlnated Wlth OE&T IT procurement
requirements are provided, by accessmg the, Ol&T Logistrcs Approvai Acquisition
Guidance site: http [lvaww.vhaco.va.goviitaae/,

c. For Trer1 and Tier 2 expendable equlpment rtems the procurement wﬂ! be
accomplished under the direction and control of OI&T. Such iterris will be entered into
the proper SEIIL and included in the physical mventory along with all other IT equrpment
items. . _ .

d. Any issues assoc:aled Wlth the rmpiementation of the procedures addressed in this
paragraph are to be brought 16 the attention of the facility’s [T Inventory Control Process
Improvement Forum for resolution. :

8. Purchase Card Use.

a. Purchase card ho!ders will not purchase IT equrpment w:th governmeni purchase
cards unless they are authorrzed Purchasing Agents and are authorized to make such
procurements. VHA Handbook 1730.1 provides the requirements associated with .
authonzmg the use of purchase cards.

b. The Facrilty Dlrectcr is responsmle for oversrght of procedures to ensure that 1T
items procured with purchase cards are entered into the inventory control system and
managed with the same diligence applied to all other [T assets in accordance with this
policy. Such items will be entered into the proper Eil/SE!IL and included in the physrca!
mventory along with all other IT equipment items. : .

c. Procedures must be rmp!emented to ensure nonexpendab|e T equrpment items,

fncludmg sensitive items regardless of cost and expendable IT items that must be
tracked due to their ability to store data electromcaliy, procured by authorized
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11. Software. Logistic Services tracks physical software assets with a procurement
value of $5,000 or more. The procuring program manager is responsible for assigning
and tracking licenses to ensure compliance with contract requirements; licenses for
software are managed by the procuring program manager using approved automated
tools. Facility {T support personnel are responsible for assisting the procuring program
manager with reconciliation and validation of license usage at the facility level.

12. Accountability - Loan Form/Hand Receipts.

e —g—AHand-Receiptfboan-Form-isrequired-for-att-Her--T-equipment-items whether——— ———
used on or off station. The VA Hand Receipt/Loan Form is also used to document
accountability for GFE assigned to individuals and signed by the individual in
accordance with VA's Riles 6f Behavior!, (Refer to the VA Handbook 6500 for
requirements associated with the removal of sensitive information from a VA facility.)

(1) AEMS/MERS provides the ability for authorized personnel to assign equipment to
an individual and produce the VA Hand Receipt/Loan Form. For facilities- using
AEMS/MERS, the IT Custodial Officer mist providé a delegation of duthority méemo to
VA personnel authorized to assign IT equipment to accountable individuals. VA
personnel so authorized will be granted access to options within the IT inventory
tracking menu associated with equipment assignment. The accountable individual will
electronically sign for receipt of the equipment. AEMS/MERS will automatically update
the equipment file to include the name of the individual that is accountable for the
equipment item.

(2) itis essential that the accountability information be maintained current and that
any reassignment of accountability for an equipment item to be entered into the system
at the time of transfer.

(3) For facilities not using AEMS/MERS, and for SEIIL items not entered into
AEMS/MERS, a hard copy of VA Form 887, VA Government Property Loan Form, will
be used to document individual accountability for Tier 1 GFE®, The form will be signed
by the individual to whom the item is assigned; the form is then retained by the IT
Custodial Officer. Again, the accountable individual is to be identified in the asset
fracking system as responsible for the given equipment item.

* In accordance with the Office of Management and Budget (OMB) Circular A-130, VA Handbook 8500, Appendix G,
provides VA's Rules of Behavior which must be signed annually by all VA employees who are provided access to VA
information or VA information systems (reference VA Handbook 6500, Appendix G, paragraph 2.8). One ofthe
provisions of VA's Rules of Behavior requires those assigned GFE for their exclusive use to sign accountability for the

item(s).

. ®Hard copy of the Loan forms may be obtained from: hitp://vaww.va.qovivaforms/ e
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b. Tier 1 equipment that is accessible by multiple individuals is to be assigned to the
supervisor (assigned asset owner) responsrble for the area in whrch the equipment is
located. If the equipment is used o support mult|ple departments the Facility Director
will identify the Supervisor. who wul be assigned asset owner responsrb:httes For those
facilities not using AEMS!MERS the assigned asset owner will sign the Hand .
Receipt/Loar Fom indicating accountability ot the e

c. Inthe event that different lndrvrduats are assigned accountabrllty for a single item
(e.g., individuals working different shifts using the same piece of equrpment)
AEMS/MERS will accommodate the assignment of equipment items to multiple
individuals, IT personnel authonzed by DOA memorandurn to loan equrpment are to
use the mulhple assrgnment capabrirty only’ when a limited number of specific individuals
have access to the equipment item, Otherwase the supervrsor will be identifled as the
individual accountable for thé item and can sub- recerpt the. rtem as requrred (e.g., fora
loaner laptop that is used by department personnel on travel),

d. All VA emp!oyees and non Govemment mdrvrduals who erl access the VA IT
system will be trained on the requrrement to comp!ete this form fully and the -
responsrbriltres assocrated wrth usmg VA IT property prror to accessrng the VA tT
system. . e ey

[T

-3 Indnnduais who have srgned hand recerpts for ET equipment wﬂi have adequate
access to inventory control records so that they can vairdate the accuracy of data
concerning the IT equipment assrqned to them. Local procedures will be estab!:shed 50
that employees can report errors in the inventory control records to the facmty sIT
Custodral Officer or destgnee . A

(1) If an rndrvrdua! rdentrf ies an eforin the inventory trackrng system with regard to
iterns assigned to the individual, the rndavrdual is to report the error in writing to the IT
Cusfodial Oﬁ"cer or de3|gnee o B . . .

@ Inventory conlroi record error reports w1|| be revrewed by the facrhty 81T Custodrat
Officer or designee, who will make drsposrtron WIthrn five days of receipt of the report.

(3) The mventory record wril be corrected as necessary wrthrn seven days of receipt
and verification of the inventory control record error report.

{4} The reporting employee will be notified of disposition and action taken within 10
days of submitting the inventory centroi record error report.

f. For IT equipment items entered into AEMS/MERS, the use of electronic signature is
approved for hand receipts. The individual asslgned responsibrirty for the equipment
ftemn erI be provrded a copy of the hand recerpt

For IT equipment rtems not entered into AEMS]MERS all srgned hand recerpts for
items assigned a2 CSN will be retained by the AO; all signed hand receipts for IT
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equipment required to be tracked but NOT assigned a CSN will be retained by the IT
Custodial Officer. The individual assigned responsibility for the equipment itern will be
provided a copy of the hand receipt.

h. The annual EIL/SEIIL inventories will include an audit of these forms and the
accurate documentation of the asset owner in the asset tracking system. The
AEMS/MERS system (or manual forms for IT items not entered into AEMS/MERS) will
be maintained and updated any time changes are made to the status of the equipment

ployee changes.

13. Tracking of IT Equipment. VA is dedicated to the protection of sensitive
information; the requirements associated with securing such information, including
encryption requirements, are documented in VA Diréctive and Handbook 8500. VA
must be able to account for all assets — especially those with electronic storage
capability. [t is therefore essential that the location of each itemn be documented
correctly in the asset trackinglinventory system.

a. There are two critical requirements associated with correct location zdentmcat:on

(1) First, each facility and each space in the facility must be assigned a unique
identifier — the Facility Director is responsible for ensuring that this requirement is met
and that the assigned unique identifier is prominently displayed and bar-coded at éach
location. Periodic inspection is required to ensure that correct signage and barcodes
are in place and in readable condition.

(2) Second, IT equipment is to be moved/relocated only by authorized IT personnel. .
When equipment is moved, the aithorized [T individual assigned to move the item will
scan the item and new location and will update the location file to reflect the new
location. This applies to both permanent relocation and temporary transfer of
equipment for such purposes as maintenance/repair.

b. For asset fracking purposes, |T equipment items are categorized into three tiers,
depending on the degree of risk they represent. The 3-tier structure is defined under
Definitions. The following paragraphs descnbe the tracking requirements associated
with each tier of IT assets.

(1) Tier 11T Assets - Because Tier 1 assets represent the highest risk to VA (in that
such devices are capable of storing data electronically and are portable), tracking of
these items must be considered a priority. These items must be hand-receipted and
inventory contro! records (including identification of the accountable individual) must be

maintained current.

(2) Each employee is responsible for ensuring that the required documentation (i.e.,
hand receipts/property passes/authorization to remove sensitive information) is in place
before equipment is removed from the facility. The Facility Director is responsible for
ensuring:
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(a} That adequate securrty measures are in place at the Faclhty entrances/exits to
validate authorizafion to remove IT items from the facility;

(b) That procedures are in place to ensure T equipment is refumed to the Facility's IT
support team for updates and scanmng in accordance with pohcy (E &. every 80 days at
a mlnlmum) and S . ‘ Coe :

(c) That procedures a'r.e-_i'h: place to_gbdat_e the ‘j_nye,n;tory recortt; each tinte the item is
returned for sewicefupdate

(3) Tier217 Assets Because ef their. ablllty to store data electronrcally, Tier 2 assets
must be c!oseiy monrtored Approved auto-discovery tools may be employed to verify
IT items connected to the network. The deployment of such tools will be coordinated by
OI&T. Again, any movement ofa Tier 2 asset will be accomphshed by IT personne! only
and the riew location will be recorded in the mventory tracking system upon completion
of the move.

(4) Tier 3 IT Assets - This final tier represents low risk {T assets such as monitors,
printers, and scanners that have no electronic data storage capability, The Tier 3
equipment items aré tracked and mventoned in the s&me manner as ncn-IT equipment,
However, again, only authonzed iT perscnnei are to movelrelccate IT assets and the
location file is to be maintained current. : . ‘

14. Use of AEMS/MERS. AEMS/MERS isthe current asset tracking system of record
and will constitute the baseline for migrating inventory data to the future enterprise asset
management system. If a facility does not have access to AEMS/MERS the Facility
Director is responsible for netrfymg Loglstlc Servrces at the sewrclng medical center
about the fack of access.. An MOU will be estabhshed with the servicing medical center
to define the level and scope of Logistic Servlces ‘support to be provided, including .
access to AEMS/MERS.

15, t't' Inventory Storage.
a. IT equipment storage Iocatrcns must be physrcalty secured under the same '-
guidelines as have been established for computer rooms/data centers by the National

Institute of Standards and Technology (NtST) and documented in VA Directivé and
Handbook 6500. _ . .

b. Access to these areas will be restricted to authorlzed iT staff with the written
approval from the IT Custodial Officer at each faciltty.
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¢. Workstations and associated peripherals connected to (and part of) an
organizational information system may be located in areas designated as publicly
accessible; in such cases, access to such IT equipment must be controlled in
accordance with VA Directive and Handbook 6500. Collaboration between IT and
Security is essential to ensure the protection of sensitive information in common access
areas.

d. Physical Security.

(T iraccordance with VA Handbook 6500; 5§TEq (o cal
System Security Plan (SSF). Part of the SSP is intended as a framework for identifying
a faci.lity’s phys{cal and procedural security needs and resolutions.

{(2) The IT Custodial Officer will provide a list of all [T storage areas to the FISO. This
list wil be updated as necessary to ensure it is maintained current.

(3)-Access to IT equipment storage locations-wili be provided to facility security-- — -
personnel to perform regular inspections. Security personnel will provide a Report of
Physical Security Inspection of IT Equipment Store Rooms fo the I T Custodial Officer at
the facility within 10 days of completing a physical security inspection. The report will
document corrective actions necessary to establish full compliance with appiicable
security regulations.

(4) The IT Custodial Officer will coordinate with the FISO fo develop a plan of action
to address IT-related security requirements identified in the SSP. (Note that this does
not mean that all identified requirements will need to be met in a prescribed manner.
The IT Custodial Officer may identify alternative measures to address concerns raised
by security. Security will have to approve such alternatives and validate that they
adequately address the security concerns in question.) The Plan of Corrective Action is
to be completed and forwarded for approval within 10 days of the IT Custodial Officer's
receipt of the 8SP. The plan will be approved by the Facility Director.

16. Property Passes. A Property Pass is required whenever property is removed from
a VA facility. The accountable individual will retain a copy of the form so that it may be
produced upon inspection (e.g., when leaving the VA facility). [Note: VA Form 887, Part
I1i, constitute the approved Property Pass. AEMS/MERS may be used to produce the
Property Pass,; facilities using other inventory tracking systems may download VA Form
887 from the VA Forms website.] Facility Directors will implement procedures to ensure
that Property Passes are verified at the facility exits before equipment is taken out of the
facility.

17. Sensktive Information Used Qutside the Facility.

a. VA sensitive information must be in a VA protected environment at all times and
must be encrypted in accordance with the requirements of VA Directive and Handbook
6500, The FISO must approve the protective conditions being employed.
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b. In accordance with VA Directive and Handbook 6500, written approval must be
obtained from the VA supervisor, Privacy Officer and FIS0 befare sensitive information
is removed from VA facilities.: This requirement applies to all Department staff, .
contractors, business partners, or any person who has access to and stores VA -
information.

18. EIL/Sensitive Expendable IT Items Listing (SEIIL).

a. AllIT nonexpendable equipment items, including sensitive IT equipment regardiess
of cost (that s, all IT items assigned a CSN), will be entered into the EIL by Logistic
Services. The IT EIL will begin with the 78 series followed by one or two. additional
characters either alpha and/or numeric to indicate the appropriate ass:gned EIL. Note:
It is required that all of VA utilize the Standardized EIL Department Numbers. The iT
EiL will begin with the 78 series foilowed by one or two additional characters either
alpha and/or numeric. The Consolidated Memorandum Receipt (CMR) can accept four
characters for the purpose of IT equipment service use identification, example 7820
would represent [T equrpment (78) used by Medrcal Semce (20) by ccmbmmg EIL
Department numbers - T T 4

b. Fcr Trer‘l and Tter 2 sensrtwe rtems not tracked by Loglstlc Servrces (not assigned
a CSN), and not entered into AEMS/MERS by chlstrc Services, IT will establrsh a
tracking system (i.e., the SEIIL) to ensure all such items are documented, assigned and
tracked with the same diligence applied to all other IT equipment items.

c. In accordance with estab!rshed chlstrcs pclrcy, the IT Custodial Officer at the
facllity will assume respcnsrbiirty for assigned IT. property by personally signing the
EIL/SELIL. In signing this receipt, the IT Custodlal Officer certifies that all assigned IT
property, including VA-owned, leased, loaned, or donated listed on the EIL!SEIIL is
present and acccunted for as of the glven date .

d. Additions to, or de!eticns frcm, the EILISEHL'iﬁéde éﬁbcequent to the daté of
signature will be supported by. the appropriate signed documentation in accordance with
requirements of this handbook. . o

18, Potentlal Lcss of Sensitrve Information Speclal requarements apply when there
is a pctenttal loss of sensitive information. Whenever an individual identifies that a Tier
1 orTier 2 equrpment ttem cannot be accounted for, and there exrsts a potential for loss
of sensitive data, the issue wr!l be reported rmmedrately, W|th|n 59 minutes of the
detection of the potential loss, to the FISO, the Privacy Officer and the [T Custodial
Officer. (Reference OMB memo M-06-19.) The Facility Director will ensure that this
requirement is prominently displayed throughout the faciiity and that contact information
for the FISO and IT Custodial Officer is provided to all facility personnel.

1-20




JULY 10, 2009 _ VA Handbook 7002
Appendix |

20. Conduct of Physical Inventory.

a. The AO will schedule ElLs for physical inventory once per year. The IT Custodial
Officer will schedule SELs for physical inventory once per year.

b. Facilities will employ perpetual inventory practices for IT equipment assets. This
means barcode scanning to update location data each time IT equipment iterns are
moved and scanning [T equipment in batches throughout the year using an organized,

systematic scanning process

c. Facilities will employ inventory by exception practices for the conduct of required
physical inventories. For inventory purposes, an item will be considered accounted for if
it has been physically identified and the location has been scanned into the inveritory
tracking system within a year prior to the date of the current inventory event.

d. Custodial Officer responsibilities associated with the conduct of required
inventories, the timelines associated with the conduct and reconciliation of required
inventories, and the post-inventory verification requirements addressed elsewhere in the
handbook apply. '

e. Auto-discovery tools can register the existence of an asset connected to the
network, but this is not considered physical verification of the asset’s location. ltems
must be physically verified to be considered ‘accounted for' for physical inventory
purposes. Exceptions to this rule may be approved by the Regional CIO and Regional
ISO for specific auto-discovery tools and specific IT equipment items. Exceptions will
be documented by the Regional ClO and signed by the Regional ClO and Regional
ISO; a copy wili be provided to the Facility Director and IT Custodial Officer before
inventory by auto-discovery is implemented at the facility,

21. Unaccounted for ltems,

a. The Reportt of Survey program for items not accounted for is managed by Logistics
Services and is described elsewhere in this handbook. Special requirements apply
when there is a potential loss of sensitive information. These requirements are covered
in VA Handbook 6500.

b. The IT Custodial Officer has the responsibility to initiate Reports of Survey foriT
items that are unaccounted for, either during the inventory process, or when an item is
reported as missing. Logistics Services will keep the IT Custodial Officer informed of
progress on ROS activities associated with the resolution of unaccotnted for IT
equipment items.

¢. IT items on ROS must be resolved within 60 days of initiation of the ROS process
for the ‘unaccounted for' item. Any exceptions fo this time requirement (e.g., due to the
necessity for police involvement in the investigation) will be documented in a pian of
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action that details the plan for ROS resolution. The plan of action will be approved by
the Facility Director.

22. Disposition of Unrequired Prfopertf.

a. There are numeroys regulations that apply to the disposition of unrequired
equrpment (refer to VA Handbook 7348). From an |T perspective, the risk of inadvertent
loss of sensitive data drives the need to secure electronic storage devices through the
full sanitization process.

b. IT equlpment will be turned in to Logistics Services for disposition at end of service
life. However, itis IT's responsrblhty to ensure that the equipment dehvered for
disposition contains no sensitive data. - [T is thus responsrble for securing devices
awaiting sanitization and performmg requ;red sanltrzatlon procedures before an iT item
is turned over to Logistics Services for dlsposltlon Refer to the VA Handbook 6500 for
electronic sanitization procedures

c. Loglstrcs Ser\nces wiIE provrde wrrtten documentat:on to the IT Custodral Officer
- certifying receipt of the turned-in equipment. As addressed elsewhere in {hls
Handbook, Logistics Services is responsible for management of the asset, including
removal from mventory and disposal, upon turn-in by IT.

d. Al emp!oyees are to be tremed in procedures assocrated wrth returning unneeded
equipment and completlng the associated documertation. This includes the completion
of Part || of VA Form 887 as required to document the safisfactory return of equipment.

23. Overslght en_d Complrance_.

a, The VA CIO is responsible, at the Depariment level, for ensuring the integrity and
security of VA's [T assets, including physical inventory as well as data protection and
the sanitization of data when IT resources are retired from service. Responsible for IT
operations and maintenance, the VA CIO will monitor, review, and evaluate compiiance

with this policy.

b. Repoﬂing. The VA CIO will establish petiodic and recurring reporting requirements
associated with the status of IT inventory controf and implementation of this policy.
Reporting requirements will be provided to Faciiity Directors, the Nefwork ClOs and
Facility Senlor T Officials by the RILO; facilities will submit reports through their RILO
for compt!atron and ana[yms by the |TAAG Summary reports will be submitted to the
VA CIO via the Executive Director, OI&T Field Operations and Development

¢. Office of IT Oversight and Compliance.
(1) The VA CIO establlshed the Office of IT Oversight and Compliance (ITOC) in

February 2007. The mission of the VA ITOC is to ensure the effective management of
VA information. As such, this office provides independent, objective, and consistent
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assessment services in the areas of cyber security, privacy, records management and
physical security, The goal is to ensure the protection and integrity of sensitive VA data
through the consistent application of VA policies and regulations and full compliance
with established regulations. The three areas of focus established for the 1TOC are as
follow:

(a) Compliance. Initial emphasis will be placed on éreas of known weakness (i.e.,
those that have led to low FISMA scores). This includes compliance with; NIST SP

e 800:63 security confrols; VA OIG 17 requrring audit findings; Certification &

accreditation PIans of Actions and IVlil"eston—(es PO‘K&M‘)‘MﬁﬁTGﬂﬁé‘aﬁMﬂES

required to address identified deficiencies are described in this Handbook. As such,
compliance with the requirements herein will be assessed through scheduted and
unscheduled audits,

{(b) Remediation. The intent of the ITOC initiative is to ensure the establishment of
standardized, sound information management practices. As such, the lessons learned
during the audit process will be used to define best practices which will be made
available to facilities. In addition, a community of practice will be established to promote
collaboration and standardization. The objective is to ensure that the right people have
the right information when they need it so that VA becomes a model for information
management and security.

(c) Audits. Audits will be conducted at all VA facilities and support facilities, including
medical centers, outpatient clinics, Vet Centers, regional offices, cemeterles, program
offices, data centers, off-site storage facllities and media destruction vendors.

(2) Emergency Response. VA ITOC has established an Emergency Response Team
(ERT) to help coordinate activities required to address critical incidents.

(3) Arifacts, Audit activities related fo compliance with this policy will include
interviews, physical inspections and documentation reviews. The artifacts that will be
reviewed during the Inventory Control portion of the audits inciude: ElLs; ROS file;
Loan Forms/Hand Receipts; documented procedures, training records, roles and
responsibilities and delegations of authority; proceedings from collaboration sessions;
sanitization records; and other products documerting compliance with this policy. In
addition, there will be additional areas audited by ITOC to ensure assessment of all of
the areas of information control (e.q., verifying that laptops are encrypted, patched, and
have latest antivirus software; conducting vulnerability scanning). ITOC will be
developing and disseminating checklists and process guides to support the facilities in
preparing for audits,
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