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The Honorable Carolyn N. Lerner 

I have reviewed the report and action plan and concur with the findings, 
conclusions, and corrective actions. The Veterans Health Administration will monitor 
the implementation of corrective actions. Thank you for the opportunity to respond to 
these issues. 

Sincerely, 

Enclosure 



OFFICE OF THE SECRETARY 

Report to the 
Office of Special Counsel (OSC) 

OSC File Number DI-13-0603 

Department of Veterans Affairs 
VA Sunshine Healthcare Network 

Veterans Integrated Service Network 8 
140 Fountain Parkway, Suite 600 

St. Petersburg, FL 33716 

Veterans Health Administration 

Washington, DC 

Report Date: May 10, 2013 

Any information in this report that is the subject of the Privacy Act of 1974 and/or the Health 
Insurance Portability and Accountability Act of 1996 may only be disclosed as authorized by 
those statutes. Any unauthorized disclosure of confidential information is subject to the criminal 
penalty provisions of those statutes. 
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• Controlled Substance Inspectors could not describe how to properly conduct a pharmacy 
inspection even after being shown the inspection form they completed. 

The Board did not review inspection reports or dispensing and administration of controlled 
substances in the inpatient setting, and therefore, cannot conclude if an increased risk exists 
therein. 

Summary of Recommendations 

1. The West Palm Beach VAMC pharmacy staff must immediately cease returning medications 
to stock that have been previously issued to patients or returned in the mail, and the Chief of 
Pharmacy must develop a system of review to ensure employees are following policy. 

2. The West Palm Beach VAMC Chief of Pharmacy must develop a system that tracks chain of 
custody of returned controlled substance mailed packages from the warehouse to final 
disposition (e.g., destroyed or re-mailed to the patient) on one log versus two separate logs. At 
minimum, this log should include: date received in warehouse and signature of warehouse staff; 
U.S. Postal Service tracking number; date warehouse delivered to pharmacy and signature of 
pharmacy staff receiving; patient name; prescription number; drug/strength/quantity; and date of 
disposition and final disposition (written up for destruction or re-mailed to the patient). Chief of 
Pharmacy must develop a quality measure that includes physical review on an ongoing basis to 
ensure process is working and staff is following proper procedure and time frames. 

3. The West Palm Beach VAMC pharmacy staff must immediately stop the process of using "do 
not count" containers and ensure all medications stocked in the vault are included in the 
inventory. 

4. The West Palm Beach VAMC Chief of Pharmacy must put into place a system of physical 
review and spot checks of the inner vault, vault inventory, and procedures by a supervisory 
pharmacist. 

S. The West Palm Beach VAMCChiefofPharmacy must put into place a system of 
measureable, ongoing competencies that will demonstrate that technicians, pharmacists, and 
supervisors involved in controlled substance accountability and dispensing, receive adequate 
training and know and follow VHA policy and Drug Enforcement Agency regulations for 
controlled substance management. 

6. The West Palm Beach VAMC Chief of Pharmacy must require staff to identify and report 
processes that are not in compliance with policy and develop a positive culture where staff can 
question practices without fear of reprisal. 

7. The West Palm Beach V AMC human resources office should provide training to pharmacy 
managers on procedures for detailing staff. 

8. The West Palm Beach V AMC Director must ensure CSC is knowledgeable regarding all the 
requirements of the controlled substance inspection program. 
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9. The West Palm Beach V AMC Director must ensure the controlled substance inspectors are 
properly trained and competent to perform inspections. 

10. The West Palm Beach VAMC CSC should cease conducting all inspections himself every 
other month and instead use inspectors. 

11. The West Palm Beach V AMC Director and Chief of Pharmacy should heighten awareness 
about diversion and empower staff to question and report any suspicions in a non-punitive 
culture. There is still a need to verify processes in a trusting culture as this is a high risk area. 

12. The West Palm Beach VAMC Director should consider the need for Pharmacy Benefits 
Management staff to provide on-site training for pharmacy and inspection program staff on the 
management of controlled substances and the controlled substance inspection program. 

13. Appropriate disciplinary or other administrative action should be considered with respect to 
the West Palm Beach V AMC Outpatient Pharmacy Vault Technician for not following medical 
center policy and to the West Palm Beach VAMC Outpatient Pharmacy Supervisory Technician 
for not following medical center policy and to the West Palm Beach VAMC Chief of Pharmacy 
for not providing adequate supervisory oversight of the vault activities and not following VA­
AFGE Master Agreement for employee details. 
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Specific items the Board substantiated that increase vulnerability are: 

• Inadequate accountability for returned medication; 
• Returned medications are not processed for destruction in a timely manner and do not 

follow a clear chain of custody; 
• The excessive length of time it took to correct a problem once identified; 
• The existence of "do not count" bottles was identified to pharmacy management on 

October 30,2012, but was not appropriately processed until December 1, 2012. In 
addition, no one from pharmacy management went into the vault and physically viewed 
the bottles or questioned what was occurring; 

• Existence of stock ("do not count" bottles) not included in the inventory; 
• Actual physical counts are not completed as part of the 72-hour inventories; 
• Pharmacist oversight of receipt of controlled substances; 
• Pharmacy staff do not question things that should not be occurring; 
• Pharmacy staff and the CSC do not believe that anyone would divert a medication; 
• The CSC was not aware of all the requirements in the VHA Handbook for the inspection 

program; and 
• CSis could not describe how to properly conduct a pharmacy inspection even after shown 

the inspection form they completed. 

The Board did not review inspection reports or dispensing and administration of controlled 
substances in the inpatient setting, and therefore, cannot conclude if an increased risk exists 
there. 

Summary of recommendations based upon the above-stated conclusions: 

1. The West Palm Beach Pharmacy staff must immediately cease returning medications to stock 
that have been previously issued to patients or returned in the mail, and the Chief of Pharmacy 
must develop a system of review to ensure employees are following policy. 

2. The West Palm Beach Chief of Pharmacy must develop a system that tracks chain of custody 
of returned controlled substance mailed packages from the warehouse to final disposition (e.g., 
destroyed or re-mailed to the patient) on one log versus two separate logs. At minimum, this log 
should include: date received in warehouse and signature of warehouse staff; UPS tracking 
number; date warehouse delivered to pharmacy and signature of pharmacy staff receiving; 
patient name; prescription number; drug/strength/quantity; and date of disposition and final 
disposition (written up for destruction or re-mailed to the patient). Chief of Pharmacy must 
develop a quality measure that includes physical review on an ongoing basis to ensure process is 
working and staffis following proper procedures and timeframes. 

3. Immediately stop the process of using "do not count" containers and ensure all medications 
stocked in the vault are included in the inventory. 

4. The Chief of Pharmacy must put into place a system of physical review and spot checks of the 
inner vault, vault inventory, and procedures by a supervisory pharmacist. 
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Summary of corrective actions taken based on the above-stated recommendations: 

I. The West Palm Beach pharmacy staff must immediately cease returning medications to stock 
that have been previously issued to patients or returned in the mail, and the Chief of Pharmacy 
must develop a system of review to ensure employees are following policy. 

a. On January to, 2013, the AIB concluded its on-site work. On January 11,2013, the 
Pharmacy Chief was detailed out of the role pending the outcome of the investigation. He was 
provided a formal detail memo reflecting the change. His office space was formally relocated to 
the 2nd floor and his pharmacy access was removed. The Associate Chief of Pharmacy from 
Orlando was detailed to the West Palm Beach V AMC from January 22, 2013, through 
March 22, 2013. He effectively assessed the highest priority items, developed the necessary 
infrastructure to allow sustained improvement, and developed the Associate Chief of Pharmacy 
at the West Palm Beach VAMC to prepare her to assume leadership when he departed on 
March 22,2013. 

b. On January 14, 2013, Outpatient Pharmacy leadership including the Associate Chief of 
Pharmacy and the Outpatient Pharmacy Supervisor were furnished with applicable VHA 
Handbooks (1108.01 and 1108.02) and local policies related to appropriate management of 
controlled substances and were verbally instructed to review these documents as well as 
complete Talent Management System-based controlled substance training to ensure that policies 
are being followed. By January 22, 2013, both the Outpatient Pharmacy Supervisor and the 
Associate Chief of Pharmacy were given memos outlining these assignments and were given 
until January 31,2013, to complete the work. Both the Outpatient Pharmacy Supervisor and the 
Associate Chief of Pharmacy formally completed the work on time and signed a memo reflecting 
completion on January 31,2013. 

c. Between January 18, 2013, through January 25, 2013, all Outpatient Pharmacy Pharmacists 
and all Outpatient Controlled Substance Technicians were furnished with VHA 
Handbook 1108.01 and local policies related to appropriate management of controlled 
substances. All Outpatient Pharmacy Pharmacists and all Outpatient Controlled Substance 
Technicians received this information both verbally and in a memo outlining these assignments. 
All staff provided a memo back to the Associate Chief that assignments were completed by 
February 8, 2013. 

d. The ability to perform a return to stock was removed from all Outpatient Pharmacy 
Controlled Substance Technicians. Only the Outpatient Pharmacy Supervisor and Lead 
Pharmacist perform this function. Medications that are returned from the patient or via the mail 
are processed for destruction and never returned to stock. Medications that are returned to stock 
are only those medications that never left the Outpatient Pharmacy. 

All above actions have been completed and are currently in place as stated. 

2. The West Palm Beach Chief of Pharmacy must develop a system that tracks chain of custody 
of returned controlled substance mailed packages from the warehouse to final disposition 
(e.g., destroyed or re-mailed to the patient) on one log versus two separate logs. At minimum, 



this log should include: date received in warehouse and signature of warehouse staff; UPS 
tracking number; date warehouse delivered to pharmacy and signature of pharmacy staff 
receiving; patient name; prescription number; drug/strength/quantity; and date of disposition and 
final disposition (written up for destruction or re-mailed to the patient). The Chief ofPharn1acy 
must develop a quality measure that includes physical review on an ongoing basis to ensure the 
process is working and staff is following proper procedure and timeframes. 

a. On February 7, 2013, the Acting CSC, Acting Chief of Pharmacy, and Acting Chief of 
Logistics revised the current Pharmacy Service Policy to improve documentation of the chain of 
custody of returned controlled substance mailed packages. Logistics and Pharmacy have 
maintained separate logs, but the two documents are reconciled and saved in their respective 
services for audit. After a more thorough review of the AlB findings received on 
February 25,2013, Pharmacy and Logistics are in the process of creating one log that will be 
used to track the chain of custody of returned controlled substance mailed packages from the 
warehouse to its final disposition. This was concluded April 9, 2013. 

b. The CSis will verify the use of a single log and reconciliation of information on the single log 
during their monthly unannounced controlled substance inspection of the outpatient vault. The 
CSis will also verify the final disposition of any medications documented as "destroyed" on this 
log. The Acting CSC has included this reconciliation as a part of the checklist to be completed 
by the CS!s, and will also track the information in the CSC monthly report to the quad. This 
process is effective and in place as of April\\, 2013. 

c. In order to safe guard against controlled substances being returned by means outside of the 
logistics/pharmacy chain of command, on January 31,2013, pharmacy distributed 
correspondence electronically to all pharmacy staff, medical staff, Facility Service Chiefs, 
Medical Service Chiefs, Nursing Service, and Leadership rescinding the local standard operating 
procedure titled "Return of Controlled Substances to Pharmacy for Destruction." All actions 
have been completed and are currently in place as ofJanuary 31, 2013. 

All actions have been completed and are currently in place as stated. 

3. Immediately stop the process of using "do not count" containers and ensure all medications 
stocked in the vault are included in the inventory. 

a. The use of"do not count" containers does not adhere to VAMC policy. 

b. On January 15,2013, during a \DO-percent count of the outpatient pharmacy vault stock 
completed by VISN 8 PBM, Acting CSC, Associate Director, Acting Chief of Pharmacy, and 
outpatient pharmacy management team members, the VISN 8 PBM trained all attendees on the 
appropriate marmer in which to conduct a 72-hour count. The VISN PBM also trained attendees 
on who is appropriate to complete the 72-hour count. 

c. On January 15, 2013, the use of"do not count" containers was immediately stopped. 
Seventy-two hour counts were being overseen by pharmacists, not pharmacy technicians. 

-- ·-- ····--·- -----·- --- ----!6 __ _ 



d. CS!s are conducting inspections within the vault and verifying that "do not count" containers 
are not in use. This process is effective and in place as of January 10,2013. 

All actions have been completed and are currently in place as stated 

4. The Chief of Pharmacy must put into place a system of physical review and spot checks of the 
inner vault, vault inventory, and procedures by a supervisory pharmacist. 

a. On January 15, 2013, the Outpatient Pharmacist Supervisor began participating in the 72-hour 
count of the outpatient pharmacy vault to ensure that procedures are being followed. The 
Outpatient Pharmacist Supervisor participates in the 72-hour inventory on Tuesdays and the 
Lead Pharmacist participates on Fridays. There is one designated back-up pharmacist who 
participates in the 72-hour inventory if the Outpatient Pharmacist Supervisor or Lead Pharmacist 
is on leave for their assigned day. 

b. All 72-hour inventory discrepancies are immediately reported to the Chief of Pharmacy. 

c. On January 18, 2013, Outpatient Pharmacy Vault Technicians were re-aligned under the 
Outpatient Pharmacist Supervisor from the Pharmacy Technician Supervisor. 

All actions have been completed and are currently in place as stated 

5. The Chief of Pharmacy must put into place a system of measureable, ongoing competencies 
that will demonstrate that technicians, pharmacists, and supervisors involved in controlled 
substance accountability and dispensing receive adequate training and know and follow VHA 
policy and DEA regulations for controlled substance management. 

a. VHA Handbook II 08.0 I and local policies related to the management of controlled 
substances have been provided to all technicians, pharmacists, and supervisors working in the 
outpatient pharmacy vault. Confirmation memos were received from all staff that assigmnents 
were received and read. Pharmacy will update annually and include in the individuals 
competency folder. 

All has been completed and is in place as stated 

6. The Chief of Pharmacy must require staff to identify and report processes that are not in 
compliance with policy and develop a positive culture where staff can question practices without 
fear of reprisal. 

Action in this regard is pending. 

7. Human resources should provide training to pharmacy managers on procedures for detailing 
staff. 

a OnAprill8, 2013, human resources provided this training to pharmacy managers on 
procedures for detailing staff. 



All training has been completed as stated. 

8. The medical center director must ensure the CSC is knowledgeable regarding all the 
requirements of the controlled substance inspections program. 

a. On January 11, 2013, the CSC was detailed out of the CSC role and a Registered Nurse was 
identified as Acting CSC. On January 15, 2013, the Acting CSC was formally detailed into the 
position and dedicated to the esc role 50 percent of the time. 

b. On January 14, 2013, the Associate Director provided the Acting CSC a list of all VA 
directives and medical center and service policies related to controlled substances and 
communicated the expectation that the Acting CSC would complete Talent Management 
System-based CSI and CSC training. On January 16,2013, the Acting CSC confirmed 
completion of the Talent Management System-based training and reviews of all applicable 
documents as described above. 

c. As of April 5, 2013, the Acting CSC remains in the role and has expressed interest in the role 
being a permanent collateral duty. Upon completion of the AIB/OSC review, a permanent CSC 
will be announced and selected. 

All actions have been completed and are currently in place as stated. 

9. The medical center director must ensure CSis are properly trained and competent to perform 
inspections. 

a. On January 18, 2013, the Acting CSC was charged with re-training the existing CSis and 
solicited for new CSis to expand the pool. With one exception, the existing CSis completed 
Talent Management System-based CSI training by January 31, 2013. One remaining existing 
CSI completed the training on February 20,2013. All existing CSis also received face-to-face 
training with the Acting CSC on January 18,2013. 

b. By January 31, 2013, the Acting CSC chose 3 additional CSis. All completed their Talent 
Management System training on February 1, 2013, and had a 4-hour face-to-face orientation 
with the Acting CSC on February 15,2013. 

c. The Acting CSC participated in controlled substance inspections with all ofthe existing and 
new CS!s during February and March 2013 to assess competencies. In addition, the new CSis 
have completed at least one inspection with an experienced CSL 

d. The Acting CSC has developed a competency form and documented competencies on all 
current CSis. This competency form "'ill be maintained by the Acting CSC and updated 
annually. 

All actions have been completed and are currently in place as stated. 

10. The CSC should cease conducting all inspections himself every other month and instead use 
inspectors. 

rs----
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Attachments 

(!)Medical Center Memorandum 548-119-335 dated, April?, 2012. 
(2) FDA's Compliance Policy Guidance CPG Section 460.300 on Return of Unused Prescription 
Drugs (January 2010). 
(3) VHA Handbook 1108.0 I and .02, Controlled Substances (Pharmacy Stock). 
( 4) VA Handbook 7002, Logistics Management Procedures. 



DEPARTMENT OF VETERANS AFFAIRS 
MEDICAL CENTER 
WEST PALM BEACH, FLORIDA 

MEDICAL CENTER MEMOIU\NDUM 
NUMBER: 548-119-335 
APRIL 7, 2012 

CONTROLLED SUBSTANCES, STORAGE, DISTRIBUTION, ADMINISTRATION AND 
ACCOUNTABILITY 

1. PURPOSE: To establish a system that maintains 
accountability for the ordering, dispensing, administration and 
inventory of controlled substances. 

2. POLICY: All controlled substances are delivered directly to 
the Pharmacy Service in unopened containers from the Prime Vendor 
or from VA Warehouse Staff. The opening and acknowledgment of 
receipt of CII-CV drugs will be performed in the pharmacy and 
witnessed by the Accountable Officer (AO). Note: Methadone is 
received by the Accountable Officer and a Registered Pharmacist. 

A. All controlled drugs issued to the pharmacy are received 
in the inpatient main pharmacy vault by the pharmacy controlled 
substances technician or designee. Methadone will be signed for 
by the inpatient pharmacy supervisor or pharmacist designee. 
These drugs are dispensed from this vault upon receipt of an 
order, to the outpatient vault, pharmacy PYXIS or PYXIS machines, 
nursing units, and medical center clinics. 

B. Only a practitioner who is credentialed and privileged 
at the west Palm Beach VAMC and who is authorized by VA 
Regulation and Federal Law, may prescribe controlled drugs for 
patients in the course of his/her practice. Fee basis physicians 
who are authorized by individual DEA licensure to prescribe 
controlled substances may prescribe controlled substances to 
their VA Fee Basis patients. 

(1) Inpatient 
(a) Schedule II narcotics will be ordered through 

CPRS using authorized provider's electronic signature. Orders 
for Schedule II narcotics will be written for a period not to 
exceed 72 hours, (provider may specify up to 14 days without 
renewal in Extended Care and Blind Rehab) . 

(b) Schedule III through V controlled substances 
will be ordered through CPRS, using the authorized provider's 
electronic signature. These drugs will be written for a period 
not to exceed 7 days, (provider may prescribe up to 30 days 
without renewal in Extended Care and Blind Rehab). 

------------------~(=2~)-- Outpatient 



(a) Schedule II controlled substances will be 
ordered on VA form 10-2577F and entered electronically through 
CPRS using the authorized provider's electronic signature. These 
drugs will be written for a period not to exceed 30 days with no 
refills. 

(b) Schedule III through V controlled substances 
will be ordered via CPRS, using electronic signature. 

C. The Electronic Medical Record (EMR) blocks midlevel 
providers (ARNP, CNS, PharmD, PA) from being the issuing 
provider/signer for all controlled substance orders. However, 
midlevel providers are allowed to electronically assign the name 

' of a provider legally allowed to write and sign for controlled 
substances. This process is done via CPRS GUI. This order will 
then require the electronic signature of the legally responsible 
provider and will not have active status until said signature is 
completed. 

D. Only licensed personnel whose scope of practice, duties 
and responsibilities include medication administration may 
administer controlled substances. 

E. Administration of controlled substances will be in 
compliance with general medication guidelines and hospital 
policies. 

3. PROCESS: 

A. Definition: A controlled substance is any drug, which 
falls under the jurisdiction of the Controlled Substance Act. 
These drugs are categorized in accordance with their potential 
for abuse and are divided into five schedules. Examples of 
medications in each category include the following: 

(1) Schedule II 
(a) Narcotics: Cocaine, codeine, hydromorphone, 

fentanyl, alfentanil, sufentanil, levorphanol, meperidine, 
morphine, opium products, methadone, and oxycodone with 
acetaminophen. 

(b) Stimulants: Dextro-amphetamine and 
methylphenidate 

(c) CNS Depressants: Secobarbital 

(2) Schedule III 
(a) Narcotics: Acetaminophen with codeine 

(Tylenol No.3®), paregoric, dronabinol 



(b) Non-Narcotics: Pentothal and Anabolic 
Steroids (Methyl testosterone, Testosterone Enanthate Inj., and 
Testosterone Cypionate Inj.), Pentobarbital, Testosterone gel, 
Testosterone patch 

(3) Schedule IV Non-Narcotics: Alprazolam, chloral 
hydrate, chlordiazepoxide, diazepam, clonazepam, paraldehyde, 
phenobarbital, temazepam, clorazepate, lorazepam, and midazolam 

(4) Schedule V Drugs in this schedule include 
Diphenoxylate and atropine tablets and liquid, Gua~£enes1n w~th 
Codeine Elixir 

(5) Ethyl Alcohol 

B. Receipt in Pharmacy: 

(1) All controlled-substances will be received by the 
pharmacy controlled substance technician or designated backup 
into the main pharmacy vault, located in the inpatient pharmacy. 

(2) Upon receipt of Schedule II controlled substances, 
the inpatient controlled substance technician or backup will, 
along with the accountable officer from the Logistics Service 
will open, inspect, and verify the contents and quantities of 
narcotics received either from the Prime Vendor or directly from 
a company. VISTA will provide a copy of the invoice received and 
will be given to the accountable officer from Logistics to verify 
against wholesaler receipt (DEA 222 form) . 

(3) Orders of CII- CV's are received and checked in by 
the AO and the Controlled Substance Technician. Orders will be 
entered into VISTA perpetual inventory by the back up or 
designee. Note: Methadone is received by the Accountable Officer 
and a Registered Pharmacist. 

(4) Controlled substances needed to meet the 
prescription requirements in the outpatient pharmacy, will be 
ordered by the technician in charge of the outpatient vault 
through a "priority" e-mail and transferred to the outpatient 
vault. 

C. Storage: 

( 1) Pharmacy 
(a) The bulk of the controlled substance stock 

will be stored in the main vault located in the inpatient 
pharmacy. Access to the inner portion of this vault should be 
limited to the .inpatient pharmacy controlled substances 
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technician, his/her designated backup, the Chief of Pharmacy, 
the inpatient pharmacy supervisor and the inpatient pharmacy 
technician supervisor. The vault will be locked from 6:00pm 
(1800) to 6:30am (0630) on weekdays and will not be opened on 
weekends. 

(b) A working stock of controlled substances will 
be kept in the vault located in the outpatient pharmacy. Access 
to the inner portion of this vault will be limited to the 
controlled substances, Lead technician, assigned pharmacist, 
outpatient controlled substances technician(s) and his/her 
designated backup, the Chief of Pharmacy, the outpatient pharmacy 
supervisor, and the outpatient technician supervisor. The vault 
will be locked at 5:30pm (1730) to 6:00am (0600) on weekdays and 
will not be opened on weekends. 

(c) A small stock of those controlled substances 
that are likely to be requested during off tours, (those tours 
between 6:00pm and 6:30am during the week, and all weekend tours) 
will be stored in an automated narcotic-dispensing machine 
(PYXIS), located in the inpatient pharmacy. 

(2) Areas Outside of the Pharmacy: 
(a) All scheduled drugs are stored in an automated 

narcotic dispensing machine, in a double locked drawer of a unit 
dose medication cart, or in a double locked cabinet. 

(b) All controlled drugs (Schedule II through V) 
not stored in an automated dispensing machine (Pyxis) will be 
counted and certified correct by the oncoming and off going 
licensed professional staff on each tour of duty. Both staff 
members performing the count will sign and.date the VA form 10-
1043 or equivalent (electronic green sheet) . On those nursing 
units that have an automated dispensing machine, weekly 
inventories will be conducted by assigned nursing staff. 

(c) The keys to the medication carts and/or 
medication room are kept in the possession of authorized 
personnel or in the PYXIS system and must be on the unit at all 
times. 

D. Ordering of Controlled Substances: All controlled 
substance stock for nursing units, clinics, and the Nursing Home 
Care Unit (NHCU) not found in the PYXIS machine will be ordered 
by nursing personnel through the VISTA Controlled Substances 
Package. The controlled drugs will be ordered by 0900, for 
delivery the same day by pharmacy. Those controlled substances 
found in the PYXIS machines will be automatically replenished by 
pharmacy. The' unit nurse manager is responsible for maintaining 
minimum, appropriate amounts of controlled substances on his/her 
unit. 

E. Dispensing of Controlled Substances: 



(1) Outpatients 
(a) The person filling each Class II prescription 

will draw a line diagonally across its face. Each controlled 
substance (C-II, C-III, C-IV and C-V) prescriptions will be 
double counted. The person filling the prescription will write 
the date, count, manufacturer, expiration date and his/her 
initials on the back of a C-II prescription and on the "check 
slip" for a C-III, C-IV and C-V prescription. The person doing 
the double count will write his/her signature on the face of the 
C II prescription and his/her initials on the "check sl1p" for a 
C-III, C-IV, c-v prescription. Those controlled substances that 
have been prepackaged will be double counted at the point of 
prepackaging. A registered pharmacist will check all 
prescriptions filled in the pharmacy prior to dispensing. 

(b) After the prescription is filled/checked, the 
pharmacist who checked it will take the sealed bag to the Pyxis 
at the pick-up window. He/she will put the bag into the Pyxis 
using the "Return Function", entering the patient's full name and 
designating the proper drawer where it is to be place. If the 
patient's name cannot be found, the patient will then be entered 
manually into Pyxis and a unique identifier will be automatically 
created. Each patient must be entered individually. 

(c) Pharmacy staff will verify the identity of the 
person picking up the outpatient controlled substance 
prescription by means of the patient's full social security 
number and either the patients VA card or a picture ID, such as a 
driver's license. The patient or his agent must sign the 
prescription-filling document as proof of the patient receiving 
the drug. 

(d) Any controlled substance prescription awaiting 
patient pickup will be locked in a PYXIS in the pharmacy pick up 
area. If the patient has not picked up his prescription by 
5:30pm (1730), the prescription will be taken to the vault the 
next morning by the earliest arriving technician. The bag will 
be removed from the Pyxis using the "Remove Function". Each bag 
will be removed individually by entering the patient's name and 
then designating the drawer from which it was removed. All 
patients and their prescriptions will be recorded in a ledger and 
signed into the vault by the technician and the vault designee. 
If a patient has not picked up his controlled substance 
prescription within fourteen days, the medication will be 
returned to stock by the pharmacist or technician receiving 
returned prescriptions and entered back into inventory by the 
controlled substances technician. 

(e) If a patient requests that his Schedule II 
narcotic prescriptions be mailed to him/her, the prescription 
must be sent using the facilit~ current contracted small 
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package delivery service provider (e.g. UPS, Federal Express). If 
the patient comes to pick up his medication after it has been 
returned to the vault for storage, procedures listed above in 
Section e.l.c will be followed and the person removing the 
prescription(s) from the vault will record the prescription(s) in 
the vault ledger. The vault ledger will be doubled checked and 
initialed by the vault technician. 

(2) Inpatient: 
(a) Both the technician delivering the narcotic 

not contained in the PYXIS machine and the authorized personnel 
(RN's, LPN's, GNT's with licensed RN personnel oversight, MD's, 
Anesthesiologists, RPh's, Pharmacy techs with licensed personnel 
oversight) receiving the narcotic will sign the Narcotic 
Dispensing Receiving Report, VA Form 10-2321, generated by the 
VISTA Controlled Substances package. Controlled substances are 
distributed either through automated dispensing devices (PYXIS) 
or with green sheets (VAF 10-2638) or equivalent (electronic 
green sheet) for those drugs not found in the PYXIS machine. 

(b) Each controlled substance not in the PYXIS 
machine dispensed to a nursing unit will have a Controlled 
Substance Administration Record, VAF 10-2638 (or equivalent, 
electronic green sheet dispensed with it. This sheet contains 
the name of the drug, the pharmacy dispensing number, the 
quantity, the pharmacist who dispensed the·drug, the ward and the 
date the drug was dispensed. This sheet requires the following 
administration documentation: date, time, name of patient, the 
dose administered, the balance of the drug, and the name of the 
person administering the dose. Each order will be double-checked 
and signed by a registered pharmacist. 

(c) The physician will order controlled substance 
IV infusions (i.e. Morphine Drip Orders) through CPRS. The 
pharmacist receiving this order will verify the order through the 
Controlled Substances pac~age in VISTA. After the infusion has 
been prepared, the pharmacist will log any unused portion of the 
drug as wasted in PYXIS or the green sheet (equivalent electronic 
green sheet), which has been printed for the infusion. The 
pharmacist will then transfer the green sheet or equivalent 
(electronic green sheet) and drug to the requesting narcotic area 
of use. 

F. Disposition of Expired or Excess Controlled Substance: 

(1) All expired or excess Controlled Substances will 
be stored in the inpatient/outpatient pharmacy vault until final 
disposition is made. 



(2) Pharmacy Service will establish an "unusable 
controlled substance ledger" through the Controlled Substance 
Destruction Menu option in the Controlled Substances VISTA 
package. The inpatient controlled substance technician or 
designated backup will use DEA Form 41, Registrants Inventory of 
Drug Surrender, or other appropriate form. 

(3) All controlled substances returned from ward, 
clinic, patient or from pharmacy stock that is determined 
unusable and to be destroyed will be posted on the Controlled 
Substance bestruct~on menu ~n VISTA w~th appropr~ate ~ntormat~on 
indicated in the Controlled Substance Destruction menu. The 
narcotics inspector will check the "Drugs on Hold for 
Destruction" report in VISTA and the sealed bags of the unusable 
controlled substances monthly. The inspector will verify the 
accountability of the sealed bags. The contents must be verified 
at the time of destruction or transfer to a DEA-licensed 
destruction company. 

(4) Excess controlled substances on wards and 
clinics must be returned to Pharmacy Service for redistribution, 
or destruction. Items determined unsuitable for reissue by 
Pharmacy Service will be accepted in the pharmacy only for 
storage purposes, prior to acceptance by the DEA-licensed 
destruction company. 

(a) The authorized pharmacy employee must 
check the alleged controlled substances in the presence of an 
authorized RN, or other health care professional, and must place 
each item returned in a separate tamper proof bag. The pharmacy 
employee must follow all procedures outlined in the VISTA 
controlled substances package, including: 

l The date, name of substance 
"believed" or "purported" to be returned, and the quantity of the 
substance must be written in ink or typewritten on each bag 

~ Each bag must be dated, sealed, and 
signed by the authorized pharmacy employee and RN. 

3 The closure of the tamper proof bag must 
be reinforced with clear cellophane tape covering the signatures. 

4 The sealed drugs must be stored in 
the pharmacy safe, or vault, apart for other drugs or current 
stocks in a drop box. 

5 The VISTA controlled substances 



package must post the unusable controlled substance in the 
database. 

(b) Excess or unusable controlled substances 
must be removed from pharmacy's stock and posted in the 
Controlled Substance Destruction file in VISTA. The date, 
reason, and amount removed from pharmacy stock must be indicated 
in the VISTA Controlled Substance Package on VA Form 10-2320. 
Each item removed from stock.must be placed in a tamper proof bag 
as described, and must be signed by the Pharmacy Service designee 
and the pharmacist. The electronic VA Form 10-2320 must be 
stored i.n the VISTA Controlled Substance Package. 

(c) Controlled substances returned by U.S. Postal 
Service as undeliverable will be destroyed. Those not picked up 
by patients at the pharmacy window will be returned to pharmacy 
stock. VA Form 10-2320 will show date, prescription number, 
patient's name, quantity returned to stock, and inventory 
adjustment. A Staff Pharmacist and Control Substance Tech will 
sign on the next unused line as witness to the transaction. The 
patient's prescription will be marked "returned to pharmacy 
stock", dated, and signed by the staff pharmacist and control 
substance tech. 

(d) Controlled substances not picked up by 
patients at the pharmacy window after fourteen days, must be 
returned to pharmacy stock if determined to be suitable for 
reissue. Electronic VA Form 10-2320 must show the dat~, 
prescription number, patient's name, quantity returned to stock, 
and inventory adjustment. A Staff Pharmacist and Controlled 
Substance Tech must sign on the next unused line as witnesses to 
the transaction. The patient's prescription must be marked 
"returned to pharmacy stock", dated, and signed by the pharmacist 
in the VISTA Controlled Substance Package. 

(e) Controlled substances returned to the pharmacy 
by the patient, or family member must be placed in a tamper proof 
bag, one item per bag as described in subparagraph 4a. A Staff 
Pharmacist and Control Substance Technician must sign the bag. 
All items must be posted in the VISTA Controlled Substances 
Package to be destroyed. 

(f)Controlled substances that are collected from a 
patient by a provider in the outpatient clinics should be secured 
and delivered to pharmacy in the following fashion: Both the 
provider and a nurse will double count the controlled substance 
and place it in a tamper proof bag with the signature of both 



individuals and the quantity of controlled substance written on 
the outside of the bag. These bags are stocked in each medication 
room in the outpatient clinics by the pharmacy service. The 
provider should enter a progress note in the patient's chart 
documenting the controlled substance and quantity that was 
collected. The controlled substance should be delivered to the 
Outpatient Pharmacy by the nurse as soon as possible. The nurse 
will be escorted into the Outpatient Pharmacy Vault where the bag 
will be opened in the presence of the nurse, double counted by a 
pharmacy employee in the vault, and placed in a new tamper proof 
bag. The controlled substance and the quantity w~ll be entered 
on VA Form 10-2321 and signed by both the nurse and the pharmacy 
employee. This form will be attached to the outside of the 
tamper proof bag. This bag should be placed in the drop box 
located in the Outpatient Pharmacy Vault, in the presence of the 
nurse, where it will be held until it is picked up for 
destruction by the facility's contracted third party distributor 
authorized to destroy controlled .substances. 

(5) Disposal of excess of expired Schedule 
III, IV, and V substances must be in accordance with DEA 
Regulation, 21 CFR 1307.21. The use of a third-party 
distributor, authorized to destroy controlled substances, is 
sanctioned. 

(a) When a distributor authorized to destroy 
controlled substances is utilized, the transfer of items for 
destruction needs to include, for the record, in writing, the: 
drug name, dosage form, strength, quantity, and date of transfer. 
The distributor must provide a completed DEA Form 41 to DEA 
Headquarters. 

(6) The unusable controlled substances ledger 
must be "cleared" of inventory accountability once the disposal 
of an item has been rendered. When use of a third-party 
distributor is facilitated, the distributor needs to provide a 
copy of al1 Controlled Substances on the ledger that were taken 
into custody destruction. 

(7) Nursing units, PYXIS procedure areas, and clinics 
excess: 

(a) When a smaller dose of a medication is ordered 
than the unit dose provided, it may be necessary to "WASTE" a 
part of the schedule II through V narcotic on the unit or in the 
clinic. 

-~-------------



(b) Two (2) entries will be made on the VA Form 
10-2638 or electronic green sheet. The first entry will be the 
dose given (25mg) of a 50mg dose and the second entry will be the 
amount wasted (25mg wasted). 

(c) PYXIS wasting is the same procedure as manual 
with two-witnesses, done through PYXIS by licensed personnel. 

(d) An RN or LPN may waste a partial dose of a 
Schedule II through V narcotic substance. Another licensed 
employee must witness the wasting of the dose. The amount wasted 
will be disposed of in an appropriate manner that renders it 
unusable. 

(8) Patient controlled meds returned to 
pharmacy upon admission to a ward are to be placed in a 
medication security bag (non see-through). Each drug should be 
counted, sealed and patient name, I.D., ward, drug name, amount 
of drug and nursing signature should appear on the front of the 
bag. The bag should be sent to pharmacy via pharmacy personnel 
or nursing staff. A numbered receipt on the top of the bag is to 
be torn off and retained by nursing after delivery. All drugs 
(controlled and non-controlled) will be kept in the home med 
PYXIS until patient leaves the hospital. 

G. Loss of Controlled Substances: 

(1) In case of accidental loss, breakage or destruction 
of small quantities of Schedule II through Schedule V substance 
(single dose), the appropriate controlled substance record must 
be balanced and a brief explanation of the circumstances entered 
into the electronic inventory management software. 

(a) At the earliest opportunity, entries and 
explanations must be signed by the person responsible for the 
loss or breakage and must be called to the attention of the 
immediate supervisor. NOX,g: All balance adjustments must be 
reviewed during the monthly inspection process. 

(b) If the explanation is not considered 
satisfactory by the immediate supervisor, the incident must be 
reported to the facility Director for investigation and to 
implement the action needed to prevent reoccurrence. 

(c) The inventory management program allows a 
brief explanatory statement to be entered electronically with the 
adjustment. 

(2) In cases of recurring shortages, loss of significant 
quantities of Schedule II-V substances (several doses), or if 
there is indication of theft, a report must be made to the Chief 



of Police, and a DEA Form 106, Report of Theft or Loss of 
Controlled Substances, must be completed in accordance with 21 
CFR 1301.74. The inspecting official must report such losses 
disclosed during monthly inspections to the Controlled Substance 
Coordinator, who forwards the information to the facility 
Director. 

(3) Any suspected theft, diversion or suspicious loss 
of drugs must be immediately reported to the Chief of Pharmacy 
Service, who notifies the facility Director. 

(4) This facility Director must, in turn, notify the 
Police and Security ·Service and the Office of the Inspector 
General (Office of Investigation). 

(5) The facility must report the theft, loss, or 
suspected diversion of any controlled substance, or high-value 
drug, through the Network Director to the Chief Consultant, PBM 
SHG (119). The following information must be included in this 
report: 

(a) Date(s) or approximate date(s) of each incident 
(b) Description of each action planned or taken to 

prevent future loss/theft of drugs 
(c) Date each action was completed 
(d) For each incident in which a drug was stolen or 

lost, provide: 
1 Generic name of each controlled substance 

schedule, if appropriate, and the total quantity for each drug 
stolen or lost; 

2 Date on which this facility initially became 
aware of the theft or loss; 

3 The means by lvhich the facility first 
became aware of the theft or loss; 

theft or loss; 

theft or loss; 

theft or loss; 

local and state 
the incident; 

4 The service that initially discovered the 

5 The service that initially reported the 

6 Each agency known to have investigated the 

2 List all law enforcement agencies (FBI, DEA, 
police, VA police, etc.) to which the VA reported 

~ Indicate the category of the suspect, if 
known, such as current VA employee, former VA employee, current 
VA patient, former VA patient, current VA volunteer, former VA 
volunteer, or unknown; 

..... --­. ·- --·--------·· ----------



9 If the suspect identified was a VA employee, 
provide the suspect's employment class, employment series, grade, 
and occupational group; 

(7) In case of suspected loss by substitution, the 
Medical Center Director must direct a qualified analyst to 
analyze the suspected material. Adjustments must be made in the 
appropriate record by the facility Director, or designee, for 
quantities used in the testing procedure: If substitution is 
confirmed, an immediate investigation must be conducted and the 
loss must be reported as outlined in subparagraphs G3 and G4. 

(8) Upon completion of the investigation, quantities of 
Schedule II through Schedule V substances lost for analysis, or 
otherwise removed from stock in connection with the investigation 
involved, must be dropped from the record with an appropriate 
written explanation opposite the entry. Records must be balanced 
and the facility Director, or designee, (Controlled Substances 
Inspector) must sign all entries and explanatory remarks. 

4. RESPONSIBILI~Y: 

A. The Chief, Pharmacy Service, is responsible for ensuring 
compliance with the policies as established by VA regulations, 
federal laws, and local standard in the maintenance and 
distribution of controlled substances. He/she delegates 
authority to appropriate pharmacy personnel to ensure safe 
inventory and tracking of controlled substances. 

B. The Associate Director for Nursing Service is 
responsible for proper administration of controlled substances by 
nursing personnel, care of patients receiving a controlled 
substances, protection of the nursing staff and patients, 
ensuring that controlled substance inspections are done when 
inspectors report unannounced to the nursing units and clinics, 
and for ensuring education regarding controlled substances 
regulation and administration. 

C. The Controlled Substances Coordinator is responsible for 
reporting any suspected thefts, diversion or suspicious loss to 
the Medical Center Director. 

D. The Chief, Police Service is responsible for the 
investigation of all reports of suspected or actual thefts or 
diversion of controlled substances. 



E. Pharmacists are responsible for implementation of the 
controlled substance policies and for compliance with all 
regulatory agency requirements. 

F. Authorized personnel are responsible to administer the 
controlled substances accountability and to assure the integrity 
of system. 

5. REFERENCES: 

• M-2, Part I, Chapter 2, paragraph 2.05 
• M-2, Part VII, Chapter 5, paragraphs 5.09 and 5.10 
• M-2, Part VII, Chapter 10 

6. FOLLOW-UP RESPONSIBILITY: Chief, Pharmacy Service (119). 

7. RESCISSION: MCM 548-119-335, Controlled Substances, 
Storage, Distribution, Administration and Accountability, 
APRIL 7, 2012 

8. EXPIRATION DATE: April 7, 2015 

~ 
Deepak Mandi, MD for 

Charleen R. Szabo, FACHE 
Medical Center Director 

Attachments: A- GUIDELINES FOR OPERATOR USE OF THE AUTOMATE 
MEDICATION DELIVERY SYSTEM (PYXIS) 

------~--- - ··------------ --. 
. ______ , ____ _ 
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DEPARTMENT OF VETERANS AFFAIRS 
MEDICAL CENTER 
WEST l?ALM BEACH, FLORIDA 

MEDICAL CENTER· MEMORANDUM 
NUMBER: 548-119-335 
APRIL 7, 2012 
ATTACHMENT A 

GUIDELINES FOR OPERATOR USE OF THE AUTOMATED MEDICATION DELIVERY 
SYSTEM (PYXIS) 

1. GENERAL INFORMATION: 

Authorized licensed personnel will administer and be accountable 
for controlled substances and unit dose medications, according to 
hospital policy and the process outlined in this guideline. 
Controlled substance accountability will be enabled through a 
four-step level of security plan: 

A. Only authorized users will have the ability to access 
the sys~em. 

B. All transactions by operators are recorded in the 
system. 

C. Resource Managers have been identified to evaluate 
narcotic discrepancies and complete resolution of transaction 
errors as well as responsibility for monthly Controlled Substance 
inspections. 

D. User will demonstrate competency in use of PYXIS 
system. 

2. DEFINITIONS: 

A. Automated Medication Delivery System: A computerized 
System designed to automatically deliver controlled substances to 
authorized users. The system may be programmed to deliver non­
controlled substance unit dose medications. PYXIS is the system 
in use at West Palm Beach VAMC. 

B. Operator: Authorized users who may obtain medications 
via the PYXIS system. In addition, the operator has the 
capability of manually admitting patients to the system 
temporarily. The operator has the capability of conducting the 
initial resolution of narcotic discrepancies at the time they are 
encountered. Registered Nurses and Licensed Practical Nurses and 
Anesthesiologists who have received training and have been issued 
a PYXIS code fall under this category. 



C. Resource Manager-Registered Nurses who, in addition to 
the operator functions, have the capability to access reports, 
activate/create temporary users, evaluate discrepancies, and 
inventory the drugs in the PYXIS machine. The nursing staff 
member has received training as a Resource Manager. 

3 .PROCESS: 

A. Obtaining medications from PYXIS System 

(1) The operator will sign on system by entering PYXIS 
ID code and password. 

(2) Under "Patient care," touch "Remove". Then 
select patient's name that appears on the screen, by touching the 
screen or by using the arrow keys. Either use arrow key or type 
in a few letters of patient's last name to search for the name. 
Highlight the name by touching the name selected. If patient is 
a new admission and name does not appear on local list, select 
"Add Patient." Ensure that name and social security number are 
correct. 

(3) The patients will routinely be entered into system 
automatically via VISTA. The census should be checked first to 
determine if a patient's name and social security number have 
already been input into the system. If patient's name is not 
found, it may be temporarily entered manually [see A. (2) above]. 
Once patient's information is entered, press "Accept". 

(4) The selection of drugs available on the system 
appears under "Patient Care". Touch "Remove". After selecting 
patient, move arrow key up/down to select drug, or type in a few 
letters of its name. Select item by touching the screen. 
Indicate the quantity desired, and then press, "Remove now." The 
drawer will open at this time. Remove the desired quantity 
requested. If a multi-dose medication is in drawer, remove 
requested dose and place remaining amount 'in drawer. 

(5) Screen will require an initial count of controlled 
substance. It will ask if you agree with count. Touch 
appropriate button. 

(6) Non-controlled substance medications may be 
available in the PYXIS system. The count will reflect inventory 
control for pharmacy. 

B. Witnessing/Documenting Waste 
----·--···---- -------
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(1) The operator destroying/discarding the medication 
will select the waste option under "Patient Care." Choose the 
patient. The witness will enter in PYXIS code/password, then 
record the amount of waste after witnessing destruction/wastage. 

(2) N~ opened or partially used medications will be 
returned to pharmacy. 

C. Returns 

(1) Unused, unopened drugs may be returned to 
Pyxis/pharmacy by entering the system and selecting return. The 
operator will select patient, drug, then enter quantity and touch 
accept. The information will print out a transaction receipt and 
the drawer will open. A witness is required. The medication is 
placed in a return drawer or bin in place for returning unopened 
larger items (i.e.: unopened box with PCA syringe). The drawer 
should be manually closed at this time. 

(2) If a medication is issued, intentionally or 
unintentionally, and remains unused and unopened, it should be 
returned using the process described above. Exception: No 
syringes, except as above, are to be returned. Any syringes 
removed from tamper proof packaging must be wasted and witnessed 
as wasted. No attempt should be made to return issued medications 
to the issuing drawer. 

D. Discrepancy Documentation 

(1) The PYXIS system will show an ICON on screen for 
discrepancies. The discrepancy will commonly be the result of 
the last user's transaction. The operator will review the 
receipt for accuracy. A description of the occurrence will be 
entered in the discrepancy documentation option. Touch. A 
comment will be entered into this field when the incident is 
documented. If the error remains unresolved, the operator will 
immediately notify a Resource Manager. 

(2) The Resource Manager will evaluate the incident as 
soon as possible. This may require conducting a physical 
inventory of the drug in question. The incident will be 
completely resolved by the end of the shift. If unable to 
resolve, the Resource Manager will notify involved parties (i.e.: 
pharmacy, nurse, manager, etc.) and resolve as soon as possible. 

' 
(3) The Resource Manager may conduct a physical 



inventory check by selecting the Inventory icon. A witness (i.e. 
an operator) will be required for this procedure. Touch the 
screen option Select by medication. At this time the medication 
list will appear. After selecting medications to be inventoried, 
press Inventory selection. Medications selected will appear on 
screen. At this time, press Accept. The drawer will open at 
this time and the amount in the drawer will be displayed on the 
screen. The Resource Manager and the Operator will either 
confirm what's on hand or change to correct amount. All 
compartments of the drawer will need-to be inventoried at that 
time. Once completed, the system w~ll prompt you to close 
drawer. A report of the transaction will automatically be 
printed. The users will sign out at this time. If the amount in 
the drawer is incorrect, further investigation of the transaction 
error will need to be conducted by the Resource Manager. 

(4) Monthly inspection will be conducted by a Resource 
Manager and the Inspector by selecting the Inventory icon and 
Inventory All options. Follow the same process outlined above. 

E. Discrepancy Checks 

(1) An operator or Resource Manager will conduct a 
discrepancy check at the start of each shift (i.e. q8h, q12h) by 
viewing the Discrepancy Icon on screen. If no discrepancies are 
listed, this will be recorded on the Shift Report Log as "No'' (N) 
and signed. If there is a discrepancy present, the Resource 
Manager will complete the discrepancy check yes (y) on the log. 
Resolution documented then a "No" (N) is appropriate after all 
resolved. 

(2) The Resource Manager will compare the list of 
discrepancies with the transaction errors. An operator and a 
witness may do discrepancy documentation. 

(3) If unable to resolve, refer to (D) above. 

(4) Any unresolved discrepancy transaction receipts 
will be forwarded to the Nurse Managers each shift. Notify the 
NOD in Nurse Manager's absence. 

(5) Any unresolved discrepancy at the end of shift 
requires a notation in the comment section and documentation if 
both patient name and operator is involved. 

(6) The Unit Facilitator is responsible for ensuring 
an end of shift discrepancy check is conducted. A list of 

----------~R~e~s~o~rce Managers ~ill be made available to all clinical areas. 



If a Resource Manager is not available to resolve at the start of 
shift discrepancies, the Nurse Manager or NOD will be notified by 
the Unit Facilitator. All staff at shift change should remain on 
duty until any discrepancies are resolved (or are released by 
NOD) 

'· 
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POUCY: 

A pharmacist should not return drugs products to his stock once they have been out of his 
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The pharmacist or doctor dispensing a drug is legally responsible for all hazards of contamination 
or adulteration that may arise, should he mix returned portions of drugs to his shelf stocks. Some 
of our investigations In the past have shown that drugs returned by patrons and subsequently 
resold by the pharmacist were responsible for injuries. 
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CONTROLLED SUBSTANCES (PHARMACY STOCK) 

1. REASON FOR ISSUE. This Veterans Health Administration (VHA) Handbook provides 
procedures for maintaining accountabili1y of all controlled substances and compliance with Drug 
Enforcement Administration (DEA) Regulations. 

2. SUMMARY OF MAJOR CHANGES. This VHA Handbook incorporates requirements 
regarding the perpetual inventory that must be maintained for all controlled substances. 

3. RELATED DIRECTIVE. VHA Directive 1108 (to be published). 

4. RESPONSIBLE OFFICE. The Chief Consultant, Pharmacy Benefits Management Services 
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202-461-7297. 
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CONTROLLED SUBSTANCES (PHARMACY STOCK) 

1. PURPOSE 

This Veterans Health Administration (VHA) Handbook defines procedures for the Department 
of Veterans Affairs (VA) accountability of all controlled substances and compliance with Drug 
Enforcement Administration (DEA) Regulations. 

VA maintains a perpetual electronic inventory of all controlled substances, utilizing the 
mandated Veterans Health Infonnation Systems and Technology Architecture (VistA) Controlled 
Substances Software. NOTE: The Consolidated Mail Outpatient Pharmacies (CMOPs) and the 
Clinical Research Pharmacy Coordinating Center (CRPCC) have individualized inventory 
management software and are not held to VistA software requirements. These items consist of 
the drugs and other substances by whatever official name, common or usual name, chemical 
name, or brand name designated, listed in Title 21 Code of Federal Regulations (CFR) Part 1300: 

a. Schedule I drugs are found in 21 CFR 1308.11. 

b. Schedule II drugs are found in 21 CFR 1308.12. 

c. Schedule Ill drugs are found in 21 CFR 1308.13. NOTE: VHA considers ketamine as a 
Schedule lil drug. 

d. Schedule IV drugs are found in 21 CFR 1308.14. 

e. Schedule V drugs are found in 21 CFR 1308.15. 

3. DEFINITIONS 

a. Accountable Officer. The Chief, Acquisition and Material Management Service, or 
designee, is the Accountable Officer (AO) at a field facility. At the CMOP facilities, the Logistics 
Manager or other individual designated by the CMOP Director is the AO; the AO at the CRPCC 
is designated by the facility Director. The AO's role is to verify the receipt of controlled 
substances. 

b. Clinical Research Pharmacy Coordinating Center (CRPCC). The CRPCC, part of the 
VA Office of Research and Developments' Cooperative Studies Program, provides for the 
manufacture, packaging, and distribution of all drugs in the Cooperative Studies Program and 
otl1er affiliated Federal and collaborative research programs. 

c. Controlled Substances Coordinator (CSC). A CSC, who is appointed by the facility 
Director, is responsible for the coordination and administration of the controlled substances 
inspection program. This program includes pharmacy, inpatient units, clinics (including 

1 .. -·---·-·----··-- ------··--·-····-·---···--·-·-·- ··-- ·-·------ ····-----·-----·-·--'- ---·---
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Community-based Outpatient Clinics (CBOC)), CRPCC, CMOPs, clinical and research 
laboratories, anesthesia units, and all other areas authorized to have Schedule II to Schedule V 
controlled substances. 

d. Designated Provider. The Designated Provider is an individual, authorized to use 
controlled substances in research, who is appointed by memorandum of the medical center 
Director to ensure security, handling, and storage of the controlled substances in the research 
section. 

e. Evidence Bag. An evidence bag is a clear plastic bag that can be permanently sealed, on 
which can be annotated a chain of custody for the controlled substance. 

f. Prescription. The term prescription means an order for a medication which is dispensed 
to, or for, an ultimate user, but does not include an order for medication which is dispensed for 
immediate administration to the ultimate user. 

g. Provider. For the purposes of this Handbook, a provider is any individual authorized by 
the medical facility and listed in the VistA provider file to prescribe controlled ·substances. 

h. Working Stock. Working stock refers to a small inventory of controlled medications that 
is removed from the storage safe and stored in an alternate location in pharmacy for immediate 
access during dispensing activities. This inventory must have electronic access and preferably an 
automated storage device (e.g., Pyxis, etc). · 

4. SCOPE 

The scope of this program concerns custody and storage of Controlled Substances, Schedules I 
through V, in VA facilities authorized for storage, distribution, or dispensing. These areas 
include: pharmacy services, medical facility inpatient units, clinics (including CBOCs), CMOPs, 
the CRPCC, clinical and research laboratories, anesthesia units, and all other areas authorized to 
have Schedule I to Schedule V controlled substances. NOTE: Elements of this Handbook that 
specifically apply to non-pharmacy research storage of controlled substances are found in 
paragraph 20. 

5. RESPONSffiiLITIES OF THE VETERANS INTEGRATED SERVICE NETWORK 
(VISN), NATIONAL CMOP DIRECTOR, AND THE CRPCC DIRECTOR 

The Veterans Integrated Service Network (VISN) Directors, the National CMOP Director, and 
the CRPCC Director must ensure that a comprehensive system for the management of controlled 
substances is maintained. 

6. RESPONSffiiLITIES OF THE MEDICAL CENTER DIRECTOR 

Each medical center Director is responsible for: 

2 
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a. Ensuring controlled substances are inventoried according to DEA regulations as found in 
21 CFR 1304. 

(1) A biennial physical inventory of all controlled substances must be conducted and records 
maintained in accordance with 21 CFR 1304.11. 

(2) Biennial physical inventory may be taken on any date within the 2-year period of the 
previous inventory. 

(3) The annual inventory required by VHA satisfies this requirement. This inventory must be 
maintained separately from other inventory records of non-controlled medications. 

(4) Methadone used for maintenance and detoxification treatment requires a separate 
registration and thus a separate inventory file. 

b. Ensuring the VistA Controlled Substances Software is used for all controlled substances 
transactions. 

(1) All controlled substances ordered from a wholesaler or manufacturer must first be 
received in the VistA Controlled Substance Package and then transferred to the commercial 
automated dispensing systems (e.g., Pyxis, OmniCell, etc.) for storage and accountability. NOTE: 
The forms mentioned in this Handbook apply to the electronic and the manual forms. 

(2) A printed copy of VA Form 10-2638, Controlled Substance Administration Record, also 
known as the Green Sheet, may be used on rare occasions for documenting the administration of a 
single dose. NOTE: For the purposes of this Handbook the CRPCC has its own inventory 
management software and standard forms for controlled substance record keeping. Therefore, it 
is not held to VistA software requirements. 

c. Ensuring non-electronic prescriptions and non-electronic completed VA Form 10-2320, 
Schedule II, Schedule ill Narcotic and Alcoholics Register, (see App. B) and VA Form 10-2321, 
Controlled Substance Order, (see App. C) are retained and securely stored. 

d. Ensuring disposal of records is in accordance with VHA' s Records Control Schedule 
(RCS) 10-1. All controlled substance records must be maintained for 3 years (see RCS 10-1, Item 
119-4). 

e. Establishing an adequate and comprehensive system for controlled substances to ensure the 
safety and control of the Controlled Substances inventory by: 

(1) Requiring uniform and complete compliance with VHA policies on controlled substances 
by appointing a Controlled Substances Coordinator (CSC) to oversee the inspection and review 
process; and 

3 
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(2) Authorizing, in areas not staffed by nursing or pharmacy personnel (e.g., research section), 
a Designated Provider responsible for ensuring security, handling, and storage of all controlled 
substances. 

f. Ensuring there is a written established policy regarding the reconciliation of controlled 
substances dispensed to automated devices. 

7. RESPONSiBILITIES OF THE FACILITY PROVIDERS 

An intern, resident, mid-level practitioner, foreign-trained physician, physician, or dentist on 
the staff of a VA facility, who is exempted from registration (21 CFR 1301.22), is responsible for: 

a .. Including the registration number (facility DEA number and individual provider code 
assigned by the VA facility) in lieu of the practitioner's registration number required by law (21 
CFR l306.05b), on all controlled substance prescriptions issued. 

b. Signing and hand stamping or printing their full name on all paper prescriptions. 

8. RESPONSIDILITIES OF THE CIDEFS, P:iiARMACY SERVICES, THE CMOP 
DIRECTOR, AND THE CRPCC FACILITY DIRECTOR 

The Chief, Pharmacy Services, and CMOP Directors, or CRPCC Facility Director, or their 
designee(s), are responsible for ensuring that: 

a. In the temporary absence of the facility Director or Chief, Pharmacy Service, the facility 
pharmacist designated as Acting Director or Acting Chief, automatically assumes responsibility 
for security and control of controlled substances. 

b. All pharmacy requirements for receipt, storage, handling, and security of controlled 
substances are followed. 

c. All written medical center or facility controlled substance policies, procedures, and records 
are in compliance with VHA, DEA, and Federal Regulatory requirements (21 CFR Part 1300-
1316). 

d. The number of pharmacy employees who have access to scheduled drugs, whether in the 
vault or working stocks and including commercial automated dispensing systems, within a 24-
hour period is limited. The Pharmacy Chief or CMOP Directors, or CRPCC Directors must 
establish access limits based on workload requirements for preparing, managing, and dispensing 
controlled substances. Access to these areas must be monitored through the use of electronic 
access control systems and optional security cameras. 

e. The medical facility Director is notified of the need to authorize a Designated Provider to 
ensure security, handling, and storage of the controlled substances in any designated area (i.e., 
Research Facility) not staffed by nursing or pharmacy personnel (see VHA Handbook 11 08.02). 
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f. All new Pharmacy employees view the video "Employee Integrity and Pharmacy Security" 
as part of employee orientation; and that documentation of this viewing is maintained in the VA 
Learning Management System (LMS). 

g. An electronic inventory management software program is maintained as the primary 
storage mechanism for all records. When a commercial system is utilized, it must be interfaced 
with the facility VistA system (the CRPCC is exempt from this requirement). The records must 
be maintained for a period of 3 years, in compliance with DEA regulations. 

h. When a permanent change in the appointment of a Chief of Pharmacy, or CMOP Director 
or CRPCC Facility Director takes place, a complete inventory must be conducted. 

(I) The outgoing Chief or Director and the designated or Acting Chief of Pharmacy or Acting 
CMOP or Acting CRPCC Director, jointly conduct the inventory review prior to transfer of 
responsibility. Additionally, the Acting Chief or Acting Director and incoming Chief of Pharmacy 
or Director are to inventory all controlled substances and jointly conduct the inventory review 
upon transfer of permanent responsibility. In the event that only one individual is available (e.g., 
due to illness), a controlled substance inspector must be appointed by the facility esc to conduct 
the inventory review. 

(2) A record of the inventory must be made on VA Form I 0-2320 or an electronically 
generated inventory sheet for each drug inventoried; each VA Form I 0-2320 or electronic 
equivalent must be signed by both parties (e.g., the outgoing and incoming Chiefs, or Acting 
Chief). 

i. Any inventory discrepancy is made a matter of record and reported to the facility CSC. 

j. A current copy of21 CFR, Part 1300 (to the end) is retained in the Pharmacy or 
electronically accessible to pharmacy staff. 

k. The number of Pharmacy staff assigned the VistA security key PSDMGR, which allows a 
user to electronically perform controlled substance balance adjustments, is limited; this 
requirement does not pertain to CRPCC staff. NOTE: The pharmacy staff involved in the monthly 
review of balance adjustments must not be assigned this security key. 

j. A written policy and procedures for the ordering and receipt of controlled substances is 
established. These policy and procedures must designate the Acquisition and Materiel 
Management Service (A&MMS), Pharmacy Serviee, and facility individuals who have the 
designated authority to order, receive, post, and verify controlled substances orders (see VA 
Handbook 7127). 

9. RESPONSIDILITIES OF THE CRPCC FACILITY DIRECTOR 

The CRPCC Facility Director is responsible for ensuring that: 

-----------~-------------
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a. The CRPCC facility is registered with the DEA as a "research" facility as defined in 21 
CFR 1300 to end. 

b. The CRPCC facility is authorized to be involved in the manufacture, testing, packaging, 
and distribution of schedule 1-V Controlled Substances. 

c. Each clinical stu'dy involving controlled substances is approved by the institutional Review 
Board (IRB) and Research and Development Committee at each participating site prior to study 
drug distribution. 

10. RESPONSffiiLITIES OF THE MEDICAL CENTER NURSE EXECUTIVE 

The Nurse Executive, or designee, is responsible for ensuring that; 

a. All requirements for handling, storage, administration, and waste of controlled substances 
are followed in all medical center approved storage and dispensing areas under their purview. 

b. All required inventory verification is performed in accordance with local medical center 
policy. 

c. Security of controlled substances is maintained and the room is appropriately secured in all 
medical center approved storage and dispensing areas under their purview. 

11. ORDERING CONTROLLED SUBSTANCES 

a. All controlled substances must be ordered separately from non-controlled substances, and 
must be ordered in compliance with 21 CFR 1305 (see subpar. 8j). · 

b. The delivery address on all orders for controlled substances must be a DEA-licensed 
facility location. 

c. On-line electronic ordering of controlled substances will be used in accordance with DEA 
Regulation. 

d. The CRPCC must provide controlled substances to clinical studies at participating sites 
through the medical center's Pharmacy Service at each site. 

e. The CRPCC must seek the approval of the DEA for each type of controlled substance used 
in an approved protocol and prior to its distribution to participating sites. 

12. RECEIVING CONTROLLED SUBSTANCES 

a. All orders for controlled substances must be delivered directly to the pharmacy or CRPCC 
facility in unopened shipping containers or boxes (see subpar. 8j). 

6 
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b. The opening of the container or box and the acknowledgment of receipt of the order must 
be performed in the pharmacy or CRPCC facility and witnessed by the AO, or designee, and the 
responsible pharmacy employee, 

c. Both employees must annotate receipt on the appropriate forms or electronic equivalent. 

d. The AO, or designee, must verify that the receipt of the controlled substance has been 
posted to pharmacy inventory in VistA, at the medical facility, or in the facility inventory at the 
CMOP or CRPCC. Verification must be annotated on the appropnate forms. 

e. Discrepancies must be reconciled with the AO before items are accepted into the pharmacy 
or CRPCC inventory. 

13. STORAGE AND INVENTORY OF CONTROLLED SUBSTANCES 

a. All Controlled Substances, Schedule I through V, must be secured as defined in VA 
Handbook 0730. Storage of bulk controlled substances must be in the pharmacy (or CRPCC 
facility) vault or safe, unless a waiver is approved by the Office of the Chief Consultant, PBM 
Services. Controlled substances must not be stored in the warehouse, with the exception of the 
All Hazards Emergency Cache, which must meet the storage requirements of VA Handbook 0730 
and must be under the control of pharmacy services. 

b. The working inventory of controlled substances must be stored in a locked cabinet, secured 
cart with electronic access, or commercial automated dispensing system; it must not be dispersed 
with general pharmacy inventory. 

c. Each medical facility, outpatient clinic, CMOP, and CRPCC facility must install electronic 
access control systems to monitor access to controlled substances. This includes: 

(1) Exterior doors to the pharmacy or medication storage area at the CRPCC; 

(2) Vaults and cabinets used for storage of controlled substances within the pharmacy or 
research facility; and 

(3) Secured areas utilized for processing or dispensing controlled substances. 

d. The CMOP and CRPCC facilities must maintain an inventory management software 
program for all controlled substances that provides for: 

(1) Retrievable inventory records for all transactions, i.e., receipt and distribution, dispensing, 
removal, and adjustments to inventory. 

(2) Documentation of all transactions with the date, the time, and the User Identification (ID). 
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(3) All transactions requiring override adjustments to inventory (e.g., removal of outdated 
inventory, adjustments to inventory, discrepancies, and return to stock) must have a two-person 
(facilitator and witness) system of documenting the transaction. Both must be phamtacy 
employees. 

( 4) Safeguards to ensure the electronic data is secure and of limited access. 

(5) Storage procedures for electronic records, including archive procedures and hard-copy 
back-up. 

(6) Records and Report functions that can retrieve data within 72 hours, and provide storage 
capability for a period of no iess than 3 years. 

(7) All controlled substances sent by USPS are to be identified as "Forwarding Services 
Requested" in the endorsement line. This results in a greater number of prescriptions reaching the 
patient. 

e. The following specifications are the minimum requirements for any electronic access 
control system: 

(l) Access Safeguard. To prevent learning codes through keypad observation or use of 
stolen or found access cards. 

(2) Time Sensitive. The ability to program area access by user, by shift, and by day. 

(3) Area Sensitive. The ability to program access by door and area for each individual user. 

(4) Fail-Safe. The ability to maintain access security if the system goes down (e.g., bypass 
key). 

(5) Access Record or Audit Trail. The ability to provide for periodic, or on demand, 
printouts of authorized employee names, times, and dates of individual accessing the location. 

(6) User Coverage. The number of individual access codes that the system can 
accommodate. 

(7) Individual Access. Each individual must have an individualized access code. NOTE: 
Biometrics may be considered. 

(8) Tamper-proof Camera System. A tamper-proof camera system that records all activity 
is recommended in the pharmacy or facility vaults and all storage areas containing working stocks 
of controlled substances. Either the Police Service or Pharmacy must monitor these camera 
systems. NOTE: The standards for digital video systems are included in the VA Security 
Handbook (VA Handbook 0730). 

8 
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NOTE: Paragraph 13, subparagraphs 13jthrough 13i, do not apply to the CRPCCjacility. 

f. A physical inventory of the pharmacy vault, including the Pharmacy Drug Cache 
(Schedules II and Ill) and all working stock for all schedules of controlled substances must be 
maintained and verified by Pharmacy Service at a minimum of every 72 hours. For pharmacies 
open 7-days a week, three inspections a week are required and not on consecutive days; excluding 
those weeks containing a Federal holiday when only two inspections are required (3 days apart). 
When the pharmacy is open 6 days a week or the vault is locked on weekends (with the controlled 
substance mventory IS only accessible 5 days a week) a physical mventory IS only reqUired tWice 
weekly (3 days apart). NOTE: Point of Care Machines or Automated Dispensing Systems that 
contain pharmacy stock and are located within the pharmacy are subject to these same inventory 
requirements. 

g. The complete management of the All Hazards Emergency Cache controlled substances as 
follows: 

(I) All schedule II and III controlled substances must be stored in accordance with VA 
regulation and Title 21 Code of Federal Regulations (CFR) 1300 to end. 

(2) All schedule II and Ill controlled substances must be inspected every 72 hours, unless the 
facility has received a written waiver from the VA Central Office Pharmacy Benefits Management 
Services (PBM) office. 

(3) All schedule JV and V controlled substances stored in the sealed cache carts and secured 
in cache space are exempt from the 72-hour inspection requirement; however, the cache cart seal 
must be inspected weekly to verify it is intact and the seal number is unchanged. 

( 4) A physical count of all cache designated schedules II through V controlled substances 
must be completed quarterly. 

(5) All controlled substances in a sealed cache cart must be inventoried each time the cart seal 
is broken or immediately upon discovery of a broken or suspicious looking cart seal. 

(6) All controlled substances inventory must be entered into and maintained in the VistA 
Controlled Substance software as a separate narcotic area of use. 

(7) All controlled substances in the cache must be included in DEA's required biennial 
inventory. 

(8) Any loss of a cache controlled substance is immediately reported in accordance with 
paragraph 18 ofthis Handbook. 

h. All documentation of inventory verification must be made on the appropriate electronically 
generated inventory sheet (or VA Form 10-2320). 

9 --------------------·----------------------· 
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i. All outpatient controlled substances awaiting patient pickup must be stored in a locked area 
or cabinet with electronic access. Employees having access to the locked area are to be limited 
and documentation of access must be maintained, in paper or electronic fonnat, and reviewed on a 
regular basis to identifY unwarranted access (e.g., an employee accessing the inventory during 
scheduled time off or when assigned to a different area of the pharmacy). 

14. CONTROLLED SUBSTANCES DISPENSING, INPATIENT SERVICES 

NOTE: Paragraph 14 does not apply to the CRPCC facility. 

a. Inpatient Medication Orders. Orders for Scheduled II controlled substances to be 
administered to patients from unit dose or ward stock must be written for periods not to exceed 
local medical center policy for rewrites. 

b. Ward or Clinic Stock. This refers to a system where electronic documentation (automatic 
replenishment and ward stock software) is utilized for requesting controlled substances from 
pharmacy services; the requesting process is as follows: 

(I) Appropriate levels, consistent with the needs of the using ward or clinic, must be 
established using the VistA Controlled Substances Package. 

(2) Only Registered Nurses (RN), Physicians or Dentists (other than authorized pharmacy 
staff) are permitted to order controlled substances. 

(3) Only an authorized pharmacy employee can issue a supply of controlled substances to 
local medical center approved storage and dispensing locations. An electronic record of activity 
must be maintained in the VistA Controlled Substances Package for each item issued. 

( 4) Pharmacy Service must electronically generate VA Form 10-2321, listing each item to be 
replenished. VA Form 10-2321 must list each item to be replenished; indicating the name, ward 
or clinic, strength, and quantity. 

(5) A RN, or Licensed Practical Nurse (LPN), must verify and sign VA Form 10-2321 
electronically in the VistA package, acknowledging receipt of all controlled substances. NOTE: 
In the rare instances where a preprinted VA Form 10-2321 is used, the RN or LPN may sign the 
printed form. 

(6) VA Form 10-2638 or electronic equivalent is used to document all usage of controlled 
substances. In those instances where a manual process is required, a review of the completed VA 
Form 10-2638 is necessary prior to final disposition. A designated pharmacy employee, prior to 
filing, must review the completed form for arithmetic errors, losses, or unusual waste. 

(7) Any identified discrepancy in inventory must be reported immediately to the Nurse 
Manager, or designee, for follow-up and resolution. 

10 
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(8) A printed copy of VA Form 10-2638 (Green Sheet) may be used on rare occasions for 
documenting the administration of a single dose. 

c. Automated Point of Care <POC) Machines. When a medical center elects to utilize 
automated dispensing equipment for controlled substances (e.g., Accudose, Omnicell, Pyxis, etc.) 
the equipment is to be interfaced, when possible, to Medication Administration Records (MAR) in 
VistA. 

------·-t(TJ )'r1IJV7tfe.mdl·cal center staff may uuhze surve!llance tools that accompany automated d!spensmg~----­
equipment (e.g., Pyxis, C-Safe), commercial-off-the-shelf (COTS) software (e.g., Pandora), and 
future versions of VistA's "Ward Drug Dispensing Equipment (WDDE) interface," to identify 
potential incidents of drug diversion. NOTE: A listing of potential jileman templates that can be 
run on a local level are identified in the VistA Controlled Substances Inspector's Manual. 

(2) Par levels consistent with the needs of the medical center approved storage area, must be 
established in the automation software. 

(3) An authorized pharmacy employee must issue the supply of controlled substances to the 
medical center-approved storage area of use. A record of activity must be maintained in the VistA 
Controlled Substances Package for each item issued. A RN, LPN, or other authorized staff must 
verify the appropriate level at POC, immediately after the Pharmacy restocks the inventory. 

( 4) The Chief, Pharmacy Services, or designee, must ensure that all controlled substances 
deducted from inventory are entered into the assigned POC machine. Any identified discrepancy 
in inventory is to be reported immediately to the Nurse Manager and Chief of Pharmacy for 
follow-up and resolution. 

(5) There must be a reconciliation of the controlled substances dispensed to automated 
devices as established in local policy (see subpar. 6f). 

d. Discrepancies 

(!) If discrepancies exist between the amount ordered and the amount received, the authorized 
nurse must check with the designated pharmacy employee concerning the amount issued. 

(2) If the discrepancy is not resolved, reports must be made immediately, through the CSC, to 
Police Service and the Facility Director for investigation and follow-up. 

15. CONTROLLED SUBSTANCES DISPENSING, OUTPATIENT SERVICES 

NOTE: Paragraph 15, does not apply to the CRPCC facility. 

a. Schedule IT controlled substances for individual patients must be ordered on VA Form 10-
2577F, Security Prescription Form (see App. D), or other approved form or electronic equivalent 
as established in local policy and filled in compliance with 21 CFR 1306. 

~~~~ .. -~-------· ....... ~----~ ----·--~~--~~~~ .._.1_1 ---·- ·-·-
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b. Schedule ill to V controlled substances must be ordered electronically using the 
Computerized Patient Record System (CPRS), or other approved form (e.g., State-approved), for 
Fee Basis or Tricare. 

c. When on-hand inventory is insufficient to fill the prescription in its entirety, a partial 
dispensing of controlled su~?stances may be done, as long as it is in compliance with 21 CFR 
1306.13 and.l306.23. 

d. Controlled Substance prescriptions must be filed in accordance with 21 CFR 1304.04. VA 
medical centers are exempt from stamping controlled substance prescriptions with a red "C" in 
accordance with 21 CFR 1304.04, iftbey utilize the VistA Controlled Substance software 
package. 

e. Prescriptions written for controlled substances and filled by VA pharmacies may be mailed 
in accordance with 21 CFR 1300, VA policy and United States (U.S.) Postal Regulations; 
however, prescriptions written for controlled substances cannot be mailed outside the U.S. and 
Puerto Rico. 

f. The refilling of a prescription for a Schedule II controlled substance is prohibited in 
accordance with 21 CFR 1306.12. 

g. Schedule ill thru V controlled substances may be refilled in accordance with 21 CFR 
1306.22. 

h. All prescriptions for Schedule ill thru V controlled substances must be filed electronically; 
therefore, all information must be maintained in the electronic prescription record. These 
prescriptions can be filled with a maximum of five refills over a 6-month period. 

i. Exemptions to Controlled Substances dispensing as outlined in 21 CFR 1300, provisions 
1306.25 (a), 1306.22 (b), and 1304.04, have been approved for CMOPs by DEA. Since no 
original or refill prescriptions are physically kept on site at the CMOP, DEA-record filing 
requirements are not applicable. 

j. Due to the fact that Schedule II drugs, as defined in 21 CFR 1308.12, are not authorized to 
be stored or dispensed from CMOP facilities, regulatory provisions as outlined in 21 CFR Part 
1300 pertaining to this schedule are not applicable. 

k. The label of any drug listed as a "Controlled Substance" in Schedule II, III, IV, or V of the 
Controlled Substances Act must, when dispensed to or for a patient, contain the following 
warning: "CAUTION: Federal law prohibits the transfer of this drug to any person other than the 
patient for whom it was prescribed." 

I. All prescriptions for Schedule II controlled substances must be dated as of, and signed on, 
the day issued; and they must comply with the provider's responsibilities (see par. 7). 

12 
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m. Pharmacy Service must verify the identity of the person picking up the outpatient 
controlled substance prescription for outpatients or patients leaving the medical facility, and must 
require the signature of such person or their agent. 

n. All outpatient prescriptions for controlled substances not picked up at the outpatient 
window must be returned to stock or mailed to the patient ensuring strict accountability. 
Pharmacy Service must maintain documentation to identify the disposition (whether mailed, 

------;d"'Js"'p"'e=nsecl at the pharmacy wmdow, or returned to stock) of these prescnphons. 

o. Any CMOP. Controlled Substances dispensing that is not completed must be documented 
as to its disposition (i.e., returned to stock, cancelled, etc.). An electronic record of its disposition 
must be maintained at the CMOP. Inventory changes as a consequence of such disposition must 
be electronically recorded and, in all instances, the originating VA facility must be notified as to 
the controlled substances dispensing status. · 

p. Prescriptions for controlled substances can only be mailed in accordance with 21 CFR 
1300, VA policy, and DEA Regulations. The shipping label attached to all controlled substances 
packages must have printed, as a return address, the local medical center address where the 
prescription was generated. 

q. CMOP facilities that do not process their own mailing, or other authorized delivery 
methods of shipping, must require documentation of the packages processing from the contracted 
shipper. 

r. All packages delivered to the United States Postal Service (USPS) mail carriers or by 
contracted shipper services, must have a shipping label attached and be permanently sealed so its 
contents cannot be removed. Packages containing a controlled substance, processed for mailing 
or shipping, cannot have any annotation on its shipping label that identifies its contents. 

s. Return receipt from USPS is not required for controlled substances. Facilities need to use 
special handling (e.g., return receipt or package delivery tracking from USPS, United Parcel 
Service, or the current Government Services Administration (GSA) small package carrier) for 
patients with an identified trend for lost or stolen packages. NOTE: A notation needs to be made, 
by a pharmacist, in the patient narrative with instructions on delivery preferences. 

t. All returned mail, identified to pharmacy services, must be made secure. Local medical 
center policy must clearly define the processes enacted to ensure that security needs are met. 

u. The local medical center's Pharmacy Service needs to rectify controlled substance issues 
when CMOP mailed prescriptions do not reach their Intended destination. If these controlled 
substances left the pharmacy and cannot be delivered to the intended patient tbey must be logged 
for destruction in accordance with paragraph 19. 

13 



VHA HANDBOOK 1108.01 November 16, 2010 

v. Schedule II controlled substances are to be dispensed in 30-day quantities or less. An 
individual practitioner may issue multiple prescriptions authorizing the patient to receive a total of 
up to a 90-day supply provided the following conditions are met: 

(I) The patient is deemed competent to receive, have possession of, and present each 
subsequent prescription to the VA pharmacy at the appropriate time; 

(2) Each separate prescription is issued for a legitimate medical purpose by an individual 
practitioner acting in the usual course of professional practice; 

(3) The individual practitioner provides written instructions on each prescription indicating 
the earliest date on which the pharmacy may fill each prescription; 

(4) The individual practitioner concludes that providing the patient with multiple 
prescriptions in this manner does not create an undue risk of diversion or abuse; 

(5) The patient has a controlled substance agreement established with a single provider or 
team for chronic opioid therapy (see par. 16); and 

( 6) The patient demonstrates a history of adherence to the controlled substance agreement to 
include compliance with all prescribed medications and all components of the treatment plan, 
including non-pharmacological measures, consultations, and referrals. 

w. Schedule III, IV and V controlled substances are normally dispensed in 30-day quantities. 
Local medical centers can elect to prescribe a 90-day quantity of these controlled substances if 
approved by the local Pharmacy and Therapeutics (P&T) Committee and documented in their 
minutes. A local medical center policy must be developed that outlines the criteria for prescribing 
a 90 day supply. This policy must define the responsibility for monitoring compliance with the 
established criteria. 

16. OPIOID TREATMENT PROGRAMS 

NOTE: Medical centers must be licensed for this program. See Substance Abuse and Mental 
Health Service Administration (SAMHSA) guidelines at http://www.samhsa.gov. 

a. Ordering 

(l) Pharmacy stock requirements of methadone for a maintenance program must be ordered 
separately from other Schedule II and III narcotic substances on VA Form 222, Request for and 
Notice of Shipment, or electronically using the Controlled Substance Ordering System (CSOS). 

(2) The oral, liquid dosage form, or specially-formulated dispersible tablets of methadone 
must be utilized initially for a treatment program. The final oral dose administered to the patient 
must be in oral liquid form. NOTE: Methadone oral diskettes may be used once the patient is no 
longer a riskfor diversion. 

14 
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(3) The provision of take-home medications for Methadone Maintenance and Detox 
Treatment is defined in Regulation 42 CFR Section 8.12. To be eligible for take-home 
medications according to this schedule a patient must meet the following eight conditions: 

(a) No recent drug use; 

(b) Attends clinic regularly; 

(c) No serious behavioral problems; 

(d) No criminal activity; 

(e) Stable home environment and good social relationships; · 

(f) Length of time in treatment (see http://www.dpt.samhsa.gov/regulations/exreguests.aspx); 

(g) Assurance that take-home medication will be safely stored; and 

(h) Judgment that the rehabilitative benefit to the patient will outweigh the risk of diversion 
(42 CFR Part 8.12.i (2) (i-viii)). 

(4) The maximum number of days of take-home medications according to Federal Opioid 
Treatment Regulation (see 42 CFR 8.12) is 31 days. However, this is dependent on the time in 
treatment (see par. 16). 

b. Storage and Disnensing 

(1) Methadone for Opioid Treatment Program must be stored separately from all other 
controlled substances and meet the Food and Drug Administration (FDA) regulations for storage. 

(2) Methadone for maintenance and detoxification treatment must be dispensed on receipt of 
VA Form 10-2577F, VA Form 10-1158, Doctor's Orders (see App. E), or other local medical 
facility-approved form, written by a physician who is an authorized provider of an approved 
Opioid Treatment Program. 

(3) Methadone must be packaged and dispensed in a single dose form conforming to 42 CFR, 
Chapter I, Section 8.12, Federal Opioid Treatment Standards. 

( 4) Each take-home dose must be dispensed in a child resistant container and must be labeled 
with the: 

(a) Treatment center's name, 

(b) The center's address, 

15 
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(c) Telephone contact number, and 

(d) Physician's name. 

(5) When dispensing more than one take-home dose, the medication must be dispensed as a 
prescription and conform to all VA regulations. This inCludes the submission of a written VA 
Form 10-2577F, VA Form 10-1158, or other local medical facility-approved form. A pharmacist 
either in the Opioid Treatment pharmacy or in the Outpatient pharmacy must dispense all 
prescriptions requiring more than one take home dose. 

17. RECORDS AND FORMS 

a. Records on personnel authorized access to areas where Scheduled drugs are stored must be 
maintained at each facility. Prescription filling and record keeping may be delegated to technical 
personnel under the direct supervision of an assigned pharmacist. This pharmacist must sign all 
records of receipt, dispensing and distribution. 

b. Controlled substance records (e.g., the Controlled Substance II Order File; the Schedule II 
and Schedule Ill Narcotics and Alcohol Register; the Excess Alcohol and Narcotics File; and 
Controlled Substance Prescriptions) must all be maintained for a 3 year period. 

NOTE: In paragraph 17, subpargraphs 17c through 17g do not apply to the CRPCC facility. 

c. Receiving documents for all controlled substances must be maintained separately from all 
other receiving records. 

d. The VistA Controlled Substances Package is the primary storage mechanism for all forms. 
If VA Form 10-2321 is selected for ward stock orders, they must be filed separately in a numerical 
file once completed and manually signed. 

e. All automated outpatient dispensing systems must have an interface with the VistA 
Controlled Substance Package and the Outpatient Pharmacy Program. 

f. All automated inpatient dispensing systems will be made to interface with the inpatient 
medication profile, Bar Code Medication Administration Record and VistA controlled substance 
package if an interface is available and can be accomplished by the Information Technology 
Section. 

g. The completed VA Form 10-2577F, or other approved forms for Schedule II controlled 
substances dispensed to outpatients, must be filed separately in a numerical file, or according to 
21 CFR 1304.04. 
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18. PROCEDURE IN CASE OF LOSS OF CONTROLLED SUBSTANCES 

a. Any suspected theft, diversion, or suspicious loss of drugs must be immediately reported to 
the CSC, VHA medical center Police Service, and the medical center Director, CMOP Director, 
or CRPCC Facility Director for investigation and to implement the action needed to prevent 
reoccurrence. When ongoing diversion is suspected, the first contacts are the medical center 
Director, CMOP Director, or CRPCC Director, the Office of Inspector General (OIG), and the 
facility VA Chtef of Po !tee. 

b. Any suspected theft, diversion or suspicious loss of drugs at the CRPCC facility must be 
immediately reported to the medical center Director, DEA, and OIG. 

c. In cases of accidental loss, breakage, or destruction of small quantities of Schedule II thru 
V controlled substances (e.g., five dosage forms or less), the appropriate controlled substances 
record must be balanced, and a brief explanation of the circumstances entered into the electronic 
inventory management software program. 

(1) At the earliest opportunity, entries and explanations must be signed by the person 
responsible for the loss or breakage and must be called to the attention of the immediate 
supervisor. All balance adjustments must be reviewed by the Chief of Pharmacy, medical center 
Director, or designee, and reported to the CSC as part of the monthly inspection process. 

(2) If the explanation is not considered satisfactory by the immediate supervisor, the incident 
must be reported to the CSC, facility Police Service, and the medical center Director for 
investigation and to implement the action needed to prevent reoccurrence. 

(3) The use of a two-person (facilitator and witness) signature system for documentation must 
be strictly enforced on all adjustments or discrepancies. Balance adjustments must be done on 
paper and have two signatures, by individuals authorized in local medical center, CMOP and 
CRPCC policy, documenting the adjustment. NOTE: CMOP and CRPCC facilities can make 
these acfjustments with two electronic signatures in their inventory management software. 

(4) The inventory management program allows a brief explanatory statement to be entered 
electronically with the record. 

d. In cases of recurring shortages, loss of significant quantities of Schedule II-V controlled 
substances (or Schedule 1-V at the CRPCC), or if there is indication of theft, a report must be 
made to the respective medical center Director, National CMOP Director, or CRPCC Facility 
Director; and a DEA Form 106, Report of Theft or Loss of Controlled Substances, must be 
completed in accordance with 21 CFR 1301.74. 

(1) The inspecting official must report such losses disclosed during monthly inspections to the 
CSC, who forwards the information to the medical center or facility Director. 
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(2) In addition, the AO must complete VA Form 1217, Report of Survey (see App. F), from 
the infonnation contained on the DEA Fonn 106. This must be prepared to substantiate 
adjustment actions in accordance with VA Handbook 7125. NOTE: A copy of the report detailed 
in subparagraph 12jmay be attached to VA Form 1217 to complete the report. 

e. The medical center Director, the CMOP Director, or the CRPCC Facility Director must, in 
tum, notifY the OIG and the facility Police Service (if located on VA medical facility grounds). 
CMOPs or CRPCC not located on VA medical facility grounds must notifY VA Central Office 
Police Service. 

f. The theft, loss, or suspected diversion of any controlled substance, or high-value drug, must 
be reported through the VlSN Director, National CMOP Director, or CRPCC Facility Director to 
the Chief Consultant, PBM Services (119); and in cases involving the CRPCC, the Chief 
Research and Development Officer. The report must be forwarded to email group "VHAPBH 
Pharmacy Reporting CS Diversion/Loss," using email encryption. The following information 
must be included in the report: 

(1) Date(s) or approximate date(s) of each incident; 

(2) Description of each action planned or taken to prevent future loss or theft of drugs; 

(3) Date each action in subparagraphs 18c. and 18d.was completed; 

(4) In any incident of theft, loss, or suspected diversion, provide the: 

(a) Generic name and strength of each controlled substance, if appropriate, and the total 
quantity for each drug stolen or lost. 

(b) Date on which VA initially became aware of theft or loss. 

(c) Means by which VA first became aware of the theft or loss. 

(d) Agency or service that initially discovered the theft or loss. 

(e) Agency or service initially reporting the theft or loss to VA. 

(f) Agencies !mown to have investigated the theft or loss. 

(g) List of all law enforcement and agencies contacted (OIG, DEA, Police Service, etc.). 

(h) Category ofthe suspect (if !mown) when diversion is suspected, for example; 

1. Current VA employee, 

,6. Fonner VA employee, 
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J. Current VA patient, 

!. Former VA patient, 

.2.. Current VA volunteer, 

§. Former VA volunteer, or 

1. Unknown. 

(i) If the suspect identified was a VA employee, provide the employment series and grade. 

g. In case of suspected loss by substitution, the medical facility Director must direct a qualified 
analyst to analyze the suspected material. Adjustment must be made in the appropriate record by 
the medical facility Director, or designee, for quantities used in the testing procedure. If 
substitution is confirmed, an immediate investigation must be conducted and the loss must be 
reported as outlined in subparagraphs 18b and 18f. 

h. Upon completion of any investigation, all appropriate records must be balanced. 

19. DISPOSITION OF EXPIRED OR EXCESS CONTROLLED SUBSTANCES 

NOTE: In paragraph 19, subparagraphs 19a; 19b(3),19b(4}, and J9b{5); and 19c do not apply 
to the CRPCC facility. 

a. All controlled substances returned from ward, clinic, or from pharmacy stock (determined 
unusable) must be posted with all appropriate information on the Controlled Substance 
Destruction menu in VistA and are to be destroyed. The CSC must ensure that the "Drugs on 
Hold for Destruction" report in VistA and sealed bags of the unusable controlled substances are 
inspected monthly. The inspector must verify the accountability of the sealed bags. The contents 
must be verified at the time of destruction or at the transfer to a DEA-licensed destruction 
company. 

b. Excess controlled substances in authorized storage locations (e.g., inpatient ward areas, 
clinics, research section, CBOCs, and procedure rooms) must be returned to Pharmacy Service for 
redistribution or destruction. Items determined unsuitable for reissue by Pharmacy Service are 
accepted in the pharmacy only for storage purposes, prior to destruction or transfer to a DEA­
licensed destruction company. 

(1) The authorized pharmacy employee must check the alleged controlled substances in the 
presence of another approved health care professional, then: 

(a) Place each item returned into an evidence bag; 

-----·--
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(b) Write in ink on the evidence bag the date, name and quantity ofthe controlled substance 
(believed or purported to be returned); 

(c) Seal the bag; and 

(d) Store the sealed medications in the pharmacy safe, or vault, apart from other drugs or 
current stocks. 

(2) The authorized pharmacy employee and health care professional must follow all 
procedures outlined in the VistA Controlled Substance Package, including: 

(a) Completion ofthe "Hold for Destruction" report in VistA (attaching the document to the 
bag for future reference); and 

(b) Posting the unusable controlled substance in the database. 

(3) Expired or unusable controlled substances must be removed from pharmacy or CRPCC 
stock and posted in the Controlled Substance Destruction file in VistA; CMOP and CRPCC 
facilities must post to their inventory management software. 

(a) The Chief, Pharmacy Services, or designee, and other health care professional using the 
VistA generated VA Fonn 10-2321, must identify the controlled substance, the quantity, sign (two 
signatures) and inscribe "Hold for Destruction" on the VA Fonn 10-2321. 

(b) Each item removed from stock must be placed in an evidence bag as described and signed 
by two Pharmacy Service designees (facilitator and witness). 

(c) The electronic record must be stored in the VistA Controlled Substance Package. The 
date, reason, and amount removed from pharmacy stock must be indicated in the VistA Controlled 
Substance Package on VA Fonn 2320, Daily Activity Log. 

(d) Once medication(s) have been identified for destruction in the "VistA CS Destructions" 
file, number 58. 86, DBA Form 41, Registrants Inventory of Drugs Surrendered Report, is to be 
generated only those substances that are destroyed locally. 

(4) The AO, or designee, is to be involved in the controlled substances turn-in to the 
destruction company or when the destruction is performed on site. 

(5) At the CMOP or CRPCC, posting to the unusable controlled substances ledger must be by 
a two-person (facilitator and witness) signature process. The Accountable Officer is required to 
act as one of these two people. NOTE: The electronic recordkeeping system must have the 
means to accommodate a two-person (facilitator and witness) signature system. 

(6) Controlled substances returned by USPS, or other authorized delivery services cannot be 
reused and must be posted in VA Form 10-2321 (or electronic equivalent), "Hold for Destruction" 
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in the VistA controlled substance package. At the CMOP, all returns must be entered into the 
"Returned Product Tracking Program." At the CRPCC all returns must be entered into their 
individualized inventory management software. 

(7) Controlled substances not picked up by patients at the pharmacy window must be mailed 
to the patient or returned to pharmacy stock; with appropriate documentation and inventory 
adjustment. 

(8) I he VAPharmacy ServiCe does not accept returned drugs, mcludmg controlled 
substances, from the patient. However, there are instances when, due to an admission, phannacy 
is required to store controlled substances until the time of discharge. 

{9) If unable to return the stored drugs to the patient (e.g., the patient's death), the same 
procedures for destruction must be followed as outlined in subparagraph 19b(2). 

c. When it is necessary to "waste" part of a controlled substance an entry documenting the 
usage must include the amount given and the amount wasted. 

(I) The first entry must be the dose given (e.g., one-half ampule, 25 milligrams (mg) 
administered). 

(2) The second entry is the amount wasted (e.g., one-half ampule wasted, 25 mg wasted). All 
waste from a partial dose of all controlled substances must be witnessed and signed by authorized 
health care professionals (facilitator and witness). The amount "wasted" must be disposed of in 
an appropriate manner according to local medical center policy. 

d. Disposal of excess or expired controlled substances must be in accordance with DEA 
Regulations, 21 CFR 1307.21. The use of a third-party distributor, authorized to destroy 
controlled substances, is sanctioned. 

e. When a distributor authorized to destroy controlled substances is utilized, the transfer of 
items for destruction need to include, for the record, the following in writing: drug name, dosage 
fonn, strength, quantity, and date of transfer. The distributor must provide a receipt for all drug 
products taken at the time of transfer. 

f. The "Hold for Destruction" or other electronic file must be "cleared" of accountable 
inventory once the disposal of an item has been rendered. 

g. The facility AO, or designee, is to be involved in the immediate receipt, inspection of all 
incoming shipments, tum-in and disposal process of all controlled substances. 

20. CONTROLLED SUBSTANCES IN MEDICAL CENTER RESEARCH AREAS 

a. Procurement. All controlled substances for use in research (animal or human) conducted 
on VA property or facilities must be ordered through and received by Pharmacy Service. When 
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approved VA research is conducted at an affiliate institution or other non-VA location, the local 
Chief of Pharmacy Services must be consulted to determine whether controlled substances are to 
be obtained through the VA pharmacy. The research section is to initiate the purchase order with 
the designated fund control point and forward it to pharmacy for authorization. All controlled 
substances purchases must be ordered separately from non-controlled drugs. 

(1) Controlled substances needed by the Attending Veterinarian for the treatment and care of 
laboratory animals or needed by an investigator to conduct animal research approved by the 
Institutional Animal Care and Use Committee (IACUC) must be procured by a local VA 
pharmacy unless prohibited by Federal regulations or VA policy. 

(2) Circumstances in which controlled substances are needed for animal research, but cannot 
be procured locally need to be brought to the attention of the Chief Veterinary Medical Officer 
immediately by the Associate Chief of Staff for Research and Development, or other local 
administrator. 

b.~ 

(1) On receipt, Pharmacy Service inventories and issues the drug to the appropriate research 
section. 

(2) Issuance of controlled substances to research areas must be in accordance with the general 
provisions for dispensing controlled substances outlined in paragraph 14. Persons authorized to 
receive controlled substances in the research section must be designated in writing by the Medical 
Center Director, on the advice of the Associate Chief of Staff for Research, or the Chief of Staff. 

c. Control 

(1) If an automated dispensing device is not used in the research area, VA Form 10-2638 
must accompany each drug issued. 

(2) Authorized employee(s) in the research area(s) must maintain appropriate records in 
accordance with the provisions of this Handbook (see par. 17). 

(3) Documentation of administration on either VA Form 10-2638, or within the automated 
dispensing system, must indicate the protocol number, date, and any other identifying information· 
available to provide a satisfactory proof-of-use record for each dose of drug administered. 

(a) When the supply of medication is exhausted or it is deemed the controlled substance is no 
longer needed in the research area, the completed VA Form 10-2638 must be returned to the 
pharmacy within 72 hours. 

(b) A designated pharmacy employee, prior to filing VA Form 10-2638, must review the 
completed form for arithmetic errors, losses, or unusual waste and update the entry in the VistA 
Controlled Substance Package to denote completion. 
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d. Inspection. The authorized research staff must make VA Form 10-2638 and the 
corresponding drug available for any monthly unannounced inspection. With the exception of 
quality control inventory checks of automated dispensing equipment in use in research areas, there 
is no requirement for interim (shift change, daily, weekly, etc.) inventory counts by research 
personnel or other hospital personnel beyond the monthly unannounced inspections. 

e. Storage 

(!) All controlled substances must be secured under double lock in accordance with VA 
Handbook 0730. 

(2) Access must be limited to employees specifically authorized in writing to have access to 
the controlled substances. 

. .. ... ...23 .. 
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APPENDIX A 

SAMPLE OF VA FORM 10-2638, CONTROLLED SUBSTANCE ADMINISTRATION 
RECORD 

A sample of Department of Veterans Affairs (VA) Form 10-2638, Controlled Substance 
---·---------Administration-RecorQ,can-be-found-on-the-¥A-l'Grms-Web-site-at:­

http://vaww4.va.gov/vaforms/. NOTE: This is an internal VA link not available to the public. 
This form must be ordered in paper form the Service and Distribution Center. The Stock number 
is FOI213. 

am 
VA form !0-263B.pdf 



November 16, 2010 VHA HANDBOOK 1108.01 
APPENDIXB 

VA FORM 10-2320, SCHEDULE II, SCHEDULE III NARCOTICS AND 
ALCOHOLS REGISTER 

---------- --------DepactmenLnL\'eterans.Aff.airs.(JLA)-Enrm.10,.2320.,.Schedule lLScheduleJILNarcotics.- .. __ ---~ 
and Alcohols Register, can be found on the VA Forms Web site at: http://vaww4.va.gov/vaforms 
NOTE: This is an internal VA link not available to the public. 

am 
VA Form 

10-2320-fill.pdf 

___ .lH 
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APPENDIXC 

VA FORM 10-2321, CONTROLLED SUBSTANCE ORDER 

Department ofVeterans Affairs (VA) Form 10-2321, Controlled Substance Order, can be 
found on the VA Forms Web site at: http://vaww4.va.gov/vaforms NOTE: This is an internal 

____________ I{A.linknat...cn>ailable.Jo .. the_puhlic.. __ _ 

1tJ 
VA Form 

10-232Lpdf 
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APPENDIXD 

SAMPLE OF VA FORM 10-2577F, SECURITY PRESCRIPTION FORM 

A sample of Department ofVeterans Affairs 01 A) Form 10-2577F, Security Prescription 
Form, can be found on the VA Forms Web site at: http://vaww4.va.gov/vaforms 
NOTE: This is an internal VA link not available to the public. 

a:m = 
Sarrple of VA Form 

10-2577F.pdf 

D-1 
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APPENDIXE 

VA FORM 10-1158, DOCTOR'S ORDER FORM 

Department of Veterans Affairs (VA) Form 10-1158, Doctor's Order Form, can be found 
on the VA Forms Web site at: http://vaww4.va.gov/vaforms/medical/pdf/10-232l.pdf NOTE: 

---~Thi.uwnintemaLJ[AJink-not-available-ta-the-public~ -··-·-·--. 

-m = 
VA Form 

10-1158.pdf 

..... __ :E-1 .. 
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APPENDIXF 

VA FORM 1217, REPORT OF SURVEY 

Department of Veterans Affairs (VA) Form 1217, Report of Survey, can be found on the 
VA Forms Web site at: http://vaww4.va.gov/vaforms/medical/pdf/l0-232l.pdf NOTE: This is 
an internal VA link not available to the public. 

11:1 
VA Form 1217. pdf 
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INSPECTION OF CONTROLLED SUBSTANCES 

1. REASON FOR ISSUE. This Veterans Health Administration (VHA) Handbook provides 
procedures for implementing a Controlled Substance Irispe'ltion Program. 

2. SUMMARY OF MAJOR CHANGES. This VHA Handbook incorporates requirements 
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responsibilities thereto. This revision clarifies the responsibilities of the Controlled Substance 
Coordinator as they pertain to the monthly inspection process. 

3. RELATED DIRECTIVE. VHA Directive II 08 (to be published). 

4. RESPONSIBLE OFFICE. The Chief Consultant, Pharmacy Benefits Management Strategic 
Health Group (119), within the Office of Patient Care Services is responsible for the contents of 
this Handbook. Questions may be addressed to 202-4"61-7362. · ···· 

5. RESCISSIONS. VHA Handbook II 08.02 dated February 1, 2010, is rescinded. 

6. RECERTIFICATION. This VHA Handbook is scheduled for recertification on or before 
the last working day of April2015. 

DISTRIBUTION; 

Robert A. Petzel, M.D. 
Under Secretary for Health 
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INSPECTION OF CONTROLLED SUBSTANCES 

1. PURPOSE 

This Veterans Health Administration (VHA) Handbook provides procedures for 
implementing and maintaining a Controlled Substance Inspection Program. 

2. DEFINITIONS 

a. Controlled Substances. Controlled substances, subject to inspection, consist of drugs 
and other substances by whatever official name, common name, usual name, chemical name, or 
designated brand name, that are listed in Title 21 Code of Federal Regulations (CFR) Schedule I 
1308.11, Schedule II 1308.12, Schedules III 1308.13, Schedule IV 1308.14, and Schedule V 
1308.15;21 CFR 130J;andTitle21 UnitedStatesCode(U.S.C.) 812and 827. 

b. Designated Provid£!:, A designated provider is an individual, authorized to use 
controlled ·substances in research, who is appointed by memorandum of the Medical Center 
Director to ensure security, handling, and storage of the controlled substances in the research 
section. 

c. Unresolved Discrepancies. Any variance from the expected inventory that cannot be 
explained. 

3. SCOPE 

A Controlled Substance Inspection Program must be maintained at all Department of 
Veterans Affairs (VA) medical facilities, Consolidated Mail Outpatient Pharmacies (CMOP), 
and Clinics. Areas to be inspected are pharmacy, inpatient units, clinics (including Community­
based Outpatient Clinics (CBOC)), CMOPs, clinical and research laboratories, anesthesia units, 
and all other areas authorized to have Schedule II to Schedule V controlled substances. 

4. RESPONSffiiLITIES OF THE MEDICAL CENTER DIRECTOR 

Each Medical Center Director is responsible for: 

a. Establishing an adequate and comprehensive system for controlled substances to ensure 
safety and control of all inventories. 

b. Requiring uniform and complete compliance with VHA policies on controlled substances. 

c. Establishing local written medical facility policy(ies) on the inspection of controlled 
substances. 

d. Appointing a Controlled Substance Coordinator (CSC) responsible for the inspection 
program. 
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(1) The CSC must not have a connection with any component of the controlled substance 
program, including procurement, prescribing, dispensing, or administering of medications, 

(2) The esc duties must be included in the employee's position description or functional 
statement. 

(3) The CSC must have a complete understanding of controlled substance policies and the 
VHA controlled substance inspection process. 

e. Appointing an adequate number of Controlled Substance Inspectors, in writing, who do 
not have involvement in drug procurement, prescribing, dispensing, or administration. NOTE: 
Pharmacists, nwses, or physic ions who work in other areas (e.g., Performance Improvement) 
having no involvement with medication prescribl'ng, dispensing, or administration may be 
appointed as CS!s. 

f. Providing an orientation for new CSis and ensuring that CSis receive annual updates 
regarding problematic issues identified through external survey findings and other quality control 
measures. NOTE: It is recommended that this information be provided in an annual meeting; 
however, email or other means of communication may be used if necessary to enswe that all 
CS!s receive the information. Documentation of local meetings should be maintained in the 
Learning Management System (LMS). 

g. Appointing CSis to a term not to exceed 3 years; there is no term limit for the CSC. 
NOTE: Due to the importance of the controlled substance inspection program and for ensuring 
accountability and confidence in the management and use of controlled substances, the Medical 
Center Director needs to formally express appreciation to CSis and the CSC as they complete 
their terms. CSJs may be reappointed after a 1-year hiatus. 

h. Ensuring that the current Veterans Health Information System and Technology 
Architecture (VistA) controlled substance software packages are·utilized in all inpatient and 
outpatient settings: NOTE: The Pharmacy Automated Data Processing Application 
Coordinator (AdPac), or other pharmacy appointee, must ensure that all VistA controlled 
substance packages are utilized and that all appropriate pharmacy staff are trained on its use. 

i. Ensuring that all inspection records are retained for a period of3 years. 

j. Immediately referring to the Office oflnspector General, Office ofinvestigations, any 
criminal matters involving felonies related to controlled substances (38 CFR § 1 .204). 

5. RESPONSIBILITIES. OF THE PHARMACY DIRECTOR, CMOP FACILITIES 

The Pharmacy Director of a CMOP facility is responsible for: 

a. Establishing an inspector training program, similar to the Controlled Substance-Drug 
Diversion Inspection Certificate course, on CMOP specific processes. 

2 
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b. Appointing a CSC, responsible for coordination of the inspection program, and an 
adequate number of CS!s. 

(I) The CSC must not have a connection with any component of the controlled substance 
program, including the procurement, dispensing or record keeping of these medications. 

(2) The CSC duties must be included in the employee's position description or functional 
statement. 

€3) The QS6?tNusi ha: ~ etTnttplete undefStaHding efc5tltffiHea stJbstaHee policies and the 
VHA controlled substance inspection process. 

(4) The CSC must complete appropriate training and the Controlled Substance-Drug 
Diversion Inspection Certification course available on the VA LMS website at: 
www.insidelms.va.gov prior to appointment. NOTE: Additional information regarding this 
requirement is available on the Mandatory Required Training Web site at: 
vaww.ees.lrn.va.gov!mandatorytraining. This is an internal Web site and is not available to the 
public. ·Documentation of Certification is maintained in the LMS. 

c. Appointing, in writing, an adequate number of CS!s who do not have involvement in 
controlled substance procurement, dispensing or record keeping. For example: Pharmacists and 
technicians never assigned controlled substances responsibilities may be utilized, as well as 
administrative assistants, secretaries, or medical equipment technicians, etc. 

d. Appointing inspectors to a term not exceeding 3 years. There is no term limit for 
coordinators. NOTE: Due to the importance of the controlled substance inspection program, 
for ensuring accountability and confidence in the management and use of controlled substances, 
the CMOP Director needs to formally express appreciation to CSis and CSC as they complete . 
their terms. Inspectors may be reappointed after a 1-year hiatus. 

e. Providing an orientation for new inspectors and an annual refresher training to furnish 
annual updates regarding problematic issues identified through external surveys or other quality 
control measures for the current inspectors. NOTE: It is recommended that this information be 
provided in an annual meeting; however, email or other means of communication may be used if 
necessary to ensure that all CSis receive the information. 

f. Ensuring all controlled substance storage and dispensing areas are inspected on a monthly 
basis and verifying all inventory stock and record keeping (e.g., procurement, receipt, 
dispensing, and inventory (active and outdated). NOTE: On a rare occasion a given area may 
go uninspected. However, this area must be inspected in the subsequent month. 

g. Ensuring that all inspectors complete a local orientation and the on-line Controlled 
Substance Certification Program (subpar. 5b(4)) prior to participation in the inspection program. 
NOTE: Documentation of Certification is maintained in the LMS. 

h. Ensuring that CSis are familiar with the inventory management control software program 
that is used within the CMOP to safeguard contra !led substances. 

. --- -···-··­
----~~--------- -·- - --
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6. RESPONSIBILITIES OF THE MEDICAL FACILITY CHIEF OF STAFF AND THE 
CHIEF NURSING EXECUTIVE 

The Chief of Staff (COS) and the ChiefNursing Executive (CNE), or designees, are 
responsible for: 

a. Ensuring that all requirements for handling, storage, and security of controlled substances 
under control of clinical services are followed. 

b. Providing access and support for all assigned inspections in clinical services areas of 
responsibility, without prior notice. 

7. RESPONSIBILITIES OF THE MEDICAL FACILITY CHIEF OF PHARMACY 
SERVICES 

The Chief of Pharmacy Services, or designee, at the local facility is responsible for: 

a. Ensuring that all requirements in VHA Handbook 1108.1 are followed and that all the 
necessary information is available to CSis. 

b. Ensuring that responsibility for balance adjustments in the Controlled Substances VistA 
Package and automated dispensing devices within the pharmacy is assigned to as few pharmacy 
staff as possible. 

c. Being present during monthly inspections of the facility pharmacies and performing a 
complete physical count, as necessary. 

d. Reviewing, monthly, all controlled substance balance adjustments, and reporting any 
unresolved discrepancy to the CSC. NOTE: The revie-wer cannot peiform inventory balance 
ac{justments at any time. 

8. RESPONSIBILITIES OF THE CONTROLLED SUBSTANCE COORDINATOR 

The CSC is responsible for ensuring that: 

a. The required inspections are completed in. each area that stores controlled substances each 
month. NOTE: On a rare occasion a given area may go uninspected However, this area must 
be inspected in the subsequent month. 

b. All new CSis complete the Controlled Substance-Drug Diversion Inspection Certification 
course available on the LMS prior to participation in the inspection program. Documentation of 
Certification will be maintained in the LMS. NOTE: Additional iriformation regarding this 
requirement is available on the Mandatory Required Training Web page at: 
vaww.ees.lrn.va.gov/mandatorvtraining. This is an internal web site and is unavailable to the 
public. 
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c. All local orientation and initial certification training provided is documented in the LMS. 
Competency assessments of the CS!s are documented annually. Attendance at annual refresher 
meetings is documented in the LMS. All annual updates sent to the CS!s are maintained on file. 

d. Inspectors conduct monthly, unannounced controlled substance inspections of the 
Pharmacy's vault(s) inpatient and outpatient working stocks, all units, research, emergency carts, 
pharmaceutical caches, and CBOCs where controlled substances are stored. 

e. Although an inspector may be assigned to assist in the inspection process on a monthly 
basis, thery lilt!)' neJt inspect the same area tno months eonseeutivel'. 

f. The inspectors verify source data (e.g., prescriptions, providers orders, Bar Code 
Medication Administration (BCMA) records, and other manual records) to detect potential 
diversion. 

g. All monthly inspections are assigned and completed. NOTE: To ensure the element of 
surprise, inspections must not be scheduled at the same time each month. Inspection dates are to 
be randomly selected. ·· ····· 

h. A monthly swnmary of findings (including discrepancies) is provided to the Medical 
Center Director or National CMOP Director. 

i. All documented complaints relating to possible diversion activities (e.g., shorted 
quantities, mail prescriptions not received, etc.) are recorded by the patient advocate or medical 
center liaison for the CMOP and summarized for review by either the Medical Center or CMOP 
Director in the Controlled Substances Monthly Report. 

j. All resolved discrepancies, noted during the inspection process, are reported to either the 
Medical Center or CMOP Director for trending purposes. 

k. Unresolved discrepancies are reported to either the Medical Center or CMOP Director for 
further investigation. 

l. A "Quarterly Trends Report" is provided to either the MedicaL Center or CMOP Director 
summarizing any identified discrepancies, problematic trends, and potential areas for 
improvement. For example: discrepancies need to be trended by location, drug, and number of 
doses. 

m. Either the CSC or the pharmacy liaison generates a complete list of the serial numbers for 
distributed VA Form 10-2638, Controlled Substance Administration Records, by unit, clinic, etc. 
This list provides all serial numbers to the CSis for use in the monthly checks of controlled 
substance inventories and records. NOTE: The CS!s must have access to: the inactive VA 
Forms 10-2638, in those rare instances when they are utilized; VA Forms 10-2638, returned to 
the pharmacy since the last inspection; or the electronic equivalent data in VistA. The records 
used for the monthly inspection must part of the VistA package, automated dispensing 
equipment, or both. 

··-----~--~-·--·-·------
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9. RESPONSIDILITIES OF THE CONTROLLED SUBSTANCE INSPECTORS (CSis) 

The CSis are responsible for: 

a. Conducting any random, unannounced inspections as assigned by the CSC. Each 
inspection area must be completed on the day it is initiated. NOTE: All CMOP controlled 
substances inspections are to be completed on the same day. However, at the Medical Center 
inspections may be assigned on multiple days as long as the element of surprise is maintained. 

b. Checking on-hand inventories. 

c. Certifying by memorandum, as defmed· in local policy, to the CSC, the accuracy of the 
records and inventory of the controlled substance areas that they have inspected. 

d. Randomly verifying that there are valid outpatient prescriptions or inpatient orders for 
Schedule II prescriptions to support the dispensing activity. NOTE: For the frequency of 
random verification see VHA Handbook I 108.1. · 

e. Ensuring that all assigned inspections are completed by the end of the month. 

10. PROCEDURES FOR INSPECTION OF THE PHARMACY 

a. The Chief of Pharmacy Service, or designee, must be present during the monthly 
inspections. In the case of the CMOPs~ the responsible controled substance pharmacist must be 
present at the time of inspection. 

b. The physical inventory inspection includes all active. stock of Schedule II to V controlled 
substances (including outdated stock), and related records (VA Form 10-2320, Schedule II, 
Schedule lli Narcotics and Alcohol Register; VA Form 10-2638; and VA Form 10-2577 F, 
Security Prescription Form; and electronic equivalents). 

c. The Chief of Pharmacy, or designee, and CSI must perform a complete physical count in 
the pharmacy during the first month of each quarter and a random physical count of a minimum 
of 10 percent (or maximum of50j of the line items during the other 2 months. The CSI must 
weigh all unsealed powders and measure all unseaied liquids. with a volumetric cylinder, unless 
the contillner has a graduated scale fur volumetric measurement. 

d. The CSI(s) must verify the accuracy of the pharmacy records by dating and initialing VA 
Form 1 0-2'320, or the electronic equivalent for each drug or jmiparation, at the time of 
inspection. This inc Juiles·: 

(I) All pharmacy wclfking stocks of controlled substances; 

(2) A physical coun(quarterly l)lld monthly verification ofthe seals of the Emergency Drug 
Cache; 

(3) All automated dispensing machines containing controlled substances; 
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(4) All drugs held for destruction by comparing with the "Destruction File Holding Report;" 
and 

(5) Prescription pads. 

e. Do not open manufacturer sealed packages to verifY inventory. NOTE: The inspecting 
official is not to open any sealed packages of controlled substances for actual count, unless there 
appears to be evidence of tampering. 

(1) The inspecting official must verifY and document, on the Pharmacy Controlled Substance 
Inspection Report, that 72-hour inventory checks have been completed in Pharmacy since the last 
inspection. 

(a) Pharmacies open 6 or 7 days per week must complete three inventory checks weekly, 
unless there is a Federal holiday. On weeks containing a Federal holiday, only two inventories 
are required in pharmacies open 6 or 1' days pet week. 

(b) Those pharmacies open 5 days per week must complete two inventory checks weekly. 

(2) VHA All Hazards Cache controlled substance inventory must be reviewed every 72 
hours. That portion of the inventory that is contained in a bin with an intact seal does not need to 
be individually counted, but can be accounted for by verifYing that their outer seals are intact. 
All discrepancies, evidenced by this review process, must be resolved when evidenced. 
Unresolved discrepancies must be reported by the inspectors as a component of their monthly 
report. NOTE: A waiver to perform weekly reviews must be granted by the Office of the 
Pharmacy Chief Consultant, Pharmacy Benefits Management (PBM) Services. 

(3) The CSI ensures that all controlled substances have been received and placed into 
inventory by reviewing the monthly prime vendor invoice, detailed purchase invoices, and 
summary reports from prime vendor or direct purchase invoices against the pharmacy drug 
receipt history report in VistA. NOTE: All controlled substance inventories must be first 
received into VistA prior to issuing to automated equipment. 

g. A CSI must inspect the Outpatient Pharmacy. 

(1) In the outpatient pharmacy, the CSI must randomly select and verifY that there is a hard 
copy prescription (written "wet signature" prescription) for 10 percent (or maximum of 50) of 
the Schedule II controlled substances dispensed. Electronic entry of the Schedule II controlled 
substances prescriptions in a Drug Enforcement Agency (DEA)-approved physician order entry 
system must have been previously verified using a Public Key Infrastructure certificate. 

(2) The inspector is to identifY, from the "Daily Activity Log" in VistA, specific prescription 
entries and then verifY that there is a hard copy prescription. 

---------·------ ~----~~---

---·---'---··- ·--
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(3) Inspectors must initial on the daily activity Jog each entry verified with a hard copy 
prescription. A copy of the daily activity Jogs must be included with the inspection report. 

11. CONTROLLED SUBSTANCE DRUG DESTRUCTION 

a. Out of date, or other unusable substances that are returned to the pharmacy must be 
properly stored for transfer to a reverse distributor, or destroyed under the control of pharmacy. 
The CSI must verify that all drug transfers or destructions are completed at least quarterly, and 
documented on the inspection report. 

b. The CSI must review the audit trail for ten randomly-selected drugs for destruction by 
comparing the destroyed drugs report to the signed DEA Form 41, Registrants Inventory of 
Drugs Surrendered; ensuring that accountability is maintained from the time oftum-in to 
phannacy until destruction or transfer to a reverse distributer. Any transfer to a reverse 
distributer must be validated by a signed receipt. Upon transfer the reverse distributor assumes 
full control and responsibility for the controlled substances. 

c. The CSI must ensure that any drug stock removed from inventory for destruction, since 
the last inspection, is properly documented on the "Destruction File Holding Report." 

12. PROCEDURES FOR INSPECTION OF lNP ATIENT UNITS AND CLINICS 

a The unit or clinic manager, or designee, is to be present during the inventory and 
inspection of controlled substances. 

b. The CSI must perform a complete physical count on all unit and clinic areas during the 
first month of each quarter. A random physical count of a minimum of I 0 line items must take 
place during the other 2 months of the quarter. Manual entries must be reconciled on VA Form 
10-2638, for each drug or preparation during each inspection. 

c. In the inpatient or clinic setting, the CSI rimst verify that there is a hard copy order 
(electronic or written) for five randomly selected dispensing activities on each unit. On a unit 
with less than five dispensing activities, a minimum of two orders must be reviewed. 

d. The CSI must: 

(I) Validate control substance transfers, to ensure that appropriate documentation as to th~ 
transfer is maintained, by reviewing the document trail of any two transfers from one storage 
area to another. NOTE: This is only necessary if controlled substance transfers are permitted 
by local medical center policy. 

(2) Initial and date the inspection worksheet to verify the accuracy of records on the unit or 
clinic. 

(3) Ensure that change of shift counts for non-automated dispensing units and weekly 
inventories for automated units on all wards and remote storage areas are completed. 

8 

I . 



March 31, 2010 VHA HANDBOOK 1108.02 

NOTE: This is only necessary if shift counts and weekly inventory verifications are required by 
local medical center policy. 

13. PROCEDURES FOR INSPECTION OF RESEARCH LABORATORIES 

a. The CSI must validate that the medical center Director has authorized a designated 
provider to ensure security, handling, and storage of controlled substances in a research 
laboratory. 

b. The..desigvgtecJ }3EaviEier er dssigase, is to J;.e--present d''rila:g=thedw'ent-cuy aad ins~•n=,===== 
of the controlled substances. 

c. The CSI must: 

(1) Validate that all controlled substances stored in the research laboratory were ordered 
through and received from Pharmacy Service. 

(2) Perform a complete physical count of all controlled substances each month. Manual 
entries must be reconciled on VA Form 10·2638 for each drug or preparation during the 
inspection. 

(3) Validate that a VA Form l 0-2638 accompanies each container of drugs issued. NOTE: 
Research staff must always use a printed copy of VA Form 10-2638. 

(4) Ensure that when inventory for a specific VA Form 2638 is depleted that the form is 
zeroed out, signed, and dated by the designated provider. NOTE: Once zeroed out, the 
completed form must be returned to pharmacy service within 72 hours. Any lapses with regard 
to this requirement are to be noted on the inspection worksheet. 

(5) Initial and date their inspection worksheet to verify the accuracy of all records in the 
research section. NOTE: No change of shift counts or daily counts are required of the research 
department. 

d. Inspectors are cautioned not to open sealed boxes unless evidence of tampering is 
encountered. Sterile solutions or powders custom packaged or repackaged for research use must 
not be adulterated or rendered non-sterile by auditing procedures. 

(1) The need for special precautions must not prevent an accurate audit. An audit method 
that allows compliance, while protecting the integrity of powders or liquids, is to be developed, 
with the input of the Chief ofPharmacy, Associate Chief of Staff for Research and Development 
(or equivalent), research investigators, and veterinarian (if applicable) as needed. NOTE: The 
use of small, pre-measured, dnd sealed a/iquots of powder or liquid (versus bulk storage) can 
allow ready measurements while maintaining sterility and preventing needless repetitive 
weighing or volume measurements. 

(2) On rare occasions a powder or liquid, if improperly handled, could represent a potential 
health risk to inspectors. In such cases, the principal investigator, or designee, must ensure that 

___ , ______ _ 
.-·,:..:;:;:;:.:;_:_::__- . ---· ~-· -- - ... ·- .. - -·--·-- -. 
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appropriate handling precautions are clearly communicated on the item (e.g., if the controlled 
substance could be absorbed by skin contact, an appropriate warning should be present on the 
container to avoid skin contact or to only open the item in a chemical hood or other suitable 
containment environment).· Jrispectors must not hesitate to ask research personnel with more 
appropriate training to handle items in such circumstances. 

14. PROCEDURES FOR INSPECTION OF AUTOMATED DISPENSING 
EQlUPMENT 

a. The CSI must have specific, written instructions on how to inspect each automated 
dispensing device that contains controlled substances. 

b. Each CSI must be assigned an individual password that enables access only in the 
presence of an authorized user. 

c. A unit or clinic nurse, or authorized provider in the research section, must accompany the 
CSI during all inspections. 

d. The CSI must: 

(1) Perform all physical counts on all unit, clinics, and research areas as required by this 
Handbook. 

(2) Reconcile 1 day's dispensing from the pharmacy to each unit of automated equipment. 
These are to utilize the pharmacy dispensing reports to automated equipment, validating what 
was received into inventory. 

(3) VerifY, in the inpatient or clinic setting, that there is a hard copy order (electronic or 
written) for five randomly selected dispensing activities on each unit. NOTE: On a unit with 
less than frve dispensing activities a minimum of two orders must be reviewed. 

( 4) Ensure that weekly verification fur automated units on all devices and remote storage. 
areas are completed. NOTE: This is only necessary if weekly verification is required by local 
medical center policy. 

15. TOOLS FOR DETECTING DIVERSION 

a. The CSC and Pharmacy designee may expand the scope of the monthly inspections by 
utilizing the Controlled Substances Monitoring menu in VistA to identifY potential problem 
areas. 

b. Medical center staff may utilize surveillance tools that accompany automated dispensing 
equipment (e.g., Pyxis, C-Safe), commercial-off-the-shelf(COTS) software (e.g., Pandora), and 
future versions ofVistA's "Ward Drug Dispensing Equipment (WDDE) interface," to identifY 
potential incidents of drug diversion. NOTE: A listing of potential fi/eman templates that can 
be run on a local level are identified in the VistA Controlled Substances Inspector's Manual. 

10 
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16. DOCUMENTATION OF DISCREPANCY OR LOSS OF CONTROLLED 
SUBSTANCES 

a. In cases of unresolved discrepancies the CSI must provide a report to the CSC, who must 
make a report of findings to the appropriate Facility or CMOP Director for action. 

b. Reports of loss or potential diversion are to be forwarded to Pharmacy Benefits 
Management Services using mail group at: VHAPBH Pharmacy Reporting CS Diversion/Loss. 
In all instances this report is to be sent using e-mail encryption. NOTE: In the case of an 
idtmtjJ!Bd disGrll]Jilrlfl)' et diw.rsieR £/;a JlFI!Ger,iu& o wtN118q if! TWA Wlf!idb{)e,~ 1109 t are I>! IJe 
followed 

11 
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APPENDIX A 

VA FORM 10-2320, SCHEDULE II, SCHEDULE ill NARCOTICS AND 
'ALCOHOLS REGISTER 

Department of Veterans Affairs 01 A) Form 10-2320, Schedule II, Schedule III Narcotics 
and Alcohols Register, can. be found on the VA Forms Web site at: 
http://vaww4.va.gov/vaforrosimediCal/pdf!vha-10-2320-fill.pdf NOTE: This is an internal VA 
link not available to the public. 

10·2320-fill.pdf 

A-1 
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APPENDIXB 

SAMPLE OF VA FORM 10-2638, CONTROLLED SUBSTANCE ADMINISTRATION 
RECORD 

A sample of Department of Veterans Affairs 01 A) Form 10-2638, Controlled Substance 
Administration Record, can be found on the VA Fonns Web site at: 

=====o4h~ttf);ll>;J"I':l"~'?!J!.,,!l!"'i<lr4.,1\1!'2!:"3!l!0~1 '~6\1!ml!f~>ll!W~s!bl:e<i\7l.O!JT~f~·=T~1tlli&s'!'is"'a:u"<.'W"ui~~u;wa~'"!t!.'.1 4~Unrut-.n;uo~''!'Clli<?!G<1Ji'l<hu;h~Tp~r:ap~truhe~pflli'J>'b~*-[,ll<"c:==""""=== 
This form must be ordered in paper form the Service and Distribution Center. The Stock number 
is FOI213. 

1J 
!0·2638.pdf 

B-1 . ·-------~=-----
....... -~ ---- --· 
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APPENDIXC 

SAMPLE OF VA FORM 10-2577F, SECURITY PRESCRIPTION FORM 

A sample of Department of Veterans Affairs ry A) Form 10-2577F, Security Prescription 
Form, can be found on the VA Forms Web site at: http://vaww4.va.gov/vaforms/. NOTE: This 
is an internal VA link not available to the public. 

This form must be ordered in paper form the Service and Distribution Center. The Stock number 
is F05466 

1D 
10·2577F.pdf 

C-1 
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Washington, DC 20420 

VA Handbook 7002 
Transmittal Sheet 
July 10,2009 

LOGISTICS MANAGEMENT PROCEDURES 

1. Reason. This handbook sets forth department wide procedures which implement 
aR~ ~=lemeRt mat~riel ;-an olicies and responsibilities fo11nd in tbe EPMR 
an as appropnate. ogether, they comply with requirements established in Title 
40, United States Code (U.S.C.), Public Buildings, Property, and Works, and Title 41, 
Code of Federal Regulations. This document combines the information originally 
contained in VA Handbook 7125 and 7127 and VA Directive 7347 Appendix A 
(inventories of firearms and ammunition). 

2. Summary of Changes. This handbook provides updated policy and procedures 
pertaining to subject matter In-the general area· of materiel management and property 
management. The fallowing areas are a summary of major changes to this handbook: 

a. Prohibits the purchase of refrigerators and microwaves for employee use from 
appropriated funds. 

b. Adds clarification and guidance concerning the use of furnishings and equipment 
pools. 

c. Adds information on replacement criteria to be considered when replacing an 
equipment item. 

d. Adds information/requirements under "Accountability" regarding the following: 

(1} Delegations of Authority 

(2} A listing of Accountable Officers (AO} in each Veterans Integrated Service 
Network (VISN) will be submitted to the Office of Acquisition and Logistics (OAL) (along 
with copies of the Delegation of Authority} for review and concurrence 

(3} Sections discussing the AOs and the CLO responsibilities and required review 
process 

e. Added annual training requirements for the AO 

f. Changed system references to generic terms. 

g. Changed references to Chief, Acquisition and Materiel Management Services to 
Logistics Services. 

····------ --·--·-- ........... -·-- ------

----------------- ------·----
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h. Incorporated federal terms from 7127, Change 4 . 
. i :,.._ :, 

July 1 0, 2009 

i. Incorporated _ch_ange in capitalization threshold and further explained ·capitalized 
property classification. 

j. Removed Sectio!J ~1.02c5.originally in 7127, Administrative Certifications. 

k. Added inJormation.on unqlaimecl and voluntc:~rily.abandoned p~rsonal prQperty . 
. :·. ·-_; '-~ .. - '·. ~ ' . -:' . ,-- .. : ' 

I. .Added disposal ~;:ondition codes and definitions. ·.' 
... ,.. ' i·· ... :.- •. '; : . ·. . . ,;· ' .• · ·. : .. 

m. AQded informatior:l on sanitization of property containing_data ~ensitiye material. 

n. Added informaiion regarding sensitive items to r~flect Chang~ 4, originallY 
contc:~ined in 7127. 

• ' • • • • • • • • • ' • ' '". • •• • • • • - • ' ~ • • .) •• •• c •' ;' •• -

0. Gondensed ~e~;tions5108~1.. 5W~-2 and 5108"3 originally if17127Jo re.ferences. 

p. Add~d i~fomnation ;ddr~ssing loans of propertY .to employ~es se~arat~iy' i~~rn 
loans to i11stituli()ns1 actcjed es\c:~bl,ishlllent of, Loan Register, and adcled !lf:linority to 
establish nonexpendable equipment loan pools, ,, . .• ., : 

q. Mded information to reflect Change 5 to 7127. . . . 

r. Added information to reflect authority to change inventory time frames, addition of 
sensitive item infomnation, removal of authority to waive a scheduled inventory, and 
redefined extension ofScheduled inventory. . ' . ' .. . . 

s. Rem()ved Part 5 iF) 7;1.?7 (SI!!lP!Y. funcj) in its entirety which will be separated into 
its own distinctive Directive and Handbook. · · 

t. Added recommendation to use the automated Equipment RequestfTurn~in . 
Package, added re.quirement to use <:;ataiQgipg an_d Nation?! St()ck Numbers (NSN), 
and tp add requ_irenierit ofd()cument;ation of prope.rtY l_oans ;;~rid Loan Register to be 
maintained with approprlaie Eci\!ipme.nt Inventory List (ElL); · . , . 

u. Requirements for)'ear~nd C:e.rtification Reports.and for Equipment Not Installed 
reports to OAL is no longer required. 

v. Added section addressing IT equipment inventory and cpntrol. 

w. Added Report of Survey (ROS) timelines. 

3. Respl)nsible Office, Logistics Policy (OOtAl~P2), Office of the Deputy Assistant 
Secreiary (DAS) for Acquisition and Logistics (001 AL). 
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4. Related Directive. VA Directive 7125, Supply and Procurement- General 
Procedures, dated November 4, 1994, and VA Directive 7127, Materiel Management 
Procedures, dated September 19, 1995, and VA Directive 7347, Accountability and 
Disposal of Firearms and Ammunition dated March 5, 2007, and VA Directive 7125.1, 
Accountability, dated April 5, 1996. 

5. Rescission. VA Handbook 7125, General Procedures, dated AprilS, 1996, and VA 
Handbook 7127 (changes 1 ,2,3,4, and 5), Materiel Management Procedures, dated 
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LOGISTICS MANAGEMENT PROCEDURES 

PART 1. SUPPLY AND PERSONALLY OWNED PROPERTY. 

1. Supply Through Storage and Issue. Factors to be considered when determining if 
an item will be included in the posted (warehouse) supply fund inventory are: 

in 

b. An item with a high rate of usage; or 

c. An item of which stock must be on-hand due to its particular or specialized use. 

2. Personally-owned Property Placed in Official Use. VA Form 2235 will be used 
for personally owned property placed in official/unofficial use. Employees are required 
to obtain approval from their supervisors and advising the facility AO prior to bringing a 
piece of personally owned property to a VA facility or placing it in use. 
A written policy for privately-owned property will be established at the local level which 
will inform employees of the following: 

a. Official use. Personally-owned property placed in use for the convenience of the 
Government. The Government is responsible for loss, service, or repair of property 
placed in use for the convenience of the Government. Excluded from this authorization 
are personally-owned vehicles. 

b. Unofficial use. Personally-owned property placed in use for the convenience of the 
employee. The Government is not responsible for Joss, service, or repair of property 
placed in use for the convenience of the employee. Exception: devices needed to 
assist an employee due to a disability or impairment. 

c. The facility AO or designee will ensure Engineering Service and Safety is aware of 
all personally-owned property placed in use (e.g., radios, cup warmers, etc.) for the 
purposes of ensuring a safety inspection is performed. And, if appropriate, also ensure 
space and utilities are available to properly accommodate the item in accordance with 
safety and Joint Commission on Accreditation of Health Organizations (JCAHO) 
standards. 

PART 2. ACCOUNTABILITY. 

1. General 

a. Responsibility. Any employee who uses, supervises the use of, exercises control 
over, or has custody of public property in their personal possession or in possession of 
employees under their jurisdiction is responsible for such property. Responsibility may 

_jjl~--
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be divided into four categories: personal, supervisory, ElL, and staff and each category 
are discussed more in depth in paragraphs 3, 4, 5, and 6 of this part. 

b. Definitions: (See Appendix A for more definitions used in Property Management) 

(1) Accollntability. The tracking and r~conciling ()f. property it~ms fr()m acqui~ition to 
disposition (cradle to grav~);Jhe ability ici account fQr pel)lonal prpper:ty by providing a 
complete audit for property transactions from receipt to final disposition. 

(2) Control. The ongoing f1,1ncti.on of m~lnt~i~ing physical oversight and surveillance 
of personal property throughout its complete life cycle using various property 
management tools and techniques. 

(3) AO •. Tbe. facility's appointed AO or designee who has the ·ol;>ligation imposed by 
law, administrative order, or regulation to render an accounting to another official for 
funds, property, or supplies entrllsted.jo them, .''1/~ether VA~ovmed,, le.'!se..d, or acquired 
by loan from any source. ltjs ret::qmmended each VA ~cility,shoulci h.ave a single AO. . . . . . 

c. The following areaswiiJ have desig~~t~d liaisonsfor.AoiSn~tionsimd will ensure 
agreements for AO support services are established with the nearestVeterans Health 
Administration (VHA) facility: · · · ·· · · ·. · · · · ·. 

(1} Veterans Benefits f>,dministration (VBA) 

(2} f\jalio[lal CefT\etery Administration (NCA) 

(3) Chief Information Officer (CIO) 

(4) Regional Counsel .. ~. . 

a. All VHA field facilities. shalle.st,ablish AO positions. JheJI(Icility's ,Phief of Logistics 
Services, or ~esignee.; will be the AO at a VHJi:field facility. VI-lA fac;:illtie.~ shall provide 
AQ support to.II!CA, VB['., a~~ !.he O.ffic:e of.lnfprmati~:~n .. and)'echnology(QI~T) t~rqugh 
support agre.eme.nts. iri the VA Centra! ()ffi(;e. {\IACQ),th~ AQ h>JhE> DA~ for . 
Administration (03), .To the f!J)Ie.st e)ttent P.O~sible., e~ch ?dl}linjstration shall stimdardi2;e 
logistics position's speCific roles and reSP.onslbilities, reporting requirements, and 
communication channels at the facility level for the benefit of the logistics support staff. 
This standardization will establish continuity across the board fqr_alllogistics operations 
within VA · 

b. The AO will ensure that all inventories are accurate and maintained in accordance 
with VA directives and handbooks and any other pertinent guidance .. 

c. The AO will berelieved of accountability for personal property when: 

12 
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(1) Expendable property is issued to another VA activity or sold from Supply Fund 
stock. 

(2) Expendable or nonexpendable property is transferred to another VA facility, 
federal agency, or otherwise disposed of in accordance established excess procedures. 

(3) Property is reclassified i.e., from personal property to real property. 

----1(44)h'\Afl-9:J'lPfOVed-adjtJstment vrn:rcher or Report of Survey IS posted t61he perpetual 
inventory account. If the AO is the custodial officer for the property, the adjustment 
voucher should have an additional higher level of approval (e.g., Associate Director, 
facility Director, or designee). 

(5) Relieved of official duty as provided for in this part, paragraph 7. 

d. The facility AO shall be delegated by the facility director in writing. The AO may -
further delegate this responsibility in writing as needed in order to carry out the mission 
of logistics. 

e. A listing of the AO located at each facility within a VISN (VHA), MISN (NCA), or 
Region (VBA) will be submitted annually by the end of the Fiscal Year through the 
established logistics office within each administration to OAL, and will be kept on file for 
reference purposes. This list will include name, a job title, series, grade, and telephone 
number. In addition, a copy of each AO's delegation from their facility director will be 
attached to this listing. 

3. Personal Responsibility. 

a. Personal responsibility for government property is the obligation of every 
employee, whether such property has been issued to, is specifically assigned for 
personal use, or is used by them on occasion. Employees who, in the performance of 
their duty, are required to operate or use government equipment or devices have an 
obligation to perform first echelon care in the dally use of such property. 

b. An employee may be held pecuniary liable for the loss, damage, or destruction of 
government property when the loss, damage, or destruction is due to the employee's 
negligence or misuse of such property, or to dishonesty or willful destruction of the 
property. 

c. NOTE: The extract from Public Law 772, BOth Congress (18 U.S.C. 641), will be 
posted on bulletin boards and 'other conspicuous places for the information and 
guidance of all concerned. 

4. Supervisory Responsibility. It is an obligation assumed by every employee who 
accepts an administrative or supervisory position in a service, section, or division of an 

- --~--~-------··-~---- ----- ------------------- ------------------ ------ -- --- --- -----=-=--=-=--=-~---=-~=~~-~-
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organization? . Personnel having this responsibility shall be held pecuniary liable for the 
loss, damage, or des.truction of property under their sup<Jrvision only when it is positively 
shown that the employee was guilty of neglect or carelessness, as outlined Jn Part 11, 
paragraph a., subparagraph (2), (a) or (b). In addition to these resp.onsibilities, a 
supervisor may be assigned an El~ t~at would.requirethem to perform Custodial Officer 
duties Which are di~cussed,in paragr11ph 6 of this part .. · · . . 

5. Staff Responsib,i!ity., The. facility AO, qr designee, !las •;staff re~?,por)sibility.' This 
obligation is to ass we management that all government property assigned to the facility 
is accounted for and ·entered into the proper automated. system. Also the AO [s tq 
ensure that all propertY is properly utilized, maintained, and i:onse~rved during its useful 
life, and th<\t proc~dures are inplaCt;l to avoi~ theft. abuse, Md logs. 

6. Custodial Officer ElL Responsibilities. The Custodial Officer (i.e., service chief or 
component head), or eQUivalent employee desig~(;lted by the facility organizational · 
director to assume responsibility for nonexpendable property will do so by personally 
signing the ElL. In, sJgnin.g this rexeipt, !he employee cert)fi,es thatall property placed 
into official use, including .VA-owned,leased,toa11ed, or donated, is listed on the ElL 
and is present and accounted for as ofthai date, or ihe appropriate documentation has 
been submitted as indicated on the ElL signature page. They also acl<nowiedge that 
they are, as of tb.at d1,1te, respqJ1sjbl~.to the AQ f<;Jr !JI[p,roperty listed o.n t~eir sfg[led ElL. 
Additions to"or.cle\etions from,lhi~acco'unt madE!. sybpecjuent 1!> the date otsignature 
wil.l be suppprted by the appropriate signed go~umf!nt!lliork T~E) Cu~tcidi~l Offic;er will 
remainreSPOilsiQie for such property unless relii;!ved,.as provided for in paragraph 7 of 
this part, Additionally, it is highly recommended that when conducting the offiCial ElL 
inventory, the Cusiodial Officer also conduct an inventory of expensed equipment items 
as well. This allows the Custodial Officer the opportunity to ensure all their equipment 
items are being adequately utilized and still needed to carry,oy.t,the sefVf.ge's 
mission/function. Appendix H is a listing of required standardized department numbers 
that must be.used W~flG emeri,ng ~n .itelj).intotbe pr()PE,lrty ac;coyptabllity system. The 
Custodial Qfficer shall,recEtlVe EILtrainjng froiTJ the AO on .an arm.ual basis .. This E;IL 
trainir1g will,\;>edoi:um~nted accordingly. '- .. ·' . :. 

7. Reli~f i=rom' R~s pcinsibility .. G!!stoclial o{nc~r resp()!)Sibility for aCC()\Ultable' ElL 
property, which has been formally charged to them or they have further issued to an 
employee bY.rneanl:; of e.ither the ElL, VAF()[m 2237, or computer generated form, will 
terminate when: 

a. Property has be~n ~et~rned'tci the AO a~d a valid receipt secured, 

b .. T~ey have, with their successor (or person designated in writil,lg as acting in that 
capacity), invent,oried all property for which they are ch.arged, and 

(1) Have had all overages and shortages properly adjusted, 
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(2) Obtained the signature of their successor (successor could also imply the person 
acting in that capacity) on the ElL, 

(3) Delivered the signed copies to the AO, and 

(4) Secured their clearance. 

B. Transfer of Accountability. When an accountable official is relieved of official 
duties, feffflal accountability, as distinguished Jionrliability, will be immediate 
transferred to the temporary or permanent successor. Via memorandum (routed 
through the facility Director), the official assuming accountability will verify the 
completeness and accuracy of all property accounts, and With the outgoing official, will 
affix his or her signature. An adjustment voucher or ROS will be prepared for any 
additions or missing items, as appropriate. In the event that the outgoing official is 
prevented from executing this action by reason of death or disaster, the justification will 
appear on the memorandum in lieu ofthe-signature.--The original memorandum will be 
filed in the Delegation of Authority file maintained iri the office of the facility's AO, and 
copies will be provided to the incoming and outgoing officials. 

9. General Scope of AO's Mandate and Required Review Process. 

a. The AO shall be a senior manager who has direct control of personal property 
assets and who selects and assigns staff personnel to receive and manage said assets. 
This manager is responsible to account for all personal property assigned to their facility 
and for the documentation of all transactions affecting personal property. The AO 
oversees the materiel management activities associated with the property under his or 
her control. Additionally, the AO shall ensure that training is provided to administrative 
staff as appropriate (i.e. ElL Custodial Officer, bar coding/scanner, ADPAC, etc.) 

b. Each administration, staff office, and program office will ensure AO activities are 
accomplished within all offices under their respective jurisdiction. If AO resources are 
not resident at the facility, a Memorandum of Understanding will be established with the 
local supporting VHA facility. This includes, but is not limited to the following: 

(1) Conduct searches for unrequired/excess supplies and equipment 

(2) Inventory maintenance and documentation 

(3) Disposal of unrequired/excess property 

c. The AO will mandate the use of all official automated inventory systems at their 
facilities. The AO will ensure the usage and implementation of a VA approved and 
authorized inventory system for all inventory functions. The AO will ensure that action is 
taken to populate and maintain these automated inventory systems for both expendable 
and nonexpendable items. The AO will make sure that use of the standardized ElL 

"f5 
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department numbers, Category Stock Numbers (CSN), and NSNs are utilized 
appropriately in each inventory system. 

d. The AO will minimize long supply and eliminate unofficial expendable inventories 
by monitoring the inventories in the official inventory syste·m. 

e. The AO will comply with VA Handbook 7348, "Utilization, Sale, Abandonment or 
Destruction of personal property. • This includes the screening of excess property 
listings, electronic or physical, circulated by other VA activities, General Services 
Administration (GSA), and other Federal agencies in order to. fill required requisitions at 
their facility in lieu of acquisition whenever possible. . . 

·, ·,· 

10. General Scope of CLO Mandate and Required Review Process. Within VHA, 
the CLO will ensure that the following managerial and oversight functions are 
accomplished as follows: . · . · 

a. Pro~ide policy guidance and c~mp.Jianc;;e responsibiiitY over inveniory 
management,.property management, and acquisition activities . 

. , . 
. ",' 

b. Ensure training for key personnel is obtained and provided as required. 
·· .... 

c. Monitor logistics and acquisition performance measures and initiate corrective 
action to address Qut-of-line situE!tions; 

d. Ensure compliance with federal and VA regulations and procedures; 

e. Coordinate corrective actions iqentified in reviews, audits, or inspections; 

f. SeNe as point of c;ontaQt for acquisition and logistics matters within tl)eir sphere of 
responsibility; 

g. Revi~w medical cente~, regi9nai office, or cemetery (as appropriate) acquisition 
and logistic plans and objectives; 

h. Indirectly fll~nitors and establishes reporting requi;~ments for each facility logistics 
officer; and 

i. Ensures required and annual reports are submitted in a timely manner and in the 
. correct format. 

11. General Scope of the Logistics Liaison Office Mandate and Required Review 
Process. \f\/ithin each Administration, a designatep office will be required to report to 
the VA Chief Financial Officer/Senior Procureme[lt Executive (CFO/SPE) through the 
DAS/OAL.., OOjAL). This office will provide oversight for all logistics activities. and will 
ensure compliance with all. Federal and VA Jogisiics. rules and regulations, The 

16 
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designated office will keep the VA CFO/SPE informed concerning all major changes, 
decisions, and required reports. 

PART 3. CLASSIFICATION OF PROPERTY. This part provides VA property 
managers with a resource for the proper classification of property items. Within VA, 
property is further classified as real (i.e. buildings/land and building service equipment) 
and personal (both expendable and nonexpendable). 

1. Categories. 

a. Personal Property. All property other than real property and all property on 
Federal compounds that is disposed of as trash (reference Handbook 7348 for further 
guidance on this subject). Items in the personal property category are further classified 
as expendable or nonexpendable. The classification of property into these categories 
provides the basis for: 

(1) Segregation of equipment assets from operating supplies. 

(2) Data collection to support a planned maintenance and replacement program. 

b. Real Property. Buildings, land, structures, and building service equipment (e.g. 
equipment that is permanently installed in or attached to buildings and structures which 
when installed, become an integral part of real property for the purpose of rendering the 
building or structure usable or habitable such as heating and light fixtures, elevators, fire 
alarms and air conditioning systems). 

2. Classification. 

a. The Centralized Acquisition Analysis Division classifies property with either a NSN 
for supplies, or a CSN for equipment. 

b. Except as stated in paragraph e of this section, the DAS/OAL (001AL), in 
conformance with the policy in paragraphs c. and d. of this section, shall determine the 
classification of standard items (or categories of items) In accordance with the Federal 
supply cataloging system. 

c. The Centralized Acquisition Analysis Division (CAAD) will consider the following 
criteria when classifying property: 

(1) Expendable 

(a) Has a life expectancy when put to use of less than two years. 
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(b) When put to use, becomes an integral part of another item, thereby losing its 
~~~~~ .. 

{c) Is purchased for permanent release to beneficiaries. (Prosthetics and Sensory 
Aids Service usually orders items for beneficiaries.) 

{2) Nonexpendable 

{a) Normally has, but is not limited to, an acquisition cost of$300 or more (an item 
classified as nonexpendable may cost less than $300, i.e. refrigerators, microwave 
ovens, toasters, some typewriters, printers). 

{b) H.as a life expectancy of two years or mor~. 

(c) Is pf a s.ensitive ni'ltYre which requires accountabilitY/control r11gardless of cost, life 
expectCincy, or maint~nance requirements.:-

{ d) NOTE: Sensitive property is defined as property, regardless of acquisition cost, 
that by its nature, is subjec;:j \0 theft;lo~s. convers[on,t() pers<mal use, or for sOt'fl!l other 
reason, must be subjected to more stringent controls than other property (see Part 8, 
Inventory of EquiPI11€lnt in Use fora Jisting of sensitive items)._ 

d. Personal property (exp_endab!e/n,pnexpen~able) classjfic;;~tions, once established, 
will not be revised as a re~ult of price ijuc\uations refle<;ted in subsequent purchases 
unless authorized by the DAS/OAL (001AL). . - -

e. Personal property, which may come into being as a. result oU;abricauan a~C:l/orthe 
assembly of parts or components, will be reclassified by the facility to correctly identify 
the unit as a whole. 

f. A nol)expendable item will h.ave a GSN assigned; non,E)xpenda~Je items wit~ 
assigned CSNs will be found in VA Catalog Number 3, septio.n V. IJYllen requ_ested,the 
CAAD will assign a CSN to new nonexpendable items. VA Form 0886 will be used by 
field activities when requesting to change an itefl) from ncmexpendab!e to expendable. 

g, Expendable items will have an NSN assig~~d'bythe cAAci .in accordance with 
Public Law 82-436 and FPMR 101-30.202. In addition, the CAAD is responsible for 
assisting in the standardization of personal property within VA. 

3. Spe~lal Classifications. For the purpose of ~ccountirig control, a.ll <,>overiurJent­
owned personal property has been further classified as Supply Fund, Non-Supply Fund 
(Appropriated), Trust Fund, Compensated Work Therapy (CWT), Medical Care 
Collections Fund (MCCF) and Recyclable Fund property. 

a. Supply Fund Property. This term is applied tci all property procured by or donated 
to the Supply Fund and includes the following: 

18 
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(1) Capital Leasing Equipment Program from OAL (see VA Directive and Handbook 
7132). 

(2) Expendable property issued from Supply Fund posted stock inventory that is 
turned-in by the using divisions and returned to inventory accounts. 

(3) Silver and precious metals reclaimed under the silver reclamation program. 

-~--~--1(4) Ui11equi1ed nonexpendable property that 1s shipped to the Serv1ce and 
Reclamation Division for rehabilitation prior to disposition of the property. 

(5) All supplies, materials, and equipment owned by OAL. 

b. Trust Fund. Is personal property received as a gift or bequest from individuals or 
non-Government organizations including equipment purchased from or through the 
General Post Fund (e.g., rnotor vehicles from Veterans Service Organizations). Trust . 
Fund (General Post Fund) transactions are non-Appropriated Funds. The General Post 
Fund authority and reference is US Code Title 38, Chapters 83 and 85. 

c. CWT. CWT is personal property acquired for a Compensated Work Therapy 
program from the proceeds derived from such program. Funds used are neither 
appropriated nor donated. This is .a self-sustained program for the benefit of patients. 

d. MCCF. In Fiscal Year 1997, Congress terminated Medical Care Cost Recovery 
(MCCR) and established MCCF. This is a separate fund which allows VHA to retain 
medical collections from third party reimbursements. Funds from this account are held 
in medical care appropriation and remain available for expenditures for supplies and 
equipment. MCCF consists of personal property purchased and used exclusively in and 
by program personnel responsible for recovering medical care cost funds. 

e. Recyclable Fund. Public Law 108-199, Section 607, authorizes agencies to 
receive and use funds from sale of materials recovered from recycling and waste 
prevention programs (see VA Handbook 7348 for guidance on expenditures of funds). 

f. Non-Supply Fund. All items not included in a. through e. These items use 
appropriated funds. 

g. Nonexpendable Capitalized Property. Is property within the nonexpendable 
category which costs $100,000 or more per aggregated line item, and is accountable on 
the Ell. 

f. NOTE: The capitalization threshold is met in the following circumstances: 

(1) When a single stand-alone item costs $100,000 or more; 

--- --·· ·-------------- --·-·-- ---· ------------- .. --·------ -------.- ---· -·-··· ======~==···=·=·=·==~~~~--
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(2) When the aggregate cost of an item with its integrated (not separately identifiable) 
pieqes is $100,000 or more; 

(3) When the combined cost of an item (parent) and its major components (children) 
meet or exceed the $1 00,00() threshold; or . 

' 
(4) When an upgrade or update is purchased whose cost added to the value of the 

original item causes the value. of the item to me.et or exceed the $100,000.00 threshold. 
If the aggregate cost is $100,000 or more, the capitali<!:ation threshold is met regardless 
of whether the tot11l. asset value i.s assigned to the origiriaiJtem only .or separately 
assigned among the original item and its major components. 

(5) For accountability and depreciation purposes, it is strongly recommended that the 
value of capitali<!:ed assets be assigned individually among the original item and its 
major components. The parenVchild relationship is identified in the automated . 
equipmentjnventory system as foliows: If Item·~ is.a component (child) of Item B 
(parent), then the Piiirent field of Item A should contain the.Control Number .of Item B. 

(6) If Item B is, in t~rn, a comppnent (child) of an even larger Item C (parent), then the 
Parent field of ltam B should contain the Control Number of Item C, and so on. 

(7) lmientory items wit~ no entry in ttie parent field are either fre~~timding d.evices or 
major sy~tems with one or more lev13ls of components beneath them. An item must 
already be in the Equipment File before it can be named as the Parent of another item. 
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PART 4. ACCOUNTING REQUIREMENTS. 

1. Property Voucher, Register, and File. 

a. Documents fo(posted and unposted receipts, services, nonexpendable receipts, 
transfers, and miscellaneous transactions (e.g., turn-ins, donations, excess documents, 
Reports of Survey, and inventory adjustments) will be assigned an individual unique 
control number or assigned computer-generated common numbers from a series 
obtain d fr m the o istics Serv'ces' com uter'zed accountabili s stem each fiscal 
year{ 1 n e rae un s 1s n u 1on, on ro Pomt ActiVIty, 
Accounting and Procurement program). Common numbers assigned will be from the 
appropriation to which the transactions apply. Copies of posted Supply Fund receipts 
may be filed or maintained within Logistics Services' compUterized accountability 
program, in accordance with the Department record control schedules. Copies of 
nonexpendable receipts will be filed with the appropriate ElL and will be maintained for 
three fiscal years (one year active, two years inactive). 

b. Posted Supply Fund issues will be assigned a sequential voucher number by 
Logistics Services' computerized accountability program on a monthly basis using a 
numerical prefix designating the month in which the transaction occurred. Completed 
vouchers will be filed in voucher number sequence, in accordance with the Department 
record control schedules. 

c. The AO shall have oversight of all Controlled Substances (to include all Schedule II 
and Ill controlled substances) and will ensure that appropriate procedures are in place 
for their proper tracking. All Schedule II and Ill controlled substances are to be tracked 
by the Chief, Pharmacy Service, or designee for receipt and disposal actions. These 
items are ordered by pharmacy utilizing either an electronic or manual version of 
UNITED STATES Department of Justice, Drug Enforcement Agency (DEA), Form DEA-
222 (Official Order Form for Schedules I and II Controlled Substances). If the facility 
utilizes the following website (http://www.deaecom.gov/) to electronically order their 
controlled substances, the paper fonm 222 is not necessary. 

(1) The facility AO, or their designee, is required to be involved in the immediate 
receipt and inspection of all incoming shipments, and in the turn-in and disposal 
processes of all controlled substances and narcotics. 

(2) The AO, or designee, shall maintain an electronic file of invoice copies for all 
delivered controlled items. 

(3) The AO, or designee, shall participate in audits with the facility controlled items 
inspection official/team and shall compare the Logistics invoice copies against the 
invoice copies maintained by Pharmacy and reviewed by the inspection official/team. 

(4) The AO, or designee, shall immediately verify the receipt of controlled items 
shipments along with the Chief, Pharmacy Service, or their designee, on the date of 

"" ________ _ -"-"~-----··-----" ____ " ___________ " __ 
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delivery. The AO, or designee, shall make arrangem.ents to be available forth is 
immediate joint inspection within tWo hours of delivery or at a predetermined regularly 
scheduled receipt inspection lime. 

(5) A Consolidated Mail Outpatient P.harmacy (CMOP) s~all c:tesignate the Logistics 
Manager a!; the AO. · -

(6) NgTE: .The,facility.AO, or del)fgnee, canri~t be under th~ COQtrol of the Chief, 
Pharmacy l'?erv[ce. The o~ly.exc~ptiQJ:l is the CMOPJn which tl)e Logistics Manager 
shall be unc:t.erthe direct authpnty of the CMOP Director. AnY AO designee at the 
CMOP will b!l under the direct auJ~orityofthe Logistics Manager. 

2. VaiiditYofVo~cher~ •. Vouche~ wlll be executed' and valldated ~s follows: 
.•. ·-. "' ' "!· 

a. Signatur~. (written or electr9~ic) of lhC? contra,cting officer! or designee (e.g., . 
Storage and Distribution receiving personnel), must certify the receipt and acceptance 
of the prQperty purchased (other than nonexpendable equipment which requires 
signature of t_he F;aci!i!Y. AO pr t,he.~ILQy\'to~Jal OfficiaiC)~_tbe r~.spectNe c:tesignee). 
Repres6,1J1ilti';'E:l.s ()r coJ1tracti_ilg of(i9erli sh_all!Je designatec:t in _accordance with VA 
Acquisition Regulatiqn (VMm~o1.60~H1. , _ - .· .· ·- · .. __ .. ·. ·· . --

b. Signature (wriiteri or e-lectronic) of the FacilityAOor designee must be on the 
· documentation certifying all other receipt or disposition transactions (property acquired 
by .VA, property dropped as excess or otherwise disposec:t of, and property pending 
dil)position). · -

c .. Sigriature (~ritten or electr~nlc) ot' the facility AO or designC?e ITlUst be on 
vouchers coyering ~c:tjustmen,ts .to p~,rpetual inventory accpun)s ... 

d. Ali',~~uchers wiHbe~r the ~ate on whi~h ~chi~ I receipt, issue. disposal, transfer or 
adjuliim~ni is' accompl,ish~d. ' . . .,, '·· ·. ' ' . . . ' .. 

e. NOTE: Alteration, change, or correction of a voucti'er with' intent tofalsify the 
record constitutes a violation of.18 U.S.C. 2071. The individual responsible for such 
action is subje,ct to penalties Pi6\'Crib~~ by la:-v, ' - . . . . 

f. It is the responsibility of the receiVing facility to ensure that receiving reports for 
direct deliyery items p~rchased or requisitio~ed fror:n 0r IJyVA N,;\\tional Acquisition 
Center (VANAC), VACO or any centn:ilized procurement activity are ;;tCCC)rnplished by 
facility personnel authorized to receipt for equipment and supplies in accordance with 
paragrl!ph b of. t~i!; sec~ipn. I~~~~~ <;1ISQ be th~ respo@ibility of.the receiying facility to 
ensure the y~li~ity of 11ny docurp~nt;:~Jign rn.ess<tges .sent tg the ce11trali~~d procurement 
activity (i,e,, \(ANAQand VP-,QO) iridiqaling the rC?ceipf of qirect <!eliv.ery items, The 
requesting Program Official of the centralized ordering activity will be responsible for 
providing advance. copies of Purchase_ Order information (either in hard copy or 
electronic format) to each facility scheduled to receive items .. Facilities shall notify 
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VANAC upon receipt ofVANAC-purchased items to schedule acceptance inspections 
and any other required inspections by VANAC as appropriate for the type of equipment 
purchased. · 

3. Processing Vouchers, Receiving Reports, and Invoices. 

a. Except when inspection or technical assistance is required to accept item(s) of a 
complex nature, receiving will be electronically recessed and forwarded to 

or 
the contracting authorized representative as VMR, Section .603-
71 (e.g., Storage and Distribution receiving personnel; authorized purchase card holder 
for purchase card orders). This includes receiving reports for the following: 

(1) ltem(s) received; 

(2) ltem(s) transferred, dropped as excess, or otherwise disposed of. 

b. Vouchers affecting the current month's receipts will be processed to Fiscal not 
later than the close of business on the last workday of the current month. 

c. In lieu of receiving reports from beneficiaries, for carrier deliveries of direct 
shipments of supplies and equipment to beneficiaries, the following documents will be 
provided to the Fiscal activity for payment: 

(1) Invoices with signed bills of lading. 

(2) Freight bills and parcel post receipts. 

(3) Signed receipts from the carrier. 

(4) NOTE: Certification on the invoice by the vendor stating that direct shipment was 
made to a beneficiary is sufficient proof to support receipt and payment processes for 
carrier deliveries of direct shipments. Vendors will be instructed to bill only for those 
items shipped and to indicate on their invoice that shipment was made directly to a 
beneficiary. If the vendor makes shipment through other than a commercial carrier, or if 
the beneficiary receives an item at the vendor's business location, the vendor should be 
instructed to indicate this on the invoice. 

d. In lieu of receiving reports for services, a certification on the invoice stating that the 
service has been rendered, will be sufficient proof to support receipt and payment 
processes. 

f. NOTE: Under no circumstances does this constitute authority, other than as 
reflected in paragraph c. of this section, to use certified invoices for receipt of supplies 
or equipment. 

---------- --~-----~-------------------- ---------- - --- --- -------- ----~---=--~~------
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g. Invoices covering fee-basis transactions will be processed by Medical 
Administration Service or applicable service. Logistics Services' personnel are not 
authorized to certify these type invoices. 

,.-.;,. 

4. Receipt of Security Items. The. facility AO or designee is required to be involved in 
the immediate regeipt of thii following items: Schedules I and II Controlled Substances; 
Schedule Ill. Narcotics and (jontrolled $utistarices; .alcoholicprepar(ltion fitfor beverage 
purposes (e.g., bourbqn, SCOtch, beer, Whjskey; rye) iiXCIUdJng sacramental Wines; 
firearms; amrnunjticin; sqftware; and precious meials. 

(a) Tl}e ship~ent of contr6iled items wil.l be.~xamined jointly by the facility AO, or 
designee, and the Ch[ef, Pharmacy Service, or designee, to ascertain whether the 
shipping containers show any signs oftampering. The shipmeriis will be opened; 
inspected and the contents and quantities will be verified. Both the facility AO or AO 
designee and the Chief, Pharmacy Service or designee, will sign an appropriate 
certification on the.receiying doc:;umentlinvoic;E!/deHvery tjcket. Deliveries of controlled 
and narcotic drugs will be signed for by an authorized pharmacist on the date of reeeipt. 
The AO, or designee, s~aii,JmmediateiY verify the receipt of contrqllecj.items s~ipments 
in conjunction with the Qhief, Pharrn9;cy Service, or designee \.'lit,hin tl:'!o hours of, . 
delivery or at a predetermined regularly scheduled receipt inspection time. As noted in 
paragraph 1, subparagraph c of this Part, the Facility AO .or designee may not be under 
the control of the Chief, P.harmacy Service. ·· 

(b) Software costing $5,000 or more will be accounted for in the a'ppropriate 
automated inventory system, by indicating the proper equipment el')try (EE)number, 
and inventoried annually. Software licenses will be tracked and accounted for by the 
appropriate program manager for which the softWare was originally purchased. 

5. Receipt of Equipment and Supplies. All vendor deliveries pf eql)ipme11t, unposted 
supplies, processed stores supplies, and government purchase card procurements, will 
be made to the autho~izt;ld receiving activity tq er:t~!!re proper processing of receiving 
reports where other <ilff!lrigernerits have not formally bee~ ma.de. Aftef performance of 
required incoming p(ocedures (e.g., electric!'ll safety c;hec;k; overa!Lincoming 
inspection), the iteJi:l(s) wiJI be released to the requesting activity, E3Y signature, the 
employee designate~In paragraph 6 of this part will acknp:vvledge receipt of the property 
as deliverel;l. Fqr items pu.r¢1}ased V:lith the goyE:~rnment purchase card and picked up 
by the card holder, the electroi1ic signature in the c;omputerized acCOLJI)tability system 
serves as certification of receipt of the items on the purchase card order. Purchases of 
nonexpend(lble equipment with \he government purchase card wHI 9.e (lpproved by the 
facility equipment coiJlmittee and receipt coordin~ted thro)Jghthe facility AO. Specific 
authority tci purchase nonexpendable equipment (accountable) by a non-warra.nted 
cardholder must be granted by the head of the contracting activity, based on the facility 
Agency Program Coordinator (A/OPC) recommendation. 
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6. Authorization to Receipt for Supplies, Equipment, and Services. Employees 
(e.g., Storage and Distribution receiving personnel; authorized purchase card holder for 
purchase card orders) designated in accordance with VAAR 801.603-71 and the facility 
AO or designee will receipt for and accept supplies, equipment and services, including 
prime vendor orders, on behalf of VA. 

7. Free, Donated, or Leased Personal Property. 

a. Free or donated personal property given to a facility with the understanding (written 
or vertra1)thatttre-ra-cmty must purchase the donor's products IS stnctly prohibited.· 
Facilities are permitted to accept free or donated personal property only if there is no 
obligation on the part of the facility to purchase the donor's products or services. The 
competitive bidding process will be accompfished for the purchase of supplemental 
supplies for the free or donated property; once the competitive bidding process has 
been completed, it is acceptable for VA to receive such items. Facilities will not enter 
obligations for the equipment/supplies, not even a zero dollar obligation. 

b. Bonus or free goods furnished by a vendor in lieu of a price reduction will be 
recorded in the appropriate inventory point. The exact quantities received will be 
identified as "Free Goods" on the receiving report. When free goods and items 
purchased are identical, the ·total quantity received (free goods plus purchased goods) 
will be used to establish a new ·unit price for the purchased goods. This quantity and 
price will be recorded in facility accounts. If the free goods are not the same as the item 
purchased, the free goods will be recorded as a separate item on the receiving report. 
The Free Goods will be recorded in the facility's accounts at the manufacturer's 
suggested wholesale price. 

c. Property, other than that listed in paragraphs a and b of this section, donated to VA 
by a manufacturer, an individual, or a service organization will be recorded in the 
inventory account as Trust Fund property. When acquisition cost is unknown, the item 
will be priced at the manufacturer's wholesale price if known or a fair market value price 
will be assessed for the item. 

d. Cost per test equipment must be recorded in the appropriate automated inventory 
system as leased equipment with a notation in the equipment file that it is a cost per test 
item. Under cost per test, the facility pays a fee for tests performed by the facility on the 
manufacturer's equipment. A Cost per test contract will be solicited on a competitive 
basis. · 

e. The following procedures will be used for unclaimed personal property not proven 
to belong to a veteran: ·· 

(1) Property must generally be held for 30 calendar days. If the previous owner does 
not file a claim, title vests to the Government after the 30 days. 

--- -~---·---·-- ------ -----------·----------------- ----- ====:=·cc··c=·-=--=-c=-= 
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(2) If unclaimed persqnal propertyis not retained for official use or a ban cloned or 
destroyer;!, it must be reported to GSA as ex.ce1ss in accordance with FMR 1()2-4.1.140. 
When reported to GSA; a fair. market Vf11ue (i,e., the Blue Book value for vehiciE;~s 
adjusted for the condition and mileage of the vehicle) will be assigned to th.e property. 

(3) Proceeds of sales of unclaimed personal property must be held in a special 
account for three years pending a claim by the former .owner.· .If no claim is received, 
the proceeds must be deposited in the U. S. Treasury as miscellaneous receipts. 

(4) For further details regarding unclaimed personal property, see FMR 102-41.120 
through FMR 102.,41.180 .. · · 

f. ThEil following procedures ~ill be used for~!l.claim~d peJ:;prial pr~perty belonging to 
a deceased veteran:. · · 

(1) If the d~cea~~civeteran has a written desigr:uiticm for the property on file, the 
Secretary of the Department of Veterans Affairs or designee (facility director) will 
transfer possessio<~ of the propertY to the person qesignated. 

(2) If no sucl) per.s~n.has Peel'\ designa\ed by ttiE! de~~~sed veteran, or if the . 
desigf)ated person has not claimed the prqperty within 9"() day~ of being mailed a notice 
of death, trar)sfe~ cif th.e property may be accomplished in accordance with . 
Title 38, U.l;;.C.; §8502. 

(3) If the property is not transferred or claimed, the Secretary or designee (fa~ility 
director) may dispose of the property by public or private sale .in accordance with Title 
38, U.S.C., §8502. Proceeds of the sale must be held in a special account for five 
years. If the property is not sold, it may be used, destroyed, or ot~erwise. disposed of. 

(4) · For fu.rther det~ils regarding unclaimed personal property ~elonging to a 
decease.d Vfilteran, see Tille 38, u.s.c., §8502. · · · 

g. Voluntarily abandoned personal property may be retained for official use or 
abandoned and destroyed in accordance with f.MR 102-41,85. If voluntarily abandoned 
personal property Is neither retail)ep for official use nor.abandoned qr destrpyed, it must 
be reported to GSA as excess in accordance with FMR102-41.95. Proceeds from 
sales of voluntarily abandoned personal prope,rty must pe depositec;l in the LJ, S. 
Treasury as miscellaneous receipts. For further reference for this type property, see 
FMR 102-41.80 through FMR 102-41.115. 

8. Property Accomp~nyi~g Patients to VA F~cliiti~~.' 

a. When beneficiaries are transferred be\lt;een VAJacilities, nonexpendable property 
normally will not accompany them because each facility sho.uld h.ave standard 
equipment requirements established for the care of all VA patients. In the event that a 
beneficiary has a unique item that the VA has purchased specifically for his/her care or 
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comfort (e. g., invalid chairs, stretchers, etc.) the nonexpendable property will normally 
be considered as VA property shipped to the facility receiving the beneficiary. The 
property may be retained or returned in accordance with an agreement established 
between the facilities involved. Property transferred will be dropped from the shipping 
facility's records at the time of shipment. Where the volume of property transferred 
results in a budget problem, the shipping facility may arrange with the receiving facility 
for the return of property when it has been determined that returns can be shipped 
economically. Transportation costs will be borne by the facility requesting the return of 
the property. Transfer of property or funding of transportation may be documented on 
VA Fonn 134, Combination ReqUisilion and Shipping licket. 

b. All property other than VA-owned property accompanying beneficiaries to VA 
facilities will be returned to the owning facility if requested and transportation expenses 
will be borne by the owning facility. Property will be properly cleaned before return is 
initiated. If return of the property is not requested by the owning facility, the facility at 
which the item resides may either dispose of the item in accordance with VA Handbook 
7348 using proper turn-in procedures or place the item into use and perform an 
inventory pick up. 

9. Credit Memorandums. All credit memorandums will be forwarded to the Fiscal 
Activity for processing. 

a. Credit memorandums will be maintained in Fiscal Service as prescribed in MP-4, 
Part Ill. Paragraph 2.07b, and routed to Logistics Services for determination ofthe 
appropriation or fund control point from the original order. If not identifiable, it will be 
determined by the last order placed with the vendor. The credit memorandum(s) will 
then be returned to Fiscal Service. 

b. A list prepared by Fiscal Service of credit memorandums will be forwarded to 
Logistics Services for action. If no future purchases are anticipated and there are no 
outstanding payables with the vendor, Logistics Services will prepare a memorandum to 
Fiscal Service requesting collection action from the vendor. The memorandum will cite 
the applicable appropriation and fund control point for debit. 

c. Credits due the VA on purchase card procurements must be processed against the 
affected purchase card. Under no circumstances is the credit due on a purchase care\ 
procurement to be issued as a credit memorandum. This is to insure the purchase card 
order is properly reconciled and an adequate audit trail exists for the procurement. 

10. Prevalidation of Funds. Prevalidation of funds is automated within the current 
computerized accountability system by application of the control point official's, or 
designee's, signature approving a VA Form 2237 Request, Turn-In and Receipt for 
Property or Services, prior to release to Logistics Services for action. 

······- ------~------------·--··-·-" 
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11. Control Procedures for Expendable Items- refer to FPMR 101-25.107, The 
facility AO may establish controls on expendable personal property items whe~ the local 
situation indicates a need, When a control. is establis.hed it will be documented .. 
Controls should be restricte:d tosensitive items which may be easily converted to private 
use, subjecito.abuse, or involve security issues.. · ., · 

12. Sales of Special Items .. 

a. Beneficiary lte;;,s. Prosthetics sales documents and recelving reports containing 
items for direct release to a beneficiary will be annotated to identify each item. 

b. Sales to Veterans Canteen Service. If Posted Stock is·maintained at the facility for 
Canteen Service, their sales will be processed as an issue book request through the 
automated computerized inventory program maintained by Logistics ~ervices: 

c. Burial Flags 

(1) Upon receipt of properly executed sections of VA Form 2008, Application for 
United States Flag for Burial Purposes, Logistics Services will furnish replacement 
burial flags to authorized issue points, e.g.;Postmaster; Chief, Medical. Administration 
Service or appropriate using service; Veterans Service Officer; VA National Ce.metery 
Directors; and Arlington National Cemetery. The bottom section of the properly 
executed forms will be maintained in )..ogistics .Services by the month in which the 
replacements were issued and will be filed with the replacement requests to support 
issues .... 

(2) Arlington National Cemetery, Washington, DC, is established as an issue point for 
burial flags. 

(3) ·For f!Jrther reference on burial flags, see Title 38, U.S.C., §2301. 

d. Limitations 

(1) Narcotics, alcohol products, and drugs for therapeutic use will be sold only to the 
Chief, Pharmacy Service, or designee. 

(2) Absolute alcohol will be sold only in original cont11iners. Sales will be confined to 
the Chief, Pharmacy Service; Chief, Pathology and Laboratory Medicine Service 
(PALMS); and Chief, Research and Development Service . 

. , 
(3) Supplies will not be. issued directly to physicians or other personnel rendering 

service on a fee basis, nor will Government supplies be l)iade available for their use, 
except in the performance of their official dlilies at VA installations. · 
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e. Subsistence for Approved Programs. Subsistence required by other services for 
approved programs will be issued to the service involved in accordance with VHA 
Manual M-2, Part Ill, Paragraph 5.07. 

f. lmplantables. The AO will ensure that implantables (i.e. pacemakers, etc.) are 
being tracked and inventoried in the appropriate system. Implantable devices must be 
tracked throughout their life cycle (cradle to grave) in accordance with the Safe Medical 
Device Act. 

. ~onexpendable PropertY. rhe Facility AO will establish an 
equipment record for all nonexpendable property in an approved VA automated 
inventory system. A receipt signature of the Ell Custodial Officer, or designee, will be 
obtained upon delivery of nonexpendable equipment utilizing a properly executed . 
document. A property voucher copy of the receiving report may be used. Reference 
paragraph 2, subparagraph a of this Part. 

14. Processed Stores/Office Supplies. 

a. Logistics Services will ensure that a method of inventory control (preferably 
automated) is in place for all office supply items classified as processed stores. The 
inventory system will be used to maintain stock control data including inventory levels, 
receipts and issues, distribution worksheets (picking tickets), and auto generation for 
stock replenishment. 

b. Processed Stores/office supplies may be sold to all VA activities. 

15. General Turn-in Procedures. An automated turn-in package (i.e., the Equipment 
Request/Turn-In Package) shoUld be utilized to the maximum extent possible and shall 
be used for all nonexpendable property. 

a. Expendable or nonexpendable property that is no longer needed by a using 
activity, or property that has become unserviceable through normal use, will be 
considered as unrequired. Unrequired property will be returned to Logistics Services 
utilizing VA Form 2237 in accordance with local turn-in procedures. Acknowledgment of 
receipt of the turned-in property will be furnished to the using activity. 

b. Property turned-in to Logistics Services will be classified as Supply Fund, Non­
Supply Fund or Trust Fund. Logistics Services will determine if turned-in personal 
property can be reutilized within the VA, disposed of by the VA, or replaced pursuant to 
the exchange/sale authority in accordance with FMR 102-39. Logistics Services must 
advertise/post unrequired property in accordance wlth VA Directive and Handbook 
7348. When unrequired property cannot be reutilized within VA, it is then considered to 
be VA excess and must be reported to GSA in accordance with VA Handbook 7348. 

--~--~·=-~~-=-=·~-~-~----···-==============·=- -=--=-=·~~~~--------------~ 
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c, Coding for each item will be properly documented by Logistics Services to indicate 
the action necessary to continue, establish or terminate 11ccountability utilizing the . 
following action codes on the turn-in document: 

(1) C Item continued in service . · 
·' .. 

(2) P Item held pending disposition as facility unrequired property 

(3) X Item held pending disposition as VA excess 

(4) D Item destroyed. Accountability terminated 

(5) S Item disposed of as scrap or salvage. Under excess property procedures, 
property coded with an action code Swill be assigned a disposal condition code based 
solely on the definition of respective terms (salvage or scrap) as shown in 
FMR 102-36.40. Salvage material is required to be reported to GSA. 

' ~. . . . . . 
d. When Logistics Services makes a determination for disposition, turned-in property 

will be assigned a dispos;~l condition code in accor_dance with FMR 102-36.240 .. The 
disposal condition eccles wm denote an accurate description of the condition of the 
property at the time it is turn~d-in .. The disp()sal condition codes are as follows: 

. \.' ,, 
(1) 1 -New. Property is in new or unused condition and can be used immediately 

without modificatiom; or repairs. 

(2) 4 - Usable. Property shows some wear but can be used without significant repair . 
.. ,. ' 

(3) 7- Repairable. Property is unusable in its current cc:mdition but can be 
economically repaired. .. .. 

(4) X- Salvage. Property has value in exce~s of its basic material content, but repair 
or reha~iliti\ltion is impractical and/or uneconomical. (Note: s~ch items are required to 
be reported to GSA) 

.. -~-~ .. . ' 

(5) S- Scrap. Property has no value except for its pasic m~;~terial content. 

(6) NOTE: Since salvage is normally disposed of as an i\em of property identified by 
its original nomenclature, jacket accountability "'fill be maintained pending its disposition. 

e. For items disposed of using abandonment or destruction procedures, the 
justification will contain a complete summary of all actions take.n and efforts made prior 
to disposal by ihis means in accorcla11ce with VA HaJ1dbook 7348. 
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16. Expendable Property. 

a. Serviceable supplies returned to Logistics Services may be redistributed to other 
issue points within the facility to fill immediate needs. 

b. When the property returned is neither serviceable nor economically repairable, but 
has value for its scrap content, it will be sold as scrap. Unrequired property that meets 
the criteria for recycling should be recycled if at all possible. 

-e:-1:lnreqttirecHte!IIS, 01 ite111S in long supply, will !:le advertlsed10r reullhzat1on w1!11m 
the agency unless justified in writing (e.g., items retained that will ultimately be used; 
and/or items that are more economical to retain than to dispose of and then reacquire at 
a later date). Long supply is defined as the quantity on hand of an item that is above 
the established stock level criteria for that item (the stock level should be designated in 
the automated inventory system). Items that cannot be reutilized will be determined to 
be VA excess and should be processed for disposition in accordance with VA Directive 
and Handbook 7348. · 

d. Drugs, biologicals, and reagents (serviceable and unserviceable) eligible for 
exchange or allowance with the contractor or manufacturer, will be returned to the 
contractor or manufacturer in accordance with FMR 102-39 and will not be picked up in 
the VA excess accounts. Items not disposed of by this means will be processed for 
disposition in accordance with current procedures in VA Directive and Handbook 7348. 

17. Nonexpendable Property. 

a. When property is serviceable or economically repairable, and is to be reissued, the 
accountability will be transferred to the applicable ElL( See Appendix B for guide 
regarding economical repair costs). 

b. When property is serviceable or economically repairable, and unrequired by the 
facility, but has not been determined to be VA excess, it will be advertised to other VA 
facilities through the appropriate reporting system in accordance with VA Directive and 
Handbook 7348. 

c. When property is serviceable or economically repairable, and is determined to be 
VA excess, it must be reported to GSA in accordance with VA Directive and 
Handbook 7348. 

d. When property is to be disposed of by trade-in to offset the purchase cost of a 
similar piece of equipment or similar supplies: 

(1) The turn-in document will be cross-referenced to the purchase order document to 
which the trade-in applies; 
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(2) The trade-in item will be cross-referenced to the Ell file; 

(3) ·An adjustment will be made to remove the property from the inventory account. 
. - . . 

. _. ::· . . . _._ . . \'. 

e. When property is to be disposed of by using the exchange/sale authority, and the 
proceeds applied toward the purchase ofnew equipment, a written determination is 
required to be_ documentec;l in the con.tract for the purchase pf the. similar or like item 
(reference FMR 1 02-39.50j. - · -

f. When. the property return!'d is neither serviceable nor econof\lically repairable, and 
its unserviceabllity is due to _normal usage, disposition will be effected in accordance 
with VA Directive arid Handbook 7348. 

g. l-ogistics Servic!lS will annotate the equipment record with the turn-in date when 
nonexpendable property is removed from service. · 

··. ' .. , 
h. Engineering Service will be notified by Logistics Services when none)lpenc;lable 

personal property is transferred, relocated, or removed from service. Notification will be 
accomplished using the automa_ted none.x~_!'ndable inve.nJory system or via e-mail. 

i. Sanitization of Automa~ic.DIIta Processing (A.DP)flnfo;mati()l)'re.'chnol0gy (lT) 
nonexpendable property shall be in-accordance wiih VA Directive and Handbook 6500. 
Turned i_p IT property/equipn)ent must be safl)tize~ and a· certificatio~ of sanitization 
signed by a minimum of an IT technician and the Information Security Officer (ISO) prior 
to any type of disposal oi donatiOn action being taken. VA FOrm 0751, IT Eq~ipment 
Sanitization Certificate, will be used for the certification of sanitization. See Pari 13 of 
this .Handbook for more g4idan9e regarding this subject 

(1) The IT Custodial Officer is responsible for ensuring !'hat each hard drive is marked 
with the_EE number of the host system whenever the hard drive is removed from the 
host system. The EE num,i;!er sha!lbe wri.tten onthe'harc;l prive with an indelible marker 
at the time the hard drive is r!;)inoved from the ho,st system. 

(2) Hard drives are not to be r~used in other host systems. That is, when a hard 
drive is removed for maintenance, the EE number of the host system shall be written on 
the hard drive and the hard drive submitted for sanitization in accordance with VA 
Handbook 6500.1. 

(3) Hard disks awaiting sanitization will be secured in a controlled environment. 
Refer to VA Handbooks 6500 and 6500.1 and VHA Handbook 0730. . . . . \ . . . 

32 



JULY 10, 2009 VA Handbook 7002 

18. Trust Fund Property. 

a. When Trust Fund property is turned-in, it will be offered back to the donor. 

b. Trust Fund property shall be handled in accordance with the provisions of the 
preceding sections except documents will be marked "Trust Fund Property." Proceeds 
from sales will be deposited in the General Post Fund account only. 

property of this type will be ha n ccor ance wt e provtstons o e precedtng 
paragraph 15, subparagraph a. All documents will be clearly marked "Purchase and 
Hire, Construction of Medical Centers and Domiciliary Facilities Excess." Property may 
be picked up on the Engineering Service ElL if there is a need for it.· 

20. Leased (Rental) Personal Property. 

a. Personal property leased/rented exceeding a 90-day period will be accepted and 
recorded in the appropriate Ell. 

b. Cost per test equipment should be recorded in the appropriate automated 
inventory system as leased equipment with a notation in the comments or specifications 
field that it is cost per test equipment. Under cost per test, the facility pays a fee for 
tests performed by the facility on the manufacturer's equipment. 

c. The value entered for the item(s) will be the annual rental cost. 

d. A copy of the lease and procurement document and other conditions pertinent to 
the lease will be maintained in the ElL folder. 

e. Equipment leased/rented for a beneficiary's home use is exempt from this 
provision. 

21. Adjustment Vouchers. 

a. An adjustment voucher will be used for the following purposes: 

(1) To adjust Supply Fund inventory account discrepancies. Discounts greater than 
three percent should be adjusted to the inventory, e.g., the discount should be credited 
to the appropriate stock item in the automated inventory system. Discounts less than 
three percent can remain in the discount (variance) account 

(2) To adjust general ledger for discrepancies in inventory of ElL nonexpendable 
accounts. 

3 
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(3) To adjust general ledger accounts when property is turned-in for disposition action 
(Including controlled substances) that may be eligible for replacement/credit from the 
manufacturer or under an established drug return policy for outdated drugs. 

(4) To effect transfer between inventory accounts when .no other document is 
specified: ... / · 

(5) To advise the Fiscal activity when adjusiments are required as a result of 
erroneous posting data. Adjustment vouchers of this type will be cross-referenced to 
the erroneously prl;lpared voucher and routed to the Fiscal activity for correction of 
general ledger. postings. 

(6) To record in the inventory accounts property acquired from other than purchase or 
requisition such as donation, unrequired/excess, or transfer. 

,., 
(7) To remove from inventory accounts property that has been disposed of by 

exchange or sal~:! when DO other documentation relaJive tp the transaction is used. 

(8) To adjust general ledger accounts when and if Reports ~f Surl~y findings and 
recommendatiOf1S have bee.n aPPrOV!!d and s.igned. 

b. Circ;unlStanpes nec~~!,Jitailng the preparation of adju~tment vouchers will be 
described in sufficient written detail to allow for proper accounting actions and 
management analysis. 

c. Documents will contain the required accounting information tor the Fiscal activity 
including cross-reference to original voucher(s). 

d. A report captured from the automated inventory system recapping all posted 
adjustmef)t transactions will be rl;lviewed, signed, 11nc! dated on a monthly basis by the 
Chief, Logistics se'rvices or designee. · 

e. Unposted adjustment transactions will update the appropriate Fund Control Point 
(FCP). 

22. Review of Adjustment Vouchers. 

a. If an Adju~tment Vouch>er/Journal Vouc!Jer is required que to Government property 
being lost, siqle.n,.ord!lmaged, a Report of Survey action shall be completed. 
Adjustment Vouchers for discrep;ancie~ over$5000 require a Board of Survey action. A 
copy of such voucher, along with appropriate supporting documentation, must be 
foiWarded to V{'.CO, Office of DAS/OAL. 

b. Reference VA Directive and Handbook 7132 for Adjustment Vouchers regarding 
Supply Fund discrepancies. 
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23. Survey Action. Upon completion of survey action, the Facility AO will assign the 
same common number to the Report of Survey as on the adjustment voucher. A copy 
of the Report of Survey will be filed with the adjustment voucher to support entries made 
to the inventory account. 

24. Adjustment of Discrepancies Between Receiving Reports and Invoices. 
Invoices that do not coincide with receiving reports in quantity and price will be brought 
to the attention of the contracting officer, who will make a written determination for the 
record as to whether payment will be made or further contact with the vendor is 

qttired:-lf-in~the best inte1est of the Government and If appropnate fundmg can be 
secured, the purchase order will be amended to reflect the actual quantity and correct 
price. Purchase card orders require an amendment for all discrepancies over the 
threshold amount established in accordance with VA Handbook 4080, Government 
Purchase Card Procedures, and local procedures. All adjustments will be made in the 
computerized accountability system and, if affected, the automated inventory system. 

25. Property Acquired Under Research Contracts. Personal property acquired 
under research contracts will be maintained in accordance with Title 31 U.S.C. §6306, 
Authority to vest title in tangible personal property for research, and Federal Acquisition 
Regulation (FAR) Part 35, Research and Development Contracting. 

26. Retention or Transfer of Title. Title to personal property acquired under research 
contracts may vest in the research contractor or the government in accordance with 
Title 31 U.S.C. §6306, Authority to vest title in tangible personal property for research, 
and FAR Part 35.014, Government property and title. 

27. Research Contracts Property Records. Personal property records for VA 
property furnished to contractors under research contracts, or any othe.r contract 
providing a contractor with government furnished equipment (GFE) will be maintained in 
accordance with FAR Part 45.105, Records of Government property. 
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PART 5. USE STANDARDS. 

1. General. In accordance with FPMR 101-25.301 {a), this part prescribes the Use 
Standards established for VA. Use Standards are the criteria used to determine when 
specific types of personal property are authorized for use. In authorizing specific items 
for use, it must be determined that the item benefits VA. Items shall not be put into use 
for the sole purpose of benefiting an individual or certain group of personnel 
(exceptions: safety considerations or handicapped persons). 

2. T-el&phene-Monitoril•g Dev!ces:-l-eteptrorre11T0111torlng Instruments, mechanical or 
electronic, are authorized for use by field facilities only in accordance with and under the 
controls applicable to the use and operation of the item(s) as outlined in MP-6, Part VII, 
Chapter 2. 

3. Refrigerators. 

a. Appropriated funds may not be used to purchase refrigerators for employee use 
(exception- VA quarters and Resident Engineers). 

b. Only explosion proof refrigerators approved by Underwriters' Laboratories, or other 
nationally recognized testing laboratories will be used for storage of flammable and 
combustible liquids (i.e., solvents). Explosion proof refrigerators are those which are 
constructed to meet the requirement for class I, division I locations, as described in 
Article 500, National Electrical Code NAPA No. 70. 

c. All regular household refrigerators, other than in personnel quarters, assigned for 
use at the facility will be distinctly labeled in a conspicuous place as follows: NOT FOR 
THE STORAGE OF FLAMMABLE LIQUIDS. 

d. Refrigerators for specimens and reagents will be clearly labeled as: NOT FOR 
STORAGE OF CONSUMABLE FOOD PRODUCTS. 

4. Flags and Reproduction of the VA Seal. 

a. The United States flag, the VA flag, and a plastic or wood reproduction of the VA 
seal are authorized for display in the respective offices of administration heads, 
assistant secretaries, deputy assistant secretaries, other key officials, and facility 
directors and in auditoriums used and operated by VA. At installations where VA is the 
sole occupant of the building, and at Manila, Philippines, these flags and seals are also 
authorized for display in the main lobby. In addition, at Manila, Philippines, the 
Philippine flag is authorized for display with the United States flag. The directors of 
memorial service networks may authorize display of a VA flag in the administration 
building of the national cemeteries under their jurisdiction when such action is approved 
by the Director, National Cemetery Administration. 

-· 
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·b. Directors of VA regional offices and memorial service networks may authorize 
display of a United States flag and a plastic or wood reproduction of the VA seal in VA 
offices and national ~;eml:)teries under their jurisdictionow~ere th.~ si~e an<l activity of the 
office jllqicate such ac.tiol) to .be in the best interest of the Gqv~rnment.. · 

c. In ac~ordancewith the l).S. Code:Titl~ •('the United State~ flag is ~uth~rized.for 
display in: 

-~ . 
(1) Chapels or other buildings used for religious purposes. 

(2) Theaters used and operated byVA. . 

(3) Rooms established to conductformal hearings for vet~rari·s. 

(4) The reception area of veterans services divisions. 

(5) The reception area of outpatient clinics. 

(6) The personnel office where the oath of office is'admfriistered .. 

d. A plastic or w~od r~pioduction dtlie'\tfo. seal is a~th~rized for display in areas . 
where disp!!'IY of,the )/.A flag'is not auh1'?rlze<l, ~ut where'dlsplay ofth~ s~al is desirable 
due to the presence of beneficiaries or the public... . 

e. The United States flag and the VA flag may be carried in buri~l ceremonies and 
other ou.tcloo.r C!!rernonies,-with appropriate escort, at ~he qiscretion and under the 
responsibility.of the facility director or the nat.ional. cemetery_director. 

f. Where services are held, one flag, indoor type, indicating the appropriate religious 
faith, as applicable, is authorized for e~ch ,c~~pel.. 

g. Destruction of national, state, local, or VA flags will be coordinated with local 
service organization and accomplished by burning or shred!Ji(lg; .. 

5. Furnittlre, Furnishings, and Office Equipment Pools. . \' . . . ·, 

a. New furniture or furnishing~ (e.g., lamps, fiiing cabineis, pictures, draperies, etc.) 
will not be purcbased urir~ss no sultal:/le furniture e)(ists !li'excess or is available from a 
propertY rehabilitation p'~ogram.' Open mark~! [.JUrcbas~swiii npt be rriade unless there 
is a written determir)ation provided by !!-. Cqlitracting Off!~e(that the Gel)er1111 Services 
Administration (GSA -i.e., GSA Advantage) does no.t ~a\(e a sui((lple item .. 

. . . . ·. . '!·. . . . . . _. . .:_·,.: . . . . . . .. 

. b. Beyond use in admin[!?trative offiC'iJS, offi.ce furniture and furnishil)gs may be 
provided for use in laboratories, clinics, wards, diagnostic rooms, and in other non­
administrative areas where there is a demonstrated need for items of this nature. Use 
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of office furniture and furnishings in other than administrative areas does not change the 
categorization as office furniture and furnishings. 

c. Office furniture such as desks, tables, etc., shall not be substituted for benches or 
other equipment for which technical or specialized fixtures or equipment may be 
obtained. 

d. The least expensive items of standard metal, wood, or renovated furniture 
available from GSA should be obtained when excess or unreguired property is not 

-----ilaV<vaHable:-=Fo-the 111aximtm'rexten! possiblc,fcrmiture and fUrnishings sflall be made 
from recyclable materiel. 

e. Public Law 110-161, Consolidated Appropriations Act of 2008, sets a $5,000 limit 
on expenditures to furnish or redecorate VACO and field facility employee offices, 
including those occupied by Senior Executive Service, GS-15, or Title 38 equivalent 
employees. This limit applies to conference rooms, briefing rooms, and reception areas 
supporting or serving the individual's personal office. 

f. Each facility may establish. office equipment pools and sharing programs to reduce 
procurement and increase utilization for, including, but not limited to, such items as 
facsimile, transcribing, duplicating, calculating, typing, automatic data processing (i.e., 
laptops, etc.) cell phones, pagers, and audiovisual equipment. Procedures will be in 
place to control these items and to know to whom and where assigned. 

g. Carpeting is only authorized for use where it can be justified over other types of 
floor coverings that are less expensive. The need to maintain an environment 
commensurate with the purpose for which the space is allocated may be taken into 
consideration. Cost, safety, insulation, acoustical control and the degree of interior 
decoration required are all factors that may be considered in the justification for 
purchasing carpet over other type of flooring. To the maximum extent possible, carpet 
made from recyclable materiel will be purchased and utilized. 

6. Personnel Quarters Established within VA. 

a. Each set of housekeeping quarters will be equipped with smoke detectors, fire 
extinguishers, cooking stove, refrigerator, microwave and, where not installed, kitchen 
cabinets and a mediCine cabinet. Items essential to the protection or maintenance of 
housekeeping quarters may also be furnished. Such items are: 

(1) Fireplace equipment (irons, tools, and screens). 

(2) Doormat. 

(3) Rods, curtains, or draperies. 

(4) Waste receptacles (outside use only). 

-- --------------------------------------~------------- --------··· 
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b. Quarters designated for use by and occupied by an employee will also be provided 
with a dishwasher, a clothes washer and dryer or a washer-dryer cpmbination,. carpeting 
(wall-to-wall) or rugs and/or rug cushions. 

c. In addition, housekeeping quarters. may be equipped with furniture an~d furnishings 
in order to accommodate any specific requirements of the resident (i.e. married, 
children, special needs, etc). Items furnished will be limited to those necessary to 
provide a reasonable degree of ljvabili~ and will be obtained from excess sources. 
These quarters wi1111ot l:lefurnished with the equipment listed in paragraph (b} of this 
section.· · · · 

' 
d. Furniture and furnishings presently assigned to housekeeping quarters may be 

repaired provided that the immediate or cumulative cost of such repairs, including labor 
and material, shall. not excee.d 75 percl;lnl of the cost to replace the item. The facility 
director, will, under any orie of the circllmstances cited in this paragraph, h~ve a !I 
furniture and furnishings not authorizec;l by th.is section removed from housekeeping 
quarters ·when: 

(1) The quarters are vacated,.anq it is determined that the condit!(ln. arc! q(lanti~ of 
the furnitwe are such that lhe quarters may not be considered ac!equately furnished. 

(2) The. incoming occupant ofJhe ql!arters requires less than 50 p~rcent of the 
furniture presently in the quarters. 

(3) The facility director determines that the quarters will be rented at the unfurnished 
rate. 

e. Furniture. will not be stored whe~ removed from housekeeping quarters, but may 
be used to upgrade similar furniture in oiherhousekeepil)g quarters or utilized 
elsewhere at the facility. Items not utilized will be disposed of in accordance with 
excess property procedures, .· .·. . . . . . . . . . ., . . ·. 

7. Motor Vehicle Components. 

a. Fire fighting vehic.les may bE;~ eq\lipped with a siren and. red qrbi\Je emergency 
warning.Ugh\s. Facility ambulances and police patrol vehicles will be eciuippedwith 
emergency running lights '!fld accessories in conformance with themotor vehicle code 
of the state in which located ... All vehicle warning acce.ssories must conform to the 
vehicle manufacturer's electrical system tolerances. Subject to approval of GSA, in 
accordance with FMR 101-39.304, .accessories will be temporarily installed qn GSA-
owned vehicles by use of detachable roof cross bars: . . . 

b. Radio transmission equipment is authorized for use by field facilities only in 
accordance with and under controls applicable to the use and operation of the item as 
outlined in VA Manual MP-6, Part VIII, Chapter 5. All radio frequencies must be within 
the narrow band range in order to comply with federal regulations. 
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8. Microwave Ovens. 

a. Microwave ovens will not be purchased for employee use utilizing appropriated 
funds. Exceptions are as follows: 

(1) Temporary living quarters used to house employees on TOY; 

(2) Engineering and construction services: e.g.: resident engineer: 

(3) Regional Medical Education Centers and educational training centers; 

(4) Hospital wards for patient use. Any use of microwave ovens must comply with VA 
Safety, Occupational Health, and Fire Protection Standards, as set forth in VA Manual 
MP-3, Part Ill, Appendixes 5H and 5N. 

9. Reproduction Equipment. 

a. Requests for approval will be forwarded to the Publications Service (001AL-97P), 
VACO, on VA Form 134, Combination Requisition and Shipping Ticket. 

b. In accordance with the Government Printing and Binding regulations, Title 3, 
General Provisions, paragraph 30, VACO approval is required for the lease or 
acquisition of copiers meeting one or more of the following criteria: 

(1) Exceeds 65 copies per minute, 

(2) Costs more than $10,000, or 

(3) Requires a dedicated operator. 

c. All related commercial print-shop capacity items, such as cameras (composing and 
process), composition devices, offset presses, paper cutters (power operated), paper 
drilling mach'ines (power operated), collating machines (sheet and signature), and 
binding equipment (adhesive, perfect, wire or plastic, power operated), must have 
VACO approval. 
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PART 6. REPLACEMENT STANDARDS. 

1. General. 

a. Purpose. To provide policy and guidance in support of FPMR 101·25.4 regarding 
the replacement of equipment and furniture. 

b. Definitions: 

(1) Replacement means acqulrlng an 1tenil0rlhe specific purpose of using it in place 
of an item that will no longer perform the tasks for which it is needed. 

(2) Exchange means to trade or trade-in an item to reduce or offset the cost of the 
acquired item. 

(3) Acquired means obtained in any manner, e.g., purchased, transferred, donated, 
manufactured, leased, or rented. 

2. Program Objectives and Responsibilities. 

a. Objectives: 

(1) To maximize utilization. 

(2) To provide for orderly replacement of equipment and furniture. 

(3) To facilitate projected estimates of equipment and furniture replacement 

(4) Provide an estimate of projected costs for planning purposes. 

(5) Enable management to maintain a balance between equipment and furniture 
investment and actual needs. 

b. Responsibilities. It is the responsibility of each administration, (i.e., NCA, VHA, 
and VBA) to ensure VA Handbook 7348 and FN!R 102-39 are adhered to regarding 
premature replacement, trade-in allowances, and accurate disbursement offunds 
received from sales. 

3. Replacement Criteria: 

a. VA facilities should retain equipment items in service which are in usable condition 
even though they have met their given life expectancy, provided the item can continue 
to be used or operated without excessive maintenance cost or substantial reduction in 
trade-in value. In determining the need to replace a piece of equipment, 
there are three over arching factors to be considered, and then there are sub-factors 
within each category. They are as follows: 

..:._c::· =·=-==-=·-========·-==-=·-=···c·-·····--c_--c=..-._·--------------····--·======= ==~ 
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(1) Function: 

(a) Obsolete or does not meet established standards i.e., safety . . 
(b) New moclality or need to support a new mission or program. 

(c) Improve customer service. 

(2) Reliability/Regulating Compliance: 

(a) Age. 

(b) Excessive down time. 

(c) Parts and service no longer available. 

(d). Documented regulating deficiency i.e., JCAHO, OSHA, etc. 

(3) Economy: 

(a) Payback period through reduced recurring cost. 

(b) Increased workload or productivity. 

(c) Sharing with other sites with potential to generate income. 

(d) Excessive repair costs. 

JULY 10, 2009 

b. Furniture (office, household, quarters, and institutional) shall not be replaced 
unless the estimated cost of repair or refurbishing (based upon GSA term contracts, 
including any transportation costs) exceeds 75 percent of the cost of a new item of the 
same type and class. · · · · · 

c. Replacement of motor vehicles will be in accordance with FMR 102-34.280. 

d. Replacement of' materiel handling equipment will be in accordance with FPMR 
101-25.405. . . . . 

e. NOTE: It is not an accepted practice to retain replaced equip111ent. Howeyt;lr, if 
approved by the facility AO or designee for retention at the facility, each item retained 
will bt? identified on the <j~pplicable ElL and within the property accountability program to 
ensure they are not includecl in future replacement or budget forecasts. 
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PART 7. HAZARDOUS PRODUCT/EQUIPMENT REPORTING. 

1. General. Policy for the identification, tracking, and removal of potentially hazardous 
products, including medical devices, equipment, and subsistence items that could 
endanger the life or safety of VA beneficiaries, visitors, or employees will be in 
accordance with the Safe Medical Device Act; Public Law 101-629 dated 
November 28, 1990; Public Law 102-300 dated June 16, 1992 (21 Code of the Federal 
Regulations (CFR)); and VHA Directive 2008-080. The facility director will designate a 
program coordjoator, 

a. The Food and Drug Administration (FDA) has the authority to ban or recall devices 
which present unreasonable risks or substantial harm. When a manufacturer or the 
FDA recognizes that a product is potentially hazardous, action must be taken to notify 
all users of the product and to provide instructions for its removal or recall. The FDA 
recalls the devices and field corrections are classified into three categories: 

(1) Class I. A situation in which there is a reasonable probability that the use of or 
exposure to a hazardous product will cause serious adverse health consequences or 
death. 

(2) Class II. A situation in which the use of or exposure to a hazardous product may 
cause temporary or medically reversible adverse health consequences, or where the 
probability of serious health consequences ls remote. 

(3) Class Ill. A situation in which the use of or exposure to a hazardous product is 
not likely to cause adverse health consequences. 

b. The GSA issues "Safety Alerts" on potentially hazardous products under its 
contracts. Other Government agencies issue notices of hazardous products under their 
jurisdiction. Manufacturers may also issue warnings or recalls on their products. 

c. Each VA facility shall establish written procedures for the identification, handling, 
storage, transport, and disposal of hazardous products. VA employees who routinely 
come into contact with hazardous products shall be trained in proper procedures. 

2. Externally Identified Hazardous Products. A facility plan will be written to outline 
procedures for externally identified hazardous products and materials. The following 
elements shall be included: 

a. VHA will ensure that all health care facilities subscribe to the "FDA Enforcement 
Report." For a current listing of FDA Enforcement Report or recalls, refer to 
www.fda.gov. 

b. The facility AO, or designee, will assure the maintenance of a file of all recalls and 
hazardous product notifications. A listing of the notices will be maintained on file with 
final disposition for accountability purposes. 
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c. Upon receipt of a ha.zardous notice, the Facility AO, or designee, will promptly 
send a copy of the notice to affeCted mapagement official(s) to include safety and risk 
management for review and response. The origin a.! notjc;e will be retained on file at the 
facility. · · · · ' . ·. ,, ..• ' . . ·. · · 

.,, 

d. When responses from the !,Ising organizaticn1s are received, appropriate aciion will 
be initiated by theJacilitY AQ, ordesignee. . . 

3. int~rn~:liy Identified H~zardous Products. As.defined in accordance withFJVIR 
101-42.001' a facility plan will be written to outline procedures for intemaliy identified 
hazardou.s product~ and mat~rials. The identification ()fh~z~rdous materiel will be in 
accordance ,w!!h ~MR 1 01-42.002. The facility AO, in col.labori;Jlion with the facility 
safety manager, will ensure prpp!lr stor.age a11d distribution ()f hazardous products and 
materials ... The following e!ernenjs wJII be~ included inth,e facility plan: . 

. ·. :.•j_.. . . . : . . . .. 1 • • • • • • • •• • • 

a. Hazardous products and material will be reported to the designated coordinator. 
That officia I sh,all ponsult :«i.th. the. ~PP!oPriate ?Uthority to cjetermine to what extent the 
hazardl"(lay .i;lffect the safetY of benefic(aries, Yis[tors, or e111Pioyees. \J\'hen the degree 
of risk has beeri established, action to limit, restrict, or remove the product from use will 
be immediately implemented. 

b: Acti8n should b~ taken on validat~d hazards 'A'ithln 72 c hours through the following 
channels: · ·· ·· · ·· 

(1) VACO, Office of Asset Enterprise Management (00482). 

(2) Medwatch Form 3500 and 3500A will be ~ubmitted to the FDA Medical Products 
Reporting Program. ,{\ssistance isavailabiEl through wwwJda.gov/medwatch or caii1-
80Qc332.-1Q88, Copies offorl)i 350Q ~nd 3500A wil,l be 9ubm.itted \O the 111anufacturer, 
in accordance with 21 CFR part 803. . .· . . . . . . '· ... · ... 

c., Thi~:;; policy involves ~azarctous prodl!c;ts only,when the.,degree of risk has b.een 
est~blistled by appropriate authority and actiO~ haS Rae!lJl!iken to limit. re~trict, Or 
remove the prod)lc;t from yse •. l;hf) Federal Supply Cla~sifjyation {FSC) groups which 
contain hazardous materiel have been identified and are listed in FMR 101-42.1101. 
TheVA OU!!Iity lmprov~mlflnt Program, as 0\Jtli.ned in VMR, a46,,70 i;Jnd VHA 
Directive/Handbook 1761.2 Inventory Management remains in eff~ct. . ·~ .. . .. '" \ . . . . . . " 
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PART 8. PHYSICAL INVENTORIES. 

1. Using Department Inventories (Expendable). Control of expendable property 
inventories In using activities is a part of the staff responsibility of the field facility. This 
responsibility is exercised through the application and enforcement of consumer levels 
in an automated inventory system. A level will be established in collaboration with 
Logistics Services and the using activity for each repetitively used item. 

2. Using Department Inventories (Nonexpendablel. 

a. Nonexpendable property on hand in using activities will be only the amount 
necessary to perform the assigned functions. Each facility will establish controls to 
ensure that all using activities continually evaluate the need for assigned equipment. 
When unrequired property is identified, it will be turned-in for reassignment, reutilization 
or disposal in accordance with excess procedures. 

b .. When a project has been approved and funded through the major/minor 
construction program or the nonrecurring maintenance (NRM) program to expand 
existing programs or establish new programs, equipment may be retained to activate 
such programs. 

3. Nonexpendable Property Required to be Inventoried. All property requires basic 
accountability in the automated equipment inventory system. Sensitive items, 
regardless of cost, and accountable property valued at $5,000 or greater will be 
maintained in an automated equipment inventory system and listed on an ElL. Property 
costing $100,000 or greater will be accounted for as a capitalized asset. Logistics 
Services' records will be reconciled with Fiscal's records on a monthly basis for all 
capitalized nonexpendable property. In addition, all sensitive items as designated in 
paragraph 5, subparagraph a, of this part, will be accounted for during the inventory 
process (See Appendix F for a guide to conducting a successful nonexpendable 
inventory). Due to required preventive maintenance or JCAHO requirements, some 
items below the accountable thresholds will also need to be added to the automated 
inventory system in accordance with local Engineering policy. 

4. Expendable Stocks Maintained in Inventory Records. 

a. A complete physical inventory of all stock, posted and unposted, will be taken 
within a 12-month period, either wall-to-wall or by cycle. Cycle inventory may be by 
class, account, location, inventory group, or by the ABC Principle. The ABC Principle is 
a concept whereby a small percentage of the inventory is equal to the largest fraction of 
value. The ABC Principle is more fully explained in the Materiel Handlers Training 
Guide TG-90-1. The accuracy rate will be determined based on the number of line 
items inventoried in relation to the number of line items discrepant. The minimum 
acceptable accuracy rate is 90 percent. If a 90 percent accuracy rate is not achieved, 
another stock inventory shall be completed in six months. The criteria used for 
determining long supply will be if the stock on hand is1 0 percent or greater than the 

-·-----~-----· ==== 
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established stock level (this also includes items du~ in from procurements) in 
accordance with FPMR 101-27.300. The accountable record will be reconciled with the 
apprC)priate inventory point, and a. II discre.pa.ncies. will be promptly adjusted (See 
Appendix G. for a guide Jn condu.cti[lg a succes~ful e~pemdable inventory). 

b. Public Law 9.1~513 r~qujres <! b)~nnialinventory of !terns subje~tto the Co~trolled 
Substances Act (reference 21. CF,R§1q04.11). -The biennhlljriventory niay be taken on 
any date within two years of the previous biennial inventory: The inventory must remain 
on file until the next inventory. · 

5. Inventory of Equipment in Use. 

a. Annually, a physi~al inventory of all noJ1e~pendable accountable property and 
designat~d serisitive. itemsw.ill be conducted. Acc.ountabJ.e personal property is defined 
as nonexpendable property With an acquisition Vl!IUe qf$5,000 or more and property 
that is of a sensitive nature regardless of acquisition cost. The inventory is conducted 
on an annual ballis which is from the month of completion to. the next n month period; 
however, 2~ p~rcent of.ih~,~~ta_tili~heil E!Lll will be. coitipl~tec:l ql!arterly,Theinventory 
due !:late can be chan9e.d in the foll()wing thr.ee circumstarw~s. ~l,lt Vfillnot be allowed to 
be extended beyond 12 months from the date of the previous inventory: 

(1) ElL custodia.! officj!r request a change (require» adEl(tuate justification) 

(2) Accurl!C~ rate f~lls .beiow 95 percent 

(3) Manage merit decision to,balance'V,.orkload 

(4) Prpper).y Manag~merit will reconcile the. inventory to the automated property. 
accountability system,lhroughadjustments, Reports of Survey, and turn-in documents 
within fiV:¢ w()rking' days ... , • . . . .. . •". . .. .. . . 

b. Physical (whi~h Include.~ electronic m~ans)' inve.m~rY is .the process of reconciling 
accountable personal property records ~ith the property actually 9n hand. At a . 
minimum, when the inventory process is being conducted the following elements will be 

·verified against the ElL: serial number, model number, a.nd location. 1\nnl!al 
inventories will include the following sensitive items: · 

(1) H~ndheld and portable telecommunicati6J1 devicE?s. (e.g., Palin Pilots, 
!31ack,berrles, tw6~way pagers and personal digital assist;lnts (PDA)).• Keynote pagers 
are not inclu,ded. · 

(2) . Priniers .. 

(3) Dat!'l stqrage equipme.nt, (e.g., desktop computers, laptops and fixed CD drives, 
copiers, arid facsimile r]lacllines). 
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(4) Video imaging equipment, (e.g., surveillance monitoring equipment, CRT 
monitors, LCD monitors, smart boards, panaboards, video projectors, cameras, VCR 
and DVD players and recorders). 

(5) Cell phones and telephone monitoring devices. 

(6) Radios, (e.g., two-way radios and base stations (but not household type)). 

(7) Motor vehicles including donated, leased or rental for 90 days or longer. 

c. Firearms and ammunition (Sensitive items that have other considerations) 

(1) All firearms, regardless of cost, will be recorded, inventoried, and tracked in an 
authorized VA automated asset inventory system. 

(2) Ammunition will be inventoried, recorded, and tracked in an authorized VA 
automated perpetual inventory system. 

(3) Proper hazardous warning labels must be posted on outside doors of ammunition 
storage areas. 

(4) Procedures outlined herein will be adhered to by all VA organizations with the 
exception of the Office of Inspector General (OIG). The OIG will adhere to VA OIG 
Directive 51103 regarding accountability, and adhere to FMR 102-36 and FPMR 101-
42 regarding disposal. Upon request, OIG will provide a copy of its firearm inventory. 

(5) Inventories: 

(a) At a minimum, physical inventories offirearms and ammunition will be conducted 
on a semiannual basis, These inventories will be conducted by the organization 
authorized to carry firearms and the facility AO or designee. If discrepancies, i.e., 
missing firearms and/or ammunition are noted, quarterly inventories will be required by 
that facility thereafter. 

(b) Data resulting from all internal inventories of firearms and ammunitions conducted 
by VA orga·nizations that are authorized to carry such items will be provided to the AO 
or designee upon request. 

(c) Facility directors will certify that firl:)arm and ammunition inventories are included 
in the Annual Certification of Property Inventories or applicable report as a separate line 
item. 

(d) In the event that a Department-owned firearm is lost or stolen, the following 
actions rnust be taken immediately: 

:L Notify the local law enforcement office, OS&LE for VA Police Service firearms 

__ ···_····-·----------·---·--·-···----·-···:·= =·=··=··=·=·=···=··=====c-==========-·· ..... . 
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only, the Federal Bureau of Investigation, local police, the supporting facility 
AO, or designee. 

2. Enter the information into the National Crime Information Center/National Law 
Enforcement Telecommunications System. 

3. Complete a detailed VA Form 1393, Uniform Offense Report, and follow 
appropriate Report of Survey procedures as outlined in Part1 Oof this handbook. 

4. For improved accountability, facilities may include addition~ I iterr;s to be 
inventoried. Above is a minimal listing of items del?ignated as sensitive thatmust be 
inventoried annually. Facilities may establish local poficy that identifies additional items 
as sensitive property as the facility 9eems appropriate. Sensitive items include all items 
containing memor'y storage capability for retaining persima!Jy identifiable information 
that is protected and/or confidential as specified in the Privacy Acf and in the Health 
Insurance Portability and Accountability Act, wiJether or not the item js classified as IT 
(e.g., ID card embossing machines). 

d. Facilities may !JSe 'inventory;~Y exception' (m.et!ning,the item has l?.een_p.hysically 
identified and the inventory location updated during scheduled preventive main)enance, 
or movement of the item, or electronically scanned and updated by any entity utilizing 
the bar code technology, or RadiO Fn:Jquer:tcy ldentificatiqp(RFID)/Real Time Location 
System (RTLS), etc, or S!Jbsequerit electronic tra9king mei;ha(lism rf!lated to the 
electronic asset inventory management system utili17edJn t~e facility) which will negate 
the requirement to physically count the item during an annual inventq_ry •. However, 
when inventory by exception is utilized, at a minimum, the serial number and iocation 
will be verified. In addition, ElLs that have a 95 percent or above accuracy rate will be 
required to be inventoried annually. ElLs that fall below a 95 percent accuracy rate 
must be inventoried again in* months. ,ElLs not aJta.ining a Q5 percept accuracy rate 
on initial inventory shi!.ll be reported to the facility director <!n(j .to th,eVISN CLO. ElLs 
not att'!ining a 95 Per~nt aci:;l!r~w rate when re~irivi1ntor\ed sha.ll be rep()rt$d to the 
Asso.ciate pAs (J\DAS) for Acquj~jtion and Logistics Prcigra[Jis_anil Policy (001AL:P), 
OAL, through the facility direi:tcii's office for consultation and adviseme!ll. 

e. To the m!lximum extent pol!Sible, EILinve.ntoriesvtill be. co_nducted.us!ng barcode 
technology or RFID/RTLS, etc;:., tl:lat is compatible with the autol)1ated equipment 
inventory' system. In addition, the FSC to which the equipment Item belongs will be 
identified on the barcode label by printing the CSN on the label. This requirement is 
being established !9 specifh;a!ly .ass.ist an ,audito~ in differentiating bej:we.en 11: and non­
IT equipment. Inventory data CRiiected on the barc:ode scanner will. be uplo!Jded to the 
automated equipment inventory system. Upon initial receipt of any new equipment 
item, Logistics Services shall populate the automated equipment inventory system with 
the following data (c<,>mments and specifications (~pex) field.s are optional): 

50 



JULY 10, 2009 VA Handbook 7002 

(1) Manufacturer name; 

(2) Serial number; 

(3) Model number; 

(4) CSN; 

(5) Life expectanc;y (LE • may automatically populate when CSN entered); 

(6) Manufacturer equipment name (brief narrative identifying the equipment; facility 
decision to identify as common equipment name or manufacturer name of equipment, 
but should be formatted as noun first with adjectives following); 

(7) ElL number of responsible service or section; 

(8) Purchase Order (PO) number (should contain station number followed by a dash 
and 5-digit PO number); 

(9) Acquisition method; 

(10) Vendor purchased from (could be different from manufacturer name); 

(11) Lease cost (if applicable); 

(12) Asset value (acquisition cost); 

(13) Acquisition date; 

(14) Warranty expiration date; 

(15) Replacement date (may automatically populate after LE and acquisition date 
entered); 

(16) Acquisition source code of procurement: 
Type of item; 

(17) If replacement equipment, EE number of item being replaced; 

(18) Use status; 

(19) Parent system (if applicable); 

(20) Using service (could be different from service aligned with Ell number); 

. ···-··-········---~------·-·--· ·--·-- =========================··-===·=-==================~== 
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(21) Location (will be populated automatically when inventory data uploaded from 
barcode scanner; can be updated manually; location must be contained in Engineering 
Space File to be accepted); 

(22) Last inventoried date (will be populated automatically when inventory data 
uploaded from barcode scanner and can be updated manually); 

(23) Turn-in date (populated only after item turned in to Warehouse; location field 
must be updated to reflect proper location of turned in item); . 

(24) Final disposition date (populated only after final disposition-of item occurs); 

(25) Disposition method -(popuiated only after final disposition of item occurs) 

(26) Disposition value (populated only after final dispos!Jion of item occurs); 

(27) Own~r$hip (stationnumbt;!r); . .<' 

(28) Investment category (capitalization designation); 

(29) Fund (freasury Symbol appropriation fund code of procurement; i.e., AMAFMC); 

(30) Fund Control Point (FCP) from purchase order (may automatic~lly populate 
when PO number entered); 

(31) Budget Object Code (BOG) from purchase order (may automatically populate 
when PO number entered- applicable only to capitalized items); 

(32) Standard General Ledger (SGL) account number pertaining to type of 
equipment; 

(3:;1) Admini~tration Office"-accol!nting classification idf!mt.ifying office or 
administration equipment purchased for; 

(34) Equity account (accounting classification, i.e., 3299. for medical) 

f. Normally, Engineering Service is responsible for entering certain information in the 
automated equipment inventory system which includes the {ollo)Ning: 

(1) Category (used for Preventive Maintenance (PM) scheduling); 

(2) Service contract designation; 

(3) Contract cost amount; 

(4) JCAHO requirement designation; 

52 



JULY 10, 2009 VA Handbook 7002 

(5) All data for Building Service Equipment (BSE) and expendable items requiring 
engineering maintenance 

g. The Ell inventory schedule in the Logistics Services will include the following: 

(1) Date(s) of scheduled inventory (by month, quarter, or fiscal year as appropriate). 

(2) Title of custodial officer. 

(3) Date of nofltlcalion of custodial officer. · 

(4) The date of completion of all adjustments made by the Logistics Services. 

(5) Accuracy rate of inventory. 

(6) Next scheduled inventory month. 

(7) Five percent verification completion date. 

(8) When an inventory is due, the custodial officer will be notified (electronic mail 
notification is acceptable) and provided a copy of the applicable Ell for inventory and 
the following will apply: 

(a) If the Ell contains less than 100 line items the custodial officer, or designee, will, 
within 15 working days after receipt of the notice, conduct a physical count of all 
nonexpendable property listed. 

(b) If the Ell contains 100 or more line items, the physical count will be conducted 
within 20 working days after receipt of the notice. 

(c) Inventories will be considered complete when the Ell custodial officer has 
conducted the inventory, checked appropriate certification blocks, provided any 
documentation required based upon certification blocks checked (i.e., turn-ins or 
Reports of Survey), and signed the Ell within the specified time frames as stated in (a) 
or (b) above. 

(d) NOTE: Using services can request preliminary working copies of their Ell prior to 
the official scheduled inventory period. These advance copies can be used to identify 
and correct any issues before the scheduled inventory period begins. The tirne frames 
listed above pertain to the official schedLiled inventory period. 

g. During the inventory process, the custodial officer will evaluate the need for all 
equipment assigned to them and will certify on the Ell by selecting and checking the 
applicable statement, personally signing on the Ell, and dating. At a minimum, when 
conducting the inventory process, the following elements will be verified on the Ell 
listing: serial number, model or model number, and location. 

. -
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h. All completed ElL inventories will have a five percent verification inventpry . 
conducted by the AO or designee, a disinterested party and the custodial officer or 
designee. This five percent verification will be completed within 10 working days from 
the completion of the required annual ElL inventory. 

i. A scheduled inventory may be extended for extraordinary reasons which include 
natural disasters, fire, or an act of terrorism. If circumstances warr<Jnt, an extension 
may be granted for any number of days not to exceed of 60 days, as deemed 
appropriate by the facility director or designee. The maximum extension is established 
as 60 days based on ElL inventory cycles (i.e. a portion of the total number of ElL 
inventories are conducted each quarter so the 60-day extensiqn will eliminate the ElL 
inventories from crossing quarters and increasing the ElL inventory workload for the 
next quarter). Circumstances requiring an extension will be. specified in the written 
request (memo or e-mail format). A copy of the approved request will be forwarded to 
Logistics Services and maintained with the ElL. 

j. NOTE: Extensions will not offset a delin,quent status. Inventory completion 
exceeding 12 months from the date of the last inventory will be considered delinquent 
regardless of an approved extension tirneframe and will be based upon. a beginning 
date no later. than the date the inventory was originally due for completion. 

k. Medical centers will establish a method of accountability covering fJrniture and 
equipment in VA quarters. Nonexpendable property located in VA quarters shall be 
maintained on individual ElLs for each unit of established. quarters. 

' 
I. A physical count of all property on loan to or from VA will be taken as scheduled by 

the accountable official, with action taken on all discrepancies. 

m. For improved accountability, the use of an automated Equipment RequesUTurn-ln 
Package that is compatible with the computerized accountability system shall be utilized 
to the maximum extent possible. 

6. Tenant Property Jnverito..Y Responsibility. Facility ctirectOfS and AOs, or their 
designees, are responsible for accountability and oversight for all equipment stored or 
utilized in their facility regardless of ownership and will ensure that certain functions 
are properly implemented. 

a. A tenant may be a virtual entitY and i~ defined <JS a location having physical control 
of the receipted item but that does ncit have ari estab.lished inventory tracking system 
and requires inventory management, tracking and accountability support functions from 
a VAMC in proximity to the tenant or virtual entity. 

b. ElL custodial officers who have oversight of tenant equipment will report 
operational status or physical location changes io the facility AO or designee. 
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c. Facility AOs are responsible for coordinating inventory management information 
with tenant inventory Ell custodial officers and program managers to ensure proper 
accountability of all property maintained within the facility. 

d. Tenant Ell custodial officers are responsible for communicating new purchases or 
changes in inventory quantities with facility AOs by email. A constant flow of 
communication between the tenant Ell custodial officer and the facility AO is critical to 
ensuring the security and accountability of VA property. 
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PART 9. INVENTORY ACCOUNTING. 

1. Accounting Methods. Automated inventory accounting systems will be utilized at 
field facilities for expendable and non expendable inventories and Logistics Services 
programs, to meet materiel management requirements and to provide data for reporting 
needs, including the integration of inventory accounts with standard general ledger 
accounts. Regulations require the use of Cataloging for proper identification and 
classification of property (reference 41 CFR 101-30.501). For proper identification and 
control of property. a NSN field will be included in any automated inventory system 
utilized for personal propertY management tunclions. fhlfi\ISN field sHould be 
populated. The CSN field in the automated equipment inventory system is required for 
all nonexpendable items. 

2. Valuation of Excess Property. 

a. Supply Fund stocks determined to be unrequired by the facility will be transferred 
to the applicable property pending-disposal account at record value. .. . .. 

b. Unrequired Non-Supply Fund property will be transferred between VA facilities at 
record value and to other Government agencies without reimbursement. Transfer 
documents for Non-Supply Fund property will show the dollar value at which the 
property is currently recorded. Transfer documents for Supply Fund property will show 
the value of the property for the purpose of recording the inter-facility transfer. 

c. Unrequired Trust Fund property will be transferred between VA facilities without 
reimbursement and will remain classified as Trust Fund property. 

3. ElL. 

a. Accountable nonexpendable property valued at $5,000 and greater will be listed on 
the ElL. In addition, non expendable sensitive items as defined in Part 8, paragraph 5, 
subparagraph b, will be included on the ElL regardless of cost. 

b. VACO department heads and staff office directors or their deputies will be 
designated as custodial officers and will assume- responsibility for nonexpendable 
property assigned to their departments or staff offices. 

c. For the following determinations, consideration shall be given to the inventory 
management responsibilities required for the proper control, utilization and replacement 
of property: 

(1) The facility director shall designate, in writing, one employee to assume custodial 
officer responsibility for nonexpendable property (maintained on appropriate ElL) 
assigned to each of the various services/activities (i.e., service lines, sections of service 
lines, departments, including ward equipment responsibilities). 
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(2) Designations will be confined to members of the director's immediate staff, 
normally division and service chiefs. An exception may be made in research activities 
by designating either the research coordinator or the individual investigator as the 
custodial officer. · ·: 

d. Cu:;todial officers specified in paragraphs b. and c. may designate, in writing, 
administrative or other employees to act for them in handling inventwies and other 
paperwork involved in. equipment management and .controJ. ':The written designation 
must state that the custodial officer acknoVJiedges th.at designating an employee to act 
in their behalf does not relinquish theirresporisil:)ilityas custodial officer. They must 
continue to personally sign the EILand mark the appropriate certifications. The original 
of this designation will be furnished to the Facility AO. 

e. Any changes to the ElL, accomplished subsequent to the date on which the ElL is 
signed, will be supported by appropriate documentation. Upon receipt by Logistics 
Services, any required updates Jo the.Ell will be processed within five working days. 
The documentation will be filed VJith the ElL until the.next inventory is completed and 
the custodial officer has personally signed it and made the appropriate certifications. A 
copy of the supporting documen!ation for .ct)anges shall be furnis~ed to the custodial 
officer. 

f. Each ElL will be assigned a numbt;~r in acco~dance with standardized department 
numbers which are provided in Appendix H of this !1.andbook. 

g. Nonexpendable property used by the re9ident engineer will be assigned a 
standardized department I') Umber ElL. and the property will be listed on the ElL. When 
the project has been completed and disposition instructions have been received from 
the Office of Construction and Facilities Management VACO, the following actions will 
be completed: 

. .·( •' ,:·: ' 

(1) Property not to be shipped to.anothe.r facility and declared unrequired will be 
disposed of in accordance with current excess procequres contained in VA handbook 
7348. 

(2) Property to be shipped to anot.her facility will be. tran<?ferred by the receiving 
facility executing VA Form 134, Com.bination Requisition and Shipping Ticket. 

h. Pri.or to disposing of property containing data sensitive material, refer to VA 
Directive and Handbook.6500. Propertyconjainjng d;ata sen!litive material must l:)e 
sanitized and the sanitization must be certified by the technician and the ISO at a 
minimum. VA Form 0751 may be used for certification of sanitization. 

i. Information perta.ining to government-owned property on loan will be maintained 
with the appropriate ElL. This information. could be a copy ()fthe VA Form 0887 with a 
copy of the Property Pass or a copy Qf the applicable section of the Loan Register which 
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shall be maintained by Logistics Services (in VACO- Property Management Division-
032D) and the IT ElL custodial official. 

j. A copy of VA Fomn 0887, VA Government Property Loan Form, and VA Form 0888, 
Revocable License, shall be filed in the official ElL/Non-ElL equipment file maintained in 
Logistics Services and a copy provided to the custodial officer. A copy of the 
agreement shall be maintained with the ElL for the duration of the agreement. 

4. Reporting Requirements. 

a. Reconciliation of standard general ledger accounts is a Department-wide 
requirement of Logistics Services and Fiscal or Financial Services (VHA, VBA, NCA, 
etc.) and will be accomplished ai the end of each month. Research will be conducted on 
all discrepancies to include verification of the original document. Corrections will be 
promptly completed. Documentation supporting the reconciliations must be maintained 
by the medical center for three years after the close of the fiscal year. 

b. The facility AO, or designee, will submit, in letter form, a certification that inventory 
values have been reconciled and are in balance with those of Fiscal or Finance Service 
as of the fiscal year-end. In addition, the Chief, Fiscal or Finance Service, will cosign 
the certification thereby attesting to accuracy of the year-end standard general ledger 
account balances for equipment and Supply Fund stock inventories. Certifications will 
be submitted to the appropriate office as specified in the Year-End Financial Reports 
and Statements Certification memo sent annually from the VACO Chief Financial Officer 
prior to the end of the fiscal year. A certification regarding compliance requirements of 
the Government-wide Purchase Card Program will be signed by the A/OPC, the Facility 
AO and the Chief, Fiscal or Finance Service. Certifications will be submitted in 
accordance with VA Directive 4540 and VHA Handbook 1730.1. These year-end 
certification reports are maintained in the VACO Fiscal/Finance office. 

5. Receiving and Sales. A copy of the signed receiving report or VA Form 2237 is the 
required document, for receipts and/or sales for nonexpendable property. A copy of the 
receiving report or 2237 will be filed in the appropriate ElL. 

6. Turn-Ins. Documentation for the turn-in of nonexpendable property will be properly 
annotated with the intended action code. A common number will be assigned to the 
document. After action is taken, the document will be filed with the applicable ElL. 
Automatic Data Processing (ADP}/IT nonexpendable property, in accordance with VA 
Directive and Handbook 6500, must be sanitized and a certification of sanitization 
signed by an IT technician and the ISO, at a minimum, prior to any type of disposal or 
donation action being taken. VA Form 0751 may be used for certification of sanitization. 

7. Adjustment Vouchers. Discrepancies discovered as a result of an inventory will be 
adjusted by preparing appropriate debit and credit adjustment transactions. A computer 
prepared "Adjustment Voucher'' (AV), or manually prepared VA Form 140, Adjustment 
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Voucher, shall be used for documentation. For adjustments .resulting from Reports of 
Survey actions, reference Part 10 of this handbook. 

8. Equipment Installed as Part of Initial Construction. Nonexpendable property 
installed as part of initiai. construction will, on completion. of the contracts, be picked up 
in property records at the acquisition .value or the current m~:~rket value. After a · 
construction project is completed and accepted, title to property furnished and installed 
by construction contractors is transferred to the facility through the resident engineer. It 
is the joint responsibility of Logistics Services and Engineering Service to ensure all 
items have been identified and entered into property records. The resident engineer will 
transfer all descriptive literature, warranty data, and maintenance manuals to 
Engineering Service. 
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PART 10. REPORT OF SURVEY PROGRAM. 

1. General. 

a. The ROS system is the method used by VA to obtain an explanation as to the 
circumstances surrounding the loss, damage, or destruction other than through fair 
wear and tear of Government property, VA Form 1217, Report of Survey, will be used 
to document the findings, determine responsibility; record pecuniary liability, if any, 
established by a board of survey or surveying officer, and will be used as.the official 
ocurnent to adjrrstihe record account. 'fhe terrrrboard, wherever used -in this pa , 

refers to the board of survey or the surveying officer. Each facility will ensure that 
training regarding the ROS process will be established. 

(1) Surveying officials are personnel charged with the review or investigation of 
incidents involving loss, damage, or destruction of Federal property; determination of 
financial liability for loss or damage of such property; and authorization for removal of 
items from official property records. L.ocal policy will be established which addresses 
who may be designated as a surveying official. A surveying official should be at least a 
GS· 9 or equivalent. 

(2) Definitions for Negligence: 

(a) Simple. An act, failure, or omission on the part of the responsible employee(s) to 
exercise the appropriate degree of care, precaution, or vigilance resulting in loss, 
damage, or destruction of government property. 

(b) Gross. An act, failure, or omission on the part of the responsible employee(s) to a 
greater degree and deemed by competent authority to be misconduct or willful, wanton 
or reckless disregard for government property resulting in the Joss, damage, or 
destruction of government property. 

b. When the findings indicate the possibility of holding a beneficiary responsible for 
the action investigated, VA professionals (e.g., nurses, doctors, therapists forVHA; 
Cemetery administrative staff for NCA; and Judiciary personnel for VBA) should be 
added to the board. The findings and recommendations pertinent to the incident will be 
completed by the board, annotated as to the action taken, and submitted to the facility 
director. 

2. Initiation of Report of Survey. 

a. Any employee who detects a loss of, or observes damage to, Government property 
will immediately make an oral report to the supervisor, who, in turn, will advise the VA 
police and property management activity. If the item contains sensitive information, the. 
Information Security Officer must be notified within one hour after realization of loss by 
the employee. For further information, please read the Office of Management and 
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Budget (OMB) memorandum 06-19, dated July 12,2006. Once the AO is informed of 
the situation, he/she will confirm that the VA police were notified. 
After the oral report has been submitted, the supervisor will formalize the findings on VA 
Form 1217, ROS, within 24- hours. The ROS will reflect the value of the property 
carried in the perpetual inventory account. If this is identified- as noliexpendable 
property; VA Form -1217. must be signed by the Ell official.. The ROS will be submitted 
to th~ AO within 72 hours.: Employees failing· to r(lport, and supervisors failing to initiate 
a ROS, may be subject to disciplinary action.~ • · 

. ~ . 

b. If appropriate, VA police will be included in the pr(lliminary investigation condu.cted 
by the supervisor or their subordinates. If required, a copy of VA Form 1393, Uniform 
Offense Report, will be submitted along with VA Form 1217.to the property 
management activity. VA Form 1217 must be submitted to the AO within 72- hours of 
theft, loss, damage, or destruction of VA property .. Under no conqition will such a report 
be delayed longer than the. time required to search the imr:nediate area or qu_estion 
persons who might have knowledge of the incident. · 

c. Except wh~re circumstances make it necesSflrY, ~a.maged property will.not be · 
moved until inspected by the AO or board. If removal is necessary, the reasons will be 
listed on the certificate of circumstances for later review. 

i.·· 

d. When property is lost by a suspected theft, local law enforcement will be requested 
by VA Police and Security to ;lssist in recovering t~e property, in accordance with 
instructions contained in VA Manual MP-1, G.el)era! Adr:ninistrative, Part I, Chapter 2. 
Notation of such action will be incorporated .in the ROS, Police Service will provide the 
AO with a monthly listing and status of any ongoing investigations involving loss, 
damage, or destr4ction of governmE!nt property. 

. .. 
e. VA Form 1217 may not be required Whe.n a government l)lotor \fehicle is d.ar:naged 

or destroyed and the approving authority determines thC!Uhere is ~uffii:i(Opt evidence. 
contained in the accident report to establish whether pecuniary liability or disciplinary 
action will or will n<;~tbe initia!e\l .. In this instance, copie$ of.VA Form 1393, Uniform 
Offense Report, with. additionai supporting dcicuirJents, .will pe made a part of the .file 
and may be used as the o.fficial d.ocument to adjust the inventory record. 

f. Upon the di~covery of any shortages. i~ inventqry of aSched.ule I through V, 
Controlled Substance, regardless of dollar value, the AO will be notified and VA Form 
1217 will be prepared to substantiate adjustment actions and submitted to the AO. The 
registrant shall complete DEA Form 106, Report of Theft or Loss of Controlled 
Substances, in accordance with 21 CFR 1301.76b, and notify the DEA field division 
officer of the loss or theft and.the VA police. 
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3. Report of Survey Register. 

a. The AO will establish and maintain, on a fiscal year basis, a ROS register and file. 
The register will be maintained as shown in Appendix C of this handbook. 

b. Each VA Form 1217 will be assigned a number in sequential order. Follow-up 
procedures will be established to expedite action. A copy of each ROS will be retained 
on file and under the purview of the AO. 

4. Surveys Involving Loss. To elimmate.the possibility of clerical error and assure 
that the property is actually missing from the facility, the VA police investigating officer 
will check with the AO or designee to review all related records in cases of reported loss 
to include outstanding repair service records, as well as the loans from the VA file and 
property pass file. 

5. Surveys Involving Damage. In cases involving damage, the AO or designee will 
inspect the damaged property and verify reported information. The assistance of· 
technically qualified persons (Government employee or commercial representative) will 
be obtained to assess the extent of damage, feasibility of repairs with respect to 
operating efficiency, cost of repairs, and reasonable estimate of depreciation from 
acquisition or construction cost This information will be documented on or attached to 
VA Form 1217. 

6. Surveys Involving Sensitive Information. Special requirements apply when there 
is potential loss of sensitive information. The Facility ISO (FISO) approves and provides 
oversight for procedures implemented to address potential loss of sensitive information 
to ensure compliance with all related security requirements. At the direction of the 
FISO, the ROS process will be initiated to investigate the loss of the property containing 
sensitive data (even when the media on which it is stored is not classified as 
nonexpendable property). OMB memorandum 06-19, requirements apply. 

7. Admission of Responsibility for Loss or Damage. In the event that an individual 
admits responsibility for the loss or damage and volunteers payment, the collection will 
be completed without need for a ROS investigation or police report. The AO will provide 
the responsible official with the facts and circumstances so that possible disciplinary 
action may be assessed. 

8. Approving Authority. 

a. The approving authorities for the ROS involving the loss, damage, or destruction of 
Government property are: 

(1) VA Medical Center, Outpatient Clinic, or VISN- Director 

(2) National Cemetery Administration facilities- Director 
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(3) Regional Office Director (VBA) 

(4) Denver Acqui$ition and Logistics Center- Director 

(5) Na tiona! Acquisition Center (NAC)- Executive Director/Chief Operating Officer, 
NAC 

(6) Corporate Franchise Data Center.:. Dir~cior · 

~7) Austin Financial Services Center- Director . 

(8) VACO- DAS for Administration (03) 

b. Delegation of this authority will be limited to the Assistant/Associate Director or 
equivalent at a facility or within a department/organization. This approval or disapproval 
authority is directly related to the r,ecommendations of the .l'urvey b9ard or_ surveying 
officer. · 

c. In cas(ls wl:!ereJhe ROS item. exceeds the. capiialized threshold, the approving 
authority may refer the ROS to higher i:jUthority for approval. For purposes of this 
system, ~l:le higher 11pproving al,l(hor)ties are: · 

(1) VHA field facilities- VISN Director 

{2) VBA field facilities - Deputy Under Secretary fo'r Be~efits 

{3) C!Ofield acti~ities- Exe~utive Director, Field Operati~nsand Security 

(4) Denver Acquisition and Logistics Center- ADAS for Acquisitions 

(5) NAC- ADAS' for Acquisitions 

(6) Corporate Franchise Data center- DAS for Enterpr'ise Operations and 
Infrastructure 

{7) Austin Financial Service Center- DAS for Finance 

{8) VACO- Assistant Secretary for Human Resources and Administration. 

(9) National Cemeteries - Directors, M!lmorial Service Ne\Work 
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9. Approving Authority Action. 

a. A survey official or board will be appointed by the approving authority, or 
Administrative Officer, if so delegated, from a standing list of trained officials. 

b. The approving authority may designate the AO to appoint a survey officer and 
board when· a previously approved group of trained individuals has been appointed to 
conduct survey investigations. 

c. The approving authority may make recommendation of no board and no further 
investigation and instruct AO to remove property from inventory records. There should 
exist adequate justification or information pertaining to the circumstances which would 
convince the approving authority to make such a decision. 

10. Establishment of Board of Survey. 

a. It is mandatory that a board of survey, comprised of three impartial and qualified · · 
persons, be appointed when: 

(1) There is a possibility that a VA employee may be assessed pecuniary liability or 
disciplinary action as a result of loss, damage, or destruction of property; and/or, 

(2) The value of lost or destroyed property involved (estimated value of real property 
or value of personal property carried in the perpetual inventory accounts) is $5,000, or a 
fair market value of $5,000 can be assessed for other property, or the estimated cost of 
repairs to damaged property is $5,000 or more. 

(3) If sufficient information is available and present to make an accurate 
detemnination (i.e., through a VA police investigation or civilian police investigation) 
regarding the circumstances revolving around the incident, a board of survey will not be 
mandatory. However, a board of survey may still be convened at the discretion of the 
approving official. · 

(4) NOTE: Local management may establish policy to establish a board of survey for 
inventory losses of a lower value than $5,000 

b. A copy of VA Fomn 1393, Uniform Offense Report, if applicable, and any other 
supporting documents will be made a part of the ROS file. Documentation will provide 
satisfactory explanation of the circumstances surrounding the loss, damage, or 
de.struction of Government property and contain sufficient evidence to determine that 
pecuniary liability or disciplinary action is or is not involved. 
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c. The person formally charged with the responsibility for the property in question will 
riot serve on the board, nor will any person involved in the circumstances surrounding 
the property loss or damage or who may be involved with processing a collection action 
from an employee (see paragraph 24 of this part). ;The AP.willnQt l)e appointed to the 
board but may act as an advisor unless helshe is responsible for the property involved. 

d, A per111anent board and aliernates rnay be appoi:ntedtp h~ndie these surveys. All 
persons serving on the board wilf be advised of the importance and e~ent of their. 
responsibility by the approving authority. The board will have ·a maximum of 10 days to 
conduct an investigation and mak.e recommendations.to the AO. • It is recommended 
that the board members a~d alternates receive· refresher training· at a minimum of every 
two years. 

11. Responsibility of Board of Survey. The board will give ther'r full attention to the 
survey action, arrange their official duties accordingly, be thori)IJghly familiar wi~h, 
conduct investigations according to, and arrive at findings and recommendations in 
complia11ce with the provisions of Part 10 qf this handbooJ< .. · · 

. - . . . . 

12. Preliminary Board Agreement. The board will carefully study ali available 
information (e.g., VA FoifT! 1217) ~upporti~g stat~?ments, e~hibi~, 1,1n~ other (elated 
documents. An l:!Qreement will be reached bn certain.crit.ic!!l points relative to identity of 
property involved, riiiture of action affecting its propertY status, 'arid existence of 
evidence indicating fault on the part of a particular ind.ividual or group. 

13. Conduct qf Board of Survey. Ttie board will determ.Ine the meth~d and extent of 
investigation. Where the facts, such as suspected theft()rviqiation of criminal statutes 
indicate a need for more extensive investigation, the matter will be referred to the 
approving authority with recommendation for further investigative 1;1ction by a facility 
board, f"'cility P91ice, Or ihe,t=eder,al B,urea!J oflnvestigatio:n. in ac;cordance wi~h the 
authority, ou~linedin 38 C(FR 1.45~(a) and (c), · , .. : ... 

• ··'<· 

14. DetE:irminations by Board ofs'urvey. The board will conclude and document •. on 
the ROS, one or more of the following determinations: ·· · 

i;l, P;operty rec~ver~d without loss or cost to the. Governmen~: 

b. Properly recovered -Government required to suffer cost .of repair, servicing, or 
replacement. 

c. Property not recovered. 

d. Extent and nature of damage to property. 

e. Identification of the person or group responsible for loss or damage. 

66 



JULY 10, 2009 VA Handbook 7002 

f. A finding of pecuniary liability or of insufficient evidence to support a charge or 
pecuniary liability. 

g. A finding that the evidence establishes a degree of negligence or a violation of 
regulations for which some disciplinary action is required. Disciplinary action will be 
taken in accordance with current human resources policies. 

15. Findings and Recommendations. The Findings and Recommendations section 
of VA Eorm 1217 will be completed based on the board's findings and determination. 

le1loarctwm mcttrdere~iions for correctivecrction, i.e., traini11g, update loca 
policy, etc. In presenting the findings, all evidence will be clearly described or cross­
referenced. If Police Service was involved in the process, a copy of the ROS file will be 
forwarded to them upon final approval by the director. At the beginning ·of this process, 
the VA Police Service will be responsible for reporting lost or stolen property to the 
Federal Bureau of Investigation, or the appropriate law enforcement agency. 

16. Pecuniary Liability. A recommendation of pecuniary liability must be based on 
evidence Which clearly ShOWS intent, neglect, or carelessness. .... . ... 

a. No one is to be held liable for performing, or failure to perform, an action because 
of a reasonable human error of judgment or a normal physical limitation. In arriving at 
a recommendation, especially one where a charge of pecuniary liability will result, the 
board will consider the following: 

(1) The existence of adequate evidence contained in the findings to support the 
recommendation. 

(2) Evidence of prior incidents of negligence, misuse, abuse, or acts of a 
questionable nature with respect to handling property by the persons involved. 

(3) Evidence of attempts by persons involved to improve or correct conditions 
causing the action being investigated. 

(4) Evidence that officials charged with the responsibility failed to establish and 
enforce sound property utilization, training, protection, and security measures. 

(5) Factual statements of acquisition or construction costs, applicable depreciation, 
reliable repair or replacement estimates, and estimate of salvage or sales value relative 
to the property in question. 

(6) Evidence that property responsibility upon the individual(s) was incompatible with 
the requirements of their assignments. 

b. Whenever there is a dissenting opinion relative to the findings or recommendations 
among the members of a board, the majority opinion will be the recommendation. 
However, the minority view will be included for the approving official's review. 
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c. When it is recommended that an employee be held financially liable, a copy of the 
ROS, complete with findings and recommendations, will be sent directly to. the 
employee, instructing them to submit a written reply within 10 working days to the 
approving official. The reply must 5~i:!te the employeE?'s ccmcurrence or objection to the 
findings. ·Failure to reply to the. approving official, in w(iting within the 10 working days, 
will be cpnsidered as acceptance of the pecuniar)r liability. (sE?e paragraph 25 of this 
handbook). 

. ., . ' . f.- • 

17. Disposal, of .Property Prior to Completion of Boarq Action. 
·,· 

a. Except when property constitutes a hazard to health. or other danger, it will not be 
disposed of until it has been determined by the poard that it is no longer needed for 
investigative purposes~ 

b. Property turned ir) to the accountable official will be receipte.d for on VA Form 2237 
and disposed of in accordance with the FMR and VA Handbook 7348 . 

..... 
18. Co~pletion of Board Acti9n. Tt:te board will complete, sign, all~ fo{Ward the ROS 
to the approving official through the AO. Under no circumstances will any 
documer,ttatipll ttiat is required to support the. RO:) .be withheiQ. Official documents are 
not to be remove.d from theirprppef loe<ation; however. copie~ wjll be provided and 
certified to be true by the surveying officer or chairman of the board. Information, no 
matter how confidential or delicate in nature, will be presented In written form. 

19. Review. Upon receipt of the completed VA Form 1217, the approving official will 
personally review the entire file, giving special attention to the following: 

a. Thoroughness of investigation .. 

b. Clarity and validity of findings and recommendations. 

c. Completion of applicable crit~ria in recommendaiipns, inciUQing statements of 
person(s) held liable by the board in cases involving pecuniary liability. 

20. Add,itional Data. The ?tpprovlng officii' I ~ay request th?tt the board conduct. further 
inquiries to obtain additional data, whenever such action may assist in more fully 
supporting t~e recomll}ended action. 

21. Decision. The approving official, after carefui consideration of factors and 
recommendations, extenuating circumstances, and the effect of their decision upon the 
policy 9( sound property utilization will either: · 

a. Concur and sign. When this will require collecting pecuniary charges from any 
person other than an employee of the United States acting within the scope of their 
employment, the odginal file wiU be forwarded to the District Counsel at the regional 
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office having jurisdiction over the area where the facility is located. Collection will be 
accomplished by the District Counsel pursuant to 38 CFR 14.618. 

b. Disapprove by entry on or attachment to the VA Form 1217, state their exception 
to the recommendation, and request reconsideration by the board. The board's reply 
will be made part of the survey file. 

c. Forward the original and one copy of the file to the higher approving authority when 
a reversal of the board's original recommendation will result in holding an individual 
pecUniary liable. 

d. Forward the original and one copy of the file to the higher approving authority when 
the facility approving authority and the survey board are unable to reach a unanimous 
decision. 

22. Responsibility of the Facility AO. 

a. Upon completion of the survey action, the entire file will be forwarded to the AO for 
coordination of the appropriate action required by the report. 

b. If the ROS was required for items originally recorded on an adjustment voucher, 
the ROS will cross-reference the same adjustment voucher number for audit trail 
purposes. 

c. The approved ROS will be filed with the adjustment voucher to support entries 
made in the accounts, and a copy will be maintained in the ROS file. The ROS covering 
items which are not accounted for in the perpetual inventory accounts will not be 
assigned a common or voucher number. 

d. Timelines and actions concerning the ROS process are provided below: 

(1) In the event a VA employee detects a missing or a damaged piece of property, 
they will immediately report the situation to the responsible individual (supervisor or Ell 
Custodial Officer). 

(2) Upon report of a missing item, the responsible individual will conduct an 
immediate search of the area in an attempt to locate the missing property and question 
individuals concerning their knowledge of the missing item or circumstances 
surrounding damaged property. 

(3) If suspicious evidence exists and deemed appropriate, the VA police (in VACO, 
Office of Security and Law Enforcement) will be contacted, at~d a preliminary Uniform 
Offense Report (VA Form 1393) will be pertormed and forwarded to the AO along with 
the completed ROS (VA Form 1217). Both forms are required to be submitted by the 
responsible individual no later than three working days from the discovery of the missing 
or damaged property. 



VA Handbook 7002 JULY 10, 2009 

(4) If the facility AO is responsible for conducting all inventories a! a facility and 
locates the missing item, the AO will inform _the custodial officer for who has 
responsibility for the ElL being inventoried within one working day of the discovery of 
the missing item ... 

. . -
(5) The AO will assign a ROS surveying official for all items below $5,000. if the item 

is worth $5,000 or more, or the assignment of pecuniary liability is likely, the AO will 
establish a bo_ard of~urvey. Both are required to be performed withill five working days 
after recelptpf the ROS from the responsible individual. The ROS, along with 
accompanying information (e.g., preliminary police report; or statement from an 
interested party; or a Security Operations Report from the ISO on whether or not the 
item could or <;lid contain sensitive data) will be forwarded to the approving official for 
review and approval of the personnel assigned to conduct the F(OS investigation. The 
approving official may not be any position lower than the associate director or 
equivalent. 

. , .. 
(6) The approving official has eightWorking days to.approve the assignment and 

return the ROS to the AO. . . . ,. 

(7) Once approval of the assignment has been received from the approving official, 
the AO has_ th,ree worki_ng days to conduct a meeting to brief the assigned surveying 
official or,b()a.rdriiembers 9n their role in the RQS proce5s. 

(8) After receipt of the ROS and the briefing is conducted, as appropriate, by the AO, 
the ROS surveying official ()Lboard members will conduct th_e survey and submit a 
completed and signed ROS by the close of business on ~he _1 otn working day after the 
receipt and briefing. -

(9) After the AO receives ttie completed and signed ROS, it must be forwarded within 
seven working days to thE;! approving official for review !lnd approval. 

(10) T~f! appro)lif)g officia,l has twowo,rking days to review anq approve, or 
recommend more_ action if deemed. necessary. If more action is required by the ROS 
surveying official or board, the RciS package will be forwarded back to the AO for 
completion,of the action recommended by the approving official. 

(11) l,Jpon rec;eipt of the requestfrom the approving pfficial for more action by the 
ROS surveyil)g _offjcia(or board, the AO has two working days to ensure the 
recommended action is completed and forwarded back to \he approving official for final 
approval. 

c12) Ei:xcept wtien property constitutes a ha~ard to healtn or other danger, damaged 
property ·wm not tie disposed of or put bacJ< into service_ unt[l it has been determined by 
the surveying official or boar<;! that it is no ionger. rieeded for investigative purposes. 
Once thi~ is determined, \h_e property will be,disposed ofw(thin estabiished VA 
guidelines and will be removed from property records as appropriate. 
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(13) When property cannot be found, it will be designated as lost or stolen and 
removed from property records. 

e. The overall ROS process will not exceed 60 days unless there is an ongoing law 
enforcement investigation requiring additional time. If the process exceeds 
60 days, as a result of law enforcement activity, the ROS should be noted and 
annotated by the facility director. 

f. NOTE: When the AO is responsible for the property involved in the report, the final 
--~---aetisA-Will-l:le-eempleted-under-!he-direction of the-approving effie' . 

23. Disposal of Property After Completion of Board Action. When directed by the 
approving authority, the property involved will be disposed of in compliance with the 
provisions of the FMR and VA Handbook 7348. All disposal documents covering 
surveys will be cross-referenced to VA Form 1217. 

24. Pecuniary Liability. When the survey requires for collection of pecuniary charges 
from a Government employee acting within the scope of employment, a memorandum 
citing the circumstances and referencing the ROS number will be prepared by the AO 
and forwarded to Fiscal Service for action. 

25. Employee's Right of Review. An employee has the right to have an adverse 
survey finding reviewed by higher authority. A request for such review will be 
submitted, in writing, to the approving official within 10 working days of receiving 
notification of the findings. The employee's request should detail the specific reasons 
why the findings should be reviewed. The approving official will forward the request, 
his/her comments, and the complete ROS record to the appropriate higher approving 
authority. The decision of the higher approving authority will be final. 
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PART 11. LOAN OF PROPERTY. 

1. Loans of Department of Veterans Affairs-Owned Personal Property. 

a. Loans of VA property to employees and non-employees are authorized when they 
support VA's mission, goals, and objectives and for the convenience of the government. 
VA field facility's DireCtors have the opti<;>n of designating loan approval authority to AOs 
and IT Ell Custodial Officers for the purpose of enhancing security and accountability of 
the property to the Individual level The AO wW be responsible for jssujog non-IT 

------nropeliy aod IT ElL Custodial Offic~ill be 1esponsible foris'suirrgTT property and are 
responsible for verifying, issuing, and tracking VA property loans which they are 
accountable for. In addition, the ISO must also approve loans of property containing 
sensitive data. If no designations are made at field facilities, facility Directors must 
approve .loan requests personally in writing. Loans of property within VACO are 
addressed in paragraph g. of this section. 

b. -VA Form 0887(See Appendix D) has been created-and will be :used to-trac~--- · 
governinerit p-roperty loans i6 all VA employees and non~employees.- Part one is the 
Employee Loan Description, part two is the Employee/Non-employee Property Return 
Receipt, part three is the VA Property Pass. The form will be used to track the return of 
loaned property and the issuance of a property pass, as required. The only authorized 
system of record for maintaining manual or electronic VA Form 0887s is chronological 
(by month). Any other system of record is considered a violation of the paperwork 
reduction act. 

c. Note: VA Form 0887 may be issued for up to one year for a VA employee. The 
VA employee loan process should not be confused with the revocable license process. 
Revocable licenses are used to allow inslltutions, organizations, or other groups (not VA 
employees) to borrow VA property when authorized by facility directors and approved 
by Regional Counsel. 

d. Employees/Non-employees will sign for all loans of property. The borrower's 
signature that is receiving the loan is considered certification that the loan is for official 
government use only. Upon return ofthe property, the individual will sign part two of VA 
Form 0887 (Property Return Receipt) and will be provided with a copy for their records. 
If a property pass was issued, the borrower must return the property p·ass along with the 
property. 

e. When designated, the AO or IT ElL custodial officer will assume the responsibility 
for oversight and inventory management of VA property. At VA facilities where no AO 
or ElL officials exist, the director will assume responsibility (to include loan approval) 
over all property. · 

f. VA field directors have the responsibility for management oversight and 
accountability of VA property to include donated, grant, IT, and other types of 
government property. As such, directors must execute one of the following options: 
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(1) Designate, in writing, loan approval authority to any of the following individuals: 
AO for non-ITproperty and the Chief IT Ell custodial .. officers for IT property. These 
Delegations of Authority (DOA) authorizations will be forwarded to the facility law 
enforcement entity for verification purposes within 72 hours .. · 

(2) Directors WhO do. not design'?tte loan approval authority must sign each loan. 
request. . · 

• • • •• 1 • • - • • • • •• : ' • • • 

(3) At VBA facilities where no fl,O positions exist, the director will delegate (in writing) 
loan approval authority for non-IT and IT property to a design~ted official. IT loan 
requests must be submitted ip writing through the custodial officers (service chiefs or 
equivalent) and sentto the facility IT ElL custodial officer (or designated official) for 
approval. 

(4) At National Cemetery Administration facilities and other VA field staff offices 
where no AO. POI?\Iion exist, direptor~will be responsible f<?r~approving loan requests for 
both IT <:~nd non~IT Pr!Jperty, When loans are approved, VA Form 0?87 will be utilized 
to track loans both for IT and non-IT property. , 

(5) NPJ~: y~A l1-nd ~CA wili e~?tabli~h amer11orarictum of understanding, or 
agreement ~itti the nearest VA medical center to acquire AO support for the purpose of 
invcimtoiy management and other logistics functions perforrned by the Ao. · · 

f. The AO and IT ElL custodial officer (with limited access) shall maintain and 
manage the official prqperty inventory system (currently t~e Automated Engineering 
Management System{Medical Equipment Reporting Sy~teTT] or AEMS/MERS). 

(1) VA Form 0887 will be !nitiaied by th~ appropri(lte facility custodial officer (lT/non­
IT) for the purpose of removing property from the facility. . 

(2) The IT I;!L custoqial officer stiall maintain the loan register ancl jacket files for 
loaned IT property andAO shall maintain the loan register i:!nd jacket files for non-IT 
loaned property., . · 

(3) Jacket fileswi\1 contain the original signed VAForm osai Loan registers will 
include the borrower's name; item nomenclature; serial number; EE number, if · 
applicable; and the date the property is due to be returned. 

. . . . . . ... · . . ': . ,· ·. . . . - . 
· (4) For security purposes, Pa~ three gf VA Form ,0887 shall serve a.s a "property 

pass" for cqnimonly)oaneq property. Within VA, lo?tned property shall always be 
accompanied by a property pass. · 

g. Within VACO, the head of each staff office bas the responsipility, oversight and 
accountability of all VA property within their respective organiz1;1tlon, and shal_l 
designate, in writing, an Ell custodial officer, and one alternate, for the control of all 
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property within their respective areas. A copy of the designation letter will be forwarded 
to the Office of the DAS for Administration (03) for non IT property and the IT Asset 
Management Officer (005) for IT property within 46 hours. 

(1) Each organization's ElL custodial official shall be responsible for initiating and 
coordinating VA Form 0867, documenting loans in the facility property management 
system, and forwarding the VA Form 0687 electronically for signature through either the 
IT Asset Management Officer for IT property, or the AO within the Office of the DAS for 
Administration (03) for non-IT pro 

(2) The VACO AO and the IT Asset Management Officer will be responsible for 
approving the property passes (part three of VA Form 0887) and verifying the loan 
against fhe offiCial ElL system of record prior to removal of the propertjfrom VACO. 
The AO and IT Asset Management Officer will provide the VACO's security office with a 
current listing containing the names and signatures of designated VACO loan approval 
personnel. To facilitate management of the designated loan approval personnel list (the 
individuals who can issue the·VA Form 0887);the list will be kept to a minimum.·-The · · 
AOIIT Asset Management Officer.providesl11eVAprope11:y-managemenf sistem with a 
check and balance which strengthens quality assurance and security elements. 

(3) Note: If the property is for or contains sensitive data, the local information security 
officer must also sign VA Form 0887. 

h. Facility or VACO security/law enforcement entities will ensure that VA property 
leaving the premises will be accompanied by an approved VA Form 0887, part three, 
Property Pass. Property passes are issued as proof that individuals have the authority 
to possess VA property off VA grounds. Individuals shall maintain the property pass 
while in possession of the VA property assigned to them. 

i. All of VA's AOs shall oversee and/ordevelop local written procedures to ensure 
control and oversight for loans of VA property at their facility is conducted and carried 
out appropriately. AOs are responsible for maintaining the facility's property 
management system, and thus will ensure the issuance of VA property by ElL officials is 
conducted in accordance with established VA policy contained within this handbook. 

j. Employees will report any loss or theft of IT property to the supervisor within 24 
hours of occurrence. Property containing sensitive data must also be reported to the 
ISO immediately (within one hour) upon realization of the theft. 

k. In VACO authority to print barcode labels or edit property records resides ·with 
Property Management Division (0320). In the field, IT ElL custodial officers (or 
designated officials) will be granted limited access to AEMS/MERS to edit location and 
comment fields as well as print barcode labels. In addition, the following actions must 
be accomplished prior to the loan of property: 
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(1) Ensure all IT equipment with data storage capabilities are approved by the facility 
information security officer .. 

(2) Ensure that the most recent versions of encr}iption and security software are 
properly leaped and ope~ational on all IT equipment. 

I. VA PersimaiP~operty may also be loane~ to rion-employf1es on a temporary basis 
utilizing VA Forrr1 0!)87. The prgcess.for non-employee loans.Y.ill be similar to those 
established for VA employee loans. Loans to non-employees Will not ex.ceed 60 days. 
If the property is being loaned to a contractor, the Program Manager or the Contracting 
Officer's Technic;al Represen\ati1(~ (COTR) willve~ify that the loan is authorized per the 
established contract, and will sign (he VA 08871oan form blocks K and L In addition, 
loans to non-ef11ploye~s will be approved by the facility direct()r or equivalent. ,VA 
discourages loab,Si to no~-.employees; however, consideration for such' loans must only 
be made when _the loan i9.determined to ben.efit Vf... · · 

2. Loans ofPersonaiProperty to the Department of Veterans Affairs. When a 
facility obtains a )oim of property, the following will apply: . ' ·. ' " 

a. Loans ~ill be confined (excepi as indicat~d in paragraphs d. through f. of this 
section) to those fro111 other VA facilities, other government agencies, local, state, and 
charitable institutions. . . . . . . .. . . . . . . . . 

b. Once approved by the Facility Director, loans will bt? accepted !~rough Logistics 
Services .. All property will be tagged or lal;ie!ed to identify the owner, and the AO will 
maintain records to refleCt the following: . . ..• ' 

(1) Date of loan. 

(2) Ownership of property and who arranged loan. . - . . . . . . . ~ . 

(3) Description of property. ' . . . 

(4) Quantity. .·· 

(5) Estimateq value. 

(6) Other terms arid conditions as may b!!J pertinent to the arrangemeri~ .. 

c. Funds !)lay be expended to place borrowed property (from other YA facilities or 
Government ~genci~s) in as g\)cid condition as When. loaned provlcjed \h?t SU<;:h action is 
agreed upon as a condition of. tne loan .. Equipment loaned tq VA from other sources 
may be repaired to the eXtent necessary for the continued use of such equipr,nenf 
However, repairs are not authorized to return the equipment in good condition after the 
use has terminated. The purchase of operational supplies required in connection with 
loaned property will be done on a competitive basis. 
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d. Loans of recreational and other supplies and equipment (except vehicles) by 
individuals or organizations for use of beneficiaries will be made through one of the 
welfare organizations with the understanding that VA will not assume responsibility. 
Representatives of VA will not accept or receipt for such loans, except books obtained 
on inter-library loan. 

e. Articles used in Religious Services which have been purchased from the 
~====;c:haplain's i':ullc! or donated as gifts and are blessed, sanctified or consecrated, do not 

·becotil"<f!ne personal propef!YOI the chaplam anne property of VA. Such 1fems are 
regarded as the property of the ecclesiastical endorsing commission of the chaplain 
concerned, placed at the field facility by the commission on a continuous loan basis. 
Each article will be listed on a memorandum forwarded through the facility director to 
the Logistics Services to be filed with the ElL file for the Chaplain Service. The chaplain 
will be responsible as custodian for these articles. 

f. An offer by a ·contractor to loan VA a piece of equipment, pending the repair of VA­
owned equipment, may be accepted provided such loan is at no cost to VA. Loaned 
equipment may be repaired at VA expense only to the extent necessary to maintain it in 
operating condition essential to perform the tasks for which it was borrowed. Some 
vendors will loan property to a VA facility for the purpose of evaluation of the equipment. 
Should this occur, the loan to the VA, as well as any associated consumable items 
and/or accessories required to conduct the evaluation the loan to the VA will be at no 
cost to the VA, and this shall be documented on the form that is signed by the vendor 
representative. 

g. Loan of equipment by a commercial establishment for use in the CWT program will 
be approved by the facility director and processed in accordance with paragraph b. of 
this section. Repair of this equipment will be in accordance with paragraph c. of this 
section. 

3. Affiliated Institution-owned or Institution-administered Grant Fund Purchased 
Equipment Utilized by a VA Investigator. 

a. Equipment owned by an affiliated institution, or purchased by such institution from 
grant funds, used by a VA investigator in a research project at a VA ilistallation will be 
accounted for in the appropriate VA property accountability system regardless of cost of 
the equipment. The investigator or designee responsible for all such equipment will 
maintain a jacket file containing an Ell, as appropriate, or a list providing the 
nomenclature, location, and ultimate disposition of all such equipment under their 
jurisdiction. 

b. As indicated in OMB Circular A-110, all grant-purchased equipment will be entered 
into the appropriate property accountability system. No dollar value should be entered 
into the Acquisition Cost field; however, the below listed information marked with an 
asterisk(*) must also be entered in the property system in the comments field. The 
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remaining information listed below should be included in the property accountability 
system ~swell. 

(1) A description of the equipment. 

(2) Manufacturer's serial n~mber, model number, federal stock number, NSN, or. 
other identi·fication number. 

. ' 

(3) Source of the equipment, including the ~ward number (i.e., the P~rchase Order 
(P.O.) number). 

(4) Whether the title vests in the recipient or the federal government. 

(5) Acquisition date (or date received, if the equipment was furnished by the federal 
government). · 

(6) Information from which one can cal!::ulate the percentage qf federal participation in 
the cost of the equipment (not applicable to equipment furnish.ed by the federal 
government). . . 

) ' ·=' ,.. 

(7) Location and condjiion of the equipment, and ihe date the information was · 
reported. · · · 

(B). unit acquisition cost (no costs ·will be entered into the Acquisition Cost field in 
AEMS/MERS). This info will be entered in eiiher the Comments field or the Specs fieid. 

(9) Ultimate disposition data, inclyding the. date of disposal and sales price or the 
method used tq determin§J cu rr!'!nt fair market yalue where a recipient compensates the 
federal awarding agency for its share. 

c. Such equipment, while in the possession ofthe investigator and usep at the VA 
instal!atjgn, may be maintaJneq if) oper!lting con~Utionby VA In a<;l!;lit.ion, jf the 
equipment is being used on a veteran orVAerpploy.e~. it will have preve.ntive 
maintenance performed in the same manner as ariy otherVA-owned property. 

4. Authority to iss~e VA Oyvned P~rsonai Propf~ftYbyRevocable Uc(jnse. A. 
revocable license is a license req~lred for the loEming of VA prope.rtyto af1 institution, 
organization, oqauthori_ze.!:l group. VAF.o,rm .0888 will be us~q fqr thi~ purpose, Original 
copy will be kept on file in.Logistics,seritjce~. A revocable license can be terminated at 
any time by either party pe.nding proper not1ficat,ion. . . . .. 

a. The facility director may authorize, through Logistics Services, issue of personal 
property by revocabl_e license. 
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b. An agreement utilizing VA Form 0888 shown in Appendix E will be prepared by 
Logistics Services and submitted to the facility director for approval prior to execution. 
Justification for the license will include speci'fic benefits to be derived by VA. 

c. Duration of the license will not exceed a one-year period. 

d. Each request for a revocable license will be forwarded to the Regional Counsel for 
review and concurrence prior to implementation of the loan . 

..:T-he-faGility-dire6Nr-fl1ayil tttoori:re-the-isstle-of-hemodialysis-eqtripment 
revocable license method to a state, local, or community hospital subject to the 
following circumstances and conditions: 

(1) A hardship exists for the veteran to receive dialysis at a VA facility. 

(2) House conditions preclude installation of home self-dialysis units, or the cost of 
installation and servicing in the home is greater than total cost of arrangement for 
dialysis at a community hospital and this arrangement is acceptable to the patient. (M-2, 
Pt. IX, Change 2, addresses loan of hemodialysis equipment under the purview of 
prosthetic activity). 

(3) In exchange for the use of the hospital's facilities and staff in dialyzing the 
veterans, the hospital is permitted to dialyze non-veterans when the equipment is not 
needed for treatment of a veteran. 

f. Upon expiration of the license, the property will be promptly returned to the field 
facility by the licensee. 

g. Request for renewal of an existing license agreement will require the facility 
director's approval and review and concurrence of the Regional Counsel. 

h. Persona I property issued by revocable license will be tagged or labeled to clearly 
identify VA-ownership and is subject to the inventory requirements contained in Part 8, 
paragraph 5 of this handbook. Items will remain on the ElL A copy of the revocable 
license will be maintained in Logistics Services and provided to the Custodial Officer. 

- -..... 7.9 ·-·-
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PART 12. MISCELLANEOUS SPECIAL REQUIREMENTS. 

1. Weighing Scales and Fuel Pumps. The services of.state, county, municipal, or 
other equally reliable agencies to accomplish inspections will be utilized as required by 
local ordinances and laws. Any requirements for inspections of these items will be 
coordinated with the Chief of Engineering Service, as appropriate. 

2. Safes, Vaults, and Other Depositories. 

a. Safes, vaults, anao!her depositcihes for valuables, Schedules I and II controlled 
substances as defined in 21 U.S.C. 812, and precious metals from all sources of supply 
will be located so as to provide maximum security and will be locked at all times when 
not in use. In addition, vehicle titles and certificate of origins will be maintained in an 
appropriate depository. 

b. Firearms and ammunition will be stored in accordance with VA Directive 7347. 

3. Custody of Combinations. 

a. A copy of the combination to each safe, vault, or depository at a VA facility will be 
kept in a sealed envelope in a safe or vault under the custody of the facility director. 
The envelope will be properly labeled, sealed in the presence of the facility director, 
service chief concerned, or designee. Each of these·officials will sign the envelope in 
such manner that it cannot be opened without detection. 

b. If, in the absence of personnel having knowledge of the combination, it becomes 
necessary to open any safe, vault, or depository, the only one authorized to do so is the 
facility director, service chief concerned, or designee. 

c. Combinations will be entrusted to the fewest possible individuals consistent with 
good operations. Those individuals will be held personally responsible for safeguarding 
this information and shall keep any combination in their personal possession at all 
times. 

4. Changing Combinations. Combinations of safes, vaults, or depositories shall be 
changed at least once every five years, or immediately under the following conditions: 

a. When such equipment is placed in use upon receipt from the manufacturer or other 
sources. 

b. When a person knowing a combination is transferred, separated, or reassigned to 
a position where such knowledge is not warranted. 

c. When deemed necessary by the facility director. 
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5. Exceptions. The provisions of paragraph 2, 3, and 4 of this Part do not ;;~pply to 
safes, vaults, or other depositories assigned to an <~sent cashier or those under the 
control of the facility director used for the safeguarding of classified information. 
Policies. a.nd procedures with respect to such equipment are set forth in MP-1, Part I, 
Chapter 5; and MP-4, Part_[.·. · 

6. Trust Fund Property. Policy regarding gifts and donations is found in VHA 
Supplement, MP-4, Part VII and Title 38, section 8301. 

7. Training Requirements. 

a. At a minimum, the .AO or designee will receive annual training in the following 
areas: 

(1) Utilization and Disposal Program (including Recycling requirements). 

(2) Report of Suritey Program. 

(3) Supply Fund. 

(4) Planning for Equipme11t Needs: 

(a) Five year Plan. 

(b) Capital Asset Planning. 

(c) Equipment Request Process and Equipment Committee Procedures. 

(5) Materiel Management Requirements 

(6) Proper Storage. and Handling of Ha~ardous Materi.als .. 

(7) Methods of Sales and their Requirements 

b. To fulfill this annual training requirement, all AOs or designees will be required to 
attend training each calendar year regardjng the above topics. Documentation of the 
required training will be made part of the employee's personnel file. 
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Part 13. CONTROL AND INVENTORY OF IT EQUIPMENT. 

1. General. The following section of the handbook is designed for personnel 
responsible for tracking and controlling IT equipment assets. This policy requires each 
facility's IT Custodial Officer to institute procedures necessary to ensure: (1) full 
accountability for nonexpendable IT equipment items, including sensitive equipment 
items regardless of cost, from receipt of the item through sanitization and disposal, and 
(2) full compliance with the guidance and information provided within this handbook. 
For the VA IT Inventory Tiger Team's full text version, see Appendix I. 

2. Sensitive Information. OI&T defines sensitive information as all Department data, 
on any storage media or in any form or format that requires protection due to the risk of 
harm that could result from inadvertent or deliberate disclosure, alteration, or 
destruction of the information. The term includes information whose improper use or 
disclosure could adversely affect the ability of an agency to accomplish its mission, 
proprietary information, records about individuals requiring protection under various 
confidentiality provisions suclras the Privacy Act and the HIPAAPrivacy Rule, and ---­
information that can be withheld under the Freedom of Information Act. Examples of VA 
sensitive information include the following: individually-identifiable medical, benefits, and 
personnel information; financial, budgetary, research, quality assurance, confidential . 
commercial, critical infrastructure, investigatory, and law enforcement information; 
information that is confidential and privileged in litigation such as Information protected 
by the deliberative process privilege, attorney work-product privilege, and the attorney­
client privilege; and other information which, if released, could result in violation of law 
or harm or unfairness to any individual or group, or could adversely affect the national 
interest or the conduct of federal programs. Sensitive and removable media items will 
be handled in accordance with VA Handbook 6500. 

3. IT Inventory Responsibilities. 

a. The Facility Director has overall accountability for all assets and information at the 
facility. During an audit, it is the Facility Director that will be held accountable for full 
control of the assets and the protection of sensitive information. The Facility Director 
provides oversight to the asset management program at the Facility. The <isset 
management program function is under the cognizance of Logistics Services. 

b. The Facility Director delegates IT equipment inventory responsibilities to the IT 
Custodial Officer and the control and oversight for property management functions to 
the Facility AO. This structure will be tailored by the Facility Director to the unique 
constraints of the facility (e.g., if there is no Senior Property Management Official at the 
facility, for IT inventory, the Facility Director will delegate the associated responsibilities 
to an IT staff member directly reporting to the Facility Director/Associate Director). 

c. The IT Custodial Officer may assign inventory control responsibilities to 
subordinate personnel (referred to as Custodial Officer Designees). However, the IT 

·Custodial Officer retains responsibility for all facets of inventory control under their 
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respective purviews in accordance with the signed Delegation of Authority (DOA) 
provided to them by the Facility Director. 

d. Documentation required t() track the delegation of signature authority for IT · 
Inventory Control requirements defined in this Handbook will be established and · 
maintained In a centralized repository. The intent of t,his requirement .is to establish 
clear accountability for IT inventory items at all times, Eiectronic systems are approved 
for use for this purpose. A copy of eac,h Delegation of. Authority memo related to the 
control of IT inventory is to be provided to the IT Custpdial Officer .. 

e. The designated employees are bound by the terms of the DOA until officially 
relieved of responsibility in accordance with Part 2 of ~.his handbook . 

.. 
f. The IT,Custodia!Officer at a fac;ility is required to ensure that a current, accurate 

inventor)' of all nonexpendable IT equipment, inc;ll.!ding all sensitive items regardless of 
cost, at the facility is \!Stablished and maintained, .IT equipment will. b.e inventoried, 
assigned and tracked throughout jts life; disposal procedures will ensure the protection 
of any personallY identifiable information and the security of sensitive data. 

'' ·, 

4. AccC>unla,l:lility (Loan Fo~rri Us.age). •- · 
'•;. 

a. For IT equiprn~nt assigned exc::lusively for individ.uail!Se, a loan. form will ~e 'signed 
by the receiving employee,. For common use IT equipment items within a department 
(i.e., equipment used or accessible. by more than one Individual), the Department 
Head/Service G.hief will sign tl:le receipt indicating .accountability for the equipment item. 
For IT equipme.nt used to support multiple departments, the Facility Director will identify 
the Custodial Officer who will be assigned as!\et owner responsibilities. 

b. VA Form 0887 will be used to document accountability forindjvidually assigned 
equipment, whether the individual assigned the equipment is a VA employee or non­
em.ploye~ (e,g., support COJ:ltraptor). This f()[i"n must be recertified based on whether the 
individual i_s a~ einplciyeie or a h,ori::Srnplciyee' (at least annually for employees, every 60 
days fo[llci~-ehiployet;Js (i.e., bec!nise'ttie~e forms dcic'urllenf ac;c;ountability for VA 
property, it i.s essential that they be maintaini;ld current)). AEMS/MERS provides the 
ability fof alith.oilzed periicinnel io assign equipment to an individual and p·roduce the VA 
Hand Receipt/Loan Form.· The li Custodial Officer must provide a delegation of 
authority memo to VA personnel authorized to assign IT equipment to individuals using 
this mechanism. · · · · · · · · · · 

c. VA Form 0887 (for ·Goveriimenf employees and non-government personnel- see 
Appendix D) will b_e used !,is the hand receiptto docuril.ent receipt ofthe equipment 
assigned to the individual and the individual's acknowledgement of personal 
accountability for the equipmenf(see Part 11 of this· handbook for further guidance on 
Loan Form requirements). 
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d. When IT equipment is loaned to an individual on a temporary basis, the individual 
will agree not to process or save any sensitive information on the equipment. The 
individual will agree not to install any software on the equipment. Only 01& T technicians 
are authorized to load software on loaned IT equipment. The individual will agree not to 
add any additional hardware or make any changes to current hardware configurations 
and will agree to always keep the equipment in his/her possession. 

5. Sensitive Information Used Outside the Facility. For IT equipment that will be 
used o'ltside of the facility, all Department staff, contractors, h11sjness partners or any 
person who has access to and stores VA mformallon must have wntten approval from 
their respective VA supervisor and the FISO before sensitive information can be 
removed from a VA facility. VA sensitive information must be in a VA protected 
environment at all times, or it must be encrypted in accordance with the requirements of 
VA Directive 6500. The FISO must approve the protective conditions being employed. 

6. Purchase Card Use. 

a. Purchase card holders will not purchase nonexpendable IT equipment with a. 
government purchase cards unless they are authorized Purchasing Agents and are · 
authorized to make such procurements. 

b. Purchase cardholders will inform the AO of all nonexpendable IT equipment, 
including sensitive items regardless of cost, procured with purchase cards so as to 
ensure the items are entered into the appropriate inventory management system. 

c. Equipment purchased with a purchase card will be entered into the proper Ell and 
included in the physical inventory along with all other IT equipment items. 

d. Any issues associated with the implementation of these requisite procedures are to 
be brought to the attention of the IT Inventory Control Process Improvement Forum for 
resolution. 

7. ElL. It is required that all of VA utilizes the Standardized Ell Department Numbers. 
The ElL will begin with the 78 series followed by one additional character either alpha 
and/or numeric to indicate the appropriate assigned Ell. All IT equipment will be 
maintained in an automated equipment inventory system and listed on the proper ElL in 
accordance with Part 2 of this handbook (see Appendix H for listing of ElL numbers). 

8. Conduct of Physicallriventory. (see Part 8 of this handbook). 

9. Potential Loss of Sensitive Information. There are special requirements that 
apply when there is a potential loss of sensitive information. Whenever an individual 
identifies that non-expendable IT property (including sensitive items regardless of cost) 
cannot be accounted for and there exists a potential for loss of sensitive data (e.g., loss 
of laptop, thumb drive, or other IT equipment), the issue will be reported immediately, 
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within one hour of the detection of the potentialloss,-to the Fl$0 and the IT Custodial 
Officer. (Reference OMB memo 06-19.) · 

10 .. Removable. Storage .Media.· Per VA Direct!ve 6500, Removable storage media 
present!! additional sec1,1rity risks and must be track,ed from receipt tnrough disposal. 

a. Universal Serial Bus Flash Drives: 

(1) To comply with the FIPS 1.40-2 standard, VADJreotive 6500 reql!ires that specific 
actions be taken with regard to Universal Serial Bus Fiash Drives (USBFDs), also 
referred to as Thumb Drives. USBFDs will be encrypted and, the level of encryption 
must comply with Federal Information Processing Sta.ndards (FIPS) 140-2. Any other 
(non-FIPS compliant) Thumb Drives are not authorized and are to be sanitized to 
renwl!e:all VA data. t-,lpte that new software tools will soon prevent the use of non­
FIPS-compliant USBFDs. 

(2) The IT Custodial Officer is required to validate the need for USBFDs. The risk of 
exposure of personally identifj~b!e information can be .best mitigated by first ensuring 
that only those V,A employees w~o~e positiol)S require the transit of ,i!lf()rmation on 

. USBFDs are provided such a device. 

(3) Employees wis~ing to check out a USBFD will be required to complete a USB 
Flash Drive Request Melll.t;> Jn accordance.with VA Handbook 6500 and obtain approval 
from their immediate_ superi.risor. 

(4) lfthere is a need ~o store, transport and/or utilize. sensitil(e information outside a 
VA protected environment,\hen an additional app,roval step i!; required. The employee 
must complete a request to take VA information offsite and seek approval from the 
Director of the tocal ':(A facility or his/her designee,; 

(5) Local facility management will submit the justification forms to the FISO. The 
FISO will review the requests, provide concurrence and forward the spreadsheet to the 
local IT Operations Service for action. The FISO will keep al.l request memoranda on 
file. · · · · 

(6) USBFDs are c~nsidered IT items for i~e purpose of (lcqUisitio~. operations and 
maintenance. USE) FDs will be procured at the National_ level and distributed to the 
Regional Directors based on the USBFD requests that were submitted for procurement. 
Local IT Operations Services. will be responsible for the issuanc;e, tracking and recovery 
ofUSBFDs. . 

(7). Only o~e gigabyte and two gigabyte drive types are on the approved list of 
USBFDs to procure. . . 

b. Witf:l regardt~ the issuance of USBFDs, the rt Custodial Officer will ensure that 
the following actions are performed: 
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(1) Testing USBFDs for functionality. 

(2) Configuring USBFDs to ensure all authentication and encryption features are set 
appropriately. This includes steps to register the USBFD and obtain a serial number. 
The serial number should be recorded on the Hand Receipt and be shared with the 
local Acquisition and Material Management or Logistics Service to ensure appropriate 
inventory accountability. 

(3) Demonstrating appropnate USBFD use to the employee, inclm:!ing the appropriate 
transfer of files to and from the USBFD. 

(4) Obtaining employee signature on the Hand Receipt. Proxies are not acceptable. 
A photocopy of the Check-Out Sheet should be provided to the employee once all 
Information is obtained and all signatures are recorded. 

(5) -Mainta.ining a file· of all Hand Receipts issued ·in a secured locked location (e.g. 
lockable file cabinet). · 

(6) All existing FIPS 140-2-compliant USBFDs will be returned, inspected and 
reissued using the new IT Equipment Hand Receipt. 

(7} FISOs will accept existing, government-furnished USBFDs and will dispose of all 
legacy USBFDs in a secure manner. 

(8) Other removable media (e.g., external hard drives) will be provided on an 
approved basis, following the same procedures described above for USBFDs. 

11. IT Inventory Storage. 

a. IT equipment storage locations must be physically secured under the same 
guidelines as have been established for computer rooms/data centers in National 
Institute of Standards and Technology (NIST) Special Publication 800-53, paragraph 
PE-3. 

b. Access to these areas will be restricted to authorized IT staff with the written 
approval from the IT Custodial Officer at each facility. 

c. IT storage spaces are required to be protected with physical access control 
systems (PACS). Electronic entry systems will be used so that any access will be 
logged and regularly reviewed by the IT Custodial Officer and FISO. Security cameras 
and sensors/alarms will be installed in the storage locations to raise the level of security. 

d. In accordance with NIST requirements: 
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(1) All physical access points (including designated entry/exit points) to facilities 
containing information systems (except for those areaswit!lin the facilities officially 
designated as publicly accessible) will be controlled; individual access authorizations 
will be verifiec;i,beforE) acc,ess,is graniE:ld to restricted <;treas. The facility will also control 
access to areas officially designated as publicly accessible,'as appropriate, in · 
accordance with the facility:s assessment of risk., 

(2) Physica'l access devices (e~·g., keys, locks, combinatio~s. card reade;s) and/or 
guards will be used to control entry to facilities containing informaiion ·systems~ Keys, 
combinations, and other access devices will be secured and such devices will be 
inventoried regularly. Combinations and keys will be changed: (1) periodically; and (2) 
when keys are lost, combinations are compromised, or individuals are transferred or 
terminated. 

(3) After an emergency-r~lated event, reentry to facili\ies wiiJ'be restricted to 
authorized individuals only. Workstations and associated peripherals connected to (and 
part of) an organizational informatiqn system. may be located in area:> designateq as 
pablicly accessible with access to such devices being appropilately controlled. . 
Collaboration between IT and security is essential in ensuring the protection of sensitive 
information. In act:ordance with Sec~~ty and Law Enf()rC,:!lment policy (0730/1),,each 
VA facility will establish a Security Management Committee (SMC), One of the tasks of 
the SMC is to develop a local strategic security plan (SSP). The SSP is intended as a 
framewl)rk for .identifying a facility's physical and proc,:edural security needs and 
resolutions. · · 

(4) Access to IT equipment storage lpcations will be provided to facility security . 
personnel to perform regular inspections. Security persopnel wjll, provide a Report of 
Physical Security Inspection of IT Equipment Store Rooms to the IT Custodial Officer at 
the facility within 10 days of completing a physical security insp~ction. The report will 
document corrective actions necessary to establish full compliahce with applicable 
security regulations. 

(5) . The IT Custodial Officer will coor.djnate with the SMC't~ ctev~lop a plan of action 
to address IT-related security requireme'nts identified in the SSP. (Note: this does not 
mean that all identified requirements will need to be met in a prescribed manner). The 
IT Custodial Officer may identify alternative measures to address concerns raised by 
security. Security will have to approvesuch.alternatiyes and validate that they 
adequately address the security concerns in question. The plan will be approved by the 
Facility Director. 

(6) A plan of action to address till corrective actiohs ide~tified in the Report of 
Physical Security Inspection of IT Equipment Store Rqoms will be completed by the IT 
Custodial Officer within 1 o days of receipt of the Report of Physical Security Inspection 
of IT Equipment Store Rooms; it will be submitted to the Facility [)irectqr for approval. 

88 
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12. Oversight and Compliance. 

a. The VA's CIO is responsible, at the Department level, for ensuring the integrity and 
security of VA's IT assets, including physical inventory as well as data protection and 
the sanitization of data when IT resources are retired from service. Responsible for IT 
operations and maintenance, the CIO will monitor, review, and evaluate compliance 
with this policy. 

~ch, the VA CIO established tbe Office of IT Oversight and Compliaoce (OC 
in February 2007. The miss Jon of the VA IT OC 1s to ensure the effecllve managemen 
of VA information. As such, this office provides independent, objective, and consistent 
assessment services in the areas of cyber security, privacy, records management and 
physical security. The objective is to ensure the protection and integrity of sensitive VA 
data through the consistent application of VA policies and regulations and full 
compliance with established regulations. The three areas of focus established for the 
OC are described in the following paragraphs: 

(1) Compliance. Initial emphasis will be placed on areas of known weakness (i.e., 
those that have led to low FISMA scores). This includes compliance with: NIST SP 
800-53 security controls; VA OIG 17 recurring audit findings; Certification & 
accreditation Plans of Actions and Milestones (POA&Ms). Many of the activities 
required to address identified deficiencies are described in this Handbook. As such, 
compliance with the requirements herein will be assessed through scheduled and 
unscheduled audits. 

(2) Remediation. The intent of the OC initiative is to ensure the establishment of 
standardized, sound information management practices. As such, the lessons learned 
during the audit process will be used to define best practices which will be made 
available to facilities. In addition, a community of practice will be established to promote 
collaboration and standardization. The objective is to ensure that the right people have 
the right information when they need it so that VA becomes a model for information 
management and security. · 

(3) Audits. Audits will be conducted at all VA facilities and support facilities, including 
medical centers, outpatient clinics, Vet Centers, regional offices, cemeteries, program 
offices, data centers, off-site storage facilities, VACO, and media destruction vendors. 

c. Emergency Response. VA IT OC will establish an Emergency Response Team 
(ERT) to help coordinate activities required to address critical incidents. 

d. Artifacts. Audit activities related to compliance with this policy will include 
interviews, physical inspections and documentation reviews. The artifacts that will be 
reviewed during the Inventory Control portion of the audits include: Ells; ROS file; 
Loan Forms/Hand Receipts; documented procedures, training records, roles and 
responsibilities and delegations of authority; proceedings from collaboration sessions; 
sanitization records; and other products documenting compliance with this policy. In 

-----89.-----
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addition, there will be additional areas audited by OC to e.nsure assessment of all of the 
areas of information control (e.g., verifying that laptops are encrypted, patched, and 
have latest antivirus software; conducting vuln_erability scanning), OC will be developing 
and disseminating checklists and process guides to support the facilities in preparing for 
audits. 

13. Training. 

a. Training of personn~l in,pqth IT property inventory co,pjrol and the protection of 
sensitive and personally identifiable infonnation will be standardized by functional role 
throughout the .facility and conducted on a periodic pasis (no lesl; than annually) by IT 
Custodial Officers. For example, IT Custodial Officers andCusiodial Officer designees 
will recejve training on. all aspflCt;? ()f their .assigned roles, inducting the specific 
requirementS assoCiated. y;ith inaintenance ofthe ITEIL, inforrr11;1tion protection, and the 
procedures a.s~ociatedwith loss of equipment; Security personnel will be trained in the 
integration of inventory control and security ac;tivitfe!), Tho~e persormeJ withoutany 
direct inventory control responsibilities will be provided familiarization training, including 
an overview of the lTjnven_t()ry contr()l and acco\Jntability JJrogram, protection of 
sensitive information, hal)c:l receiptrequirements, and proper handling of IT inventory 
movement. · · 

b. All ~~w p~rS()[lnel will receive training in their. responsibJiities related to IT inventory 
control before accessing the IT system . 

. , .. 
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1. AO- individual (usually the Chief, Logistics Services at field facilities) having overall 
accountability for all personal property at a facility to include personal property functions 
from cradle to grave (acquisition to final disposition) 

2. Accountable personal property- personal property having an acquisition cost at or 
above $5,000 and petsooal property that is coosidered sensitive in nature (includes 
capitalized personal propertY which has an acquisition cost of $100,000 or mure 
aggregate) 

3. Action code'- a code assigned by Logistics services to turned-in personal property 
that indicates the intent of the action to be taken with the property (i.e., whether the item 
will be kept in service, or will be processed for disposal, etc.) 

4. ChieLof Logistics Services.:.Jhe individual responsible for the management and 
oversight of facility logistical operations including personal property management and 
inventory functions (may also be known as the Chief Acquisition and Materiel 
Management; Chief, Materiel Management; Chief, Supply Service; Chief, Personal 
Property Management or Logistics Manager) 

5. Custodial Officer- individual (usually service chief at field facilities) responsible for 
personal property under his/her purview to include Ell and inventory responsibilities 

6. Disposal condition code- a code assigned by Logistics services to turned-in 
personal property that determines the process to be taken for final disposition of the 
property (whether the item will be processed through excess procedures for reutilization 
or sale, abandonment or destruction procedures, or scrap procedures) 

7. Expendable Property- property that may be consumed in use or loses its identity in 
use and may be dropped from stock record accounts when it is issued or used · 

8. IT Ell Custodial Officer. The individual responsible for management oversight of all 
facility IT property. This individual has loan authority (or IT property and has similar 
authority to the facility AO for loans. The IT Ell Custodial Official shall coordinate 
inventory requirements and the application of rules and regulatory requirements with the 
facility AO 

9. Long Supply- the quantity of inventory of an item that exceeds the established stock 
level by a greater than 10 percent margin. · 

10. Non expendable property- is property which has a continuing use, is not consumed 
in use, is of a durable nature with an expected service life of two or more years, has an 
acquisition cost of $300 or more, and does not become a fixture or lose its identity as a 
component of other equipment or plant 

... ···-·------------·---- ________ .. -- ·-- ... --.. --------- ----------- .. ---- -· .... -- _____ .. _ ... -- - -- ··---------- ___ ..................... -------A-1--
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11. Posted Stock- supply items maintained iri bulk that have been acquired through 
the VA Supply Fund for issue to various using departments within the medical center 
facility (some facilities may hot have postecH!tock): The !'ll:itorriated inventory system 
should be used for auto::genetation, maintenance and replenishment of posted stock 
inventory · · · ., • : 

12. Process Stores- a bulk distribution area that maintains office supply type items for 
issue throughout the medical center facility. Process stores inventory should be 
maintained ·using the automated inventory system, including auto-generation and 
replenishment of stock 

13. Trust Fund Property- Property received as a gift or bequest from individuals or 
non-government organizations and personal property purchased from General Post. 
Funds. 

14. Unclaimed Personal property-'" personal property that has been unknoWingly 
abandoned a.ndiound'on pre'mises owned or leased by the Government (i.e.', lost and 
found property)_ · -:. · - • · 

15. Unrequired property- property that is no longer needed by the using-activity and at 
the facility level, and/or property that has become unserviceable through normal use. 
This property must be turned iri to Logistics services for proper disposition (reutilization, 
recycling or disposal) 

16. Voluntarily abandoned property- personal property that the owner has intentionally 
and voluntarily given up title to and title vests with the Government. Documentation 
should be maintained that supports the voluntary relinquishment of title by the owner 
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ILLUSTRATIONS 
Economical Repair Costs As a Percent of Acquisition Cost 

Years in Use (Year After Year of Manufacture) 
2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 

A 1 
v 2 40 0 
g 3 50 25 0 

r--· 5~4o-2cr-o 
y 5 80 60 40 20 0 
r 6 80 64 48 32 16 0 
s 7 80 67 53 40 27 13 0 

8 80 68 57 46 34 23 11 0 
u 9 80 70 60 50 40 30 20 10 0 
s 10 80 71 62 53 44 36 27 18 9 0 
e 11 80 72 64 56 48 40 32 24 16 8 0 
f 12 80 73 65 58 51 44 36 29 22 15 7 0 
u 13 80 73 67 60 53 47 40 33 27 20 13 7 0 
I 14 80 74 68 62 55 49 43 37 31 25 18 12 6 0 

15 80 74 69 63 57 51 46 40 34 29 23 17 11 6 0 
L 16 80 75 69 64 59 53 48 43 37 32 27 21 16 11 5 0 
i 17 80 75 70 65 60 55 50 45 40 35 30 25 20 15 10 5 0 
f 18 80 75 71 66 61 56 52 47 42 38 33 28 24 19 14 9 5 0 
e 19 80 76 71 67 62 58 53 49 44 40 36 31 27 22 18 13 9 4 0 

N 20 
e 80 76 72 67 63 59 55 50 46 42 38 34 29 25 21 17 13 8 4 

w 

percent of acquisition costs considered economical 

---·--------------
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SAMPLE FORMAT OF REPORT OF SURVEY REGISTER FILE 

1. Report of Survey Number. Item Description and Acquisition Cost- Date of actual 
incident - Date ROS initiated - Date Processed (assigned surveying official and 
forwarded for approval of assignment) - Voucher Number (if applicable) -Date ROS 
has final Approval (signature of Facility Director). 

2. Report of Survey (R/S) Register File. The accountable official will establish and 
·maintairr;- orraiiscal-yearbasis, a reporrot-surveyregisteramfiiteihatata-minimurrr 
contains the following information: 

EJ Date Date of 
Item Description & Acq. of ROS Date R/S !voucher Date 
Cost Reoort Reoort Processed Number Completed . 

jvo5 I heft of comPuter 1$1436 2/1/05 1212/05 11214/05 I!A3A043 11311/05 I 

[;J Loss of paint from paint 
1417105 4,8,05 I 14110/05 ~~ shoo 1$70 est.) 

----··- -· -·-·--------------- -·-- -~-·--·· 
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G...JUBT1FICATIC'JN FOA: l.OM1 OF VA PERSONAL PRCPemY 

-

·-···-------------
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r!MCHTOR. rJPRimER: 
r:oesooP OCMRJTEA 

D-1 



- .• 

JULY 10, 2009 VA Handbook 7002 
Appendix E 

GOVERNMENT FURNISHED EQUIPMENT (GFE) USAGE GUIOEUNES 

• Dooot·lo&nGFERD~ 

• Do lllrt"ilntall p~ sotnnn.. 

• Snte dat:a Olllym 5ecu:re loclldol:ls, such as. PIPS 140-2.~lfntt smn.ge devicel;. 

• Do DOt ut:Kh~dpc:lttlb~dellkes toWS. equipme.ut. 

• Sea~m and .stare GFE a:Jl.del;lock ludll:ey~"DOChLme. 

• Do DOt check GFE IIIli dbecked bJ3pp!-Whlm ~ 

"""""' G - ..• - .. 
USER RESPONS!Bit..JllES 

• I~lh.b~bp-~ftlf"D'ffidal~cmly-

• I W:!dentomtl me ma.m:it o:fV A IDfomattan oft'~ n mkdyprohi.bimd 1.1!2liMa ace~ by e:xpres!i \1iiiinm1 ~ 

• liiD1 requinld.by:trJYwpenisotwutilize Ibis eqoj_paumttopedUI:m tbe: 1111mes of my job, 

• I accept~:fat1be ~ idemtified CH1 this tam ~to-~ by tile Dep~ ~;~fVeteram; ,Af!'air$. 

• I fnlly~ 'tb&I wiD be~ lex" 1he U!placemem cost filx" aay dm:o:l.~ or lou occuuil:la; as- • n!!iWt rdDegligew::e.. 

• Illll:vE:n!ad.md•wdenfa'ndVADil:eah-e 6SQOo. 

• I 'WiD csre fiiX" laJd -pcotect. equipmlu:tt fro:ollost. oc damage md. wi111110d1'y ::rr !it:aft o:f a;ay damage: ac ~nlirlltlN..!i itu:um!d. 

• I lU:lder:sw:ad thuU isl::DY rnpcn:uibilicy tc peri.:ldically remr:a.1he. equip:cneutfw' ~wa:in~DJce 

CER'IIEICATlON SL\.m.t:ENT: I h1ve- read thR aboiJ'e ~ am.d accii!pt1tai IUSl"brnl:ie:s... II>- [""""""""' ........ 
RECERTIFICATION 

PATE ElUAO INntALS 180RROWER !HrnALS 

~- 0~ ~·, 

•· 
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Keys to a Successful Nonexpendable Inventory 

1. Send an official memorandum notifying the service with 100 line items or less with at 
least 18 working days remaining in the anniversary month. Services with more than 100 
'lle-items sho' 1ld .be-notifiecLat least 23 deys_before the end of the anniJLe.rsary moofu.._ 

2. Along with the memo, provide two copies of the ElL (one for working inventory, the 
second for signature) to the Custodial Officer. In addition, provide the service with an 
exception listing. 

3. Provide service with barcode scanner and ensure service is familiar with barcode 
operation. 

4. In trust the service to identify new locations, update serial numbers, model info, if this 
data is discrepant during inventory (on working ElL copy). In addition, the service 
should look at such things as underused assets, misplaced items, poor maintenance, 
increased operational costs, financial reporting errors, and purchasing of unnecessary 
assets found during the inventory. 

5. In trust the service to make every effort to find missing items. 

6. The service is required to submit Report of Surveys for items not found during ElL 
inventories. 

7. The service should evaluate the need for equipment that is not currently being used 
and provide logistics with turn-ins for these items. 

8. Service will send a signed copy of the completed ElL inventory along with all 
appropriate documentation (e.g., updates, and Reports of Surveys) back to logistics. 

9. Logistics will process ROS and update property records within five working days with 
the information provided by service personnel (e.g., correct serial numbers, model 
numbers, locations, etc.). 

10. Logistics will update property records when all ROSs are completed. 

11. All documentation related to an equipment inventory will be filed with the 
appropriate ElL for a period of 15 months, in accordance with VA Records Control 
Schedule 10-1, V5, Item 90-23 . 

. -------------- -· .... -------- ------- - -··· --·· -

. -··· ------------- ---·- ... -------- -------~-----------------~-------
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Keys to a Successful Expendable Inventory 

1. Establish the inventory dale. 

2. Ensure that Custodial Officers are made aware of the inventory date and cutoff date 
through official memor<Jndum. 

3. Request that al11nventory 1ssueslrece1j'ilSl5e processed pnor to tl're elate of Inventory, 
with a cut-off date at least two days prior to inventory. 

4. Establish two work teams consisting of the inventory account manager and an 
inventory manager from a different account (disinterested party). There is one counter 
and one recorder per team. 

5. Request that on-hand inventory count sheets for both teams be printed the day of 
the scheduled inventory, with no quantities listed on the count sheets. Request another 
inventory count sheet with quantities (do not share findings with team members prior to 
inventory). 

6. Establish pre-training conference of both teams who will conduct inventory to 
describe responsibilities, requirements and plans. 

7. Each team will conduct full wall-to-wall inventory of all items. 

8. Inventory managers and team members must jointly compare inventory counts on 
both worksheets and inventory count worksheet with actual quantities. 

9. Recount any discrepant items to ensure actual discrepancy exists and not just a 
counting error. Corrected findings will be initialed by all parties. 

10. Have all parties sign and date all inventory worksheets. 

11. Have a five percent verification check done by disinterested party and AO. 

12. Determine reason for any actual discrepancies. 

13. Adjust inventory values and quantities as appropriate, utilizing adjustment 
vouchers, with detailed explanations for adjustments. 

14. Notify Fiscal Service of any inventory adjustments. 

15. Reconcile inventory balances with Fiscal Service. 

16. Notify using services upon completion and regular business can resume. 

··-"-··----- -·-
.... ---· ...... ----- --·- ---- ---- ·-------- .... -·- ......... - ------G-1----- -- . ·-----
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17. Maintain all worksheets and records used to conduct the inventory for a period of 
15 months, in accordan.ce with VARecprcl~ Control Schedule 10-1, V5, Item 90-23. 

·.'. 
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Listing of Standardized ElL Departments 

Numbers are to be assigned according to department responsibility within a series using 
an additional digit, for example: 130 Engineering, 131 Plumbing Shop, 132 BIO-MED, 
etc. 

00 Di~ectoriMa 

01 Assistant Director/Manager 

02 Chief of Staff 

03 Intensive Care 

04 Building Management 

05 Building Management 

06 Canteen Officer 

07 Chaplains 

OS Clinical Psychology 

09 Continued Treatment 

10 Dental 

11 Dietetic Service 

12 Medical Education 

13 Engineering 

14 Fiscal/Finance 

15 Intermediate 

16 Laboratory 

17 Library 

18 Medical Administration 

19 Medical Media 

19V Test and Maintenance 

19W Video Production Equipment 

-·" . ----- --- -·--
···--- ··-···-- -·- -·-·---------- -·-··-··-----·······-.1:1~1--- -···-- ·-·· ·---
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19X Inter/Intra Distribution System 

19Y Individual Utili:;:ation . 

19Z Specialized TV System 

20 Meaical Servi~~ 
21 Neurology 

22 Neuropsychiatric 

23 Nursing Service 

24 Outpatient 

25 Paraplegia 

26 Personnel 

27 Pharmacy 

28 Rehabilitation Medicine 

29 Prosthetic & Sensory 

30 Psychiatry/Neurology 

31 Psychology 

32 Psychology Training 

33 Quarters Housekeeping (1) 

34 Quarters Housekeeping (1) 

35 Quarters Housekeeping (1) 

36 Radiology 

37 Radioisotope 

38 Research 

39 Research 

40 Research 

41 Social Work Service 

42 Acquisition & Materiel Management 

43 Surgical Service 

H-2 
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44 Tuberculosis 

45 Voluntary 

46 Vocational Counsel 

47Wards 

48 Wards 

50 Quarters, Non-housekeeping 

51 Domiciliary 

52 Domiciliary 

53 Nursing Home 

54 Nursing Home 

56 Comp. Work Therapy 

57 Cemeteries 

58 Cemeteries 

59 Mental Health 

60 Accounting 

61 Adjudication 

62 Administration 

63 Services 

64 Chief Attorney 

65 Contact 

66 Insurance 

68 Operations 

69 Ambulatory 

70 Health Care Training 

71 Recreation 

72 Resident Engineer 

VA Handbook 7002 
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750GA 

76 Readjustment Counseling 

77 AudiologyfSpeech Pathology 

78 Information Resource Management 

80 Research 

81 Research 

82 Security Service 

83 Fire Department 

86MCCR 

88 Invalid Lifts, Other Devices & Equipment (SGL 1756 only) 

90 OAL Supply Fund Equipment 

98 Uninstalled Equipment 

99 Reserved 

H-4 
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VA IT INVENTORY TIGER TEAM'S FULL TEXT FOR "CONTROL AND INVENTORY 
OF IT EQUIPMENT" (PART 13) 

1. Background. While overall inventory control policy and procedures are under the 
purview of the OAL, the tracking of, and accountability for, IT equipment has come 
under increasing scrutiny due to the sensitive data it frequently stores. OI&T has 
therefore defined an increased role for those who manage and use IT equipment. 

timately, this means almost eve')! member of the \fA workforce And jt means that a 
special partnership rnust be established at the facility level betweerrtogistics a11d OI&T 
leadership and staff. The references cited in this section identify the existing 
requirements for, and provide comprehensive guidance on, inventory control and 
tracking within VA. ft is therefore essential that individuals charged with inventory 
control responsibilities possess a thorough knowledge of the referenced policies. This 
section should be regarded as augmenting the established policies to improve the 
degree of control over VA's IT equipment inventory. 

2. Purpose. This section of the handbook is designed for field personnel responsible 
for tracking and controlling IT equipment assets. 

3. Responsibilities. 

a. VA CIO. The VA CIO/Assistant Secretary for IT is responsible, at the Department 
level, for ensuring the integrity and security ofVA's IT assets, including physical 
inventory as well as data protection and the sanitization of data when IT resources are 
retired from service. Responsible for IT operations and maintenance, the VA CIO will 

· monitor, review, and evaluate compliance with this policy. The VA CIO has delegated 
day-to-day management of IT asset control to the Executive Director, Field Operations 
and Development. 

b. Deputy Assistant Secretaries. The Deputy Assistant Secretaries within OI&T are 
responsible for ensuring that all personnel under their purview are informed of and 
adhere to the requirements of this policy. This includes ensuring that collaboration is 
established with all VA components within and outside of OI&T as required to support 
full implementation of this policy. 

c. Executive Director, OI&T Field Operations and Development. The Executive 
Director, OI&T Field Operations and Development is responsible for directing IT 
inventory control activities across OI&T and for ensuring coordination across th!l 
department to ensure full implementation of this policy. The Executive Director, OI&T 
Field Operations and Development also ensures adherence to this policy by contractor 
personnel and other non-Government employees through incorporation by reference in 
contracts or memoranda of agreement as a condition for using Government equipment 
and/or space. The Executive Director, OI&T Field Operations and Development 
charters, appoints members to and provides direction to the IT Asset Advisory Group 
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(IT AAG) and defines the reporting, performance measure and other requirements 
associated with establishing IT inventory ~tatus and complial)ce with this policy. 

:. j ·-; ·. . -: 

(1) The Executive Director, OI&T Field Operations and Development is responsible 
for ensll~ing that thi~ policy is disseminated to all VA facilities and field offices that use 
IT equip)llent, ttiatthis pol_icy Is fully implefl!!'lnte~ at !'!ach f<~cility, and that periodic 
training (at least annu~Jiy) is .. conguct13d on IT inventory c~:mtro! proc~(jures, associated 
roles and responsibiliti13S, and the.coiltrol ofsensitiye and Perso'n<~llyJdeiltifiable 
information stprec:l on thQl!e.assets, l[ladditiqn, th.e Exf!cutiye Director, OI&T Field 
Operations ~r1cl Devel!)pmentisresponsible fqr ensudng compliance with established 
reporting requirements. ' : , , · 

(2) Exec\Jti.ve Director: Enterpri~e lnfrastru9ture .. Enginee(ing (EiE). The Executive 
Director; !;IE, is responsible for cqllf)cting requireljlents as~ociated 'Nith IT.inventory 
control and .control and cleveloping ·technical so!ut[ons to enhll\nce !!lformatipn f!ecurity 
and IT asset control. The Executive Dirf!ctor, Ell;, i~ also respol)sible fpr establishing 
priorities and expediting deployment oftechnical solutions designed to enhance control 
of IT asset~?, : . . . . . ·, . ·• . 

d. IT Asset Advisory Group (ITAAG) .. The ITMG i~ established,bythe Executive 
Director, OI&T Fieid Operations and Developmentimd serves as a croi;ls-functional 
advisory and coordinating group on matters relating to the control ofVA's IT assets. 
The IT A,AG comprisf!s decisiQn-making re.presentatives from each of the VA 
administrations, Security, ~qgi15tic ,S!lrvices and other comp_onents of VA as required .to 
ensure fl,lll, \}takeho)cj!lr.reprf!sent(il!ion,Jhe purpose of the ITAAG is to recommend 
policies and projects. to c(efine .af1d.address the requireme,ntsassoCiated with controlling 
VA's IT ~ssets_. The ITAAG serves as a foru_ni t() gath,e(bestpractlces, define 
stanclafdiz_ed PfOCeSi;l~ and. c:l.elineate requireme.rits fortechnical,sqlutions to the VA IT 
inventorY control challenge. The ITAAG provides direct advisory suppo(t,to, an.d 
coordinates established reporting requirements with, the regions/sites through the 
respectiye fl.egiqnaiiT Logi~tic Qtficer. ,, . . . •. 

e. ltRegiql)al Directo~/R~~iomil cio. The iT' Regional Dir~ctq~s !'l~e responsible for 
ensuring that all facilities account for and trE)ck as (eqllired the, IT assets under their 
cognizance. They are responsible for ensuring that this policy is implemented . . . 
throughout their respective regions, appointing Regional IT Logistic Officers to oversee 
the impl~mentaticm of n: inventpry control requjrernents at the regional level, ~:~nd 
ensuring tti<:~\p~riodic anc! rf1¢urring rep9rts are submittec;l to,~l)e i:fAAG on tifl)e and in 
accordanc.e. withY A's qiJ~lity stand~rds. · · 

. t NE!tWf:lrk c1os. Tpe'Network CIDs are resp()n~(ble .for c9or~!nati~g with tti.e 
Region!!IJT kogistic Offi~r ~o en~Sure thataUf~cilitie~.witpin their, respective regions 
adherE') tO. th~ requir~mei)~ pf thiS policy E)ridJh.at e~ti!pi\ShE)dfeporting r,equirements 
are fulfilled on time and in acco.rdance with VA's qu_ality standards .. 
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(1) The Regional IT Logistic Officer (RILO) is appointed by the IT Regional Director 
(Regional CIO) to coordinate IT inventory activities at the regional level. With a 
background In both Logistic Services and IT, the RILO reports to the IT Regional 
Director (Regional CIO) and is responsible for coordinating with Network CIOs and 
Facility CIOs to ensure that all facilities in the region are informed of, and adhere to, the 
requirements of this policy. The RILO is the liaison from the IT Asset Advisory Group 
(ITAAG) to the Network CIOs and the individual sites. As such, the RILO is responsible 
for: 

-----+a)-iAsu~GiiV€-OOmAWAieatie!t-fr-effHI:le-l:f-AAG-!&41'le-Nelwork GIOs-an€1-!.l'le-----­
ind ividual VA facilities; 

(b) Identifying barriers to full implementation of this policy and raising those barriers 
to the IT AAG for mitigation/resolution; 

(c) Compiling and submitting required reports based on data obtained from the 
individual facilities within the respective region in accordance with requirements 
established by-the ITAAG; -

(d) Resolving data discrepancies; and 

(e) Maintaining the Regional IT Inventory Control Training Plan ·and ensuring that all 
facilities implement training programs as required under this policy and as prescribed by 
the ITAAG. 

(2) As a member of the ITAAG, the RILO contributes to the strategic planning effort 
associated with the control of IT assets, identifies best practices, defines risks, and 
assists in the development and implementation of risk mitigation plans. VA Facility 
Director. For those facilities that do not have Facility Directors, the responsibilities 
identified in this paragraph will be assigned to the senior manager at the facility. 

(a) The Facility Director is responsible for ensuring that the requirements of this policy 
are Implemented by all facility personnel and throughout all areas of the facility. If 
Logistic Services (Property Management) representatives are not resident at the facility, 
collaboration between the facility and Logistic Services at the servicing medical center 
will be established by the Facility Director to ensure requisite support is provided. The 
terms of such support will be documented in a Memorandum of Understanding (MOU). 

(b) The Facility Director is responsible for instituting and maintaining collaboration 
mechanisms and processes required to engage all business units at the facility level in 
safeguarding VA's IT assets and th_e information they store. The Facility Director will 
establish an IT Inventory Control Process Improvement Forum, comprising 
representatives from Logistic Services, OI&T and IT Security at a minimum, where 
issues and barriers to compliance with this policy may be raised for discussion and 
resolution. Unresolved issues related to the implementation of this policy may be raised 
to the IT AAG by any member of the facility for resolution. · 
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(c) The FacflityDirector will ensure tha~ periodic and recu~[ing reports as required by 
the IT MG and as communicat~d by the RILC art;! submitted on time and in accordance 
with VA standards of quality. .. ·· · · · 

.. ,t·-.·. 

. (d) _l':ach ~aqiljty ~nd each Sp!l~~ in the fac,ll!ty must be assigned a' li!Jfque identifier­
the Fac.ili!Y Director is resp9nsible fpr.ene;uri(lg thi\I!Jhjs n~qu[re.me~t .is met and that the 
assigned unique identifier is prominently displayed and bar-coded at each location. In 
addition, procedures will be established to ensure periodic inspection is conducted to 
ensure t~at correct signage and barco\les are in place and in,readable copdition. 

(e) The Facility Director will implement procedures to ensure only authorized 
personnel procure IT equipment ~ems with Purcpase c~uds and that ,such pl)rchases 
are entered hito the inventory control system and man,")ged.with the same diligence 
applied to all other IT assets in accordance with this policy. 

(f) ThE:JFaci!itY Direq~ot ~ill impl~men~ p~ocedur.~s tO. ~~1\'ure. ti)E~t lJ equipment is 
relocated/moved only by IT personnel and that location data is properly recorded at the 
time the equipment is relocated/moved. · · 

. . . :' .. \ ~ .. - . . . .. .. :. . . . . 
(3) FISC. The FISC is the agency official's assigned representative to ensure that 

the appropriate operational security posture is maintaineq for an information system or 
program; The FISCis areas ofresponsitiiniY witti'regard to iT InventOrY Requirements 
include the foilowing: ·· · · · • · ··· · · · · · 

(a) The FISC will participate in the Facility's IT Inventory Control Process 
/mprov(iment Forum tO $upportthe deveiopment~ implementation and improvement of 
process~s and training require.c!to ~ffeCfttiis policy. . · · · 

(b). Th~ FI,~O will rev\~w and approv~ loqal proq~dure.s ass6dat~9.~ith. the control of 
sensitive ttems. 

(c) The FISC) will ensure th;at pro~.ed~res aie imple.~erit!;ld !ci prhtect information 
when IT equipment is to be transferred to anoll)er faciljty, . . . . 

(d) The' F!Sq will coordinate, in cooperali9ri withttie facility Director, ail facility-level 
activities w'tlen there is a suspected loss of equipment c(lntainiJig ~emsitive information. 

(e). The fiSC Wjll ensu.r!'l th~t m!'ldia S?!.r:ti,litation ~nq otber secu~i!y procedur!JS are 
performed in ~ccord.arice with YA, t1a11db9pk, ,e.soo. .• . · 

(4) IT Custodial officer ($enior IT OfflciallF~!:ility cio).' ·. . . . :·· .. ' 

(a) The Senior IT Official js the agency official'sas~lgned representative to ensure 
that l'f assets ar(rjianaged .i,n accordance with this policy .. This il)d(vidualis responsible 
for the ensuring the implementation of this policy for aiL!lon,expen,dable IT property, 
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specified sensitive IT property and expendable IT items capable of storing information 
electronically that are under the cognizance of the facility. As such, this individual will 
work with Logistic Services, IT Security and other organizations represented at the 
facility to ensure the identification, tracking and control of all nonexpendable IT 
equipment, including sensitive IT equipment regardless of cost; arid all expendable IT 
items capable of storing information electronically. This includes ensuring that all 
nonexpendable IT equipment items, and sensitive IT items, classified as Sensitive per 
this Handbook, are received and entered into the ElL by Logistic Services and that 
expeAdable IT items capable of storing infon:nation electronically are received and 
entered mto a standardtzed !rackmg system (Senstlive Expendable IT Items Listing­
SEIIL) and tracked through end of use .. 

(b) The Senior IT Official will participate in the Facility's ITfiJVentory Control Process 
Improvement Forum to support the development, implementation and improvement of 
processes and training required to implement this policy. The Senior IT Official will 
maintain the Facility IT Inventory Control Training Plan and ensure that required training 
is·conducted·forallfaciiity·personnel as prescribed-by the ITAAG and ·coordinated by·· 
the RILO. . 

(c) The Senior IT Official will ensure that the IT Hand ReceipULoan Form program is 
implemented throughout the facility in accordance with this policy. 

(d) The Senior IT Official will submit, on time and in accordance with VA standards of 
quality, periodic and recurring Facility-level reports as required by the ITAAG and as 
communicated by the RILO. 

(e) The Senior IT Official will ensure that IT procurement packages under the 
cognizance of the facility are reviewed for compliance with this and related VA IT 
policies. The Senior IT Official is also responsible for ensuring that personnel 
responsible for IT inventory control activities, including the receipt and sanitization of 
returned IT equipment, are informed of, and kept current on, relevant contractual 
requirements. Unresolved conflicts with contractual terms will be reported to the Facility 
Director in writing; the memorandum will document the nature, scope and impact of the 
conflict and the action recommended to·resolve the matter. 

(f) When the Senior IT Official identifies deficiencies in the IT Inventory Control 
processes or procedures, s/he is to identify and describe such deficiencies in writing to 
the Facility Director for resolution by the IT Inventory Control Process Improvement 
Forum. If the matter is not addressed in a manner that fulfills the requirements of this 
policy, the Senior IT Official will forward the initial correspondence, along with actions 
taken, to his/her direct supervisor within the 01& T organization for resolution. 

(e) In the role of IT Custodial Officer, the Senior IT Official (also referred to as the IT 
ElL/Sensitive Expendable IT Item Listing (EIUSEIIL) Official), assumes responsibility for 
all IT items under the cognizance of the facility in accordance with the Custodial Officer 
roles and responsibilities delineated in this handbook. In addition: 
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(1) Th!> IT Custodia! ()fficer may ~esignate, in writing, oth~r indivicluals to support 
inventory control efforts. Th.e IT Custo.dial Offic~r and \lesignees ~ill. coordinaie with 
Logistic Services as r:i¢cessary to obtain. ~ritt!ln/electronjc dOCl!mentation r!jquired to 
verify th$ acc;:ou[ltabiHty of all nonexpe[l\fable .and speciDed s~nsJiive IT property 
covered under this pofii:y,, . : ·, · · · · 

• ~ • ••• " .·,:· ·,-· ':· - J ' • h . '>· 
(2) The IT Cl!stod!al Qff!c~r isresp~risible fo~ esta~lishing a(ld Jmplern11ntfng a 

process. to id~ntify, act:;QUI)J fqf, track, h')oriitor, in\/e(ltOry and d.isposfi!of IT items that 
are capable of storil)g inforin~tion el~ctronicany :bufat~ n()(C~sslgne~d Ce~t;~l,og Stock 
Numbers (i.e., expendable IT items not tracked by L¢gistic Seryic;es) .. T~js process will 
include those activities required to protect sensitive information through the control of IT 
phyl)jcal ass.ets. These effor:ts,will. ~?ecoordinatedy.'itnJh!l,FE!c;ility Director, FISC, 
Logistic; Sef\lices (!nd B\ls!pess (Jnit Leads to Eihsure full understalidiog of the 
require.ments and full implement<~tiof! of the procedures .. , . 

' • .. · ,. . ri· • · .. · . 

• , ·, •, '. \"? ;i.~ _",) ' :• .. ·, ,. , l :J,, , '·; • , : . : I ·:. 

(3) rhe~ IT Custodial Offic;erwill c~;~orgjnate. P.E!rpe~ual j(lvertory a<;t)v,ities and cond~ct 
an annual inventory of IT equipm!jnt items assigned a Catalog Sto'ck Number. (CSN) in 
accordance with the schedule established by Logistic Services to iterify the data · 
contained in the ElL. The.IT.Custodial Officer will document and report any 
discrepancies identified d\li[ng inventory actlVitie~~ · ··· · · · 

(4) The _IT Custod.ial_ Of(ic:er VJQic;:oordinE!te p(3rpetuC~.I, inve~ntol)' activities and.schedule 
and conduct an annual inV£!ntpry of expendable IT items capable of stqripg information 
electronically to verify the data contained in the SEIIL. The IT Custodi<!l Officer will 
document and report any discrepancies identified during inventory actiJities: 

(5) Foilowing an'inventory of iT items, or whenever an ITequipriient item is identified 
as 'not accounted 'tor,' the'lr.tiistocilal Officer wHI review !he docume'iitaiion of 
dis~~epe~pgie~: Elnd ~o()r!JI~~~~.\it!!i L,cigl~lic $~rytc;e~.-r~gEii~\!19 .EI ..• qll!~rin.)n~!ipn .all to ~he 
need f()~ .R.O~ action,,_ ~~gist[c SE!iyice~ rjlt~in!l.resp~nsi~il[ty f.ot the ~q~ process, 
including the ROS, proc¢ss fo~ thqse iteir)s trac;l<!ld.on the §.!:IlL. . . . . . . . 

(6) Wh~'n a potential loss of sen~'itive lnforn;atlon is detected, either through 
identification of an item unaccouriied for during inventory' aciiviiies, or' through report by 
an employee or other indiiJidual, the IT Cus.t.odial Officer will report the matter 
immediately (within 5~ miri~t«3s).to the FISC~ caori:iinate with Logisiic:servic~s as 
necessary to Initiate a Beport of Survey, and provide, support as neE!ded through 
resolution of ihe matter, 

(7) The IT Custodial Officerwiil. eosure .that all required turn~in doc:umentC~tion, such 
as Sanitization Certificates and other pertinent documents are mainti;lined in 
accordance with VA record .retention policy.1 

, .· . ' . . .. . . . . 

1 Reference RCS 10-1, Section V, page V-IJ; items Numbered 90·22, 90-23; & 90-24 are to be followed regarding the 
retirement of CMRs/Eils, Monthly Summary Flies (Vouchers), and Excess Property Flies. · 
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(8) The IT Custodial Officer will ensure adherence to any contractual terms that apply 
to the introduction, use, sanitization or disposal of GFE. Should the contractual terms 
conflict with the requirements of VA policy, the IT Custodial Officer will report the conflict 
to the Facility Director in writing; the memorandum will document the nature, scope and 
impact of the conflict and the action recommended to resolve the matter. If the matter is 
not addressed in a manner that fulfills the requirements of this policy, the IT Custodial 
Officer will forward the initial correspondence, along with actions taken, to his/her direct 
supervisor within the OI&T organization for resolution. 

(a) l'f Custodial Officer Desigrrees. Desigrrated-employees will assisHhe IT Custodia 
Officer in conducting perpetual and annual physical Inventory activities of: (1) 
nonexpendable IT equipment items, including sensitive items assigned a CSN and (2) 
IT items capable of storing infoririatiori electronically. Annual inventories for these items 
will be scheduled by: (1) Logistics Services and (2) OI&T respectively. IT Custodial 
Officer Designees are also responsible for reporting any process deficiencies to the IT 
Custodial Officer and for recommending improvements to support full implementation of 
this policy. 

(b) VA Employees. VA Employees are responsible for ensuring the security VA 
information and the equipment items on which it resides. This responsibility holds true, 
whether the equipment is entrusted to them solely for their use or used by them on 
occasion. In accordance with this policy and the VA Rules of Behavior, employees will 
sign hand receipts for Government IT equipment assigned exclusively for individual use 
and will obtain appropriate authorizations to remove VA equipment items and/or 
sensitive information from the VA facilities2

• They will also employ only approved 
nonexpendable and specified sensitive IT property, ensure the security of Personally 
Identifiable Information (PI!) and other sensitive data in accordance with VA policy, 
abide by the requirements of this policy and report non-compliance issues to the facility 
Senior IT Official. Employees may be held pecLrniary liable for the loss, damage, or 
destruction of Government property. 

4. Definitions. 

a. Hand Receipt/Loan Form. VA Form 887, referred to as the VA Government 
Property Loan Forni, will be used as the official form to document accountability for Tier 
1 IT equipment items. It is used to document accountability to the lowest level in 
accordance with this policy. In accordance with the VA Rules of Behavior3

, individuals 
are required to sign for any Government equipment assigned exclusively for their use. 
Accountability for IT equipment items is to be documented in the appropriate inventory 
tracking system. 

2 Reference VA Handbook 6500 for requirements associated with removing sensitive information from 
a facility . 

.... -' Ibid-.. 
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is present and accounted for. This official acknowledges personal responsibility for all 
IT property listed on the designated EIUSEIIL (including all IT property designated as 
Sensitive per this Handbook) in accordance with existing policy on Custodial Officer 
responsibilities. The IT Custodial Officer is also responsible for ensuring that personnel 
under their respective jurisdiction comply with the inventory procedures as provided in 
this handbook. The IT Custodial Officer is designated EIUSEIIL responsibilities by the 
Facility Director through the utilization of Delegation of Authority (DCA) memorandum. 
The IT Custodial Officer, in turn, designates IT Custodial Officer Designees by means of 

(b) IT Custodial Officer Designee. An individual to whom responsibility for an IT 
EIL/SEIIL and/or expendable IT property designated as Sensitive per this Handbook 
has been delegated by the IT Custodial Officer. This individual is responsible for 
conducting inventories and accounting for all nonexpendable and other specified IT 
property items assigned and is designated through the use of a DOA memorandum and 
signs acceptance of the associated responsibilities. 

(c) IT EIUSEIIL Official. Refer to IT Custodial Officer. · 

(d) IT ElL. The ElL is the document on which IT equipment items, including sensitive 
· items assigned Catalog Stock Numbers (CSNs), are listed; these items are tracked by 

Logistic Services and recorded in the Automated Engineering Management 
System/Medical Equipment Reporting System (AEMS/MERS). IT inventory items are 
coded as 78-series items in accordance with this Handbook. In addition to the ElLs, 
which may be developed at the Division level, an equipment listing of other IT items 
capable of storing information electronically will be maintained on an SEIIL. Because 
these lists are used as the foundation of the annual inventory process, they must be 
maintained current in a standardized tracking system. 

(e) Sensitive Expendable IT Inventory Listing (SEIIL). The complete listing of those 
items that are not tracked by Logistic Services (not included in ElLs) but are required to 
be tracked due to their ability to store data electronically. Until a Class 1 solution is 
deployed to track these items, each facility is responsible for establishing a local, 
standardized means for documenting the required set of data for such items. 

(f) Physical Inventory. Physical inventory is the process of reconciling accountable 
personal property records with the property actually on hand. Each VA activity will 
conduct an annual inventory of all ElLs including sensitive items regardless of cost. IT 
has the additional responsibility of accounting for, on an annual basis, IT items·capable 
of storing data electronically and reconciling the items on the SEIIL with the items 
actually on hand. 
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(g). Sensitive Items. The list of sensitive items is provided .in this Handbook. . 
Sensitive items wili be inventoried regardless of cost, are tracked by Logistic Services 
and.are incl.uded on the ElL. Note that sensitive items that are not classified as 
equipment (i.e.; no( assigned a CSN) must be tracked qnd managed from receipt 
through .end of use py OI.&T.' As Si.!Ch, the procurement and inventqry of these items 
will be accomplishe$1 using the SEHL under the direction and control of 01& T . 

. ' 
(h) Telemedicin§ Systems. Telei]Je~icin~ Sy~tem,s incluping Teler~diology, 

Telepathology, Telemental Health, etc (excluding videoconfer~ncing equipment) are 
NOT considered IT equipment for inventory control purposes. Telemedicine modalities 
exclude videoconferencing equipment .unless the videoconferencing equipment is 
exclusive.IY used for patient care communi9ations in real time. Thus, multi-purpose 
videoconferencing equipment is considered IT equipment. · 

5, IT lny~~tory Goveman~e.·. . 

a. Department Level Governance. The Assistant Sec~etary for Information and 
Technology provides oversight and directi.on.for a lilt actiyi.lieswithin VA. The 
management of VA's IT inventory control efforts is delegated to the Executive Diiector, 
OI&T Field .. Operf1lions a.nd J:ll've[opment ~h.o provides directiqn on I.T inventory control, 
appoint~ stak~holcter represenJa!ives to and directs, ttle.IT ,ty\(3, an9 reports to t~e 
Assistant Secretli!ty Jor!nfrimnatiP!l and Technology ()n IT inventory control matters. 

b. RegionaiLe~el Governa11~e: )TRegional Directors provicte oye~sight and direction 
for IT inyentory control activities within their respective regions. The RILO reports to the 
Regionai.CIO and serves as the coordinator of IT inventory activiti.es fqr the region. The 
RIL() coordinates with .the Network CIOs and the IT Custodial Officer at each facility 
within his/her region to ensure full disse.mination of IT inventory control 
guidance/direction, full compliance with the IT inventory control requirements, the timely 
Sl!bmissionpf required reports, the i<:l.entification of .risks and the iinp[emen(ation of risk 
mitigation activities: . . . . . . .. 

c. FaciHty Le\(el Governance .. 

(1) The Faclliiy Director lias overall accountability for all assets and information at the 
facility. During an audit, it is the Fa.cility Director that will. be held accountable for full 
control of the .assets an.d the proteqtion of sensitive infon:nation. The Facility Director 
provides oversight of the in)(entory control progriim at t~e Facility. The asset 
management program function is. under the cognizance qf !,ogistic Seryices. 

(2) The Facility Director is responsible for establishing the processes, procedures and 
governance structures required to fulfill the requirements and intent of this handbook. 
Each Facility Director is responsible for establishing clear lines of accountability for all IT 
equipment under the facility's cognizance. 
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(3) The Facility Director delegates IT equipment inventory responsibilities to the IT 
Custodial Officer and the control and oversight for property management functions to 
the Facility AO. This structure will be tailored by the Facility Director to the unique 
constraints of the facility (e.g., if there is no Senior Property Management Official at the 
facility, for IT inventory, the Facility Director will delegate the associated responsibilities 
to a senior IT staff member). · 

(4) The IT Custodial Officer may assign inventory control responsibilities to 
S"bordioate persom1el (referred to as IT Cnstodial Officer Designees) However, the IT 

-·-custm:ttatOfficer retains responsibility for all facets of Inventory control under his/her 
respective purview in accordance with the signed Delegation of Authority (DOA) which 
is signed by the Facility Director. 

(5) Documentation required to track the delegation of signature authority for IT 
Inventory Control requirements defined in this Handbook will be established and 
maintained in a centralized repository. The intent of this requirement is to establish 
clear accountability for IT inventory items at all times: Electronic systems are approved 
for use for this purpose. A copy of each Delegaiion of AuthoritY inemo related to the . 
control of IT inventory is to be provided to the IT Custodial Officer. 

(6) The designated employees are bound by the terms of the DOA until officially 
relieved of responsibility in accordance with the policy in this Handbook. 

(7) Collaboration tools and processes will be used to support the coordination 
required to ensure all Business Unit leads standardize inventory control procedures at 
the facility level. Collaboration tools and processes can include scheduled meetings 
and reviews, online repositories for points of contact, processes and procedures, and 
other mechanisms to ensure stakeholder groups have visibility into and can participate 
in the implementation of the inventory control processes as appropriate. 

(8) The Facility Director, in coordination with the Facility CIO, will establish working 
groups and teams as required to ensure integration of IT Inventory control and 
accountability procedures across the facility. An IT Inventory Process Improvement 
Forum, comprising at a minimum IT, Logistic Services, Security and Operations, will be 
established with the objective of early identification of, and response to, IT Inventory 
Control issues. Additional working groups will be established to address targeted 
issues and will include cross-functional representation appropriate to the groups' 
objectives. 

6. Training 

a. Training of personnel in both inventory control and the protection of sensitive and 
personally identifiable information will be standardized by functional role throughout the 
facility and conducted on a periodic basis (no less than annually). For example, IT 
Custodial Officers and IT Custodial Officer designees will receive training on all aspects 
of their assigned roles, including the specific requirements associated with maintenance 

-~ "- .. 
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(5) Manufacturer's Name 

(6) Model Number · 

{7) Acquisition Date 

(B) Acqui_sition Cost . 
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. .. -. ·-

c. For items with a C~talog StocK Number (CSN): The iiem is ~ntered inio the 
inventory tracking system and assigned to an ElL by Logistic Services. For items that 
are not s~nsitil(e bu(are a§signedC:SNs, Logistic Service!!W.HI procel;s them in . 
accorda(le§ wit)l _establis~ed Logi;;tic $ervice;; policy .. For sensitive items that are 
assigned GSNs; ·· .. , . ·. . . · 

(1) Lqgi~ti~SefVices will d~iiV,e'~ttte )tern to tiie assigned ElL Official who Will 
compl13t~ thj3,reqeiving document?.tion. . .. , ... 

· ·, ... ::.:~- · · :... . • • ·.:,_,._ : - • ·'1' ' . .: · -;·v - . . · ·:. • , . . . ·. .· ~- . . 

(2) If the, item is fjilquired imrn-.ediately, it ~Vi!!. be deJiY'm~d toJhe ac;c0unt?.ble person. 
hand-rE'!CE)i:pted as required, and tht}llocation w.iJI be do~ument~d in the inventory 
tracking system. 

(3) If the item is not required immediately, it will bE'! delivere.d to secure storage . 
(reference VA Handbook 6500) and the location will be documented in the inventory 
tracking syst.em. 

d .. For IT items ihat are not assigned a CsN, Logistic Services will forward th.e item to 
the IT. custodiEII Officer. The ITC~~~odial. bffic;er ~ill cpnfirm r~ceipt of the item and will 
complel!'ltre receipt/acceptance proces~ _in f!CCordanc!f Wi)h established policy. 

(1) If t~~;i~ern is c~~~~ie.0f ~torir\~ i~fo~p:i~.ti.qn.Ja~ l\~m .riJ~~j~e)r~cked. In this.·. 
case,)h~ .i~t;lm.)!Vill.,l;>e ~ar:c()qf!.cfanst .~Pte(!3,tl)ntqtheJnxentt:Jry~~E!c;~ing syst1:1m . 
established for IT items not tracked by Logistic Seniices. The iteni wilf then be . 
forwarded to secure siorage (per.IJ'f.. Haridbocik6s6b)'or to'tiie specified department 
and the)o.cation enl!lred .into the tracking :;;ystem. Hand receipts will be employed as 
required under the hand receiptll0an forrri S!lctiOJi of this Hand !:look. ,. ., . . . . . ·~ . . ' . . . . 

(2) If the item is noi c;apable of storing infcir~~tion, the ite~ is forwarded to storage or 
to the specified department and its location ·recorded in the inventory !nicking system in 
accordance with established logistics policy. 
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individuals with purchase cards, are entered into the inventory control system and 
managed with the same diligence applied to all other IT assets in accordance this 
policy. Tier 1, Tier 2 and Tier 3 IT equipment will be entered into the facility's EIUSEIIL 
and included in the physical inventory process. The IT Custodial Officer is responsible 
for ensuring such procedures are developed, documented and implemented. 

d. Any issues associated with the implementation of these procedures are to be 
brought to the attention of the IT Inventory Control Process Improvement Forum for 

9. Geographic Management of IT Inventory Items. IT equipment will be managed 
geographically. A Memorandum of Agreement (MOA) will be established between the 
hosting facility and each tenant organization. The MOA will specify the terms of the -
tenant agreement, including inventory control responsibilities (i.e., that the hosting 
facility will assume responsibility for inventory and control of all IT equipment assets 
within its physical domain). Such MOAs will be signed by the Facility Director and the 
tenant organization. Exceptions to geographic management of IT equipment assets will 
be documented in the MOA arid approved by the IT Regional Direcior of ttie host 
region. A copy of the MOA will be retained by the host Facility Director and the tenant 
AO. 

10. Receipt of IT Equipment Items. 

a. When items are received by a Facility, but were not ordered by the Facility (e.g., in 
the case of national, VACO and VISN procurements),.it is the Program Manager's 
(individual who ordered the item) responsibility to ensure that an advance copy of the 
Purchase Order is provided to the AO at the receiving facility. When the item will be 
managed by the receiving facility, the AO is responsible for notifying the Program 
Manager of receipt of the item and normal Logistic Services transfer procedures apply. 
Logistic Services is responsible for entering the item into the receiving facility's 
inventory tracking system; the facility will retain responsibility for the equipment through 
end of use or until transferred in accordance with approved policy. 

b. If the item will NOT be managed geographically (that is, the item will be entered 
into the inventory tracking system and managed by the Program Office that ordered the 
item), the following information will be provided by the receiving facility's AO to the 
Logistic Services Division that will be managing the ElL for the item: 

(1) Receiving Report 

(2) Nomenclature of the item 

(3) Serial number 

(4) Barcode Number 
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of Ellll/S!:IIls, inform<~Uon protection, and the procedures associated with loss of · 
equipm~nt. Security personnel will be trained in the integration of inventory control and 
security activities, Those pt;:rso[mel without any direct inv~ntory control respom;ibilities 
will be provided f~:~mHiarjzation lrair)ing, including an overview of the invantqry control 
and accountability program, protection of sensitive information arid associated 
authorization/documentation requirements, hand receipt/loan form requirements, and 
proper handling of movement inventory. 

b. All new p~;sonri~) ~il[re~eiye(rah1ing in their responsibilities related to IT inventory 
control before access.ing tl}e IT system. 

7. Purchase of IT Equipment Items. 

a. The Facility Director is responsible forensuring tha.t IT equipment items (Tier 1, 
Tier 2 and Tier 3 IT Assets) aie Pf!J(/Ured through a centrally managed process that 
supports the requisite ic;h~ntjfiqatipn and trackjng of IT equipment, 

b. The Proqurement of ali ~Tiiernswill~e !<()Ordinatedwith OI,S.J.Jfprocurernent 
requirements are provided I;)Yaccessing the OI&TLogistjcsApproval Acquisition 
Guidance site: http://vaww.vhaco.va.gov/itaae/. · 

c. For Tier 1 and Tier. 2 'expendable eq1,sipm~nt ite!Tls, the procurement will f?e 
accomplished under the diiection and control of OI&T. Such items will be entered into 
the proper SEIIL and included in the physical inventory along with all other IT equipment 
items .. 

d. Any issues associatec! with the implementation of the procedures addressed in this 
paragraph .are to be brought to ihe attention of the facility's IT Inventory Control Process 
Improvement Forum for re!lol~ti,on. 

8. Pur~h.ase Card .Use. 

a. Purchase card holders. will not purchase IT eql)ipmerlt with government purchase 
cards unless t~ey are authorized Purchasing Agents and a(e authorized to make ·such 
procurElments. VHA Hanqb,ook 1730.1 provides the requirements associated with . 
authorizing the 1,1se of purchase ca~ds. 

b. The Facility Director is responsible for oversight of procedures tci ~nsure that IT 
items procured with purchase cards are entered into the inventory control system and 
managed with the same diligence applied to all other IT assets in accordance with,lhis 
policy. Such items will be entered into the proper EILISEIIL and included in the physical 
inventory.CJiong with all other .IT equipment items. 

c. Procedures must l;le ln)p[emanted to ensure non~xpendable IT ~quipmimt items, 
including sensitive it~ms regardless of cost an~ expen~able)T items that must be 
tracked due to their ability to store d.ata electronically, procured by authorized 
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11. Software. Logistic Services tracks physical software assets with a procurement 
value of $5,000 or more. The procuring program manager is responsible for assigning 
and tracking licenses to ensure compliance with contract requirements; licenses for 
software are managed by the procuring program manager using approved automated 
tools. Facility IT support personnel are responsible for assisting the procuring program 
manager with reconciliation and validation of license usage at the facility level. 

12. Accountability- Loan Form/Hand Receipts. 

a. A lland-Reeeipt/Loan Form is req~ired-for all Tier 1 IT e(\tlipmeFII items, whether 
used on or off station. The VA Hand Receipt/Loan Form is also used to document 
accountability for GFE assigned to individuals and. signed by the individual in 
accordance with VA's Rules of Behavior4• {Rete no the VA Handbook 6500 for 
requirements associated with the removal of sensitive information from a VA facility.) 

(1) AEMS/MERS provides the ability for authorized personnel to assign equipment to 
an individual and produce the VA Hand Receipt/Loan Form. For facilities using 
AEMS/MERS, the IT custi:idia1Dfffceirrriustpro\i1de a aelegatioli of authority memo to 
VA personnel authorized to assign IT equipment to accountable individuals. VA 
personnel so authorized will be granted access to options within the IT inventory 
tracking menu associated with equipment assignment. The accountable individual will 
electronically sign for receipt of the equipment. AEMS/MERS will automatically update 
the equipment file to include the name of the individual that is accountable for the 
equipment item. 

(2) It is essential that the accountability information be maintained current and that 
any reassignment of accountability for an equipment item to be entered into the system 
at the time of transfer. 

(3) For facilities not using AEMS/MERS, and for SEIIL items not entered into 
AEMS/MERS, a hard copy of VA Form 887, VA Government Property Loan Form, will 
be used to document individual accountability for Tier 1 GFE5

• The form will be signed 
by the individual to whom the item ls assigned; the form is then retained by the IT 
Custodial Officer. Again, the accountable individual is to be identified in the asset 
tracking system as responsible for the given equipment item .. 

4 1n accordance with the Office of Management and Budget (OMB) Circular A-130, VA Handbook 6500, Appendix G, 
provides VA's Rules of Behavior which must be signed annually by all VA employees who are provided access to VA 
information or VA information systems (reference VA Handbook 6500, Appendix G, paragraph 2.a). One of !he 
provisions of VA's Rules of Behavior requires those assigned GFE for their exclusive use to sign accountability for the 
item(s). 

'..Hard CORY of the Joan fgrms may !:tePbtaioed tram: hltp:/lvaWN.va.aovlvaforms/ 
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b. Tier 1 equipment that i_s accessible by multiple individuals. is tq be assigned to the 
supervisor (assigned aliset owner) respcinsibleJor t~e 11rea in. which the e.quipment is 
located. If the equ_ipme(lt is used )o S\Jpporfmultiple departm~nts, the Facility Director 
will identify th13 ~upei'Jisor,.y.thq will j)e assigned asset owner respo~sibiJitjes. For those 
faciliti!ls oo\usi(lg AEMSlryi!=R$, the asslgried asset pwner will sign, the Hand . · 
ReceipVLoan Fqrii:1 indicating accoU,ntability fort~e IT itei(l, , .. · .. , . 

c. In the event that different individuals (lre.assig~e.c:J a~c9uptability}()r fl single item 
(e.g., individuals working different shifts using the same piece of equipment),· 
AEMSliiiJERS will accommodate th.e assignment ofequipf'[lent.ite..ms_tq, irlUitiple 
individuals, IT personnel authprized by DOA 111emor11.n~um:to loan equipment are to 
use the multiple. assignment capaqility onlY when a limited nl)mber of specific Individuals 
have access tci the equip_ment item·. Otherwise, the supeniisqr wiil be idlmtifled as the 
individugl accountable foi:the item and can s;ub7rece.ipt ihe item asrequired (e.g., for a 
loaner laptop that is used by department personnel on travel). · · · 

d. All VA e~~loy~es ~nd rion-G~~em~eiif i~~ivicfllalswh~-~ili acde~~theVA IT 
systeli)wili ~e tr~ined on. theJe.~~irerrieriito'99rnPie\eth'isfci~m-~u:liy ~rill the · .. ·. 
responsibilities a_ssociated w1th ll§ing VA IT property prior to accessing the VA IT 
system._. · · · · · · . __ , > · · · · 

.,:· '- :-,. ---.<- ·c •. '.··. - >·· - :·\,> -~·, ___ .. ,_·.\- . ·'.;t _- ::' .:·-... · ': · . 

. e. lndivigual!i ~ho have ~igned hand repeiptsfor IT e~urp;men,tcwill h~ve adequate 
access to inventory control records so .. that they can validate tile accuracy of data . 
concerning the IT equipment assigned io them. Localprocecfures will be esi~blished so 
that employees can report errors in the inventory control records to the facility's.IT 
Custodial Officer or,designee. 

(1) If an individual identifies an error in the inventory iracking system with regard to 
items assigned to the individual, the individual is to report the error in writing to the IT 
Custodial Officer or designee. , 

-.- • c • ,-

. . . . . . ,. '. . ' ' • ' -., . •. ' t . .{. :: ,··:.. - - -

(2) Inventory con.trol record error reports wUI be reviewed by the facility's IT Custodial 
Officer qr designee, who will make dispositio'n wi~hhi five 'clays of receipt of the report. 

(3) Th~ inventory rec~rd will be ccmectect ~s riecess~r}r within seven days of receipt 
and verification of the inventory COiltroi record error report. . . . . 

(4) The reporting employee will be notified of disposition and action taken within 10 
days of submitting the inventory control record error report. 

f. For IT equipment items entered into AEMS/MERS, the use of electronic signature is 
approved for hand receipts. The individual assigned responsibility for the equipment 
item will be provided a copy of the hand receipt. 

' . . . . 
. : .. -. . . . . . . : . . '. ~-· .. . . . 

g. For IT equipment items not entered into AEMS/MERS, all Signed hand receipts for 
Items assigned a CSN wlll be retained by the AO; all signed hand receipts for IT 
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equipment required to be tracked but NOT assigned a CSN will be retained by the IT 
Custodial Officer. The individual assigned responsibility for the equipment item will be 
provided a copy of the hand receipt. 

h. The annual EIUSEIIL inventories will include an audit of these forms and the 
accurate documentation of the asset owner in the asset tracking system. The 
AEMS/MERS system (or manual forms for IT items not entered into AEMS/MERS) will 
be maintained and updated any time changes are made to the sta!JJS of the equipment 
assigned to the employee or the status of the employee change~. 

13. Tracking of IT Equipment. VA is dedicated to the protection of sensitive 
information; the requirements associated with securing such information, including 
encryption requirements, are docume-nted in VA Directive and Handbook 6500. VA 
must be able to account for all assets- especially those with electronic storage 
capability. It is therefore essential that the location of each item be documented 
correctly in the asset tracking/inventory system. 

a. There are two critical requirements associated with correct location identification: 

(1) First, each facility and each space in the facility must be assigned a unique 
identifier- the Facility Director is responsible for ensuring that this requirement is met 
and that the assigned unique identifier is prominently displayed and bar-coded at each 
location. Periodic inspection is required to ensure that correct signage and barcodes 
are in place and in readable condition. 

(2) Second, IT equipment is to be moved/relocated only by authorized IT personnel. . 
When equipment is moved, the authorized IT individual assigned to move the item will 
scan the item and new location and will update the location file to reflect the new 
location. This applies to both permanent relocation and temporary transfer of 
equipment for such purposes as maintenance/repair. 

b. For asset tracking purposes, IT equipment items are categorized into three tiers, 
depending on the degree of risk they represent. The 3-tier structure is defined under 
Definitions. The following paragraphs describe the tracking requirements associated 
with each tier of IT assets. 

(1) Tier 1 IT Assets- Because Tier 1 assets represent the highest risk to VA (in that 
such devices are capable of storing data electronically and are portable), tracking of 
these items must be considered a priority. These items must be hand-receipted and 
inventory control records (including identification of the accountable individual) must be 
maintained current. 

(2) Each employee is responsible for ensuring that the required documentation (i.e., 
hand receipts/property passes/authorization to remove sensitive information) is in place 
before equipment is removed from the facility. The Facility Director is responsible for 
ensuring: 

--~--~-·-----
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(a). That adequate ~ecurity measures are in place at the Fi;icility entrances/exits to 
validate authorization to remove IT items from the facility; 

(b) That proce_d1,1res a.re in plac!3 to ensure_IT equipment is refumedto the Facility's IT 
support team for updates and ~c~nning in accordance with policy (i.e., every 90 days at 
a minimum}; and, . _,.,. · · 

. ,.,·.. ':- . 
(c) That procedures are in, place tou.pdate th!3 inve..n~ory record, each time the item is 

returned for service/update. 

(3} Tier 21T Asseis -. J;!~CC\!JSe ~f their apility to star!'! data electronically, Tier 2 assets 
must be closelY monitored. Approved auto-discoverY tooll) may b.e e.mp!oyed to verify 
IT items connected to the network .. The depiQytnent of such tools v.rm pe coordinated by 
OI&T. Again, any movemen\ qf a Tier 2 asset will be accomplished, by IT personnel only 
and the riew location will be recorded in the invenJory tr;;tcking system upon completion 
~~m~. . 

(4) Tier 3 IT Assets ~·This final tier represents low risk IT assets such as monitors, 
printers, and sca11ners,that. ~all!! nq electn;mi<; data.!J\OragEl capa_gility, Tlw Tier 3 
equipment jtems are tr~_cked, an.d, ipitertoried in the. .. san;~e rn1JfHle_r as (!On-IT equipment 
However, again, ()nly authori:zed IT personnel are to move/relocate IT assets and the 
locatiqn file is to t?e maintained current. 

14 .. Use of AEMS/MERS. AEMS/MERS is the current a;set tracki~g systeni of record 
and will_constitute the b!lseline for migr~:~ting inventory data to the future enterprise asset 
management system. If a facility do_es not have access to AEMS/MERS, the Facility 
Director is responsible for noiifying Logistic Se[\llces at the_ ~eO(iclng med,ical center 
about the lac~ ofaccess. An MOU .'Nill be !3St!'lbljshed v.'ilh the seryicing medical center 
to define the level and scope of Logistic Services support to be provided, including . 
access to AEMS/MERS. , . . . . . . . . . . . 

15. rr ln~entqry Storage •.. 

a .. IT equipment St~rage locations must be physically secured Ui1der the SaiT)e 
guidelines as have been established for computer rooms/data centers by the National 
Institute of Sl!!nd~rds and "technology (NIST} and doi::umente_c;l in VA Directive and 
Handbook 6500. 

b. Access to these areas will be restricted to authorized IT staff with the written 
approval from the IT Custodial Officer ai each faciiity.. , . 
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c. Workstations and associated peripherals connected to (and part of) an 
organizational information system may be located in areas designated as publicly 
accessible; in such cases, access to such IT equipment must be controlled in 
accordance with VA Directive and Handbook 6500. Collaboration between IT and 
Security is essential to ensure the protection of sensitive information in common access 
areas. 

d. Physical Security. 

(I) In accord~~l:l1m1\6500, the FISO is required to develop a loca 
System Security Plan (SSP). Part of the SSP is intended as a framework for identifying 
a fadlity's physical and procedural security needs and resolutions. 

(2) The IT Custodial Officer will provide a list of all IT storage areas to the FISO. This 
list will be updated as necessary to ensure it is maintained current. 

(3)·Access·to ITequipJ11entstor?ge locations will be provided to fa9ility security·-·-­
personnel to perform regular inspections. Security personnel will provide a Report of 
Physical Security Inspection of IT Equipment Store Rooms to the IT Custodial Officer at 
the facility within 10 days of completing a physical security inspection. The report will 
document corrective actions necessary to establish full compliance with applicable 
security regulations. 

(4) The IT Custodial Officer will coordinate with the FISC to develop a plan of action 
to address IT-related security requirements identified in the SSP. (Note that this does 
not mean that all identified requirements will need to be met in a prescribed manner. 
The IT Custodial Officer may identify alternative measures to address concerns raised 
by security. Security will have to approve such alternatives and validate that they 
adequately address the security concerns in question.) The Plan of Corrective Action is 
to be completed and forwarded for approval within 10 days ofthe IT Custodial Officer's 
receipt of the SSP. The plan will be approved by the Facility Director. 

16. Property Passes. A Property Pass is required whenever property is removed from 
a VA facility. The accountable individual will retain a copy of the form so that it may be 
produced upon inspection (e.g., when leaving the VA facility). [Note: VA Form 887, Part 
Ill, constitute the approved Property Pass. AEMS/MERS may be used to produce the 
Property Pass; facilities using other inventory tracking systems may download VA Form 
887 from the VA Forms website.] Facility Directors will implement procedures to ensure 
that Property Passes are verified at the facility exits before equipment is taken out of the 
facility. 

17. Sensitive Information Used Outside the Facility. 

a. VA sensitive information must be in a VA protected environment at all times and 
must be encrypted in accordance with the requirements of VA Directive and Handbook 
6500. The FISO must approve the protective conditions being employed. 
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b. In accordance with VA. DirE?ctivE! and Handbook.6500, written appro11al must be 
obtained from the VA supervisor, Privacy Officer and FISO before sensitive information 
is removed from VA facilities.: Jhis reql!ir~ment applies \o all. Oepartmerit staff, 
contractors, business p!)rtners, or any person who h.as access to and stores VA 
information. 

18. EIUSensitive Expendable IT Items Listing (SEIIL). 

a. All IT nonexpendable equipm!lnt items, including S!'nsitive IT equipment regardless 
of cost (that is, all IT items assigned a CSN), will be.eritered into the ElL bY Logistic 
Services. The IT ElL will b!'gin with the 78 series followed by orie or two 13dditional 
characters either alpha arid/or numeric to indicate the appropriate assigned ElL. Note: 
It is required that !!II ofVA u.tilize the Standardizec! ElL Department Numbers. The IT 
ElL will begin with the 78 s19ries fql!owed by one 0r ~o a(jditional chara.cter~ either 
alpha and/or numeric. The Consolidated Memorandum Receipt (CMR) can accept four 
charactert> {or the purpos\9. of IT equipmentservice_ u~e identification, exampl'! 7820 
would repreS!'IJI IT equipment (78) IJSed)?Y Medicall')e_rvice (2¢) by combining ElL 
Depl!rtll:lent numbers. .: . · · · . · · 

b: For T!~r.~ and Tier? s~n.~itlve items [}()t track~:d by Logistic Sei'Jices (r]ot assigned 
a CSN), and not entered into AEMS/MERS by Logistic Services, IT will establish a 
tracking system (i.e., the SEIIL) to ensure all such items are documente'd, assigned and 
tracked with ,the same diligence applied to aU other IT equipment items. 

c. In accorda,nce with established. Logistics poli~y. th~ IT Custodial Officer at the 
facility will ~;~ssume responsibility for assigned IT property by personally signing the 
EIUSEIIL. In signing this receipt, th<!.IT Custo(jiai.Qfficer c;ert.ifies that all assigned IT 
property; including VA-oymed, le~;~sed, loaned, qr donated, listed on the EIUSEIIL is 
present and _accounted for as .otthe given Pille. 

d. Additions to, or'del~li~ns fro~. 'the EIUSEiiL made sub~equent to the date ~f 
signature will be supported. by the appropriate signed documentation in accordance with 
requirements of this handbook. . .. 

19. Po~eritiaiLoss of Sensitive l~forma~ion. Special requir~ments apply whem there 
is a poteritialloe;s,of sensitive inform!ltion. IJI{henever an indiyidual icjentifies that a Tier 
1 or Tier 2 equipm(!lr1t item cannot l;le accounted for; and th.e~e e)(ists a potential for loss 
lilf sensitiv~ data, the issue will be reported immediately, wijhio 59 minutes of the 
detection of ttie potential loss; to the FISC, the Privacy Officer and the IT Custodi!!l 
Officer. (Reference OMS memo M-06-19.) The Facility Director will ensure that this 
requirement is prominently display~d throughqutth~. fa9Hlty ar1d tl)at c;:onta.ct information 
for the FISC and IT Custodial Officer is provided to all facility personnel. 
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a. The AO will schedule Ells for physical inventory once per year. The IT Custodial 
Officer will schedule SEIILs for physical inventory once per year. 

b. Facilities will employ perpetual inventory practices for IT equipment assets. This 
means barcode scanning to update location data each time IT equipment items are 
moved and scanning IT equipment in batches throughout the year using an organized, 
systemalic scanning pmcess 

c. Facilities will employ inventory by exception practices for the conduct of required 
physical inventories. For inventory purposes, an item will be considered accounted for if 
it has beeri physicalfy identified arid 'the location has been scanned into the inventory 
tracking system within a year prior to the date of the current inventory event. 

d. Custodial Officer responsibilities associated with the conduct of required 
inventories, the time lines associated with the conduct and reconciliation of required . - -- . - . .. - . 

inventories, and the post-inventory verification requirements addressed elsewhere in the 
handbook apply. 

e. Auto-discovery tools can register the existence of an asset connected to the 
network, but this is not considered physical verification of the asset's location. Items 
must be physically verified to be considered 'accounted for' for physical inventory 
purposes. Exceptions to this rule may be approved by the Regional CIO and Regional 
ISO for specific auto-discovery tools and specific IT equipment items. Exceptions will 
be documented by the Regional CIO and signed by the Regional C/0 and Regional 
ISO; a copy will be provided to the Facility Director and IT Custodial Officer before 
inventory by auto-discovery is implemented at the facility. 

21. Unaccounted for Items. 

a. The Report of Survey program for items not accounted for is managed by Logistics 
Services and is described elsewhere in this handbook. Special requirements apply 
when there is a potentia/loss of sensitive information. These requirements are covered 
in VA Handbook 6500. 

b. The IT Custodial Officer has the responsibility to initiate Reports of Survey for IT 
items that are unaccounted for, either during the inventory process, or when an item is 
reported as missing. Logistics Services will keep the IT Custodial Officer informed of 
progress on ROS activities associated with the resolution of unaccounted for IT 
equipment items. 

c. IT items on ROS must be resolved within 60 days of initiation of the ROS process 
for the 'unaccounted for' item. Any exceptions to this time requirement (e.g., due to the 
necessity for police involvement in the investigation) will be documented in a plan of 

------ . - ---- - - .. -- - --······- ------
-·----·-··---· ...... -~-----------------· ------------·- ---- --~---- ..... -------- -· ·--- ..... ··---------· ---- -----1-2j _____ ·--· --

-·- --. -------·······- --- --· --·--··--'"·-- .. -- ·----------
=== 



VA Handbook 7DQ2 
Appendix I . 

JULY 10,2009 

action that details the plan for ROS resolution. The plan of action will be approved by 
the Facility Director. 

22. Disposition of Unr~quir~d P~operty. 

a. There are numerous. regulati()[lS that apply to the qi~position of unreq_uired 
equipment (rf>fer.to VA Handbook 7.~48). From an IT p~?rspective, thE! risk of inadvertent 
loss of sensitive data driyes the neEld to securE! electronic storage devices through the 
full sanitization process. 

b. IT equipment will be turrE!cl i.n t9 Logistics Services for disposition at Emd of service 
life. However, it is IT's responsibility to ensure that the equipment delivered for 
disposition contains no sensitilt!'l data. -IT is thus respon~ible f()r securing devices 
awaiting sanitization ;and. performing _required sanitization procedures before an IT item 
is turned over to Logistics Services for disposition. Refer to the VA Handbook 6500 for 
electronic sanitization procegures. . . 

c. Logistics 9,ef1/i9~s will pro,yide written docum~ntatirfnl; the IT Cu~todial Officer 
certifying receipt of the turned-in equipment. As addressed elsewhere in this 
Handbook, Logistics Services is responsible for management of the asset, Including 
removal from inventory and disposal, upon turn~in by IT .. 

. d. All ernploye_es ar~t~ be 'trained ln procedures associ~ted with returning.unneeded 
equipment and completing the associated documentation. This inCludes the completion 
of Part II. of VA Form 887 as required to document ihe satisfactory return of equipment. 

23. Over~ight and Compli~mce. 
. . . 

a. The VA CIO is responsible, at the Department level, forensuring the integrity and 
security of VA's IT assets, including physical inventory as well as dallj protectiO[l ~nd 
the sanitization of data when IT resources are retired from service. Responslbie for IT 
operations ;and maintenance, the VA CIO will rnon~tor, review, and evaluate compliance 
with this policy. · 

b. Reporti~g. The VA CIO will establish periodic and recurring reporting requirements 
associated with the status of IT inventory control and implementation of this policy. 
Report,ing requirements will be provided to Facility Director!!. the Network CIOs and 
Facility Senior IT Officials by the RJLO; facilities will submit reports through their RILO 
forcompiiation a,nd analy~isby the IT MG. Suml1)ary re.pcirts will be su_bmitted to the 
VA CIO via the ~xecutive Director, OI&T Field Operations and Development. 

c. Office of IT Oversight and Compliance. 

(1) The VAClC> estabiished the Office of IT Oversight and Complia!)ce (ITOC) in 
February 2007. The mission of the VA ITOC is to ensure the effective 1\lanagement of 
VA information. As such, this office provides independent, objective, and consistent 
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assessment services in the areas of cyber security, privacy, records management and 
physical security. The goal is to ensure the protection and integrity of sensitive VA data 
through the consistent application of VA policies and regulations and full compliance 
with established regulations. The three areas of focus established for the ITOC are as 
follow: 

(a) Compliance. Initial emphasis will be placed on areas of known weakness (i.e., 
those that have led to low FISMA scores). This includes compliance with: NIST SP 
800-53 security controls· VA OIG 17 rec!J[rjng audit findings· Certification & 
accreditation Plans of Actions and Milestones (POA&Ms). Many of the activities 
required io address identified deficiencies are described in this Handbook. As such, 
compliance with the requirements herein will be assessed through scheduled and 
unscnedulect" audits: . . . 

(b) Remediation. The intent of the ITOC initiative is to ensure the establishment of 
standardized, sound information management practices. As such, the lessons learned· 
during the audit process will b.E'l used to define best practjceiJ which will bE'lmaQ~. 
available to facilities: In addition, a community of practice will be established to promote 
collaboration and standardization. The objective is to ensure that the right people have 
the right information when they need it so that VA becomes a model for information 
management and security. 

(c) Audits. Audits will be conducted at all VA facilities and support facilities, including 
medical centers, outpatient clinics, Vet Centers, regional offices, cemeteries, program 
offices, data centers, off-site storage facilities and media destruction vendors. 

(2) Emergency Response. VA ITOC has established an Emergency Response Team 
(ERT) to help coordinate activities required to address critical incidents. 

(3) Artifacts. Audit activities related to compliance with this policy will include 
interviews, physical inspections and documentation reviews. The artifacts that will be 
reviewed during the Inventory Control portion of the audits include: ElLs; ROS file; 
Loan Forms/Hand Receipts; documented procedures, training records, roles and 
responsibilities and delegations of authority; proceedings from collaboration sessions; 
sanitization records; and other products documenting compliance with this policy. In 
addition, there will be additional areas audited by ITOC to ensure assessment of all of 
the areas of information control (e.g., verifying that laptops are encrypted, patched, and 
have latest antivirus software; conducting vulnerability scanning). ITOC will be 
developing and disseminating checklists and process guides to support the facilities in 
preparing for audits. 
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