DEPARTMENT OF THE NAVY
NAVAL INSPECTOR GENERAL
1254 9TH STREET SE
WASHINGTON NAVY YARD DC 20374-5006

IN REPLY REFER TO:
5041/201301997
Ser N631/0437
2 May 14

From: Naval Inspector General
To: Office of Special Counsel

Subj: 0OSC FILE DI-13-2697 (201301997); SUPPLEMENTAL REPORT
Ref: (a) OSC Tasking Letter DI-13-2697
Encl: (1) NAVSEA IAV Scan Results

1. Reference (a) tasked the Office of the Naval Inspector
General (NAVINSGEN) with conducting an investigation of
allegations made by Mr. Jeffrey McGruff of gross mismanagement
of information systems by Naval Undersea Warfare Center,
Newport, Rhode Island. The investigation directed by NAVINSGEN
and conducted by the Naval Sea Systems Command Inspector General
(NAVSEA IG) did not substantiate the allegations.

2. On April 2. 2014, Ms. Gorman and Ms. Hryniewicz, both from
the Office of Special Counsel (0SC), met with representatives
from NAVINSGEN and the NAVSEA IG. OSC requested the meeting to
discuss the investigative methodology used by NAVSEA IG and to
obtain clarification of specific findings made in the report of
investigation.

3. NAVINSGEN is providing the following update and/or
clarification to OSC questions:

a. O0SC Question: How did the investigative team determine
the number of IAVs and what was the method used in finding the

results contained in: (1) Table 2 (page 39); (2) Complainant's
April 3, 2013 email with the subject "Overdue Audits
04 03 13.xlsx." (paragraph 82); (3) Complainant's spreadsheet

attached to the April 5, 2013, email with the subject line
"Patch and Vulnerability Management for B3COI" (paragraph 86 and

Figure 18 in Appendix D); (4) | spreadsheet
attached in the March 22, 2013, email (paragraph 97(a) and
Figure 29 in Appendix D); (5) ; spreadsheet

attached in the April 9, 2013, email (paragraph 97 (b) and Figure
30 in Appendix D)?
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Subj: OSC FILE DI-13-2697 (201301997); SUPPLEMENTAL REPORT

d. OSC Question: Requested clarification on the meaning of
the statement, "Report Last Modified" date that appears in OCRS,
(paragraph 155).

NAVINSGEN Response: The “Report Last Modified”
represents the last date a particular IAVs status was updated in
the OCRS system.

e. OSC Question: Request clarification on the appearance
of "yes" in Figure 5, in the scan results reported on page 60.

NAVINSGEN Response: A “Yes” in the table means that the
specific IAV was identified on the specific IP address using the
specific audit ID.

f. OSC Question. If IAVs that were reported as "Fully
Complaint" in OCRS, but reappeared in VARS scans due to asset
configuration changes, could reappear again?

NAVINSGEN Response: It is possible that while an IAV
was reported as “fully compliant” in OCRS it could reappear in
subsequent VARS scan results. We clearly see that in Figure 5.
Just like the rationale for IAVs not appearing in scan results
(asset fixed, asset taken off-line, or a mitigation plan was
developed), there are similar variables that may prompt an IAV
to appear on a particular machine, such as hardware and software
configuration changes. It is critical to remember that what is
reported in OCRS is a snap-shot in time. VARS scans are
conducted daily at NUWC Division Newport, which means there is a
potential for IAVs to reappear (following OCRS compliance
reporting) due to the variables discussed previously.

g. OSC Question: If this was the reason why they
reappeared when the complainant was conducting the scanning
functions, why did they no longer appear when the investigative
team conducted subsequent scans?”

NAVINSGEN Response: There are several reasons why the
complainant may have discovered overdue IAVs, but the
investigation team did not. The first, as discussed previously,
concerns hardware and software configuration changes that can
affect IAV compliance. The second could be that an asset was
disconnected from the network during a particular daily scan
stemming from a previous IAV identification. The third is that
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IAV Sacan from 22 March 2013 FOR OFFICIAL USE ONLY

/P [Hostname __JOs _ lab [FirstSeen __lastSeen ___AuditD |Associated IAV__[Risk Severity Audit ______________________ ______________________ DueDate |

| |2013-03-20 06:09:27 |2013-03-21 06:10:47 18442 Microsoft Internet Explorer Security Update (2809289) 2013-03-29
| |2013-03-20 06:09:27 |2013-03-21 06:10:47 18443 Microsoft Internet Explorer Security Update (2809289) - x64 2013-03-29
| ]2013-03-20 06:09:27 |2013-03-21 06:10:47 18453 Med |  2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29

| |2013-03-2006:05:42|2013.03-21 06:10:16 | 18442]
| |2013.03-2006:05:42|2013.03-21 06:10:16 | _ 18443] 9
| |2013-03-2006:05:42|2013.03-21 06:10:16 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:05:38/2013.03-21 06:09:31 | _ 18442] h
| |2013-03-2006:05:38/2013.03-21 06:09:31 | _ 18443]
| |2013-03-2006:05:38/2013.03-21 06:09:31 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:05:38/2013.03-21 06:09:31 | _ 18468)] Adobe Flash Multiple Vulnerabilties (20130312) - IE

| |2013-03-2006:19:10/2013.03-21 06:22:56 | 18442
| |2013-03-2006:19:10/2013.03-21 06:22:56 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:05:58/2013.03-21 06:11:03| 18442
| |2013-03-2006:05:58/2013.03-21 06:11:03| 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:09:01/2013.03-21 06:09:42 | _ 18442]
| |2013-03-2006:09:01/2013.03-21 06:09:42 | _ 18453] Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013-03-29 |

| |2013-03-20 06:09:56 |2013-03-21 06:11:54 18442 Microsoft Internet Explorer Security Update (2809289) 2013-03-29
| ]2013-03-20 06:09:56 |2013-03-21 06:11:54 18453 Med |  2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29

| |2013-03-2006:11:24/2013.03-21 06:08:04| _ 18442]
| |2013-03-2006:11:24/2013.03-21 06:08:04| 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:14:00/2013.03-21 06:09:48 | 18442
| |2013-03-2006:14:00/2013.03-21 06:09:48 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013-03-29 |
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2013-03-20 06:18:13

2013-03-21 06:32:48

1|Microsoft Internet Explorer Security Update (2809289)

2013-03-29

2013-03-20 06:11:15

2013-03-21 06:15:16

2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986)

2013-03-29

2013-03-20 06:11:15

2013-03-21 06:15:16

2013-03-20 06:10:30

2013-03-21 06:10:44

2013-03-20 06:10:30

2013-03-21 06:10:44

2013-03-20 06:10:45

2013-03-21 06:12:06

2013-03-20 06:10:45

2013-03-21 06:12:06

2013-03-20 06:10:55

2013-03-21 06:11:07

2013-03-20 06:10:55

2013-03-21 06:11:07

2013-03-20 06:13:42

2013-03-21 06:16:45

2013-03-20 06:13:42

2013-03-21 06:16:45

2013-03-20 06:13:05

2013-03-21 06:11:59

2013-03-20 06:13:05

2013-03-20 06:14:15

2013-03-21 06:11:59

2013-03-21 06:13:05

2013-03-20 06:14:15

2013-03-20 06:13:43

2013-03-21 06:13:05

2013-03-21 06:16:43

1|Microsoft Internet Explorer Security Update (2809289)

1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29

2013-03-29

2013-03-20 06:13:43

2013-03-20 06:16:04

2013-03-21 06:16:43

2013-03-21 06:14:26

2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986)

1|Microsoft Internet Explorer Security Update (2809289)

2013-03-29

2013-03-29

2013-03-20 06:16:04

2013-03-21 06:14:26

2013-03-20 06:14:29

2013-03-21 06:16:35

2013-03-20 06:14:29

2013-03-20 06:20:05

2013-03-21 06:16:35

2013-03-21 06:17:26

2013-03-20 06:20:05

2013-03-21 06:17:26

2013-03-20 06:18:11

2013-03-21 06:20:24

2013-03-20 06:18:11

2013-03-21 06:20:24

2013-03-20 06:18:55

2013-03-21 06:20:18

2013-03-20 06:18:55

2013-03-21 06:20:18

2013-03-20 06:21:35

2013-03-21 06:27:35

2013-03-20 06:21:35

2013-03-21 06:27:35

2013-03-20 06:21:35

2013-03-21 06:27:35

2013-03-20 06:21:35

2013-03-21 06:27:35

2013-03-20 06:21:07

2013-03-21 06:22:28

2013-03-20 06:21:07

2013-03-21 06:22:28

2013-03-20 06:28:31

2013-03-21 06:21:39

2013-03-20 06:28:31

2013-03-21 06:21:39

2013-03-20 06:28:31

2013-03-21 06:21:39
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2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) - x64 2013-03-29
2|Microsoft Silverlight Unsafe Memory Access (2814124) - Windows 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Silverlight Unsafe Memory Access (2814124) - Windows 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
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| |2013-03-2006:27:25/2013.03-21 06:33:06 | 18442
| |2013-03-2006:27:25/2013.03-21 06:33:06 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:21:13/2013.03-21 06:19:56 | _ 18442]
| |2013-03-2006:21:13/2013.03-21 06:19:56 | _ 18443]
| |2013-03-2006:21:13/2013.03-21 06:19:56 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013-03-29 |
| |2013-03-2006:24:48/2013.03-21 06:32:33 | 18442
| |2013-03-2006:24:48/2013.03-21 06:32:33 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013-03-29 |

| |2013-03-2006:20:36/2013.03-21 06:20:52 | _ 18442]
| |2013-03-2006:20:36/2013.03-21 06:20:52 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:22:52|2013.03-21 06:26:37 | _ 18442]
| |2013-03-2006:22:52|2013.03-21 06:26:37 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986)  |2013.03-29 |
| |2013-03-2006:23:13/2013.03-21 06:25:19 | 18442
| |2013.03-2006:23:13/2013.03-21 06:25:19 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:27:31/2013.03-21 06:24:39 | _ 18468]

| |2013-03-20 06:29:11 |2013-03-21 06:25:59 18442 Microsoft Internet Explorer Security Update (2809289) 2013-03-29
| ]2013-03-20 06:29:11 |2013-03-21 06:25:59 18453 Med |  2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29

| |2013-03-20 06:26:43 |2013-03-21 06:32:28 18442 Microsoft Internet Explorer Security Update (2809289) 2013-03-29
| ]2013-03-20 06:26:43 |2013-03-21 06:32:28 18453 Med |  2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29

| |2013-03-20 06:34:33 |2013-03-21 06:32:27 18442 Microsoft Internet Explorer Security Update (2809289) 2013-03-29
| |2013-03-20 06:34:33 |2013-03-21 06:32:27 18451 Microsoft Silverlight Unsafe Memory Access (2814124) - Windows 2013-03-29
| ]2013-03-20 06:34:33 |2013-03-21 06:32:27 18453 Med |  2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29

| |2013-03-2006:31:07/2013.03-21 06:32:28 | 18442
| |2013-03-2006:31:07|2013.03-21 06:32:28 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986)  |2013.03-29 |
| |2013-03-2006:33:08/2013.03-21 06:34:06 | 18442
| |2013-03-2006:33:08/2013.03-21 06:34:06 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:33:08/2013.03-21 06:34:06 | _ 18468)]

| |2013-03-2006:35:11|2013.03-21 06:40:09 | 18442
| |2013-03-2006:35:11/2013.03-21 06:40:09| 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:41:37|2013.03-21 06:36:08| _ 18442]
| |2013-03-2006:41:37|2013.03-21 06:36:08 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013-03-29 |
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2013-03-20 06:36:51

2013-03-21 06:41:39
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2013-03-20 06:36:51

2013-03-21 06:41:39

Microsoft Internet Explorer Security Update (2809289)

2013-03-29

2013-03-20 06:36:51

2013-03-20 06:32:29

2013-03-21 06:41:39

2013-03-21 06:33:14

Microsoft Silverlight Unsafe Memory Access (2814124) - Windows

2013-03-29

2013-03-20 06:32:29

2013-03-21 06:33:14

Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986)

Microsoft Internet Explorer Security Update (2809289)

2013-03-29

2013-03-29

2013-03-20 06:32:29

2013-03-20 06:28:57

2013-03-21 06:33:14

2013-03-21 06:31:43

Microsoft Silverlight Unsafe Memory Access (2814124) - Windows

2013-03-29

2013-03-20 06:28:57

2013-03-21 06:31:43

Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986)

Microsoft Internet Explorer Security Update (2809289)

2013-03-29

2013-03-29

2013-03-20 06:30:44

2013-03-21 06:33:19

2013-03-20 06:30:44

2013-03-21 06:33:19

2013-03-20 06:30:34

2013-03-21 06:34:22

2013-03-20 06:30:34

2013-03-21 06:34:22

2013-03-20 06:32:43

2013-03-21 06:31:49

2013-03-20 06:32:43

2013-03-21 06:31:49

2013-03-20 06:34.08

2013-03-21 06:37:27

2013-03-20 06:34.08

2013-03-21 06:37:27

2013-03-20 06:41:58

2013-03-21 06:45:53

2013-03-20 06:41:58

2013-03-21 06:45:53

2013-03-20 06:41:58

2013-03-20 06:35:14

2013-03-21 06:45:53

2013-03-21 06:45:30

2013-03-20 06:35:14

2013-03-21 06:45:30

Adobe Flash Multiple Vulnerabilities (20130312) - IE

Microsoft Internet Explorer Security Update (2809289)

1

2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1|Microsoft Internet Explorer Security Update (2809289) 2013-03-29
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
1

2013-03-29

2013-03-29

2013-03-20 06:37:42

2013-03-21 06:46:10

2013-03-20 06:37:42

2013-03-21 06:46:10

2013-03-20 06:37:42

2013-03-20 06:36:10

2013-03-21 06:46:10

2013-03-21 06:39:25

Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29
Microsoft Internet Explorer Security Update (2809289) 2013-03-29
Microsoft Silverlight Unsafe Memory Access (2814124) - Windows 2013-03-29

2013-03-20 06:36:10

2013-03-21 06:39:25

NN PN

Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986)

Microsoft Internet Explorer Security Update (2809289)

2013-03-29

2013-03-29

2013-03-20 06:37:21

2013-03-21 06:41:14

Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986)

2013-03-29

2013-03-20 06:37:21

2013-03-21 06:41:14

Microsoft Internet Explorer Security Update (2809289)

2013-03-29

2013-03-20 06:39:15

2013-03-21 06:41:36

Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986)

1|Microsoft Internet Explorer Security Update (2809289)

2013-03-29

2013-03-29

2013-03-20 06:39:15

2013-03-21 06:41:36

2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986)

Microsoft Internet Explorer Security Update (2809289)

2013-03-29

2013-03-29

2013-03-20 06:36:18

2013-03-21 06:38:08

Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986)

2013-03-29

2013-03-20 06:36:18

2013-03-21 06:38:08
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Microsoft Internet Explorer Security Update (2809289)

2013-03-29

Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986)

2013-03-29
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| |2013-03-20 06:40:27 |2013-03-21 06:38:54 18442 Microsoft Internet Explorer Security Update (2809289) 2013-03-29
| |2013-03-20 06:40:27 |2013-03-21 06:38:54 18453 Med |  2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29

| |2013-03-2006:37:16/2013.03-21 06:38:27 | _ 18442]
| |2013-03-2006:37:16/2013.03-21 06:38:27 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:42:01/2013.03-21 06:44:37 | _ 18442]
| |2013-03-2006:42:01/2013.03-21 06:44:37 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013-03-29 |

| |2013-03-20 06:40:07 |2013-03-21 06:40:23 18442 Microsoft Internet Explorer Security Update (2809289) 2013-03-29
| |2013-03-20 06:40:07 |2013-03-21 06:40:23 18443 Microsoft Internet Explorer Security Update (2809289) - x64 2013-03-29
| ]2013-03-20 06:40:07 |2013-03-21 06:40:23 18453 Med |  2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29

| |2013-03-20 06:41:00 |2013-03-21 06:40:58 18442 Microsoft Internet Explorer Security Update (2809289) 2013-03-29
| |2013-03-20 06:41:00 |2013-03-21 06:40:58 18453 Med |  2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29

| |2013-03-2006:39:18/2013.03-21 06:44:44 | _ 18442]
| |2013-03-2006:39:18/2013.03-21 06:44:44 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013.03-2006:41:07|2013.03-21 06:41:50| _ 18442]
| |2013-03-2006:41:07|2013.03-21 06:41:50| 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:39:14/2013.03-21 06:42:45 | _ 18442]
| |2013-03-2006:39:14/2013.03-21 06:42:45| 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:41:22|2013.03-21 06:45:23 | _ 18442]
| |2013-03-2006:41:22|2013.03-21 06:45:23| 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:40:04/2013.03-21 06:45:35| _ 18442]
| |2013-03-2006:40:04/2013.03-21 06:45:35| 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:41:37|2013.03-21 06:45:26 | _ 18442]
| |2013-03-2006:41:37/2013.03-21 06:45:26 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:41:42|2013.03-21 06:45:19 | _ 18442]
| |2013-03-2006:41:42|2013.03-21 06:45:19 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013.03-29 |
| |2013-03-2006:41:44/2013.03-21 06:44:08 | _ 18442]
| |2013-03-2006:41:44/2013.03-21 06:44:08 | 18453 Med | 2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2807986)  |2013-03-29 |

| |2013-03-20 06:41:58 |2013-03-21 06:44:13 18442 Microsoft Internet Explorer Security Update (2809289) 2013-03-29
| |2013-03-20 06:41:58 |2013-03-21 06:44:13 18443 Microsoft Internet Explorer Security Update (2809289) - x64 2013-03-29
| ]2013-03-20 06:41:58 |2013-03-21 06:44:13 18453 Med |  2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986) 2013-03-29

| |2013-03-20 06:41:38 |2013-03-21 06:44:20 18442 h Microsoft Internet Explorer Security Update (2809289) 2013-03-29
1 ]2013-03-20 06:41:38 |2013-03-21 06:44:20 18443 Microsoft Internet Explorer Security Update (2809289) - x64 2013-03-29
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2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986)

1|Microsoft Internet Explorer Security Update (2809289)
2|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabilities (2807986)
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IAV Sacan from 27 March 2013 FOR OFFICIAL USE ONLY

[P Hosmame Jos  iab [FirstSeen __ [LastSeen ____AuditiD_|Associated IAV

Windows Server 2008 R2 (X64), Service Pack 1 | |2013-03-07 05:39:06 |2013-03-27 06:49:01 18319 Med |  2|McAfee Virus Scan Enterprise P

Windows Server 2008 R2 (X64), Service Pack 1 | |2013-03-07 05:42:30 |2013-03-27 06:54:02 18319 Med |  2|McAfee Virus Scan Enterprise Privilege Escalation (20130226) 2013-04-03
Windows Server 2008 (X64), Service Pack2 | |2013-03-07 05:40:17 |2013-03-27 06:49:47 18319 'Med |  2|McAfee Virus Scan Enterprise Privilege Escalation (20130226) 2013-04-03

Windows Server 2008 (X64), Service Pack2 | |2013-03-07 05:42:15 |2013-03-27 06:55:27 18319 Med |  2|McAfee Virus Scan Enterprise Privilege Escalation (20130226) 2013

Windows Server 2008 R2 (X64), Service Pack 1 | |2013-03-07 05:42:19 |2013-03-27 06:54:32 18319 Med |  2|McAfee Virus Scan Enterprise Privilege Escalation (20130226) 2013
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Windows Server 2008 R2 (X64), Service Pack 1 | |2013-03-07 05:17:18 |2013-03-27 06:22:36 18319 Med |  2|McAfee Virus Scan Enterprise Privilege Escalation (20130226) 201

Windows Server 2003, Service Pack 2 | |2013-03-10 06:36:05 | 2013-03-27 06:54:35 18302 i ultiple Vulnerabilities (201
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Windows Server 2008 (X64), Service Pack 2 2013-03-07 05:38:03 |2013-03-27 06:47:13 2|McAfee Virus Scan Enterprise Privilege Escalation (20130226)

FOR OFFICIAL USE ONLY - Not For Public Release.
DISTRIBUTION STATEMENT B. Distribution authorized to U.S. Government agencies only. Assigned pursuant to Public Law 107-296. Page 9 of 97



IAV Sacan from 3 April 2013

FOR OFFICIAL USE ONLY

Lab |First Seen

Last Seen

AuditID

2012-05-11 05:18:58

2013-04-03 06:40:50

2013-03-20 06:37:27

2013-04-03 06:40:50

2012-05-11 05:18:58

2013-04-03 06:40:50

2013-03-07 05:34:14

2013-04-03 06:35:31

2013-02-27 05:46:11

2013-04-03 06:46:50

2013-01-30 06:16:12

2013-04-03 06:46:11

2013-01-30 06:16:12

2013-04-03 06:46:11

2013-02-26 05:38:23

2013-04-03 06:38:33

2013-03-16 06:

2013-04-03 06:08:31

2013-03-16 06

2013-04-03 06:08:31

2013-03-16 06

2013-04-03 06:08:31

2013-03-16 06:

2013-04-03 06:08:31

2013-03-16 06:12:46

2013-04-03 06:08:31

2013-03-16 06:12:46

2013-04-03 06:08:31

2013-03-16 06:12:46

2013-04-03 06:08:31

2012-10-17 05:13:12

2013-04-03 06:16:16

2013-03-16 06:43:47

2013-04-03 06:45:35

2012-08-29 05:16:32

2013-04-03 06:16:03

2013-03-16 06:12:46

2013-04-03 06:08:31

2013-03-16 06:

2013-04-03 06:08:31

2013-03-16 06

2013-04-03 06:08:31

2013-03-16 06:12:46

2013-04-03 06:08:31

2013-03-16 06:12:46

2013-04-03 06:08:31

2013-03-16 06:12:46

2013-04-03 06:08:31

2013-03-16 06:12:46

2013-04-03 06:08:31

2013-03-16 06:12:46

2013-04-03 06:08:31

2013-03-16 06:12:46

2013-04-03 06:08:31

2013-02-26 05:47:56

2013-04-03 06:46:04

2013-02-26 05:47:56

2013-04-03 06:46:04

2013-03-16 06:12:46

2013-04-03 06:08:31

2013-01-16 05:47:56

2013-04-03 06:46:27

2013-03-07 05:41:33

2013-04-03 06:41:37

2013-01-16 05:48:00

2013-04-03 06:46:52

2013-02-27 05:07:14

2013-04-03 06:06:18

2013-02-27 05:07:14

2013-04-03 06:06:13

2013-02-27 05:20:11

2013-04-03 06:18:13

2013-02-27 05:20:18

2013-04-03 06:18:14

2013-02-27 05:26:56

2013-04-03 06:23:30

2013-02-27 05:27:54

2013-04-03 06:23:26

2013-02-26 05:38:23

2013-04-03 06:38:33

2013-02-26 05:38:23

2013-04-03 06:38:33

2013-02-27 05:46:21

2013-04-03 06:46:52

2013-03-13 06:41:10

2013-04-03 06:46:50

2013-03-13 06:41:10

2013-04-03 06:46:50

2013-03-20 06:33:08

2013-04-03 06:35:31

2013-03-25 14:59:50

2013-04-03 06:42:01

2013-03-20 06:36:51

2013-04-03 06:38:25

2013-03-20 06:32:29

2013-04-03 06:38:33

2013-03-20 06:36:51

2013-04-03 06:38:25

2013-03-20 06:32:29

2013-04-03 06:38:33

Associated IAV

Severity  |Audit Due Date
Apache HTTPD Server Version Out Of Date Overdue
OpenSSH Multiple Vulnerabilities (200609) Overdue
Apache Multiple Vulnerabilities (20100305) Overdue
Adobe Flash Multiple Vulnerabilities (20130226) - IE Overdue
Oracle JRE/JDK Multiple Vulnerabilities (CPU-FEB-2013) (02192013) - Windows/JRE Overdue
CGI - ColdFusion Example application Overdue
CGI - ColdFusion Example application 2 Overdue
Microsoft Internet Explorer Security Update (2792100) - XP x64/2003 Overdue
Internet Explorer ADODB.Stream Object Not Disabled Overdue
Microsoft Windows CSRSS Multiple Vulnerabilities (930178) Overdue
Microsoft Windows Win32 API Remote Code Execution (935839) Overdue
Microsoft Windows GDI+ Multiple Vulnerabilities (954593) - 2003 Overdue
Microsoft Windows Autorun Update (967940) Overdue
Microsoft Windows GDI+ Remote Code Execution (2489979) - 2003 Overdue
FRAGO 11 HonorAutorunSetting Check Overdue
HP Insight Management Agent Multiple Vulnerabilities (20120501) Overdue
HP Insight Management Agent Multiple Vulnerabilities (20120501) Overdue
HP Insight Management Agent Multiple Vulnerabilities (20120501) Overdue
Microsoft Windows GDI Multiple Vulnerabilities (925902) Overdue
Microsoft Agent Remote Code Execution (932168) Overdue
Microsoft Windows TCP/IP Remote Code Execution (941644) Overdue
Microsoft RDC Remote Code Execution (970927) - Windows 2003 Overdue
Microsoft Windows TCP/IP Remote Code Execution (967723) - 2003 Overdue
Microsoft Windows GDI+ Multiple Vulnerabilities (957488) - 2003 Overdue
Microsoft Windows Shell/WordPad COM Object Code Execution (2405882) - WordPad Overdue
Microsoft Windows Components DLL Preloading (2570947) - XP/2003 Overdue
Microsoft Windows Object Packager Remote Code Execution (2603381) Overdue
Microsoft Windows Common Controls Code Execution (2664258) Overdue
Microsoft Windows Common Controls Code Execution (2720573) Overdue
Microsoft SSL/TLS Information Disclosure (2643584) - KB2638806 Overdue
Microsoft XML Core Services (2756145) - MSXML 5.0 Overdue
Microsoft XML Core Services (2756145) - MSXML 5.0 Overdue
Microsoft XML Core Services (2756145) - MSXML 5.0 Overdue
VMware ESX/ESXi Server Multiple Vulnerabilities (20130201) - ESXi Overdue
VMware ESX/ESXi Server Multiple Vulnerabilities (20130201) - ESXi Overdue
VMware ESX/ESXi Server Multiple Vulnerabilities (20130201) - ESXi Overdue
VMware ESX/ESXi Server Multiple Vulnerabilities (20130201) - ESXi Overdue
VMware ESX/ESXi Server Multiple Vulnerabilities (20130201) - ESXi Overdue
VMware ESX/ESXi Server Multiple Vulnerabilities (20130201) - ESXi Overdue
Microsoft Windows Media Remote Code Execution (2780091) Overdue
Microsoft Vector Markup Language Remote Code Execution (2797052) - XP x64/2003 Overdue
Adobe Reader/Acrobat Multiple Vulnerabilities (20130213) - Windows - Reader 10 Overdue
Oracle JRE/JDK Multiple Vulnerabilities (20130304) - Windows - JRE Overdue
Oracle JRE/JDK Multiple Vulnerabilities (20130304) - Windows - JRE Overdue
Adobe Flash Multiple Vulnerabilities (20130312) - IE Overdue
Microsoft Internet Explorer Security Update (2809289) Overdue
Microsoft Internet Explorer Security Update (2809289) Overdue
Microsoft Internet Explorer Security Update (2809289) Overdue
Microsoft Silverlight Unsafe Memory Access (2814124) - Windows Overdue
Microsoft Silverlight Unsafe Memory Access (2814124) - Windows Overdue
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P _Hosame ____Jos  [tab [FirstSeen  lastSeen [AuditD Associated AV __[Risk [Severty Audt __ [oueDate |
| 1|Apache HTTPD Server Versi
Uinux2622-2623 | [2012051105:18:58 [2013.04-0910:44:49 |  12356|
Linx2622-2623 |  [2012:0511051858 [2013.04-0910:44:49 |  15366| Med | 2|Apache Reverse Proxy Crafted URI Request Information Disclosure - Banner _|Overdue |
Med | 2|Apache Mod_SetEnvif htaccess Privilege Escalaton  |Overdue |
Linux2622-2623 | [2012:0511051858 |2013.04-0910:44:49 | 15889 Med | 2|Apache Multiple Vulnerabilties (20120131) -Banner ___ |Overdue |
Linux2622-2623 | [201303.0705:38:34 [2013.04-0910:44:49 | 18321 Med | 1|Apache HTTP Server Multiple Cross Site Scripting Vulnerabilities -Remote _________[Overdue |

Windows Server 2003, Service Pack 2 | |2013-02-21 05:16:36 |2013-04-09 10:42:55 17584 IMed |  1|Apache Tomcat Multiple Vulnerabilities (20121105)

Windows Server 2003, Service Pack 2 | |2013-03-07 05:24:14 |2013-04-09 10:29:55 17270 IMed | 2|Microsoft SQL Server Privilege Escalation (2754849) - 2005

Windows Server 2003, Service Pack2 | |2013.0312 194223 20130408 19:42:47 | 18389
Windows Server 2008 R2 (X64), Service Pack 1| _|2013.01-16 0548:15 |2013-04-09 10:47:45 | 11950 Med | 2|vicrosoft SQL Server Priviege Escalation (2754649)-2008R2___|overdue__|
Windows Server 2006, Service Pack2 | |2013:02-26 0547i56 |2013-04-09 10:48:03 | 16080
Windows Server 2008 R2 (X64), Service Pack 1| |2013-01-30 06:1612 |201304-00 10:48:11 | 270
Windows Server 2008 R2 (X64), Servics Pack 1| _|2013:01-30 06:16:12 |2013-04-09 10:48:11 | 271
indows Server 2003, Service Pack2 | |2013.01-02 054525 |201304-00 10:47:49 | 16715

Windows Server 2003, Service Pack2 | |2012-10-17 05:26:50 |2013-04-0806:41:56 | 17270| Med | 2|Microsoft SQL Server Privilege Escalation (2754349) - 2005
Windows Server 2003, Service Pack2 | [2013:02:26 05:38:23 |2013.04-0806:41:56 | 18211 Med | 1|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabiliies (2778344) _|Overdue |
Windows Server 2003, Service Pack2 | [2013:02:26 05:38:23 |2013.04-0806:41:56 | 1821 Med | 2|Microsoft NET Framework Privilege Escalation (2800277)-KB2789643  |Overdue |
Windows Server 2003, Service Pack2 | [2013:02-26 05:38:23 [2013.04-0806:41:56 | 1822 Med | 2|Microsoft Windows Kernel Privilege Escalation (2799494) _____[Overdue |
Windows Server 2003, Service Pack2 | [2013:02-26 05:38:23 |2013.04-0806:41:56 | 18224] High
Windows Server 2003, Service Pack2 | [2013:02-26 05:38:23 [2013.04-0806:41:56 | 18228|
Med | 2|Microsoft NET Framework Privilege Escalation (2800277) -KB2789642  |Overdue |
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Windows Server 2003, Service Pack2 | |2012:10-17 05:13:12 |2013-04-0910:27:30 | 16020 i
Windows Server 2003, Service Pack2 | [2012-11-01 05:12:56 |2013-04-0910:27:30 | 17431
12:56 Med | 2|Apache Multiple Vulnerabilties (20120131) -Remote __ |Overdue |
Windows Server 2003, Service Pack2 | [2012-10-17 05:24:08 [2013-04-0910:37:28 | _ 17270| Med | 2|Microsoft SQL Server Privilege Escalation (2754849)-2005_______________|Overdue |

Windows Server 2003, Service Pack 2 | |2012-07-18 05:24:58 |2013-04-09 10:42:13 16749 Med |  2|Microsoft SharePoint Privilege Elevation (2695502) - KB2596942
Windows Server 2003, Service Pack 2 | [2013-03-120 9 |2013-04-09 10:42:14 Med | 2|Microsoft SharePoint Privilege Elevation (2695502) - KB2596942
Windows Server 2003, Service Pack 2 2013-02-27 05:46:21 |2013-04-09 10:42:24 18278 Adobe Reader/Acrobat Multiple Vulnerabilities (20130213) - Windows - Reader 10

Windows Server 2003, Service Pack 2 | |2013-03-09 06:39:16 |2013-04-09 10:42:24 16749 Med |  2|Microsoft SharePoint Privilege Elevation (2695502) - KB2596942

Windows Server 2003, Service Pack 2 | |2012-08-29 05:16:32 |2013-04-09 10:26:37 16920 HP Insight Management Agent Multiple Vulnerabilities (20120501)
Windows Server 2003, Service Pack 2 | 2013-02-13 05:17:19 |2013-04-09 10:26:37 17431 Med |  2|Apache Multiple Vulnerabilities (20120131) - Remote

Windows Server 2003 | |2012-11-01 05:29:52 |2013-04-09 10:39:44 17431 Med |  2|Apache Multiple Vulnerabilities (20120131) - Remote
Windows Server 2003 | |2012-11-01 05:29:52 |2013-04-09 10:39:44 Med |  2|Apache Multiple Vulnerabilities (20120131) - Remote

FOR OFFICIAL USE ONLY - Not For Public Release.
DISTRIBUTION STATEMENT B. Distribution authorized to U.S. Government agencies only. Assigned pursuant to Public Law 107-296. Page 12 of 97




1AV Sacan from 4 April 2013 FOR OFFICIAL USE ONLY

FOR OFFICIAL USE ONLY - Not For Public Release.
DISTRIBUTION STATEMENT B. Distribution authorized to U.S. Government agencies only. Assigned pursuant to Public Law 107-296. Page 13 of 97



IAV Sacan from 5 April 2013

FOR OFFICIAL USE ONLY

1P Hostname oS

Lab

First Seen

AuditiD

Associated IAV

Last Seen

Windows Server 2003, Service Pack 2

2013-03-28 06:18:03

2013-04-05 06:13:50

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2012-12-26 19:53:58

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2012-12-26 19:53:58

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2012-12-26 19:53:58

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2012-12-26 19:53:58

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2012-12-26 19:53:58

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2012-12-26 19:53:58

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2012-12-26 19:53:58

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2012-10-22 17:50:07

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-03-27 20:03:13

2013-04-04 19:48:46

Windows Server 2003, Service Pack 2

2013-01-23 20:05:09

2013-04-04 19:48:46 12370

Windows Server 2003, Service Pack 2

2012-06-08 11:03:19

2013-04-05 06:13:50 14991

Windows Server 2003, Service Pack 2

2013-03-28 06:18:03

2013-04-05 06:13:50 16152

Windows Server 2003, Service Pack 2

2013-03-27 06:11:31

2013-04-05 06:13:50 16574

Windows Server 2003, Service Pack 2

2013-01-16 05:15:25

2013-04-05 06:13:50 17924

Windows Server 2003, Service Pack 2

2013-03-12 19:03:25

2013-04-04 19:48:46 18395

Windows Server 2003, Service Pack 2

2013-04-03 06:12:21

2013-04-05 06:13:50 18588

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-03-25 14:33:57

2013-04-05 06:19:58

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-02-25 20:25:43

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-02-25 20:25:43

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-02-25 20:25:43

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17 High

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-02-25 20:25:43

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-02-25 20:25:43

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-02-25 20:25:43

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17
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Severity

Audit

Auto Sharing Drive Problem - Server

Scheduler Service Potential Security Hazard

Microsoft File System Object Registered

Terminal Services Service

Microsoft Windows Security Zone Settings

Microsoft Internet Explorer Security Zones Policy Changes

Microsoft Internet Explorer Trusted Sites Add/Delete

Microsoft Windows Task Scheduler Task Scheduler Properties

Microsoft Windows New Task Creation Unprohibited

Microsoft Windows Terminal Services Connections Limit

Microsoft Windows Recycle Bin Auto-Delete

Microsoft Windows Account Logon Success/Failure Auditing

Microsoft Windows Account 1t Success/Failure Auditing

Microsoft Windows Logon Success/Failure Auditing

Microsoft Windows Object Access Failure Auditing

Microsoft Windows Policy Change Success Auditing

Microsoft Windows Privilege Use Failure Auditing

Microsoft Windows System Event Success Auditing

ICMP Timestamp Request

Microsoft Windows Event Log Security

Service Control - HTTP SSL

Service Control - 1IS Admin Service

Service Control - Terminal Services

Service Control - Web Element Manager

Service Control - World Wide Web Publishing Service

Service Control - Print Spooler

Microsoft Windows mshta.exe ACL

Service Control - Secondary Logon

SSL Certificate Domain Name Mismatch

Microsoft HTML Help Buffer Overflow (Zero-Day)

Quest InTrust Multiple Vulnerabilities (Zero-Day)

Microsoft XML Core Services Remote Code Execution (2719615)

Microsoft Revocation of Fr Certificates (2798897)

Apache Tomcat Default Error Page Version Detection

Microsoft Windows Service Isolation Privilege Escalation - 1IS

Allocate floppies

Auto Sharing Drive Problem - Server

Microsoft SynAttackProtect

Windows Legal Notice Caption Not Enabled

Smart Card Removal Behavior

Microsoft Windows Safe DLL Searching

Microsoft Windows Cached Credential Storage

Microsoft Windows NTLM SSP Clients - XP/2003

Microsoft Windows Network Bridge Permitted

Microsoft Windows Case Insensitivity for Non-Windows Subsystems

Microsoft NetMeeting: Disable Remote Desktop Sharing

Microsoft Windows Security Zone Settings

Microsoft Internet Explorer Security Zones Policy Changes

Microsoft Internet Explorer Trusted Sites Add/Delete

Microsoft Internet Explorer Automatic Install of Components

Microsoft IE Software Updates Check

Microsoft Windows Task Scheduler Task Scheduler Properties

Microsoft Windows New Task Creation Unprohibited

Microsoft Windows Terminal Services Session Restriction

Microsoft Windows Terminal Services Connections Limit

Microsoft Windows Terminal Services Local Administrator Customization

Microsoft Windows Terminal Services Client Minimum Encryption

Microsoft Windows Terminal Services Temporary Folders

Microsoft Windows Terminal Services Temporary Directory Deletion

Microsoft Windows Terminal Services Idle Session Time Limit
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[ e N A e S A L N D N N S T N L e A L N N A N N DN N D N L N L S e T A N e N T e e e L e D N R N N N N A LN N N N N S A L e N T O N L N S T )

Microsoft Windows Security Event Log Warning Level

Page 14 of 97



IAV Sacan from 5 April 2013

FOR OFFICIAL USE ONLY

Windows Server 2003, Service Pack 2

2012-12-21 20:02:52

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2012-12-21 20:02:52

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2012-12-21 20:02:52

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2012-12-21 20:02:52

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2012-12-21 20:02:52

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2012-12-21 20:02:52

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2012-12-21 20:02:52

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2012-10-22 17:55:48

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2012-04-12 17:57:09

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-02-26 05:20:41

2013-04-05 06:19:58

Windows Server 2003, Service Pack 2

2013-04-04 19:12:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-02-26 05:20:41

2013-04-05 06:19:58

Windows Server 2003, Service Pack 2

2013-03-27 06:19:49

2013-04-05 06:19:58

Windows Server 2003, Service Pack 2

2013-02-26 05:20:41

2013-04-05 06:19:58

Windows Server 2003, Service Pack 2

2013-03-12 19:56:17

2013-04-04 19:12:17

Windows Server 2003, Service Pack 2

2013-04-03 06:16:15

2013-04-05 06:19:58

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-14 06:07:19

2013-04-05 06:08:40

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-29 19:08:40

2013-04-04 19:06:27

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-29 19:08:40

2013-04-04 19:06:27

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-01 19:06:30

2013-04-04 19:06:27

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-31 17:05:46

2013-04-04 19:06:27

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-31 17:05:46

2013-04-04 19:06:27

Windows Server 2008 R2 (X64), Service Pack 1

2012-06-08 11:03:40

2013-04-05 06:08:40

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-02 19:21:10

2013-04-04 19:06:27

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:11:14

2013-04-05 06:08:40

Windows Server 2008 R2 (X64), Service Pack 1

2013-01-16 05:09:56

2013-04-05 06:08:40

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-03 06:08:35

2013-04-05 06:08:40

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-22 17:05:32

2013-04-04 19:02:27

Windows Server 2008 R2 (X64), Service Pack 1

2012-09-28 17:05:49

2013-04-04 19:02:27

Windows Server 2008 R2 (X64), Service Pack 1

2012-09-28 17:05:49

2013-04-04 19:02:27

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-05 06:04:48

2013-04-05 06:04:48

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-05 06:04:48

2013-04-05 06:04:48

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-05 06:04:48

2013-04-05 06:04:48

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-05 06:04:48

2013-04-05 06:04:48

Windows Server 2008 R2 (X64), Service Pack 1

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:08:18

2013-01-16 05:08:08

2013-04-05 06:04:48

2013-04-05 06:04:48

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-03 06:08:47

2013-04-05 06:04:48

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-28 05:07:58

2013-04-05 06:07:40

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-22 17:05:55

2013-04-04 19:02:29

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-29 19:08:46

2013-04-04 19:02:29

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-29 19:08:46

2013-04-04 19:02:29

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-28 05:07:58

2013-04-05 06:07:40

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:11:01

2013-04-05 06:07:40

Windows Server 2008 R2 (X64), Service Pack 1

2013-01-16 05:08:51

2013-04-05 06:07:40

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-03 06:08:50

2013-04-05 06:07:40

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-07 05:07:30

2013-04-05 06:07:46

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-07 05:07:30

2013-04-05 06:07:46

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-07 05:07:30

2013-04-05 06:07:46

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-07 05:07:30

2013-04-05 06:07:46

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-05 19:02:50

2013-04-04 19:03:28

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-05 19:02:50

2013-04-04 19:03:28

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-05 19:02:50

2013-04-04 19:03:28

Windows Server 2008 R2 (X64), Service Pack 1

2012-12-05 19:04:33

2013-04-04 19:03:28

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:03:21

2013-04-04 19:03:28

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:03:21

2013-04-04 19:03:28

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-07 05:07:30

2013-04-05 06:07:46

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:06:49

2013-04-05 06:07:46

Windows Server 2003, Service Pack 2

2013-03-17 06:14:59

2013-04-05 06:18:32

FOR OFFICIAL USE ONLY - Not For Public Release.

Microsoft Windows Account Logon Success/Failure Auditing
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Microsoft Windows Object Access Failure Auditing

Microsoft Windows Policy Change Success Auditing

Microsoft Windows Privilege Use Failure Auditing

Microsoft Windows System Event Success Auditing

Virus-Protection Software

LDAP Client Signing

Microsoft Windows Terminal Services Disconnected Session Time Limit

Microsoft Windows Blank Password Restrictions

Microsoft Windows Kernel-Mode Printer Installation

Microsoft Windows Quasi-Free Connections

Microsoft Windows Terminal Server Secure RPC Communication

ICMP Timestamp Request

Microsoft Windows TCP Dropped Connect Requests

Microsoft Windows Named Pipes and Shares Restriction

Microsoft Windows Terminal Services Saved Passwords

Microsoft Windows Autorun.inf Autoplay

SSL Certificate Domain Name Mismatch

Microsoft Windows Global System Objects Auditing

Microsoft HTML Help Buffer Overflow (Zero-Day)

Security Update of ActiveX Kill Bits (948881) - 2003/2008/2008R2

Quest InTrust Multiple Vulnerabilities (Zero-Day)

Microsoft XML Core Services Remote Code Execution (2719615)

Microsoft Revocation of Fr Certificates (2798897)

Apache Tomcat Default Error Page Version Detection

Microsoft Windows Service Isolation Privilege Escalation - 1IS

Auto Sharing Drive Problem - Server

Scheduler Service Potential Security Hazard

Microsoft File System Object Registered

ICMP Timestamp Request

SSL Certificate Domain Name Mismatch

SSL Certificate Self-Signed

Microsoft HTML Help Buffer Overflow (Zero-Day)

Microsoft SQL Server Version Disclosure

Microsoft XML Core Services Remote Code Execution (2719615)

Microsoft Revocation of Fr Certificates (2798897)

Microsoft Windows Service Isolation Privilege Escalation - SQL Server

ICMP Timestamp Request

SSL Certificate Domain Name Mismatch

SSL Certificate Self-Signed

Microsoft Revocation of Fraudulent Certificates (2524375)

Microsoft Revocation of Fr DigiNotar Certificates (2607712)

Microsoft Revocation of Weak DigiCert Sdn. Bhd Certificates (2641690)

Microsoft Revocation of Fr Certificates (2718704)
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Microsoft XML Core Services Remote Code Execution (2719615)

Microsoft Revocation of Fr Certificates (2798897)

Microsoft Windows Service Isolation Privilege Escalation - SQL Server

Auto Sharing Drive Problem - Server

ICMP Timestamp Request

SSL Certificate Domain Name Mismatch

SSL Certificate Self-Signed

Microsoft HTML Help Buffer Overflow (Zero-Day)

Microsoft XML Core Services Remote Code Execution (2719615)

Microsoft Revocation of Fraudulent Certificates (2798897)

Microsoft Windows Service Isolation Privilege Escalation - SQL Server

MSCHAPv2 VPN

MS RAS Encrypt

MS RAS Logging

Auto Sharing Drive Problem - Server

Force User to Log Out if Shell Crashes

Scheduler Service Potential Security Hazard

Microsoft File System Object Registered

ICMP Timestamp Request

SSL Certificate Domain Name Mismatch

SSL Certificate Self-Signed

Microsoft HTML Help Buffer Overflow (Zero-Day)

Microsoft XML Core Services Remote Code Execution (2719615)
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Auto Sharing Drive Problem - Server
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Microsoft File System Object Registered

Terminal Services Service

Microsoft Windows Security Zone Settings

Microsoft Internet Explorer Security Zones Policy Changes

Microsoft Internet Explorer Trusted Sites Add/Delete

Microsoft Windows Task Scheduler Task Scheduler Properties

Microsoft Windows New Task Creation Unprohibited

Microsoft Windows Terminal Services Connections Limit

Microsoft Windows Disable User to Patch Elevated Products

Microsoft Windows Account Logon Success/Failure Auditing

Microsoft Windows Account N 1t Success/Failure Auditing

Microsoft Windows Logon Success/Failure Auditing

Microsoft Windows Object Access Failure Auditing

Microsoft Windows Policy Change Success Auditing

Microsoft Windows Privilege Use Failure Auditing

Microsoft Windows System Event Success Auditing

ICMP Timestamp Request

Microsoft Windows Event Log Security

Service Control - HTTP SSL

Service Control - 1IS Admin Service

Service Control - Remote Server Manager

Service Control - Terminal Services

Service Control - Web Element Manager

Service Control - World Wide Web Publishing Service

Service Control - Print Spooler

Microsoft Windows mshta.exe ACL

Service Control - Secondary Logon

SSL Certificate Domain Name Mismatch

Microsoft HTML Help Buffer Overflow (Zero-Day)

Quest InTrust Multiple Vulnerabilities (Zero-Day)

Microsoft XML Core Services Remote Code Execution (2719615)

Apache Tomcat Default Error Page Version Detection

Microsoft Windows Service Isolation Privilege Escalation - 1IS

MSCHAPv2 VPN

MS RAS Encrypt

MS RAS Logging

Auto Sharing Drive Problem - Server

Force User to Log Out if Shell Crashes

Scheduler Service Potential Security Hazard

Microsoft File System Object Registered
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ICMP Timestamp Request

Macrovision FLEXnet Dowr

-/WebAgent ActiveX Insecure Methods (Zero-Day)

Adobe ColdFusion Solr Information Disclosure

SSL Weak Cipher Method Supported

SSL Weak Cipher Method Supported

SSL Certificate Domain Name Mismatch

SSL Certificate Domain Name Mismatch

SSL Certificate Self-Signed

Microsoft HTML Help Buffer Overflow (Zero-Day)

Jetty Denial of Service

Microsoft XML Core Services Remote Code Execution (2719615)

Apache Tomcat Default Error Page Version Detection

Microsoft Windows Service Isolation Privilege Escalation - 1IS

MSCHAPv2 VPN

MS RAS Encrypt

MS RAS Logging

Auto Sharing Drive Problem - Server

Force User to Log Out if Shell Crashes

Scheduler Service Potential Security Hazard

Microsoft File System Object Registered

ICMP Timestamp Request

SSL Certificate Domain Name Mismatch

SSL Certificate Self-Signed

Microsoft HTML Help Buffer Overflow (Zero-Day)

Microsoft XML Core Services Remote Code Execution (2719615)

Auto Sharing Drive Problem - Server

Scheduler Service Potential Security Hazard

Microsoft File System Object Registered

ICMP Timestamp Request
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SSL Certificate Domain Name Mismatch
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SSL Certificate Self-Signed

2012-04-12 17:58:59

2013-04-04 19:03:14

SSL Certificate Weak Signing Algorithm

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-12 05:07:19

2013-04-05 06:07:24

SSL Certificate Weak Signing Algorithm

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-11 17:06:21

2013-04-04 19:06:55

Auto Sharing Drive Problem - Server

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-11 17:06:21

2013-04-04 19:06:55

Scheduler Service Potential Security Hazard

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-22 17:06:02

2013-04-04 19:06:55

Microsoft File System Object Registered

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-11 17:06:21

2013-04-04 19:06:55

ICMP Timestamp Request

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-11 17:06:21

2013-04-04 19:06:55

SSL Certificate Domain Name Mismatch

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-12 05:07:19

2013-04-05 06:07:24

SSL Certificate Self-Signed

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:08:15

2013-04-05 06:07:24

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-03 06:06:57

2013-04-05 06:07:24

Microsoft XML Core Services Remote Code Execution (2719615)

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-29 05:13:08

2013-04-05 06:07:29

Microsoft Windows Service Isolation Privilege Escalation - SQL Server

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-22 17:07:20

2013-04-04 19:03:12

Auto Sharing Drive Problem - Server

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:10:10

2013-04-04 19:03:12

ICMP Timestamp Request

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:10:10

2013-04-04 19:03:12

SSL Certificate Domain Name Mismatch

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:10:10

2013-04-04 19:03:12

SSL Certificate Domain Name Mismatch

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-29 05:13:08

2013-04-05 06:07:29

SSL Certificate Self-Signed

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:10:28

2013-04-05 06:07:29

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:10:28

2013-04-05 06:07:29

Microsoft XML Core Services Remote Code Execution (2719615)

Windows Server 2008 R2 (X64), Service Pack 1

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-13 06:07:35

2012-12-11 14:21:47

2013-04-05 06:07:29

2013-04-05 06:07:29

Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows

Windows Server 2008 R2 (X64), Service Pack 1

2013-02-17 05:09:00

2013-04-05 06:07:29
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Microsoft Internet Explorer XSS Filter Bypass (Zero-Day)

Apache Tomcat Multiple Vulnerabilities (20121204)

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:10:10

2013-04-04 19:03:12

Apache Tomcat Multiple Vulnerabilities (20121204)

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:10:10

2013-04-04 19:03:12

Apache Tomcat HTTP Digest Access Bypass

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:10:10

2013-04-04 19:03:12

Apache Tomcat HTTP Digest Access Bypass

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:10:10

2013-04-04 19:03:12

Apache Tomcat Default Error Page Version Detection

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:10:28

2013-04-05 06:07:29

Apache Tomcat Default Error Page Version Detection

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-03 06:08:14

2013-04-05 06:07:29

Microsoft Internet Explorer 9 Memory Disclosure Vulnerability (Zero-Day)

Windows Server 2003, Service Pack 2

2013-02-26 05:21:12

2013-04-05 06:14:13

Microsoft Windows Service Isolation Privilege Escalation - 1IS

Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

2013-04-04 19:10:54

Auto Sharing Drive Problem - Server

Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

2013-04-04 19:10:54

Microsoft File System Object Registered
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Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

2013-04-04 19:10:54

Microsoft Internet Explorer Security Zones Policy Changes

Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

2013-04-04 19:10:54

Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

Microsoft Internet Explorer Trusted Sites Add/Delete

2013-04-04 19:10:54

Microsoft Windows Task Scheduler Task Scheduler Properties

Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

2013-04-04 19:10:54

Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

Microsoft Windows New Task Creation Unprohibited

2013-04-04 19:10:54

Microsoft Windows Terminal Services Connections Limit

Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

2013-04-04 19:10:54

Microsoft Windows Terminal Services Local Administrator Customization

Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

2013-04-04 19:10:54

Microsoft Windows Disable User to Patch Elevated Products

Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

2013-04-04 19:10:54

Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

Microsoft Windows Recycle Bin Auto-Delete

2013-04-04 19:10:54

Microsoft Windows Registry Auditing

Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

2013-04-04 19:10:54

Windows Server 2003, Service Pack 2

2012-10-22 17:08:40

Microsoft Windows Installer Administration Install Through Terminal Services

2013-04-04 19:10:54

ICMP Timestamp Request

Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

2013-04-04 19:10:54

Windows Server 2003, Service Pack 2

2013-02-26 05:21:12

Microsoft Windows Event Log Security

2013-04-05 06:14:13

Microsoft Windows DCOM Object Registry Permissions

Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

2013-04-04 19:10:54

Windows Server 2003, Service Pack 2

2013-02-25 19:31:33

Microsoft Windows mshta.exe ACL

2013-04-04 19:10:54

CD Autorun Media Change Notification

Windows Server 2003, Service Pack 2

2013-02-26 05:21:12

2013-04-05 06:14:13

Windows Server 2003, Service Pack 2

2013-03-27 06:15:51

Microsoft HTML Help Buffer Overflow (Zero-Day)

2013-04-05 06:14:13

Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows

Windows Server 2003, Service Pack 2

2013-04-03 06:18:43

2013-04-05 06:14:13

Windows Server 2003, Service Pack 2

2013-04-03 06:18:43

Microsoft Windows Service Isolation Privilege Escalation - TAPI

2013-04-05 06:14:13

Microsoft Windows Service Isolation Privilege Escalation - SQL Server

Windows Server 2008, Service Pack 2

2012-05-22 05:26:25

2013-04-05 06:11:16

Windows Server 2008, Service Pack 2

2012-12-05 19:08:31

Auto Sharing Drive Problem - Server

2013-04-04 19:07:18

Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2

2012-12-05 19:08:31

2013-04-04 19:07:18

Windows Server 2008, Service Pack 2

Windows Server 2008, Service Pack 2

2012-10-22 17:05:59

2012-12-31 19:07:58

Microsoft File System Object Registered

2013-04-04 19:07:18

Windows Server 2008, Service Pack 2

Windows Server 2008, Service Pack 2

2012-12-31 19:07:58

2013-04-05 06:11:16
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3

ICMP Timestamp Request

SSL Certificate Domain Name Mismatch

2013-04-04 19:07:18

2013-04-05 06:11:16

Windows Server 2008, Service Pack 2

2013-03-27 06:13:56

3

SSL Certificate Self-Signed

Microsoft XML Core Services Remote Code Execution (2722479) - 5.0

IHigh | 1|Microsoft HTML Help Buffer Overflow (Zero-Day)

2013-04-05 06:11:16

Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows

Windows Server 2008, Service Pack 2

Windows Server 2008, Service Pack 2

2012-10-24 05:08:21

2013-03-27 06:13:56

2013-04-05 06:11:16

2013-04-05 06:11:16

Windows Server 2008, Service Pack 2

2013-04-03 06:09:16

Microsoft Internet Explorer XSS Filter Bypass (Zero-Day)

Microsoft Internet Explorer 9 Memory Disclosure Vulnerability (Zero-Day)

2013-04-05 06:11:16

Microsoft Windows Service Isolation Privilege Escalation - SQL Server

Windows Server 2008, Service Pack 2

2012-05-31 05:22:01

2013-04-05 06:07:57

Windows Server 2008, Service Pack 2

2012-05-31 05:22:01

MSCHAPv2 VPN

2013-04-05 06:07:57

MS RAS Encrypt

Windows Server 2008, Service Pack 2

2012-05-31 05:22:01

2013-04-05 06:07:57

Windows Server 2008, Service Pack 2

2012-05-31 05:22:01

MS RAS Logging

2013-04-05 06:07:57

Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2

2012-05-30 17:36:22

2013-04-04 19:11:22

Windows Server 2008, Service Pack 2

2012-05-30 17:36:22

Force User to Log Out if Shell Crashes

2013-04-04 19:11:22

Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2

2012-12-06 19:11:56

2013-04-04 19:11:22

Windows Server 2008, Service Pack 2

2012-10-22 17:15:36

Microsoft File System Object Registered

2013-04-04 19:11:22

ICMP Timestamp Request

Windows Server 2008, Service Pack 2

2012-08-28 17:18:22

2013-04-04 19:11:22

Windows Server 2008, Service Pack 2

2012-08-28 17:18:22

SSL Certificate Domain Name Mismatch

2013-04-04 19:11:22

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2012-09-24 17:18:00

2013-04-04 19:11:22

Windows Server 2008, Service Pack 2

2012-09-24 17:18:00

SSL Certificate Domain Name Mismatch

2013-04-04 19:11:22

SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2

2012-05-31 05:22:01

2013-04-05 06:07:57

Windows Server 2008, Service Pack 2

2013-03-27 06:11:37

Microsoft HTML Help Buffer Overflow (Zero-Day)

2013-04-05 06:07:57

Microsoft XML Core Services Remote Code Execution (2719615)

Windows Server 2008, Service Pack 2

2013-03-11 06:08:33

2013-04-05 06:07:34

Windows Server 2008, Service Pack 2

2012-06-26 17:50:29

Auto Sharing Drive Problem - Server

2013-04-04 19:06:13

Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2

2013-03-26 19:07:30

2013-04-04 19:06:13

Windows Server 2008, Service Pack 2

2013-03-26 19:07:30

SSL Certificate Domain Name Mismatch

2013-04-04 19:06:13

SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2

2012-06-08 11:02:51

2013-04-05 06:07:34

Windows Server 2008, Service Pack 2

2013-03-27 06:08:12

Microsoft HTML Help Buffer Overflow (Zero-Day)

2013-04-05 06:07:34

Microsoft XML Core Services Remote Code Execution (2719615)

Windows Server 2008, Service Pack 2

2012-10-10 12:51:27

2013-04-05 06:07:34

VMware ESXi Server 4.1

2012-10-22 17:03:14

Oracle Database Session Key Information Leak - Windows

2013-04-04 19:03:38

ICMP Timestamp Request

VMware ESXi Server 4.1

2013-04-03 19:03:27

2013-04-04 19:03:38

Windows Server 2008, Service Pack 2

2013-03-01 05:12:23

SSL Certificate Domain Name Mismatch

2013-04-05 06:08:23
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Auto Sharing Drive Problem - Server

FOR OFFICIAL USE ONLY - Not For Public Release.

DISTRIBUTION STATEMENT B. Distribution authorized to U.S. Government agencies only. Assigned pursuant to Public Law 107-296.

Page 18 of 97



IAV Sacan from 5 April 2013

FOR OFFICIAL USE ONLY

Windows Server 2008, Service Pack 2

2012-06-26 18:14:51

2013-04-04 19:33:27

Windows Server 2008, Service Pack 2

2012-10-22 17:25:50

2013-04-04 19:33:27

Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2

2012-08-28 17:28:43

2013-04-04 19:33:27

ICMP Timestamp Request

Windows Server 2008, Service Pack 2

2012-11-13 19:26:19

2013-04-04 19:33:27

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2012-08-28 17:28:43

2013-04-04 19:33:27

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2013-03-01 05:12:23

2013-04-05 06:08:23

SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2

2013-03-27 06:12:25

2013-04-05 06:08:23

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008, Service Pack 2

2013-03-01 05:12:23

2013-04-05 06:08:23

Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows

Windows Server 2008, Service Pack 2

2013-03-27 06:12:25

2013-04-05 06:08:23

Microsoft Internet Explorer XSS Filter Bypass (Zero-Day)

Windows Server 2008, Service Pack 2

2013-04-03 06:07:55

2013-04-05 06:08:23

Microsoft Internet Explorer 9 Memory Disclosure Vulnerability (Zero-Day)

VMware ESXi Server 4.1

2012-10-22 17:03:12

2013-04-04 19:03:41

Microsoft Windows Service Isolation Privilege Escalation - 1IS

VMware ESXi Server 4.1

2013-04-04 19:03:41

2013-04-04 19:03:41

ICMP Timestamp Request

Windows Server 2003, Service Pack 2

2011-10-18 05:29:33

2013-04-05 06:15:25

SSL Certificate Domain Name Mismatch

Windows Server 2003, Service Pack 2

2011-10-17 17:45:40

2013-04-04 19:10:32

Auto Sharing Drive Problem - Server

Windows Server 2003, Service Pack 2

2011-10-17 17:45:40

2013-04-04 19:10:32

SMTP Service Potential Security Hazard

Windows Server 2003, Service Pack 2

2012-12-13 19:11:27

2013-04-04 19:10:32

Terminal Services Service

Windows Server 2003, Service Pack 2

2012-12-13 19:11:27

2013-04-04 19:10:32

Microsoft Internet Explorer Security Zones Policy Changes

Windows Server 2003, Service Pack 2

2011-10-17 17:45:40

2013-04-04 19:10:32

Microsoft Internet Explorer Trusted Sites Add/Delete

Windows Server 2003, Service Pack 2

2011-10-17 17:45:40

2013-04-04 19:10:32

Microsoft Windows Task Scheduler Task Scheduler Properties

Windows Server 2003, Service Pack 2

2011-10-17 17:45:40

2013-04-04 19:10:32

Microsoft Windows New Task Creation Unprohibited

Windows Server 2003, Service Pack 2

2011-10-17 17:45:40

2013-04-04 19:10:32

Microsoft Windows Terminal Services Connections Limit

Windows Server 2003, Service Pack 2

2011-10-17 17:45:40

2013-04-04 19:10:32

Microsoft Windows Terminal Services Local Administrator Customization

Windows Server 2003, Service Pack 2

2011-10-17 17:45:40

2013-04-04 19:10:32

Microsoft Windows Disable User to Patch Elevated Products

Windows Server 2003, Service Pack 2

2012-12-03 19:11:03

2013-04-04 19:10:32

Microsoft Windows Recycle Bin Auto-Delete

Microsoft Windows N Internet Access

Windows Server 2003, Service Pack 2

2012-12-03 19:11:03

2013-04-04 19:10:32

Windows Server 2003, Service Pack 2

2012-12-03 19:11:03

2013-04-04 19:10:32

Microsoft Windows Object Access Failure Auditing

Windows Server 2003, Service Pack 2

2012-12-03 19:11:03

2013-04-04 19:10:32

Microsoft Windows Privilege Use Failure Auditing

Windows Server 2003, Service Pack 2

2011-10-17 17:45:40

2013-04-04 19:10:32

Microsoft Windows System Event Success Auditing

Windows Server 2003, Service Pack 2

2012-10-22 17:08:58

2013-04-04 19:10:32

Microsoft Windows Registry Auditing

Windows Server 2003, Service Pack 2

2012-12-13 19:11:27

2013-04-04 19:10:32

ICMP Timestamp Request

Windows Server 2003, Service Pack 2

2011-10-17 17:45:40

2013-04-04 19:10:32

Microsoft Windows Event Log Security

Windows Server 2003, Service Pack 2

2013-01-23 19:12:24

2013-04-04 19:10:32

Service Control - HTTP SSL

Windows Server 2003, Service Pack 2

2011-10-17 17:45:40

2013-04-04 19:10:32

Service Control - Human Interface Device Access

Windows Server 2003, Service Pack 2

2011-10-17 17:45:40

2013-04-04 19:10:32

Service Control - 1IS Admin Service

Windows Server 2003, Service Pack 2

2011-10-17 17:45:40

2013-04-04 19:10:32

Service Control - Simple Mail Transport Protocol (SMTP)

Windows Server 2003, Service Pack 2

2012-04-12 17:58:39

2013-04-04 19:10:32

Service Control - World Wide Web Publishing Service

Windows Server 2003, Service Pack 2

2011-10-18 05:29:33

2013-04-05 06:15:25

SSL Certificate Domain Name Mismatch

Windows Server 2003, Service Pack 2

2013-03-27 06:20:08

2013-04-05 06:15:25

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2003, Service Pack 2

2013-04-03 06:12:23

2013-04-05 06:15:25

Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows

Windows Server 2003, Service Pack 2

2013-04-03 06:12:23

2013-04-05 06:15:25

Microsoft Windows Service Isolation Privilege Escalation - TAPI

Windows Server 2008, Service Pack 2

2013-02-15 05:13:27

2013-04-05 06:11:17

Microsoft Windows Service Isolation Privilege Escalation - 1IS

Windows Server 2008, Service Pack 2

2012-10-24 17:05:43

2013-04-04 19:06:20

Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2

2012-10-22 17:05:35

2013-04-04 19:06:20

Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2

2012-08-28 17:05:57

2013-04-04 19:06:20

ICMP Timestamp Request

Windows Server 2008, Service Pack 2

2012-09-14 17:05:59

2013-04-04 19:06:20

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2012-08-28 17:05:57

2013-04-04 19:06:20

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2013-01-16 05:12:40

2013-04-05 06:11:17

SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2

2012-10-26 05:07:48

2013-04-05 06:11:17

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008, Service Pack 2

2013-03-27 06:10:35

2013-04-05 06:11:17

Microsoft Internet Explorer XSS Filter Bypass (Zero-Day)

Windows Server 2008, Service Pack 2

2013-04-03 06:09:01

2013-04-05 06:11:17

Microsoft Internet Explorer 9 Memory Disclosure Vulnerability (Zero-Day)

Windows Server 2008, Service Pack 2

2013-02-08 05:20:57

2013-04-05 06:12:19

Microsoft Windows Service Isolation Privilege Escalation - 1IS

Windows Server 2008, Service Pack 2

2011-09-19 17:32:15

2013-04-04 19:08:36

Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2

2013-02-20 19:04:04

2013-04-04 19:08:36

Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2

2012-08-28 17:07:03

2013-04-04 19:08:36

ICMP Timestamp Request

Windows Server 2008, Service Pack 2

2012-08-28 17:07:03

2013-04-04 19:08:36

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2012-08-28 17:07:03

2013-04-04 19:08:36

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2011-09-19 17:32:15

2013-04-04 19:08:36

SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2

2012-06-20 05:26:59

2013-04-05 06:12:19

Citrix Licensing Server 11.x Unspecified Vulnerabilities (Zero-Day) - Windows

Windows Server 2008, Service Pack 2

2012-04-12 17:58:41

2013-04-04 19:08:36

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008, Service Pack 2

2013-03-27 06:13:11

2013-04-05 06:12:19

Apache ETag Information Disclosure

Windows Server 2008, Service Pack 2

Windows Server 2008, Service Pack 2

2012-10-24 05:08:34

2013-03-27 06:13:11

2013-04-05 06:12:19

2013-04-05 06:12:19

Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows

Windows Server 2008, Service Pack 2

2013-04-03 06:13:04

2013-04-05 06:12:19
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Microsoft Internet Explorer XSS Filter Bypass (Zero-Day)

Microsoft Internet Explorer 9 Memory Disclosure Vulnerability (Zero-Day)

Windows Server 2003, Service Pack 2

2013-03-15 19:03:56

2013-04-04 19:04:28

Microsoft Windows Service Isolation Privilege Escalation - 1IS

Windows Server 2003, Service Pack 2

2013-03-16 06:12:46

2013-04-05 06:08:27

Minimum Password Age

Windows Server 2003, Service Pack 2

2013-03-15 19:03:56

2013-04-04 19:04:28

Minimum Password Length

Windows Server 2003, Service Pack 2

2013-03-15 19:03:56

2013-04-04 19:04:28

Password History

Windows Server 2003, Service Pack 2

2013-03-15 19:03:56

2013-04-04 19:04:28

Allocate floppies

Windows Server 2003, Service Pack 2

2013-03-16 06:12:46

2013-04-05 06:08:27

Microsoft Windows Shutdown Without Logon Security Issue

Windows Server 2003, Service Pack 2

2013-03-15 19:03:56

2013-04-04 19:04:28

Account Lockout Threshold
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Windows Server 2003, Service Pack 2 | [2013-03-15 19:03:56 2013-04-04 19:04:28 2|Windows Legal Notice Caption Not Enabled
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 3|Windows System Events Logs Overwritten

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19: 28
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28
Windows Server 2003, Service Pack 2 2013-03-16 06:12:46 2013-04-05 06:08:27
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28

Windows Security Events Logs Overwritten

Windows Application Events Logs Overwritten

Smart Card Removal Behavior

Microsoft Windows Unsigned Driver Installation Behavior
Microsoft Windows Safe DLL Searching

Microsoft Windows Cached Credential Storage

Microsoft Windows NTLM SSP Clients - XP/2003

Microsoft Windows Network Bridge Permitted

Microsoft Windows Case Insensitivity for Non-Windows Subsystems

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft NetMeeting: Disable Remote Desktop Sharing
Windows Server 2003, Service Pack 2 2012-12-07 19:11:43 2013-04-04 19:04:28 Microsoft Windows Security Zone Settings

Windows Server 2003, Service Pack 2 2012-12-07 19:11:43 2013-04-04 19:04:28 Microsoft Internet Explorer Security Zones Policy Changes
Windows Server 2003, Service Pack 2 2012-12-07 19:11:43 2013-04-04 19:04:28 Microsoft Internet Explorer Trusted Sites Add/Delete

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Internet Explorer Automatic Install of Components
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft IE Software Updates Check

Windows Server 2003, Service Pack 2 2011-09-14 11:45:16 2013-04-04 19:04:28 Microsoft Windows Task Scheduler Task Scheduler Properties
Windows Server 2003, Service Pack 2 2011-09-14 11:45:16 2013-04-04 19:04:28 Microsoft Windows New Task Creation Unprohibited

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Terminal Services Session Restriction
Windows Server 2003, Service Pack 2 2011-09-14 11:45:16 2013-04-04 19:04:28 Microsoft Windows Terminal Services Connections Limit
Windows Server 2003, Service Pack 2 2011-09-14 11:45:16 2013-04-04 19:04:28 Microsoft Windows Terminal Services Local Administrator Customization
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Terminal Services Client Minimum Encryption

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Terminal Services Temporary Folders

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Terminal Services Temporary Directory Deletion
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Terminal Services Idle Session Time Limit

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Terminal Services Original Client Reconnection
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Terminal Services Session Timeout Termination
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Media Player Automatic Updates

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Cache Transforms in Secure Location on Workstation
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Global System Objects Per

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows IP Source Routing Enabled

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Software Restriction Policy Enforcement
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows TCP Retr ission

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows TCP Max Connections Ret issions
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Security Event Log Warning Level

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Ctrl+Alt+Delete Disabled

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Virus-Protection Software

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Security Event Preservation - Security

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 LDAP Client Signing

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Terminal Services Disconnected Session Time Limit
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Blank Password Restrictions

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Kernel-Mode Printer Installation

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Quasi-Free Connections

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Terminal Server Secure RPC Communication
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows TCP Dropped Connect Requests

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Security Event Preservation - Application
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Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Microsoft Windows Security Event Preservation - System

Windows Server 2003, Service Pack 2 | [2013-03-16 06:12:46 2013-04-05 06:08:27 5757 'Med | 2|Microsoft Windows IVT Privilege Escalation (931784)

Windows Server 2003, Service Pack 2 | |2013-03-16 06:12:46 2013-04-05 06:08:27 6143 'Med | 2|Microsoft Windows LSASS Local Privilege Elevation (943485)
Windows Server 2003, Service Pack 2 | |2013-03-15 19:03:56 2013-04-04 19:04:28 6657 low | 1|Microsoft Windows Named Pipes and Shares Restriction

Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19 2|Microsoft Windows Terminal Services Saved Passwords
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 :04: 1|Microsoft Windows Autorun.inf Autoplay

Windows Server 2003, Service Pack 2 2012-06-11 05:35:12 2013-04-05 06:08:27 SSL Weak Cipher Supported
Windows Server 2003, Service Pack 2 2012-06-11 05:35:12 2013-04-05 06:08:27 SSL Weak Cipher Supported
Windows Server 2003, Service Pack 2 2012-06-11 05:35:12 2013-04-05 06:08:27 2/SSL Weak Cipher Supported

N
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Windows Server 2003, Service Pack 2

2012-06-11 05:35:12

2013-04-05 06:08:27

Med

Windows Server 2003, Service Pack 2

2012-06-11 05:35:12

2013-04-05 06:08:27

SSL Weak Cipher Supported

Med

Windows Server 2003, Service Pack 2

2012-06-11 05:35:12

2013-04-05 06:08:27

SSL Weak Cipher Strength Supported

Med

Windows Server 2003, Service Pack 2

2012-06-11 05:35:12

2013-04-05 06:08:27

SSL Weak Cipher Strength Supported

Med

Windows Server 2003, Service Pack 2

2012-06-11 05:35:12

2013-04-05 06:08:27

SSL Weak Cipher Strength Supported

Med

Windows Server 2003, Service Pack 2

2012-06-11 05:35:12

2013-04-05 06:08:27

SSL Weak Cipher Strength Supported

Med

Windows Server 2003, Service Pack 2

2012-06-11 05:35:12

2013-04-05 06:08:27

SSL Weak Cipher Method Supported

Med

Windows Server 2003, Service Pack 2

2012-06-11 05:35:12

2013-04-05 06:08:27

SSL Weak Cipher Method Supported

Med

SSL Weak Cipher Method Supported

Windows Server 2003, Service Pack 2 2012-11-29 19:14:22 2013-04-04 19:04:28 Low SSL Certificate Self-Signed
Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19:04:28 Low Microsoft Windows Global System Objects Auditing
Windows Server 2003, Service Pack 2 2013-03-16 06:12:46 2013-04-05 06:08:27 Med Minis n Password Length - NERC

Windows Server 2003, Service Pack 2 2013-03-16 06:12:46 2013-04-05 06:08:27 Med
Windows Server 2003, Service Pack 2 2013-03-16 06:12:46 2013-04-05 06:08:27 Med

Windows Server 2003, Service Pack 2 2013-03-16 06:12:46 2013-04-05 06:08:27 Med | Microsoft Revocation of Fraudulent Certificates (2524375)

Windows Server 2003, Service Pack 2 2013-03-16 06:12:46 2013-04-05 06:08:27 Med Account Lockout Threshold - HiTrust
Windows Server 2003, Service Pack 2 2013-03-16 06:12:46 2013-04-05 06:08:27 Med 2|Minimum Password Length - HiTrust
Windows Server 2003, Service Pack 2 2013-03-16 06:12:46 2013-04-05 06:08:27 Med Microsoft Revocation of Fraudulent DigiNotar Certificates (2607712)

Med | 2|Microsoft Revocation of Weak DigiCert Sdn. Bhd Certificates (2641690)

Minimum Password Length - PCI DSS
Password History - PCl DSS/HiTrust
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Windows Server 2003, Service Pack 2 2013-03-15 19:03:56 2013-04-04 19: 28
Windows Server 2003, Service Pack 2 2013-03-16 06:12:46 2013-04-05 06:08:27
Windows Server 2003, Service Pack 2 2013-03-27 06:09:49 2013-04-05 06:08:27

Windows Server 2003, Service Pack 2 2013-03-16 06:12:46 2013-04-05 06:08:27

Windows Server 2003, Service Pack 2 2013-02-11 12:20:38 2013-04-05 06:15:50
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-03-19 19:08:04 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2012-10-17 05:13:12 2013-04-05 06:15:50
Windows Server 2003, Service Pack 2 2013-01-15 19:09:40 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-01-28 19:17:43 2013-04-04 19:10:04
Windows Server 2003, Service Pack 2 2013-03-27 06:24:37 2013-04-05 06:15:50

Security Update of ActiveX Kill Bits (948881) - 2003/2008/2008R2
Microsoft Revocation of Fraudulent Certificates (2718704)
Microsoft XML Core Services Remote Code Execution (2719615)

Microsoft Revocation of Fraudulent Certificates (2798897)

3|Auto Sharing Drive Problem - Server

2|Scheduler Service Potential Security Hazard

2|Remote Desktop Help Session Manager Service

3|Terminal Services Service

2|Microsoft Windows Security Zone Settings

2|Microsoft Internet Explorer Security Zones Policy Changes
2|Microsoft Internet Explorer Trusted Sites Add/Delete
3|Microsoft Windows Task Scheduler Task Scheduler Properties
3|Microsoft Windows New Task Creation Unprohibited
2|Microsoft Windows Terminal Services Connections Limit
3|Microsoft Windows Disable User to Patch Elevated Products
3|Microsoft Windows N Internet Access

2|Microsoft Windows Password Filter
2
3
2
2
2
2
2
3
3
1
3
3
1

Microsoft Windows Registry Auditing

ICMP Timestamp Request

Microsoft Windows Event Log Security

Service Control - Application Layer Gateway Service
Service Control - ASP .NET State Service

Service Control - Terminal Services

Service Control - Print Spooler

Microsoft Windows mshta.exe ACL

SSL Certificate Domain Name Mismatch

Microsoft HTML Help Buffer Overflow (Zero-Day)
Apache ETag Information Disclosure

Apache ETag Information Disclosure

Microsoft XML Core Services Remote Code Execution (2719615)

Windows Server 2003, Service Pack 2 2013-04-03 06:16:16 2013-04-05 06:15:50 Microsoft Windows Service Isolation Privilege Escalation - TAPI

Windows Server 2003, Service Pack 2 2012-06-08 11:08:25 2013-04-05 06:14:48 3|Auto Sharing Drive Problem - Server

Windows Server 2003, Service Pack 2 2012-12-13 19:09:15 2013-04-04 19:09:27 Desktop Help Session Manager Service

Windows Server 2003, Service Pack 2 2012-06-26 17:56:53 2013-04-04 19:09:27 3|Terminal Services Service

Windows Server 2003, Service Pack 2 2012-12-13 19:09:15 2013-04-04 19:09:27 2|Microsoft Windows Security Zone Settings

Windows Server 2003, Service Pack 2 2012-12-13 19:09:15 2013-04-04 19:09:27 2|Microsoft Internet Explorer Security Zones Policy Changes
Windows Server 2003, Service Pack 2 2012-12-13 19:09:15 2013-04-04 19:09:27 2|Microsoft Internet Explorer Trusted Sites Add/Delete
Windows Server 2003, Service Pack 2 2012-06-26 17:56:53 2013-04-04 19:09:27 3|Microsoft Windows Task Scheduler Task Scheduler Properties
Windows Server 2003, Service Pack 2 2012-06-26 17:56:53 2013-04-04 19:09:27 3|Microsoft Windows New Task Creation Unprohibited
Windows Server 2003, Service Pack 2 2012-06-26 17:56:53 2013-04-04 19:09:27 2|Microsoft Windows Terminal Services Connections Limit
Windows Server 2003, Service Pack 2 2012-12-13 19:09:15 2013-04-04 19:09:27 3|Microsoft Windows Disable User to Patch Elevated Products
Windows Server 2003, Service Pack 2 2012-06-26 17:56:53 2013-04-04 19:09:27 2|Microsoft Windows Password Filter

Windows Server 2003, Service Pack 2 2012-12-13 19:09:15 2013-04-04 19:09:27 2|Microsoft Windows Registry Auditing
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Windows Server 2003, Service Pack 2

2012-06-26 17:56:53

2013-04-04 19:09:27

Microsoft Windows Installer Administration Install Through Terminal Services

Windows Server 2003, Service Pack 2

2013-04-02 19:08:00

2013-04-04 19:09:27

ICMP Timestamp Request

Windows Server 2003, Service Pack 2

2012-06-26 17:56:53

2013-04-04 19:09:27

Microsoft Windows Event Log Security

Windows Server 2003, Service Pack 2

2012-06-29 17:52:35

2013-04-04 19:09:27

Service Control - Application Layer Gateway Service

Windows Server 2003, Service Pack 2

2012-06-26 17:56:53

2013-04-04 19:09:27

Service Control - ASP .NET State Service

Windows Server 2003, Service Pack 2

2012-06-26 17:56:53

2013-04-04 19:09:27

Service Control - HTTP SSL

Windows Server 2003, Service Pack 2

2012-06-26 17:56:53

2013-04-04 19:09:27

Service Control - 1IS Admin Service

Windows Server 2003, Service Pack 2

2012-06-26 17:56:53

2013-04-04 19:09:27

Service Control - Terminal Services

Windows Server 2003, Service Pack 2

2012-06-26 17:56:53

2013-04-04 19:09:27

Service Control - Upload Manager

Windows Server 2003, Service Pack 2

2012-06-26 17:56:53

2013-04-04 19:09:27

Service Control - World Wide Web Publishing Service

Windows Server 2003, Service Pack 2

2012-06-26 17:56:53

2013-04-04 19:09:27

Service Control - Print Spooler

Windows Server 2003, Service Pack 2

2012-06-26 17:56:53

2013-04-04 19:09:27

Microsoft Windows mshta.exe ACL

Windows Server 2003, Service Pack 2

2012-06-26 17:56:53

2013-04-04 19:09:27

Service Control - Secondary Logon

Windows Server 2003, Service Pack 2

2012-07-13 05:33:31

2013-04-05 06:14:48

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2003, Service Pack 2

Windows Server 2003, Service Pack 2

2013-03-27 06:19:26

2013-04-03 06:16:03

2013-04-05 06:14:48

2013-04-05 06:14:48
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Microsoft XML Core Services Remote Code Execution (2719615)

Microsoft Windows Service Isolation Privilege Escalation - TAPI

Windows Server 2003, Service Pack 2

2013-04-03 06:16:03

2013-04-05 06:14:48

Microsoft Windows Service Isolation Privilege Escalation - 1IS

Windows Server 2003, Service Pack 2

2013-04-05 06:26:40

2013-04-05 06:26:40

Auto Sharing Drive Problem - Server

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Scheduler Service Potential Security Hazard

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft SynAttackProtect

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Automatically Log Off User When Logon time Expires

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Terminal Services Service

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Internet Explorer Security Zones Policy Changes

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Internet Explorer Trusted Sites Add/Delete

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Task Scheduler Task Scheduler Properties

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows New Task Creation Unprohibited

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Terminal Services Session Restriction

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Terminal Services Connections Limit

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Terminal Services Local Administrator Customization

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Disable User to Patch Elevated Products

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Recycle Bin Auto-Delete

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Screen Saver Grace Period

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Security Event Log Warning Level

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows SystemDrive Security

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Registry Auditing

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Registry Auditing

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Registry Auditing

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Registry Auditing

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Registry Auditing

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Registry Auditing

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Registry Auditing

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Installer Administration Install Through Terminal Services

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Terminal Services Disconnected Session Time Limit

Windows Server 2003, Service Pack 2

2012-10-22 17:19:37

2013-04-04 19:21:05

ICMP Timestamp Request

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Event Log Security

Windows Server 2003, Service Pack 2

2013-04-05 06:26:40

2013-04-05 06:26:40

Microsoft Windows DCOM Object Registry Permissions

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Service Control - ASP .NET State Service

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Service Control - HTTP SSL

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Service Control - Internet Connection Firewall /Internet Connection Sharing

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Service Control - Virtual Disk Service

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Service Control - Distributed Link Tracking Client

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Service Control - Distributed Transaction Coordinator

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Service Control - Print Spooler

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Microsoft Windows Anonymous Access To Shares - 2003/Vista

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

Service Control - Secondary Logon

Windows Server 2003, Service Pack 2

2012-09-11 17:25:46

2013-04-04 19:21:05

SSL Certificate Domain Name Mismatch

Windows Server 2003, Service Pack 2

2013-01-31 19:26:14

2013-04-04 19:21:05

CD Autorun Media Change Notification

Windows Server 2003, Service Pack 2

2013-04-05 06:26:40

2013-04-05 06:26:40

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2003, Service Pack 2

2013-03-27 06:26:10

2013-04-05 06:26:40

Microsoft XML Core Services Remote Code Execution (2719615)

Windows Server 2003, Service Pack 2

2013-03-27 06:26:10

2013-04-05 06:26:40

Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows

Windows Server 2003, Service Pack 2

2013-04-03 06:19:18

2013-04-05 06:26:40

Microsoft Windows Service Isolation Privilege Escalation - TAPI

Windows Server 2003, Service Pack 2

2013-04-03 06:19:18

2013-04-05 06:26:40

Microsoft Windows Service Isolation Privilege Escalation - SQL Server

Windows Server 2008, Service Pack 2

2013-03-28 06:14:15

2013-04-05 06:12:51

Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2

2012-10-22 17:27:03

2013-04-04 19:05:05

ICMP Timestamp Request

Windows Server 2008, Service Pack 2

2012-08-28 17:29:08

2013-04-04 19:05:05

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2012-10-23 17:23:58

2013-04-04 19:05:05

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2012-08-28 17:29:08

2013-04-04 19:05:05

SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2

2013-03-28 06:14:15

2013-04-05 06:12:51

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008, Service Pack 2

2013-03-28 06:14:15

2013-04-05 06:12:51
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Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows
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Windows Server 2008, Service Pack 2

2013-03-28 06:14:15

2013-04-05 06:12:51

Windows Server 2008, Service Pack 2

2013-03-28 06:14:15

2013-04-05 06:12:51

Microsoft Internet Explorer XSS Filter Bypass (Zero-Day)

Windows Server 2008, Service Pack 2

2013-04-03 06:11:50

2013-04-05 06:12:51

Microsoft Internet Explorer 9 Memory Disclosure Vulnerability (Zero-Day)

Windows Server 2008, Service Pack 2

2012-05-31 05:23:24

2013-04-05 06:12:27

Microsoft Windows Service Isolation Privilege Escalation - 1IS

Windows Server 2008, Service Pack 2

2012-05-30 17:28:31

2013-04-04 19:07:08

Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2

2013-01-07 19:06:09

2013-04-04 19:07:08

Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2

2013-02-20 19:04:22

2013-04-04 19:07:08

Microsoft File System Object Registered

Windows Server 2008, Service Pack 2

2012-08-28 17:05:46

2013-04-04 19:07:08

ICMP Timestamp Request

Windows Server 2008, Service Pack 2

2012-12-31 19:05:57

2013-04-04 19:07:08

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2012-12-31 19:05:57

2013-04-04 19:07:08

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2012-05-31 05:23:24

2013-04-05 06:12:27

SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2

2013-03-27 06:16:26

2013-04-05 06:12:27

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008, Service Pack 2

2013-04-02 06:15:20

2013-04-05 06:13:40

Microsoft XML Core Services Remote Code Execution (2719615)

Windows Server 2008, Service Pack 2

2012-05-30 17:31:48

2013-04-04 19:09:15

Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2

2012-10-22 17:08:57

2013-04-04 19:09:15

Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2

2012-08-28 17:07:59

2013-04-04 19:09:15

ICMP Timestamp Request

Windows Server 2008, Service Pack 2

2013-03-20 19:08:20

2013-04-04 19:09:15

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2013-03-20 19:08:20

2013-04-04 19:09:15

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2012-05-31 05:23:38

2013-04-05 06:13:40
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2013-03-27 06:24:04

Microsoft Internet Explorer XSS Filter Bypass (Zero-Day)

2013-04-05 06:20:13

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

Microsoft Internet Explorer 9 Memory Disclosure Vulnerability (Zero-Day)

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2013-03-17 06:20:16

Modem Installed

2013-04-05 06:19:52

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

Auto Sharing Drive Problem - Server

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2012-12-07 19:18:57

Terminal Services Service

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2012-12-07 19:18:57

Microsoft Internet Explorer Security Zones Policy Changes

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

Microsoft Internet Explorer Trusted Sites Add/Delete

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

Microsoft Windows Task Scheduler Task Scheduler Properties

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

Microsoft Windows New Task Creation Unprohibited

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

Microsoft Windows Terminal Services Connections Limit

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

Microsoft Windows Terminal Services Local Administrator Customization

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

Microsoft Windows Terminal Services Temporary Folders

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

Microsoft Windows Cache Transforms in Secure Location on Workstation

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

Microsoft Windows Disable User to Patch Elevated Products

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

Microsoft Internet Explorer Security Prompt For Windows Installer Scripts

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

Microsoft Windows Recycle Bin Auto-Delete

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

Microsoft Windows Optional Subsystems Permitted

2013-04-04 19:16:05

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

Microsoft Windows Account Logon Success/Failure Auditing

2013-04-04 19:16:05
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Microsoft Windows Account N 1t Success/Failure Auditing
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Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-04 19:16:05

Microsoft Windows Logon Success/Failure Auditing

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-04 19:16:05

Microsoft Windows Object Access Failure Auditing

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-04 19:16:05

Microsoft Windows Policy Change Success Auditing

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-04 19:16:05

Microsoft Windows Privilege Use Failure Auditing

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-04 19:16:05

Microsoft Windows System Event Success Auditing

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-04 19:16:05

Microsoft Windows Registry Auditing

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-04 19:16:05

Microsoft Windows Installer Administration Install Through Terminal Services

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-04 19:16:05

Microsoft Windows SMB Server Digitally Sign C ications (if client agrees)

Windows Server 2003 (X64), Service Pack 2

2012-10-22 17:15:52

2013-04-04 19:16:05

ICMP Timestamp Request

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-04 19:16:05

Service Control - HTTP SSL

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-04 19:16:05

Service Control - Distributed Link Tracking Client

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-04 19:16:05

Service Control - Distributed Transaction Coordinator

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-04 19:16:05

Microsoft Windows mshta.exe ACL

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-04 19:16:05

Microsoft Windows Anonymous Access To Shares - 2003/Vista

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-04 19:16:05

Microsoft Windows Terminal Services Saved Passwords

Windows Server 2003 (X64), Service Pack 2

2012-08-21 05:11:02

2013-04-05 06:19:52

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2003 (X64), Service Pack 2

Windows Server 2003 (X64), Service Pack 2

2012-11-16 19:15:33

2013-04-03 06:24:35

2013-04-04 19:16:05

2013-04-05 06:19:52
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POSIX Subsystem/SFU/SUA Detected - Enabled

Microsoft Windows Service Isolation Privilege Escalation - TAPI

Windows Server 2003 (X64), Service Pack 2

2013-04-03 06:24:35

2013-04-05 06:19:52

Microsoft Windows Service Isolation Privilege Escalation - SQL Server

Windows Server 2008, Service Pack 2

2013-03-17 06:20:10

2013-04-05 06:21:33

Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2

2012-07-17 17:15:37

2013-04-04 19:17:56

Force User to Log Out if Shell Crashes

Windows Server 2008, Service Pack 2

2012-07-17 17:15:37

2013-04-04 19:17:56

Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2

2012-10-22 17:16:50

2013-04-04 19:17:56

ICMP Timestamp Request

Windows Server 2008, Service Pack 2

2012-08-28 17:18:38

2013-04-04 19:17:56

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2012-08-28 17:18:38

2013-04-04 19:17:56

SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2

2012-07-18 05:06:55

2013-04-05 06:21:33

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008, Service Pack 2

2012-10-10 13:02:08

2013-04-05 06:21:33

Oracle Database Session Key Information Leak - Windows

Windows Server 2008, Service Pack 2

2012-10-24 05:14:15

2013-04-05 06:21:33

Microsoft Internet Explorer XSS Filter Bypass (Zero-Day)

Windows Server 2008, Service Pack 2

2013-03-27 06:24:52

2013-04-05 06:21:33

Microsoft Internet Explorer 9 Memory Disclosure Vulnerability (Zero-Day)

Windows Server 2008, Service Pack 2

2013-03-31 06:32:38

2013-04-05 06:24:41

Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2

2013-03-25 19:28:16

2013-04-04 19:21:49

Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2

2012-10-22 17:20:09

2013-04-04 19:21:49

ICMP Timestamp Request

Windows Server 2008, Service Pack 2

2012-08-28 17:23:19

2013-04-04 19:21:49

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2012-08-28 17:23:19

2013-04-04 19:21:49

SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2

2013-03-17 06:29:42

2013-04-05 06:24:41

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008, Service Pack 2

2013-03-31 06:32:38

2013-04-05 06:24:41

Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows

Windows Server 2008, Service Pack 2

2013-03-17 06:29:42

2013-04-05 06:24:41

Microsoft Internet Explorer XSS Filter Bypass (Zero-Day)

Windows Server 2008, Service Pack 2

2013-03-27 06:35:29

2013-04-05 06:24:41

Microsoft Internet Explorer 9 Memory Disclosure Vulnerability (Zero-Day)

Windows Server 2008, Service Pack 2

2013-04-03 06:30:00

2013-04-05 06:24:41

Microsoft Windows Service Isolation Privilege Escalation - 1IS

Windows Server 2008, Service Pack 2

2013-04-03 06:30:00

2013-04-05 06:24:41

Microsoft Windows Service Isolation Privilege Escalation - SQL Server

Windows Server 2003

2013-03-25 14:36:01

2013-03-25 14:36:01

Auto Sharing Drive Problem - Server

Windows Server 2003

2013-03-13 19:11:36

2013-03-13 19:11:36

ICMP Timestamp Request

Windows Server 2003

2013-03-25 14:36:01

2013-03-25 14:36:01

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2003, Service Pack 2

2013-03-17 06:24:02

2013-04-05 06:23:07

Auto Sharing Drive Problem - Server

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-04 19:51:14

Scheduler Service Potential Security Hazard

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-04 19:51:14

Microsoft File System Object Registered

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-04 19:51:14

Terminal Services Service

Windows Server 2003, Service Pack 2

2013-03-26 20:08:46

2013-04-04 19:51:14

Microsoft Windows Security Zone Settings

Windows Server 2003, Service Pack 2

2013-03-26 20:08:46

2013-04-04 19:51:14

Microsoft Internet Explorer Security Zones Policy Changes

Windows Server 2003, Service Pack 2

2013-03-26 20:08:46

2013-04-04 19:51:14

Microsoft Internet Explorer Trusted Sites Add/Delete

Windows Server 2003, Service Pack 2

2013-03-26 20:08:46

2013-04-04 19:51:14

Microsoft Windows Task Scheduler Task Scheduler Properties

Windows Server 2003, Service Pack 2

2013-03-26 20:08:46

2013-04-04 19:51:14

Microsoft Windows New Task Creation Unprohibited

Windows Server 2003, Service Pack 2

2013-03-26 20:08:46

2013-04-04 19:51:14

Microsoft Windows Terminal Services Connections Limit

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-04 19:51:14

Microsoft Windows Disable User to Patch Elevated Products

Windows Server 2003, Service Pack 2

2012-12-19 20:00:41

2013-04-04 19:51:14

Microsoft Windows Account Logon Success/Failure Auditing

Windows Server 2003, Service Pack 2

2012-12-19 20:00:41

2013-04-04 19:51:14

Microsoft Windows Account I

1t Success/Failure Auditing

Windows Server 2003, Service Pack 2

2012-12-19 20:00:41

2013-04-04 19:51:14

Microsoft Windows Logon Success/Failure Auditing

Windows Server 2003, Service Pack 2

2012-12-19 20:00:41

2013-04-04 19:51:14

Microsoft Windows Policy Change Success Auditing

Windows Server 2003, Service Pack 2

2012-12-19 20:00:41

2013-04-04 19:51:14

Microsoft Windows Privilege Use Failure Auditing

Windows Server 2003, Service Pack 2

2012-12-19 20:00:41

2013-04-04 19:51:14

Microsoft Windows System Event Success Auditing

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-04 19:51:14

Microsoft Windows Registry Auditing

Windows Server 2003, Service Pack 2

2012-10-22 17:54:00

2013-04-04 19:51:14

ICMP Timestamp Request

Windows Server 2003, Service Pack 2

2013-03-26 20:08:46

2013-04-04 19:51:14

Microsoft Windows Event Log Security

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-04 19:51:14

Service Control - HTTP SSL

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-04 19:51:14

Service Control - 1IS Admin Service

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-04 19:51:14

Service Control - Remote Server Manager

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-04 19:51:14

Service Control - Terminal Services

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-04 19:51:14

Service Control - Web Element Manager

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-04 19:51:14

Service Control - World Wide Web Publishing Service

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-04 19:51:14

N N N N S T N D N N N N N T N A T N N S e R N e e T T D N N N R e e e S L O N N L N e T A T DN A P NS

Service Control - Print Spooler
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Windows Server 2003, Service Pack 2 2013-03-26 20:08:46 2013-04-04 19:51:14
Windows Server 2003, Service Pack 2 2013-04-02 19:58:33 2013-04-04 19:51:14
Windows Server 2003, Service Pack 2 2012-04-12 17:52:39 2013-04-04 19:51:14
Windows Server 2003, Service Pack 2 2013-03-17 06:24:02 2013-04-05 06:23:07
Windows Server 2003, Service Pack 2 2013-03-17 06:24:02 2013-04-05 06:23:07
Windows Server 2003, Service Pack 2 2013-03-27 06:30:19 2013-04-05 06:23:07
Windows Server 2003, Service Pack 2 2013-01-16 05:32:56 2013-04-05 06:23:07
Windows Server 2003, Service Pack 2 2013-03-12 19:12:25 2013-04-04 19:51:14
Windows Server 2003, Service Pack 2 2013-04-03 06:29:15 2013-04-05 06:23:07
Windows Server 2008 R2 (X64), Service Pack 1 2013-03-17 06:20:13 2013-04-05 06:18:25
Windows Server 2008 R2 (X64), Service Pack 1 2013-03-26 19:16:28 2013-04-04 19:16:19
Windows Server 2008 R2 (X64), Service Pack 1 2013-03-26 19:16:28 2013-04-04 19:16:19

Microsoft Windows mshta.exe ACL

Service Control - Secondary Logon

SSL Certificate Domain Name Mismatch

Microsoft HTML Help Buffer Overflow (Zero-Day)

Quest InTrust Multiple Vulnerabilities (Zero-Day)

Microsoft XML Core Services Remote Code Execution (2719615)
Microsoft Revocation of Fraudulent Certificates (2798897)
Apache Tomcat Default Error Page Version Detection
Microsoft Windows Service Isolation Privilege Escalation - 1IS
Auto Sharing Drive Problem - Server

Scheduler Service Potential Security Hazard

Microsoft File System Object Registered

Windows Server 2008 R2 (X64), Service Pack 1 2012-10-22 17:15:42 2013-04-04 19:16:19 ICMP Timestamp Request
Windows Server 2008 R2 (X64), Service Pack 1 2013-02-25 19:42:02 2013-04-04 19:16:19 SSL Certificate Domain Name Mismatch
Windows Server 2008 R2 (X64), Service Pack 1 2013-02-25 19:42:02 2013-04-04 19:16:19 SSL Certificate Self-Signed

Windows Server 2008 R2 (X64), Service Pack 1 2013-03-17 06:20:13 2013-04-05 06:18:25
Windows Server 2008 R2 (X64), Service Pack 1 2013-03-27 06:23:05 2013-04-05 06:18:25
Windows Server 2008 R2 (X64), Service Pack 1 2013-01-16 05:26:47 2013-04-05 06:18:25
Windows Server 2008 R2 (X64), Service Pack 1 2013-04-03 06:21:50 2013-04-05 06:18:25

Microsoft HTML Help Buffer Overflow (Zero-Day)

Microsoft XML Core Services Remote Code Execution (2719615)
Microsoft Revocation of Fr lent Certificates (2798897)

Microsoft Windows Service Isolation Privilege Escalation - SQL Server
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Windows Server 2008, Service Pack 2 2013-03-17 06:20:28 2013-04-05 06:22:03 Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2 2012-05-30 17:20:59 2013-04-04 19:26:31 Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2 2012-05-30 17:20:59 2013-04-04 19:26:31 Microsoft File System Object Registered

Windows Server 2008, Service Pack 2 2012-10-22 17:18:29 2013-04-04 19:26:31 ICMP Timestamp Request

Windows Server 2008, Service Pack 2 2013-01-31 19:25:43 2013-04-04 19:26:31 SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2 2013-01-25 19:26:45 2013-04-04 19:26:31 SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2 2013-01-31 19:25:43 2013-04-04 19:26:31 SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2 2012-05-31 05:06:27 2013-04-05 06:22:03 Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008, Service Pack 2 2013-03-27 06:26:27 2013-04-05 06:22:03 Microsoft XML Core Services Remote Code Execution (2719615)
Windows Server 2008, Service Pack 2 2013-04-03 06:22:51 2013-04-05 06:22:03 Microsoft Windows Service Isolation Privilege Escalation - SQL Server
Windows Server 2003, Service Pack 2 2012-09-19 17:24:59 2013-04-04 19:12:14 Minimum Password Age

Windows Server 2003, Service Pack 2 2012-09-19 15:16:58 2013-04-05 06:28:43 Minimum Password Length

Windows Server 2003, Service Pack 2 2012-09-19 17:24:59 2013-04-04 19:12:14 Password History

Windows Server 2003, Service Pack 2 2013-03-17 06:28:47 2013-04-05 06:28:43 Auto Sharing Drive Problem - Server

Windows Server 2003, Service Pack 2 2012-09-19 15:16:58 2013-04-05 06:28:43 Account Lockout Threshold

Windows Server 2003, Service Pack 2 2013-04-03 19:21:47 2013-04-04 19:12:14 ICMP Timestamp Request

Windows Server 2003, Service Pack 2 2012-09-19 15:16:58 2013-04-05 06:28:43 Minimum Password Length - NERC

Windows Server 2003, Service Pack 2 2012-09-19 15:16:58 2013-04-05 06:28:43 Minimum Password Length - PCI DSS

Windows Server 2003, Service Pack 2 2012-09-19 15:16:58 2013-04-05 06:28:43 Password History - PCI DSS/HiTrust

Windows Server 2003, Service Pack 2 2013-03-07 05:24:14 2013-04-05 06:28:43
Windows Server 2003, Service Pack 2 2012-09-19 15:16:58 2013-04-05 06:28:43
Windows Server 2003, Service Pack 2 2012-09-19 15:16:58 2013-04-05 06:28:43
Windows Server 2003, Service Pack 2 2013-03-27 06:32:42 2013-04-05 06:28:43

Microsoft HTML Help Buffer Overflow (Zero-Day)

Account Lockout Threshold - HiTrust

Minimum Password Length - HiTrust

Microsoft XML Core Services Remote Code Execution (2719615)

LI

Windows Server 2003, Service Pack 2 2013-04-03 06:28:50 2013-04-05 06:28:43 2|Microsoft Windows Service Isolation Privilege Escalation - TAPI
Windows Server 2003, Service Pack 2 2013-04-03 06:28:50 2013-04-05 06:28:43 2|Microsoft Windows Service Isolation Privilege Escalation - IS
Windows Server 2003, Service Pack 2 2013-04-03 06:28:50 2013-04-05 06:28:43 2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server
Windows Server 2008, Service Pack 2 2013-03-17 06:23:37 2013-04-05 06:20:10 3|Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2 2013-03-14 19:18:52 2013-04-04 19:14:50 2|Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2 2013-03-14 19:18:52 2013-04-04 19:14:50 3|Microsoft File System Object Registered

Windows Server 2008, Service Pack 2 2013-03-29 19:17:30 2013-04-04 19:14:50 3|ICMP Timestamp Request

Windows Server 2008, Service Pack 2 2013-03-14 19:18:52 2013-04-04 19:14:50 3/SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2 2013-03-14 19:18:52 2013-04-04 19:14:50 3|SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2 2013-03-15 06:43:28 2013-04-05 06:20:10 1|Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008, Service Pack 2 2013-03-27 06:25:02 2013-04-05 06:20:10 1|Microsoft XML Core Services Remote Code Execution (2719615)
Windows Server 2008, Service Pack 2 2013-03-10 06:22:30 2013-04-05 06:20:24 3|Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2 2011-09-14 11:11:41 2013-04-04 19:16:03 2|Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2 2011-09-14 11:11:41 2013-04-04 19:16:03 3|Microsoft File System Object Registered

Windows Server 2008, Service Pack 2 2012-10-10 17:18:38 2013-04-04 19:16:03 3|SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2 2012-10-10 17:18:38 2013-04-04 19:16:03 3|SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2 2013-03-27 06:25:27 2013-04-05 06:20:24 1|Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008, Service Pack 2 2013-03-27 06:25:27 2013-04-05 06:20:24 1|Microsoft XML Core Services Remote Code Execution (2719615)
Windows Server 2008, Service Pack 2 2013-01-08 05:31:52 2013-04-05 06:21:17 3|Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2 2013-03-18 19:36:38 2013-04-04 19:20:06 2|Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2 2013-03-18 19:36:38 2013-04-04 19:20:06 3|Microsoft File System Object Registered

Windows Server 2008, Service Pack 2 2013-01-08 05:31:52 2013-04-05 06:21:17 2|SSL Certificate Invalid Date

Windows Server 2008, Service Pack 2 2012-12-19 19:23:17 2013-04-04 19:20:06 3|SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2 2012-12-19 19:23:17 2013-04-04 19:20:06 3/SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2 2013-03-04 19:22:49 2013-04-04 19:20:06 3|SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2 2012-12-19 19:23:17 2013-04-04 19:20:06 3|SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2 2012-12-19 19:23:17 2013-04-04 19:20:06 3|SSL Certificate Self-Signed
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Windows Server 2008, Service Pack 2

2013-03-04 19:22:49

2013-04-04 19:20:06

Windows Server 2008, Service Pack 2

2013-01-08 05:31:52

2013-04-05 06:21:17

Windows Server 2008, Service Pack 2

2012-04-12 17:52:50

2013-04-04 19:20:06

Windows Server 2008, Service Pack 2

2012-12-19 19:23:17

2013-04-04 19:20:06

Windows Server 2008, Service Pack 2

2013-03-27 06:27:03

2013-04-05 06:21:17

Windows Server 2008, Service Pack 2

2013-04-03 06:22:55

2013-04-05 06:21:17

Windows Server 2008, Service Pack 2

2011-03-17 05:08:52

2013-04-05 06:22:26

Windows Server 2008, Service Pack 2

2012-05-28 17:52:41

2013-04-04 19:17:22

Windows Server 2008, Service Pack 2

2012-05-28 17:52:41

2013-04-04 19:17:22

Windows Server 2008, Service Pack 2

2012-05-28 17:52:41

2013-04-04 19:17:22

Windows Server 2008, Service Pack 2

2012-10-25 17:15:07

2013-04-04 19:17:22

Windows Server 2008, Service Pack 2

2012-11-16 19:15:21

2013-04-04 19:17:22

Windows Server 2008, Service Pack 2

2011-08-02 05:09:06

2013-04-05 06:22:26

Windows Server 2008, Service Pack 2

2013-03-27 06:26:49

2013-04-05 06:22:26

Windows Server 2008, Service Pack 2

2011-03-17 05:08:42

2013-04-05 06:24:08

Windows Server 2008, Service Pack 2

2011-09-14 11:10:55

2013-04-04 19:16:25

Windows Server 2008, Service Pack 2

2011-09-14 11:10:55

2013-04-04 19:16:25

Windows Server 2008, Service Pack 2

2012-10-25 17:16:39

2013-04-04 19:16:25

Windows Server 2008, Service Pack 2

2012-09-21 17:19:52

2013-04-04 19:16:25

Windows Server 2008, Service Pack 2

2011-08-02 05:06:29

2013-04-05 06:24:08

Windows Server 2008, Service Pack 2

2013-03-27 06:25:58

2013-04-05 06:24:08

Windows Server 2003, Service Pack 2

2013-03-04 19:23:59

2013-04-04 19:22:04

Windows Server 2003, Service Pack 2

2013-03-25 14:42:53

2013-04-05 06:27:04

Windows Server 2003, Service Pack 2

2013-03-04 19:23:59

2013-04-04 19:22:04

Windows Server 2003, Service Pack 2

2013-03-04 19:23:59

2013-04-04 19:22:04

Windows Server 2003, Service Pack 2

2013-03-04 19:23:59

2013-04-04 19:22:04

Windows Server 2003, Service Pack 2

2013-03-04 19:23:59

2013-04-04 19:22:04

Windows Server 2003, Service Pack 2

2013-03-04 19:23:59

2013-04-04 19:22:04

Windows Server 2003, Service Pack 2

2013-03-04 19:23:59

2013-04-04 19:22:04
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2012-04-12 17:56:23

2013-04-04 19:33:35

Windows Server 2003, Service Pack 2

2012-04-12 17:56:23

Service Control - Print Spooler

2013-04-04 19:33:35

Microsoft Windows mshta.exe ACL

Windows Server 2003, Service Pack 2

2012-04-13 05:09:19

2013-04-05 06:36:23

Windows Server 2003, Service Pack 2

2013-03-27 06:43:47

Microsoft HTML Help Buffer Overflow (Zero-Day)

2013-04-05 06:36:23
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Windows Server 2003, Service Pack 2

2013-04-03 06:36:42

2013-04-05 06:36:23

Microsoft Windows Service Isolation Privilege Escalation - TAPI

Windows Server 2008 (X64), Service Pack 2

2011-04-19 10:29:39

2013-04-05 06:41:27

Auto Sharing Drive Problem - Server

Windows Server 2008 (X64), Service Pack 2

2011-09-14 11:47:49

2013-04-04 19:40:42

Scheduler Service Potential Security Hazard

Windows Server 2008 (X64), Service Pack 2

2011-09-14 11:47:49

2013-04-04 19:40:42

Microsoft File System Object Registered

Windows Server 2008 (X64), Service Pack 2

2012-10-25 17:35:27

2013-04-04 19:40:42

ICMP Timestamp Request

Windows Server 2008 (X64), Service Pack 2

2013-03-29 19:51:34

2013-04-04 19:40:42

SSL Certificate Self-Signed

Windows Server 2008 (X64), Service Pack 2

2011-08-02 05:20:53

2013-04-05 06:41:27

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008 (X64), Service Pack 2

2013-03-27 06:49:47

2013-04-05 06:41:27

Microsoft XML Core Services Remote Code Execution (2719615)

Windows Server 2008 (X64), Service Pack 2

2013-04-03 06:45:48

2013-04-05 06:41:27

Microsoft Windows Service Isolation Privilege Escalation - TAPI

Windows Server 2008 (X64), Service Pack 2

2013-04-03 06:45:48

2013-04-05 06:41:27

Microsoft Windows Service Isolation Privilege Escalation - SQL Server

Windows Server 2008, Service Pack 2

2013-02-05 06:04:14

2013-04-05 06:40:58

Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2

2013-03-25 19:50:57

2013-04-04 19:38:31

Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2

2013-03-25 19:50:57

2013-04-04 19:38:31

Microsoft File System Object Registered

Windows Server 2008, Service Pack 2

2012-10-25 17:37:06

2013-04-04 19:38:31

ICMP Timestamp Request

Windows Server 2008, Service Pack 2

2012-12-06 19:42:08

2013-04-04 19:38:31

SSL Certificate Domain Name Mismatch

Windows Server 2008, Service Pack 2

2013-02-05 06:04:14

2013-04-05 06:40:58

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008, Service Pack 2

Windows Server 2008, Service Pack 2

2012-12-06 19:42:08

2012-12-11 14:53:39

| |2013-03-27 06:52:41 2013-04-05 06:40:58

2013-04-04 19:38:31

2013-04-05 06:40:58

Apache ETag Information Disclosure

MySQL Username Enumeration (Zero-Day) - Banner

rosoft XML Core Services Remote Code Execution (2719615)

Windows Server 2008, Service Pack 2

2013-04-03 06:46:04

2013-04-05 06:40:58

Microsoft Windows Service Isolation Privilege Escalation - 1IS

Windows Server 2008, Service Pack 2

2012-08-15 05:17:28

2013-04-05 06:40:48

Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2

2012-08-14 17:27:09

2013-04-04 19:33:45

Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2

2013-03-28 19:42:00

2013-04-04 19:33:45

Microsoft File System Object Registered

Windows Server 2008, Service Pack 2

2013-02-25 20:08:09

2013-04-04 19:33:45

ICMP Timestamp Request

Windows Server 2008, Service Pack 2

2013-02-25 20:08:09

2013-04-04 19:33:45

SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2

2012-08-15 05:17:28

2013-04-05 06:40:48

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008, Service Pack 2

2013-03-27 06:49:01

2013-04-05 06:40:48

Microsoft XML Core Services Remote Code Execution (2719615)

Windows Server 2008, Service Pack 2

2013-04-03 06:41:04

2013-04-05 06:40:48

Microsoft Windows Service Isolation Privilege Escalation - 1IS

Windows Server 2008, Service Pack 2

2013-02-26 05:46:52

2013-04-05 06:40:21

Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2

2013-02-25 20:08:58

2013-04-04 19:36:04

Scheduler Service Potential Security Hazard

Windows Server 2008, Service Pack 2

2013-03-25 19:45:11

2013-04-04 19:36:04

ICMP Timestamp Request

Windows Server 2008, Service Pack 2

2013-02-25 20:08:58

2013-04-04 19:36:04

SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2

2013-02-26 05:46:52

2013-04-05 06:40:21

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008, Service Pack 2

2013-03-27 06:50:33

2013-04-05 06:40:21

Microsoft XML Core Services Remote Code Execution (2719615)

Windows Server 2008, Service Pack 2

2011-03-17 05:22:43

2013-04-05 06:41:06

Auto Sharing Drive Problem - Server

Windows Server 2008, Service Pack 2

2012-10-25 17:33:52

2013-04-04 19:34:44

ICMP Timestamp Request

Windows Server 2008, Service Pack 2

2012-08-28 17:36:47

2013-04-04 19:34:44

SSL Certificate Self-Signed

Windows Server 2008, Service Pack 2

2011-08-02 05:23:33

2013-04-05 06:41:06

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008, Service Pack 2

2013-03-27 06:51:10

2013-04-05 06:41:06

Microsoft XML Core Services Remote Code Execution (2719615)

2013-03-05 19:36:52

2013-04-04 19:33:57

Apache User Enumeration

2012-04-12 17:56:56

2013-04-04 19:33:57

RPC rpc.portmap service - Banner

2012-04-12 17:56:56

2013-04-04 19:33:57

RPC rpc.portmap service - Banner

Linux 2.6.22 - 2.6.23

Linux 2.6.22 - 2.6.23

2012-10-22 17:33:38

2012-05-11 05:18:58

2013-04-04 19:33:57

2013-04-05 06:38:05

ICMP Timestamp Request

Apache Multiple Vulnerabilities (20090727)

Linux 2.6.22 - 2.6.23

2012-08-09 05:18:07

2013-04-05 06:38:05

OpenSSH X11 Port Forwarding Session Hijack Vulnerability

Linux 2.6.22 - 2.6.23

Linux 2.6.22 - 2.6.23

2012-05-11 05:18:58

2012-04-23 18:16:28

2013-04-05 06:38:05

2013-04-04 19:33:57

Apache Multiple Vulnerabilities (20091005)

SSL Certificate Domain Name Mismatch

Linux 2.6.22 - 2.6.23

2013-03-13 06:36:47

2013-04-05 06:38:05

Apache 2.2 Multiple Vulnerabilities (201010)

Linux 2.6.22 - 2.6.23

2013-03-13 06:36:47

2013-04-05 06::

Y SIS wlwwlwrikrlwwwkreloovvonelPlolwloovowioo l wlklwlwlwnwnnee ool w[ows

Apache APR apr_palloc Heap Overflow

2|Apache HTTP Range Request Denial of Service (20110830)

Linux 2.6.22 - 2.6.23

2012-09-26 05:32:22

2013-04-05 06:38:05

2|Apache Crafted HTTP Request Denial of Service (20110914)

Apache HTTP Server Multiple Vulnerabilities (20120913) - Banner

Linux 2.6.22 - 2.6.23

2013-02-08 19:44:14

2013-04-04 19:33:57

X11 Server Detected

Linux 2.6.22 - 2.6.23

Linux 2.6.22 - 2.6.23

2013-03-20 19:37:45

2013-03-19 19:36:50

2013-04-04 19:33:57

2013-04-04 19:33:57

RPC rpc.portmap service

Apache 2.2.14 mod_reqtimeout Denial of Service (20070103)

Linux 2.6.22 - 2.6.23

2013-03-20 06:37:27

2013-04-05 06:38:05

2|Apache 2.2.3 Multiple Vulnerabilities (20070413)

Windows Server 2008 (X64), Service Pack 2

2013-04-02 19:39:08

2013-04-04 19:36:17

2|Minimum Password Age

Windows Server 2008 (X64), Service Pack 2

2013-04-03 06:44:38

2013-04-05 06:40:17

m Password Length

Windows Server 2008 (X64), Service Pack 2

2013-04-02 19:39:08

2013-04-04 19:36:17

2|Password History

Windows Server 2008 (X64), Service Pack 2

2013-04-02 19:39:08

2013-04-04 19:36:17

2|Microsoft Windows SMB Client Digitally Sign Communications (always)
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Windows Server 2008 (X64), ServicePack2 | [2013-04-04 06:49:04
2013-04-0219:39:08  [2013-04-04 19:36:17
Windows Server 2008 (X64), ServicePack2 | |2013-04-0406:49:04
Windows Server 2008 (X64), ServicePack2 | |
Windows Server 2008 (X64), ServicePack2 | |
Windows Server 2008 (X64), ServicePack2 | | 36:
| |2013-040219:3908  [2013-04-0419:3617 |
| [2013-04-02 19:39:08
]

2013-04-04 06:49:04 2013-04-05 06:40:17

-04-04 06:
013-04-04 19:36:
| Windows Server 2008 (X64), Service Pack2 | [2013.04.0219:39:08  [2013-

Windows Server 2008 (X64), ServicePack2 | [2013-04-0319:46:24  [2013-04.0419:36:17 | 3633

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 8047
Windows Server 2008 (X64), Service Pack 2 | [2013-04-04 06:49:04 2013-04-05 06:40:17 8097

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 10693

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 12138

Windows Server 2008 (X64), Service Pack 2 | |2013-04-03 19:46:24 2013-04-04 19:36:17 12374
Windows Server 2008 (X64), Service Pack 2 | [2013-04-03 19:46:24 2013-04-04 19:36:17 12374

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 12629

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 13053
Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 13055

Windows Server 2008 (X64), Service Pack 2 2013-04-03 19:46:24 2013-04-04 19:36:17 13251
Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 13264
Windows Server 2008 (X64), Service Pack 2 | [2013-04-04 06:49:04 2013-04-05 06:40:17 13265
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[ ofwscHaPvew ]
N Y
3
3

Med |
Med |
Med |
Med | 3]

low | 3|MicrosoftFile System Object Registered |
wed | a|AccountlockoutResettime |
3 Windows System Events Logs Overwritten |
Low | 3[Windows Secuity Events Logs Overwritten |
3 Windows Applicaton Events Logs Overwritten |
low | 3icMpTmestampRequest |

Med | 2|Update Rollup for ActiveX Kill Bits (969898)
'Med | 2|Microsoft DNS Client Devolution Sec Issue (971888)

'Med | 2|Microsoft Active Directory LDAP Denial of Service (973309) - AD/ADLDS

m Microsoft Windows Kernel Privilege Escalation (977165)

- SSL Certificate Self-Signed
llow | 3[SSLCertificate Self-Signed

'Med | 2|Microsoft VBScript F1 Help Key Code Execution (981169) - VBScript 5.7

m Microsoft Windows Kernel-Mode Drivers Privilege Escalation (979559)
‘Med | 2|Microsoft Windows OpenType CFF Driver Privilege Escalation (980218)

Microsoft Windows Media Autoplay
Med | 2|Microsoft Windows Kernel Privilege Escalation (981852)
Med | 2|Microsoft Windows TCP/IP Privilege Escalation (978886)
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Windows Server 2008 (X64), Service Pack 2 | [2013-04-04 06:49:04 2013-04-05 06:40:17 13266

Windows Server 2008 (X64), Service Pack 2 | |2013-04-03 06:44:38 2013-04-05 06:40:17 13402

Windows Server 2008 (X64), Service Pack 2 | |2013-04-03 06:44:38 2013-04-05 06:40:17 13465
Windows Server 2008 (X64), Service Pack 2 | |2013-04-03 06:44:38 2013-04-05 06:40:17 13467

Windows Server 2008 (X64), Service Pack 2 - 2013-04-04 06:49:04 2013-04-05 06:40:17 13541

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 13843

Windows Server 2008 (X64), Service Pack 2 - 2013-04-04 06:49:04 2013-04-05 06:40:17 14086

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 14413
Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 14455

Windows Server 2008 (X64), Service Pack 2 - 2013-04-03 19:46:24 2013-04-04 19:36:17 14477

Windows Server 2008 (X64), Service Pack 2 - 2013-04-04 06:49:04 2013-04-05 06:40:17 14841

Windows Server 2008 (X64), Service Pack2 |  [2013-04-040649:04  [2013-04.0506:40:17 | 14927
Windows Server 2008 (X64), ServicePack2 | [2013-04-040649:04  [2013-04-0506:40:7 | 14929
Windows Server 2008 (X64), ServicePack2 | [2013-04-030644:38  [2013-04.0506:40:17 | 14991]
Windows Server 2008 (X64), ServicePack2 | [2013-04-030644:38  [2013-04.0506:40:17 | 14993
Windows Server 2008 (X64), ServicePack2 | [2013-04-0406:49:04 _ [2013-04-0506:40:7 | 15029
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'Med | 2|Minimum Password Length - NERC

'Med | 2|Minimum Password Length - PCI DSS
m Password History - PCI DSS/HiTrust

m Microsoft Windows Kernel-Mode Drivers Privilege Escalation (981957)

'Med | 2|Microsoft Windows Kernel Mode Drivers Privilege Escalation (2436673)

m Microsoft Windows Kernel-Mode Drivers Privilege Escalation (2479628)

'Med | 2|Microsoft Revocation of Fraudulent Certificates (2524375)
Med | 2|Microsoft Windows Kernel-Mode Drivers Privilege Escalation (2506223)

Microsoft MHTML Information Disclosure (2503658)

m Microsoft Vector Markup Language Remote Code Execution (2544521) - Vista/2008

Med | 2|Microsoft Windows Kernel-Mode Drivers Privilege Escalation (2555917) |
Med | 2|Microsoft CSRSS Privilege Elevation (2507938) |
High | 1|Microsoft HTML Help Buffer Overflow (Zero-Day) |
Med | 2|AccountlockoutThreshold-piTrost |
Med | 2[Minimum Password Length-HiTrust |
[Med | 2|Microsoft Windows TCP/IP Stack Denial of Service (2563894) |
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Windows Server 2008 (X64), Service Pack 2 | [2013-04-04 06:49:04 2013-04-05 06:40:17 15050 'Med | 2|Microsoft .NET Framework Information Disclosure (2567951) - 2.0/3.5

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 15137 'Med | 2|Microsoft Revocation of Fraudulent DigiNotar Certificates (2607712)
Windows Server 2008 (X64), Service Pack 2 | |2013-04-03 19:46:24 2013-04-04 19:36:17 llow | 3|Microsoft Windows Autorun Update (971029)

Windows Server 2008 (X64), Service Pack 2 | [2013-04-04 06:49:04 2013-04-05 06:40:17 15521 Med | 2|Microsoft Windows LDAPS Privilege Escalation (2630837) - Vista/2008/7/2008R2
Windows Server 2008 (X64), Service Pack 2 | [2013-04-04 06:49:04 2013-04-05 06:40:17 15539 'Med | 2|Microsoft Revocation of Weak DigiCert Sdn. Bhd Certificates (2641690)

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 16031 'Med | 2|Microsoft Windows Kernel Mode Drivers PostMessage Function (2641653)

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 16497 'Med | 2|Microsoft Revocation of Fraudulent Certificates (2718704)

Windows Server 2008 (X64), Service Pack 2 | [2013-04-03 06:44:38 2013-04-05 06:40:17 16574 High |  1|Microsoft XML Core Services Remote Code Execution (2719615)

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 16731 Med | 2|Microsoft XML Core Services Remote Code Execution (2722479) - KB2719985 6.0
Windows Server 2008 (X64), Service Pack 2 | [2013-04-04 06:49:04 2013-04-05 06:40:17 16746 'Med | 2|Microsoft XML Core Services Remote Code Execution (2722479) - KB2719985 6.0 x64

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 16873 'Med | 2|Microsoft Windows Kernel Mode Drivers Privilege Escalation (2731847)

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 17228 'Med | 2|Microsoft Windows Kernel Privilege Escalation (2724197)
Windows Server 2008 (X64), Service Pack 2 | [2013-04-02 19:39:08 2013-04-04 19:36:17 17556 llow | 3|POSIX Subsystem/SFU/SUA Detected - Enabled

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 17766 'Med | 2|Apache Tomcat Multiple Vulnerabilities (20121204)

FOR OFFICIAL USE ONLY - Not For Public Release.
DISTRIBUTION STATEMENT B. Distribution authorized to U.S. Government agencies only. Assigned pursuant to Public Law 107-296. Page 47 of 97




IAV Sacan from 5 April 2013

FOR OFFICIAL USE ONLY

dows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 17924

Windows Server 2008 (X64), Service Pack 2

2013-04-03 19:46:24

Windows Server 2008 (X64), Service Pack 2

Windows Server 2008 (X64), Service Pack 2

2013-04-03 19:46:24

2013-04-04 06:49:04

2013-04-05 06:40:17

Windows Server 2008 (X64), Service Pack 2

2013-04-03 06:44:38

2013-04-05 06:40:17

Windows Server 2003, Service Pack 2

2012-10-22 11:31:00

2013-04-05 06:44:39

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2013-02-14 20:01:43

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2012-06-26 17:44:16

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2012-05-31 17:28:24

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2012-05-01 19:07:43

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2013-03-15 19:51:56

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2012-11-01 17:55:48

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2012-03-01 19:19:46

2013-04-04 19:50:20

Windows Server 2003, Service Pack 2

2012-10-22 11:31:00

2013-04-05 06:44:39

Windows Server 2003, Service Pack 2

2013-03-27 06:55:30

2013-04-05 06:44:39

Windows Server 2003, Service Pack 2

2013-04-03 06:47:15

2013-04-05 06:44:39

Windows Server 2003, Service Pack 2

2013-04-03 06:47:15

2013-04-05 06:44:39

Windows Server 2008, Service Pack 2

2012-06-07 17:35:23

2013-04-05 06:42:06

Windows Server 2008, Service Pack 2

2012-06-26 17:39:45

2013-04-04 19:35:37

Windows Server 2008, Service Pack 2

2012-06-26 17:39:45

2013-04-04 19:35:37

Windows Server 2008, Service Pack 2

2012-10-25 17:34:35

2013-04-04 19:35:37

Windows Server 2008, Service Pack 2

2012-12-06 19:39:18

2013-04-04 19:35:37

Windows Server 2008, Service Pack 2

2012-06-07 17:35:23

2013-04-05 06:42:06

Windows Server 2008, Service Pack 2

2013-03-27 06:51:01

2013-04-05 06:42:06

Windows Server 2008, Service Pack 2

2012-10-10 13:18:30

2013-04-05 06:42:06

Windows Server 2008, Service Pack 2

2011-08-17 11:12:51

2013-04-05 06:42:30

Windows Server 2008, Service Pack 2

2011-09-14 11:32:57

2013-04-04 19:35:42

Windows Server 2008, Service Pack 2

2011-09-14 11:32:57

2013-04-04 19:35:42

Windows Server 2008, Service Pack 2

2012-10-25 17:34:12

2013-04-04 19:35:42

Windows Server 2008, Service Pack 2

2013-04-01 19:37:50

2013-04-04 19:35:42

Windows Server 2008, Service Pack 2

2011-08-17 11:12:51

2013-04-05 06:42:30

Windows Server 2008, Service Pack 2

2013-03-27 06:50:14

2013-04-05 06:42:30

FOR OFFICIAL USE ONLY - Not For Public Release.

'Med | 2|Microsoft Revocation of Fraudulent Certificates (2798897)

3|Apache Tomcat HTTP Digest Access Bypass

3|Apache Tomcat Default Error Page Version Detection

Microsoft Windows Service Isolation Privilege Escalation - TAPI

Microsoft Windows Service Isolation Privilege Escalation - SQL Server

Auto Sharing Drive Problem - Server

SMTP Service Potential Security Hazard

Microsoft File System Object Registered

Terminal Services Service

Microsoft Windows FIPS C iant Algorithms - XP/2003

Microsoft Internet Connection Sharing Tab

Microsoft Windows Task Scheduler Task Scheduler Properties

Microsoft Windows New Task Creation Unprohibited

Microsoft Windows Terminal Services Connections Limit

Microsoft Windows Disable User to Patch Elevated Products

ICMP Timestamp Request

Microsoft Windows Event Log Security

Service Control - COM+ System Application

Service Control - HTTP SSL

Service Control - 1IS Admin Service

Service Control - Simple Mail Transport Protocol (SMTP)

Service Control - Terminal Services

Service Control - Terminal Services Session Directory

Service Control - Virtual Disk Service

Service Control - World Wide Web Publishing Service

Service Control - Distributed Link Tracking Client

Service Control - Distributed Transaction Coordinator

Service Control - Print Spooler

Microsoft Windows mshta.exe ACL

Microsoft HTML Help Buffer Overflow (Zero-Day)

Microsoft XML Core Services Remote Code Execution (2719615)

Microsoft Windows Service Isolation Privilege Escalation - TAPI

Microsoft Windows Service Isolation Privilege Escalation - 1IS

Auto Sharing Drive Problem - Server

Scheduler Service Potential Security Hazard

Microsoft File System Object Registered

ICMP Timestamp Request

SSL Certificate Self-Signed

Microsoft HTML Help Buffer Overflow (Zero-Day)

Microsoft XML Core Services Remote Code Execution (2719615)

Oracle Database Session Key Information Leak - Windows

Auto Sharing Drive Problem - Server

Scheduler Service Potential Security Hazard

Microsoft File System Object Registered

ICMP Timestamp Request

SSL Certificate Self-Signed

Microsoft HTML Help Buffer Overflow (Zero-Day)
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Windows Server 2008, Service Pack 2

2012-10-10 13:19:17

2013-04-05 06:42:30

Windows Server 2008, Service Pack 2

2012-06-07 17:35:27

2013-04-05 06:42:39

Windows Server 2008, Service Pack 2

2012-06-26 17:38:48

2013-04-04 19:35:46

Windows Server 2008, Service Pack 2

2012-06-26 17:38:48

2013-04-04 19:35:46

Windows Server 2008, Service Pack 2

2012-10-25 17:34:20

2013-04-04 19:35:46

Windows Server 2008, Service Pack 2

2013-02-26 19:45:33

2013-04-04 19:35:46

Windows Server 2008, Service Pack 2

2012-06-07 17:35:27

2013-04-05 06:42:39

Windows Server 2008, Service Pack 2

2013-03-27 06:51:56

2013-04-05 06:42:39

Windows Server 2008, Service Pack 2

2012-10-10 13:20:41

2013-04-05 06:42:39

Windows Server 2008, Service Pack 2

2012-06-07 17:35:36

2013-04-05 06:42:50

Windows Server 2008, Service Pack 2

2012-06-26 17:39:03

2013-04-04 19:35:59

Windows Server 2008, Service Pack 2

2012-06-26 17:39:03

2013-04-04 19:35:59

Windows Server 2008, Service Pack 2

2012-10-25 17:34:37

2013-04-04 19:35:59

Windows Server 2008, Service Pack 2

2012-08-28 17:37:31

2013-04-04 19:35:59

Windows Server 2008, Service Pack 2

2012-06-07 17:35:36

2013-04-05 06:42:50

Windows Server 2008, Service Pack 2

2013-03-27 06:53:40

2013-04-05 06:42:50

Windows Server 2008, Service Pack 2

2012-10-10 13:21:01

2013-04-05 06:42:50

Windows Server 2008, Service Pack 2

2012-06-07 17:35:30

2013-04-05 06:43:34

Windows Server 2008, Service Pack 2

2012-06-26 17:39:34

2013-04-04 19:36:05

Windows Server 2008, Service Pack 2

2012-06-26 17:39:34

2013-04-04 19:36:05

Windows Server 2008, Service Pack 2

2012-10-25 17:34:33

2013-04-04 19:36:05

Windows Server 2008, Service Pack 2

2012-08-28 17:38:20

2013-04-04 19:36:05

Windows Server 2008, Service Pack 2

2012-06-07 17:35:30

2013-04-05 06:43:34

Windows Server 2008, Service Pack 2

2013-03-27 06:52:15

2013-04-05 06:43:34

Windows Server 2008, Service Pack 2

2012-10-10 13:20:06

2013-04-05 06:43:34

Windows Server 2008, Service Pack 2

2013-04-03 06:44:29

2013-04-05 06:43:34

Windows Server 2008, Service Pack 2

2011-08-04 05:28:44

2013-04-05 06:43:55

Windows Server 2008, Service Pack 2

2011-09-14 11:33:12

2013-04-04 19:35:38

Windows Server 2008, Service Pack 2

2011-09-14 11:33:12

2013-04-04 19:35:38

Windows Server 2008, Service Pack 2

2012-10-25 17:34:52

2013-04-04 19:35:38

Windows Server 2008, Service Pack 2

2013-03-08 19:39:28

2013-04-04 19:35:38

Windows Server 2008, Service Pack 2

2011-08-04 05:28:44

2013-04-05 06:43:55

Windows Server 2008, Service Pack 2

2013-03-27 06:52:04

2013-04-05 06:43:55

Windows Server 2008, Service Pack 2

2012-10-10 13:21:01

2013-04-05 06:43:55

Windows Server 2008, Service Pack 2

2012-06-07 17:38:46

2013-04-05 06:43:56

Windows Server 2008, Service Pack 2

2012-06-26 17:40:38

2013-04-04 19:36:05

Windows Server 2008, Service Pack 2

2012-06-26 17:40:38

2013-04-04 19:36:05

Windows Server 2008, Service Pack 2

2012-10-25 17:35:09

2013-04-04 19:36:05

Windows Server 2008, Service Pack 2

2012-08-28 17:38:40

2013-04-04 19:36:05

Windows Server 2008, Service Pack 2

2012-06-07 17:38:46

2013-04-05 06:43:56

Windows Server 2008, Service Pack 2

2013-03-27 06:53:34

2013-04-05 06:43:56

Windows Server 2008, Service Pack 2

2012-10-10 13:21:18

2013-04-05 06:43:56

Windows Server 2008, Service Pack 2

2012-06-07 17:36:24

2013-04-05 06:44:19

Windows Server 2008, Service Pack 2

2012-06-26 17:41:34

2013-04-04 19:36:07

Windows Server 2008, Service Pack 2

2012-06-26 17:41:34

2013-04-04 19:36:07

Windows Server 2008, Service Pack 2

2012-10-25 17:35:30

2013-04-04 19:36:07

Windows Server 2008, Service Pack 2

2013-03-15 19:40:52

2013-04-04 19:36:07

Windows Server 2008, Service Pack 2

2012-06-07 17:36:24

2013-04-05 06:44:19

Windows Server 2008, Service Pack 2

2013-03-27 06:53:27

2013-04-05 06:44:19

Windows Server 2008, Service Pack 2

2012-10-10 13:21:20

2013-04-05 06:44:19

Windows Server 2008, Service Pack 2

2013-03-20 06:40:10

2013-04-05 06:44:18

Windows Server 2008, Service Pack 2

2013-04-04 19:36:19

2013-04-04 19:36:19

Windows Server 2008, Service Pack 2

2013-04-04 19:36:19

2013-04-04 19:36:19

Windows Server 2008, Service Pack 2

2012-10-25 17:35:38

2013-04-04 19:36:19

Windows Server 2008, Service Pack 2

2013-02-04 19:47:11

2013-04-04 19:36:19

Windows Server 2008, Service Pack 2

2013-03-20 06:40:10

2013-04-05 06:44:18

Windows Server 2008, Service Pack 2

2013-03-27 06:52:55

2013-04-05 06:44:18

Windows Server 2008, Service Pack 2

2013-03-20 06:40:10

2013-04-05 06:44:18

Windows Server 2008 (X64), Service Pack 2

2011-08-04 05:28:37

2013-04-05 06:44:18

Windows Server 2008 (X64), Service Pack 2

2011-09-14 11:34:45

2013-04-04 19:37:53

Windows Server 2008 (X64), Service Pack 2

2011-09-14 11:34:45

2013-04-04 19:37:53

Windows Server 2008 (X64), Service Pack 2

2013-01-18 19:44:23

2013-04-04 19:37:53

Windows Server 2008 (X64), Service Pack 2

2012-08-28 17:39:46

2013-04-04 19:37:53

Windows Server 2008 (X64), Service Pack 2

2013-03-29 06:52:55

2013-04-05 06:44:18

Windows Server 2008 (X64), Service Pack 2

2013-03-27 06:55:27

2013-04-05 06:44:18

Windows Server 2008 (X64), Service Pack 2

2013-04-05 06:44:18

2013-04-05 06:44:18

Windows Server 2008 (X64), Service Pack 2

2013-03-12 19:42:19

2013-04-04 19:37:53

Windows Server 2008 (X64), Service Pack 2

2013-04-03 06:46:50

2013-04-05 06:44:18

Windows Server 2008 (X64), Service Pack 2

2013-04-03 06:46:50

2013-04-05 06:44:18
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Windows Server 2008 R2 (X64), Service Pack 1

2011-09-22 05:38:19

2013-04-05 06:44:13

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-02 19:41:18

2013-04-04 19:37:29

Auto Sharing Drive Problem - Server

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-02 19:41:18

2013-04-04 19:37:29

Scheduler Service Potential Security Hazard

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-22 17:37:05

2013-04-04 19:37:29

Microsoft File System Object Registered

Windows Server 2008 R2 (X64), Service Pack 1

2013-02-26 19:47:38

2013-04-04 19:37:29

ICMP Timestamp Request

Windows Server 2008 R2 (X64), Service Pack 1

2013-02-26 19:47:38

2013-04-04 19:37:29

SSL Certificate Domain Name Mismatch

Windows Server 2008 R2 (X64), Service Pack 1

2011-09-22 05:38:19

2013-04-05 06:44:13

SSL Certificate Self-Signed

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:54:32

2013-04-05 06:44:13

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-03 06:46:11

2013-04-05 06:44:13

Microsoft XML Core Services Remote Code Execution (2719615)

Windows Server 2008 R2 (X64), Service Pack 1

2011-09-22 05:35:16

2013-04-05 06:44:25

Microsoft Windows Service Isolation Privilege Escalation - 1IS

Windows Server 2008 R2 (X64), Service Pack 1

2012-05-01 18:51:39

2013-04-04 19:37:54

Auto Sharing Drive Problem - Server

Windows Server 2008 R2 (X64), Service Pack 1

2011-10-26 18:52:40

2013-04-04 19:37:54

Scheduler Service Potential Security Hazard

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-21 19:46:31

2013-04-04 19:37:54

Microsoft File System Object Registered

Windows Server 2008 R2 (X64), Service Pack 1

2012-08-28 17:39:40

2013-04-04 19:37:54

ICMP Timestamp Request

Windows Server 2008 R2 (X64), Service Pack 1

2011-09-22 05:35:16

2013-04-05 06:44:25

SSL Certificate Self-Signed

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-02 19:41:29

2013-04-04 19:37:54

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2008 R2 (X64), Service Pack 1

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:54:02

2013-04-03 06:45:38

2013-04-05 06:44:25

2013-04-05 06:44:25

Microsoft SQL Server Version Disclosure

Windows Server 2003, Service Pack 2

2011-09-19 12:09:31

2013-04-05 06:44:47
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Microsoft XML Core Services Remote Code Execution (2719615)

Microsoft Windows Service Isolation Privilege Escalation - SQL Server

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Auto Sharing Drive Problem - Server

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Microsoft File System Object Registered

Windows Server 2003, Service Pack 2

2013-02-26 19:48:19

2013-04-04 19:37:50

Terminal Services Service

Windows Server 2003, Service Pack 2

2012-08-24 18:01:54

2013-04-04 19:37:50

Microsoft Windows FIPS Compliant Algorithms - XP/2003

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Microsoft Internet Connection Sharing Tab

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Microsoft Windows Task Scheduler Task Scheduler Properties

Windows Server 2003, Service Pack 2

2012-08-24 18:01:54

2013-04-04 19:37:50

Microsoft Windows New Task Creation Unprohibited

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Microsoft Windows Terminal Services Connections Limit

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Microsoft Windows Terminal Services Local Administrator Customization

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Microsoft Windows Disable User to Patch Elevated Products

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Microsoft Windows Recycle Bin Auto-Delete

Microsoft Windows N Internet Access

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Windows Server 2003, Service Pack 2

2012-11-06 17:38:16

2013-04-04 19:37:50

Microsoft Windows Password Filter

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Microsoft Windows Printer ACL Security

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Microsoft Windows Registry Auditing

Windows Server 2003, Service Pack 2

2012-10-22 17:37:12

2013-04-04 19:37:50

Microsoft Windows Strong Password Filtering DLL - Missing

Windows Server 2003, Service Pack 2

2012-10-24 17:37:35

2013-04-04 19:37:50

ICMP Timestamp Request

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Microsoft Windows Event Log Security

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - Application Layer Gateway Service

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - ASP .NET State Service

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - COM+ System Application

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - Help and Support

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - HTTP SSL

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - Internet Connection Firewall /Internet Connection Sharing

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - Shell Hardware Detection

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - Terminal Services Session Directory

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - Virtual Disk Service

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - WinHTTP Web Proxy Auto-Discovery Service

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - Distributed Link Tracking Client

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - Distributed Transaction Coordinator

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - Portable Media Serial Number

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - Print Spooler

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Service Control - Telephony

Windows Server 2003, Service Pack 2

2012-03-01 19:05:41

2013-04-04 19:37:50

Service Control - Uninterruptible Power Supply

Windows Server 2003, Service Pack 2

2011-10-26 18:53:37

2013-04-04 19:37:50

Microsoft Windows mshta.exe ACL

Windows Server 2003, Service Pack 2

2011-09-19 12:09:31

2013-04-05 06:44:47

Service Control - Secondary Logon

Windows Server 2003, Service Pack 2

2013-03-27 06:55:24

2013-04-05 06:44:47

Microsoft HTML Help Buffer Overflow (Zero-Day)

Windows Server 2003, Service Pack 2

2013-02-05 19:49:28

2013-04-04 19:37:50

Microsoft XML Core Services Remote Code Execution (2719615)

Windows Server 2003, Service Pack 2

2013-03-12 19:42:23

2013-04-04 19:37:50

Wireshark Multiple Vulnerabilities (20130129) - Windows

Windows Server 2003, Service Pack 2

2013-04-03 06:47:32

2013-04-05 06:44:47

Wireshark Multiple Vulnerabilities (20130306) - Windows
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Hostname [ Lab |First Seen Last Seen AuditID  |Associated IAV Risk |Severity | Audit Due Date
Windows Server 2003, Service Pack 2 2013-03-28 06:18:03 2013-04-08 06:14:21 3|Auto Sharing Drive Problem - Server 2020-01-01
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 2|Scheduler Service Potential Security Hazard 2013-06-30
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 3|Microsoft File System Object Registered 2013-12-31
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 3|Terminal Services Service 2013-12-31
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 2|Microsoft Windows Security Zone Settings 2013-06-30
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 2|Microsoft Internet Explorer Security Zones Policy Changes 2013-06-30
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 2|Microsoft Internet Explorer Trusted Sites Add/Delete 2013-06-30
Windows Server 2003, Service Pack 2 2013-03-27 20: 2013-04-05 19:55:16 3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
Windows Server 2003, Service Pack 2 2013-03-27 20: 2013-04-05 19:55:16 3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 3|Microsoft Windows Recycle Bin Auto-Delete 2013-12-31
Windows Server 2003, Service Pack 2 2012-12-26 19:53:58 2013-04-05 19:55:16 2|Microsoft Windows Account Logon Success/Failure Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-12-26 19:53:58 2013-04-05 19:55:16 2|Microsoft Windows Account Mar Success/Failure Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-12-26 19:53:58 2013-04-05 19:55:16 2|Microsoft Windows Logon Success/Failure Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-12-26 19:53:58 2013-04-05 19:55:16 2|Microsoft Windows Object Access Failure Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-12-26 19:53:58 2013-04-05 19:55:16 2|Microsoft Windows Policy Change Success Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-12-26 19:53:58 2013-04-05 19:55:16 2|Microsoft Windows Privilege Use Failure Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-12-26 19:53:58 2013-04-05 19:55:16 2|Microsoft Windows System Event Success Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-10-22 17:50:07 2013-04-05 19:55:16 3|ICMP Ti| Request 2013-12-31
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 2|Microsoft Windows Event Log Security 2013-06-30
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 2|Service Control - HTTP SSL 2013-06-30
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 2|Service Control - IIS Admin Service 2013-06-30
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 2|Service Control - Terminal Services 2013-06-30
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 3|Service Control - Web Element Manager 2013-12-31
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 2|Service Control - World Wide Web Publishing Service 2013-06-30
Windows Server 2003, Service Pack 2 2013-03-27 20:03:13 2013-04-05 19:55:16 2|Service Control - Print Spooler 2013-06-30
Windows Server 2003, Service Pack 2 2013-03-27 20: 2013-04-05 19:55:16 3|Microsoft Windows mshta.exe ACL 2013-12-31
Windows Server 2003, Service Pack 2 2013-03-27 20: 2013-04-05 19:55:16 3|Service Control - Secondary Logon 2013-12-31
Windows Server 2003, Service Pack 2 2013-01-23 20:05:0S 2013-04-05 19:55:16 3/SSL Certificate Domain Name Mismatch 2013-12-31
Windows Server 2003, Service Pack 2 2012-06-08 11:03:1S 2013-04-08 06:14:21 1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
Windows Server 2003, Service Pack 2 2013-03-28 06:18:03 2013-04-08 06:14:21 1|Quest InTrust Multiple Vulnerabilities (Zero-Day) 2020-01-01
Windows Server 2003, Service Pack 2 2013-03-27 06:11:31 2013-04-08 06:14:21 1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
Windows Server 2003, Service Pack 2 2013-01-16 05:15:25 2013-04-08 06:14:21 2|Microsoft Revocation of Fraudulent Certificates (2798897) 2013-06-30
Windows Server 2003, Service Pack 2 2013-03-12 19:03:25 2013-04-05 19:55:16 3|Apache Tomcat Default Error Page Version Detection 2013-12-31
Windows Server 2003, Service Pack 2 2013-04-03 06:12:21 2013-04-08 06:14:21 2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
Windows Server 2003, Service Pack 2 2013-03-25 14:33:57 2013-04-08 06:21:42 3|Auto Sharing Drive Problem - Server 2020-01-01
Windows Server 2003, Service Pack 2 2012-12-21 20:02:52 2013-04-05 19:24:35 2|Microsoft Windows Account Logon Success/Failure Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-12-21 20:02:52 2013-04-05 19:24:35 2|Microsoft Windows Account Mar Success/Failure Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-12-21 20:02:52 2013-04-05 19:24:35 2|Microsoft Windows Logon Success/Failure Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-12-21 20:02:52 2013-04-05 19:24:35 2|Microsoft Windows Object Access Failure Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-12-21 20:02:52 2013-04-05 19:24:35 2|Microsoft Windows Policy Change Success Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-12-21 20:02:52 2013-04-05 19:24:35 2|Microsoft Windows Privilege Use Failure Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-12-21 20:02:52 2013-04-05 19:24:35 2|Microsoft Windows System Event Success Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-10-22 17:55:48 2013-04-05 19:24:35 3|ICMP Ti| Request 2013-12-31
Windows Server 2003, Service Pack 2 2013-04-05 19:24:35 2013-04-05 19:24:35 2|Microsoft Windows Event Log Security 2013-06-30
Windows Server 2003, Service Pack 2 2013-04-05 19: 2013-04-05 19:24:35 3|Microsoft Windows mshta.exe ACL 2013-12-31
Windows Server 2003, Service Pack 2 2012-04-12 17 2013-04-05 19:24:35 3/SSL Certificate Domain Name Mismatch 2013-12-31
Windows Server 2003, Service Pack 2 2013-02-26 05:20:41 2013-04-08 06:21:42 1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
Windows Server 2003, Service Pack 2 2013-02-26 05:20:41 2013-04-08 06:21:42 1|Quest InTrust Multiple Vulnerabilities (Zero-Day) 2020-01-01
Windows Server 2003, Service Pack 2 2013-03-27 06:19:4S 2013-04-08 06:21:42 High 1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
Windows Server 2003, Service Pack 2 2013-02-26 05:20:41 2013-04-08 06:21:42 2|Microsoft Revocation of Fraudulent Certificates (2798897) 2013-06-30
Windows Server 2003, Service Pack 2 2013-03-12 19:56:17 2013-04-05 19:24:35 3|Apache Tomcat Default Error Page Version Detection 2013-12-31
Windows Server 2003, Service Pack 2 2013-04-03 06:16:15 2013-04-08 06:21:42 2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
Windows Server 2008 R2 (X64), Service Pack 1 2013-03-14 06:07:19 2013-04-08 06:08:07 3|Auto Sharing Drive Problem - Server 2020-01-01
Windows Server 2008 R2 (X64), Service Pack 1 2013-03-29 19:08:4C 2013-04-05 19:06:52 2|Scheduler Service Potential Security Hazard 2013-06-30
Windows Server 2008 R2 (X64), Service Pack 1 2013-03-29 19:08:4C 2013-04-05 19:06:52 3|Microsoft File System Object Registered 2013-12-31
Windows Server 2008 R2 (X64), Service Pack 1 2013-04-01 19:06:3C 2013-04-05 19:06:52 3|ICMP Ti| Request 2013-12-31
Windows Server 2008 R2 (X64), Service Pack 1 2012-10-31 17:05:4€ 2013-04-05 19:06:52 3/SSL Certificate Domain Name Mismatch 2013-12-31
Windows Server 2008 R2 (X64), Service Pack 1 2012-10-31 17:05:4€ 2013-04-05 19:06:52 3|SSL Certificate Self-Signed 2013-12-31
Windows Server 2008 R2 (X64), Service Pack 1 2012-06-08 11:03:4C 2013-04-08 06:08:07 1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
Windows Server 2008 R2 (X64), Service Pack 1 2013-04-02 19:21:1C 2013-04-05 19:06:52 3|Microsoft SQL Server Version Disclosure 2013-12-31
Windows Server 2008 R2 (X64), Service Pack 1 2013-03-27 06:11:14 2013-04-08 06:08:07 1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
Windows Server 2008 R2 (X64), Service Pack 1 2013-01-16 05:09:5€ 2013-04-08 06:08:07 2|Microsoft Revocation of Fraudulent Certificates (2798897) 2013-06-30
Windows Server 2008 R2 (X64), Service Pack 1 2013-04-03 06:08:35 2013-04-08 06:08:07 2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
Windows Server 2008 R2 (X64), Service Pack 1 2013-04-06 06 2013-04-08 06:09:53 3|Auto Sharing Drive Problem - Server 2020-01-01
Windows Server 2008 R2 (X64), Service Pack 1 2012-10-22 17. 2013-04-05 19:02:26 3/ICMP Ti Request 2013-12-31
Windows Server 2008 R2 (X64), Service Pack 1 2012-09-28 17:05:4S 2013-04-05 19:02:26 3/SSL Certificate Domain Name Mismatch 2013-12-31
Windows Server 2008 R2 (X64), Service Pack 1 2012-09-28 17:05:4S 2013-04-05 19:02:26 3|SSL Certificate Self-Signed 2013-12-31
Windows Server 2008 R2 (X64), Service Pack 1 2013-04-06 06:13:5S 2013-04-08 06:09:53 1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
Windows Server 2008 R2 (X64), Service Pack 1 2013-03-27 06:08:18 2013-04-08 06:09:53 1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
Windows Server 2008 R2 (X64), Service Pack 1 2013-01-16 05:08:08 2013-04-08 06:09:53 2|Microsoft Revocation of Fraudulent Certificates (2798897) 2013-06-30
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Windows Server 2008 R2 (X64), Service Pack 1

2013-04-03 06:08:47

2013-04-08 06:09:53

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-28 05:07:58

2013-04-08 06:09:45

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-22 17:05:55

2013-04-05 19:02:26

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-29 19:08:4€

2013-04-05 19:02:26

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-29 19:08:4€

2013-04-05 19:02:26

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-28 05:07:58

2013-04-08 06:09:45

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:11:01

2013-04-08 06:09:45

Windows Server 2008 R2 (X64), Service Pack 1

2013-01-16 05:08:51

2013-04-08 06:09:45

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-03 06

2013-04-08 06:09:45

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-07 05

2013-04-08 06:06:40

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-07 05:07:3C

2013-04-08 06:06:40

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-07 05:07:3C

2013-04-08 06:06:40

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-07 05:07:3C

2013-04-08 06:06:40

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-05 19:02:5C

2013-04-05 19:03:17

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-05 19:02:5C

2013-04-05 19:03:17

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-05 19:02:5C

2013-04-05 19:03:17

Windows Server 2008 R2 (X64), Service Pack 1

2012-12-05 19:04:33

2013-04-05 19:03:17

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:03:21

2013-04-05 19:03:17

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:03:21

2013-04-05 19:03:17

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-07 05:07:3C

2013-04-08 06:06:40

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:06:4S

2013-04-08 06:06:40

Windows Server 2003, Service Pack 2

2013-03-17 06:14:5¢8

2013-04-08 06:17:08

Windows Server 2003, Service Pack 2

2013-04-03 20:05:38

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-04-03 20:05:38

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-03-22 19:56:01

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-03-22 19:56:01

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-03-22 19:56:01

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-03-22 19:

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-03-22 19:

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-03-22 19:56:01

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-04-03 20:05:38

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2012-12-18 19:59:57

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2012-12-18 19:59:57

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2012-12-18 19:59:57

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2012-12-18 19:59:57

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2012-12-18 19:59:57

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2012-12-18 19:59:57

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2012-12-18 19:59:57

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2012-10-22 17:52:52

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-04-03 20:05:38

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-04-03 20:05:38

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-04-03 20:05:38

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-04-03 20:05:38

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-04-03 20:05:38

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-04-03 20:05:38

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-04-03 20:05:38

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-04-03 20:

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-04-03 20:

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-04-03 20:05:38

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-02-28 19:44:38

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-03-17 06:14:5¢8

2013-04-08 06:17:08

Windows Server 2003, Service Pack 2

2012-06-08 11:03:41

2013-04-08 06:17:08

Windows Server 2003, Service Pack 2

2013-03-27 06:23:34

2013-04-08 06:17:08

Windows Server 2003, Service Pack 2

2013-03-12 19:03:1¢

2013-04-05 19:56:27

Windows Server 2003, Service Pack 2

2013-04-03 06:16:25

2013-04-08 06:17:08

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-09 06:08:54

2013-04-08 06:08:37

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-09 06:08:54

2013-04-08 06:08:37

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-09 06:08:54

2013-04-08 06:08:37

Windows Server 2008 R2 (X64), Service Pack 1

2012-12-28 05:21:12

2013-04-08 06:08:37

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-08 19:02:22

2013-04-05 19:05:3C

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-08 19:02:22

2013-04-05 19:05:3C

Windows Server 2008 R2 (X64), Service Pack 1

2013-02-25 20:30:24

2013-04-05 19:05:3C

Windows Server 2008 R2 (X64), Service Pack 1

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-22 17:51:51

2013-04-03 06:07:4S

2013-04-05 19:05:3C

2013-04-08 06:08:37

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-04 06

2013-04-08 06:08:37

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-05 06

2013-04-08 06:08:37

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-05 06:07:52

2013-04-08 06:08:37

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-04 19:05:3C

2013-04-05 19:05:3C

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-08 19:02:22

2013-04-05 19:05:3C

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-08 19:02:22

2013-04-05 19:05:3C

Windows Server 2008 R2 (X64), Service Pack 1

2012-12-28 05:21:12

2013-04-08 06:08:37

2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Revocation of Fraudulent Certificates (2798897) 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
2|MSCHAPv2 VPN 2013-06-30
2|MS RAS Encrypt 2013-06-30
2|MS RAS Logging 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Force User to Log Out if Shell Crashes 2013-12-31
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Til Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Microsoft File System Object Registered 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Windows Security Zone Settings 2013-06-30
2|Microsoft Internet Explorer Security Zones Policy Changes 2013-06-30
2|Microsoft Internet Explorer Trusted Sites Add/Delete 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Windows Account Logon Success/Failure Auditing 2013-06-30
2|Microsoft Windows Account Mar Success/Failure Auditing 2013-06-30
2|Microsoft Windows Logon Success/Failure Auditing 2013-06-30
2|Microsoft Windows Object Access Failure Auditing 2013-06-30
2|Microsoft Windows Policy Change Success Auditing 2013-06-30
2|Microsoft Windows Privilege Use Failure Auditing 2013-06-30
2|Microsoft Windows System Event Success Auditing 2013-06-30
3/ICMP Til Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - 1S Admin Service 2013-06-30
2|Service Control - Remote Server Manager 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Web Element Manager 2013-12-31
2|Service Control - World Wide Web Publishing Service 2013-06-30
2|Service Control - Print Spooler 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
3|Service Control - Secondary Logon 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Quest InTrust Multiple Vulnerabilities (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Apache Tomcat Default Error Page Version Detection 2013-12-31
2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
2|MSCHAPv2 VPN 2013-06-30
2|MS RAS Encrypt 2013-06-30
2|MS RAS Logging 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Force User to Log Out if Shell Crashes 2013-12-31
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3|ICMP Timestamp Request 2013-12-31
1|Macrovision FLEXnet DownloadManager/WebAgent ActiveX Insecure Methods (Zero-Day) 2020-01-01
2|Adobe ColdFusion Solr Information Disclosure 2013-06-30
2|SSL Weak Cipher Method Supported 2013-06-30
2|SSL Weak Cipher Method Supported 2013-06-30
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
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Windows Server 2008 R2 (X64), Service Pack 1

2013-04-04 06:09:23

2013-04-08 06:08:37

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:08:57

2013-04-08 06:08:37

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-19 19:02:47

2013-04-05 19:05:3C

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-03 06:07:4S

2013-04-08 06:08:37

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-19 06:08:13

2013-04-08 06:08:11

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-19 06:08:13

2013-04-08 06:08:11

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-19 06:08:13

2013-04-08 06:08:11

Windows Server 2008 R2 (X64), Service Pack 1

2012-06-08 11:01:24

2013-04-08 06:08:11

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-26 19

2013-04-05 19:03:21

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-26 19

2013-04-05 19:03:21

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-26 19:03:4C

2013-04-05 19:03:21

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-22 17:04:23

2013-04-05 19:03:21

Windows Server 2008 R2 (X64), Service Pack 1

2012-08-28 17:06:18

2013-04-05 19:03:21

Windows Server 2008 R2 (X64), Service Pack 1

2012-08-28 17:06:18

2013-04-05 19:03:21

Windows Server 2008 R2 (X64), Service Pack 1

2012-06-08 11:01:24

2013-04-08 06:08:11

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:09:01

2013-04-08 06:08:11

Windows Server 2008 R2 (X64), Service Pack 1

2012-06-08 11:01:42

2013-04-08 06:10:01

Windows Server 2008 R2 (X64), Service Pack 1

2012-06-26 17:50:34

2013-04-05 19:10:15

Windows Server 2008 R2 (X64), Service Pack 1

2012-06-26 17:50:34

2013-04-05 19:10:15

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-22 17:11:52

2013-04-05 19:10:15

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-07 17:11:31

2013-04-05 19:10:15

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-21 19:16:22

2013-04-05 19:10:15

Windows Server 2008 R2 (X64), Service Pack 1

2012-09-20 17:10:0€

2013-04-05 19:10:15

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-07 17:11:31

2013-04-05 19:10:15

Windows Server 2008 R2 (X64), Service Pack 1

2012-06-08 11:01:42

2013-04-08 06:10:01

Windows Server 2008 R2 (X64), Service Pack 1

2012-05-18 11:47:4€

2013-04-08 06:10:01

Windows Server 2008 R2 (X64), Service Pack 1

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:11:2C

2013-02-17 05:08:4€

2013-04-08 06:10:01

2013-04-08 06:10:01

Windows Server 2008 R2 (X64), Service Pack 1

2013-01-16 05:08:58

2013-04-08 06:10:01

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:10:57

2013-04-05 19:10:15

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:10:57

2013-04-05 19:10:15

2012-04-13 05:14:5

2013-04-08 06:05:32

2012-04-12 17:58:5

2013-04-05 19:03:20

2012-04-12 17:58:58

2012-04-12 17:58:5

2013-04-05 19:03:20

2013-04-05 19:03:20

2012-04-12 17:58:58

2013-04-05 19:03:20

2012-04-12 17:58:5

2013-04-05 19:03:20

2012-04-12 17:58:5

2013-04-05 19:03:20

2012-04-13 05:15:04

2013-04-08 06:05:3C

2012-04-12 17:58:58

2013-04-05 19:03:19

2012-04-12 17:58:58

2013-04-04 19:03:14

2013-04-05 19:03:19

2013-04-05 19:03:19

2012-04-12 17:58:5

2013-04-05 19:03:19

2012-04-12 17

2013-04-05 19:03:19

2012-04-12 17

2013-04-05 19:03:19

2012-04-12 17:58:5

2013-04-05 19:03:19

2012-04-13 05:14:42

2013-04-08 06:05:27

2012-04-12 17:58:5

2013-04-05 19:03:17

2012-04-12 17:58:58

2013-04-03 19:03:07

2013-04-05 19:03:17

2013-04-05 19:03:17

2013-04-03 19:03:07

2013-04-05 19:03:17

2012-04-12 17:58:5

2013-04-05 19:03:17

2012-04-12 17:58:5

2013-04-05 19:03:17

2012-04-12 17:58:5

2013-04-05 19:03:17

2012-04-12 17:58:58

2013-04-05 19:03:17

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-12 05:07:1S

2013-04-08 06:09:29

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-11 17:06:21

2013-04-05 19:06:3C

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-11 17:06:21

2013-04-05 19:06:3C

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-22 17:06:02

2013-04-05 19:06:3C

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-11 17:06:21

2013-04-05 19:06:3C

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-11 17:06:21

2013-04-05 19:06:3C

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-12 05

2013-04-08 06:09:29

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06

2013-04-08 06:09:29

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-03 06:06:57

2013-04-08 06:09:29

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-29 05:13:08

2013-04-08 06:09:27

Windows Server 2008 R2 (X64), Service Pack 1

2012-10-22 17:07:2C

2013-04-05 19:03:11

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:10:1C

2013-04-05 19:03:11

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-12 19:10:1C

2013-04-05 19:03:11

2|Jetty Denial of Service 2013-06-30
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Apache Tomcat Default Error Page Version Detection 2013-12-31
2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
2|MSCHAPv2 VPN 2013-06-30
2|MS RAS Encrypt 2013-06-30
2|MS RAS Logging 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Force User to Log Out if Shell Crashes 2013-12-31
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Til Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
2|Jetty Denial of Service 2013-06-30
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Apache Tomcat Multiple Vulnerabilities (20121204) 2013-06-30
2|Microsoft Revocation of Fraudulent Certificates (2798897) 2013-06-30
3|Apache Tomcat HTTP Digest Access Bypass 2013-12-31
3|Apache Tomcat Default Error Page Version Detection 2013-12-31
2|0penSSH X11 Port Forwarding Session Hijack Vulnerability 2013-06-30
3|Weak SSL Signing Hash Algorithm Detected Via SSLv3 2013-12-31
3|Weak SSL Signing Hash Algorithm Detected Via TLSv1 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
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3|SSL Certificate Weak Signing Algorithm 2013-12-31
3|SSL Certificate Weak Signing Algorithm 2013-12-31
2|0penSSH X11 Port Forwarding Session Hijack Vulnerability 2013-06-30
3|Weak SSL Signing Hash Algorithm Detected Via SSLv3 2013-12-31
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3|Apache Tomcat HTTP Digest Access Bypass 2013-12-31
3|Apache Tomcat HTTP Digest Access Bypass 2013-12-31
3|Apache Tomcat Default Error Page Version Detection 2013-12-31
3|Apache Tomcat Default Error Page Version Detection 2013-12-31
2|Microsoft Internet Explorer 9 Memory Disclosure Vulnerability (Zero-Day) 2020-01-01
2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Microsoft File System Object Registered 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Internet Explorer Security Zones Policy Changes 2013-06-30
2|Microsoft Internet Explorer Trusted Sites Add/Delete 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
3|Microsoft Windows Recycle Bin Auto-Delete 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
3|Microsoft Windows Installer Administration Install Through Terminal Services 2013-12-31
3/ICMP Til Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Microsoft Windows DCOM Object Registry Permissions 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
3|CD Autorun Media Change Notification 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows 2020-01-01
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
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3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows 2020-01-01
2|Microsoft Internet Explorer XSS Filter Bypass (Zero-Day) 2020-01-01
2|Microsoft Internet Explorer 9 Memory Disclosure Vulnerability (Zero-Day) 2020-01-01
2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
2|MSCHAPv2 VPN 2013-06-30
2|MS RAS Encrypt 2013-06-30
2|MS RAS Logging 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Force User to Log Out if Shell Crashes 2013-12-31
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Til Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Oracle Database Session Key Information Leak - Windows 2013-06-30
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2|Service Control - Application Layer Gateway Service 2013-06-30
2|Service Control - ASP .NET State Service 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - 1S Admin Service 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Upload Manager 2013-12-31
2|Service Control - World Wide Web Publishing Service 2013-06-30
2|Service Control - Print Spooler 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
3|Service Control - Secondary Logon 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft SynAttackProtect 2013-12-31
3|Automatically Log Off User When Logon time Expires 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Internet Explorer Security Zones Policy Changes 2013-06-30
2|Microsoft Internet Explorer Trusted Sites Add/Delete 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Session Restriction 2013-06-30
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
3|Microsoft Windows Recycle Bin Auto-Delete 2013-12-31
3|Microsoft Windows Screen Saver Grace Period 2013-12-31
3|Microsoft Windows Security Event Log Warning Level 2013-12-31
3|Microsoft Windows SystemDrive Security 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
2|Microsoft Windows Registry Auditing 2013-06-30
2|Microsoft Windows Registry Auditing 2013-06-30
2|Microsoft Windows Registry Auditing 2013-06-30
2|Microsoft Windows Registry Auditing 2013-06-30
2|Microsoft Windows Registry Auditing 2013-06-30
2|Microsoft Windows Registry Auditing 2013-06-30
3|Microsoft Windows Installer Administration Install Through Terminal Services 2013-12-31
2|Microsoft Windows Terminal Services Disconnected Session Time Limit 2013-06-30
3/ICMP Ti Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Microsoft Windows DCOM Object Registry Permissions 2013-06-30
2|Service Control - ASP .NET State Service 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - Internet Connection Firewall /Internet Connection Sharing 2013-06-30
3|Service Control - Virtual Disk Service 2013-12-31
2/|Service Control - Distributed Link Tracking Client 2013-06-30
2|Service Control - Distributed Transaction Coordinator 2013-06-30
2|Service Control - Print Spooler 2013-06-30
3|Microsoft Windows Anonymous Access To Shares - 2003/Vistz 2013-12-31
3|Service Control - Secondary Logon 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|CD Autorun Media Change Notification 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
1|Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows 2020-01-01
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3/ICMP Til Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows 2020-01-01
2|Microsoft Internet Explorer XSS Filter Bypass (Zero-Day) 2020-01-01
2|Microsoft Internet Explorer 9 Memory Disclosure Vulnerability (Zero-Day) 2020-01-01
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Windows Server 2008, Service Pack 2

2012-10-26 05:09:28

2013-03-20 06:14:15

2013-04-08 06:25:21

2013-04-08 06:15:29

Windows Server 2008, Service Pack 2

2012-06-26 18:02:43

2013-04-05 19:12:27

OpenSSH X11 Port Forwarding Session Hijack Vulnerability

Auto Sharing Drive Problem - Server

2|Microsoft Windows Service Isolation Privilege Escalation - 1IS 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Til Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3/ICMP Til Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|SMTP Relaying 2013-06-30
3/ICMP Til Request 2013-12-31
2
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2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Til Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3/ICMP Til Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
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3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
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3|Auto Sharing Drive Problem - Server 2020-01-01
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2|Scheduler Service Potential Security Hazard 2013-06-30
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3|Microsoft File System Object Registered 2013-12-31
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3/ICMP Til Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3/ICMP Til Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
2|SMTP Relaying 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|SMTP Service Potential Security Hazard 2013-12-31
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
2|Remote Desktop Help Session Manager Service 2013-06-30
3|Terminal Services Service 2013-12-31
2|Microsoft Internet Explorer Trusted Sites Add/Delete 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
3/ICMP Til Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Service Control - ASP .NET State Service 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - 1S Admin Service 2013-06-30
2/Service Control - Simple Mail Transport Protocol (SMTP) 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Upload Manager 2013-12-31
2|Service Control - World Wide Web Publishing Service 2013-06-30
3|SSL Certificate Domain Name Mismatch 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30

FOR OFFICIAL USE ONLY - Not For Public Release.

DISTRIBUTION STATEMENT B. Distribution authorized to U.S. Government agencies only. Assigned pursuant to Public Law 107-296.

Page 60 of 97



IAV Sacan from 8 April 2013

FOR OFFICIAL USE ONLY

Windows Server 2003, Service Pack 2

2013-04-03 06:16:4C

2013-04-08 06:25:08

Windows Server 2003, Service Pack 2

2013-03-10 06:23:28

2013-04-08 06:24:01

Windows Server 2003, Service Pack 2

2013-03-17 06:22:44

2013-04-08 06:24:01

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2012-10-10 17:18:12

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-04-03 19:18:5€

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2012-10-10 17:18:12

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2013-02-08 19:20:54

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2012-10-10 17:18:12

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2012-12-20 19:20:03

2013-04-05 19:19:54

Windows Server 2003, Service Pack 2

2011-08-02 05:06:44

2013-04-08 06:24:01

Windows Server 2003, Service Pack 2

2013-03-27 06:

2013-04-08 06:24:01

Windows Server 2003, Service Pack 2

2013-04-03 06:

2013-04-08 06:24:01

Windows Server 2003, Service Pack 2

2013-04-03 06:25:0C

2013-04-08 06:24:01

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-23 05:32:32

2013-04-08 06:19:1C

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-29 19:15:3€

2013-04-05 19:14:27

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-29 19:15:3€

2013-04-05 19:14:27

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-29 19:15:3€

2013-04-05 19:14:27

Windows Server 2008 R2 (X64), Service Pack 1

2012-11-23 05:32:32

2013-04-08 06:19:1C

Windows Server 2008 R2 (X64), Service Pack 1

2013-03-27 06:22:3€

2013-04-08 06:19:1C

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-03 06:18:23

2013-04-08 06:19:1C

Windows Server 2008, Service Pack 2

2011-09-30 05:06:28

2013-04-08 06:19:29

Windows Server 2008, Service Pack 2

2011-09-15 17:11:14

2013-04-05 19:19:04

Windows Server 2008, Service Pack 2

2012-10-22 17:16:33

2013-04-05 19:19:04

Windows Server 2008, Service Pack 2

2012-08-28 17:18:14

2013-04-05 19:19:04

Windows Server 2008, Service Pack 2

2012-08-28 17:18:14

2013-04-05 19:19:04

Windows Server 2008, Service Pack 2

2011-09-30 05:06:28

2013-04-08 06:19:29

Windows Server 2008, Service Pack 2

2012-10-10 13:02:0C

2013-04-08 06:19:29

Windows Server 2008, Service Pack 2

2012-10-24 05:13:3C

2013-04-08 06:19:29

Windows Server 2008, Service Pack 2

2013-03-27 06:22:5€

2013-04-08 06:19:29

Windows Server 2008, Service Pack 2

2012-06-08 10:

2013-04-08 06:22:07

Windows Server 2008, Service Pack 2

2012-06-26 17:

2013-04-05 19:20:20

Windows Server 2008, Service Pack 2

2012-10-22 17:17:37

2013-04-05 19:20:20

Windows Server 2008, Service Pack 2

2012-08-28 17:18:38

2013-04-05 19:20:20

Windows Server 2008, Service Pack 2

2012-08-28 17:18:38

2013-04-05 19:20:20

Windows Server 2008, Service Pack 2

2012-06-08 10:36:44

2013-04-08 06:22:07

Windows Server 2008, Service Pack 2

2013-03-27 06:24:04

2013-04-08 06:22:07

Windows Server 2008, Service Pack 2

2012-10-10 13:02:3C

2013-04-08 06:22:07

Windows Server 2008, Service Pack 2

2012-10-24 05:13:57

2013-04-08 06:22:07

Windows Server 2008, Service Pack 2

2013-03-27 06:24:04

2013-04-08 06:22:07

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2013-03-17 06:20:1€

2013-04-08 06:23:44

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-07 19:18:57

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-07 19:18:57

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-05 19:17:58

FOR OFFICIAL USE ONLY - Not For Public Release.

2|Microsoft Windows Service Isolation Privilege Escalation - 1IS 2013-06-30
2|SMTP Relaying 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|SMTP Service Potential Security Hazard 2013-12-31
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Internet Explorer Trusted Sites Add/Delete 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
3|Microsoft Windows Messenger Internet Access 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
3/ICMP Ti Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Service Control - ASP .NET State Service 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - 1S Admin Service 2013-06-30
2|Service Control - Simple Mail Transport Protocol (SMTP) 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Upload Manager 2013-12-31
2|Service Control - World Wide Web Publishing Service 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Force User to Log Out if Shell Crashes 2013-12-31
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3/ICMP Til Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
2|Oracle Database Session Key Information Leak - Windows 2013-06-30
2|Microsoft Internet Explorer XSS Filter Bypass (Zero-Day) 2020-01-01
2|Microsoft Internet Explorer 9 Memory Disclosure Vulnerability (Zero-Day) 2020-01-01
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows 2020-01-01
2|Oracle Database Session Key Information Leak - Windows 2013-06-30
2|Microsoft Internet Explorer XSS Filter Bypass (Zero-Day) 2020-01-01
2|Microsoft Internet Explorer 9 Memory Disclosure Vulnerability (Zero-Day) 2020-01-01
3|Modem Installed 2013-12-31
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Terminal Services Service 2013-12-31
2|Microsoft Internet Explorer Security Zones Policy Changes 2013-06-30
2|Microsoft Internet Explorer Trusted Sites Add/Delete 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
2|Microsoft Windows Terminal Services Temporary Folders 2013-06-30
3|Microsoft Windows Cache Transforms in Secure Location on Workstation 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Internet Explorer Security Prompt For Windows Installer Scripts 2013-06-30
3|Microsoft Windows Recycle Bin Auto-Delete 2013-12-31
3|Microsoft Windows Optional Suk Permitted 2013-12-31
2|Microsoft Windows Account Logon Success/Failure Auditing 2013-06-30

DISTRIBUTION STATEMENT B. Distribution authorized to U.S. Government agencies only. Assigned pursuant to Public Law 107-296.

Page 61 of 97



IAV Sacan from 8 April 2013

FOR OFFICIAL USE ONLY

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-10-22 17

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-05-15 18:06:13

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-12-03 19:18:05

2013-04-05 19:17:58

Windows Server 2003 (X64), Service Pack 2

2012-08-21 05:11:02

2013-04-08 06:23:44

Windows Server 2003 (X64), Service Pack 2

Windows Server 2003 (X64), Service Pack 2

2012-11-16 19:15:33

2013-04-03 06:24:35

2013-04-05 19:17:58

2013-04-08 06:23:44

Windows Server 2003 (X64), Service Pack 2

2013-04-03 06:24:35

2013-04-08 06:23:44

Windows Server 2008, Service Pack 2

2013-03-17 06:20:1C

2013-04-08 06:22:21

Windows Server 2008, Service Pack 2

2012-07-17 17:15:37

2013-04-05 19:18:07

Windows Server 2008, Service Pack 2

2012-07-17 17:15:37

2013-04-05 19:18:07

Windows Server 2008, Service Pack 2

2012-10-22 17:16:5C

2013-04-05 19:18:07

Windows Server 2008, Service Pack 2

2012-08-28 17:18:38

2013-04-05 19:18:07

Windows Server 2008, Service Pack 2

2012-08-28 17:18:38

2013-04-05 19:18:07

Windows Server 2008, Service Pack 2

2012-07-18 05

2013-04-08 06:22:21

Windows Server 2008, Service Pack 2

2012-10-10 13

2013-04-08 06:22:21

Windows Server 2008, Service Pack 2

2012-10-24 05:14:15

2013-04-08 06:22:21

Windows Server 2008, Service Pack 2

2013-03-27 06:24:52

2013-04-08 06:22:21

Windows Server 2008, Service Pack 2

2013-03-31 06:32:38

2013-04-08 06:28:24

Windows Server 2008, Service Pack 2

2013-03-25 19:28:1€

2013-04-05 19:22:12

Windows Server 2008, Service Pack 2

2012-10-22 17:20:08

2013-04-05 19:22:12

Windows Server 2008, Service Pack 2

2012-08-28 17:23:1¢

2013-04-05 19:22:12

Windows Server 2008, Service Pack 2

2012-08-28 17:23:1¢

2013-04-05 19:22:12

Windows Server 2008, Service Pack 2

2013-03-17 06:29:42

2013-04-08 06:28:24

Windows Server 2008, Service Pack 2

2013-03-31 06:32:38

2013-04-08 06:28:24

Windows Server 2008, Service Pack 2

2013-03-17 06:29:42

2013-04-08 06:28:24

Windows Server 2008, Service Pack 2

2013-03-27 06:35:28

2013-04-08 06:28:24

Windows Server 2008, Service Pack 2

2013-04-03 06:30:0C

2013-04-08 06:28:24

Windows Server 2008, Service Pack 2

2013-04-03 06:30:0C

2013-04-08 06:28:24

Windows Server 2003

2013-03-25 14:36:01

2013-03-25 14:36:01

Windows Server 2003

2013-03-13 19:11:3€

2013-03-13 19:11:36

Windows Server 2003

2013-03-25 14:36:01

2013-03-25 14:36:01

Windows Server 2003, Service Pack 2

2013-03-17 06:24:02

2013-04-08 06:27:17

Windows Server 2003, Service Pack 2

2013-04-02 19:

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-04-02 19:

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-03-26 20:08:4€

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-03-26 20:08:4€

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-03-26 20:08:4€

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-03-26 20:08:4€

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-03-26 20:08:4€

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-03-26 20:08:4€

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2012-12-19 20:00:41

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2012-12-19 20:00:41

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2012-12-19 20:00:41

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2012-12-19 20:00:41

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2012-12-19 20:00:41

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2012-12-19 20:00:41

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2012-10-22 17:54:0C

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-03-26 20:08:4€

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-04-02 19:

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-04-02 19:

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-05 19:56:47

Windows Server 2003, Service Pack 2

2013-04-02 19:58:33

2013-04-05 19:56:47

FOR OFFICIAL USE ONLY - Not For Public Release.

2|Microsoft Windows Account Mar Success/Failure Auditing 2013-06-30
2|Microsoft Windows Logon Success/Failure Auditing 2013-06-30
2|Microsoft Windows Object Access Failure Auditing 2013-06-30
2|Microsoft Windows Policy Change Success Auditing 2013-06-30
2|Microsoft Windows Privilege Use Failure Auditing 2013-06-30
2|Microsoft Windows System Event Success Auditing 2013-06-30
2|Microsoft Windows Registry Auditing 2013-06-30
3|Microsoft Windows Installer Administration Install Through Terminal Services 2013-12-31
2|Microsoft Windows SMB Server Digitally Sign Communications (if client agrees) 2013-06-30
3/ICMP Ti Request 2013-12-31
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - Distributed Link Tracking Client 2013-06-30
2|Service Control - Distributed Transaction Coordinator 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
3|Microsoft Windows Anonymous Access To Shares - 2003/Vistz 2013-12-31
2|Microsoft Windows Terminal Services Saved Passwords 2013-06-30
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
3|POSIX Subsystem/SFU/SUA Detected - Enabled 2013-12-31
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Force User to Log Out if Shell Crashes 2013-12-31
2|Scheduler Service Potential Security Hazard 2013-06-30
3/ICMP Til Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
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3|Terminal Services Service 2013-12-31
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3|Microsoft Windows mshta.exe ACL 2013-12-31
3|Service Control - Secondary Logon 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Quest InTrust Multiple Vulnerabilities (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Revocation of Fraudulent Certificates (2798897) 2013-06-30
3|Apache Tomcat Default Error Page Version Detection 2013-12-31
2|Microsoft Windows Service Isolation Privilege Escalation - 1IS 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Til Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Revocation of Fraudulent Certificates (2798897) 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
2 Password Age 2013-06-30
2 Password Length 2013-06-30
2|Password History 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Force User to Log Out if Shell Crashes 2013-12-31
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
2|Account Lockout Threshold 2013-06-30
3|Terminal Services Service 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
2|Microsoft Internet Explorer Trusted Sites Add/Delete 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
3|Microsoft Windows Messenger Internet Access 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
3/ICMP Til Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Service Control - ASP .NET State Service 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - 1S Admin Service 2013-06-30
2|Service Control - MSSQLServerADHelper 2013-06-30
2|Service Control - Terminal Services 2013-06-30
2|Service Control - World Wide Web Publishing Service 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
2 Password Length - NERC 2013-06-30
2 Password Length - PCI DSS 2013-06-30
2|Password History - PCI DSS/HiTrust 2013-06-30
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
2|Account Lockout Threshold - HiTrust 2013-06-30
2 Password Length - HiTrust 2013-06-30
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
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Oracle Sun Java ClassFinder Vulnerability (Zero-Day) - Windows

1|Oracle Java Security Bypass Remote Code Execution (Zero-Day) - Windows - JDK

2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
2|SSL Certificate Invalid Date 2013-06-30
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
3|Apache ETag Information Disclosure 2013-12-31
3|Apache ETag Information Disclosure 2013-12-31
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Force User to Log Out if Shell Crashes 2013-12-31
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Til Request 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Til Request 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Modem Installed 2013-12-31
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Microsoft File System Object Registered 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
2|Microsoft Internet Connection Sharing Tab 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
3/ICMP Til Request 2013-12-31
2|Service Control - COM+ System Application 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Terminal Services Session Directory 2013-12-31
3|Service Control - Virtual Disk Service 2013-12-31
2|Service Control - Distributed Link Tracking Client 2013-06-30
2|Service Control - Distributed Transaction Coordinator 2013-06-30
2|Service Control - Print Spooler 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
1

2020-01-01

2020-01-01
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1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|RPC rpc.portmap service 2013-12-31
2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Microsoft File System Object Registered 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
2|Microsoft Internet Connection Sharing Tab 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
3/ICMP Til Request 2013-12-31
2|Microsoft Windows DCOM Object Registry Permissions 2013-06-30
2|Service Control - COM+ System Application 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Terminal Services Session Directory 2013-12-31
3|Service Control - Virtual Disk Service 2013-12-31
2|Service Control - Distributed Link Tracking Client 2013-06-30
2|Service Control - Distributed Transaction Coordinator 2013-06-30
2|Service Control - Print Spooler 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
2|SSL Weak Cipher Supported 2013-06-30
2|SSL Weak Cipher Supported 2013-06-30
2|SSL Weak Cipher Supported 2013-06-30
2|SSL Weak Cipher Supported 2013-06-30
2|SSL Weak Cipher Strength Supported 2013-06-30
2|SSL Weak Cipher Strength Supported 2013-06-30
2|SSL Weak Cipher Strength Supported 2013-06-30
2|SSL Weak Cipher Strength Supported 2013-06-30
2|SSL Weak Cipher Method Supported 2013-06-30
2|SSL Weak Cipher Method Supported 2013-06-30
2|SSL Weak Cipher Method Supported 2013-06-30
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Adobe Reader/Acrobat Unspecified Remote Code Execution (Zero-Day) - Windows 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Internet Explorer Trusted Sites Add/Delete 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
3|Microsoft Windows Messenger Internet Access 2013-12-31
2|Microsoft Windows regedit.exe ACL 2013-06-30
2|Microsoft Windows arp.exe ACL 2013-06-30
2|Microsoft Windows at.exe ACL 2013-06-30
2|Microsoft Windows attrib.exe ACL 2013-06-30
2|Microsoft Windows cacls.exe ACL 2013-06-30
2|Microsoft Windows debug.exe ACL 2013-06-30
2|Microsoft Windows edlin.exe ACL 2013-06-30
2|Microsoft Windows eventcreate.exe ACL 2013-06-30
2|Microsoft Windows eventtriggers.exe ACL 2013-06-30
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2|Microsoft Windows ftp.exe ACL 2013-06-30
2|Microsoft Windows nbtstat.exe ACL 2013-06-30
2|Microsoft Windows net.exe ACL 2013-06-30
2|Microsoft Windows netl.exe ACL 2013-06-30
2|Microsoft Windows netsh.exe ACL 2013-06-30
2|Microsoft Windows netstat.exe ACL 2013-06-30
2|Microsoft Windows nslookup.exe ACL 2013-06-30
2|Microsoft Windows ntbackup.exe ACL 2013-06-30
2|Microsoft Windows rcp.exe ACL 2013-06-30
2|Microsoft Windows reg.exe ACL 2013-06-30
2|Microsoft Windows regedt32.exe ACL 2013-06-30
2|Microsoft Windows info.exe ACL 2013-06-30
2|Microsoft Windows regini.exe ACL 2013-06-30
2|Microsoft Windows subst.exe ACL 2013-06-30
2|Microsoft Windows regsvr32.exe ACL 2013-06-30
2|Microsoft Windows secedit.exe ACL 2013-06-30
2|Microsoft Windows rexec.exe ACL 2013-06-30
2|Microsoft Windows route.exe ACL 2013-06-30
2|Microsoft Windows rsh.exe ACL 2013-06-30
2|Microsoft Windows tftp.exe ACL 2013-06-30
2|Microsoft Windows telnet.exe ACL 2013-06-30
2|Microsoft Windows tIntsvr.exe ACL 2013-06-30
2|Microsoft Windows Registry Auditing 2013-06-30
3/ICMP Til Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Microsoft Windows DCOM Object Registry Permissions 2013-06-30
2|Service Control - ASP .NET State Service 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Adobe Reader/Acrobat Unspecified Remote Code Execution (Zero-Day) - Windows 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Til Request 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows LM / NTLMv1 Authentication Enabled 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Til Request 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows LM / NTLMv1 Authentication Enabled 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Microsoft File System Object Registered 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
2|Microsoft Internet Connection Sharing Tab 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
3/ICMP Til Request 2013-12-31
2|Microsoft Windows DCOM Object Registry Permissions 2013-06-30
2|Service Control - COM+ System Application 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - 1S Admin Service 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Terminal Services Session Directory 2013-12-31
3|Service Control - Virtual Disk Service 2013-12-31
2|Service Control - World Wide Web Publishing Service 2013-06-30
2/Service Control - Distributed Link Tracking Client 2013-06-30
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2|Service Control - Distributed Transaction Coordinator 2013-06-30
2|Service Control - Print Spooler 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
3|Microsoft SQL Server Version Disclosure 2013-12-31
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - 1IS 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|SMTP Service Potential Security Hazard 2013-12-31
3|Microsoft File System Object Registered 2013-12-31
2|Remote Desktop Help Session Manager Service 2013-06-30
3|Terminal Services Service 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
2|Microsoft Internet Connection Sharing Tab 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Windows Password Filter 2013-06-30
2|Microsoft Windows Registry Auditing 2013-06-30
3|Microsoft Windows Installer Administration Install Through Terminal Services 2013-12-31
3/ICMP Til Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Service Control - COM+ System Application 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - 1S Admin Service 2013-06-30
2|Service Control - Simple Mail Transport Protocol (SMTP) 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Terminal Services Session Directory 2013-12-31
3|Service Control - Upload Manager 2013-12-31
3|Service Control - Virtual Disk Service 2013-12-31
2|Service Control - World Wide Web Publishing Service 2013-06-30
2|Service Control - Distributed Link Tracking Client 2013-06-30
2|Service Control - Distributed Transaction Coordinator 2013-06-30
2|Service Control - Print Spooler 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|SMTP Service Potential Security Hazard 2013-12-31
3|Microsoft File System Object Registered 2013-12-31
3|RPC rpc.portmap service - Banner 2013-12-31
3|RPC rpc.portmap service - Banner 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
2|Microsoft Internet Connection Sharing Tab 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
3|Microsoft Windows Installer Administration Install Through Terminal Services 2013-12-31
3/ICMP Til Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Service Control - COM+ System Application 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - 1S Admin Service 2013-06-30
2|Service Control - Simple Mail Transport Protocol (SMTP) 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Terminal Services Session Directory 2013-12-31
3|Service Control - Virtual Disk Service 2013-12-31
2|Service Control - World Wide Web Publishing Service 2013-06-30
2|Service Control - Distributed Link Tracking Client 2013-06-30
2|Service Control - Distributed Transaction Coordinator 2013-06-30
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3|Microsoft Windows mshta.exe ACL 2013-12-31
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2|Apache Tomcat Semicolon Script Injection Vulnerability 2013-06-30
3|SSL Certificate Domain Name Mismatch 2013-12-31
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1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
2|Apache Tomcat Multiple Vulnerabilities (201108) 2013-06-30
2|Apache Tomcat AJP Protocol Request Vulnerability (20110901) 2013-06-30
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2|Apache Tomcat Multiple Vulnerabilities (20121204) 2013-06-30
3|Apache Tomcat HTTP Digest Access Bypass 2013-12-31
3|Apache Tomcat Default Error Page Version Detection 2013-12-31
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Microsoft File System Object Registered 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
2|Microsoft Internet Connection Sharing Tab 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Windows Password Filter 2013-06-30
2|Microsoft Windows Registry Auditing 2013-06-30
3|Microsoft Windows Installer Administration Install Through Terminal Services 2013-12-31
3/ICMP Ti Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Service Control - COM+ System Application 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Terminal Services Session Directory 2013-12-31
3|Service Control - Upload Manager 2013-12-31
3|Service Control - Virtual Disk Service 2013-12-31
2|Service Control - Distributed Link Tracking Client 2013-06-30
2|Service Control - Distributed Transaction Coordinator 2013-06-30
2|Service Control - Print Spooler 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|SMTP Service Potential Security Hazard 2013-12-31
3|Microsoft File System Object Registered 2013-12-31
2|Remote Desktop Help Session Manager Service 2013-06-30
3|Terminal Services Service 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
2|Microsoft Internet Connection Sharing Tab 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Windows Password Filter 2013-06-30
2|Microsoft Windows Registry Auditing 2013-06-30
3|Microsoft Windows Installer Administration Install Through Terminal Services 2013-12-31
3/ICMP Til Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Service Control - COM+ System Application 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - 1S Admin Service 2013-06-30
2|Service Control - Simple Mail Transport Protocol (SMTP) 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3/Service Control - Terminal Services Session Directory 2013-12-31
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Windows Server 2003, Service Pack 2 2013-02-06 19:34:53 2013-04-05 19:28:06 2|Service Control - Distributed Link Tracking Client 2013-06-30
Windows Server 2003, Service Pack 2 2013-02-06 19:34:53 2013-04-05 19:28:06 2|Service Control - Distributed Transaction Coordinator 2013-06-30
Windows Server 2003, Service Pack 2 2013-02-06 19:34:53 2013-04-05 19:28:06 2|Service Control - Print Spooler 2013-06-30
Windows Server 2003, Service Pack 2 2012-03-01 18:39:13 2013-04-05 19:28:06 3|Microsoft Windows mshta.exe ACL 2013-12-31
Windows Server 2003, Service Pack 2 2012-04-12 17:54:17 2013-04-05 19:28:06 3/SSL Certificate Domain Name Mismatch 2013-12-31
Windows Server 2003, Service Pack 2 2011-08-02 05 2013-04-08 06:38:12 1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
Windows Server 2003, Service Pack 2 2013-03-27 06: 2013-04-08 06:38:12 1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
Windows Server 2003, Service Pack 2 2013-04-03 06:33:44 2013-04-08 06:38:12 2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
Windows Server 2003, Service Pack 2 2013-04-03 06:33:44 2013-04-08 06:38:12 2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
Windows Server 2008, Service Pack 2 902/2013-02-03 05:33:31 2013-04-08 06:29:55 3|Auto Sharing Drive Problem - Server 2020-01-01
Windows Server 2008, Service Pack 2 902/2011-09-14 11:18:58 2013-04-05 19:25:25 2|Scheduler Service Potential Security Hazard 2013-06-30
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Windows Server 2003, Service Pack 2 2012-06-26 17:35:3€ 2013-04-05 19:40:08 2|Microsoft Internet Connection Sharing Tab 2013-06-30
Windows Server 2003, Service Pack 2 2011-09-14 11:32:5€ 2013-04-05 19:40:08 3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
Windows Server 2003, Service Pack 2 2011-09-14 11:32:5€ 2013-04-05 19:40:08 3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
Windows Server 2003, Service Pack 2 2012-06-01 17: 2013-04-05 19:40:08 2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
Windows Server 2003, Service Pack 2 2011-09-14 11 2013-04-05 19:40:08 3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
Windows Server 2003, Service Pack 2 2012-05-01 18:24:4S 2013-04-05 19:40:08 3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
Windows Server 2003, Service Pack 2 2012-09-20 17:42:11 2013-04-05 19:40:08 3|Microsoft Windows Messenger Internet Access 2013-12-31
Windows Server 2003, Service Pack 2 2011-09-14 11:32:5€ 2013-04-05 19:40:08 2|Microsoft Windows Password Filter 2013-06-30
Windows Server 2003, Service Pack 2 2012-06-26 17:35:3€ 2013-04-05 19:40:08 2|Microsoft Windows Registry Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2013-01-18 19:45:51 2013-04-05 19:40:08 3|ICMP Ti| Request 2013-12-31
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Windows Server 2003, Service Pack 2 2011-09-14 11:32:5€ 2013-04-05 19:40:08 2|Service Control - IIS Admin Service 2013-06-30
Windows Server 2003, Service Pack 2 2011-09-14 11:32:5€ 2013-04-05 19:40:08 2/Service Control - Simple Mail Transport Protocol (SMTP) 2013-06-30
Windows Server 2003, Service Pack 2 2011-09-14 11:32:5€ 2013-04-05 19:40:08 2|Service Control - Terminal Services 2013-06-30
Windows Server 2003, Service Pack 2 2011-09-14 11:32:5€ 2013-04-05 19:40:08 3|Service Control - Terminal Services Session Directory 2013-12-31
Windows Server 2003, Service Pack 2 2011-09-14 11:32:5€ 2013-04-05 19:40:08 3|Service Control - Upload Manager 2013-12-31
Windows Server 2003, Service Pack 2 2011-09-14 11:32:5€ 2013-04-05 19:40:08 3|Service Control - Virtual Disk Service 2013-12-31
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Windows Server 2003, Service Pack 2 2013-03-27 06:51:27 2013-04-08 06:46:32 1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
Windows Server 2003, Service Pack 2 2013-04-03 06:39:08 2013-04-08 06:46:32 2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
Windows Server 2003, Service Pack 2 2013-04-03 06:39:08 2013-04-08 06:46:32 2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
Windows Server 2003, Service Pack 2 2013-04-03 06:39:08 2013-04-08 06:46:32 2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
Windows Server 2003, Service Pack 2 2013-01-02 05:45:25 2013-04-08 06:35:32 3|Auto Sharing Drive Problem - Server 2020-01-01
Windows Server 2003, Service Pack 2 2013-01-03 19:35:11 2013-04-05 19:31:49 3|SMTP Service Potential Security Hazard 2013-12-31
Windows Server 2003, Service Pack 2 2013-01-03 19:35:11 2013-04-05 19:31:49 3|Microsoft File System Object Registered 2013-12-31
Windows Server 2003, Service Pack 2 2012-11-01 17:31:35 2013-04-05 19:31:49 3|RPC rpc.portmap service - Banner 2013-12-31
Windows Server 2003, Service Pack 2 2013-02-14 19:39:51 2013-04-05 19:31:49 3|RPC rpc.portmap service - Banner 2013-12-31
Windows Server 2003, Service Pack 2 2013-01-03 19:35:11 2013-04-05 19:31:49 3|Terminal Services Service 2013-12-31
Windows Server 2003, Service Pack 2 2013-02-14 19:39:51 2013-04-05 19:31:49 2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
Windows Server 2003, Service Pack 2 2013-01-03 19:35:11 2013-04-05 19:31:49 2|Microsoft Internet Connection Sharing Tab 2013-06-30
Windows Server 2003, Service Pack 2 2013-01-03 19:35:11 2013-04-05 19:31:49 2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
Windows Server 2003, Service Pack 2 2013-01-03 19:35:11 2013-04-05 19:31:49 3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
Windows Server 2003, Service Pack 2 2013-01-03 19:35:11 2013-04-05 19:31:49 2|Microsoft Windows Registry Auditing 2013-06-30
Windows Server 2003, Service Pack 2 2012-10-30 17:32:37 2013-04-05 19:31:49 3|ICMP Ti| Request 2013-12-31
Windows Server 2003, Service Pack 2 2013-01-02 05 2013-04-08 06:35:32 2|Microsoft Windows DCOM Object Registry Permissions 2013-06-30
Windows Server 2003, Service Pack 2 2013-01-03 19: 2013-04-05 19:31:49 2|Service Control - COM+ System Application 2013-06-30
Windows Server 2003, Service Pack 2 2013-01-03 19:35:11 2013-04-05 19:31:49 2|Service Control - HTTP SSL 2013-06-30
Windows Server 2003, Service Pack 2 2013-01-03 19:35:11 2013-04-05 19:31:49 2|Service Control - IIS Admin Service 2013-06-30
Windows Server 2003, Service Pack 2 2013-01-03 19:35:11 2013-04-05 19:31:49 2|Service Control - Simple Mail Transport Protocol (SMTP) 2013-06-30
Windows Server 2003, Service Pack 2 2013-01-03 19:35:11 2013-04-05 19:31:49 2|Service Control - Terminal Services 2013-06-30
Windows Server 2003, Service Pack 2 2013-01-03 19:35:11 2013-04-05 19:31:49 3/Service Control - Terminal Services Session Directory 2013-12-31
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3|Microsoft File System Object Registered 2013-12-31
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Oracle Database Session Key Information Leak - Windows 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Oracle Database Session Key Information Leak - Windows 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Til Request 2013-12-31
3|SSL Certificate Domain Name Mismatch 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Oracle Database Session Key Information Leak - Windows 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Til Request 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Oracle Database Session Key Information Leak - Windows 2013-06-30
3/|Allocate floppies 2013-12-31
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Microsoft File System Object Registered 2013-12-31
3|Windows System Events Logs Overwritten 2013-12-31
3|Windows Application Events Logs Overwritten 2013-12-31
3|Automatically Log Off User When Logon time Expires 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Windows Require Strong Password Key 2013-06-30
3|Microsoft Windows Domain Controller Authentication To Unlock Workstatior 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
2|Microsoft Windows Terminal Services Temporary Folders 2013-06-30
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Windows Software Restriction Policy Enforcement 2013-06-30
3|Microsoft Windows Event Log Halt 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
3|Microsoft Windows Installer Administration Install Through Terminal Services 2013-12-31
2|Microsoft Windows Undock Without Login - 2003 2013-06-30
3/ICMP Til Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Microsoft Windows DCOM Object Registry Permissions 2013-06-30
2|Service Control - COM+ System Application 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Terminal Services Session Directory 2013-12-31
3|Service Control - Upload Manager 2013-12-31
3|Service Control - Virtual Disk Service 2013-12-31
2|Service Control - Distributed Link Tracking Client 2013-06-30
2|Service Control - Distributed Transaction Coordinator 2013-06-30
2|Service Control - Print Spooler 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|CA Licensing Component Multiple Vulnerabilities (20121001) - Windows 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
2|SMTP Relaying 2013-06-30
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Service Control - Print Spooler

2013-06-30

Microsoft Windows mshta.exe ACL

1|Microsoft HTML Help Buffer Overflow (Zero-Day)

3|Auto Sharing Drive Problem - Server 2020-01-01
3|SMTP Service Potential Security Hazard 2013-12-31
3|Microsoft File System Object Registered 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
2|Microsoft Internet Connection Sharing Tab 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
3|Microsoft Windows Installer Administration Install Through Terminal Services 2013-12-31
3/ICMP Ti Request 2013-12-31
1|Microsoft Windows ly A ible Registry Paths and Sub-Paths 2013-06-15
2|Microsoft Windows Event Log Security 2013-06-30
2|Service Control - COM+ System Application 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - 1S Admin Service 2013-06-30
2|Service Control - Simple Mail Transport Protocol (SMTP) 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Terminal Services Session Directory 2013-12-31
3|Service Control - Virtual Disk Service 2013-12-31
2|Service Control - Distributed Link Tracking Client 2013-06-30
2|Service Control - Distributed Transaction Coordinator 2013-06-30
2

g

2013-12-31

2020-01-01

1|Microsoft XML Core Services Remote Code Execution (2719615)

Microsoft Windows Service Isolation Privilege Escalation - TAPI

2013-04-25

2013-06-30

2

2|Microsoft Windows Service Isolation Privilege Escalation - I1S 2013-06-30
3|Allocate floppies 2013-12-31
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Microsoft File System Object Registered 2013-12-31
3|Automatically Log Off User When Logon time Expires 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
2|Microsoft Windows Default Owner For Admin Group Objects 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
2|Microsoft Windows Terminal Services Temporary Folders 2013-06-30
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
3|Microsoft Windows Messenger Internet Access 2013-12-31
3|Microsoft Windows Event Log Halt 2013-12-31
3|Microsoft Windows Printer ACL Security 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
3/ICMP Ti Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Service Control - COM+ System Application 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
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Microsoft HTML Help Buffer Overflow (Zero-Day)

2|Service Control - Terminal Services 2013-06-30
3|Service Control - Terminal Services Session Directory 2013-12-31
3|Service Control - Upload Manager 2013-12-31
3|Service Control - Virtual Disk Service 2013-12-31
2|Service Control - Distributed Link Tracking Client 2013-06-30
2|Service Control - Distributed Transaction Coordinator 2013-06-30
2|Service Control - Print Spooler 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
2|SMTP Relaying 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|SMTP Service Potential Security Hazard 2013-12-31
3|Microsoft File System Object Registered 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
2|Microsoft Internet Connection Sharing Tab 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
3/ICMP Til Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Service Control - COM+ System Application 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - 1S Admin Service 2013-06-30
2|Service Control - Simple Mail Transport Protocol (SMTP) 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Terminal Services Session Directory 2013-12-31
3|Service Control - Upload Manager 2013-12-31
3|Service Control - Virtual Disk Service 2013-12-31
2|Service Control - World Wide Web Publishing Service 2013-06-30
2|Service Control - Distributed Link Tracking Client 2013-06-30
2|Service Control - Distributed Transaction Coordinator 2013-06-30
2|Service Control - Print Spooler 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
2|Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|SMTP Service Potential Security Hazard 2013-12-31
3|Microsoft File System Object Registered 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
2|Microsoft Internet Connection Sharing Tab 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Windows Password Filter 2013-06-30
2|Microsoft Windows Registry Auditing 2013-06-30
3/ICMP Ti Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Service Control - COM+ System Application 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - 1S Admin Service 2013-06-30
2|Service Control - Simple Mail Transport Protocol (SMTP) 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Terminal Services Session Directory 2013-12-31
3|Service Control - Upload Manager 2013-12-31
3|Service Control - Virtual Disk Service 2013-12-31
2|Service Control - World Wide Web Publishing Service 2013-06-30
2|Service Control - Distributed Link Tracking Client 2013-06-30
2|Service Control - Distributed Transaction Coordinator 2013-06-30
2|Service Control - Print Spooler 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
1

2020-01-01
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Windows Server 2008

2013-02-06 19:40:37

2013-04-05 19:32:50

Windows Server 2008

2013-02-07 05:56:03

2013-04-05 06:39:02

Windows Server 2008

2013-03-27 06:46:5€

2013-04-05 06:39:02

Windows Server 2008, Service Pack 2

2011-03-17 05:22:2C

2013-04-08 06:40:52

Windows Server 2008, Service Pack 2

2013-02-06 19

2013-04-05 19:37:38

Windows Server 2008, Service Pack 2

2013-02-06 19

2013-04-05 19:37:38

Windows Server 2008, Service Pack 2

2012-10-25 17:33:3€

2013-04-05 19:37:38

Windows Server 2008, Service Pack 2

2013-03-22 19:41:0€

2013-04-05 19:37:38

Windows Server 2008, Service Pack 2

2011-08-02 05:19:18

2013-04-08 06:40:52

Windows Server 2008, Service Pack 2

2013-03-27 06:48:03

2013-04-08 06:40:52

Windows Server 2003, Service Pack 2

2012-04-13 05:09:1¢

2013-04-08 06:38:04

Windows Server 2003, Service Pack 2

2012-04-12 17:56:23

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-04-12 17:56:23

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-04-12 17:56:23

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2013-02-25 20:04:07

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-06-26 17:29:22

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-04-12 17:56:23

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-04-12 17:56:23

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-06-06 17:20:38

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-05-01 18:20:33

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-04-12 17:56:23

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-10-22 17:30:35

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-10-29 17:30:52

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-04-12 17

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-04-12 17

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-04-12 17:56:23

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-04-12 17:56:23

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-04-12 17:56:23

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-04-12 17:56:23

2013-04-05 19:35:52

Windows Server 2003, Service Pack 2

2012-04-12 17:56:23

2013-04-05 19:35:52
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2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3/ICMP Ti Request 2013-12-31
3|SSL Certificate Self-Signed 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Auto Sharing Drive Problem - Server 2020-01-01
2|Scheduler Service Potential Security Hazard 2013-06-30
3|Microsoft File System Object Registered 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
2|Microsoft Internet Connection Sharing Tab 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
3/ICMP Ti Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Service Control - COM+ System Application 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - Terminal Services 2013-06-30
3|Service Control - Terminal Services Session Directory 2013-12-31
3|Service Control - Virtual Disk Service 2013-12-31
2|Service Control - Distributed Link Tracking Client 2013-06-30
2|Service Control - Distributed Transaction Coordinator 2013-06-30
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Windows Server 2003, Service Pack 2 2012-04-12 17:56:23

2013-04-05 19:35:52

Service Control - Print Spooler 2013-06-30

Windows Server 2003, Service Pack 2 2012-04-12 17:56:23

2013-04-05 19:35:52

Microsoft Windows mshta.exe ACL 2013-12-31

Windows Server 2003, Service Pack 2 2012-04-13 05:09:19

2013-04-08 06:38:04

Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01

Windows Server 2003, Service Pack 2 2013-03-27 06:43:47

2013-04-08 06:38:04

Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25

Windows Server 2003, Service Pack 2 2013-04-03 06:36:42

2013-04-08 06:38:04

Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30

Windows Server 2008 (X64), Service Pack 2 2011-04-19 10:29:39

2013-04-08 06:42:20

Auto Sharing Drive Problem - Server 2020-01-01

Windows Server 2008 (X64), Service Pack 2 2011-09-14 11:47:4S

2013-04-05 19:41:15

Scheduler Service Potential Security Hazard 2013-06-30

Windows Server 2008 (X64), Service Pack 2 2011-09-14 11:47:4S

2013-04-05 19:41:15

Microsoft File System Object Registered 2013-12-31

Windows Server 2008 (X64), Service Pack 2 2012-10-25 17

2013-04-05 19:41:15

ICMP Ti Request 2013-12-31

Windows Server 2008 (X64), Service Pack 2 2013-03-29 19

2013-04-05 19:41:15

SSL Certificate Self-Signed 2013-12-31

Windows Server 2008 (X64), Service Pack 2 2011-08-02 05:20:53

2013-04-08 06:42:20

Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01

Windows Server 2008 (X64), Service Pack 2 2013-03-27 06:49:47

2013-04-08 06:42:20

Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25

Windows Server 2008 (X64), Service Pack 2 2013-04-03 06:45:48

2013-04-08 06:42:20

Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30

Windows Server 2008 (X64), Service Pack 2 2013-04-03 06:45:48

2013-04-08 06:42:20

Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30

Windows Server 2008, Service Pack 2 2013-02-05 06:04:14

2013-04-08 06:43:02

Auto Sharing Drive Problem - Server 2020-01-01

Windows Server 2008, Service Pack 2 2013-03-25 19:50:57

2013-04-05 19:41:52

Scheduler Service Potential Security Hazard 2013-06-30

Windows Server 2008, Service Pack 2 2013-03-25 19:50:57

2013-04-05 19:41:52

Microsoft File System Object Registered 2013-12-31

Windows Server 2008, Service Pack 2 2012-10-25 17:37:0€

2013-04-05 19:41:52

ICMP Ti Request 2013-12-31

Windows Server 2008, Service Pack 2 2012-12-06 19:42:08

2013-04-05 19:41:52

SSL Certificate Domain Name Mismatch 2013-12-31

Windows Server 2008, Service Pack 2 2013-02-05 06:04:14

2013-04-08 06:43:02

Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01

Windows Server 2008, Service Pack 2 2012-12-06 19:42:08

Windows Server 2008, Service Pack 2 2013-03-27 06:52:41

Windows Server 2008, Service Pack 2 2012-12-11 14:53:39

2013-04-05 19:41:52

2013-04-08 06:43:02

Apache ETag Information Disclosure 2013-12-31

icrosoft XML Core Services Remote Code Execution (2719615) 2013-04-25

MySQL Username Enumeration (Zero-Day) - Banner 2020-01-01

Windows Server 2008, Service Pack 2 2013-04-03 06:46:04

2013-04-08 06:43:02

Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30

Windows Server 2008, Service Pack 2 2012-08-15 05:17:28

2013-04-08 06:45:44

Auto Sharing Drive Problem - Server 2020-01-01

Windows Server 2008, Service Pack 2 2012-08-14 17

2013-04-05 19:38:03

Scheduler Service Potential Security Hazard 2013-06-30

Windows Server 2008, Service Pack 2 2013-03-28 19

2013-04-05 19:38:03

Microsoft File System Object Registered 2013-12-31

Windows Server 2008, Service Pack 2 2013-02-25 20:08:09

2013-04-05 19:38:03

ICMP Ti Request 2013-12-31

Windows Server 2008, Service Pack 2 2013-02-25 20:08:09

2013-04-05 19:38:03

SSL Certificate Self-Signed 2013-12-31

Windows Server 2008, Service Pack 2 2012-08-15 05:17:28

2013-04-08 06:45:44

Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01

Windows Server 2008, Service Pack 2 2013-03-27 06:49:01

2013-04-08 06:45:44

Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25

Windows Server 2008, Service Pack 2 2013-04-03 06:41:04

2013-04-08 06:45:44

Microsoft Windows Service Isolation Privilege Escalation - IIS 2013-06-30

Windows Server 2008, Service Pack 2 2013-02-26 05:46:52

2013-04-08 06:42:04

Auto Sharing Drive Problem - Server 2020-01-01

Windows Server 2008, Service Pack 2 2013-02-25 20:08:58

2013-04-05 19:38:17

Scheduler Service Potential Security Hazard 2013-06-30

Windows Server 2008, Service Pack 2 2013-03-25 19:45:11

2013-04-05 19:38:17

ICMP Ti Request 2013-12-31

Windows Server 2008, Service Pack 2 2013-02-25 20:08:58

2013-04-05 19:38:17

SSL Certificate Self-Signed 2013-12-31

Windows Server 2008, Service Pack 2 2013-02-26 05:46:52

2013-04-08 06:42:04

Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01

Windows Server 2008, Service Pack 2 2013-03-27 06:50:33

2013-04-08 06:42:04

Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25

Windows Server 2008, Service Pack 2 2011-03-17 05:22:43

2013-04-08 06:45:15

Auto Sharing Drive Problem - Server 2020-01-01

Windows Server 2008, Service Pack 2 2012-10-25 17:33:52

2013-04-05 19:36:3C

ICMP Ti Request 2013-12-31

Windows Server 2008, Service Pack 2 2012-08-28 17:36:47

2013-04-05 19:36:3C

SSL Certificate Self-Signed 2013-12-31

Windows Server 2008, Service Pack 2 2011-08-02 05:23:33

2013-04-08 06:45:15

Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01

Windows Server 2008, Service Pack 2 2013-03-27 06:51:1C

2013-04-08 06:45:15

Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25

2013-03-05 19:36:52

2013-04-05 19:37:11

Apache User Enumeration 2013-12-31

2013-04-05 19:37:11

RPC rpc.portmap service - Banner 2013-12-31

2013-04-05 19:37:11

RPC rpc.portmap service - Banner 2013-12-31

Linux 2.6.22 - 2.6.23

Linux 2.6.22 - 2.6.23 2012-05-11 05:18:58

2013-04-05 19:37:11

2013-04-08 06:41:58

ICMP Timestamp Request 2013-12-31

Apache Multiple Vulnerabilities (20090727) 2013-06-30

Linux 2.6.22 - 2.6.23 2012-08-09 05:18:07

2013-04-08 06:41:58

OpenSSH X11 Port Forwarding Session Hijack Vulnerability 2013-06-30

Linux 2.6.22 - 2.6.23 2012-05-11 05:18:58

Linux 2.6.22 - 2.6.23 2012-04-23 18:16:28

2013-04-08 06:41:58

2013-04-05 19:37:11
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Apache Multiple Vulnerabilities (20091005) 2013-06-30

3|SSL Certificate Domain Name Mismatch 2013-12-31

Linux 2.6.22 - 2.6.23 2013-03-13 06:36:47

Linux 2.6.22 - 2.6.23 2012-05-11 05:18:58

2013-04-08 06:41:58

2013-04-08 06:41:58

2|Apache 2.2 Multiple Vulnerabilities (201010) 2013-06-30

2|Apache HTTP Range Request Denial of Service (20110830) 2013-06-30

Linux 2.6.22 - 2.6.23 2013-03-13 06:36:47

Linux 2.6.22 - 2.6.23

2013-04-08 06:41:58

2013-04-08 06:41:58

2|Apache Crafted HTTP Request Denial of Service (20110914; 2013-06-30

Apache HTTP Server Multiple Vulnerabilities (20120913) - Banner 2013-06-30

Linux 2.6.22 - 2.6.23

2013-04-05 19:37:11

X11 Server Detected 2013-12-31

Linux 2.6.22 - 2.6.23

Linux 2.6.22 - 2.6.23 2013-03-19 19:36:5C

2013-04-05 19:37:11

2013-04-05 19:37:11

RPC rpc.portmap service 2013-12-31

Apache 2.2.14 mod_reqtimeout Denial of Service (20070103 2013-12-31

Linux 2.6.22 - 2.6.23 2013-03-20 06:37:27

2013-04-08 06:41:58

2|Apache 2.2.3 Multiple Vulnerabilities (20070413) 2013-06-30

Windows Server 2008 (X64), Service Pack 2 2013-04-02 19:39:08

2013-04-04 19:36:17

Password Age 2013-06-30
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‘Windows Server 2008 (X64), Service Pack 2 - 2013-04-03 06:44:38 2013-04-05 06:40:17 2|Minimum Password Length 2013-06-30
Windows Server 2008 (X64), Service Pack 2 2013.04-04 19:36:17 2013.06-

ft Windows SMB Client
oft DNS Client Devolut

P
| Windows Server 2008 (X64), ServicePack2 [ | 165
185
186
2 VS RAS Encrypt
13-04-05 06:40:17 3|Auto Sharing Drive Problem - Server
1 3|Auto Sharing Drive Problem - Wks
3
2
3
Med | 2

Windows System Events Logs Overwritten | :

Windows Security Events Logs Overwritten | :

2013-04-05 06:40:17 (Med | 2|MS RAS Logging
[ 49: 0
Windows Server 2008 (X64), Service Pack 2 ] 3|Windows System Events Logs Overwritten 2013-12-31

Mi Digitally Commu ons (always)

Windows Server 2008 (X64), Service Pack 2 Windows Security Events Logs Overwritten 2013-12-31
‘Windows Server 2008 (X64), Service Pack 2 ow Windows Application Events Logs Overwritten 013-;
Windows Server 2008 (X64), Service Pack 2 il ICMP Timestamp Request 013-12-31

Windows Server 2008 (X64), Service Pack 2 013-04-04 06:49:04 013-04-05 06:40:17 m Update Rollup for ActiveX Kill Bits (969898) 013-06-30
Windows Server 2008 (X64), Service Pack 2 013-04-04 06:49:04 013-04-05 06:40:17 (Med | Micros Security Issue (971888) 013-06-30

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 10693! ‘Med | 2|Microsoft Active Directory LDAP Denial of Service (973309) - 2008 - AD/ADLDS 2013

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 12138 Med | 2|Microsoft Windows Kernel Privilege Escalation (977165) 2013-06-30

Windows Server 2008 (X64), Service Pack 2 | |2013-04-03 19:46:24 2013-04-04 19:36:17 12374 SSL Certificate Self-Signed 2013-12-31
Windows Server 2008 (X64), Service Pack 2 | ]2013-04-03 19:46:24 2013-04-04 19:36:17 12374 SSL Certificate Self-Signed 2013-12-31

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 12629 Med | 2|Microsoft VBScript F1 Help Key Code Execution (981169) - VBScript 5.7 2013-06-30

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 13053! IMed | 2|Microsoft Windows Kernel-Mode Drivers Privilege Escalation (979559} 2013-06-30
Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 13055! Med | 2|Microsoft Windows OpenType CFF Driver Privilege Escalation (980218} 2013-06-30

Windows Server 2008 (X64), Service Pack 2 | |2013-04-03 19:46:24 2013-04-04 19:36:17 13251 Microsoft Windows Media Autoplay 2013-06-15
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Windows Server 2008 (X64), Service Pack 2 [ ]2013-04-04 06:49:04 2013-04-05 06:40:17 13264 'Med [ 2[Microsoft Windows Kernel Privilege Escalation (981852) 2013-06-30
Windows Server 2008 (X64), Service Pack 2 2013-04-04 06:49:04 2013-04-05 06:40:17 13265! Med | 2|Microsoft Windows TCP/IP Privilege Escalation (978886) 2013-06-30
Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 13266 IMed | 2|Microsoft Windows Kernel-Mode Drivers Privilege Escalation (2160329} 2013-06-30

Windows Server 2008 (X64), Service Pack 2 | |2013-04-03 06:44:3¢ 2013-04-05 06:40:17 13402 (Med | 2|Minimum Password Length - NERC 2013-06-30

Windows Server 2008 (X64), Service Pack 2 | |2013-04-03 06:44:3¢ 2013-04-05 06:40:17 13465! ‘Med | 2|Minimum Password Length - PCI DSS 2013-06-30
Windows Server 2008 (X64), Service Pack 2 | |2013-04-03 06:44:3¢ 2013-04-05 06:40:17 13467, IMed | 2|Password History - PCI DSS/HiTrust 2013-06-30

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 13541/ IMed | 2|Microsoft Windows Kernel-Mode Drivers Privilege Escalation (981957, 2013-06-30

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 13843 ‘Med | 2|Microsoft Windows Kernel Mode Drivers Privilege Escalation (2436673) 2013

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 14086! IMed | 2|Microsoft Windows Kernel-Mode Drivers Privilege Escalation (2479628, 2013-06-30

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 14413 Med | 2|Microsoft Revocation of Fraudulent Certificates (2524375) 2013-06-30
Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 14455, IMed | 2|Microsoft Windows Kernel-Mode Drivers Privilege Escalation (2506223; 2013-06-30

Windows Server 2008 (X64), Service Pack 2 | |2013-04-03 19:46:24 2013-04-04 19:36:17 14477, Microsoft MHTML Information Disclosure (2503658) 2013-12-31

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 14841/ Microsoft Vector Markup Language Remote Code Execution (2544521) - Vista/2008 2013-06-30

| Windows Server 2008 (X64), Service Pack2 | |2013-04-0406:49:04  [2013-04-0506:40:17 | 14927 Med | 2|Microsoft Windows Kernel-Mode Drivers Privilege Escalation (2555917, [2013-0630 |
Med [ 2|Microsoft CSRSS Privilege Elevation (2507938)  [2013-0630 |
| Windows Server 2008 (X64), Service Pack2 | |2013-04-0306:44:38  [2013-04-0506:40:17 | 14991 Microsoft HTML Help Buffer Overflow (Zero-Day)
| Windows Server 2008 (X64), Service Pack2 | [2013-04-0306:44:38  [2013-04-0506:40:17 | 14992] Med | 2|AccountlockoutThreshold-HiTrust  [2013-0630 |
Windows Server 2008 (X64), ServicePack2 [ |2013-04-0306:44:38  [2013- 40: Med [ 2|Minimum Password Length-iTrust  [2013:0630

|Windows Server 2008 (X64), Service Pack2 | [2013-04-0406:49:04 _[2013-04-0506:40:17 | 15029)
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Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 15050! ‘Med | 2|Microsoft .NET Framework Information Disclosure (2567951) - 2.0/3.% 2013-06-30

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 15137, ‘Med | 2|Microsoft Revocation of Fraudulent DigiNotar Certificates (2607712 2013-06-30
Windows Server 2008 (X64), Service Pack 2 | |2013-04-03 19:46:24 2013-04-04 19:36:17 15267, Microsoft Windows Autorun Update (971029) 2013-12-31

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 15521/ Med | 2|Microsoft Windows LDAPS Privilege Escalation (2630837) - Vista/2008/7/2008R: 2013-06-30
Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 15539 ‘Med | 2|Microsoft Revocation of Weak DigiCert Sdn. Bhd Certificates (2641690) 2013-06-30

Windows Server (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 16031/ ‘Med | 2|Microsoft Windows Kernel Mode Drivers PostMessage Function (2641653 2013

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 16497, Med | 2|Microsoft Revocation of Fraudulent Certificates (2718704) 2013-06-30

Windows Server 2008 (X64), Service Pack 2 | |2013-04-03 06:44:3¢ 2013-04-05 06:40:17 16574 Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 16731/ 'Med | 2|Microsoft XML Core Services Remote Code Execution (2722479) - KB2719985 6.C 2013-06-30
Windows Server 2008 (X64), Service Pack 2 | [2013-04-04 06:49:04 2013-04-05 06:40:17 16746 IMed | 2|Microsoft XML Core Services Remote Code Execution (2722479) - KB2719985 6.0 x64 2013-06-30

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 16873/ ‘Med | 2|Microsoft Windows Kernel Mode Drivers Privilege Escalation (2731847) 2013-06-30
Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 0| 7 17228 IMed | 2|Microsoft Windows Kernel Privilege Escalation (2724197) 2013-06-30
Windows Server 2008 (X64), Service Pack 2 | |2013-04-02 19:39:0¢ 2013-04-04 1 7 17556 POSIX Subsystem/SFU/SUA Detected - Enabled 2013-12-31

Windows Server 2008 (X64), Service Pack 2 | |2013-04-04 06:49:04 2013-04-05 06:40:17 17766 IMed | 2|Apache Tomcat Multiple Vulnerabilities (20121204) 2013-06-30
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Windows Server 2008 (X64), Servi

Windows Server 2008 (X64), Servi

| |2013-04-04 06:49:04 2013-04-05 06:40:17 17924
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Windows Server 2008 (X64), Service Pack 2

Windows Server 2008 (X64), Service Pack 2

2013-04-05 06:40:17

3|Apache Tomcat HTTP Digest Access Bypass

Med | 2|Microsoft Revocation of Fraudulent Certificates (2798897 2013-06-30

2013-12-31

Windows Server 2008 (X64), Service Pack 2

2013-04-05 06:40:17

3|Apache Tomcat Default Error Page Version Detection

Microsoft Windows Service Isolation Privilege Escalation - TAPI

2013-12-31

2013-06-30

Windows Server 2003, Service Pack 2

2013-04-08 06:46:4€

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-05 19:59:40

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-05 19:59:40

Windows Server 2003, Service Pack 2

2011-10-21 18:07:17

2013-04-05 19:59:40

Windows Server 2003, Service Pack 2

2013-02-14 20:01:43
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1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
3|Microsoft SQL Server Version Disclosure 2013-12-31
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
2|Microsoft Windows Service Isolation Privilege Escalation - SQL Server 2013-06-30
3|Auto Sharing Drive Problem - Server 2020-01-01
3|Microsoft File System Object Registered 2013-12-31
3|Terminal Services Service 2013-12-31
2|Microsoft Windows FIPS Compliant Algorithms - XP/2003 2013-06-30
2|Microsoft Internet Connection Sharing Tab 2013-06-30
3|Microsoft Windows Task Scheduler Task Scheduler Properties 2013-12-31
3|Microsoft Windows New Task Creation Unprohibited 2013-12-31
2|Microsoft Windows Terminal Services Connections Limit 2013-06-30
3|Microsoft Windows Terminal Services Local Administrator Customization 2013-12-31
3|Microsoft Windows Disable User to Patch Elevated Products 2013-12-31
3|Microsoft Windows Recycle Bin Auto-Delete 2013-12-31
3|Microsoft Windows Messenger Internet Access 2013-12-31
2|Microsoft Windows Password Filter 2013-06-30
3|Microsoft Windows Printer ACL Security 2013-12-31
2|Microsoft Windows Registry Auditing 2013-06-30
2|Microsoft Windows Strong Password Filtering DLL - Missing 2013-06-30
3/ICMP Til Request 2013-12-31
2|Microsoft Windows Event Log Security 2013-06-30
2|Service Control - Application Layer Gateway Service 2013-06-30
2|Service Control - ASP .NET State Service 2013-06-30
2|Service Control - COM+ System Application 2013-06-30
2|Service Control - Help and Support 2013-06-30
2|Service Control - HTTP SSL 2013-06-30
2|Service Control - Internet Connection Firewall /Internet Connection Sharing 2013-06-30
3|Service Control - Shell Hardware Detection 2013-12-31
3|Service Control - Terminal Services Session Directory 2013-12-31
3|Service Control - Virtual Disk Service 2013-12-31
3|Service Control - WinHTTP Web Proxy Auto-Discovery Service 2013-12-31
2|Service Control - Distributed Link Tracking Client 2013-06-30
2|Service Control - Distributed Transaction Coordinator 2013-06-30
2|Service Control - Portable Media Serial Number 2013-06-30
2|Service Control - Print Spooler 2013-06-30
2|Service Control - Telephony 2013-06-30
2|Service Control - Uninterruptible Power Supply 2013-06-30
3|Microsoft Windows mshta.exe ACL 2013-12-31
3|Service Control - Secondary Logon 2013-12-31
1|Microsoft HTML Help Buffer Overflow (Zero-Day) 2020-01-01
1|Microsoft XML Core Services Remote Code Execution (2719615) 2013-04-25
3|Wireshark Multiple Vulnerabilities (20130129) - Windows 2013-12-31
1 hark Multiple Vul ilities (20130306) - Windows 2013-04-16
2|Microsoft Windows Service Isolation Privilege Escalation - TAPI 2013-06-30
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lP_______Hostname ____Jos  tab [FirstSeen |LastSeen AuditD__Associated IAV___[Risk ___[Severity
120120511 05:18:58 |2013-04-00 10:44:49
2012-05-11 05:18:58 |201304-0 10:44:49 High | 1|Apache Multiple Vulnerabilies (20100308 [Overdue |
2012:05-11 05:18:58 |2013-04-00 10:44:49 Med | 2|Apache Reverse Proxy Crafted URI Request Information Disclosure - Banner _ [Overdue |
12012-05-11 05:18:58 |201304-09 10:44:49 Med | 2|Apache Mod SetEnvif hiaccess Privilege Escalation  [Overdue |
120120511 05:18:58 |2013-04-00 10:44:49 Med | 2|Apache Multile Vulnerabilties (20120131) -Banner _ [Overdue |
Med | 1]Apache HTTP Server Multiple Cross Site Scripting Vulnerabilities -Remote ______[overdue |

Windows Server 2003, Service Pack 2 | |2013-02-21 05:16:36 |2013-04-09 10:42:55 17584 Med | 1|Apache Tomcat Multiple Vulnerabilities (20121105)

Windows Server 2003, Service Pack 2 | |2013-03-07 05:24:14 |2013-04-09 10:29:55 17270 'Med | 2|Microsoft SQL Server Privilege Escalation (2754849) - 2005

|Windows Server 2003, Service Pack2 | [2013.03.1219:42:23 |2013.04-08 19:42:47 | 18389 low | 1|wireshark Multiple Vulnerabilties (20130306) -Windows ___ |2013.04-16

: 15 |2013-04-00 10:47:45
|Windows Server 2008, Service Pack2 | |2013.02:26 05:47:56 1621 High | 2|Microsoft Windows Common Controls Code Execution (2664258) [Overdue |
| Windows Server 2008, Service Pack2 | [2013.02-26 05:47:56 |2013-04-09 10:48:03
| Windows Server 2008 R2 (X64), Service Pack1 | |2013.01-30 06:16:12 [2013-04-09 10:48:11 | 27 CGl - ColdFusion Example application
| Windows Server 2008 R2 (X64), Service Pack1 | | : 27 High

2013-01-30 06:16:12 |2013-04-09 10:48:11
Windows Server 2003, Service Pack 2013-01-02 05:45:25 |2013-04-09 10:47:49 1571 Microsoft .NET Framework Multiple Vulnerabilities (2638420) - 4.0

Windows Server 2003, Service Pack 2

Windows Server 2003, Service Pack 2 | |2012-10-17 05:26:50 |2013-04-08 06:41:56 1727 Med | 2|Microsoft SQL Server Privilege Escalation (2754849) - 2005

013-04-08 06:41:56 Med | 1|Microsoft Windows Kernel Mode Drivers Multiple Vulnerabities (2778344)  |Overdue |
Windows Server 2003, Service Pack 2 2013-04-08 06:41:56 High | 2|Microsoft Windows Media Remote Code Execution (2780091)  |Overdue |
Windows Server 2003, Service Pack 2 | |2013-02-26 05:38:23 |2013-04-08 06:41:56 Med | 2|Microsoft .NET Framework P
Windows Server 2003, Service Pack 2 013-04-08 06:41:56 Med | 2|Microsoft Windows Kernel Privilege Escalation (2799494)  |Overdue |
Windows Server 2003, Service Pack 2 | [2013-02-26 05:38:23 [2013-04-08 06:41:56
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Windows Server 2003, Service Pack 2 2013-02-26 05:38:23 |2013-04-08 06:41:56 18228 lHigh | 1]Microsoft Internet Explorer Security Update (2792100) - XP x64/2003
Windows Server 2003, Service Pack 2 | |2013-02-26 05:38:23 |2013-04-08 06:41:56 18236 'Med | 2|Microsoft .NET Framework Privilege Escalation (2800277) - KB2789642 Overdue

HP Insight Management Agent Multiple Vulnerabilities (20120501) Overdue
Apache Multiple Vulnerabilities (20120131) - Remote Overdue

Windows Server 2003, Service Pack 2 | |2012-10-17 05:13:12 |2013-04-09 10:27:30 16920 High
Apache Multiple Vulnerabilities (20120131) - Remote Overdue

Windows Server 2003, Service Pack 2 012-11-01 05:12:56 |2013-04-09 10:27:30 1743
Windows Server 2003, Service Pack 2 012-11-01 05:12:56 |2013-04-09 10:27:30 1743

Overdue
Overdue
Overdue
Overdue

Windows Server 2003, Service Pack 2 013-03-12 07:01:19 |2013-04-09 10:42:14 16749
Windows Server 2003, Service Pack 2 | |2013-02-27 05:46:21 |2013-04-09 10:42:24 1827
Windows Server 2003, Service Pack 2 ]

Windows Server 2003, Service Pack 2 | |2012-07-18 05:24:58 |2013-04-09 10:42:13 16749

| Windows Server 2003, Service Pack2 | [2012-10-17 05:24:08 [2013-04-09 10:37:28 | 1727 Overdue

3
013-03-09 06:39:16 |2013-04-09 10:42:24 16749

Windows Server 2003, Service Pack 2 | |2012-08-29 05:16:32 |2013-04-09 10:26:37 16920 HP Insight Management Agent Multiple Vulnerabilities (20120501) Overdue
Windows Server 2003, Service Pack 2 | |2013-02-13 05:17:19 |2013-04-09 10:26:37 17431 | 2|Apache Multiple Vulnerabilities (20120131) - Remote Overdue

Windows Server 2003 | |2012-11-01 05:29:52 |2013-04-09 10:39:44 17431 | 2|Apache Multiple Vulnerabilities (20120131) - Remote Overdue
Windows Server 2003 | |2012-11-01 05:29:52 |2013-04-09 10:39:44 17431 | 2|Apache Multiple Vulnerabilities (20120131) - Remote Overdue
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Associated IAV

Windows Server 2003, Service Pack 2 | |2013-03-12 19:42:23 |2013-04-09 19:39:50 | 18389 Wireshark Multiple Vulnerabilities (20130306) - Windows 2013-04-16

FOR OFFICIAL USE ONLY - Not For Public Release.
DISTRIBUTION STATEMENT B. Distribution authorized to U.S. Government agencies only. Assigned pursuant to Public Law 107-296. Page 90 of 97




IAV Sacan from 18 April 2013

FOR OFFICIAL USE ONLY

IP 0S

Hostname

Lab

First Seen

Last Seen

AuditID Associated IAV

Windows Server 2008, Service Pack 2

2013-04-17 06:30:27

2013-04-18 06:31:27

18656

Windows Server 2008, Service Pack 2

2013-04-17 06:51:59

2013-04-18 06:51:56

18656

Windows Server 2008, Service Pack 2

2013-04-16 19:46:03

2013-04-16 19:46:03

18676

Windows Server 2008, Service Pack 2

2013-04-17 06:53:08

2013-04-18 07:01:53

18656

Windows Server 2008, Service Pack 2

2013-04-16 19:48:43

2013-04-16 19:48:43

18676

Windows Server 2008, Service Pack 2

2013-04-17 06:56:36

2013-04-18 07:03:42

18650

Windows Server 2008, Service Pack 2

2013-04-17 06:56:36

2013-04-18 07:03:42

18652

Windows Server 2008, Service Pack 2

2013-04-17 06:56:36

2013-04-18 07:03:42

18654

Windows Server 2008, Service Pack 2

2013-04-17 06:56:36

2013-04-18 07:03:42

18656

Windows Server 2008, Service Pack 2

2013-04-17 06:56:36

2013-04-18 07:03:42

18670

Windows Server 2008, Service Pack 2

2013-04-17 06:52:53

2013-04-18 06:57:26

18656

Windows Server 2008, Service Pack 2

2013-04-17 06:15:34

2013-04-18 06:21:15

18650

Windows Server 2008, Service Pack 2

2013-04-17 06:15:34

2013-04-18 06:21:15

18652

Windows Server 2008, Service Pack 2

2013-04-17 06:15:34

2013-04-18 06:21:15

18654

Windows Server 2008, Service Pack 2

2013-04-17 06:15:34

2013-04-18 06:21:15

18656

Windows Server 2008, Service Pack 2

2013-04-17 06:15:34

2013-04-18 06:21:15

18670

Windows Server 2008, Service Pack 2

2013-04-16 19:23:18

2013-04-16 19:23:18

18676

Windows Server 2008, Service Pack 2

2013-04-17 06:27:35

2013-04-18 06:32:52

18656

Windows Server 2008, Service Pack 2

2013-04-17 06:30:55

2013-04-18 06:33:56

18650

Windows Server 2008, Service Pack 2

2013-04-17 06:30:55

2013-04-18 06:33:56

18652

Windows Server 2008, Service Pack 2

2013-04-17 06:30:55

2013-04-18 06:33:56

18654

Windows Server 2008, Service Pack 2

2013-04-17 06:30:55

2013-04-18 06:33:56

18656

Windows Server 2008, Service Pack 2

2013-04-17 06:30:55

2013-04-18 06:33:56

18670

Windows Server 2003, Service Pack 2

2013-04-17 06:40:01

2013-04-18 06:39:56

18679

Windows Server 2008, Service Pack 2

2013-04-17 06:55:49

2013-04-18 06:59:19

18656

Windows Server 2003, Service Pack 2

2013-04-17 06:39:03

2013-04-18 06:54:58

18650

Windows Server 2003, Service Pack 2

2013-04-17 06:39:03

2013-04-18 06:54:58

18652

Windows Server 2003, Service Pack 2

2013-04-17 06:39:03

2013-04-18 06:54:58

18654

Windows Server 2003, Service Pack 2

2013-04-17 06:39:03

2013-04-18 06:54:58

18670

Windows Server 2003, Service Pack 2

2013-04-16 19:42:07

2013-04-16 19:42:07

18671

Windows Server 2003, Service Pack 2

2013-04-16 19:41:22

2013-04-16 19:41:22

18671

Windows Server 2003, Service Pack 2

2013-04-17 06:52:47

2013-04-18 06:48:03

18679

Windows Server 2003, Service Pack 2

2013-04-16 19:41:42

2013-04-16 19:41:42

18671

Windows Server 2003, Service Pack 2

2013-04-17 06:38:59

2013-04-18 06:54:34

18650

Windows Server 2003, Service Pack 2

2013-04-17 06:38:59

2013-04-18 06:54:34

18652

Windows Server 2003, Service Pack 2

2013-04-17 06:38:59

2013-04-18 06:54:34

18654

Windows Server 2003, Service Pack 2

2013-04-16 19:33:42

2013-04-16 19:33:42

18671
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Windows Server 2008, Service Pack 2

2013-04-17 06:59:26

2013-04-18 07:04:15

Windows Server 2008, Service Pack 2

2013-04-17 06:59:26

2013-04-18 07:04:15

Windows Server 2008, Service Pack 2

2013-04-17 06:59:26

2013-04-18 07:04:15

Windows Server 2008, Service Pack 2

2013-04-17 06:59:26

2013-04-18 07:04:15

Windows Server 2008, Service Pack 2

2013-04-17 06:59:26

2013-04-18 07:04:15

Windows Server 2008, Service Pack 2

2013-04-17 07:00:56

2013-04-18 07:04:27

Windows Server 2008, Service Pack 2

2013-04-17 06:58:48

2013-04-18 07:05:37

Windows Server 2008, Service Pack 2

2013-04-17 06:58:48

2013-04-18 07:05:37

Windows Server 2008, Service Pack 2

2013-04-17 06:58:48

2013-04-18 07:05:37

Windows Server 2008, Service Pack 2

2013-04-17 06:58:48

2013-04-18 07:05:37

Windows Server 2008, Service Pack 2

Windows Server 2008, Service Pack 2

2013-04-17 06:58:48

2013-04-17 07:00:52

2013-04-18 07:05:37

2013-04-18 07:05:58

High

Windows Server 2008, Service Pack 2

2013-04-17 07:00:52

2013-04-18 07:05:58

Windows Server 2008, Service Pack 2

2013-04-17 07:00:52

2013-04-18 07:05:58

Windows Server 2008, Service Pack 2

2013-04-17 07:00:52

2013-04-18 07:05:58

Windows Server 2008, Service Pack 2

2013-04-17 07:00:52

2013-04-18 07:05:58

Windows Server 2008, Service Pack 2

2013-04-17 06:59:29

2013-04-18 07:03:03

Windows Server 2008, Service Pack 2

2013-04-17 06:59:29

2013-04-18 07:03:03

Windows Server 2008, Service Pack 2

2013-04-17 06:59:29

2013-04-18 07:03:03

Windows Server 2008, Service Pack 2

2013-04-17 06:59:29

2013-04-18 07:03:03

Windows Server 2008, Service Pack 2

2013-04-17 06:59:29

2013-04-18 07:03:03

Windows Server 2008, Service Pack 2

2013-04-17 06:58:49

2013-04-18 07:02:37

Windows Server 2008, Service Pack 2

2013-04-17 06:58:49

2013-04-18 07:02:37

Windows Server 2008, Service Pack 2

2013-04-17 06:58:49

2013-04-18 07:02:37

Windows Server 2008, Service Pack 2

2013-04-17 06:58:49

2013-04-18 07:02:37

Windows Server 2008, Service Pack 2

2013-04-17 06:58:49

2013-04-18 07:02:37

Windows Server 2008, Service Pack 2

2013-04-17 06:58:16

2013-04-18 07:06:10

Windows Server 2008, Service Pack 2

2013-04-17 06:58:16

2013-04-18 07:06:10

Windows Server 2008, Service Pack 2

2013-04-17 06:58:16

2013-04-18 07:06:10

Windows Server 2008, Service Pack 2

2013-04-17 06:58:16

2013-04-18 07:06:10

Windows Server 2008, Service Pack 2

2013-04-17 06:58:16

2013-04-18 07:06:10

Windows Server 2008, Service Pack 2

2013-04-17 06:59:29

2013-04-18 07:05:06

Windows Server 2008, Service Pack 2

2013-04-17 06:59:29

2013-04-18 07:05:06

Windows Server 2008, Service Pack 2

2013-04-17 06:59:29

2013-04-18 07:05:06

Windows Server 2008, Service Pack 2

2013-04-17 06:59:29

2013-04-18 07:05:06

Windows Server 2008, Service Pack 2

2013-04-17 06:59:29

2013-04-18 07:05:06

Windows Server 2008, Service Pack 2

2013-04-17 06:18:28

2013-04-18 06:25:45
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Windows Server 2008, Service Pack 2

2013-04-17 06:18:26

2013-04-18 06:24:08

Windows Server 2008, Service Pack 2

2013-04-17 06:18:26

2013-04-18 06:24:08

Windows Server 2008, Service Pack 2

2013-04-17 06:18:26

2013-04-18 06:24:08

Windows Server 2008, Service Pack 2

2013-04-17 06:18:26

2013-04-18 06:24:08

Windows Server 2008, Service Pack 2

Windows Server 2003, Service Pack 2

2013-04-17 06:18:26

2013-04-16 19:24:02

2013-04-18 06:24:08

2013-04-16 19:24:02

Windows Server 2008, Service Pack 2

2013-04-17 06:22:05

2013-04-18 06:30:31

Windows Server 2008, Service Pack 2

2013-04-17 06:22:05

2013-04-18 06:30:31

Windows Server 2008, Service Pack 2

2013-04-17 06:22:05

2013-04-18 06:30:31

Windows Server 2008, Service Pack 2

2013-04-17 06:22:05

2013-04-18 06:30:31

Windows Server 2008, Service Pack 2

2013-04-17 06:22:05

2013-04-18 06:30:31

Windows Server 2008, Service Pack 2

2013-04-17 06:27:35

2013-04-18 06:33:48

Windows Server 2008, Service Pack 2

2013-04-17 06:27:35

2013-04-18 06:33:48

Windows Server 2008, Service Pack 2

2013-04-17 06:27:35

2013-04-18 06:33:48

Windows Server 2008, Service Pack 2

2013-04-17 06:27:35

2013-04-18 06:33:48

Windows Server 2008, Service Pack 2

2013-04-17 06:27:35

2013-04-18 06:33:48

Windows Server 2008, Service Pack 2

2013-04-16 19:19:13

2013-04-16 19:19:13

Windows Server 2008, Service Pack 2

2013-04-17 06:24:43

2013-04-18 06:33:36

Windows Server 2008, Service Pack 2

2013-04-17 06:24:43

2013-04-18 06:33:36

Windows Server 2008, Service Pack 2

2013-04-17 06:24:43

2013-04-18 06:33:36

Windows Server 2008, Service Pack 2

2013-04-17 06:24:43

2013-04-18 06:33:36

Windows Server 2008, Service Pack 2

2013-04-17 06:24:43

2013-04-18 06:33:36

Windows Server 2003, Service Pack 2

2013-04-17 06:47:44

2013-04-18 06:53:38

Windows Server 2003, Service Pack 2

2013-04-17 06:47:44

2013-04-18 06:53:38

Windows Server 2003, Service Pack 2

2013-04-17 06:47:44

2013-04-18 06:53:38

Windows Server 2003, Service Pack 2

2013-04-17 06:47:44

2013-04-18 06:53:38

Windows Server 2003, Service Pack 2

2013-04-16 19:46:35

2013-04-16 19:46:35

Windows Server 2008, Service Pack 2

2013-04-17 06:11:38

2013-04-18 06:13:45

Windows Server 2008, Service Pack 2

2013-04-16 19:07:50

2013-04-16 19:07:50

Windows Server 2008, Service Pack 2

2013-04-17 06:12:01

2013-04-18 06:12:26

Windows Server 2008, Service Pack 2

2013-04-17 06:12:01

2013-04-18 06:12:26

Windows Server 2008, Service Pack 2

2013-04-17 06:12:01

2013-04-18 06:12:26

Windows Server 2008, Service Pack 2

2013-04-17 06:12:01

2013-04-18 06:12:26

Windows Server 2008, Service Pack 2

2013-04-17 06:12:01

2013-04-18 06:12:26

Windows Server 2008, Service Pack 2

2013-04-17 06:23:24

2013-04-18 06:20:39

Windows Server 2008, Service Pack 2

2013-04-17 06:52:51

2013-04-18 07:02:58

Windows Server 2008, Service Pack 2

2013-04-17 06:52:51

2013-04-18 07:02:58
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Windows Server 2008, Service Pack 2

2013-04-17 06:52:51

2013-04-18 07:02:58

Windows Server 2008, Service Pack 2

2013-04-17 06:52:51

2013-04-18 07:02:58

Windows Server 2008, Service Pack 2

2013-04-17 06:52:51

2013-04-18 07:02:58

Windows Server 2008, Service Pack 2

2013-04-17 06:52:10

2013-04-18 06:56:51

Windows Server 2008, Service Pack 2

2013-04-17 06:52:10

2013-04-18 06:56:51

Windows Server 2008, Service Pack 2

2013-04-17 06:52:10

2013-04-18 06:56:51

Windows Server 2008, Service Pack 2

2013-04-17 06:52:10

2013-04-18 06:56:51

Windows Server 2008, Service Pack 2

2013-04-17 06:52:10

2013-04-18 06:56:51

Windows Server 2003, Service Pack 2

2013-04-17 07:03:00

2013-04-18 07:07:26

Windows Server 2003, Service Pack 2

2013-04-17 07:03:00

2013-04-18 07:07:26

Windows Server 2003, Service Pack 2

2013-04-17 07:03:00

2013-04-18 07:07:26

Windows Server 2003, Service Pack 2

2013-04-17 07:03:00

2013-04-18 07:07:26

Windows Server 2003, Service Pack 2

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-16 19:51:35

2013-04-17 07:01:05

2013-04-16 19:51:35

2013-04-18 07:07:00

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-17 07:01:05

2013-04-18 07:07:00

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-17 07:01:05

2013-04-18 07:07:00

Med

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-17 07:01:05

2013-04-18 07:07:00

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-17 07:01:05

2013-04-18 07:07:00

Windows Server 2008 R2 (X64), Service Pack 1

Windows Server 2008, Service Pack 2

2013-04-17 07:01:05

2013-04-17 06:59:14

2013-04-18 07:07:00

2013-04-18 07:05:49

Windows Server 2008, Service Pack 2

2013-04-17 06:59:14

2013-04-18 07:05:49

Med

Windows Server 2008, Service Pack 2

2013-04-17 06:59:14

2013-04-18 07:05:49

Windows Server 2008, Service Pack 2

2013-04-17 06:59:14

2013-04-18 07:05:49

Windows Server 2008, Service Pack 2

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-17 06:59:14

2013-04-17 07:01:02

2013-04-18 07:05:49

2013-04-18 07:03:31

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-17 07:01:02

2013-04-18 07:03:31

High

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-17 07:01:02

2013-04-18 07:03:31

Med

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-17 07:01:02

2013-04-18 07:03:31

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-17 07:01:02

2013-04-18 07:03:31

Windows Server 2008 R2 (X64), Service Pack 1

2013-04-17 07:01:02

2013-04-18 07:03:31

Windows Server 2008, Service Pack 2

2013-04-17 06:09:07

2013-04-18 06:14:17

Windows Server 2008, Service Pack 2

2013-04-17 06:09:07

2013-04-18 06:14:17

Windows Server 2008, Service Pack 2

2013-04-17 06:09:07

2013-04-18 06:14:17

Med
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