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Enclosed please find my comments as the whistleblower in response to the Office
of the Special Counsel (OSC) investigation case # DI-13-3661 regarding the massive
privacy breaches at the Veterans Affairs Medical Center located in Northport New York.
[ received the OSC report re: OSC case # DI-13-3661 in the mail on 12/19/13 and was
given an extension to 1/21/2014 to submit my response to this report. I have some serious
misgivings regarding the Veterans Affairs (herein referred to as the agency) Office of the
Medical Inspector (OMI) team "investigation" and their "report." It is inaccurate and
incomplete; it's obvious that they did not interview all of the individuals on the access
logs involved in the privacy breaches when comparing the list of employees that were
interviewed v. the employees listed on the access logs - enclosed please find a copy of the
Sensitive Patient Access Reports (SPAR) listing all of the individuals that illegally
accessed my medical records - when this list is compared to the individuals listed by the
agency's OMI team it is clear that they only partially investigated some of the folks; it is
highly disturbing that they would conduct only a partial investigation in light of the
massive scale of the privacy breaches. I demand that the OMI team return to complete the
investigation to include ALL of the individuals and to further investigate the privacy
breaches delving deeper into this abysmal criminal activity v. their superficial review. 1
disagree with their sugar coated conclusions since it seems to promulgate and perpetuate
the agency lies tantamount to a white washed cover up since it is the proverbial fox
guarding the hen house. The agency's OMI conclusions were based on vague,
speculative, dismissive accepted agency responses (lies) at face value v. further
independent validation. It was superficial and milk toast at best. For instance, many of the
cases of improper accesses were chalked up to "mistaken entries", however, the agency
failed to take a deeper look to verify if there actually could've been another veteran
named Fasano scheduled at the exact same time and date that the "mistaken entry"
occurred. I am the only Joseph Anthony Fasano 100% disabled veteran employed by the
entire VA placing me at a distinct disadvantage compared to my civilian counterparts
since all of my Protected Health Information (PHI), Sensitive Individual Information
(SPI) and Personal Individual Information (PII) is contained within the many data bases
(hard copy and electronic) contained within the VA's System of Records readily available
at the fingertips of any VA employee. It is highly disturbing that a VA cop is allowed to
waltz through my medical record since your local cop or sheriff just can't waltz into your
private doctor's office and peruse your medical records at a whim; neither can your
supervisor, coworkers, subordinates, etc. It was also painfully obvious that the agency
responses were coached. For instance, Nyny Romero and Maribel Haddock of the
Northport Compensation and Pension (C + P) office used the lame excuse that they
accessed my chart due to a Regional Office request regarding a C + P exam (the agency
fails to provide a copy of this "request"), however, this is not true since by law I cannot
have a C + P exam at Northport since [ am also employed at Northport representing a



conflict of interest begging the question of what deeper ulterior nefarious motives were at
stake with the subsequent illegal disenrollment of me as a veteran; all of my disability
claims have already been adjudicated by the Veteran's Benefit Administration (VBA)
with assigned disability ratings, etc. The OMI team also failed to further investigate the
illegal access by Barbara Inskip RN Performance Improvement department of my
medical records. Her excuse for illegally accessing my chart implicates my ex sister in
law Catherine Fasano RN, however, the OMI team never interviewed her since Ms.
Fasano committed a crime in convincing Ms. Inskip to commit a privacy violation. In
short these are but a few examples of an investigation and report riddled with agency
bias. The agency's corrective action(s) are a weak inadequate anemic panacea that will
not work to stave off the ongoing massive privacy breaches of myself and other VA
employees.

The agency's OMI report does not rise to the level of a serious and proper
investigation since none of the interviews were recorded for independent review/
analysis/ cross examination. None of the interviewees were sworn in under oath so there
was no compelling need to tell the truth. The report was based on a shoddy, sloppy,
superficial and biased "investigation" that was too severely limited in scoped to be of any
substantive value. None of the culprits involved in the illegal privacy breaches were
punished, disciplined or reported to their respective State Licensing Boards (SLBs) if
applicable. The agency's OMI team should be forced to re-investigate this thoroughly,
completely and properly. Every interviewee should be sworn in under oath compelling
them to testify truthfully for fear of perjury. Every interview should be recorded so that
the transcripts can be made part of the public record for independent review, analysis and
cross examination. The agency's OMI report jumps to erroneous conclusions based on
superficial face value biased.

[ demand the immediate termination of Mr. Michael Sabo (VISN 3 director) for
his complicit role in this criminal activity along with the immediate termination and
criminal indictment of all of the guilty culprits including but not limited to VA Northport
NY senior management that initiated, promulgated and instigated this targeted, adverse
and retaliatory action against me including Mr. Phil Moschitta (Northport director), Ms.
Maria Favale (Northport associate director), Dr. Michael Marino (Service Chief
Psychology and chair Workplace Violence Committee), Mr. Nick Squicciarini (VA
Northport police chief) and Mr. Steven Wintch (Northport privacy officer) who refused
to investigate these matters despite years of requests to do so.

All veterans and VA employees should be able to independently and directly
access their own access logs (SPAR) without having to go through the Privacy Officer
since Mr. Wintch has proven to be an ineffective, lying, criminal dirt bag in his
incompetence to do his job in attempts to cover up for the agency's wrong doings. All
federal employees are able to access their Leave and Earnings Statements (LES) pay
stubs this way as well as their own electronic personnel records, so why can't we have the
same level of discreet access to our own SPAR? All veterans and VA employees should
be able to directly access their medical records without having to go through the Release
of Information (ROI) office; I'm able to do this with my private physician so why can't I
do this with the VA? The VA police SHOULD NOT be allowed any type or level of
access to veteran and/ or employee medical records without a court order, subpoena,
release form, etc. The blanket application of TPO (treatment, payment or health care



operations) has been too liberally applied. The local police, sheriff and state troopers can't
just waltz into your private doctor's office and peruse your medical records so why are
VA cops allowed to do so?

DRAFT FACTS

Mr. Fasano explained that he is a veteran and has 100% service-connected
disabilities. As a result of these disabilities, Mr. Fasano receives ongoing care from
private healthcare providers, although he is eligible for care through the VA. When he is
required to undergo Compensation and Pension Exams as a condition of his disability
benefits, he sees providers located at the Brooklyn Campus of the VA New York Harbor
Healthcare System in Brooklyn, New York. He does not receive care at the Northport
VAMC.

Mr. Fasano stated that he initially interviewed for his current position at the
Northport VAMC in July 2007. He was interviewed by a three-person panel, including
Eleanor Hobbs, a Nurse Practitioner. According to Mr. Fasano, Ms. Hobbs initially voted
against hiring him and the position was offered to another individual, who declined.
Thus, in October 2007 the job was offered to Mr. Fasano. He accepted the position but
did not begin work until August 2008, following completion of the agency’s vettin
process. Mr. Fasano noted that from early on in his employment, other VA employees
were aware of his disabilities, and commented on them to him. He stated that this
concerned him, as his disabilities were not public knowledge or obvious. In 2011, Mr.
Fasano began requesting access logs for his medical files through the Northport VAMC
Privacy Office. He noted that he did not receive full responses to his requests, and
ultimately filed a Freedom of Information Act request to obtain the full logs. Upon
receiving the logs, Mr. Fasano found that a number of individuals had accessed his
medical records during the vetting process. A list of those individuals, along with their
titles, where available, and the dates of access are attached to this letter.

On May 28, 2013, Mr. Fasano was informed that a complaint had been filed against
him by his former sister-in-law, also a Northport VAMC employee. He was escorted off
the VA campus and placed on paid administrative leave. According to Mr. Fasano, an
Administrative Investigation Board (AIB) was convened to review the allegations made
against him. He was advised that he could only return to the Northport VAMC campus if
he provided 24 hour notice and was escorted by VA police. On June 27 and 28, 2013, Mr.
Fasano was interviewed by the AIB, comprised of Paul Haberman, Registered Nurse
(RN) Chair, Steven Wintch, Privacy Officer, and Barbara Albanese, RN. Mr. Fasano
stated that during the hearing, the AIB repeatedly and specifically referred to his service-
connected disabilities in a humiliating and discriminatory manner.

Mr. Fasano noted that during the period of time shortly before the complaint was
made against him and continuing through his administrative leave, a variety of Northport
VAMC employees have accessed his medical records. A list of the employees who
engaged in the access, their titles, where available, and the dates of access are attached to
this letter. Mr. Fasano noted that a significant portion of these employees are not
healthcare providers, but serve in administrative or law enforcement roles.

Based upon the foregoing, Mr. Fasano alleged that Northport VAMC employees
have improperly accessed his medical records in violation of the Privacy Act of 1974
(Privacy Act), the Health Insurance Portability and Accountability Act of 1996 (HIPAA),




and Veterans Health Administration (VHA) Handbook 1605.2, Appendix A,Functional
Categories Identifying Appropriate Levels of Access to Protected Health

Information (January 23, 2013), which limits the access of particular employees to
patients’ full medical records. Further, Mr. Fasano alleged that the improper access
constituted an abuse of authority.

The Privacy Act is codified at 5 U.S.C. § 552a. Section 552a(b) prohibits agencies
from disclosing any record contained in a system of records except with prior written
consent of the individual to whom the record pertains. While § 552a(b)(1) allows for
disclosure to officers and employees of the agency maintaining the record in performance
of their duties, we note that in this instance, Mr. Fasano was not receiving care at the
Northport VAMC, and thus, no access to his medical records could have been in
connection with a provider’s job duties. Further, the HIPAA Privacy Rule, found at 45
C.F.R. §§ 160 and 164, requires that covered entities, including the VA, “ensure the
confidentiality... of all electronic protected health information the covered
entity...maintains.” Further, 45 C.F.R. § 164(a)(2) requires covered entities to protect
against reasonably anticipated threats to the security of such information.

VHA Handbook 1605.2 provides mandatory guidelines for the use and disclosure of
patients’ individually-identifiable health information. Handbook 1605.2 explains that
VHA constitutes a covered entity and, as such, VHA is required to implement the
“minimum necessary standard.” This standard requires covered entities to establish
policies to limit the use or disclosure of protected health information to the minimum
amount necessary. To accomplish the goal of limiting the use of protected health
information, VHA divides employees into functional categories, each with an appropriate
level of minimum access. See VHA Handbook 1605.2, Appendix B, Functional
Categories Identifying Appropriate Levels of Access to Protected Health Information.
Individuals in administrative support positions, as outlined in Appendix B, have limited
access to medical records when necessary to complete an assignment. VHA Handbook
1605.2, para. 6, specifically states that all VHA personnel must use no more protected
health information than is necessary to perform their specific job function, and must not
access information that exceeds the limits of their functional category. Paragraph 6
further notes that, even if an employee’s position allows for greater access, the employee
should only access the information necessary to perform their official function.

As Mr. Fasano does not receive care at the Northport VAMC, it appears that any
access to his medical records by providers is unrelated to the completion of their job
duties. Further, access to Mr. Fasano’s medical records by Northport VA administrative
and law enforcement personnel is necessarily unrelated to the provision of care regardless
of whether Mr. Fasano received care at the Northport VAMC. Thus, such access appears
to be related to his employment at the Northport VAMC, which may violate his right to
privacy under the Privacy Act, the HIPAA Privacy rule, and VHA Handbook 1605.2.

It is of note that such access to medical records is not likely possible for non-veteran VA
employees. Permitting access to the records of employees who are veterans places those
employees at a disadvantage during administrative employment proceedings. OSC has
received similar allegations of improper access to veteran-employee medical records in
the past. See OSC File Nos. DI-11-2679 and DI-11-2798. In those matters, disclosed by
employees of the VA Boston Healthcare System (VABHS), the agency indicated that
additional training was provided for VABHS employees on the privacy needs of veterans



who are employed by and receive care at the VA. In its supplemental report, the agency
indicated that “24 percent (and rising) of VA’s employees are Veterans... .” Based upon
the foregoing, OSC is concerned that the privacy protections for veterans employed by
VA, regardless of whether they receive care at the VA, may be compromised at other
VHA locations, in addition to the Northport VAMC and VABHS. Thus, to extent that the
VA may substantiate Mr. Fasano’s allegations, OSC is hopeful that corrective action is
nation-wide, in order to avoid future breaches.

BORN ON THE FOURTH OF JULY

My name is Joe Fasano, I am a 100% service connected disabled American veteran as a
result of selfless sacrifice in service to this county. I served with honor and distinction in
elite United States Army Airborne and Joint Special Operations units. I continue that
proud tradition in service to my fellow brothers in arms at the VA. Despite severe brutal
disparate treatment during most of my employment I have made significant meaningful
impact to patient care improving the quality of care and service to my fellow veterans and
positively influenced the overall care rendered to our nations heroes. I am painfully
reminded of my personal sacrifice having devoted my late teens and an entire decade of
my 20's to this nation - I am literally riddled from head to toe inside and out to an overall
service connected disability rating of 220%, however, I gracefully persevere the cruelty
of others at the VA as the guidon bearer for my comrades that no longer can, with valor,
honor and the courage of conviction losing a popularity contest with great personal harm
in the process. Not all disabilities are obvious. Not all disabilities are glamorous. Not all
disabilities are pleasant. Not all disabilities are convenient. Not all disabilities have a
heroic story. Not all disabilities can be turned off and tuned out. However, they are very
real for the countless veteran victims that suffer in silence as a result of the stigmata of
their conditions being blamed by a system that falsely advertises that it is "pro-veteran.”
And let's face it, the VA historically doesn't have a good track record when it comes to
service to veterans. The worst part of living with these disabilities is facing the
overwhelming ignorance and ignoble treatment in the form of daily workplace prejudice,
ad hominems including gossiping, rumor mongering and slander having to endure a
tirade of snide remarks ridiculing and mocking everything from the way I speak, how I
speak, my cultural mannerisms, gestures, my posture, my stance and gait, my massive
size, my stature, etc. reinforcing a stereo type threat. [ am virtually defenseless; like a
bear that has been declawed, defanged and hobbled by the discriminatory employment
practices of the VA towards veterans. Only 18% of the VA Northport NY workforce are
veterans sharing the same concerned disenchantment of a system that is only "pro-
veteran" when it is convenient during a sleazy dog and pony glitzy political photo op. We
are forced to speak to each other and support one another in hushed tones in dark
shadows of the VA catacombs suffering in silence by a largely hostile civilian workforce
that is clueless and insensitive to our daily struggles and obstacles that we must face,
endure and overcome being further ostracized and wounded by a system that applies
psychological fracture mechanics on a presumption of disability; particularly Post
Traumatic Stress Disorder reinforcing the shameful stigmata of mental health disease and
blaming the victim for their disabilities. Veteran employees are at a distinct disadvantage
compared to their civilian counterparts since our VA and DOD medical records and
military service records screens can be freely accessed by any VA employee with all of




our Protected Health Information on display for all to see; unfortunately, I've been the
victim of this inappropriate and illegal accessing on multiple occasions. The agency acted
unilaterally based on the corroborated lies of my ex sister in law (who holds a bitter
family grudge) and a social worker; lining up a handful of detractors and stooges to vent
their personal grievances and proclivities in the form of institutional discrimination
against me in the absence of any wrong doing and without ever counseling me or asking
for my side of the story. I have been presumed guilty before proven innocent of all the
phony bogus "charges." This abhorrent unilateral personnel action which negatively
effects me as a veteran and a patient was taken against me based solely on hearsay, lies,
fake accusations, hyperbole and confabulated allegations labeling me a dangerous person
due to the information gleaned by the VA police force et al when my VA medical records
were 1llegally accessed without a warrant, court order, subpoena, consent or release form.
['ve not received any sort of statement of charges so [ have no idea what I'm facing or up
against. Preparing an adequate defense/ response has been impossible since I've been
restricted from the campus and access to any potential supportive witnesses, documents,
e-mails, information, etc. The severity of the police escort restriction is so awful that it
prevents me from accessing my health and benefits entitlements by law as a 220% service
connected disabled American veteran since it exacerbates my PTSD. It is very
humiliating for me to be paraded around like a criminal without due process like a
grotesque circus freak show in front of all my friends, colleagues and fellow veterans.
The social contract with America has been broken and this sacred trust desecrated by the
abusive and disparate treatment that I am receiving as a 100% disabled American veteran.
That social contract is that the military takes care of America and America takes care of
its veterans, however, the moral fabric that this has been imprinted on has been torn to
shreds - [ have become nothing more than a human punching bag with a tattered
American flag draped over it for the VA Northport NY administration run amok with
their seething jealousy and outright contempt for all things veteran at the behest of Mr.
Phil Moschitta (VA Northport director). It is my duty and moral obligation as a veteran to
expose this corruption since it discredits you, dishonors all who have sacrificed for this
nation and reflects poorly on the VA's commitment to provide world class care to its
veterans. This should conjure images of the book and movie, "Born on the Fourth of
July." Since I've not received any responses from your office, I sincerely hope that this is
not just an anemic bureaucratic cowardly acquiescence of a greater moral dilemma. This
impenetrable bureaucratic phalanx whose tarnished shields have become nothing more
than rusted chamber pots emblazoned with the logo of government corruption and
incompetence is in lock step with all things anti-American and anti-veteran. The
command situation has deteriorated so badly at the VA Northport NY that it is
tantamount to the American flag being flown upside down, whereby the tenants, virtues
and values built on the backs of courageous men like me that define this great nation has
been hijacked by a band of evil corrupt flunky civilian bureaucrats led by the ogre Mr.
Moschitta. I am a role model to many on and off the field - the decisions you make in this
matter will define who you are. There is a Japanese proverb that a fish starts to rot at the
head. This moral compass is off course without any leadership or direction - its needle
and bezel spinning aimlessly in the black hole of logic, reason, ethics and morality that is
the vortex of corruption at the VA Northport NY. I don't know what kind of grid to
magnetic course correction can get the VA Northport's moral obligatory bearings back on



track again other than to start with the immediate termination of Mr. Moschitta and his
cruel henchman. I consider this action retaliation for the current and prior EEO cases that
[ have filed against the VA as well as whistle blower retaliation according to the Office of
the Special Counsel's Prohibited Personnel Practices having informed the director of
serious patient safety issues in Long Term Care whose reporting and documentation was
being brutally suppressed by management to the extent that the service chief would
convulse into a temper tantrum screaming and threatening anyone for filing 2633 incident
report forms prior to the electronic version ePers; creating a culture and climate of fear of
reprisals v. doing the right thing for veterans. It's no small wonder that Long Term Care
has received the absolute worst possible ratings by the Long Term Care Institute Surveys
for nearly three consecutive years without any sense of course correction. It was this
mess and broken environment that [ was forced to conduct business on a daily basis
fighting a Sisyphean task eventually being crushed by the boulder of retaliation to force a
submissive capitulation.

HIPAA Violations/ Privacy Breach at VA Northport NY

Please be advised that I have some disturbing updates regarding a hostile personnel
action which was unilaterally taken against me by the VA Northport NY negatively
effecting my status as a patient & a veteran from accessing my health care & benefits that
[ am entitled to by law as a 100% service connected disabled American veteran. A
unilateral hostile personnel action was taken against me by the VA Northport NY on
5/28/13 in the absence of any wrong doing & without any statements of charges. The VA
Northport NY labeled me a dangerous person based on liable, slander, hearsay, character
defamation & false allegations based on the pre-text of my multiple service connected
disabilities including but not limited to Post Traumatic Stress Disorder. On 11/2/12,
5/21/13, 5/24/13, 6/11/13, 6/18/13 & 6/26/13, multiple VA Northport NY employees
including Gino Nardelli (a VA police officer who illegally accessed my medical records
without a warrant, subpoena, court order, summons or privacy release form signed by
me on 5/24/13 @ 1612 hours) illegally & inappropriately accessed my medical records;
using my Protected Health Information in a destructive, biased & prejudicial manner
against me which may very well result in my termination pending an Administrative
Investigation Board as an employee. Please consider that my 4th & 14th amendment
rights were violated by the VA Northport NY; especially since my employer is also
the maintainer of my PHI including all of my disabilities, ratings, military service &
C-file. It's very disturbing that this hostile personnel action was taken against me less
than one business day after the above named VA police officer illegally accessed my VA
medical records without a legitimate medical reason. So, what other types of sensitive
personal data including my military service record screen has been illegally accessed by
VA employees including the VA police force? Have they accessed my personal data on
their personal computers which lack the mandatory VA firewall cyber security
protections? What other nefarious reasons has my personal data & demographic data
been used for? How else has my PHI been misused or compromised? With whom & what
other agencies has my PHI been shared? How extensive has this HIPAA
violation/privacy breach been? My PHI was also printed to an unknown extent, however,
the VA can't account for the volume & copies of the sections of my medical record that
were printed & copied, the VA can't account for how this hardcopy PHI was stored,




logged, documented &/or destroyed using proper methods. Some of these individuals
even accessed my medical records after normal duty hours commonly referred to as
WHEN hours at the VA (weekends, holidays, evenings, nights) as evidenced by the
date/time group of when the accessing occurred. What are the sinister broader
implications of the HIPAA violation? Why did they access my medical records? By
whose authority? Is it part of a broader investigation? It was very obvious that the
majority of the accessing occurred around the time of this investigation. Did the VA
employees use other means of copying my medical records such as taking screen shots
with the camera application of their cell phones? Did they print my PHI & if yes, did they
log the printed sections, did they make additional copies, how are they going to store &
destroy the hard copies? Why is a file clerk in the files section accessing my medical
record on 5/21/13 - three business days prior to the personnel action? It's beyond a mere
coincidence that a patient relations assistant in social work accessed my medical records
when the majority of complaints against me were generated by social workers? Why is a
supervisory program specialist accessing my medical records during WHEN hours? This
retaliatory tangible action wouldn't have taken place had the VA not illegally
accessed my medical data since the VA unfairly & unjustly interpreted & applied a
harsh disparate treatment against me strictly on the basis of my psychological
disability as a form of discrimination which is a violation of the Americans with
Disabilities Act; this info was gleaned from the multiple illegal accessing of my VA
medical record. As a veteran employee, I'm at a distinct disadvantage compared to my
civilian employee counterparts since any VA employee can access my PHI which in this
instance has been used against me; my medical records are at the fingertips of any VA
employee to access, however, VA employees including the VA police officer wouldn't
have had the same ease of access to a civilian employees' private medical records.
Furthermore, the privacy officer Steven Wintch only released the by-name list of folks
that have accessed my medical records to me on 6/28/13 for a limited run date starting
8/1/12 - 6/27/13, however, he has refused multiple requests on prior occasions including
FOIA requests to furnish the entire list starting 9/1/05 - present date. I was only made
aware of this privacy breach on 6/28/13. It's very disturbing that many VA Northport
employees have intimate knowledge of my service connected disabilities due to the
multiple illegal accessing of my PHI & rumor mongering in a prejudicial manner that has
led to widespread discrimination against me as a veteran, a patient & an employee.
Enclosed please find a copy of the by-name list of these individuals that illegally
accessed my PHI on the above listed dates. It's not VA protocol, policy, procedure or
regulation to have a VA police officer access an employee's &/or veteran/patient medical
records as well as any of the other VA employees that illegally accessed my PHI without
a legitimate medical reason & without a warrant, court order, subpoena, summons or
release form signed by me. My PHI has been used in a derogatory, humiliating, abusive,
discriminatory & damaging manner against me during the course of my employment
since my VA medical records have been illegally & inappropriately accessed on multiple
prior occasions without a legitimate medical reason with the full knowledge of the VA
Northport administration & the privacy officer including this personnel action & as a
patient & veteran in this instance. I'm barred from returning to the VA Northport NY
campus as an employee, patient & veteran without a VA police escort. This humiliating
restriction is so devastating to me that it exacerbates my PTSD to the extent that I'm



prevented from accessing my health care/benefits entitlements as a 100% disabled
veteran. The VA Northport administration refused to provide any sort of special
accommodation despite multiple pleas to the patient advocate. I'm forced to either be
paraded around like a criminal without due process; like some sort of grotesque circus
freak show in front of all my friends, fellow veterans & colleagues or I am forced to drive
a greater than 100 mile round trip to the other VA campuses (Manhattan, Brooklyn,
Bronx, Hudson Valley) which I've explained to the administration is impossible due to
the severe pain caused by such an arduous commute & the fact that I can only drive for
limited distances due to my multiple disabilities. The VA Northport administration even
refused multiple requests to have my health care contracted privately on what's called a
"fee basis" service. Please advocate for my rights & all other veterans to make positive
change since the VA didn't interpret or apply their own regs & the law in taking this
hostile unilateral personnel action against me & negatively extending to me as a patient &
a 100% disabled veteran. The severity of the restrictions are so severe that it prevents me
from accessing my health care service & benefits that I am entitled to by law.

AIB DISCRIMINATION/ ADA VIOLATIONS

Please be advised that the Administrative Investigation Board at the VA Northport NY
that convened to interrogate me on 6/27/13 - 6/28/13 was comprised of Paul Haberman
RN chair, Steven Wintch Privacy Officer & Barbara Albanese RN. This board mocked,
ridiculed & made fun of my service connected disabilities including but not limited to
Post Traumatic Stress Disorder, hearing loss & multiple orthopaedic and neurological
conditions. They humiliated me & taunted me with their inappropriate, unprofessional,
insensitive, offensive, discriminatory & prejudicial line of questioning regarding my
disabilities. Their tone was very aggressive & disrespectful with Paul Haberman yelling
at me often times. Mr. Haberman's paternalistic attitude with yelling, intimidating &
threatening me during the course of my testimony was not within the scope & guidelines
of the AIB & I consider this to be an administrative bully tactic to intimidate & otherwise
suppress my testimony in the AIB's efforts to provoke my PTSD. They humiliated me by
blaming me for my disabilities & the effects that my disabilities have had on my job. Paul
Haberman AIB chair was laughing at me whilst smiling & smirking during this line of
questioning to the extent that this disrespect angered Richard Thomesen NFFE union
president as my rep during the interrogation. Paul Haberman stated, "...well why don't
you just get a hearing aid...if you can't hear...then just get a hearing aid..." Barbara
Albanese's line of questioning was along the same lines taunting me for my hearing loss,
my speech, my mannerisms, my manner of speech, my massive size, my gestures, my
height, my stature, my stance & gait, my posture, etc. asking me in a humiliating tone,
"...have you done anything to modify this..." like I'm able to change any of these non
modifiable physical & disabling features. The board was then very irate & defensive
again blaming me the victim of these disabilities when we pleaded with them to cease &
desist with this highly insensitive & inhumane line of questioning that was not germane
to the AIB scope & purpose. Their cruel & humiliating actions were taken immediately
after I read a heart felt & emotional statement regarding the severe obstacles and
difficulties of living & working with disabilities including cruel & insensitive remarks &
behaviors from others & the lifelong struggle of assimilating back into civilian life as a
disabled veteran. I told them that not all disabilities are obvious. Not all disabilities are




glamorous. Not all disabilities are convenient. Not all disabilities have a heroic story. Not
all disabilities are pleasant. However, they are very real for the victim that has to suffer
with them on a daily basis. We stated that they would never think to blame a blind person
for their visual impairments or a paralytic for their physical limitations, so why did they
think that they had the liberty & latitude to make fun of me? Mocking my disabilities &
blaming me for my disabilities went way beyond the mandate & scope of the AIB. We
told the board that we found their remarks & behavior to be cruel, offensive &
disrespectful. The board also made absolutely no provisions to accommodate my multiple
disabilities having endured six hours of interrogation on 6/27/13 & three hours of
interrogation on 6/28/13. Because of the blatant & obvious discrimination & prejudice by
the board & without any special accommodations due to my disabilities this board has
been poisoned to the extent that I cannot receive a fair & impartial verdict. The board was
not comprised of my peers; they were all management officials, there were no veterans &
no disabled persons on the board. The AIB refused to interview crucial witnesses to aid in
my defense. The AIB failed to make any sort of arrangements for me to access crucial
documents & e-mails to aid in my defense since the VA police escort restriction is so
severe that it exacerbates my PTSD. The AIB's line of questioning was riddled with
presumed embedded guilt that was very aggressive, abusive, elusive & vague with
extremely limited information provided in their vague questions preventing any sort of
comprehensive & coherent responses. The AIB wouldn't have had such intimate detailed
knowledge of my medical conditions & disabilities which they have adversely used &
applied against me if my medical records were not illegally accessed.

AIB BRADY VIOLATIONS VA NORTHPORT NY

Please be advised that the Administrative Investigation Board at the VA Northport NY
that convened to interrogate me on 6/27/13 - 6/28/13 was comprised of Paul Haberman
RN chair, Steven Wintch Privacy Officer & Barbara Albanese RN. As your office is well
aware as per prior correspondence, this board mocked, ridiculed & made fun of my
service connected disabilities including but not limited to Post Traumatic Stress Disorder,
hearing loss & multiple orthopaedic & neurological conditions. They humiliated me &
taunted me with their inappropriate, unprofessional, insensitive, offensive, discriminatory
& prejudicial line of questioning regarding my disabilities. Their tone was very
aggressive & disrespectful with Paul Haberman yelling at me often times. Mr.
Haberman's paternalistic attitude with yelling, intimidating & threatening me during the
course of my testimony was not within the scope & guidelines of the AIB & I consider
this to be an administrative bully tactic to intimidate & otherwise suppress my testimony
in the AIB's efforts to provoke my PTSD. They humiliated me by blaming me for my
disabilities & the effects that my disabilities have had on my job. Paul Haberman AIB
chair was laughing at me whilst smiling & smirking during this line of questioning in a
very disrespectful manner. The AIB used illegally obtained information about my
multiple disabilities & medical conditions when multiple VA employees including a VA
police officer illegally accessed my medical records multiple times whose temporal
proximity to the investigation is way beyond a mere coincidence. The AIB committed
repeated Brady violations in all three parts of the scope regarding a Brady requirement
since the evidence that was illegally gleaned was from a law enforcement source. In the
1963 case of Brady v. Maryland, the U.S. Supreme Court determined that the 5th & 14th




amendments provide for the availability of all evidence in a case. This holds true even if
the prosecution or police do not intend to withhold evidence. Because of the blatant &
obvious discrimination & prejudice by the board & without any special accommodations
due to my disabilities this board has been poisoned to the extent that I cannot receive a
fair & impartial verdict. The board was not comprised of my peers; they were all
management officials, there were no veterans & no disabled persons on the board. The
AIB refused to interview crucial witnesses to aid in my defense. The AIB failed to make
any sort of arrangements for me to access crucial documents & e-mails to aid in my
defense since the VA police escort restriction is so severe that it exacerbates my PTSD;
barring me from the campus is a form of evidence suppression. The AIB's line of
questioning was riddled with presumed embedded guilt that was very aggressive,
abusive, elusive & vague with extremely limited information provided in their vague
questions preventing any sort of comprehensive & coherent responses. The AIB wouldn't
have had such intimate detailed knowledge of my medical conditions & disabilities which
they have adversely used & applied against me if my medical records were not illegally
accessed; especially by law enforcement. The board was then very irate & defensive
again blaming me the victim of these disabilities when I pleaded with them to cease &
desist with this highly insensitive & inhumane line of questioning that was not germane
to the AIB scope & purpose. Their cruel & humiliating actions were taken immediately
after I read a heart felt & emotional statement regarding the severe obstacles &
difficulties of living & working with disabilities including cruel & insensitive remarks &
behaviors from others & the lifelong struggle of assimilating back into civilian life as a
disabled veteran. I told them that not all disabilities are obvious. Not all disabilities are
glamorous. Not all disabilities are convenient. Not all disabilities have a heroic story. Not
all disabilities are pleasant. However, they are very real for the victim that has to suffer
with them on a daily basis. I stated that they would never think to blame a blind person
for their visual impairments or a paralytic for their physical limitations, so why did they
think that they had the liberty & latitude to make fun of me? Mocking my disabilities &
blaming me for my disabilities went way beyond the mandate & scope of the AIB. I told
the board that we found their remarks & behavior to be cruel, offensive & disrespectful.
The board also made absolutely no provisions to accommodate my multiple disabilities
having endured nine hours of interrogation on 6/27/13 & 6/28/13 under duress with a
constant VA police escort even to use the bathroom.

BRADY VIOLATIONS VA NORTHPORT NY

As your office is well aware, the AIB at VA Northport committed numerous Brady
violations as outlined in this enclosed memo & prior correspondence to your office. The
privacy officer Steven Wintch refuses to release any of the FOIA documents to aid in my
defense with requests dated 6/14/13 and 7/1/13. Both requests are way past due of the 20
business day requirement. Again, this is a Brady violation since the nature of their
allegations/charges involve work place violence, patient abuse and a VA cop illegally
accessing my medical records which was used illegally against me in the AIB
interrogation in a biased & discriminatory manner as your office is aware.

GAG ORDER




Please be advised that Dr. Younghee Limb continues to taunt, harass & humiliate me at
the VA Northport NY. The certified letters that she sends me are riddled with
condescending meanness that belies management's outright contempt & bias against me
for my multiple service connected disabilities. My 4th Amendment rights were violated
when a VA police officer et al illegally accessed my VA medical records as your office is
aware is a Prohibited Personnel Practice. This constitutes illegal search & seizure since
the VA Northport management used this illegally obtained information against me in a
damaging, twisted & criminal method during this AIB debacle; just because my employer
is also the maintainer of my medical records does not excuse the VA going through
legitimate legal procedures to access my Protected Health Information & how that
information will be used against me. My 14th Amendment rights were violated since |
was denied due process with the above illegally obtained information used against me as
a veteran & a patient denying access to my benefits that I am entitled to by law as a 100%
disabled veteran. My 1st Amendment rights have been continually violated since Dr.
Limb acting as management's mouthpiece has threatened & harassed me with a gag order
to prevent me from contacting your office; again this obstruction interferes with my
rights as an American citizen & my rights as a 100% disabled veteran from contacting
your office to inform you of the corruption & criminality that is going on at the VA
Northport NY in this instance since a hostile personnel action was extended to me as a
veteran & a patient. Dr. Limb & management express no remorse for their heinous &
egregious inhumane treatment of me as a 100% disabled veteran. Dr. Limb taunts me in
her letters by repeatedly & sarcastically stating that management is "concerned" for me.
According to the VA Northport patient advocates Mr. William Marengo & Ms. Fran
Maida, senior management's only concern in this matter is my termination. I've filed
multiple complaints with the patient advocate office including patient abuse since the
severity of the police restriction exacerbates my PTSD to the extent that it is a barrier for
me to access the counseling that [ so desperately need at this stressful time. Yet Mr.
Moschitta's & Ms. Joanne Anderson's response to a fee basis request to obtain treatment
& counseling privately & locally for my multiple service connected disabilities was an
emphatic, "...tough shit..." according to the patient advocate's office. Mr. Marengo stated
that management's reply was, "...too bad...Mr. Fasano has two options...he can either be a
man about it with a police escort at Northport...or he can go to the other hospitals in the
VISN [3 - Manhattan, Brooklyn, Bronx, Hudson Valley]...where he doesn't need a police
escort..." According to Dr. Bernard Hinkel with the VA Office of the Medical Inspector,
my chart is not flagged. This deeply flawed hostile action against me as a veteran &
patient makes no sense - since I'm labeled a "dangerous person" by Dr. Limb & Mr.
Moschitta requiring a police escort at the VA Northport (based on the corroborated lies of
my ex sister in law who holds a bitter family grudge & a disgruntled social worker that
illegally conducted background checks on veterans as a pre-text to deny access to the
Palliative Care Unit), why can I freely access the other VA facilities without a police
escort? I explained to the patient advocate, Mr. Shinseki's office & my federal politicians
that the round trip commute to the other VA facilities is greater than 100 miles. This is an
arduous & painful journey due to my multiple service connected disabilities & I can only
drive limited distances as a result of my 100% disabling conditions. However,
management claims to be "concerned" about me with Dr. Limb taunting & mocking me
that they "acknowledge" that this is stressful - I bet they all have a good laugh at morning



report since they've extended the AIB to at least 8/1/2013 - so how much longer must I
suffer without any counseling, treatment or access to my entitlements? This is cruel &
unusual punishment in the absence of any wrong doing based solely on lies, hearsay &
false allegations. This denies my 6th Amendment right to face my accusers & to face the
"charges." This denies my right to a fair & speedy trial. This denies my right to life,
liberty & the pursuit of happiness since I'm stuck in this VA imposed limbo state. How
can you tolerate Dr. Limb's & Mr. Moschitta's lies in prior written correspondence that
management was trying to "expedite" this AIB? Is this treatment of a 100% disabled
veteran the VA's way of expressing concern? Is this what Mr, Shinseki intended in the I-
CARE initiative? Is this Mr. Shinseki's plan of VA transformation to make the care
"veteran centric?" s this Mr. Shinseki's plan to bolster the VA workforce with 40%
veterans only to terminate them based on illegally obtained disabilities that are used
against us by an AIB that is wholly anti-veteran & anti-disabilities? Is illegally accessing
my medical records & using that information against me during nine hours of grueling
interrogation by an AIB that was biased, prejudiced & racist showing "genuine concern?"
Does Mr. Shinseki know that the VA Northport director, Mr. Phil Moschitta authorized,
sanctioned & approved this entire illegal effort to have me removed lining up a bunch of
management stooges that sold their souls to the devil of self promotion/ preservation to
trump up bogus "charges" against me? Does Mr. Shinseki know that Mr. Moschitta & Dr.
Limb are retaliating against me for exposing the corruption & fraud in the facility;
especially the climate & culture of appalling patient safety/hazards in long term care that
they instilled? Management brutally suppressed the filing & documentation of patient
safety issues with the long term care service chief convulsing in a temper tantrum any
time that a patient safety incident report was filed to force a submissive capitulation
hiding the dangers & flaws in long term care. I consider this whistle blower retaliation
according to the Office of the Special Counsel's Prohibited Personnel Practices having
informed the director of serious patient safety issues in Long Term Care whose reporting
& documentation was being brutally suppressed by management to the extent that the
service chief would convulse into a temper tantrum screaming & threatening anyone for
filing 2633 incident report forms prior to the electronic ePers version; creating a culture
& climate of fear of reprisals v. doing the right thing for veterans. I also exposed &
reported a dangerous & pervasive drug problem in long term care; especially CL.C 4 with
substantial amounts of illegal drugs, contraband & weapons amongst patients, visitors &
staff, however Dr. Limb flipped out on me for doing the right thing stating, "...you
should've just ignored it...now I have to deal with the fall out..." It's no small wonder that
Long Term Care has received the absolute worst possible ratings by the LL.ong Term Care
Institute Surveys for nearly three consecutive years without any sense of course
correction. It was this mess & broken environment that I was forced to conduct business
on a daily basis fighting a Sisyphean task eventually being crushed by the boulder of
retaliation to force a submissive capitulation. This is also reprisals for reporting to the
union office & the patient safety officer serious safety issues with the Mobile Health units
since they had toxic exhaust leaks with the fumes permeating the exam rooms & very
loud generators exceeding acceptable decibel levels. Does Mr. Shinseki know that VA
Northport long term care service has never met any of the VA performance measures
rating the absolute worst score on the Long Term Care Institute surveys for three
consecutive years? As a cadet & officer in the Army, I was always taught that the



standard is what you allow to tolerate around you. My personal standards are very high
setting the bar high - it's too bad that the VA Northport promotes & fosters the opposite
to maintain the status quo. Does Mr. Shinseki tolerate this behavior & dismal
performance rating from his subordinate supervisors? Does Mr. Shinseki tolerate & foster
discrimination & biased against disabled veterans? Does Mr. Shinseki tolerate & foster
the taunting, humiliation & prejudice against disabled veterans by a largely apathetic
civilian VA workforce that has outright contempt & seething animosity towards all things
veteran? To borrow a quote from the ANZAC troops on the shores of Gallipoli in WWI,
the VA command ship has run aground on empty gin bottles referring to a quip often
used by the grunts for their disdain of a command that was remote, detached, incompetent
& indifferent to the dire situation & suffering faced by the men in the trenches.

VETERAN ABUSE VA NORTHPORT NY

100% DISABLED VETERAN DENIED ACCESS TO CARE

As your office is fully aware, I continue to be victimized repeatedly by senior
management at the VA Northport NY with scores of VA employees on multiple
occasions illegally accessing my VA medical records. My Protected Health Information
(PHI) including but not limited to my service connected disabilities (Post Traumatic
Stress Disorder) was illegally used by VA Northport senior management at the direction
of the facility director Mr. Phil Moschitta when he levied a unilateral hostile personnel
action against me as a 100% disabled veteran/patient labeling me a dangerous person in
his maniacal retaliatory efforts that ['ve communicated to your office. Senior
management's attempts to illegally rid me of federal employ & illegally discharge me as a
veteran was based in large part on the lies of my ex sister in law (who holds a bitter
family grudge) & senior management weaponizing my racist detractors allowing them to
vent their personal grievances & prejudicial proclivities against me to prop up their
empty accusations. This was authorized, sanctioned & orchestrated by the facility
director Mr. Phil Moschitta who has an open express personal animus against me. Any
attempt to contact Mr. Michael Sabo, the VISN 3 director's office for help has been
equally rebuffed & refused with his complicit condoning of the illegal conduct of his
subordinate supervisors. In so doing this, the VA Northport senior management violated
many laws, federal statutes & VA regulations that ['ve fully communicated to your office
in detail on many occasions. On 5/28/2013, Dr. Limb (Long Term Care service chief) at
the behest of Mr. Moschitta had me escorted off the campus grounds by the VA police
placing me under de facto house arrest. I was humiliated & shamed being paraded around
like a POW in front of my colleagues, friends & fellow veterans to satisfy Mr.
Moschitta's grotesque vengeful retaliatory lust conjuring up images of dead Rangers
being dragged through the streets of Mogadishu Somalia in 1993. Mr. Moschitta has
denied my access to health care & impeded my ability to access my benefits that I'm
entitled to by law despite having filed many complaints with elected congressional
officials, Mr. Shinseki's office, the VA Northport patient advocate, etc. Mr. Moschitta has
obstructed my ability to receive emergency medical care including but not limited to
mental health counseling for my service connected PTSD. Mr. Moschitta continues to
taunt, embarrass & humiliate me in his wicked attempts to provoke my PTSD by
claiming in his congressional response letters to the above action that he & other senior
management officials that engaged in this gross criminal misconduct were "concerned”




about me when he ordered the VA police to illegally detain me without charges &
without due process denying my access to health care & benefits that I'm entitled to by
law. However, they NEVER took the proper steps to ensure & demonstrate their
"concern." They violated the VA mental health protocol when they rushed to make a
"clinical judgment" about me in the absence of a clinical evaluation/exam, however, Mr.
Moschitta blames his decision to take this gross action against me on "a clinical decision"
on behalf of Dr. Michael Marino (chair disturbed behavior committee). Mr. Moschitta
based his vicious actions solely on a presumption of disability rooted in lies with
information illegally gleaned from my VA medical records. However, Dr. Marino et al
NEVER performed a medical/psychiatric evaluation. Dr. Marino et al NEVER assessed
my risk of suicidal ideation (which is a mandatory requirement given that I am 220%
service connected of which 70% is PTSD). By gross negligence as a supervisor &
licensed medical professional, Dr. Limb et al endangered my mental, emotional &
physical well-being in the absence of an evaluation under this duress. This blame should
also extend to Dr. Michael Marino (psychologist, chair Workplace Violence/Disturbed
Behavior Committee), Ms. Heidi Vandewinckel (social worker Employee Assistance
Program), Mr. Nick Squicciarini (VA Northport police chief), Mr. William Marengo RN
(patient advocate) & Ms. Fran Maida (patient advocate) since I pleaded with them on
multiple occasions to have a fee basis request approved for counseling since the severity
of the VA police escort restriction that Mr. Moschitta imposed was so crippling that it
exacerbates my service connected PTSD to the extent that [ can't return to the VA
Northport campus. The director is culpable since his responses to the multiple fee basis
requests was an emphatic, "...tough shit..." preferring to humiliate me instead, parading
me around like a circus freak show & to have me drive greater than 100 miles to the other
VA campuses located in VISN 3 (a commute that | cannot endure to the nature of my
service connected disabilities which VA Northport senior management is aware of since
the patient advocate documented my complaints in full detail in the Patient Advocate
Tracking System). Mr. Moschitta's logic is obviously flawed since he blames his decision
on a "clinical decision labeling me a dangerous person” in the absence of any legal
clinical evaluation. So if I'm deemed so "dangerous" that he levied this action against me,
then how can Mr. Moschitta explain that I can freely go to any other VA facility within
VISN 3 without the VA police escort restriction? Is my "danger to self & others" that he
falsely alleges limited to the 11768 zip code of the VA Northport campus? Mr. Moschitta
also granted a special accommodation to access my e-mail at the VA Bayshore NY
satellite clinic without a restriction for 1 hour, so does this mean that I was not a "danger"
during that 1 hour? This crazy rationale is so illogical that it proves my point that Mr.
Moschitta has a personal animus against me that evinces himself & the agency's actions
against me in the absence of any wrong doing, in the absence of a clinical exam &
without due process! Mr. Moschitta did this in retaliation for an EEO complaint filed
against his assistant Ms. Joanne Anderson RN. Mr. Sabo, Mr. Moschitta, Dr. Limb, Dr.
Marino, Mr. Marengo RN, Ms. Anderson RN, Ms. Vandewinckel SW, Mr. Squicciarini
& Ms. Maida NEVER did a suicidal risk assessment & they NEVER referred me to the
crisis line should I need it. All the licensed professionals should be reported to their
respective state licensing boards for misconduct, abuse, sanctions & disciplinary action.
Is this the type of VA that you've envisioned? As a retired General, Mr. Shinseki should
know that authority can be delegated but not responsibility. Is this the type of "concern”



that you expect from your subordinate senior supervisors towards 100% disabled
veterans? Is this the type of customer service that 100% disabled veterans should expect
by VA senior management? Do you expect 100% disabled veterans be denied access to
their entitlements based solely on lies, hearsay & the venting of personal grievances?
This is clearly disparate treatment. The director and the agency is fully aware that the
restrictions so severely exacerbate my SC PTSD that I cannot return to the VA campus
which interferes with my rights and abilities to access my benefits that [ am entitled to by
law. Desperate pleas to the patient advocate which was recorded in the Patient Advocate
Tracking System (PATS) for fee basis health care was equally rebuffed with an emphatic
"tough shit" by the director - I was given the option of either going to Northport with the
restrictions or to any of the other facilities within VISN 3 without the restrictions (the
director was fully aware that neither option was feasible - I cannot endure the greater than
100 mile round trip commute to the other facilities since my service connected
disabilities prevent this arduous journey in NYC metro traffic, again preventing me from
accessing my benefits). Their logic is also flawed since they labeled me a dangerous
person based solely on hearsay & baseless complaints with a "clinical decision" rendered
by the Workplace Violence Committee in the absence of any wrong doing & a clinical
evaluation. So is my danger only limited to the 11768 zip code of the VA Northport
campus? The restriction prevents me from accessing emergency treatment since it clearly
states that I must contact the VA police 24 hours in advance & coordinate an escort with
them. So if I am in any sort of emergency I cannot go to Northport since it would violate
the terms of the restriction. Emergencies are right now without the luxury of 24 hour
advance notification. By design the restrictions prevent me from accessing even
emergency mental health counseling. An ongoing OSC investigation into the wide spread
illegal accessing of my VA medical records is proof positive that the agency adversely
used this illegally obtained Protected Health Information against me. Many comments
made about me regarded me "dangerous" based solely on my massive physical
appearance and features, cultural gestures & mannerisms, my SC PTSD resulting in me
"snapping" & knowledge of my Airborne & Special Forces background. The disparate
treatment of how I was abused compared to other employees including convicted felons.
The director refuses to have my Workplace Violence complaints investigated. I filed
workplace violence complaints against individuals that committed significant
threats/actions against me leading up to Mr. Moschitta's AIB against me (the individuals
are Ms. Cathy Fasano RN, Ms. Maryanne Tierney SW, Dr. Maureen Welsh psychologist,
Mr. John Sperandeo SW, Ms. Melanie Brodsky SW, Mr. Matthew Bessel SW & Ms.
Fran Ciorra SW). How come no action was taken against them when the director refused
to have my workplace violence complaints investigated? Why did the director decide to
dismiss my safety & well being in favor of his maniacal unilateral attempts to terminate
me? The director's position has been clearly stated that his action taken against me was a
"clinical decision on behalf of Dr. Marino." They can't just pick & choose which
complaints to investigate. The director's clearly stated position in response to all of my
complaints has been, "...AIB process was to protect all parties..." How does dismissing
my complaints en masse protect me & my rights? The director also falsely alleges that he,
"...had to keep moving me around because of all the problems I was causing..." Yet I was
transferred to the Health Screening clinic in 2010 after sustaining wicked brutal abuse in
Primary Care despite an exemplary performance as the Pain Specialist having



implemented unprecedented improvements to care & health care operations. In fact every
single management effort to terminate me as a probationary employee in 2009 - 2010
failed (7 fact finding investigations, 5 professional standards boards) - every single board
disagreed with the false accusations against me. I excelled under the supervision of
normal people like Marge Mitchell & Joe Ciulla having received three consecutive
outstanding performance evals with three consecutive supplementary outstanding evals.
Problems were again encountered when Mr. Moschitta moved his pet Joanne Anderson
RN to oversee Community Relations to cover for her sham & failed Rural Health
program. [ was selected among others that interviewed & competed for the Long Term
Care NP position in 8/2012 - Mr. Moschitta never moved me to that position as he so
falsely alleges. Mr. Moschitta's timeline & authenticity is completely fraudulent. The
director gloats & initially takes full credit for coordinating this AIB against me before
soiling himself on the record, however, the AIB results had no findings to support his
bogus claims or actions against me. It's riddled with lies & contradictions as expected.
When reviewing Mr. Phil Moschitta's (facility director) lies, it's interesting to note that at
first he plays the tough guy & takes full responsibility for the unilateral hostile action
against me, however, he soils his pants when confronted on disparate treatment re:
comparing similarly situated instances. He then does a complete 180 & blames the
Workplace Violence Committee for influencing his decision making process to the extent
that he states that the decision to take this wicked action against me was a "clinical
decision" based solely on the "clinical assessment" of the Workplace Violence
Committee including Dr. Marino (chief psychology), Heidi Vandewinckel social worker
(EAP rep) & Mr. Nick Squicciarini (VA police chief). He repeats this shared blaming
several times citing his decisions were based on a "clinical assessment", however, NO
assessment was ever performed on me, supporting my claims that this was a unilateral
action in a complaint letter that I sent to many elected officials since the VA endangered
my well being in the absence of a clinical/psych eval & the director ignoring my
desperate pleas for fee basis counseling. This statement further supports my claims that
the director ordered others to illegally access my VA medical records using that info
adversely against me, hence, the ongoing Office of the Special Counsel investigation into
the privacy breaches. However, when under a FOIA request all documentation regarding
same, the facility privacy officer responded that no such documents existed. My union
president had a meeting with the director & HR re: the AIB results on Friday 9/27/13,
"...It's to my understanding in conversations with Mr. Moschitta (VA Northport director),
HR & others that the AIB where Mr. Fasano was the subject/witness resulted in no
findings of any kind...As we have always contended our position is that the allegations
were false & baseless & the AIB report were consistent with our position clearing Mr.
Fasano of any wrong doing. Therefore we humbly ask for a return date to reinstate Mr.
Fasano without incident immediately. Thank you in advance for your cooperation &
support..." I am very upset & frustrated that the VA Northport senior

management, administration & VA law enforcement continues to violate my privacy &
has weaponized my PHI against me. In addition to repeat offenders, there are

new culprits. I was interviewed by the agency's Office of the Medical Inspector team on
9/10/13 for approximately 1 hour. A copy of the access logs (SPAR) was provided to
them. It seems as if they are not interested in how the illegally obtained medical
information has been & continues to be adversely used against me - this fact is



inextricably linked to the continued illegal accessing of my medical records (mostly at
the behest of the facility director Mr. Phil Moschitta). [ sincerely hope that your office
has the moral & testicular fortitude to directly intervene & resolve this matter favorably
for me. Since your office has failed to personally respond/ intervene despite repeated
correspondence from a 100% disabled veteran, I'll fulfill my patriotic duty by informing
the American voting public via a press release of your apathetic anemic cowardly
impotent acquiescence to this debacle. You shamefully tout your mantle of veteran
advocacy when it's convenient only during a sleazy photo op that you can exploit for a
dog & pony show but your just as big a phony as the rest of the corrupt elected officials
for true involvement to improve a hopelessly broken VA. You're welcome that you sleep
well at night due to my sacrifices & those of my fellow brothers in arms.

NATIONAL SECURITY BREACH VA NORTHPORT NY

My medical records have been illegally accessed repeatedly by many VA Northport NY
employees without a legitimate medical reason in clear violation of any & all known
applicable privacy laws, HIPAA regulations & VHA Handbooks 1605, 1605.1, 1605.2 &
1605.03. In addition to breaking the law, this represents a critical national security issue,
since all veterans' sensitive & classified information can be easily accessed by America's
enemies; particularly Al Qaeda (operatives, infiltrators, collaborators, sympathizers,
terrorist informants, sleeper cells, etc.). The VA has already used this information
adversely against me as a veteran employee & as a 100% disabled veteran. Sensitive
information via the VA's Department of Defense portal can be easily accessed using this
method on all of America's active, guard, reserve, retired & disabled veterans including
but not limited to members of elite units such as the Navy's SEAL Team Six, the Army's
Special Operations (Green Berets, CAG [Delta Force], Rangers, Task Force 160th, etc.),
the Marine's Force Recon & MARSOC units & Air Force PJ's to name a few. Yet the VA
does nothing to safeguard this critical vulnerability. This weakness remains unsecured
with many foreign nationals employed by the VA in various capacities. A plethora of
information can be easily gleaned & exploited using social engineering by America's foes
including but not limited to collating data to determine the efficacy of their tactics against
selected targets, refining, developing & enhancing their tactics based on this
feedback/data since very detailed information is contained within the VA & DOD
medical records such as the veteran's demographics, SSN, DD Form 214, units, training,
deployment history, assignments, wounds/injuries, wartime activities & locations, dates,
names & ranks of comrades, etc. The enemy can even count the number of overall
wounds they've inflicted on both personnel & equipment & the number of fatalities their
tactics have caused. Since I've been victimized by the VA so many times by VA
employees illegally accessing my medical records, how many other veterans & veteran
employees have been victimized? How many veterans & veteran employees have been
exploited whilst under the effects of sedatives or anaesthesia to fleece this classified info?
What's the protocol to safeguard against this form of de facto interrogation? What is the
full extent of this victimization & exploitation? The VA has weaponized this fundamental
security flaw against veteran employees, however, without a full & proper investigation
by your office it still remains unanswered how this info can be used in other nefarious
ways that poses a clear & present danger to national security at home & abroad against
US interests. Any intelligence analyst can easily develop & implement a devastating




strategic anti-American endeavor both domestically & abroad using this massive
privacy/security breach exploiting this hitherto unknown treasure trove of data. This
information is printed onto unsecured unclassified public printers, multiple copies are
made on unsecured unclassified copy machines & today's tech allows anyone to save &
transmit screen shots with their cell/smart phone cameras & even mini [-pads/tablets
making tracking, monitoring & regulating of this data very difficult to secure given the
VA's current sloppy System of Records, criminal corruption from senior management &
shoddy command & control with violating privacy breaches. The level of detail &
minutiae required of veterans by the VA to prove that they have certain service connected
conditions such as Post Traumatic Stress Disorder when filing for disability claims is
astounding. The VA requirement for the veteran to prove their disabilities in light of the
current backlog gives everyone a blueprint into how the American military operates in
explicit detail. To ignore this would be complicit with a potential threat to our nation's
security & that of our deployed troops overseas. Although the VA Northport privacy
officer has known about this in my case for over two years, Mr. Steven Wintch refuses to
investigate, report & carry out due diligence in this HIPAA violation which represents a
critical systems breach as outlined above.

PRIVACY BREACH CONTINUES VA NORTHPORT NY

The only thing that evil needs to prevail is for good men like you to remain silent

As your office is well aware, my medical records have been illegally accessed repeatedly
by many VA Northport NY employees without a legitimate medical reason as a result of
the unilateral discriminatory & hostile personnel action that was taken against me in part
due to VA Northport senior management & others who negatively influenced these
biased actions against me because they stated that "...he (Joe Fasano) has PTSD (as a
result of serving in the Army)...he's crazy...he must have just snapped...he (Joe Fasano)
was Airborne...Special Forces...he's (Joe Fasano) is a big guy...he (Joe Fasano) must be
dangerous..." This detailed information regarding my multiple service connected
disabilities, injuries & service was illegally obtained & adversely used against me when
my VA medical records were illegally accessed by multiple VA Northport employees
whose temporal proximity to the illegal activity with the Administrative Investigation
Board was beyond a mere coincidence. As a 100% disabled veteran employee, [ am at a
distinct disadvantage compared to my civilian employee counterparts since my Protected
Health Information is easily accessible to all VA (Northport) employees. Alas, my
employer is also the maintainer of my medical records. Prior to my employment at the
VA Northport NY, no VA employee accessed my medical records, however, my medical
records have been illegally accessed many dozens of times since the start of my employ
& continues unabated to the present (see the enclosed Sensitive Patient Access Report
detailing the names, dates & times of all VA Northport employees that have illegally
accessed my medical records - with many occurring at the direction of senior
management). As I have noted in prior correspondence with your office, other VA
Northport employees were aware of my disabilities & commented on them to me. I stated
that this concerned me, as my disabilities were not public knowledge. In 2011, I began
requesting access logs for my medical files through the Northport VAMC Privacy Office.
[ noted that I did not receive full responses to my requests & was ultimately forced to file
a Freedom of Information Act request to obtain the full logs (although it is my right as a




veteran, the facility privacy officer has placed this unnecessary hardship & burden upon
me). Upon receiving the logs, I found that many individuals had accessed my medical
records during the vetting process. A list of those individuals, along with their titles,
where available & the dates of the illegal access have been faxed/ mailed to your office.
On May 28th 2013, I was informed that a (bogus) complaint had been filed against me by
my former sister-in-law, also a Northport VAMC employee (management). [ was
escorted off the VA campus by the VA police force in the absence of any wrong doing &
placed on administrative leave without an investigation based strictly on lies & my
disabilities which were adversely used against me by senior management. My disabilities
are not obvious so it follows that senior management used my medical information by
illegally accessing my medical records. An Administrative Investigation Board (AIB)
was convened to review the fake allegations made against me. I was advised that [ could
only return to the Northport VAMC campus & all satellite & affiliate clinics if I provided
24 hour notice & was escorted by VA police. On June 27th & 28th 2013, I was brutally
interrogated by the AIB, comprised of Paul Haberman Registered Nurse (RN) Chair,
Steven Wintch Privacy Officer & Barbara Albanese RN under duress with VA cop
intimidation. During the hearing, the AIB repeatedly & specifically referred to my
service-connected disabilities in a humiliating & debasing manner. They denied any sort
of special accommodation to have the interrogation conducted in a neutral/ sterile milieu
opting instead to publicly humiliate me in a heavily trafficked highly public location as a
form of agency bullying & intimidation tactics to force a submissive capitulation in
attempts to stress & provoke my PTSD applying psychological fracture mechanics.
During the period of time shortly before the complaint was made against me &
continuing through my administrative leave, a variety of Northport VAMC employees
including a VA police officer have illegally accessed my medical records whose temporal
proximity is beyond a mere coincidence. A list of the employees who engaged in the
access, their titles, where available & the dates of access have been faxed/ mailed to your
office. A significant portion of these employees are not healthcare providers, but serve in
senior management, administrative & law enforcement roles. Based upon the foregoing,
Northport VAMC employees have improperly accessed my medical records in violation
of the Privacy Act of 1974 (Privacy Act), the Health Insurance Portability &
Accountability Act of 1996 (HIPAA) & Veterans Health Administration (VHA)
Handbook 1605.2, Appendix A, Functional Categories Identifying Appropriate Levels of
Access to Protected Health Information (January 23, 2013), which limits the access of
particular employees to patients’ full medical records. Further, the improper access
constituted an abuse of authority. The Privacy Act is codified at 5 U.S.C. § 552a. Section
552a(b) prohibits agencies from disclosing any record contained in a system of records
except with prior written consent of the individual to whom the record pertains. While §
552a(b)(1) allows for disclosure to officers & employees of the agency maintaining the
record in performance of their duties, please note that in this instance, I was not receiving
care at the Northport VAMC, & thus, no access to my medical records could have been in
connection with a provider’s/ employees job duties. Further, the HIPAA Privacy Rule,
found at 45 C.F.R. §§ 160 & 164, requires that covered entities, including the VA,
“ensure the confidentiality... of all electronic protected health information the covered
entity...maintains.” Further, 45 C.F.R. § 164(a)(2) requires covered entities to protect
against reasonably anticipated threats to the security of such information. VHA



Handbook 1605.2 provides mandatory guidelines for the use and disclosure of patients’
individually-identifiable health information. Handbook 1605.2 explains that VHA
constitutes a covered entity &, as such, VHA is required to implement the “minimum
necessary standard.” This standard requires covered entities to establish policies to limit
the use or disclosure of protected health information to the minimum amount necessary.
To accomplish the goal of limiting the use of protected health information, VHA divides
employees into functional categories, each with an appropriate level of minimum access.
See VHA Handbook 1605.2, Appendix B, Functional Categories Identifying Appropriate
Levels of Access to Protected Health Information. Individuals in administrative support
positions, as outlined in Appendix B, have limited access to medical records when
necessary to complete an assignment. VHA Handbook 1605.2, para. 6, specifically states
that all VHA personnel must use no more protected health information than is necessary
to perform their specific job function, & must not access information that exceeds the
limits of their functional category. Paragraph 6 further notes that, even if an employee’s
position allows for greater access, the employee should only access the information
necessary to perform their official function. As I did not receive care at the Northport
VAMUC, it appears that any access to my medical records by providers/ employees is
unrelated to the completion of their job duties. Further, access to my medical records by
Northport VA administrative & law enforcement personnel is necessarily unrelated to the
provision of care regardless of whether I received care at the Northport VAMC. Thus,
such access appears to be related to my employment at the Northport VAMC, which
violates my right to privacy under the Privacy Act, the HIPAA Privacy rule, & VHA
Handbook 1605.2. It is of note that such access to medical records is not likely possible
for non-veteran VA employees. Permitting access to the records of employees who are
veterans places those employees at a disadvantage during administrative employment
proceedings. This appears to be a systemic pattern of improper access to veteran-
employee medical records. See OSC File Nos. DI-11-2679 & DI-11-2798. In its
supplemental report, the agency indicated that “24 percent (& rising) of VA’s employees
are Veterans... .” Based upon the foregoing, I am concerned that the privacy protections
for veterans employed by VA, regardless of whether they receive care at the VA, may be
compromised at other VHA locations, in addition to the Northport VAMC. Since law
enforcement (VA police) was involved in the privacy breaches, I'm not sure if
withholding any information, evidence or even restricting access to that information
constitutes a Brady violation. Who authorized the VA police department to access my
VA medical record? Did Gino Nardelli VA cop have the authority & the CPRS access
codes to enter my VA medical records multiple times? This exceeds/ violates VA
Handbooks 1605, 1605.1, 1605.2 & 1605.03 regarding the definitions of categories of job
descriptions with associated levels of access & the minimum necessary standard in
violation of my 4th, 5th, 6th & 14th Amendment rights without my consent & without a
court order, subpoena, summons or warrant. It is important for me to note that Fasano is a
common Italian surname to the extent that there is a town in Italy named Fasano. In
dialect, Fasano means either dove or pheasant depending on the translation (hence my
family coat of arms). Joseph Fasano is a very common Italian name so anyone that
accessed my medical records would also have had detailed knowledge of such
demographic information including my full SSN because just doing a key word search by
typing in the name Joseph Fasano or Fasano would list many hundreds of potential



Fasano veterans. This may indicate a broader more sinister management implication. [ am
the only Joseph A Fasano 100% disabled veteran employed at the VA Northport NY &
VISN 3. Any folks that accessed my medical records bypassed an alert page indicating
my protected sensitive patient status. Prior to my employment no VA Northport
employees accessed my medical records! According to the Sensitive Patient Access
Report that I received under a FOIA request, my medical records continue to be illegally
accessed by VA Northport employees including but not limited to Gino Nardellia VA
cop who illegally accessed my medical records on 5/24/13, again illegally accessed my
medical records on 8/8/13 violating my 4th, 5th, 6th & 14th Amendment rights. Please
advise & help ASAP - this has to stop; especially since a VA cop keeps going into my
medical records (being a veteran employee places me at a distinct disadvantage v. my
civilian counterparts since the agency has ease of access to my medical records being the
maintainer of my medical records as my employer). The question is, if I was a civilian
employee, would all of these people have easily accessed my private medical records?
What reason & what information was obtained in my medical records that if I was a
civilian the agency would've obtained from other legal/ legit sources? I want the illegal
accessing of my medical records to STOP! The VA cop keeps accessing my medical
records. The new SPAR reveals the same folks continuing to illegally access my medical
records & additional employees as well who are seemingly not deterred being directed by
senior management officials. Just because the VA can easily access my medical records
doesn't give them the right to do so & the agency can't just bypass applicable agency regs,
privacy laws & HIPAA regs. Tom Sledge illegally accessed my medical records on
8/7/13 - he is Joe Sledge's brother who is the Public Affairs Officer for the facility & the
director's confidant. As you are aware after the agency took a unilateral discriminatory &
retaliatory hostile personnel action against me as an employee & extended the ridiculous
police escort restriction to me as a 100% disabled veteran preventing me from accessing
my VA benefits on 5/28/13, that I've only returned to campus when compelled to do so
during 9 hours of a grueling AIB interrogation on 6/27/13 & 6/28/13. So why are all
these people constantly accessing my medical records? The illegal accessing of my
medical records by VA Northport senior management, administration & a VA cop was
NOT in the performance of official duties/ healthcare operations so they cannot apply
that vague ambiguity to justify their criminal employment practices against me. Mr.
Steven Wintch (VA Northport privacy officer) continues to taunt & humiliate me with his
FOIA responses; especially the response dated 8/28/2013 whereby he blames me the
victim of the agency's continued illegal accessing of my medical records with his stupid
comments regarding the justification for the multiple violations of exceeding the
minimum necessary standard of accessing my medical records - Mr. Wintch blames me
for my proud military service for which T am 100% disabled, my service connected
disabilities & my injuries - this is no excuse to illegally access my medical records.

I am writing to you for immediate assistance to retain me as an employee at the
Veterans Administration in Northport, NY. I am a 220% service connected disabled
American veteran and DAV Life Member who served his country honorably, faithfully
and with distinction. The VA Northport has imposed a severe hardship on accessing
my benefits and healthcare that by law I am entitled to with an unjust police escort
requirement. I was placed on a non paid duty status pending an investigation of me based
on false accusations and allegations in my current duty assignment. I don't know how,



whom or what to respond to since I've not been charged with any misconduct or wrong
doing and I've received nothing in writing. I am being falsely accused of misconduct
which may very well lead to my termination according to rumors that are circulating the
facility. To make matters worse, without due process or being formally charged with any
wrong doing, I am barred from returning to the campus as an employee and as a veteran
without a police escort interfering with my rights by law and abilities to access benefits
and healthcare that [ am entitled to based on my Priority Group I rating. It is very
humiliating to be paraded around like an animal or a common criminal reinforcing the
stigmata of mental health disease in the veteran population. These accusations are false
and slanderous. I am unjustly and unfairly being treated as a criminal in the absence of
any misconduct merely on hearsay and innuendos. I desperately plea towards your
compassion and intervention to save me from the malicious and unjust treatment that |
am enduring. There has been a groundswell of outrage amongst my colleagues and fellow
veterans who overwhelmingly support me, however, the administration has only
selectively questioned those that are antagonistic and biased against disabled veterans
with mental health issues such as PTSD for which I suffer as a consequence of service to
my country. Not all disabilities are glamorous. Not all disabilities are convenient. Not all
disabilities have a heroic story. However, the stigmata of mental health disease amongst
the veteran population and sad statistics are sobering. Since this unjust and shameful
punishment has exacerbated my PTSD, I find it difficult to access the health care that by
law I am entitled to since I am being paraded around in a grotesque freak show like a
shackled circus animal on display for all to mock and snicker at. This should conjure up
images of American POWs being paraded around the streets of Hanoi, Vietnam or the
dead Rangers being dragged around the streets of Mogadishu, Somalia. I am humiliated
and intimidated by this disparate treatment since the police escort is required even when
accessing health care. My local chain of command is broken, biased and corrupt thus
forcing me to contact you directly. This is no longer just a VA employee issue, this is
about a 220% service connected disabled American veteran being discriminated against
for his PTSD. I was featured in the Sine Pari Special Operations Forces 2000 edition
since I was the first to introduce medical simulations training technology in the training
of Special Operations Forces combat medics. I am also listed as a co-author and
contributor to the Special Operations Forces Medical Handbook June 2001 and 2008
editions. How exactly does this disparate treatment fit into Mr. Shinseki's I-CARE
initiative? Exactly how does this accomplish Mr. Shinseki's goals of boosting the VA
workforce with veterans? Exactly how does this fit into Mr. Shinseki's agenda to reduce
the unemployment, homeless and suicide rates for disabled veterans? This is very
discouraging for all other veterans since I am held in high esteem and regard amongst my
fellow veteran employees and the veterans that I serve. Is this fundamental leadership
failure being promoted and tolerated from the top or is it just a local catastrophe?

PATIENT ABUSE

[ am again contacting your office for immediate assistance in this matter as a 100%
service connected Priority Group I veteran. The VA Northport, NY has imposed severe,
brutal, draconian and maniacal restrictions on me to the extent that they significantly
interfere with my ability to access my healthcare and benefits that by law I am entitled to.
This represents a hardship that I cannot overcome without your help since the VA




Northport administration refuses to work with me. I have fond memories of meeting you
at the Hicksville VFW event on 1/25/2013 since [ truly believe that you are a strong
veteran advocate (it was your office that was instrumental in my 100% service connected
rating). The administration refuses to produce in writing (which is my right as a patient)
the exact reasons for the wicked sanctions barring me from access to my healthcare and
entitlements. Furthermore, the patient advocates Fran Maida and Bill Marengo conveyed
management's callous disregard to seek medical attention at VA facilities that are greater
than 100 miles round trip from my home instead of providing a local fee basis service. |
consider this patient abuse since I've done nothing wrong and ['ve not been charged with
any sort of wrong doing that would prohibit my rights to access care without any sort of
due process. Also, my service connected conditions would make this arduous journey
very painful. This patient abuse that I'm enduring was imposed by Dr. Limb who isn't
even my VA provider and Mr. Philip Moschitta the facility director. The social contract
with America has been broken and this sacred trust desecrated by the abusive and
disparate treatment that [ am receiving as a 100% service connected disabled American
veteran. That social contract is that the military takes care of America and America takes
care of its veterans, however, the moral fabric that this has been imprinted on has been
torn to shreds - I've become nothing more than a human punching bag with an American
flag draped over it for the VA Northport administration run amok with their seething
jealousy and outright contempt for all things veteran. It is my duty and moral obligation
as a veteran and American taxpayer to expose this corruption since it discredits you,
dishonors all who have sacrificed for this nation and reflects poorly on the VA's
commitment to provide care for its veterans. Since ['ve not received anything in writing
from the VA, I sincerely hope that this is not just an anemic bureaucratic cowardly
acquiescence of a greater moral dilemma. This seemingly impenetrable bureaucratic
phalanx in lock step whose tarnished shields have become nothing more than rusted
chamber pots emblazoned with the logo of government corruption and incompetence.
The command situation has deteriorated so badly at the VA Northport that it is
tantamount to the American flag flying upside down, whereby the tenants, values and
virtues built on the backs of courageous men like me that define this great nation has
been hijacked by a band of evil corrupt flunky bureaucrats. This moral compass is off
course without leadership or direction - its needle spinning aimlessly in the black hole of
reason, logic, ethics and morality that is the vortex of the VA Northport. I don't know
what kind of grid to magnetic azimuth course correction can get the VA Northport's
moral obligatory bearings back on track again. Please lead the way!

REASSIGNMENT RETALIATION

I am not at all thrilled or happy with my illegal reassignment - it is considered an adverse
action & retaliation according to VHA handbook 5021 Disciplinary Actions for Title 38
employees & it violates the Master Agreement between NFFE & management, Article
26, Section 3, Part B, #2, "A major adverse action is a transfer taken against an
employee"; especially in the absence of any wrong doing. The NFFE union doesn’t agree
with the reassignment as it is punitive. As a member of management Kristen Sievers will
be in the new chain of command & she illegally accessed my medical records multiple
times in 8/2013. Some of my new co workers such as Marie Irwin illegally accessed my
medical records multiple times between 5/2013 - 9/2013 which is extremely awkward,




uncomfortable, humiliating & intimidating; especially in light of the ongoing OSC
investigation into the wide spread invasive privacy breaches. This will only enable
continued agency discriminatory practices & various forms of workplace violence/hostile
work environment against me so much so that [ have been warned/advised that [ am
being set up for failure & not success in this new unsupportive work environment instead
of placing me in a clinical milieu that highlights my strengths such as under Dr. Nasir in
the Anesthesia Pain Clinic as per prior email correspondence — I do not feel safe going
anywhere alone without Mr. Thomesen NFFE union president since I am afraid that Mr.
Moschitta's stooges will file false allegations against me now that they are well armed
with the knowledge of my service connected disabilities such as PTSD. NFFE shares
these serious misgivings since Mr. Moschitta refuses to have any of my Work Place
Violence complaints properly investigated. I am being advised by my union to remain in
the NFFE union office to complete the necessary training modules for the Comp &
Pension exam certification recognizing that since the agency imposed such a brutal
restriction for 6 months my reintegration will take many weeks with outstanding TMS
mandatories requiring completion, reviewing hundreds of emails, prepping for EEOC
hearings, active participation in the ongoing OSC privacy breach investigations,
involvement in other protected activities, reviewing of AIB materiel, etc. - this is the
work environment that I am returning to. Despite a return to work letter stating that the
AIB was concluded, the AIB remains unresolved & open ended since NFFE feels that
Mr. Moschitta wants to "screw Joe Fasano any way he can" by having an "outside"
(unsure if external to the agency or just another VA entity) "review" the AIB report to
support Mr. Moschitta's wrongful suspension notice. This also violates VHA handbook
0700 regarding AIBs & VHA handbook 5021 regarding disciplinary/adverse actions
against Title 38 employees. NFFE is concerned that regardless of the findings there has
been no progressive discipline violating VHA handbook 5021 & the Master Agreement
between NFFE union & VA management, Article 26 Section 1 along with the fact that
Mr. Moschitta (as the deciding official) threatened Mr. Fasano into a suspension in the
absence of any wrong doing since there were no findings. This "external review" is an
unprecedented form of disparate treatment consistent with a Prohibited Personnel
Practice. The conflicting agency information is purposely deceitful. To reassign me in the
absence of any wrong doing is retaliation; especially with the agency’s refusal to provide
the AIB report. To take an adverse action against me such as a reassignment requires 30
days advanced written notification with the terms, conditions & basis for the adverse
action without written notification violates the agency's own regulations. Taking adverse
actions against me without an AIB conclusion is a retaliatory Prohibited Personnel
Practice since the agency is clearly delaying this sending conflicting deceitful signals.
NFFE requests the AIB report & findings that support Mr. Moschitta’s proposed
suspension & Mr. Fasano’s reassignment which is a change in work conditions. NFFE
requests that Mr. Fasano’s office will be in the NFFE union office until such time that the
agency can provide a secured private office for Mr. Fasano to complete his requirements
whilst maintaining his comfort & safe well being away from Mr. Moschitta. Mr. Fasano
also requires a special accommodation to work at his own pace since his service
connected migraine headaches preclude prolonged excessive working/viewing a
computer monitor due to the extreme eye fatigue & exacerbating nature of same. Mr.
Fasano requires an office space where the flourescent lighting can either be dimmed or



shut off because of same service connected disability. Mr. Fasano’s supervisory, clinical
& administrative service line is way too convoluted & complicated with too many
supervisory overseers pulling Mr. Fasano in too many competing directions. NFFE
requests a clarification on Mr. Fasano’s supervisory, clinical, disciplinary &
administrative service line & a linear service line in keeping with all other employees.

VETERAN ABUSE VA NORTHPORT NY

100% DISABLED VETERAN SHAMED BY VA

Please be advised that I was informed today by Mr. Richard Thomesen (NFFE union
president VA Northport NY) that Mr. Phil Moschitta (VA Northport director) has
proposed a suspension in the absence of any wrong doing & without providing any
written notice, terms, conditions or basis for the proposed hostile action against me. This
may prevent me from renewing my RN & NP licenses in NY state. Your office is fully
aware of the atrocious nefarious unilateral hostile personnel action that Mr. Moschitta
levied against me as a 100% disabled veteran. Mr. Moschitta has prevented me from
accessing the health care & benefits that I am entitled to by law for five months & has
denied my access to mental health counseling, benefits, etc. I am very worried that this
will negatively effect my re-credentialing & re-privileging (a process that all VA
providers have to go through every two years) - the suspension + being out of work on a
paid non duty status may prevent my ability to get re-certified thus ending my VA
employment along with stymieing my ability to renew my RN & NP licenses will result
in me being unemployed with the VA & 1 will be unemployable anywhere else without a
license as a disabled veteran. I will also be unable to renew my DEA registration number
effectively making me further unemployable. This will raise my malpractice insurance
premiums incurring further costs that I cannot afford. Mr. Moschitta continues his
personal animus against me since he loathes all things veteran by reassigning me under
Dr. Tank (whom I have an active EEO case against) to do C + P exams. This is another
disaster in the making setting me up for failure. Please advocate on behalf of this 100%
disabled veteran by sending a very strong & assertive correspondence to the VA (regional
counsel, Mr. Michael Sabo VISN 3 Director & Mr. Eric Shinseki VA Secretary)
regarding your stance as my elected official & your proposed courses of actions to
include but not limited to a press release exposing what Moschitta has done to a 100%
disabled veteran. Despite the fact that I am getting paid, I have sustained substantial
damage since Mr. Moschitta's restrictions interfere with my rights & abilities to access
my VA benefits including but not limited to health care since they are well aware that the
restrictions that he so savagely imposed severely exacerbate my PTSD. Also, by design,
Mr. Moschitta's restrictions prevent me from accessing VA health care in an emergency
since I am forced to coordinate a VA police escort 24 hours in advance; an impossibility
during an emergency since emergencies by definition cannot be predicted 24 hours in
advance. This CANNOT be legit & this will not go over well with the American
public since this maniac has been enabled to violate & humiliate me - this shameful
disgrace will be exposed to the American voting constituents in a press release. The
American public will also be informed of all of the nefarious & terrible patient
safety hazards that Mr. Moschitta has negligently condoned/ignored during his
reign of terror; a fact that I exposed internally, alas, he decided to retaliate against
me when I brought these patient safety issues to his attention rather than correcting




the situation. The restriction prevents me from accessing emergency treatment since it
clearly states that I must contact the VA police 24 hours in advance & coordinate an
escort with them. So if [ am in any sort of emergency I cannot go to Northport since it
would violate the terms of Mr. Moschitta's restrictions so by his design the restrictions
prevent me from accessing even emergency mental health counseling. An ongoing OSC
investigation into the wide spread illegal accessing of my VA medical records is proof
positive that the agency adversely used this illegally obtained Protected Health
Information against me. Many comments made about me regarded me "dangerous" based
solely on my massive physical appearance & features, cultural gestures & mannerisms,
my service connected PTSD & knowledge of my Airborne & Special Forces
background. This is disparate treatment of how I was abused by Mr. Moschitta compared
to other employees including convicted felons. The director refuses to have my
Workplace Violence complaints investigated so how can Mr. Moschitta claim that his
actions are, "...protect all parties involved..." - how is he protecting me & my rights;
especially against the parties that I've filed workplace violence complaints against by
dismissing my complaints en masse refusing to have them properly investigated?

VA NORTHPORT ADVERSE ACTION

As your office is well aware, the VA Northport senior management at the direction of
Mr. Phil Moschitta (director) continues to harass, abuse, bully & intimidate me. I have
been reassigned upon my return to work which is considered an Adverse Action;
especially in the absence of any wrong doing having been cleared by the AIB resulting in
no findings. In a meeting today 11/13/13 with the associate director Ms. Maria Favale &
the chief of Human Resources Mr. William Sainbert, they refuse to provide me & my
union the basis for the reassignment which is an Adverse Action against me & they
refuse to provide me & my union with a copy of the AIB report justifying this Adverse
Action. I was also told that my new office will be “in a location where I can be watched
closely” by Ms. Favale who falsely accused me of not reporting to work, falsely

accused me of doing union work in the NFFE union office & not knowing my
whereabouts despite the fact that my reintegration after 6 months of a paid non duty
status will require extensive computerized training to catch up on mandatory annual
training requirements AND to be “certified” in my illegally newly reassigned position. A
Return to Work letter that I received clearly states that I will report to Dr. Ed Mack
(Chief of Staff), however, Ms. Favale & Mr. Sainbert insist that [ report to Ms. Nancy
Mirone as my supervisor in the business office. Ms. Mirone CANNOT be my supervisor
since she is not a health care provider & is not a clinician. Since I am a Title 38 Nurse
Practitioner Health Care Provider, I can only be supervised by another clinician (Ms.
Mirone lacks the clinical competencies & academic/clinical credentials required to
properly evaluate me). The meeting was very toxic & confrontational with Ms. Favale &
Mr. Sainbert's yelling, lying, falsely impugning me, dismissing my concerns, etc. with
Ms. Favale frequently stating, "I don't care...I don't want to hear it...it's not my problem."
I was informed that the AIB report is now being “externally reviewed” by another VA
facility, however, this is tantamount to “double jeopardy” since there were no findings at
the local level — simply put they’re taking another bite at the same apple. I also expressed
serious misgivings regarding my new work environment since many employees in this
department were involved in the illegal accessing of my VA medical records including




but not limited to Marie [rwin, Tom Sledge & Kristen Sievers (all of whom report to Ms.
Mirone) representing a severe conflict of interest in light of an ongoing OSC
investigation. This is just another management tactic of humiliating, intimidating &
bullying me since they have extensive knowledge of my service connected disabilities
due to the widespread massive systematic privacy breaches of my Protected Health
Information. This exposes me to increased discrimination, harassment, ridicule, scrutiny
& bias just as this illegal action taken against me has been. I will not have my office in
Building 10 or any other location within the proximity of Mr. Moschitta & his henchmen
since it increases my vulnerability to management’s hostilities towards me as a 100%
disabled veteran. Quite frankly I am very frightened of Mr. Moschitta & his stooges since
[ am the victim of his veteran/patient abuse which still has not been investigated by the
agency. Mr. Moschitta also dismissed my numerous Work Place Violence complaints — I
feel unsafe anywhere outside of the NFFE union office. It will take me quite a while to
reintegrate involving extensive computer based training which can be done anywhere on
campus, so this locality restriction is just another form of spying & increased surveillance
which is a Prohibited Personnel Practice & an extension of Mr. Moschitta’s illegal police
escort restriction against me as a veteran. Mr. Moschitta will continue to direct others to
scrutinize & falsely report my every gesture, inconvenient disabling features, cultural
expressive mannerisms, facial features, voice intonations, speech pattern, etc. just as he
has already adversely used these against me as a 100% disabled veteran. I also requested
a special accommodation based on my disabilities including but not limited to pacing
myself with computer based training since this platform along with glaring fluorescent
lighting exacerbates my headaches causing excessive eye fatigue (as part of my service
connected disabilities). My service connected PTSD is exacerbated by exposure to stress
and noxious frightening triggers such as my aforementioned feelings of compromised
safety & well-being by the director’s express personal animus against me. My
orthopaedic/ neurological service connected disabilities require stretching, walking &
changing positions to alleviate the pain, however, I am afraid that the director will
continue to use this adversely against me as a 100% disabled veteran illegally denying
my access to care as he did for 6 months. I require a zone of privacy which was
previously violated by management in light of the required involvement to participate
freely in protected activities such as interacting with investigators for active & pending
investigations against the agency, with attorneys, elected officials, union reps, etc. Your
prompt assistance in this matter is greatly appreciated & quite frankly demanded as a
100% service connected veteran.

VETERAN DISENROLLMENT

As your office is aware, many employees at the VA Northport NY continue to illegally
access my medical records including non-clinicians in senior management, administration
& VA police officers. I have some additional updates & information regarding the
director's illegal accessing of my VA medical records with disturbing new revelations
regarding the continued illegal accessing of my VA medical records. According to a high
ranking confidential source, Mr. Thomas Sledge (who illegally accessed my medical
records in August 2013) whilst working in veteran registration & enrollments was
directed by his supervisor Ms. Kristen Sievers (who illegally accessed my medical
records four times in August 2013) on behalf of the facility director Mr. Phil Moschitta




(who has orchestrated & directed the unilateral hostile discriminatory retaliatory biased
action against me based on illegally obtained info from my medical records) was ordered
to remove me from the patient registration & eligibility profile in attempts to desperately
wipe out any sort of evidence & electronic foot print of the illegal accessing of my
medical records at the behest of Mr. Moschitta. The timing of this is ominous since Mr.
Sledge carried out this action on 8/6/13 - the day prior to the agency's Office of the
Medical Inspector team's initial site visit investigation into the wide spread illegal
accessing of my VA medical records. The ramifications & implications are highly
criminal & will obstruct my ability to access my healthcare including but not limited to
emergency care should I need it in the event of a medical crisis. Mr. Moschitta already
has denied my access to all of my entitlements that | am guaranteed by law as a 100%
disabled veteran when Mr. Moschitta levied a unilateral hostile biased personal
discriminatory retaliatory action against me. Mr. Moschitta by doing so intentionally
interfered with my ability to access all of my veterans benefits & entitlements including
but not limited to healthcare & PTSD counseling that I so desperately need as a result of
Mr. Moschitta's maniacal attempts to vent his personal hatred of me since he loathes all
things veteran. Mr. Sledge was ordered by the director's office to "eliminate all traces of
Joe Fasano" & when Mr. Sledge queried why he had to eliminate me from the system he
was told, "...just do what your told...he (Joe Fasano) doesn't work here any more...the
director (Mr. Moschitta) wants him out of the system now...to prevent any more
‘accessing of his (Joe Fasano) records...& to wipe out any trace of him (Joe Fasano)..."
Mr. Thomas Sledge is the brother of Mr. Joseph Sledge who is the facility Public Affairs
Officer working as the director's consigliore/confidant akin to Joseph Goebels of the
Third Reich spewing forth the director's evil propaganda against me. Tom Sledge was
told that he was "...covered..." due to his consanguineous affiliations. I believe the
technical term for this deviant action is to "inactivate" & "disenroll" me from the system
as a veteran & an employee; although I am still employed as a 100% disabled

veteran. Also, the facility privacy office is refusing to release any further access logs
including September 2013 to prevent me from filing additional complaints. This was
done by Mr. Phil Moschitta to retaliate against me for filing the Office of the Special
Counsel complaint since he has openly verbalized/vented his disdain, personal animus &
anger regarding my filing of congressionals, EEO complaints & this OSC complaint -
Mr. Moschitta thought that if he, "...got rid of Joe Fasano...this whole mess would
disappear..." It appears the director's continued actions/hostilities towards me evinces him
& the agency's retaliation for exercising my rights as a veteran.

WEINGARTEN RULE VIOLATION
PROHIBITED PERSONNEL PRACTICE
MAJOR ADVERSE ACTION

As your (OSC) office is well aware, I have been reassigned upon my return to
work in the absence of any wrong doing; management refuses to provide any sort of
rationale &/or justification for this Major Adverse Action. My newly assigned
supervisors are Ms. Nancy Mirone (chief business office) & Ms. April Esposito (assistant
chief business office) - neither has the credentials nor clinical competencies to be my
supervisor.



As per the enclosed letter that [ received on 11/15/2013, my newly assigned office
is embedded in a heavily trafficked conference room with frequent constant disruptions
used as a short cut by all staff. This was intentionally done by Mr. Phil Moschitta (facility
director) in a statement uttered in an angry rage by Ms. Favale with a karate chop
gesturing of her hands in a hostile meeting on 11/13/13, "...to closely watch you...where
you can be closely monitored...to make sure you're doing what you're supposed to be
doing..." This is just another form of Mr. Moschitta's (police) restrictions against me
interfering with my rights as an employee, a patient & as a 100% disabled veteran.

The transfer/reassignment (Major Adverse Action) is further complicated by the
fact that many new co workers including my new supervisor (April Esposito) illegally
accessed my VA medical records multiple times recently as part of an agency targeted
retaliatory discriminatory abusive hostile action against me - this massive privacy breach
& these individuals are currently under investigation by the Office of the Special Counsel
Disclosure Unit case # DI 13-3661. These individuals include April Esposito (my new
supervisor), Kristen Sievers (chief eligibility & enrollment), Marie Irwin, Thomas
Sledge, Nyny Romero, Omaida Wilson, etc. (there may be others).

The conditions that I was presented with this letter (see attachment) supplants for
a supervisory meeting proposed by Ms. Mirone (see attached email string) that was
opposed by myself & my NFFE union in the absence of any union representation. Ms.
Esposito presented this letter to me under premises of an interaction on the moring of
11/15/13 which supplants for the meeting that was protested. Thus union rules & the
Weingarten rule were violated. The email from Mr. Carl Schramm (NFFE union steward)
clearly states, "...one of NFFE’s BUE’s (bargaining unit employee), has requested union
representation for this meeting. With the current climate of this situation NFFE & Mr.
Fasano feel that he is in need of representation at any meeting with management. As per
current Labor Master Agreement between the U.S. Department of Veterans Affairs & the
National Federation of Federal Employees, Article 2: Union Rights & Representation,
Section 1 & Section 2 & under the Weingarten Rights a BUE has the right to request
union representation if that BUE feels it is necessary. Unfortunately due to patient care
responsibilities there is no one available tomorrow, Friday 11/15/13, to attend this
meeting to represent Mr. Fasano. This meeting will have to be rescheduled." This
meeting was not rescheduled & I was denied my union rights as described (see email).

My new assignment is very bad. I will be involved doing mostly fee basis non-
VA care reviews & some Compensation & Pension exams. The very bad part is that Dr.
Tank (whom I had a EEOC case against that was settled) oversees every aspect of each
operation. I will be considered the st level reviewer & he is the 2nd level reviewer who
will take every single opportunity to make my life miserable as he has constantly
harassed & terrorized me in every capacity throughout the facility forming the basis for
my 2nd EEO case against him. This is a repeat disaster scenario that they are clearly
setting me up for failure.

I have very legit concerns, fears & serious misgivings that many supervisors &
employees in the Business Office, Fee Basis Office, Eligibility/Enrollment Office &
Compensation/ Pension Office were involved in the illegal accessing of my VA medical
records since this could set the stage for a retaliatory adverse action negatively
effecting/down grading my 100% disability rating.



Mr. Moschitta violated the Enrollment & Eligibility regulations by having Ms.
Kristen Sievers & Mr. Thomas Sledge illegally disenroll me. Mr. Moschitta violated the
Fee Basis referral policy regarding Fee Basis Care Requirements/Criteria when a veteran
can access fee basis non-VA care. This process must include a clinical reviewer under the
auspices of the Chief of Staff. The criteria are:

1. Veteran cannot safely travel to a VA facility due to a medical reason when Mr.
Moschitta forced the option of either enduring an arduous greater than 100 mile round
trip commute in heavily congested NYC metro traffic to the New York Harbor Health
System campuses (Brooklyn, Manhattan, Bronx) or to have my service connected PTSD
exacerbated under his illegal police escort restriction at VA Northport - despite his
awareness which was well documented in the Patient Advocate Tracking System (PATS -
you have been provided with the copies previously) by Mr. William Marengo RN (patient
advocate) that my service connected disabilities preclude either option.

2. Veteran cannot travel to a VA facility due to geographical inaceessibility due to
above. There is no policy on above regarding distance & time, therefore Mr. Moschitta
by his own judgment circumvented the process in the absence of a clinical decision to
vent his personal express animus against me.

3. The VA facility cannot timely provide the required service(s) when I begged
Mr. Marengo for fee basis PTSD counseling when the director's response was an
emphatic "...tough shit..." Since there is no policy of what "timely" is, if waiting for the
VA care will put the patient at risk, then it becomes medically necessary. Waiting for
PTSD counseling during a stressful crisis is dangerous patient abuse at the direction of
Mr. Moschitta; especially when I've expressed the desire for counseling, Mr. Moschitta
jeopardized my safety & well-being. Only the Chief of Staft can approve or disapprove
based on a clinical decision; NOT the director as part of a hostile personnel action. By
disenrolling me Mr. Moschitta interfered with my rights & abilities to a non-VA care fee
basis referral & due process under same; especially in an emergency setting. This
reckless irresponsible behavior violated 38 CFR 17.106 & VA policies & procedures
regarding fee basis referrals & restricting veteran access to care. Mr. Moschitta also
violated the Hierarchy of Care decision matrix, Medical Necessity & Clinical Review
processes. Mr. Moschitta further violated my patient/veteran's rights as codified in law 38
CFR Part 17 Ss 17.33 Patient's Rights; 38 CFR is the governing law for VA pensions,
bonuses & Veteran's Relief - it provides guidance for medical care eligibility (see 38
CFR attachment). The police escort restriction must be ordered & reviewed by the Chief
of Staff & reviewed every 30 days by same - Mr. Moschitta illegally circumvented this
process which is illegal patient & veteran abuse. By usurping the Chief of Staff's clinical
& administrative authority, placing me in great harm jeopardizing my safety & well being
- you have a scanned copy of Mr. Moschitta's EEO ROI testimony where he lies about
blaming this on a "..clinical decision made by the Disturbed Behavior Committee..."
illegally extending a unilateral hostile personnel action against me as a 100% disabled
veteran.

Further information regarding Title 38 employees can be found in VHA handbook 5021,
the Labor Master Agreement between the U.S. Department of Veterans Affairs & the
National Federation of Federal Employees & Title 38 U.S.C.:
http://www.law.cornell.edu/uscode/38/




The Northport Center Memos are located under Northport VAMC Resources on the right
side of the Frequently Accessed Resources page at:
http://vaww.fwp.v03.med.va.gov/Frequently AccessedResources.html

Attached to this response will be e-mail correspondence I received from my union
president that was generated by VA management regarding the OMI investigation. I have
some serious concerns with the transparency, legitimacy, fairness, conduct,
objectivity and accuracy of the investigation since according to senior management the
interviews/ meetings will not be recorded without any formal depositions or swearing in.
So the investigation will be based solely on the agency's notes? I thought that all VA
employees had to be sworn in on a notarized VA form 4505 granting the interviewees
qualified immunity - otherwise management can influence the investigation to the extent
that it will be "white washed." Also, in the absence of any formal depositions, oaths or
recordings, how can the validity and accuracy of the proceedings/ testimonies be ensured,
accessed or even FOIA'd since the implications can include criminal charges? This
allows the culprits and management wiggle room without having been read or sworn in
under oath for perjury including but not limited to Garrity warnings, Kalkines warning or
even Miranda warnings.

There was a major conflict of interest at the local level regarding this
investigation. Alas, the VA Northport facility director appointed Ms. Joanne Anderson to
spearhead and coordinate the investigation at the local/ facility level. I have some serious
misgivings with this since the potential for bias, interference and tampering is great since
I had an open and active EEO case/ complaint against Ms. Anderson and added the
agency's unilateral hostile personnel action against me as retaliation and discrimination to
amend the complaint against her. Also, the facility director on many occasions since
taking the hostile personnel action against me has voiced his extreme anger and
displeasure with my EEO case involving Ms. Anderson that was eventually settled.

The VAs OMI team tasked with conducting the investigation re: the illegal
accessing of my medical records initially refused to grant/ honor a reasonable
accommodation request based on my disabilities including but not limited to PTSD that
they (OMI) and the agency were well aware of. [ explained that the agency's unilateral
discriminatory and retaliatory hostile personnel action levied against me included a VA
police escort restriction any time I accessed the VA Northport's main facility and satellite
clinics. This hardship severely exacerbated my PTSD to the extent that it is crippling and
debilitating which is tantamount to senior management's bullying and intimidation tactics
to force a submissive capitulation. The agency's OMI team wanted to conduct an in-
person interview with me, however, they refused my reasonable accommodation request
to have the interview conducted in a venue that didn't require the VA police escort. They
were very rude and abrupt with me. Dr. Ed Huycke and Ms. Gladys Felan were very
callous and disrespectful and fully dismissive of my disabilities. They refused to cite any
rule, regulation or policy in their insensitive and discriminatory denials and failed to
articulate any undue hardships that this request would impose. I explained that it is my
right as a veteran, a 100% disabled person and an employee to make this request. It took
a tremendous effort on my behalf, that of my union president and the OSC to have the
request finally approved after several phone calls from Ms. Felan from the VA OMI team



who reiterated their refusal by providing me options that only included a venue requiring
a VA police escort restriction which exacerbates my disability; especially since a VA cop
illegally accessed my medical records I am very fearful of the VA police force (I will
develop flu like symptoms, nightmares and severe insomnia). Denying a reasonable
accommodation request seems to be complicit with the agency's discriminatory practices.
I was compelled to ask for this via the OMI team since they represent the agency as
the investigating body re: the illegal accessing of my medical records. I've expressed my
serious misgivings re: major conflicts of interest since it's the proverbial fox guarding the
hen house scenario; especially with Ms. Joanne Anderson (whom I had a EEO complaint
against that was settled) coordinating the efforts at the local level and how Dr. Ed Huycke
OMI lead was treating me in a demeaning, humiliating and unprofessional manner. ['ve
had several phone calls with the OMI team and they remained steadfast in their refusals
placing an undue hardship and onus of responsibility upon myself as the complainant
and a disabled person. I was very upset and shook up with how badly I was rough housed
by Dr. Huyke (OMI lead) - his tone was very harsh, condescending, paternalistic,
unprofessional and he hung up on me stating that he was "terminating the phone call”
despite the fact that I remained a polite cordial gentleman during the entire humiliating
encounter with him and the OMI team. I was eventually intervened by the agency's OMI
team on 9/10/13 for approximately 1 hour. It seems as if they are not interested in how
the illegally obtained medical information has been and continues to be adversely used
against me - this fact is inextricably linked to the continued illegal accessing of my
medical records (mostly at the behest of the facility director Mr. Phil Moschitta).
According to a high ranking confidential source, Mr. Thomas Sledge (who
illegally accessed my medical records in August 2013) who works in veteran registration
and enrollments was directed by his supervisor Ms. Kristen Sievers (who illegally
accessed my medical records four times in August 2013) and the facility director (Mr.
Phil Moschitta who has orchestrated and directed the unilateral hostile discriminatory
retaliatory biased action against me based on illegally obtained info from my medical
records) to remove me from the patient registration and eligibility profile in attempts to
desperately wipe out any sort of evidence and electronic foot print of the illegal accessing
of my medical records at the behest of Mr. Moschitta. The timing of this is ominous since
Mr. Sledge carried out this action on 8/6/13 - the day prior to the agency's OMI team's
initial site visit. The ramifications and implications are highly criminal and will obstruct
my ability to access my healthcare including but not limited to emergency care should I
need it in the event of a medical crisis. Mr. Sledge was ordered by the director's office
and when Mr. Sledge queried why he had to eliminate me from the system he was told,
"...just do what your told...he (Joe Fasano) doesn't work here any more...the director (Mr.
Moschitta) wants him out of the system now...to prevent any more accessing of his (Joe
Fasano) records...and to wipe out any trace of him (Joe Fasano)..." Mr. Thomas Sledge is
the brother of Mr. Joseph Sledge who is the facility Public Affairs Officer working as the
director's consigliere/ confidant. Tom Sledge was told that he was "...covered..." due to
his consanguineous affiliations. I believe the technical term for this action is to
"inactivate" and "disenroll" me from the system as a veteran and as an employee - this
was done by Mr. Phil Moschitta to retaliate against me for filing the OSC complaint since
he has openly verbalized/ vented his disdain, personal animus and anger regarding my
filing of EEO complaints and this OSC complaint - Mr. Moschitta thought that if he,



"...got rid of Joe Fasano...this whole mess would disappear..." It appears the director's
continued actions/ hostilities towards me evinces him and the agency's retaliation for
filing an OSC complaint. The VA Northport director continues to escalate his personal
animus towards me with his increasing hostilities including a proposed suspension in the
absence of any wrong doing - his express open animus regarding the OSC complaint as
per prior correspondence evinces him and the agency in retaliation/ reprisals. I fear that
this will otherwise discourage many others from coming forward with similar complaints
of privacy breaches as a form of VA Prohibited Personnel Practices (PPP) since the
agency has so fiercely retaliated against me as a 100% disabled veteran (the logic being
that if they can do it to me they can do it to anybody since being a 100% service
connected disabled veteran is very rare). | will forward a formal memorandum for record
seperately. I've been denied care and benefits by design of the director's severe
restrictions:

*the police escort restriction so severely exacerbates my PTSD that I cannot return to the
facility under any circumstances - this was clearly communicated to the agency to the
extent that the patient advocate documented such in the Patient Advocate Tracking
System (which I can scan and email to you). The exacerbation is very crippling and
incapacitating.

*the director's response to multiple fee basis requests to have my health care

benefits including but not limited to mental health counseling by private physicians paid
for by the VA (which is an option for a 100% disabled veteran) was met with an
emphatic "...tough shit..." as per the patient advocate. The director further stated, "...Joe
Fasano can either man up and come to Northport with the police escort...or he can go to
the other VISN hospitals..." according to the patient advocate. I've explained many times
that I cannot endure this arduous 100 mile round trip commute in NYC metro traffic in
light of the painful condition of my disabilities and the director denied transportation
arrangement requests to the other facilities which I am entitled to as a 100% disabled
veteran. This would still be a major inconvenience since I have the right to choose which
facility I receive care/benefits. So again I was denied health care, benefits and alternative
requests. I've incurred private medical and travel expenses as a result without
reimbursement.

*the severe restrictions clearly state that I must coordinate 24 hours in advance with the
VA police prior to setting foot on the Northport campus. This denies my health care and
benefits in the event of an emergency since by definition an emergency cannot be
predicted and/or planned 24 hours in advance. So by design I cannot return to the campus
in an emergency/crisis since I would be violating the severe terms and conditions of his
restrictions.

*the removal appears to be limited to Northport. I've confirmed this via a confidential
high ranking source who spoke directly to Mr. Tom Sledge regarding his access to my
medical record on 8/6/2013.

*according to the union president [ am the only employee that this has ever occurred to. I



can provide you a by name list of employees that are convicted felons who did not face
this type of personnel treatment and were never disciplined by the agency.

*the agency has mostly denied most of my FOIA requests for any documentation so it
may be difficult at my level to obtain certain documents, however, an OSC investigation
by the Complaints Examining Unit may shed light on this debacle.

I may have reviewed the many ways that [ have been adversely affected by the VA
including public and professional liable, slander, character defamation, humiliation,
exacerbation of my disabilities, disruption of my personal, family and professional life,
financial impact of spending nearly $30K in legal expenses and now a proposed
suspension with a reassignment despite no wrong doing.

Enclosed please find a notification of VHA privacy practices that I received. The VA
Northport NY has consistently and criminally violated their own privacy policies,
procedures, practices and regulations in addition to other federal laws, statutes and
regulations governing privacy targeting me at the behest of the director. Mr. Moschitta
ruthlessly used that illegally obtained Protected Health Information (PHI) against me as
an employee and a veteran/ patient consistent with a PPP. The enclosed documents titled
VANOPPI - 8 clearly shows that the director and his henchmen were involved with
evidence tampering since VA central office indicates that [ was enrolled in VA health
care as of 7/1/2013 which pre-dates the OSC investigation file # DI 13-3661 and the
director's subsequent attempts on 8/6/13 - 8/7/13 to disenroll me from the VA to cover up
his illegal activities against me the day prior to the agency's OMI initial site visit (the
temporal proximity beyond a mere coincidence). This also appears to be tampering with
and obstructing/ interfering with an OSC investigation by directing others to disenroll me
and by appointing Joanne Anderson (whom I had an EEO complaint against that was
settled) to be in charge of the investigation at the local level despite a pending hearing
before the EEOC representing a conflict of interest. Furthermore, the letter that I received
from VA central office dated 3/1/2013 (document titled VA NoHC]1 - 3) clearly shows
that the director clearly violated the VA policy, practice, procedure and regulation
regarding emergency vs. non-emergency care by placing me on such a barbaric
restriction (see also enclosed document titled VApg4). Finally the VA practice of
flagging all veteran employee's charts with a warning cover page titled, "Sensitive
Patient" includes such information as my disabilities and my disability rating (100%) so
by design even if an employee doesn't actually bypass this alert page they will still obtain
detailed health information about me, however, it is impossible to capture the employees
that just merely clicked on the alert page cover sheet without actually going into my chart
since the tracking system is designed only to capture those individuals that bypass the
alert cover page and delve into the medical records representing a fatal fundamental
privacy flaw/ vulnerability jeopardizing my rights to privacy. This only serves to
reinforce the handicapped/ disabled stigma. Laws, regulations, policies, procedures,
practices, etc. are only as good, credible and valuable as the integrity of those enforcing
them, however, in my case the criminal conduct of VA management and VA law
enforcement has jeopardized this process as it was adversely used against me in a
tangible employee action. Deliberately placing Mr. Steven Wintch (privacy officer) on



the AIB as Mr. Moschitta testified to in the EEO ROI intentionally represented a
retaliatory process since I've had issues for years with my privacy breaches that Mr.
Wintch and Mr. Moschitta ignored, instead they decided to retaliate against me for
whistle blowing rather than fixing a problem constituting a PPP.

Enclosed please find e-mail correspondence between Dr. Ed Mack the COS and HR re:
the Adverse Action (suspension). 00 refers to the director Mr. Moschtta. I was informed
by my union president that Dr. Mack was forced to sign off on the 3 day suspension
under duress, however, Dr. Mack will be submitting a Report of Contact (ROC) that he
was threatened with actions tantamount to retaliation if he refused to sign off on the
suspension. | have included a copy of that ROC. Also, upon review of 38 CFR 17.106
and Part 1 Chapter 17, it appears that many laws were broken re: the police restrictions
and other adverse actions taken against me as an employee and being extended to me as
a veteran.

I will forward a series of email correspondence from the VA Northport privacy office
regarding the massive privacy breach of my medical records. Please note the date/ time
group pre-dates that OSC investigation DI # 13-3661. Mr. Wintch is the same privacy
officer who was "hand picked" by the director as an AIB member. This is clearly stacking
the deck as a retaliatory discriminatory agency practice since I raised these issues with
the agency. Alas, most of the email correspondence has been deleted making the retrieval
all but impossible for me at my level since Mr. Wintch and the agency have refused
multiple FOIA requests for same. Mr. Wintch also lied under AIB testimony AND FOIA
responses that he was unaware of my privacy concerns further eroding his credibility.

Enclosed please find a series of VA regulations to cite as further violations of my
privacy, Protected Health Information forming the basis for the agency's PPP's against
me:

Emergency Care Provision: Mr. Phil Moschitta (VA Northport director), violated this by
design of his illegal police escort restriction interfering with my rights and abilities to
access my entitlements and benefits by law including but not limited to health care. By
refusing multiple pleas for fee basis care including but not limited to PTSD counseling he
further violated these regulations jeopardizing my health, safety and well-being
consistent with patient/veteran abuse by constantly breaking these laws; by doing so, Mr.
Moschitta violated Section 402 of Public Law 110-387 according to the definition of
emergency (see attachment). As I've previously contended, it's impossible to predict
emergencies 24 hours in advance as Mr. Moschitta's police escort restrictions required 24
hour advance notification.

References: NNPO website - National Non-Va Care Program Office.
38 U.S.C. 1703 Pre-Authorized Non-VA Care
38 U.S.C. 1728 Emergency Treatment for Service Connected Veterans



38 C.F.R. 17.36 - Mr. Moschitta violated this law when he had Thomas Sledge illegally
disenroll me on or about 8/6/2013 (see attachment). I far exceeded just about every
categorical enrollment/ eligibility requirement as a 100% disabled veteran.

38 C.F.R. 17.37 Enrollment not required - Mr. Moschitta violated this law since as a
100% disabled veteran I far exceeded any and all threshold requirements for eligibility
and enrollment (see attachment).

38 C.F.R. 17.38 Medical Benefits Package - Mr. Moschitta violated this law by denying
my rights to access care by disenrolling me and applying illegal police restriction
interfering with my rights set forth in 38 C.F.R. 17.33 and 38.17.106 (see attachment).

VHA Handbook 1601A.04 - Mr. Moschitta violated this regulation by restricting access
to my benefits and health care; denying Fee Basis care, due process and excluding the
Chief of Staff Dr. Ed Mack from same (see attachment). Mr. Moschitta denied any due
process rights and jeopardized my health, safety and well-being tantamount to patient
abuse and veteran abuse.

VHA Handbook 1601A.04 Eligibility Determination - Mr. Moschitta violated this when
he ordered Kristen Sievers, April Esposito, Pat Helgesen and Thomas Sledge to disenroll
me.

Other pending privacy breach issues: the individuals involved in the massive systematic
illegal privacy breach of my VA medical records and others may have also committed
further privacy breaches by illegally accessing other sensitive data in the process such as
the Veterans Information Solution (VIS) a.k.a. VBA or SHARE - a web based software
for non-clinicians (management, supervisors, cops, clerks, etc.) to verify a veteran's
military service and service connected disabilities/ ratings. VIS is a limited access sytem
limited to Eligibility and Enrollment staff, however, the access MUST be for a legitimate
medical/ business reason. Other potential privacy breaches involved alternate ways to
access my data and PHI consistent with the privacy breaches by going into the Hospital
Inquiry (HINQ) - this provides information on: military service, service connected
disability ratings, eligibility, etc. The response to the FOIA request remains outstanding
from the facility privacy office Mr. Steven Wintch.

Mr. Moschitta (VA Northport director) violated VHA Directive 2007-015 when
he disenrolled me and forced me to seek care at other venues and VA facilities as
reported many times and as documented by Mr. William Marengo RN Patient Advocate
in the Patient Advocate Tracking Sytem (PATS). This directive provides policy regarding
the transfer of patients to and from the Department of Veterans Affairs medical facilities
i.e. Northport, Brooklyn, Manhattan, Bronx, Hudson Valley. Mr. Moschitta violated 38
U.S.C. 1703 when he disenrolled me and refused fee basis requests denying my right to
due process under same. According to 38 USC 1703 the VA purchases care from Non-
VA providers when care is: not available, not economical, not available from another
federal facility, not available under a contract/ shared agreement or the veteran cannot
come to the VA (as was the case with me since Moschitta extended a unilateral hostile
employee action against me as a 100% disabled veteran with his illegal police escort



restriction). I very clearly established that Moschitta violated 38 CFR 17.106 with his
illegal police escort restriction preventing me from accessing care and benefits. Going to
the VA New York Harbor Health System as he proposed as one of only two "take it or
leave it" responses to desperate pleas for fee basis care and PTSD counseling is both not
economical due to the increased travel costs and unreasonable as described many times
since the long NYC metro traffic commute is painful and arduous due to my orthopaedic/
neurological service connected disabilities. In both instances (police restriction and fee
basis denials) only the Chief of Staff (COS) Dr. Ed Mack can be involved and ultimately
decide, however, Moschitta illegally circumvented the COS in the absence of a clinical
decision making process by taking a unilateral hostile personnel action against me and
illegally extending that to me as a 100% disabled veteran, therefore the Network Director
Mr. Mike Sabo is ultimately responsible and culpable for the illegal actions of his
subordinate director Moschitta according to law, code, regulation, policy and procedure.
Since the VA Northport is the nearest VA facility to justify a fee basis claim a.k.a.
Facility of Jurisdiction (FOJ) it is law that Moschitta would be obligated to pay for this
care and offer me due process due to the geographical proximity to my residence. VA
Northport would be the facility responsible for payment of Non-VA Medical Care
utilizing Primary Service Areas (PSA), counties and zip codes.

References:
NNPO website under NVCC - Non-V A Care Coordination
website:http://nonvacare.hac.med.va.gov/nvee/

Facility Locator: http://vaww.pssg.med.va.gov/PSSG/search zipcode.htmli

When a HIPAA complaint is filed with the HHS, the first determination made is
whether there was a possible privacy violation and whether it was of a criminal nature. If
it was determined to be criminal, the case is referred to the Department of Justice for
investigation and possible prosecution. If it was determined that it was not a criminal
issue (as in this case) the violation is investigated by the OCR. If it is determined that a
HIPAA violation did, in fact, take place, the OCR can either obtain voluntary
compliance, corrective action or some other voluntary agreement with the offender, or the
OCR can issue a formal finding of violation and force the offender to change its
practices.

Enclosed please find some documentation that may be of some benefit. They are
the director's EEO ROI testimony and the patient advocate's notes known as the Patient
Advocate Tracking System (which are separate from my VA medical records). Precious
little documentation has been released to me despite many FOIA requests. I am hopeful
that the OSC Disclosure and Complaints Examining Units will accept my new complaints
for investigation which would open up a treasure trove of data and dirty little agency
secrets. At my level it is nearly impossible to go up against the monolithic bureaucratic
behemoth that is the VA.

VETERAN ABUSE VA NORTHPORT NY
100% DISABLED VETERAN DENIED ACCESS TO CARE




I continue to be victimized repeatedly by senior management at the VA Northport
NY with scores of VA employees on multiple occasions illegally accessing my VA
medical records. My Protected Health Information (PHI) including but not limited to my
service connected disabilities (Post Traumatic Stress Disorder) was illegally used against
me by VA Northport senior management at the direction of the facility director Mr. Phil
Moschitta to levy a unilateral hostile personnel action against me as a 100% disabled
veteran/patient labeling me a dangerous person in his maniacal retaliatory efforts that I've
communicated to your office. Senior management's attempts to illegally rid me of federal
employ & illegally discharge me as a veteran was based in large part on the lies of my ex
sister in law (who holds a bitter family grudge) & senior management weaponizing my
racist detractors allowing them to vent their personal grievances & prejudicial proclivities
against me to prop up their empty accusations. This was authorized, sanctioned &
orchestrated by the facility director Mr. Phil Moschitta who has an open express personal
animus against me. Any attempt to contact Mr. Michael Sabo, the VISN 3 director's
office for help has been equally rebuffed & refused with his complicit condoning of the
illegal conduct of his subordinate supervisors. In so doing this, the VA Northport senior
management violated many laws, federal statutes & VA regulations that I've fully
communicated to your office in detail on many occasions. On 5/28/2013, Dr. Limb (Long
Term Care service chief) at the behest of Mr. Moschitta had me escorted off the campus
grounds by the VA police placing me under de facto house arrest. I was humiliated &
shamed being paraded around like a POW in front of my colleagues, friends & fellow
veterans to satisfy Mr. Moschitta's grotesque vengeful retaliatory lust conjuring up
images of dead Rangers being dragged through the streets of Mogadishu Somalia in
1993. Mr. Moschitta has denied my access to health care & impeded my ability to access
my benefits that I'm entitled to by law despite having filed many complaints with elected
congressional officials, Mr. Shinseki's office, the VA Northport patient advocate, etc. Mr.
Moschitta has obstructed my ability to receive emergency medical care including but not
limited to mental health counseling for my service connected PTSD. Mr. Moschitta
continues to taunt, embarrass & humiliate me in his wicked attempts to provoke my
PTSD by claiming in his congressional response letters to the above action that he &
other senior management officials that engaged in this gross criminal misconduct were
"concerned" about me when he ordered the VA police to illegally detain me without
charges & without due process denying my access to health care & benefits that I'm
entitled to by law. However, they NEVER took the proper steps to ensure & demonstrate
their "concern." They violated the VA mental health protocol when they rushed to make a
"clinical judgment” about me in the absence of a clinical evaluation/exam, however, Mr.
Moschitta blames his decision to take this gross action against me on "a clinical decision”
on behalf of Dr. Michael Marino (chair disturbed behavior committee). This is
tantamount to a psychiatric exam vis a vis "fitness for duty" punishment which is a
Prohibited Personnel Practice. Mr. Moschitta based his vicious actions solely on a
presumption of disability rooted in lies with information illegally gleaned from my VA
medical records. Mr. Moschitta clearly states this several times during his EEO ROI to
the extent that he goes on the record to state that he had them access my charts (meaning
medical records). However, Dr. Marino et al NEVER performed a medical/psychiatric
evaluation. So Mr. Moschitta claims on the record in the EEO ROI that this team
performed made a "clinical decision" which can only mean that by definition they based



their discriminatory assumptions on a "psychiatric exam" based solely on false one sided
testimonies & illegally accessing my medical records. Mr. Moschitta even extends this
"clinical decision”" blame game to the VA Northport police chief (Nick Squicciarrini)
who ordered a subordinate cop to access my medical records on 5/24/13 & 8/2013. Dr.
Marino et al NEVER assessed my risk of suicidal ideation (which is a mandatory
requirement given that I am 220% service connected of which 70% is PTSD). By gross
negligence as a supervisor & licensed medical professional, Dr. Limb et al endangered
my mental, emotional & physical well-being in the absence of an evaluation under this
duress. This blame should also extend to Dr. Michael Marino (psychologist, chair
Workplace Violence/Disturbed Behavior Committee), Ms. Heidi Vandewinckel (social
worker Employee Assistance Program), Mr. Nick Squicciarini (VA Northport police
chief), Mr. William Marengo RN (patient advocate) & Ms. Fran Maida (patient advocate)
since I pleaded with them on multiple occasions to have a fee basis request approved for
counseling since the severity of the VA police escort restriction that Mr. Moschitta
imposed was so crippling that it exacerbates my service connected PTSD to the extent
that I can't return to the VA Northport campus. The director is culpable since his
responses to the multiple fee basis requests was an emphatic, "...tough shit..." preferring
to humiliate me instead, parading me around like a circus freak show & to have me drive
greater than 100 miles in New York city metro traffic to the other VA campuses located
in VISN 3 (a commute that I cannot endure due to the nature of my service connected
disabilities which VA Northport senior management is aware of since the patient
advocate documented my complaints in full detail in the Patient Advocate Tracking
System). Mr. Moschitta's logic is obviously flawed since he blames his decision on a
"clinical decision labeling me a dangerous person" in the absence of any legal clinical
evaluation. So if I'm deemed so "dangerous" that he levied this action against me, then
how can Mr. Moschitta explain that I can freely go to any other VA facility within VISN
3 without the VA police escort restriction? Is my "danger to self & others" that he falsely
alleges in the EEO ROI limited to the 11768 zip code of the VA Northport campus? Mr.
Moschitta also granted a special accommodation to access my e-mail at the VA Bayshore
NY satellite clinic without a restriction for 1 hour on 9/10/13 to access e-mails that the
agency's OMI team requested in the OSC investigation DI 13-3661, so does this mean
that I was not a "danger" during that 1 hour? This crazy rationale is so illogical that it
proves my point that Mr. Moschitta has a personal animus against me that evinces
himself & the agency's actions against me in the absence of any wrong doing, in the
absence of a clinical exam & without due process! Mr. Moschitta did this in retaliation
for an EEO complaint filed against his assistant Ms. Joanne Anderson RN & for the
current OSC investigation. Mr. Sabo, Mr. Moschitta, Dr. Limb, Dr. Marino, Mr. Marengo
RN, Ms. Anderson RN, Ms. Vandewinckel SW, Mr. Squicciarini & Ms. Maida NEVER
did a suicidal risk assessment & they NEVER referred me to the crisis line should I need
it. All the licensed professionals should be reported to their respective state licensing
boards for misconduct, abuse, sanctions & disciplinary action. Do you expect 100%
disabled veterans be denied access to their entitlements based solely on lies, hearsay &
the venting of personal grievances? This is clearly disparate treatment. The director & the
agency is fully aware that the restrictions so severely exacerbate my PTSD that I cannot
return to the VA campus which interferes with my rights & abilities to access my benefits
that I am entitled to by law. Desperate pleas to the patient advocate which was recorded



in the Patient Advocate Tracking System (PATS) for fee basis health care was equally
rebuffed with an emphatic "tough shit" by the director - [ was given the option of either
going to Northport with the restrictions or to any of the other facilities within VISN 3
without the restrictions (the director was fully aware that neither option was feasible - I
cannot endure the greater than 100 mile round trip commute to the other facilities since
my service connected disabilities prevent this arduous journey in NYC metro traffic,
again preventing me from accessing my benefits). Their logic is also flawed since they
labeled me a dangerous person based solely on hearsay & baseless complaints with a
"clinical decision" rendered by the Workplace Violence Committee in the absence of any
wrong doing & a clinical evaluation. So is my danger only limited to the 11768 zip code
of the VA Northport campus? The restriction prevents me from accessing emergency
treatment since it clearly states that I must contact the VA police 24 hours in advance &
coordinate an escort with them. So if I am in any sort of emergency I cannot go to
Northport since it would violate the terms of the restriction. Emergencies are right now
without the luxury of 24 hour advance notification. By design the restrictions prevent me
from accessing even emergency mental health counseling. An ongoing OSC investigation
into the wide spread illegal accessing of my VA medical records is proof positive that the
agency adversely used this illegally obtained Protected Health Information against me.
Many comments made about me regarded me "dangerous" based solely on my massive
physical appearance & features, cultural gestures & mannerisms, my PTSD & knowledge
of my Airborne & Special Forces background. This is clearly disparate treatment of how
I was abused compared to other employees including convicted felons who were not
disciplined for committing felony offenses on VA property. The director refuses to have
my Workplace Violence complaints investigated. I filed workplace violence complaints
against individuals that committed significant threats/actions against me leading up to
Mr. Moschitta's AIB against me (the individuals are Ms. Cathy Fasano RN, Ms.
Maryanne Tierney SW, Dr. Maureen Welsh psychologist, Mr. John Sperandeo SW, Ms.
Melanie Brodsky SW, Mr. Matthew Bessel SW & Ms. Fran Ciorra SW). How come no
action was taken against them when the director refused to have my workplace violence
complaints investigated? Why did the director decide to dismiss my safety & well being
in favor of his maniacal unilateral attempts to terminate me? The director's position has
been clearly stated that his action taken against me was a "clinical decision on behalf of
Dr. Marino." They can't just pick & choose which complaints to investigate. The
director's clearly stated position in response to all of my complaints has been, "...AIB
process was to protect all parties..." How does dismissing my complaints en masse
protect me & my rights? The director also falsely alleges that he, "...had to keep moving
me around because of all the problems I was causing..." Yet I was transferred to the
Health Screening clinic in 2010 after sustaining wicked brutal abuse in Primary Care
despite an exemplary performance as the Pain Specialist having implemented
unprecedented improvements to care & health care operations. I excelled under the
supervision of normal people like Marge Mitchell & Joe Ciulla having received three
consecutive outstanding performance evals with three consecutive supplementary
outstanding evals. Problems were again encountered when Mr. Moschitta moved his pet
Joanne Anderson RN to oversee Community Relations to cover for her sham & failed
Rural Health program. I was selected among others that interviewed & competed for the
Long Term Care NP position in 8/2012 - Mr. Moschitta never moved me to that position



as he so falsely alleges in the EEO ROI. Mr. Moschitta's timeline & authenticity is
completely fraudulent. The director gloats & initially takes full credit for coordinating
this AIB against me before soiling himself on the record, however, the AIB results had no
findings to support his bogus claims or actions against me. It's riddled with lies &
contradictions as expected. When reviewing Mr. Phil Moschitta's (facility director) lies,
it's interesting to note that at first he plays the tough guy & takes full responsibility for
the unilateral hostile action against me, however, he soils himself when confronted on
disparate treatment re: comparing similarly situated instances. He then does a complete
180 & blames the Workplace Violence Committee for influencing his decision making
process to the extent that he states that the decision to take this wicked action against me
was a "clinical decision" based solely on the "clinical assessment" of the Workplace
Violence Committee including Dr. Marino (chief psychology), Heidi Vandewinckel
social worker (EAP rep) & Mr. Nick Squicciarini (VA police chief). He repeats this
shared blaming several times citing his decisions were based on a "clinical assessment",
however, NO assessment was ever performed on me, supporting my claims that this was
a unilateral action in a complaint letter that I sent to many elected officials since the VA
endangered my well being in the absence of a clinical/psych eval & the director ignoring
my desperate pleas for fee basis counseling. This statement further supports my claims
that the director ordered others to illegally access my VA medical records using that info
adversely against me, hence, the ongoing Office of the Special Counsel investigation into
the privacy breaches. However, when under a FOIA request all documentation regarding
same, the facility privacy officer responded that no such documents existed. My union
president had a meeting with the director & HR re: the AIB results on Friday 9/27/13,

" .It's to my understanding in conversations with Mr. Moschitta (VA Northport director),
HR & others that the AIB where Mr. Fasano was the subject/witness resulted in no
findings of any kind...As we have always contended our position is that the allegations
were false & baseless & the AIB report were consistent with our position clearing Mr.
Fasano of any wrong doing. Therefore we humbly ask for a return date to reinstate Mr.
Fasano without incident immediately. Thank you in advance for your cooperation &
support..." I am very upset & frustrated that the VA Northport senior

management, administration & VA law enforcement continues to violate my privacy &
has weaponized my PHI against me. In addition to repeat offenders, there are

new culprits. I was interviewed by the agency's Office of the Medical Inspector team on
9/10/13 for approximately 1 hour. A copy of the access logs (SPAR) was provided to
them. It seems as if they are not interested in how the illegally obtained medical
information has been & continues to be adversely used against me - this fact is
inextricably linked to the continued illegal accessing of my medical records (mostly at
the behest of the facility director Mr. Phil Moschitta). I sincerely hope that your office
has the moral fortitude to directly intervene & resolve this matter favorably for me.

e-mail:

From: Richard. Thomesen@va.gov

To: joesepe@msn.com

Date: Mon, 7 Oct 2013 08:43:59 -0400
Subject: FW: second request



From: Marino, Michael

Sent: Wednesday, October 02, 2013 10:08 AM

To: Thomesen, Richard; Duryea, Margaret; Schramm, Carl; Walters, Richard J

Cc: Vandewinckel, Heidi; Carrington, Cheryl L.; Squicciarini, Nicholas; Burns, Amanda
M.

Subject: RE: second request

Rich, as you are fully aware of, the Workplace Violence review team has no authority to
conduct investigations of WPV or other complaints. We act in an advisory capacity to
those who do have the authority and responsibility to investigate WPV or other
complaints. When the Workplace Violence Review Team receives a complaint, part of
our process is to determine if it falls under the purview of the program or whether it falls
to another organizational function/process to review to determine what if any action is
appropriate. The Workplace Violence Review team has seen over time what we refer to
as reciprocal complaints. A Reciprocal complaint is a complaint filed by one or more
staff members towards another staff member after a complaint(s) has/have been filed
against them. In these cases, we have viewed these as essentially one complaint, and that
reciprocal complaint is investigated by the responsible supervisors as part of one
investigation. We do not investigate the complaint or the reciprocal complaints but advise
and consult with the supervisors charged by the chain of command to conduct the
investigation. In the situation you described below, the complaints that came to the WPV
Review team, including the complaints brought forward through NFFE, were viewed as
clearly sequential in nature and part of the same matter of concern. The Director
determined an Administrative Board not the supervisory chain of command was the
proper method to review and investigate the complaints and related matters. The Director
only has the authority to determine if a Board is appointed and if so, then the supervisors
are not charged with conducting the investigation rather the board has that authority. The
Workplace Violence Review Team did not have an ongoing role after the Administrative
Board was appointed for any of the complaints forwarded to the Board to determine any
appropriate investigation procedures or concerns. I will also add here information
concerning The WPV complaint filed by NFFE on September 30, 2013 on behalf of JF.
The complaint alleges a list of identified VA employees have illegally accessed the
complainant’s medical records (“VA employees for illegally accessing my VA medical
records....” ). Since allegations of privacy violations are under the auspices of the
facility privacy officer, this complaint was forwarded to Mr. Wintch to determine what if
any facility action is required. Please contact Mr. Wintch for any information concerning
this complaint or follow-up action if appropriate from the complaint. This is not a matter
appropriate for an investigation by responsible supervisors to be tracked under the
purview of the WPV Review team. At this time, the WPV Review team would only be
involved in some advisory capacity if and only if this is requested at by the privacy
officer and/or by the chain of command for review and investigation, if appropriate.
From: Thomesen, Richard

Sent: Tuesday, October 01, 2013 9:20 AM

To: Marino, Michael; Duryea, Margaret; Schramm, Carl; Walters, Richard J

Subject: RE: second request

Mike; that is wrong, they were filed separate and apart from the AIB, you have said that
the VWC would investigate issues brought to the committee via the Unions, now your



shirk your responsibility to investigate issues that were separate and apart from the AIB.
Your taskforce is supposed to investigate any work place violence issues. NFFE will be
force to file a grievance on this lack of following your own rules. Nowhere in the policy
is it stated that an AIB will cover your responsibility’s. Furthermore, if there are no
findings in regards to Mr. Fasano, that doesn’t mean that there was no work place
violence committed against him. He was the focus of the AIB, it doesn’t mean that he
did anything but it does mean that you as a professional need to address the issues
brought to your committee as you would anyone else. NFFE will be available to discuss
this at a mutually agreeable time and place.

From: Marino, Michael

Sent: Monday, September 30, 2013 2:53 PM

To: Thomesen, Richard; Duryea, Margaret; Schramm, Carl; Walters, Richard J

Subject: RE: second request

Rich as I believe you know they were forwarded promptly to the Point of Contact for the
Administrative Board appointed by the Director. They were not investigated under the
purview of the WPV Review Team/Program rather the authority/investigation by the
Board determined the appropriate investigatory action and procedures. -

From: Thomesen, Richard

Sent: Monday, September 30, 2013 9:16 AM

To: Marino, Michael; Duryea, Margaret; Schramm, Carl; Walters, Richard J

Subject: second request

Mike this is the second request to fine out the results of the Work Place Violence
complaints that [ had submitted for Mr. Joe Fasano. A meeting is requested on this
subject.

I was informed by Mr. Richard Thomesen (NFFE union president VA Northport NY) that
Mr. Phil Moschitta (VA Northport director) has proposed a suspension in the absence of
any wrong doing & without providing any written notice, terms, conditions or basis for
the proposed hostile action against me as [ was cleared of any findings by the AIB that
the director maliciously used to justify his abuse, discrimination, retaliation &
harassment. This may prevent me from renewing my RN & NP licenses in NY state.
Your office is fully aware of the atrocious nefarious unilateral hostile personnel action
that Mr. Moschitta levied against me as a 100% disabled veteran. Mr. Moschitta has
prevented me from accessing the health care & benefits that I am entitled to by law for
five months & has denied my access to mental health counseling, benefits, etc. I am very
worried that this will negatively effect my re-credentialing & re-privileging (a process
that all VA providers must go through every two years) - the suspension + being out of
work on a paid non duty status may prevent my ability to get re-certified thus ending my
VA employment along with stymieing my ability to renew my RN & NP licenses will
result in me being unemployed with the VA & I will be unemployable anywhere else
without a license as a disabled veteran. [ will also be unable to renew my DEA
registration number effectively making me further unemployable. This will raise my
malpractice insurance premiums incurring further costs that I cannot afford. Mr.
Moschitta continues his personal animus against me since he loathes all things veteran by
reassigning me under Dr. Tank (whom I had an EEO case against that was settled) on
Friday 10/25/13 to do C + P exams. This is another disaster in the making setting me up



for failure. Please advocate on behalf of this 100% disabled veteran by sending a very
strong & assertive message by accepting this OSC retaliation complaint exposing what
Mr. Moschitta has done to a 100% disabled veteran. The VA Northport director continues
to escalate his personal animus towards me with his increasing hostilities including a
proposed suspension in the absence of any wrong doing - his express open animus
regarding the OSC complaint as per prior correspondence evinces him & the agency in
retaliation/ reprisals. I fear that this will otherwise discourage many others from coming
forward with similar complaints of privacy breaches as a form of VA Prohibited
Personnel Practices since the agency has so fiercely retaliated against me as a 100%
disabled veteran (the logic being that if they can do it to me they can do it to

anybody since being a 100% service connected disabled veteran is very rare). Despite the
fact that [ am getting paid, I have sustained substantial damage since Mr. Moschitta's
restrictions interfere with my rights & abilities to access my VA benefits including but
not limited to health care since they are well aware that the restrictions that he so
savagely imposed severely exacerbate my PTSD. Also, by design, Mr. Moschitta's
restrictions prevent me from accessing VA health care in an emergency since I am forced
to coordinate a VA police escort 24 hours in advance; an impossibility during an
emergency since emergencies by definition cannot be predicted 24 hours in advance. This
CANNOT be legit since this maniac has been enabled to violate & humiliate me. The
OSC should also be informed of all of the nefarious & terrible patient safety hazards that
Mr. Moschitta has negligently condoned/ ignored during his reign of terror; a fact that I
exposed internally, alas, he decided to retaliate against me when I brought these patient
safety issues to his attention rather than correcting the situation. The restriction prevents
me from accessing emergency treatment since it clearly states that I must contact the VA
police 24 hours in advance & coordinate an escort with them. So if I am in any sort of
emergency I cannot go to Northport since it would violate the terms of Mr. Moschitta's
restrictions so by his design the restrictions prevent me from accessing even emergency
mental health counseling. An ongoing OSC investigation (DI 13-3661) into the wide
spread illegal accessing of my VA medical records is proof positive that the agency
adversely used this illegally obtained Protected Health Information against me. Many
comments made about me regarded me "dangerous" based solely on my massive physical
appearance & features, cultural gestures & mannerisms, my service connected PTSD &
knowledge of my Airborne & Special Forces background. This is disparate treatment of
how I was abused by Mr. Moschitta compared to other employees including convicted
felons. The director refuses to have my Workplace Violence complaints investigated so
how can Mr. Moschitta claim that his actions are, "...protect all parties involved..." - how
is he protecting me & my rights; especially against the parties that I've filed workplace
violence complaints against by dismissing my complaints en masse refusing to have them
properly investigated? According to a high ranking confidential source, Mr. Thomas
Sledge (illegally accessed my medical records in August 2013) who works in veteran
registration & enrollments was directed by his supervisor Ms. Kristen Sievers (illegally
accessed my medical records four times in August 2013) & the facility director (Mr. Phil
Moschitta who has orchestrated & directed the unilateral hostile discriminatory
retaliatory biased action against me based on illegally obtained info from my medical
records) to remove me from the patient registration & eligibility profile in attempts to
desperately wipe out any sort of evidence & electronic foot print of the illegal accessing



of my medical records at the behest of Mr. Moschitta. The timing of this is ominous since
Mr. Sledge carried out this action on 8/6/13 - the day prior to the agency's OMI team's
initial site visit. The ramifications & implications are highly criminal & will obstruct my
ability to access my healthcare including but not limited to emergency care should I need
it in the event of a medical crisis. Mr. Sledge was ordered by the director's office to do so
& when Mr. Sledge queried why he had to eliminate me from the system he was told,
"...just do what you're told...he (Joe Fasano) doesn't work here any more...the director
(Mr. Moschitta) wants him out of the system now...to prevent any more accessing of his
(Joe Fasano) records...& to wipe out any trace of him (Joe Fasano)..." Mr. Thomas Sledge
is the brother of Mr. Joseph Sledge who is the facility Public Affairs Officer working as
the director's consigliore/ confidant. Tom Sledge was told that he was "...covered..." due
to his consanguineous affiliations. The technical term for this action is to "inactivate" &
"disenroll" me from the system as a veteran & as an employee - this was done by Mr.
Phil Moschitta to retaliate against me for filing the OSC complaint since he has openly
verbalized/ vented his disdain, personal animus & anger regarding my filing of EEO
complaints & this OSC complaint - Mr. Moschitta thought that if he, "...got rid of Joe
Fasano...this whole mess would disappear..." It appears the director's continued actions/
hostilities towards me evinces him & the agency's retaliation for filing an OSC
complaint.

My veteran identification card (VIC) proves that I was enrolled in the VA (see
attached scanned copy). Not only am I in Priority Group 1 as a 100% disabled veteran, I
also qualify for Enhanced Eligibility based on the 100% rating and the fact that I am rated
for greater than 6 service connected conditions places me in yet another special protected
category of disabled veterans. Further proof that [ was enrolled and eligible for VA
benefits including but not limited to health care prior to the illegal disenrollment
interfering with my rights to access my benefits with the illegal police escort restriction,
illegal fee basis denials and illegal disenrollment making me inelligible for the full
spectrum of benefits that I am entitled to.

Excerpt from Health Care Benefits Overview 2012 Handbook
Frequently Asked Questions . ‘
Must I reapply every year, and will I receive an enr ollment con/zrmalton ?
Depending on your priority group and the availability of funds for VA to provide health
benefits to all enrollees, your enrollment will be automatically renewed without any
action on your part. Veterans, based on their financial status, who are exempted from
paying medical care copays or who are eligible for a reduced inpatient copay are required
to update their financial information on an annual basis or when their income changes,
using VA Form 10-10EZR. Should there be any change to your enrollment status, you
will be notified in writing. )
Can I request a Veterans Identification Card and/or an appointment betore my enrollment

is confirmed? :

Yes. If you are applying in person at any VA medical center, you can have your plcture
taken for the Veterans Identification Card and/or request an appointment for medical care
at the same time you apply for enrollment. Additionally, you can indicate on the VA
Form 10-10EZ if you desire an appointment and when your application is processed at
the medical center, an appointment will be scheduled for you. You will be notified in
writing of the appointment and your eligibility for medical care. Once your enrollment




has been verified the identification card will be mailed to you, usually in 5-7 days after

your enrollment has been verified. For Veterans 50% or more disabled from service-

connected conditions and Veterans requesting care for a service-connected

disability, those appointments have a higher priority (see Enrollment Priority Groups on

pages 19 - 20) and will be scheduled within 30 days of the desired date. Veterans may be

seen at VA facilities for emergency care while pending verification. ‘

If enrolled, must I use VA as my exclusive health care provider?

There is no requirement that VA become your exclusive provider of care. If you are a

Veteran who is receiving care from both a VA provider and a private community

provider, it is important for your health and safety that your care from both providers is

coordinated, resulting in one treatment plan (co-managed care). Please be aware that

our authority to pay for non-VA care is extremely limited (see pages 28 and 29). You

may, however, elect to use your private health insurance benefits as a supplement for

your VA health care benefits.

[am moving to another state. How do I transfer my care to a new VA health care
facility? '

If you want to transfer your care from one VA health care faallty to another contact
the Enrollment Office for assistance in transferring your records and establishing a
new appointment. Director illegally forced option to seek care at other VA facilities

that were way beyond the reasonable geographic proximity as previously
communicated to your office. }
How do I choose a preferred facility? How do I change my preferred facility?
When you enroll, you will be asked to choose a preferred VA facility. This will be the
VA facility where you will receive your primary care. You may select any VA facility
that is convenient for you. If the facility you choose cannot provide the health care
that you need, VA will make other arrangements for your care, based on
administrative eligibility and medical necessity. If you do not choose a preferred
Sacility, VA will choose the facility that is closest to your home. You may change your
preferred facility at any time. Simply discuss this with your primary care doctor. Your
primary care doctor will coordinate your request with the Veterans Service Center at
your local health care facility and make the change for you.

What income is counted for the Financial Assessment (Means Test) & is family size
‘ eon51dered'7
VA considers your previous calendar year’s gross household income and net worth.
This includes the earned and unearned income and net worth of your spouse and
dependent(s). Earned income is usually wages you receive from working. Unearned
income can be interest earned, dividends received, money from retirement funds,
Social Security payments, annuities or earnings from other assets. The number of
persons in your family will be factored into the calculation to determine the
applicable income threshold—both the VA national income threshold and the
income threshold for your geographic region.
What is a geographic income threshold?
By law, VA is required to identify Veterans who are required to defray the cost of
medical care. Those Veterans whose income falls between the VA means test limits
and the VA national geographic income threshold for the Veteran’s locale will have
their inpatient medical care copays reduced by 80%.




As a combat Veteran, WIH I be required to p10V1de ﬁnancml 1nf0rmat10n and be

billed?

No. Combat Veterans are not requlred to provide thelr financial 1nf01mat10n to
determine their enrollment priority. However, they are encouraged to complete a
financial assessment to determine if they may be exempt from copays for care or
medications unrelated to their combat service or to establish beneficiary travel
eligibility.

| Hearing aids and eyeglasses are listed as “limited” benefits. Under what

' circumstances do I qualify? . :

VA medical services include diagnostic audiology and dlagnostlc and preventive eye
care services. VA will provide hearing aids and eyeglasses to Veteran’s who receive
increased pension based on the need for regular aid and attendance or being
permanently housebound, receive compensation for a service-connected disability,
are a former POW, were awarded a Purple Heart, currently enrolled in a Vocational
Rehabilitation program, are about to be admitted to a VA Blind Rehabilitation
Program, you have a eye or hearing impairment that resulted from the existence of
another condition for which you are currently receiving VA care, or which resulted
from treatment of the medical condition, or your vision or hearing are so severely
impaired that aids are necessary to permit active participation in your own medical
treatment. Otherwise, hearing aids and eyeglasses are provided only in special
circumstances, and not for normally occurring hearing or vision loss. For additional
information, contact the prosthetic representative of your local VA health care
facility.

| Am I eligible for dental care?

Dental benefits are provided by the Department of Veterans A ffairs (VA) accordmg
to law. In some instances, VA is authorized to provide extensive dental care, while
in other cases treatment may be limited. The Chart below describes dental eligibility
criteria and contains information to assist Veterans in understanding their eligibility
for VA dental care. The eligibility for outpatient dental care is not the same as for
most other VA medical benefits and is categorized into classes. For instance, if you
are eligible for VA dental care under Class I, IIC, or IV you are eligible for any
necessary dental care to maintain or restore oral health and masticatory function,
including repeat care. Other classes have time and/or service limitations.

You are eligible for; = Through:

Have a service- Any needed dental Class I
connected care.

compensable dental

disability or

condition.

Ar.e, a former Any needed dentaI Class IIC
prisoner of war. care. ,




Have service- Any needed dental

connected care.[Please note:
disabilities rated Veterans paid at the
100% disabling, or | 100% rate based on a
are unemployable temporary rating, such
and paid at the as extended

100% rate due to hospitalization for a
service-connected service-connected
conditions. disability,

convalescence or pre-
stabilization are not
eligible for
comprehensive
outpatient dental
services based on this
temporary rating]

Veterans Identification Card:

VA provides eligible Veterans a Veterans Identification Card (VIC) for use at VA health
care facilities. This card provides quick access to VA health benefits. VA recommends
all enrolled Veterans obtain a card. Veterans may have their photo taken at their local
VA health care facility. Once the Veteran’s enrollment has been verified, the card will
be mailed to the Veteran’s mailing address, usually within 5 to 7 days. Veterans may
call toll-free 1-877-222-VETS (8387) to check on the status of their card. In the event the
card is lost or destroyed, a replacement card may be requested by contacting the VA
where the picture was taken.

NOTE: VICs cannot be used as a credit or an insurance card and it does not authorize or
pay for care at non-VA facilities.

The VIC does not contain any sensitive, identifying information such as the Veteran’s
Social Security number or date of birth on the face of the card. However, that information
is coded into the magnetic stripe and barcode. For that reason, VA recommends that
Veterans safeguard their VIC as they would a credit card.

What is a VA. S'erwce -connected rating, and how do I establish one? ;
A service-connected rating is an official ruling by a Veterans Benefits Administration
Regional Office that your

illness or condition is directly related to your active military service. VA Regional
Offices are also responsible for

administering educational benefits, vocational rehabilitation and other benefit programs,
including home loans.

VA Health Care Enrollment Priority Groups:

Upon receipt of a completed application, the Veteran’s eligibility will be verified. Based
on his/her specific eligibility status, he/she will be assigned to one of the following
priority groups. The priority groups range from 1 through 8 with Priority Group I being
the highest priority and Priority Group 8 the lowest.




Priority Group 1: Veterans with service-connected disabilities 50% or more disabling.

Attachments/ References:

*Item #58 from enclosed Excel file titled FeeBasisOrientationChecklist provides
hyperlinks to additional training and references regarding other VA data bases and
platforms where my privacy was violated as per prior correspondence including but not
limited to Veteran Information System (VIS), Hospital Inquiry (HINQ), VistA, etc.

*The attached Veterans Health Guide and Health Care Benefits Overview Pdf files
provide more information on my rights, benefits and entitlements that [ am guaranteed by
law that were removed, disrupted and intefered with by Mr. Moschitta's.illegal police
escort restriction, illegal fee basis denial, illegal disenrollment, illegal privacy breaches,
illegal monitoring, etc. enumerated in prior correspondence as part of the pending OSC
Disclosure Unit and OSC CEU Unit investigations.

*The attached VA Northport campus map is enclosed so that you get a real sense of the
size, scale and scope of the diabolical nature of management's voracious attack on me via
the massive privacy breaches and other enumerated disclosure violations directed by the
facility director Mr. Phil Moschitta. As per prior e-mail correspondence, the VA
Northport is not just located in one building rather it is a massive complex greater than
500 acres with most of the buildings encompassing a geographic foot print of 1 mile in
circumference. In the very near future I will plot and track the location of the privacy
breaches on the map to cluster the concentration density showing the massive scale of the
criminal activity since the enormous campus and 1800+ employees in hundreds of
offices, nooks, crannies and cubicles are scattered across the large expanse that can only
be coordinated by the director's office located in building #10 and senior management.
Not just a mere coincidence or random act, rather a coordinated criminal attack on me.

The Privacy Responsibilities of Federal Employees
Privacy is the ability to control the collection, use, and dissemination of personal
information. The definition of privacy involves the following key ideas:
keeping a person's Personally Identifiable Information (PII) private by assuring that
it is used by only those persons with a need to know controlling personal events that
might interfere with your ability to keep information private preventing unauthorized
intrusion into personal information.

As federal employees, who might be in a position to collect, use, or disseminate personal
information, your responsibility with regard to privacy includes respecting the privacy of
an individual's personal information following procedures designed to maintain that
privacy observing federal privacy laws ensuring the Fair Information Principles (FIPs)
are followed.

Protection of privacy is the appropriate use of personal information, given the
circumstances. '"Given the circumstances' means the appropriate use of personal
information as detined by the law, which primarily refers to the Privacy Act, public
sensitivity, and context.




Personal information is any information that relates to an individual and can be used to
identify that individual. Personally Identifiable Information (PII) is defined as any
information in a system or online collection that directly or indirectly identifies an
individual whether the individual is a U.S. citizen, legal permanent resident, or a visitor
to the U.S. PII might include an individual's:

name

address

e-mail address

telephone number

social security number

photograph

biometric information

National Identification Number

vehicle registration ID number

driver's license number

fingerprints

Not all "personal” information is considered PII however. Information that is common, or
information that is a matter of public record, is not generally considered personally
identifiable information. This includes information such as:

first or last name (if common)

country, state, or city of residence

age, especially if non-specific

gender or race

names of schools attended

workplace

grades

salary or job position

criminal record

"Protection" of personal information means controlling or evaluating who has access to
personal information, who can manipulate, change and disseminate personal
information, and evaluating the sensitivity of the information, to the best of your ability.
Privacy, in relation to personal information, is the ability to control the collection, use,
and dissemination of personal information. As a federal employee you have a
responsibility to protect the privacy of all personal information to which you are privy, to
the best of your ability. This involves using personal information appropriately, given the
circumstances.

Course: Privacy Awareness (Update Available)

Topie: What Is Privacy?

Privacy of Personal Information Legislation

The privacy of personal information is built on three primary statutory pillars, which are
implemented and amplified by the Office of Management and Budget (OMB) and agency
policy directives.




The Privacy Act

This act governs how federal agencies gather, maintain, and disseminate personal
information. Fair Information Practices (FIPs) have long governed the collection, use,
maintenance, and dissemination of personal information. The act essentially implements
these FIP guidelines, but specifically applies to records kept about individual U.S.
citizens and legal permanent residents in a system of records. A System of Record is
any information that can be retrieved using a unique personal identifier. FIP principles
include the following:

notice — Individuals should be made aware and should be given notice of an entity's
information practices before any personal information is collected from them.

choice — Individuals should be given options as to how any personal information
collected from them may be used, and they must be given an opportunity to consent.
access — The public should have the ability to access data about themselves and to contest
the accuracy and completeness of that data.

security — An individual's data should be accurate and secure. Security involves
measures that protect against loss, unauthorized access, destruction, use, or disclosure of
data.

redress — Individuals have a statutory right to address violations of privacy regulations.
Personally Identifiable Information (PII) is any piece of information that can potentially
be used to uniquely identify, contact, or locate a single person. When an individual can be
identified through personal information collected, for whatever purpose, privacy
protection actions should be enforced. This means that all personal information must be
respected and protected.

The Privacy Act also allows individuals to access personal information about themselves
subject to exemptions and conditions of disclosure. All agencies must publish a Privacy
Act Statement (PAS) for how PII is used within the agency, and how they specifically
comply with the Privacy Act's requirements.

The Freedom of Information Act (FOIA)

The FOIA provides the right for anyone to request access to federal agency records and
information. The nine exemptions from disclosure are classified national defense and
foreign relations information internal agency personnel rules and practices information
that is prohibited from disclosure by another federal law trade secrets and commercial or
financial information obtained from a person that is privileged or confidential
inter-agency or intra-agency memoranda or letters that are protected by legal privileges
personnel, medical, financial, and similar files the disclosure of which would constitute a
clearly unwarranted invasion of personal privacy certain types of information compiled
for law enforcement purposes records that are contained in or related to examination,
operating, or condition reports prepared by, on behalf of, or for the use of any agency
responsible for the regulation or supervision of financial institutions geological and
geophysical information and data, including maps, concerning wells.

The three exclusions from disclosure are as follows:



(¢)(1) Exclusion — Subject of a criminal investigation or proceeding is unaware of the
existence of records concerning the pending investigation or proceeding and disclosure of
such records would interfere with the investigation or proceeding.

(¢)(2) Exclusion — Informant records maintained by a criminal law enforcement agency
and the individual's status as an informant is not known.

(¢)(3) Exclusion — Existence of FBI foreign intelligence, counterintelligence, or
international terrorism records are classified fact.

The E-Government Act of 2002

This act's privacy provision, as well as OMB guidance, requires each federal agency to
conduct Privacy Impact Assessments and to post web site privacy policies in both
statement and machine-readable form. Section 208 of the act requires that OMB issue
guidance to agencies on implementing the act's privacy provisions. Other OMB Guidance
and Policy Memos direct agencies to examine their procedures for ensuring the privacy
of personal information in federal records and to designate a senior official to assume
primary responsibility for privacy policy. The Section 208 Privacy Provisions require all
government agencies to conduct a PIA ensure the review of the PIA by the Chief
Information Officer, or an equivalent official if practicable, after completion of the
review under clause (ii) above, make the PIA publicly available through the agency's web
site, publication in the Federal Register, or other means.

Penalties

The penalties for regulatory non-compliance vary:

Under the Privacy Act, individuals may file suit, with a maximum of actual damages and
$1,000, plus attorney fees and reasonable litigation costs. Unlawful, willful disclosure of
personal information by an employee or agent is a misdemeanor and may result in a fine
of not more than $5,000.

Under the FOIA, individuals may file suit against an agency, which may need to cover
reasonable attorney fees and other litigation costs.

Under the E-Government Act of 2002, unlawful, willful disclosure of personal
information by an employee or agent may result in a Class E felony conviction and
imprisonment of not more than five years or a fine of not more than $250,000 or both.
Beyond the statutory penalties, there are other consequences for not protecting the
personal information entrusted to you. Consequences for both you and the Department
could include: loss of employment, reduced mission effectiveness, and loss of public
trust.

Personal information privacy is built on three statutory pillars. The Privacy Act governs
how agencies in the executive branch of the federal government collect, maintain, and
disseminate personal information. The Freedom of Information Act (FOIA) provides
the right for anyone to request access to federal agency records and information. The E-
Government Act of 2002 governs the use of electronic and Internet-based information
technology by federal agencies. OMB and agency policy directives implement and
amplify these statutes. The penalties for non-compliance with the three statutes vary.
Beyond the statutory penalties, other consequences could include loss of employment,
reduced mission effectiveness, and loss of public trust.



Course: Privacy Awareness (Update Available)
Topic: Statutory Requirements

Unintentional Violations of Privacy

Most statutory and policy privacy violations are unintentional.

Common errors

Three of the most common information-handling errors include:

inadvertently creating a system of record

unauthorized information sharing

browsing or using personal information

Common work practices that cause risk

Some work practices can also pose risks to the privacy of the information you handle on a
daily basis. You can take these precautions to reduce the risk of violating privacy:

Be cautious when giving out personal information on the phone. Make sure that the
person you are speaking to has the need to know and is authorized to have the
information requested.

Secure paperwork that includes PII. Lock it in a desk drawer or filing cabinet.

Log off from your computer when away from your desk. Make sure you are maintaining
the privacy of any PII included in e-mail or left in open documents on your desktop.
Always be prepared to receive sensitive or personal information by standing watch over a
fax machine while the information is being transmitted.

Even innocent actions such as leaving your computer on with a confidential document
displayed, dropping a piece of paper containing personal information on the floor or in
your car, or repeating verbally conveyed personal information on a cell phone can
constitute violation of an individual's privacy.

The need to know

"Need to know" is a determination made by an authorized holder of information when a
recipient requires access to specific information in order to perform or assist in a lawful
and authorized governmental function. To protect the privacy of personal information,
you need to:

prevent unauthorized disclosure

prevent unauthorized access

prevent unauthorized use

Provide personal information only to those who have a "need to know," and use personal
information only for official purposes. Most importantly, only give access to personal
information if you have the specific authority to do so.

Most statutory and policy privacy violations are unintentional. Inadvertently creating a
system of record, unauthorized information sharing, and browsing or using personal
information are three of the most common information handling errors. You should
follow work practices that ensure the privacy of the information you handle on a daily
basis. The "need to know" is determined by an authorized holder of information. To
protect the privacy of personal information, you should prevent its unauthorized
disclosure, access, or use. Personal information should only be given to those who have a
"need to know," and only for official purposes.




Course: Privacy Awareness (Update Available)
Topic: Unintentional Violations

Releasing Information under PA and the FOIA

Privacy Impact Assessment (PIA)

PIAs are required by the E-Government Act of 2002 and detailed requirements are
specified in OMB guidance. A PIA can be one of the most important instruments in
establishing trust between the federal government's operations and the public. A PIA is
an analysis of how personally identifiable information is collected, stored, protected,
shared, and managed.

The PIA requirement is triggered by both the collection and use of personal information
and the technology used to maintain it. A PIA should be conducted both during the
development and prior to the deployment of any new technology used to collect or
manage personal information that could be linked to an individual.

System of Records Notice (SORN)

Any changes to a system of records may require a SORN. A SORN is essentially a
description of an organization's information management practices. [ts purpose is to
educate the public, promote transparency, and ensure accountability of government. The
typical notice tells the individual:

what data is collected

how the data is used

to whom the data is disclosed

how to exercise any choices that may exist with respect to such use and disclosures
whether the individual can access or update the information

Releasing information under PA and the FOIA

Both the Privacy Act (PA) and the Freedom of Information Act (FOIA) have provisions
for releasing information to individuals and to the public. There are specific laws that
mandate the release of this information. All requests received must be in writing and are
considered formal. Contact your respective FOIA/Privacy Offices whenever a request is
received, before making any release determinations. Also, if you receive a FOIA request,
forward it immediately to the FOIA office, as all information you release can only be
done when specifically requested by your FOIA office.

A Privacy Impact Assessment (PIA) is an analysis of how personally identifiable
information is collected, stored, protected, shared, and managed. The E-Government Act
of 2002 requires that PIAs be done whenever personal information is collected or used. A
System of Records Notice (SORN) is a description of an organization's information
management practices and may be required when any changes to a system of records is
made. You should only ever release information to individuals or the public in
accordance with the relevant provisions of the PA and the FOIA, and after you have
received a formal written request and have contacted your respective FOIA/ Privacy
Offices.

Course: Privacy Awareness (Update Available)

Topic: Guidelines for Releasing Information

Collecting and Filing Personal Information




As a federal employee who might be in a position to collect, use, or disseminate personal
information, your responsibility with regard to privacy includes respecting the privacy of
an individual's personal information, following procedures designed to maintain that
privacy, observing federal privacy laws, and ensuring the Fair Information Principles
(FIPs) are followed.

Protection of privacy is the appropriate use of personal information given the
circumstances. ""Given the circumstances' means the appropriate use of personal
information as defined by law, public sensitivity, and context. The privacy of personal
information is built on three primary statutory pillars, which are implemented and
amplified by the Office of Management and Budget (OMB) and agency policy directives:
The Privacy Act governs how agencies in the executive branch of federal government
gather, maintain, and disseminate personal information.

The Freedom of Information Act (FOIA) stipulates that an agency must provide access
to identifiable documents within its possession unless one of nine exemptions or three
exclusions applies. The exact language of the exemptions can be found in the FOIA.

The E-Government Act of 2002 promotes and guides federal agencies' use of electronic
and Internet-based information technology. The privacy provision of the E-Government
Act (Section 208), as well as OMB guidance, requires each federal agency to conduct
privacy impact assessments and to post web site privacy policies in both statement and
machine-readable form.

To protect the privacy of personal information, keep in mind the following guidelines to
prevent unauthorized disclosure, prevent unauthorized access, and prevent unauthorized
use. Provide personal information only to those who have a "need to know," and use
personal information only for official purposes. Most importantly, only give access to
personal information if you have the specific authority to do so. Remember that any
change in a records management system that requires the collection, storage, analysis,
and possible redistribution of information that can be tracked to specific individuals
requires a Privacy Impact Assessment (PIA) and/or a System of Records Notice (SORN).
When in doubt, contact your Privacy Office or CIO Office.

When soliciting personal information directly from an individual, ensure they are
provided a Privacy Act Statement (PAS) that advises them of four things:

authority — What authorizes collection of this information? Refer to the Privacy Act
systems notice that applies and ensure that when soliciting the social security number,
you cite E.O. 9397. In any case, you may not require the social security number if the
systems notice does not authorize collection.

purpose — Specify why the information is being requested. The "purpose" is listed in the
systems notice.

routine uses — Identify who will routinely have access to this information and for what
purpose.

voluntary or mandatory — In most cases the request for such information is voluntary,
unless a specific law or statute requires the information. Normally, you can state that the
information requested is voluntary, and follow that with a statement that says what the
failure to provide such information may result in.

Do not collect personal information without determining that you have an authorized
need for the information. Do not file personal information in such a way that it can be
retrieved by an individual's name, social security number, or other personal identifier,



unless you have identified a Privacy Act System of Records Notice (SORN) that permits
such collection.

Being a federal employee, you have access to a lot of personal information that must be
protected in accordance with the law. Being familiar with the federal regulatory
requirements and your own agency's policies and guidelines related to privacy will help
ensure that you comply.

Course: Privacy Awareness (Update Available)

Topic: Key Points

Privacy Awareness TMS NFED 1310106
Privacy Awareness (Update Available)
Glossary

F

FIPS

Fair Information Practices (FIPs) have long governed the use of personal information and
provide the basis for many recent legislative reforms regarding personal information
collected, managed, and used in current management and information systems. The
fundamental principles include: Notice/Awareness, Choice/Consent,
Access/Participation, Integrity/Security, Enforcement/Redress.

P

PAS

Privacy Act Statements (PASs) must notify users of the authority for and purpose and use
of the collection of information subject to the Privacy Act, whether providing the
information is mandatory or voluntary, and the effects of not providing all or any part of
the requested information.

PIA

Privacy Impact Assessment (PTA) is an analysis of how personally identifiable
information is collected, stored, protected, shared, and managed. "Personally identifiable
information" is defined by the federal Office of Management and Budget as "Information
which can be used to distinguish or trace an individual's identity, such as their name,
social security number, biometric records, etc. alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual,
such as date and place of birth, mother's maiden name, etc.." Privacy Act protections
apply whether the individual is a U.S. citizen, legal permanent resident, or a visitor to the
U.S. In some cases, personal information, such as a body scan, may be captured only for
a short period of time. This is still considered a collection, however, and a PIA would
need to be conducted during the development and prior to the deployment of the new
technology. Section 208 of the E-Government Act of 2002 requires all Federal
government agencies to conduct PIAs for all new or substantially changed technology
that collects, maintains, or disseminates personally identifiable information.

PII

Personally Identifiable Information (PII) is the information from which an individual can
be identified or singled out. When an individual can be identified through personal
information collected, for whatever purpose, privacy protection actions should be
enforced. This means that this personal information must be respected and protected.



S

SOR

A system of record (SOR) is an information storage system or information technology,
which stores and serves as a source of retrievable data, including personal information
about individuals.

SORN

System of Records Notice (SORN) is essentially a description of an organization's
information management practices. Any change to a system of record may require a
SORN. The typical notice describes what data is collected, how it is used, to whom it is
disclosed, how to exercise any choices that may exist with respect to such use and
disclosures, and whether an individual can access or update the information.

Privacy Awarenesss (Update Available)

SkiliBriefs

The Privacy Responsibilities of Federal Employees

Learn about privacy definitions and responsibilities.

Privacy of Personal Information [Legislation

Discover the three primary statutory pillars.

Unintentional Violations of Privacy

Discover common errors that can lead to privacy violations.

Releasing Information under PA and the FOIA

Discover the guidelines for releasing information.

Collecting and Filing Personal Information

Learn about collecting and filing personal information.

References

Web Sites

Office of Management and Budget — Privacy Guidance
http://www.whitehouse.gov/omb/privacy/

It seems that I'm uncovering additional laws, rules and regulations that were violated by
the VA on an almost daily basis. This is highly disturbing and I sincerely hope that it is
fully and thoroughly investigated since the criminal activity was not just limited to the
privacy breaches + all the other complaints to the OSC Disclosure and CEU units.

FEDERAL TRADE COMMISSION RED FLAG RULES
FTC issued regulations on 11/7/2007 (the Red Flag Rules)
http://www.fte.gov/os/fedreg/2007/november/071109redflags.pdf

FTC identity theft resource http://www.ftc.gov/bep/edu/microsites/idtheft/

http://www.ftc.sov/bep/edu/pubs/business/idtheft/bus23.pdf

http:/ www.fte.gov/bep/edu/pubs/articles/artl1.shtm

The VA violated these FTC Red Flag Rules which are inextricably linked to the massive
ongoing privacy breaches against me which dove tails neatly into the identity theft



complaint that I've recently added to OSC file # 14-0558. The enclosed transcript is a
reference provided in the VA Talent Management System (TMS) Red Flag Rules
(General Staff Education)

NFED 11781.What’s truly nefarious and diabolical regarding the massive privacy
breaches on all data platforms (electronic and hard copy) and identity theft is that it was
ALL internal to the agency at the direction of senior management; mainly Mr. Phil
Moschitta (facility director). The PII, SPI, PHI and identity of myself and my family have
been illegally accessed, breached and adversely used against me as an employee, veteran
and a patient that will have negative repercussions for years to come further amplifying
the repeated victimization at the hands of the VA. Mr. Steven Wintch (facility privacy
officer) and Ms. Joanne Anderson (director's assistant) are spewing forth inaccurate
bogus information sessions to employees discouraging them from filing privacy
complaints and even have strongly hinted at weaponizing this process unfairly targeting
employees that have appropriately accessed medical records creating an environment/
climate/ culture of fear and confusion that will impede/ obstruct the rights of employees,
veterans and patients with their implied agency retaliation further compounding the
privacy breaches and identity theft issues by displacing the blame/ enforcement/ focus on
the victims and innocent staff instead of conducting proper legal investigations and
enforcement with senior management where the blame truly lies with. The VA has
violated every single known law, rule and regulation associated with privacy and identity
theft with associated criminal activities that they have failed to properly enforce, monitor
and mitigate the crimes committed against me by the agency as this continues without
any signs of waning. The VA's corrective panacea to deal with their corruption and
crimes is to flood the masses with education (mostly misinformation as described) and
more reviews is a failed strategy that just doesn't work. None of the mitigation and
recovery measures required by the FTC and other privacy/ identity governing bodies/
agencies has been implemented by the VA. The VA fails to implement same effectively
since the true criminals in these instances are the VA senior management that are not
being held accountable/ responsible for the crimes that they promulgate, perpetuate,
foster, encourage and commit. It's the proverbial "fox guarding the hen house" analogy
requiring external oversight, enforcement, monitoring and governance.

Identity Theft at VA

Enclosed please find additional considerations including Identity Theft for OSC case #
DI-14-0558 since it is inextricably linked to the massive privacy breaches against me by
the VA. Enclosed please find a scanned letter received from the VA regarding the privacy
violations and an Identity Theft claim against the VA. Also attached is a special
accommodation request that was sent out by my union to VA senior management.

Identity Theft

Identity Theft and Assumption Deterrence Act of 1998 (ITADA): this act makes
identity theft a federal crime. Criminals who “unlawfully possess a means of
identification of another person or to aid and abet any unlawful activity” are subject to
federal and state consequences and penalties. The VA employees including but not
limited to senior management and law enforcement who illegally accessed my VA




medical records and other VA data platforms were in violation of the ITADA act of 1998
since in their commission of their privacy crimes, they are criminals who unlawfully
possessed a means of identification of me since my Personally Identifiable Information
(PIL), Sensitive Personal Information (SPI) and Protected Health Information (PHI) was
compromised and adversely used against me.

The Fair and Accurate Credit Transactions Act of 2003 (FACTA) definition of

identity theft was adopted by the VA “Fraud committed using the identifying information
of another person.

Selected Laws and Programs specific to VA:

Health Information Technology for Economic and Clinical Health (HITECH) Act of
2009: this act was violated by any and all of the VA employees involved in illegally
accessing my PHI, PII and SPI as your office is aware since I’ve already conveyed my
concerns that these and other individuals transmitted this illegally obtained information
via unsecured electronic communications such as standard Outlook e-mail which is an
unsecure unencrypted electronic communications tool, unsecured faxes, etc. This law
addresses the privacy and security concerns associated with the electronic transmission of
health information. The HITECH act requires HIPAA covered entities that experience a
breach effecting more than 500 residents of a State or jurisdiction to notify the affected
individuals and provide notice to prominent media outlets serving the State or
jurisdiction.

Veterans Benefit, Health Care and Information Technology Act of 2006 requires the
VA to implement organization-wide security standards of practice to protect VA’s
sensitive personal information and VA information systems. This was also repeatedly
violated as per above + all other privacy breaches and disclosure violations enumerated to
the OSC.

VHA Handbook 6500 establishes the foundation for the VA comprehensive information
security program and its practices which lays out how to protect the confidentiality,
integrity and availability of information created, processed, stored, aggregated and
transmitted by VA’s information systems and business processes. This was also
repeatedly violated as per above + all other privacy breaches and disclosure violations
enumerated to the OSC.

VA Directive 6502 was violated as your office is aware when Dr. Mandar Tank
demanded that I provide a detailed graphic humiliating letter from my wife’s OB/GYN as
an illegal pretext to granting leave. This directive is a department-wide program policy
for the protection of privacy of Veterans, their dependents and beneficiaries, as well as
the privacy of all employees and contractors of the VA and other individuals for whom
personal records are created and maintained in accordance with Federal law.

NONE of the existing VA systems, processes, controls, policies, procedures,
regulations, etc. protected my privacy AND my PII, SPI and PHI and the privacy,




PII, SPT and PHI of my wife and daughter violating applicable laws governing
privacy and identity theft.

; RECOVERY
I will need to also file a complaint with the Federal Trade Commission, local police
department, fraud alert with all three major credit bureaus and the Internal Revenue
Service incurring additional undue hardships, time constraints and financial burdens
because the VA has consistently victimized me over several years as an employee, a
veteran and a patient failing to take any action to cease and desist from this criminal
activity and retaliating against me as an employee, veteran and a patient when I did alert
the VA of same. Please consider this additional damage to accept this complaint in its
entirety for an OSC investigation as part of OSC case # DI-14-0558.
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NFFE is very concerned regarding Mr. Fasano’s work conditions; especially in light of
the severe pervasive systematic abuse, harassment and discrimination that he has suffered
by VA senior management combined with the massive illegal ongoing privacy breaches
of Mr. Fasano’s medical records as a 100% disabled veteran. NFFE requests a meeting to
resolve the following outstanding issues related to above:

1. REASONABLE ACCOMMODATION REQUEST based on Mr. Fasano’s

disabilities in accordance with the Americans with Disabilities Act:

a. Mr. Fasano must be assigned an office whereby he can fully control
the lighting. As you are fully aware, the fluorescent lighting
exacerbates his disabilities (migraine headaches) — to date no such
exceptions have been honored and/ or granted to accommodate same
despite multiple requests by NFFE.

b. Mr. Fasano must be assigned an office whereby his safety, well- being
and security is protected in light of the above mentioned illegal



privacy breaches and failure of senior management to properly
process and investigate his Workplace Violence Reports of Contact
which can be very startling and frightening exacerbating his PTSD.
Mr. Fasano must be assigned an office with minimal to no disruptions,
intrusions and/ or interruptions which can be very startling and
frightening exacerbating his PTSD.

. Mr. Fasano must be assigned an office where his personal space and
privacy is respected and honored allowing Mr. Fasano to speak in a
manner, tone and volume that suits his comfort level with an assigned
zone of privacy which can be very startling and frightening
exacerbating his PTSD, migraine headaches and hearing loss.

Mr. Fasano requires a relaxed start and departure time since on
certain days his walk to and from the parking lot can be extended due
to painful service connected orthopaedic conditions.

Mr. Fasano requires Authorized Absence to attend to medical
appointments off campus since the agency has repeatedly failed to
protect his privacy, safety and well- being. Mr. Fasano is a 100%
disabled veteran, however, Mr. Fasano’s ability to exercise his full
veteran’s benefits including but not limited to attending medical
appointments at the medical center on station have been impeded due
to the above management directed hostilities placing an undue and
unnecessary hardship on Mr. Fasano requiring him to seek private
medical care both at his personal expense and time. Other similarly
situated employees are able to do this as part of their duty days,
however, such is not the case for Mr. Fasano due to the above
mentioned agency failures to him as an employee and a 100%
disabled veteran.

Mr. Fasano requires a supervisor that does not scream, yell, threaten,
curse, intimidate or otherwise engage in any behaviors to purposely
exacerbate his disabilities which can be very startling and frightening
exacerbating his PTSD.

Mr. Fasano requires some sort of safe guard and guarantee of his
safety and well-being against Mr. Phil Moschitta since Mr. Fasano is
very frightened of the director in light of all of the abuse, hostilities,
victimization and harassment that was directed at Mr. Fasano by Mr.
Moschitta which can be very startling and frightening exacerbating
his PTSD.

Mr. Fasano requires some sort of safe guard and guarantee of his
safety and well-being against Ms. Cathy Fasano RN since Mr. Fasano
is very frightened of her in light of all of the abuse, hostilities,
victimization and harassment that was directed at Mr. Fasano by Ms.
Fasano in her false police report and false statements that she filed
against him which can be very startling and frightening exacerbating
his PTSD.

NFFE demands that all of Mr. Fasano’s WPV ROC’s be fully
investigated that were filed in calendar year 2013. These were all



dismissed without due process by the director which can be very
startling and frightening exacerbating his PTSD.

Summary Suspension

SUMMARY SUSPENSION OF CLINICAL PRIVILEGES

Actions taken by Mr. Phil Moschitta (director), Ms. Maria Favale (associate director),
Mr. William Sainbert (chief human resources) and senior management = a Summary
Suspension of Clinical Privileges since they illegally Reassigned me to a new position in
the absence of any wrong doing, in the absence of any AIB findings ultimately leading up
to a Reappointment that is stuck in neutral due to above (see below chart as a reference/
guide). None of the below listed bases were ever invoked to take this Major Adverse
Action against me further constituting a Prohibited Personnel Practice (PPP) in violation
of the listed VHA Handbooks and laws governing Title 38 employees in addition to all
other Disclosure violations communicated to the OSC office regarding OSC case # DI-
14-0558 of the Disclosure Unit and compelling info for OSC case # MA-14-0162 for a
PPP of the Complaints Examining Unit. I’ve been repeatedly denied any due process
rights regarding the Major Adverse Actions taken against me including but not limited to
fairly to provide me advanced written notice of the terms, conditions and bases for the
actions denying my appeals rights; especially in the absence of any wrong doing. Due
process in one arena does not necessarily satisfy due process for another since [ was
continually denied any due process in ALL agency actions against me reported to your
office including but not limited to the Reassignment and Reappointment with Reduction/
Revocation of Privileges. Due process that’s not provided in combination with a
personnel action must be provided separately. That particular due process (illegal AIB) is
not the same as a Fair Hearing as defined by the Medical Staff By-Laws allowing full
participation in the entire hearing including but not limited to calling witnesses, asking
witnesses questions, etc. The AIB does not supplant for blanket due process nor does it
suffice for a Fair Hearing, Disciplinary Appeals Board, etc. All Licensed Independent
Providers (LIP’s) are entitled to a “Fair Hearing and Appeal” due process in accordance
with VHA Handbooks 1100.17 and 1100.19. That Revocation and/ or Reduction in
privileges MUST be sustained through a Fair Hearing or an Appeals Process otherwise it
CANNOT be acknowledged in the absence of due process which I was NEVER afforded.
Furthermore the evidence type (Substantial v. Preponderance) to take any agency actions
must be determined only during the due process proceedings such as a Fair Hearing.
Since I continue to be denied all rights including but not limited due process I am denied
the right to the Evidentiary Process as part of that denial of due process rights as a full
time permanent non-probationary Title 38 employee with privileges. Also the Clinical
Executive Board (CEB) and the Executive Committee Medical Staff (ECMS) did not
make any recommendations for the reduction, suspension or revocation of any privileges
as evidenced by the Chief of Staff’s Report of Contact and e-mail communications with
Human Resources (of which your office has copies). This non-renewal and/ or denial of
clinical privileges is considered an Adverse Action since it’s equivalent to a revocation or
reduction in privileges constituting yet another PPP. This can lead to a reduction in my
clinical status as an NP reduced to an RN with a reduction in pay.

References:



Provide medical staff professionals and individuals with credentialing and privileging
involvement or program oversight responsibility and information on summary suspension
of privileges, Professional Conduct or Competence (PCC), Privileging actions and
reporting to the National Practitioner Data Bank (NPDB) and Reporting to State
Licensing Board (SLB).

38 USC 7422 Professional conduct or competence (PCC) defined *Triggers right to a
Disciplinary Appeals Board

as direct patient care or clinical competence for T38 Adverse

Actions

38 USC 7462
38 USC 7463
VHA Handbook So substantially failed to meet generally accepted *Triggers the process
to possibly report to

1100.18 standards of clinical practice as to raise reasonable the SLB
concern for the safety of patients

VHA Handbook Substandard care, professional incompetence & *Triggers a

right to a fair hearing & appeals

1100.19 misconduct process should

privileges be reduced or
revoked for this

reason

VHA Handbook Concern that failure to take such action may *Triggers

summary suspension of

1100.19 result in imminent danger to health of any privileges
Individual

1100.17

Flow charts and sample letters:
http://vaww.va.gov/iohrm/EmployeeRelations/other 138 issues.htm
Talent Management System course Licensed Independent Practitioner Credentialer's Boot
Camp Credentialing Separation Class # VA 19589

Reporting and Responding to State Licensing Boards

Provide medical staff professionals and individuals with credentialing and privileging
involvement or program oversight responsibility with the basic, fundamental knowledge
and resources to assist in reporting and responding to state licensing boards to meet
Agency and regulatory standard; avoid potential negligent credentialing; and above all,
ensure qualified, competent providers are delivering safe, quality patient care to veterans.

VA responsibility to State Licensing Boards (SLB’s) includes: protecting the public and
veteran patients, notify SLB’s for concerns about a professional’s clinical practice or
behavior, etc. The licensed professionals involved in the agency’s massive privacy breach
against me should be reported to their respective SLB’s for criminal conduct and
professional misconduct.



VHA Handbook 1100.18 on SLB Reporting, 38 CFR Part 47, RIN 2900-A 178, Reporting
Health Care Professionals to SLB’s.

Talent Management System course Licensed Independent Practitioner Credentialer's Boot
Camp Credentialing SLB Class # VA 19590

This provides further information re: OSC case # DI-14-0558 and quite possibly
compelling info for OSC case # MA-14-0162.

Additional OSC Disclosure violations:

1. VIOLATIONS OF 38 USC § 5705 - CONFIDENTIALITY OF MEDICAL
QUALITY-ASSURANCE RECORDS:

The illegal privacy breaches of my VA medical records were inextricably linked to all of
the violations reported to the OSC Disclosure and Complaints Examining Units forming
the basis for a potential new investigation(s) including but not limited to illegal police
escort restriction, illegal disenrollment, illegal fee basis denials, illegal Administrative
Investigation Board (AIB), illegal refusal to comply with Freedom of Information Act
(FOIA) requests, etc. since mostly non-clinical senior management officials, VA law
enforcement and Business Office staff illegally accessed my Protected Health
Information (PHI) as part of this overall ongoing illegal agency activity against me at the
behest of Mr. Phil Moschitta (VA Northport director). Further privacy violations in
addition to the illegal accessing of my VA medical records (electronic and hard copy) and
other data platforms includes violations of 38 U.S.C. 5705 - Confidentiality of Medical-
Quality Assurance Records since Barbara Inskip RN from the Performance Improvement
(PI)/Quality Assurance (QA) department illegally accessed my VA medical records 1 day
prior to my AIB interrogation ordeal. This illegally obtained PHI was adversely used
against me by Mr. Moschitta (director) and Dr. Michael Marino (Chief Psychology) and
Mr. Nick Squicciarini (VA Northport Police Chief) of the Workplace Violence
(WPV)/Disturbed Behavior Committee (DBC) to form the basis of all the illegal
Disclosure and CEU/ PPP violations setting the stage for the AIB. The AIB used this
illegally obtained PHI to mock, taunt, humiliate, bully and ridicule me during 2 days of 9
hours of grueling interrogation. The links connecting all the dots in this systematic
weaponizing of this PHI against me is proven by the director's own EEO ROI testimony,
the AIB transcripts and all other evidence that has been hitherto submitted to your office
that was obtained at my access level in light of the FOIA non-compliance by the agency.
The AIB not only adversely used this against me but they also failed to properly secure
the chain of custody including but not limited to 5705 documents which were revealed to
the AIB. All AIB questions had phrases of embedded guilt with presumptions of guilt
with overlying hostile accusatory overtones placing my disabilities on trial beyond the
scope of the AIB charge. All questions were prefaced with lengthy preambles of

guilt scolding me as a bully tactic to force a submissive capitulation by Mr. Paul
Haberman RN AIB chair. As the AIB chair Mr. Haberman RN had a seething
preconceived predetermined biased prejudicial vitriol of guilt against me based on the
illegally obtained PHI and 5705 documents illegally gleaned from my VA medical
records, military records illegally gleaned from other VA data platforms/bases and my



confidential classified military experiences. In so doing Mr. Haberman RN failed key
tenants of an AIB chair with his self-righteous zeal against me with his predisposed
theories mainly: 1. he didn't try to disprove his own initial theories based on his own
racist prejudicial proclivities as evidenced by his own statements clearly evident in the
AIB transcripts and 2. he threw away evidence that did not support his own theory by
refusing to interview supportive witnesses for me and was rephrasing witness testimonies
in a manner that was not consistent with their intent in order to support his preconceived
prejudicial guilt theory of me as per witnesses Police Officer Bill Kosteas, AFGE union
steward Mr. Timothy McLaughlin, NFFE union president Mr. Richard Thomesen NP,
Ms. Ellyn Milia RN, Dr. Sabahat Mahmood, etc. The AIB chair is tasked with finding the
truth as it is, NOT as he sees it. This is clearly stated in the VA's own AIB training
videos located in the VA Talent Management System (TMS) AIB course # VA 7083. Mr.
Haberman RN failed to obtain medical clearance for patients interviewed that had highly
suspect cognitive/psychiatric capacities. Conflicts of interest with the AIB and convening
authority (director) were not mitigated - evidence exists in the Chief of Staff (COS) Dr.
Ed Mack Report of Contact (ROC) and e-mail correspondence with Human Resources
(HR) manager Ms. Cheryl Carrington regarding my proposed suspension (of which your
office has copies). The COS did not agree with the director and had serious misgivings
since the director as the convening authority/deciding official had an already
predetermined punishment/ major adverse action planned prior to the COS as the
proposing official had recommended not to take any actions since he NEVER agreed
with the premise of the entire AIB fiasco and subsequent debacle. Further conflicts of
interest: Mr. Steven Wintch (privacy officer) as an AIB member was involved with the
massive privacy breaches and failure on his part for years to do anything about it was
retaliatory since I'd alerted him repeatedly and Mr. Wintch also illegally accessed my VA
medical records (of which your office has copies of the e-mails and access logs with his
name on it), Ms. Barbara Albanese RN (Workplace Development Program Manager
Director's Office) as an AIB member is the director's personal friend involved with prior
investigations of serious safety issues/ violations that I had reported to the director's
office regarding the VA Northport nursing homes (of which your office has e-mail
correspondence) and Mr. Paul Haberman RN as the AIB chair had a personal bias against
me as evidenced by his statements in the AIB transcripts (of which your office has
copies). This is all tantamount to a vindictive agency retaliation against me since the
director clearly stated in his EEOQ ROI that he personally hand-picked the AIB (of which
your office has copies). The OSC is compelled to also investigate who accessed my VA
hard copy medical records including my C-file since there should be hard copy access
logs unlike the computerized access logs (Sensitive Patient Access Report [SPAR]) for
the clectronic data bases and who illegally accessed my military/Department of Defense
(DOD) records. Mr. Wintch continually refuses to release this information despite
multiple FOIA requests for same; especially since this information was also adversely
used against me by the AIB, WPV/DBC and senior management against me along with
the other PHI contained in the electronic data bases including but not limited to the
Computerized Patient Record System (CPRS), VistA, VIS (VBA, SHARE), HINQ, etc.
The AIB jumped to early conclusions based on a presumption of guilt, they did not
disprove their own biased theories and they didn't question the evidence in writing their
biased report. The same VA regional counsel attorney Ms. Kathleen Tulloch that was



used as the agency attorney for the AIB represented a major conflict of interest since she
was the same agency attorney involved in representing the agency in one of my EEO
(Equal Employment Opportunity) cases I had filed to go to trial before the Equal
Employment Opportunity Commission (EEOC) in federal court. Ms. Tulloch should've
recused herself instead of attempting to "get rid of the case" by either firing me or
discrediting my EEO case. This guidance is according to Aaron LLee National VA AIB
Training Facilitator.

References: http://lvaww1.va.gov/ohrm//EmployeeRelations/AIB/AlIBhome.ht
m,VHA Handbook 0700

38 USC § 5705 - CONFIDENTIALITY OF MEDICAL QUALITY-ASSURANCE
RECORDS:

Current through Pub. L. 113-36. (See Public Laws for the current Congress.)

(a) Records and documents created by the Department as part of a medical quality-
assurance program (other than reports submitted pursuant to section 7311(g} O of this
title) are confidential and privileged and may not be disclosed to any person or entity
except as provided in subsection (b) of this section.

(b)

(1)Subject to paragraph (2) of this subsection, a record or document described in
subsection (a) of this section shall, upon request, be disclosed as follows:

(A)To a Federal agency or private organization, if such record or document is needed by
such agency or organization to perform licensing or accreditation functions related to
Department health-care facilities or to perform monitoring, required by statute, of
Department health-care facilities.

(B)To a Federal executive agency or provider of health-care services, if such record or
document is required by such agency or provider for participation by the Department in a
health-care program with such agency or provider.

(C)To a criminal or civil law enforcement governmental agency or instrumentality
charged under applicable law with the protection of the public health or safety, if a
qualified representative of such agency or instrumentality makes a written request that
such record or document be provided for a purpose authorized by law.

(D)To health-care personnel, to the extent necessary to meet a medical emergency
affecting the health or safety of any individual.

(2)The name of and other identifying information regarding any individual patient or
employee of the Department, or any other individual associated with the Department for



purposes of a medical quality-assurance program, contained in a record or document
described in subsection (a) of this section shall be deleted from any record or document
before any disclosure made under this subsection if disclosure of such name and
identifying information would constitute a clearly unwarranted invasion of personal
privacy.

(3)No person or entity to whom a record or document has been disclosed under this
subsection shall make further disclosure of such record or document except for a purpose
provided in this subsection.

(4)Nothing in this section shall be construed as authority to withhold any record or
document from a committee of either House of Congress or any joint committee of
Congress, if such record or document pertains to any matter within the jurisdiction of
such committee or joint committee.

(5)Nothing in this section shall be construed as limiting the use of records and documents
described in subsection (a) of this section within the Department (including contractors
and consultants of the Department).

(6)Nothing in this section shall be construed as authorizing or requiring withholding from
any person or entity the disclosure of statistical information regarding Department health-
care programs (including such information as aggregate morbidity and mortality rates
associated with specific activities at individual Department health-care facilities) that
does not implicitly or explicitly identify individual patients or employees of the
Department, or individuals who participated in the conduct of a medical quality-
assurance review.

(¢)For the purpose of this section, the term “medical quality-assurance program”
means—

(1)with respect to any activity carried out before October 7, 1980, a Department
systematic health-care review activity carried out by or for the Department for the
purpose of improving the quality of medical care or improving the utilization of health-
care resources in Department health-care facilities; and

(2)with respect to any activity carried out on or after October 7, 1980, a Department
systematic health-care review activity designated by the Secretary to be carried out by or
for the Department for either such purpose.

(d)

(1)The Secretary shall prescribe regulations to carry out this section. In prescribing such
regulations, the Secretary shall specify those activities carried out before October 7,
1980, which the Secretary determines meet the definition of medical quality-assurance
program in subsection (c)(1) of this section and those activities which the Secretary has



designated under subsection (c¢)(2) of this section. The Secretary shall, to the extent
appropriate, incorporate into such regulations the provisions of the administrative
guidelines and procedures governing such programs in existence on October 7, 1980.

(2)An activity may not be considered as having been designated as a medical quality-
assurance program for the purposes of subsection (¢)(2) of this section unless the
designation has been specified in such regulations.

(e)Any person who, knowing that a document or record is a document or record
described in subsection (a) of this section, willfully discloses such record or document
except as provided for in subsection (b) of this section shall be fined not more than
$5,000 in the case of a first offense and not more than $20,000 in the case of a subsequent
offense.

2. CREDENTIALING AND PRIVELIGING VIOLATIONS, REASSIGNMENT
VIOLATIONS AND REAPPOINTMENT VIOLATIONS:

Mr. Moschitta (director) must provide a basis, rationale, terms and conditions for the
illegal reassignment (Major Adverse Action) in the absence of any wrong doing which
ultimately negatively effects my illegal reappointment in failing/ refusing to do so;
especially since my former supervisor Dr. Youghee Limb (Service Chief Extended Care)
clearly stated in her EEO ROI that she, "...had no issues with him (Joe Fasano) as a Nurse
Practitioner..." (of which your office has a copy). This intentional delay and woeful
disregard for law, rule and regulation is a form of retaliatory harassment. Mr. Moschitta
insists to appoint Ms. April Esposito as a NON-CLINICAL supervisor. Having a non
clinical supervisor without a clinical service chief renders me incapable of working as a
Nurse Practitioner (NP) at the VA negatively impacting the following: my Credentialing
and Privileging (C + P) to new illegal reassignment and illegal reappointment which is a
Major Adverse Action, my professional Registered Nurse (RN) and NP licensures and
certification(s), etc. Despite many pleas by my union (see attached scanned e-mail
correspondence), Mr. Moschitta, VA regional counsel and senior management remain
obstinate in their stubborn refusal to comply with law, rule and regulations governing
above rendering their decisions illegal in violation of the VA's own regulations, policies,
procedures and Medical By-laws and statutory plenary laws governing NP practice. This
is also a violation of The Joint Commission mandates. Mr. Moschitta, Ms. Maria Favale
(Associate Director) and Mr. William Sainbert (Human Resources Chief) have
weaponized this process to harass and retaliate against me by intentionally disrupting,
delaying and negatively impacting my NP practice with potential adverse effects as
previously outlined regardless of my reassignment to the Business Office. The Chief of
Staff (COS) office and the C + P office cannot and will not certify, verify, ratify nor
release the reappointment due to the following: the reassignment was a Major Adverse
Action violating VHA Handbook 5021 and the NFFE Master Agreement, the C + P
office cannot/ will not rescind my prior Collaborative Practice Agreement, there still is no
new Collaborative Practice Agreement regarding my reappointment, the SF 50 and 52
forms were incorrect listing me as a Physicians Assistant (PA) v. NP, I've been assigned a
non-clinical supervisor lacking the required legal credentials and authority, my Scope of



Practice and Position Description/ Functional Statement have NOT been re-written,
defined nor reassigned, etc. Also at issue is the illegal Prohibitive Personnel Practice
(PPP)/ Disclosure issues enumerated to your office which are enmeshed and inextricably
linked to this action including but not limited to illegal premise forming the basis for the
illegal AIB being illegally placed on a non-duty status and the illegal police escort
restrictions caused a greater than 30 day unresolved practice gap, however, despite being
cleared by two AIB's (one internal, one external without due process nor representation
also illegal) and multiple FOIA requests, the agency still refuses to release the AIB report
in order to resolve same with the C + P office. This may in fact show up as a negative
finding on the National Practitioner Data Bank (NPDB) query and enrollment in the
Continuous Query Update, my State Licensing Board (SLB) New York State

(NYS) since I am licensed through NYS and NOT the VA and [ am certified via a private
certifying body the American Academy of Nurse Practitioners (AANP) as an NP

and NOT through the VA. The Service Chief is the responsible party for recommending
privileges NOT the director, HR, COS, Business Office, etc. I am not assigned to a
clinical service line further complicating this process. However, the director is the
individual who grants privileges, revokes privileges, reduces privileges, suspends
privileges or takes actions against privileges, therefore this clearly evinces the director
and the agency in their retaliatory harassment and tangible employee actions negatively
effecting same privileges. My reassignment and reappointment have NOT been
ratified/certified by the Clinical Executive Board (CEB)/ Medical Executive Committee
(MEC) because of same. The delineation of clinical privileges must be provider specific,
setting-resource/ support staff-specific and facility specific. Also, a Focused Professional
Practice Evaluation (FPPE) must be performed with each and every new reassignment/
reappointment - an impossibility with a non-clinical supervisor.

3. ADDITIONAL PRIVACY BREACH VIOLATIONS:

a. Further privacy breach violations include unauthorized repeated access to my
VA7710Q records for Credentialing and Priveleging purposes by Ms. Joanne Anderson
(director's AA). This Health Care Provider Credentialing and Priveleging Records VA is
covered by the Privacy Act of 1974 since it includes sensitive information such as but not
limited to: individually identifiable info, address, biometric data, education and training
info, licensure, registration and certification info, citizenship, honors, awards,
appointment info, mental and physical status (Declaration of Health form), evaluation of
clinical and/or technical skills, etc. There are only 23 routine uses (RU's) permissable. All
disclosures (internal and external) require a Release of Information (ROI) signature
approval from the employee.

b. Dr. Mandar Tank (Service Chief PACT VA Northport) and my former supervisor,
violated my wife's and daughter's Protected Health Information (PHI) further constituting
additional HIPAA and Privacy Act violations by forcing me to provide a very detailed
graphic humiliating letter from my wife's OB/ GYN private physician regarding her high
risk pregnancy status requiring a C-section as a pre-tense/ pre-text and unnecessary
hardship to approving my (paternity) leave requests, however, three other male
physicians in the same department under his supervision during that same calendar year



had their (paternity) leave requests automatically granted without any extemporaneous
documentation. The VA failed to identify how they would properly/legally process,
maintain and secure that letter and how it would be destroyed. It MUST be destroyed in
accordance with VHA Handbook 6500 regulations as a logged WITNESSED
DISPOSAL. The letter was maintained in an open public unsecured file that all were
able to easily access in April 2010, however, it remains unknown if and how that letter
was maintained, transferred, logged or even destroyed. The requested leave was illegally
processed as a Family Medical Leave Act (FMLA) despite my refusal to sign or complete
that paper work. I also had accrued significant benefit time so that I didn't need to use
FMLA. I applied for and was eligible for the VA's Family Friendly Leave Act (FFLA),
alas, the agency illegally processed it as an FMLA. The agency still refuses to correct this
violation.

References:

VHA Handbook 1100.19 Credentialing and Priveleging, Talent Management System
(TMS) training webinar "LIP Get the Scoop/LIP Policy Review" course # VA19596,
Title 38 U.S.C. for Title 38 employees, Records Control System for VHA (RCS) 10-1,
Credentialing and Priveleging 10-Q1, 77VA10Q System of Records for Credentialing
and Priveleging, VHACRED&PRIV@va.gov, VHA Handbook 6500, Privacy Act of
1974, HIPAA Act of 1996, VHA Handbook 0700, VHA Handbook 5021, NFFE Master
Agreement, VHA Handbooks 1605, 1605.1, 1605.2 and 1605.03.

Enclosed please find an Excel spreadsheet tracking the illegal privacy breaches with the
corresponding geographical cross reference to the attached VA Northport NY campus
map. The overwhelming majority of illegal privacy breaches were committed by folks
assigned to the Business Office and the Director's Office. The Business Office reports
directly to the Director's Office co-located in Building #10. This is only a partial listing
since at my access level I am not able to obtain all of the titles, office/ location/ service/
department, etc. on many of the remaining staff involved in the illegal privacy breaches,
however, with the info that I do have it appears that the overwhelming majority of the
hits are concentrated in the Business Oftice and Director's Office located in Buildings
#10 and #200, then Building #12, then Building #6, then Building #11 and Building #9.
Buildings # 10, 9, 6, 11 and 12 are NON-CLINICAL serving a purely administrative
function, therefore they had no right to access my medical records. The Business Office
oversees Fee Basis Office, Compliance Office, Privacy Office, Eligibility and Enroliment
Office, etc. across Buildings #10, #200 and #9 along with the Performance Improvement
Office are task organized under the Director's Office. Simply put, this was an illegal
effort combined with the other Disclosure issues that can only have been coordinated by
the director against me. Your office has all copies of the access logs (SPAR). The
breakdown is as follows:

Building 200 -> 30/48 staff
Building 10 -> 11/48 staff
Building 12 -> 2/48 staff
Building 9 -> 1/48 staff



Building 11 -> 1/48 staff
Building 6 -> 2/48 staff

Business Office 25/48 staff

Director's Office 1/48 staff

Chief of Staff Office 3/48 staff
Nursing Service 6/48 staff

OI & T Office 2/48 staff

Social Work Dept 3/48 staff

Police Dept 1/48 staff

Performance Improvement Dept 1/48 staff
Orthopaedics Dept 1/48 staff
Radiology Service 1/48 staff
Pharmacology Dept 1/48 staff

PM & R Service 1/48 staff
Community Relations Dept 1/48 staff

I've also included my Veterans Identification Card (VIC) which clearly shows that I was
a registered, enrolled and eligible service connected disabled veteran prior to the illegal
disenrollment and other illegal activities constituting a Disclosure and/or CEU PPP issue
for further/additional investigation.

Enclosed please find Fee Basis policy, procedures, laws and regulations to shed light on
how severe and pervasive the criminal conduct is at the VA towards me.

- Procedures - Law & Regulations

ategory are the three main Fee Basis

hia i Care United States Codes (U.S.C.) followed
Ve Mok A deiaioreacie plicable Code of Federal Regulations (CFR).

. 38 U.S.C. 1703 Contracts for hospital care and medical services in non-
Department facilities
38 CFR 17.52 Hospital care and medical services in non-VA facilities

38 CFR 17.53 Limitations on use of public or private hospitals

38 CFR 17.54 Necessity for prior authorization

38 CFR 17.55 Payment for authorized publi¢ or private hospital care




38 CFR 17.56 VA pavment for inpatient and outpatient health care professional
services at non-departmental facilities and other medical charges associated with
non-VA outpatient care

® 38 U.S.C. 1728 Reimbursement of certain medical expenses
38 CFR 17.120 Pavment or reimbursement of the expenses of hospital care and
other medical services not previously authorized

38 CFR 17.121 Limitations on pavment or reimbursement of the costs of emergency
hospital care and medical services not previously authorized

38 CFR 17.122 Payment or reimbursement of the expenses of repairs to prosthetic
appliances and similar devices furnished without prior authorization

38 CFR 17.123 Claimants

38 CFR 17.124 Preparati()n of claims

38 CFR 17.125 Where to file claims

38 CFR 17.126 Timely filing

38 CFR 17.127 Date of filing claims

38 CFR 17.128 Allowable rates and fees

38 CFR 17.129 Retroactive payvments prohibited

38 CFR 17.130 Payment for treatment dependent upon preference prohibited

38 CFR 17.131 Pavment of abandoned claims prohibited

® 38 U.S.C. 1725 Reimbursement for emergency treatment
38 CFR 17.1000 Payment or reimbursement for emergency services for nonservice-
connected conditions in non-VA facilities

38 CFR 17.1001 Definitions

38 CFR 17.1002 Substantive conditions for payment or reimbursement

38 CFR 17.1003 Emergency transportation

38 CFR 17.1004 Filing claims




38 CFR 17.1005 Payment limitations

38 CFR 17.1006 Decisionmakers

38 CFR 17.1007 Independent right of recovery

38 CFR 17.1008 Balance billing prohibited

Other Non-V A Care Related Laws & Regulations:

38 U.S.C. Part I1I Chapter 31 Training and Rehabilitation for Veterans with
Service-Connected Disabilities

38 U.S.C. 8153 Sharing of health care resources

38 U.S.C. 8111 Sharing of Department of Veterans Affairs and Department
of Defense health care resources
* 38 CFR 17.36 Enrollment - provision of hospital and outpatient care to
veterans

38 CFR 17.37 Enrollment not required - provision of hospital and outpatient
care to veterans
38 CFR 17.38 Medical benefits package
38 CFR 21 Vocational Rehabilitation and Education
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FBCS Archive

EBCS Stoplight

FBCS Enhancements

FBCS Optimization

Enclosed please find VA enrollment and eligibility policy, procedures, laws and
regulations to shed light on how severe and pervasive the criminal conduct is at the VA
towards me.

Public Law 104-262, The Veterans' Health Care Eligibility Reform Act of 1996, required
the Veterans Health Administration (VHA) to establish a patient enrollment system by
October 1, 1998. In order to satisfy this congressional mandate, software was engineered
with incremental releases on the Veterans Health Information Systems and Technology
Architecture VistA and Health Eligibility Center (HEC) systems.

Featured Initiative

Administrative Data Quality Council

Guidance for providing VA Health Care

Frequently Asked Questions (FAQs)

Administrative Data Quality Council

Administrative data is key within the Veterans Health Administration (VHA) for
managing health care. Administrative data is defined as Identity, Demographic,
Eligibility, Enrollment and Insurance data related to beneficiaries. Complete and accurate
administrative information facilitates the business processes that drive essential functions



within VHA, including enabling veterans to receive their prescriptions, the distribution of
scheduling letters and/or other important correspondence, accurate determination of
eligibility for care, complete and accurate billing, and access to complete medical record
information. Incomplete or inaccurate information also affects ldentity Management,
which substantiates unique identification of beneficiaries in the provision of healthcare
and is essential in avoiding patient safety issues and enabling identification of
beneficiaries throughout the enterprise.

The Administrative Data Quality Council (ADQC) facilitates the formalization and
implementation of a cohesive plan to improve data quality areas such as billing,
cligibility, addresses, and identity management across systems throughout the enterprise.

) ‘pr0v1d1ng VA Health Care

The VHA Chief Busrness Ofﬁce (CBO) mamtarn% a collection of publications and other
resources which provide a very helpful overview of VA healthcare enrollment and
benefits available for our veterans. These documents should be shared with facility
personnel and veterans and their families. Enrollment coordinators and healthcare benefit
advisors can visit the CBO Eligibility and Enrollment Library to obtain copies of this
documentation for local distribution.

CBO Eligibility and Enrollment Library

Enrollment Training Initiatives

Enrollment Training Home

10-10EZ

Combat Veteran

DFAS Pay Management

Enrollment Subpriorities

Enrollment System Redesign

Enrollment Update

Enrollment VistA Changes

HIN



OEF/OIF

Preventing Catastrophic Edits to Patient Identity

Register Once Messaging

Veterans Identification Card

Veterans Information Solution

Archived Training Initiatives

Proves different access levels to my PHI by the Chief Businees Office, Compliance
Office, Performance Improvement Department and Fee Basis Office staff involved in
privacy breaches against me.

Security: e-Mail Concerns

Introduction: E-mail is not a secure mode of communication. This is especially
important to remember when dealing with individually identifiable personal or medical
information.

Objective: When you complete this lesson, you will be able to better protect individually
identifiable health information when using e-mail.

The Health Insurance Portability and Accountability Act (HIPAA) imposes severe
penalties for the disclosure of protected health information. It is the responsibility of each
VA staff member to secure such information.

« Do not send electronic mail (e-mail) containing individually identifiable personal or
medical information on a veteran. If it is necessary to transmit such information via e-
mail, the sender must encrypt the message so that only the intended recipient will be able
to access it.

« Do not send faxes containing protected health information unless the receiving fax
machine is in a protected location. A protected location is defined as a location that does
not allow access to unauthorized individuals or to the general public

Security: Public Key Infrastructure (PKI)

Introduction: Public Key Infrastructure (PKI) maintains ensures the Confidentiality of
healith information.



Objective: Upon completion of this lesson, users will be familiar with the basic uses and
requirements of PKI.

Public Key Infrastructure (PKI) is a system of digital certificates and other registration
authorities that verify and authenticate the validity of each party involved in an internet
transaction. In health care, PKI is an encryption and decryption of protected health
information used to ensure Health Insurance Portability and Accountability Act (HIPAA)
standards in order to prevent violations of information confidentiality. PKI uniquely
identifies business partners and associates to ensure that the sender and recipient are who
they represent themselves to be. A digital key, or signature, identifies and certifies that all
parties involved in a transaction are who they claim to be.

If a transaction requires the electronic transmission of individually identifiable health
information, the sender must encrypt the data during the transfer, and a system of records
must exist for audit purposes.

Users can digitally sign and/or encrypt email messages through Microsoft Outlook, which
uses certificates to support the digital signature and/or encryption. The digital signature
enables recipients to verify the identity of the sender and provides the recipients
assurance that the message remains unaltered during transmission. A digital signature
does not affect the contents of the message nor does it ensure that someone other than the
intended recipient can read the message. Encryption is the only way to ensure that only
the intended recipient receives and reads the message.

For more information about PKI, contact the Information Security Officer (ISO) at your
facility.

Summary: This completes the lesson on PKI. In this lesson, the basic requirements and
uses of PKI were reviewed.

Routing Claims: Electronic Data Interchange (EDI)
Security: Routing Claims Electronic Data Interchange (EDI)

Introduction: Electronic claims reside on the Fee Payment Processing System (FPPS).
The individual learner’s duties determine the level of access to this system.

Objective: Upon completion of this lesson, learners will know the various levels of
access to the FPPS.

Electronic claims are transmitted to and reside on the Fee Payment Processing System
(FPPS). The National Fee Program Office in Denver grants access to this system upon
requests from employees’ supervisors. When Denver approves the request, employees
will receive notification and access instructions via Microsoft Outlook. Typically, Fee
Clerks add this website to the listing of Internet Favorites.



Use of EDI for the processing of Fee Basis claims ensures VA compliance with Health
Insurance Portability and Accountability Act (HIPAA) transaction requirements.
Position-specific responsibilities determine the employee’s level of access. There are five
access levels assignable to employees:

Level of Access Access Explanation

Fee Mail Clerk Process Claim Menu Limited to the printing of
claims

Fiscal User Out of System Claim Menu | Limited to submitting

payment information for
payments made outside the
VistA Fee Program

Fee Clerk All menus Access to all menus, though
there will be some
limitations within each
menu

Fee Supervisor All menus Access to all menus within
his or her own facility

Veterans Integrated System | All menus Access to all menus for
Network (VISN) VISN facilities and some
Administrator VISN to VISN access

My veteran identification card (VIC) proves that [ was enrolled in the VA (see attached
scanned copy). Not only am [ in Priority Group I as a 100% disabled veteran, I also
qualify for Enhanced Eligibility based on the 100% rating and the fact that I am rated for
greater than 6 service conditions places me in yet another special protected category of
disabled veterans. Further proof that [ was enrolled and eligible for VA benefits including
but not limited to health care prior to the illegal disenrollment.

This is more evidence that evinces Mr. Moschitta (facility director) and the agency in the
massive disclosure violations against me including but not limited to the following:

DISCLOSURE VIOLATIONS:

*Illegal fee basis denials

*Illegal privacy breaches




*Illegal disenrollment

Separation of Duties (SOD)/ Continuous Readiness Information Security Program
(CRISP) training is part of the Chief Business Office (CBO) training module:

SOD: the assigning to different individuals the responsibilities of authorizing
transactions, recording transactions and maintaining custody of assets. Designed to
decrease opportunities for one person to perpetrate and conceal errors of fraud, waste and
abuse (FWA) and decrease the risk of errors. This process further proves the CBO’s
involvement in the illegal privacy breaches (of various platforms) in connection with the
illegal disenrollment and illegal fee basis denials.

SOD responsibilities: duties of employees with system access will be properly

and controlled so that no employee violates his or her system privileges needed to
perform their duties. Failure to properly monitor computer access levels compromises
SOD results in fraudulent or improper payments or leaves VA funds vulnerable to loss or
thefi. This proves that the CBO was involved in all aspects of the privacy breaches with
their access to all data platforms and System of Records (SOR) in connection with the
illegal privacy breaches, illegal fee basis denials and illegal disenrollment. This process
involves all CBO staff by design since in the performance of their duties they would’ve
been inextricably involved in all aspects of the illegal privacy breaches and illegal
disenrollment yet they failed to report this crime. In failing to do so (whether by
commission or omission) they violated law, regulation or rule being accomplices to this
agency crime.

VA Policy References:

http://vaww.cfo.med.va.gov/173/Alerts 13/005 2013 fee cert busi rules.pdf

http://vhahacnonva.vha.med.va.gov/docs/DeputyCBOMemoVistASecurityControlsS
eparationofDuties.pdf

Deputy CBO memorandum — VistA Security Controls — SOD

CBO Fact Sheet ~ VistA Fee - [FCAP SOD

Manual M-1 Operations Part [ Medical Administration Activities

VA Software Document Library — [FCAP and Fee Basis

The Information Security Officer (ISO) Linda McGinty and Compliance Officer (CO)
Pat Helgesen were both involved by failing to properly oversee and directly involved by

being part of the illegal process to disenroll me, illegal privacy breaches and illegal fee
basis denials.



References: Business Rules Related to VistA Fee Application Software Access and SOD
Control, Volume 201 3: Issue (05: Oct 12, 2012,

It is interesting and disturbing to note that most of the senior management and
administration officials from various departments (Performance Improvement, Director's
Office, Compliance Office, Fee Basis Office, Chief of Staff office, Fiscal Office,
Business Office, Billing Office, Coding Office, Travel Beneficiary Office, Human
Resources, Chief of Staff office, etc.) involved in the illegal privacy breaches, illegal fee
basis denials, illegal police escort restriction and illegal disenrollment are all co-located
in building #10 on the VA Northport campus. To place this in the proper perspective, the
VA Northport is NOT just located within one building rather the 1,800+ member
workforce is scattered across the 500 acre campus in hundreds of offices over a myriad of
buildings making this massive crime that much more ominous given the enormous
geographical foot print of the facility (in fact one lap around the main complexes of
buildings is equivalent to one mile) so this was clearly a coordinated systematic effort
emanating from the director's office with the following individuals + many others in the
Business Office, Fee Basis Office, Non-VA Care Coordination (NVCC) office,
Compensation and Pension (C and P) office, Compliance office, Performance
Improvement department, etc. illegally accessed my VA CPRS medical records, therefore
by design they would’ve illegally accessed all other data platforms constituting further
privacy breaches: Pat Helgesen (Compliance Officer), Steven Wintch (Privacy Officer),
Linda McGinty (Information Security Officer), Nancy Mirone (Chief Business Office),
April Esposito (Assistant Chief Business Office and my new supervisor), Marie Irwin
(Fee Basis specialist supervisor), Omaida Wilson (Fee Basis clerk), Thomas Sledge
(Eligibility and Enrollment staff), Kristin Sievers (Chief Eligibility and Enrollment
office), Nyny Romero (C and P staff), Maribel Haddock, Sharran Chambers-Murphy
(Business Office clerk), etc.

Aberrancies must be reviewed and recorded with a Causation/ Corrective Action Plan(s)
(CCAP) to address deviancies. This was not done in my case. These worksheets must be
sent to the VISN (3) leadership for review, then certified and signed by the VISN (3)
director (Michael Sabo) to be sent to VA Central Office (VACO) Compliance and
Business Integrity (CBI) office. Mr. Sabo is ultimately guilty since he was fully aware of
all the illegal issues directly since I contacted his office several times (being rebuffed
each time) and by being informed via Eric Shinseki’s (VA Secretary) office, elected
officials, OSC, NFFE union, etc. with my many complaints to them eventually being
processed and filtered down the VISN (3) chain of command (COC).

Facility Compliance Officers: must follow procedures outlined below as related to the
CFO Alert Volume 2013, Issue 05 — VISTA FEE APPLICATION SOFTWARE
ACCESS AND SEPARATION OF DUTIES CONTROL - this would’ve been required
by Pat Helgesen (CO) regarding illegal privacy breaches on all platforms and databases,
illegal fee basis denials and illegal disenrollment:

*Validate results from CBO/ISO with the CBI Validation Template



*ALL results must be reported via CIRTS incident record by using a
CIRTS subject category called Privacy, Security and HIPAA Issues; CRISP Fee

*ALL findings need to be recorded in the local Compliance Committee minutes

This was never done for me on above Disclosure violations of law, rule, regulation.
Ultimately, the local failures, criminal activities and violations of rule, law and
regulations hold the VISN (3) leadership culpable.

Additional databases and platforms where my medical information, Protected Health
Informtion (PHI), personal information, etc. was compromised and illegally shared and
transmitted is Outlook e-mail since it's NOT considered a secure means of (electronic)
communications. Any messages containing ANY sort of sensitive information MUST be
encrypted, however, this is rarely done since the VA is very sloppy with its shoddy
command and control over its System of Records (SOR) either by deliberate commission
or ommission. Simply put, any information regarding me that was shared, transmitted,
forwarded, saved, stored, deleted, downloaded, printed, etc. by ANY VA employee(s)
including but not limited to senior management, administration, police, clinicians, clerks,
etc. MUST be either encrypted using PKI software application and/or handled on the
VistA e-mail system. [ am not privy at my access level to the veritable plethora of the
above that was discussed about me during this entire process and the time before, during
and since, however, ALL FOIA requests for same was repeatedly refused, rebuffed,
denied and/or ignored by the facility privacy officer Mr. Steven Wintch.

More Violations: Justification and Delegation of Authority Tool:

Mr. Phil Moschitta (VA Northport director) violated 48 CFR 801.670-3 and 48 CFR 813-
307 Delegation of Authority when he refused Fee Basis requests for care via the patient
advocate (which was well documented by Mr. William Marengo RN in the Patient
Advocate Tracking System of which you have a copy). The Fee Basis requests,
acceptance or denials can only be processed by the Chief of Staff (COS) Dr. EEd Mack
who has the sole authority. This must be documented by the COS in a Department of
Veteran's Affairs template with the subject line: Delegation of Clinical Approving
Authorities (see above CFR's) with the key word being "Clinical"; NOT the director who
has neither the legal clinical authority nor credentials to make any sort of "clinical"
decisions. The Business Office, Non-VA Care, Fee Basis or Comp and Pension offices at
the VA Northport should NOT have accessed my VA medical records (Computerized
Patient Records System [CPRS]) since Mr. Moschitta completely circumvented the above
Fee Basis processes denying my rights to due process. The five claim types under this
program are Pre-Authorization (1703), Un-Authorized (1728), Mill Bill (1725), Civil
(1750) and Contract Sharing. By illegally disenrolling me Mr. Moschitta interfered with
my rights to eligibility and enrollment jeopardizing my health, safety and well-being.
CPRS is a GUI (Graphic User Interface) based Electronic Medical Record (EMR) system
representing only one aspect of the entire VA System of Records (SOR) hence it is NOT
the only way in which privacy breaches/ violations can and did occur with me. Other data
bases, SOR's, EMR's, and hard copy records that were illegally accessed include but are




not limited to: Veteran Information System (VIS a.k.a. VBA, SHARE), Hospital Inquiry
(HINQ), C-file (for Comp and Pension info), VISTA (which is a Command User
Interface [CUI] based system with multiple screens and menus representing a veritable
treasure trove of data) such as the Service Record Screen in OERR, etc. The folks in the
above named offices would've undoubtedly accessed all of the named SOR's since many
of them were involved in the massive privacy violations in the OSC investigation DI 13-
3661. The illegally obtained information was adversely used against me to form the basis
for the illegal unilateral hostile personnel action that was extended to me as a veteran/
patient with the illegal police escort restriction and the denial of fee basis care. I am now
treated like some sort of social leper akin to an ex-con on a work-release program - a
minimum of two people engage me at all times with at least one being from management.
Mr. Steven Wintch privacy officer as you are well aware has refused and failed to
investigate the privacy breaches and continues to refuse to comply with Freedom on
Information Act (FOIA) requests for pertinent information; he refuses to release the
access logs to this additional SOR despite multiple FOIA requests. He also refuses to
provide information on disclosures of my Protected Health Information (PHI)
representing yet another disclosure violation. Mr. Wintch refuses to provide/ release
under FOIA prior e-mails with him, the Privacy Office, the Information Security Office,
HR, etc. since most of these were purged/ deleted during my agency-induced absence
from the VA (a form of evidence tampering) - this data is impossible for me to retrieve at
my access level. Most of my new co-workers including April Esposito my new
supervisor were involved in the illegal accessing of my VA medical records, PHI and
privacy breaches. My reassignment requires extensive computer based training reviewing
many laws, regulations, etc. which was enlightening offering new insight into the further
extent of the massive privacy breaches that haven't stopped at the CPRS medical records.
This must be investigated along with how the laws and regs were broken and adversely
used against me. [ am placed in a conference room being closely monitored on all sides
by the same people that illegally accessed my medical records, PHI, etc. It's very
humiliating and further alienates me by reinforcing the stigmata of being disabled and
having Post Traumatic Stress Disorder (PTSD) - the associate director Ms. Maria Favale
clearly stated this in a meeting on 11/13/2013 when she flippantly mocked with a karate
chop motioning of her hand towards me that I, "..was on a paid vacation lounging around
the house..." and "...that you need to be closely watched...monitored...to make sure you're
doing what you're supposed to be doing..." Nothing can be further from the truth. You are
well aware of how this awful ongoing experience has exacerbated my disabilities
including but not limited to PTSD and severe migraine headaches with increased
nightmares, depression, anxiecty, insomnia, etc. This desecrates the memories of all of my
fallen comrades and brothers in arms. The sad part is that I actually like having
nightmares because for a short while I am reunited with my brethren, however, I wake up
depressed and angry to the reality that they are dead. I have to sleep on the couch since
my fitful sleep is very disruptive to my wife. It's hard enough that I have a baseline
detached aloofness from my family as part of my service connected PTSD; like I'm just
going through the motions - but I'm not really there. Now the same federal agency that is
required by law to provide all of my benefits as a 100% disabled veteran is involved in a
massive targeted systematic privacy breach adversely using that illegally obtained info
against me in their illegal attempts to terminate my employment at the direction of Mr.



Moschitta. The extent of this ongoing illegal activity will not be known unless OSC
accepts an additional disclosure and/ or PPP complaint for investigation to reveal the
breadth and scope of the agency involvement. I am the only Joseph Fasano employed by
the VA so it's clear that | was targeted since there are many Joseph Fasano veterans but |
am the ONLY 100% disabled Joseph Anthony Fasano veteran employee.

To that extent as I understand these issues are categorized by OSC as the following:

DISCLOSURE ISSUES:

*Illegal police escort restriction

*[llegal Fee Basis Care denials

*Disparate treatment/ interpretation/ application of Workplace Violence/ Disturbed
Behavior Committee policy and procedure re: no threat level therefore false pretenses
forming basis for illegal AIB

*AIB discrimination (see 65 pages of AIB transcripts) - my disabilities were placed on
trial and the AIB members including Mr. Paul Haberman RN (AIB chair), Mr. Steven
Wintch (privacy officer) and Ms. Barbara Albanese RN made fun of my disabilities by
taunting, mocking, humiliating and jeering at me in a disrespectful aggressive tone (it felt
more like water boarding than an interview). Mr. Haberman also made fun of my
sometimes Limited English Proficiency when I revert back to my native tongue (Italian)
grasping for certain phraseology and descriptives which are easier for me to articulate in
Italian than English (there are several instances of this during the AIB testimony,
however I would need to send you the entire 225 pgs of transcripts). When I sheepishly
stated that as a child I was placed in English remedial classes being plucked out of the
classroom due to my English deficiencies, Mr. Haberman laughed at me stating, "...well it
sounds like you had tart cart syndrome...riding the short bus like a retard..."

*Whistle Blower retaliation - conflict of interest that Mr. Wintch was an AIB member
(according to NFFE and AFGE union reps, he was targeting me in a zealous manner
during the AIB interviews of their Bargaining Unit Employee (BUE) witnesses - he was
rephrasing and placing words in their mouths contrary to their testimonials and intent - he
especially targeted those with Limited English Proficiency preying upon their difficulties
to fully express complex issues). AIB refused to interview supportive witnesses. This is
whistle blower retaliation for exposing and complaining about the privacy issues with
me.

*AIB refusal to provide a special accommodation based on disabilities - the two days of
nine hours of grueling testimony in a public heavily trafficked location embedded in the
HR department with a cop present was frightful, intimidating and humiliating - the
location should've been off campus in a neutral location since the police escort restriction
severely exacerbates my PTSD

*New privacy breaches since the privacy violations extend far beyond the medical
records

*The AIB external review is double jeopardy without due process since I was cleared
with no findings at the local level and I was informed by my union president that the
external review confirmed no findings

*Agency FOIA refusals and non compliance

*Whistle blower retaliation: VA regional counsel is pitching a fit that I've

contacted and notified my elected officials of the ongoing issues that I'm suffering as a




100% disabled veteran, patient and employee. They are falsely impugning me by saying
that I am being emotionally disruptive when I am as quiet as a mouse focused on
conducting the required computer based training for my reassignment (which can be
easily proven by the IT department). My former supervisor Dr. Younghee Limb is
spreading false rumors that [ am intimidating and threatening my new co-workers when
all I do is sit in isolation in front of a computer all day.

*Disclosure violations: the illegal disenrollment from Eligibility and Enrollment by
Thomas Sledge, Kristen Sievers, et al during 8/2013.

PPP COMPLAINTS EXAMINING UNIT ISSUES:
*OSC CEU is still conducting an analysis for acceptance of whistle blower retaliation
and the reassignment for investigation as a PPP.

References: in my case the VA Northport would’ve failed this Justification and
Delegation of Authority Tool (JDA) compliance audit for Mr. Moschitta unilaterally
denying my Fee Basis requests as documented by the patient advocate in the Patient
Advocate Tracking System (PATS). The attachments have embedded training courses
with hyperlinks to the laws, regulations, policies, procedures and memos for veteran
health care including but not limited to fee basis care. The references serve as a guideline
to show the repeated violations in my case re: denial of due process, denial of fee basis
care and ongoing privacy breaches.

Pre-Authorized Fee Care highlighted by the Department of Veterans Affairs Office of

Inspector General (OIG) and Management Quality Assurance Service (MQAS) as an area
of risk.

Guided by regulations:
VHA Handbook 1601F.01, General Fee Policies and Guidelines
48 CFR SS 801.670-3 — Medical, dental and ancillary services

Deputy Under Secretary for Health for Operations and Management Memo,
11/23/09

Title 38 USC 1703, Chapter 17 — Hospital, Nursing Home, Domiciliary and
Medical Care

VHA Handbook 1907.01 “Health Info Management and Health Records”
paragraph 6 section S

JDA Audit Tool:

Column B: Was Justification Documented?



I11.

IV.

VI

Goal: 100% Yes for compliance
Acceptable justification:
VA facility does not provide the services
Veteran cannot safely travel to VA due to medical reason
Veteran cannot travel to VA due to geographical inaccessibility
VA cannot timely provide the required service
Other
Was procedure specified?
Goal: 100% yes for compliance
Column D: Is the care approved/denied in the consult
Goal: 100% of responses are Approved/ Denied and signed

If the request was approved or denied, is the approval/denial specifically documented in
the referral consult?

Column E: Was the approval/denial performed by:
Chief of Staff, or

Chief MAS (or Chief Health Administration Service, Business Office Manager i.e. the
person delegated by the facility director to perform medical administration functions)?

Answer choices: Yes or No (Presence of approval or denial by the correct official would
result in a “yes” answer. Decisions made by another official would result in a “no.
Goal: 100% Yes for compliance

Column F: Is there an established Delegation of Authority Memo in existence?

Goal: 100% Yes for compliance if someone other than the COS or Chief MAS/equivalent
made the decision

Column G: if NOT approved/denied by COS or Chief MAS/equivalent was the
approver named in a Delegation of Authority Memo?



Goal: 100% Yes for compliance for cases when someone other than the COS or Chief
MAS/equivalent made the decision to approve/deny treatment

New Bill: VA Must Provide for Veterans Seeking Outside Mental Health Services

Mr. Moschitta violated this legislation when he refused fee basis request for PTSD
counseling - he was fully aware of my disability and that the illegal police escort
restriction exacerbated severely my PTSD.
http://www.usmedicine.com/articles/new-bill-va-must-provide-for-veterans-seeking-outside-
mental-health-services.html#.Uo9Ze De85A.email

http://www.usmedicine.com/articles/new-bill-va-must-provide-for-veterans-seeking-
outside-mental-health-services.html#.Uo9Ze_De85A.email

Non-VA Medical Care Eligibility Criteria

Introduction
Non-VA Medical Care eligibility is covered under four statutes:

38 U.S.C. § 1703 - Obtaining non-V A inpatient and outpatient medical services on a
preauthorized basis by contract or individual authorization.

38 U.S.C. § 1728 - Reimbursement for emergency treatment furnished to service-
connected Veterans meeting required criteria in a non-VA health care facility (HCF)
without prior authorization.

38 U.S.C. § 1725 - Reimbursement for emergency treatment of non-service connected
conditions in a non-VA HCF without prior authorization.

Definition

Clinical Access Criteria — Non-VA Medical Care statutes authorize the use of non-VA
medical care when VA or other Federal HCFs are feasibly unavailable. This means that
VA or other Federal HCFs with which VA has an agreement to furnish inpatient or
emergency care for Veterans, could not provide the care due to:

VA is not capable of furnishing economical care, or
VA is geographically inaccessible to the Veteran, or

VA cannot provide the necessary care or service, or



When the prudent layperson standard applies.

Individual Eligibility Criteria — The administrative determination regarding Veteran
eligibility is based on individual eligibility criteria, such as treatment of service-
connected conditions or referral from a VA HCF for an emergency condition the VA
cannot treat. ‘

Prudent Layperson Standard — The prudent layperson standard applies to a medical
condition of such a nature that a prudent layperson would have reasonably expected that

delay in seeking immediate medical attention would have been hazardous to life or
health.

This standard would be met if there was an emergency medical condition manifesting
itself by acute symptoms of sufficient severity (including severe pain) that a prudent
layperson who possesses an average knowledge of health and medicine would reasonably
expect the absence of immediate medical attention to result in placing the health of the
individual in serious impairment to bodily functions, or serious dysfunction of any bodily
organ or part.

Note: Prudent layperson standard is based on the symptoms the Veteran presents with to
the emergency room and not the actual clinical diagnosis when determining if the episode
of care is an emergency. A clinician should make the determination for the prudent
layperson standard.

Eligibility Criteria for Authorization of Emergency Treatment 38 U.S.C. § 1703

Eligibility under 38 U.S.C. § 1703 may be authorized for both outpatient and inpatient
care as indicated in the table below. Additionally, this information may be found on the
NNPO Intranet contained in VHA DIRECTIVE 1601.

Eligibility Criteria for Emergency Treatment of SC Conditions 38 U.S.C. § 1728
How to Validate Veteran’s Eligibility Status

Use the interfaces listed below are available to validate the Veteran’s eligibility:
VistA Fee Inquiry

KLF Menu, “Search for User Activity in Past 24 Months”, for national activity: Find
User

(Check CPRS VistAWeb/Remote Data

HINQ (Hospital Inquiry)



VIS (Veteran Information Solution)
ESR

Contact the HEC

Additional References

Additional guidance for non-VA medical care authorities, are available in the following
Title 38 Code of Federal Regulations (CFRs).

38 U.S.C. § 1703:

38 CFR § 17.53 Limitations on use of public or private hospitals

38 CFR § 17.54 necessity for prior authorization

38 CFR § 17.55 Payment for authorized public or private hospital care
38 CFR § 17.56 Payment for non-VA physician and other health care
38 U.S.C. § 1728:

38 CFR § 17.120 Payment or reimbursement of the expenses of hospital care and other
medical services not previously authorized

38 CFR § 17.121 Limitations on payment or reimbursement of the costs of emergency
hospital care and medical services not previously authorized

38 CFR § 17.122 Payment or reimbursement of the expenses of repairs to prosthetic
appliances and similar devices furnished without prior authorization

38 CFR § 17.123 Claimants

38 CFR § 17.124 Preparation of Claims
38 CFR § 17.125 Where to file claims
38 CFR § 17.126 Timely filing

38 CFR § 17.127 Date of filing claims

38 CFR § 17.128 Allowable rates and fees



38 CFR § 17.129 Retroactive payment prohibited

38 CIFR § 17.130 Payment for treatment dependent upon preference prohibited
38 CFR § 17.131 Payment of abandoned claims prohibited

38 U.S.C. § 1725:

38 CFR § 17.1000 Payment or reimbursement for emergency services for non-service-
connected conditions in non-VA facilities

38 CFR § 17.1001 Definitions

38 CFR § 17.1002 Substantive conditions for paymem or reimbursement
38 CFR § 17.1003 Emergency Transportation

38 CFR § 17.1004 Filing claims

38 CFR § 17.1005 Payment limitations

38 CFR § 17.1006 Decision makers

38 CFR § 17.1007 Independent right of recovery

38 CFR § 17.1008 Balance billing prohibited

Eligibility Determination VHA HANDBOOK 1601A.02:
ELIGIBILITY DETERMINATION

REASON FOR ISSUE. This Veterans Health Administration (VHA) Handbook
updates Department of Veterans Affairs (VA) information on determining eligibility for
VA health care benefits.

3. DEFINITIONS

f. Compensable Service-Connected (SC) Disability. A compensable SC disability is a
VA-rated SC disability for which monetary compensation is authorized for

payment. NOTE: Military retirees, who were discharged for a disability incurred or
aggravated in the line of duty, are eligible for care for I year after discharge; after the
first year of care, enrollment is required.




j. Enrollment. Enrollment is the acceptance of an eligible Veteran into the VA Health
Care System and assignment to an enrollment priority group.

t. Service-Connected (SC) Veteran. A SC Veteran is one who has an illness or injury
incurred in, or aggravated by military service as adjudicated by the Veterans Benefits
Administration (VBA).

v. Veteran. In general, a Veteran is a person who:
(1) Served in the active military, naval, or air service; and
(2) Was discharged or released from service under conditions “other than dishonorable."

NOTE: For more information on the definition of Veteran and for other service that may
qualify an individual for Veteran status, see: 38 CFR § 3.1, §3.6, and 3.7

4. SCOPE. This handbook provides details on:

a. Tentative eligibility for VA care;

b. Basic eligibility requirements for VA care;

d. Eligibility for specific categories;

5. TENTATIVE ELIGIBILITY FOR VA CARE

Medical services (excluding outpatient dental care) may be provided to a Veteran when
an application is received for which eligibility is likely to be granted, but which requires
adjudication of service connection or another eligibility determination, which cannot be
immediately established. Tentative eligibility is onlymade:

a. If the applicant needs hospital care or other medical services in emergency
circumstances, or

b. For persons recently discharged from service, if the application was filed within 6
months after honorable discharge from an active duty period, which was at least 6 months

long.

NOTE: For more information on tentative eligibility see 38 CFR § 17.34.

6. BASIC ELIGIBILITY REQUIREMENTS FOR VA CARE

NOTE: For more information on eligibility determinations, see VHA Procedure Guide
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