
' l . 

-------------------:n:":":"":~..,.---------------- --· --

UNClASSIFIED 

' .\._:.~~~ "~-

UNDER'SECRET.ARY'OFRAT£': 

... -

FOR :MANAGEMENT 

WASHINGTON 

SEP - 9 2014 

Dear Ms. Lerner: 

1 This is.in response to-your letter to Secretary John -Kerry dated March 21, and your 
foilow~on Jetter dared June 27, regarding the Office.·of Special Counsel Ftle Number Dl-14-0679. 
This letter addresses the allegations .aSserted by Mr. Leonard Cooper, .a former federalemployee 
of. the Department of Commerce, NatiQila] lD$titote for Standards and Technology who was 
employed under a Personal Services Cont:raci Wi'th the Bureau of()verseas Buildi.I)gs:'Operations 
(OBO). ·fh:at the Department of State engaged in actions that constitute gross Iriismanagemelit .anCI 
a'substaotiaJ and specific $Q.ger to .public ·health and Safety with regard to the Environmental 
Security lboteetion System (ESPS) design at U.S. diplomatic facilities worldwide, as 'Well as the 
d~gn ofcStand...glorie ~fe .~ stroctures at1he U;S. -embassy compound in Tripoli, libya. 
The Secretary oi:'State~has delegatecilto me the au.thorityte sign tbis letter and to ·take actions 
neressary:under5 U.S .C. §1213 (dXS). . 

In additio_n to,bis complaint t.o you, Mr. Cooper also initiated a separate but identical . 
Offi~ -of Inspector General {OfG) Hotlipe complaintalleging that all ·exiSting OBO ESPS bave.a 
'desigp ·flaw and that the-current. design for the COmpound Emergency Sanctu~es (CESS:) ,f'm:)he, 
US. em~y in Tripe~ Liby~ is .flawed in .that it does notprovide adequate protection from a 
:ftre attack. On Decenibet·27, 2013,, .tbe.OIG referred·Ul.eQIG Ho.tJine complaint to botb OBG 
and the:~ for Diplomatic SecUrity (DS). Both .. bUreaus investigated Mr. Gooper's 
all~gations -and detennin'ed Mr. -~F.~s.prQp<>sed design-modification does .not meet industry 
starufard~is: not easily implemented~ ·.and::s~ 11ot :any. ·more cffecti:v.e than the Department• s current 
design, which does meet industry standards. This concluSion was separately coBveyed to the 
OtG .by both DS:,and OBO in January ,2014. 

lbe-security of personnel posted to .our overseas locations. is of paTamount concern to the 
Department. DS and OBO have a layered approach with~gardto ·the security ·ofU.S. 
diplomatic'facilities 

[ ·. . . -- j While no one soJuuon wO'rlcs ~ ~y locati';,n to pro teet peop1hnd J 
property from every potential type of attack, the Department' s model bas· provided facil ities that 
·bav:e been capable of withstanding:auacks and ·saved lives. 

Ms.·Carolyn Lerner, 
S~al Counsel, 

U.S. Office of Special Counsel, 
173()'M Street, Suite 300, 

\y.ashington,DC 20036-456~" 
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. .. , The ESPS is part=of the-design of every new embassy .and consulate facility. It was 
implemented in' accordanCe with DS critetia for the p.wpose cif red~cing the likelihood of a 
successful auacldrom · · · · · · - · · against overseas 
Department of State facillttes •. Mr. ·t.:Qoper·s proposed--modifiCation was reviewed by both DS 
and .mecbanical engineering staff within OBO as well as by qualifioo general and building 
automation system :experts from outside industry. All who reviewed the proposed modification 
concluded Mr. Coopet's:proposed changes would not substantially upgrade the performance of 
the existing~ystems. Moreover, the reviewing experts determined the proposed .changes were 
not in line .with lodustry standards and lacked adequate supporting documentation to prove that 
they would be any more effective than the · J which does 
conform to jndustry standards. 

In developing its CES des~gn~ experts within OBO~-s Office of Design and 'Engineering, 
Office of Security M~ent, and Office of Fue Protection, as wen :as DS aU participated. 
The CES design Was:net.meantto function as a safe-haven but rather an immediate-esCape-area 
in the event of an·attack on the diplomatic facility. The CES structure is·t 
construction that meets industrY building codes and ~~ndards. ' · r . . - . - -r: 

~ - . ~ -
Tripoli were-trained on th.e use ot tne fire e.xtinguishers,·ano tne .. post···took .additional measures to 
safeguard its : . suppl~~ Evc:ry·person located at the embassy·w.as:issued.a . 
and has been trained. on how to use ; in the event ofan emergency. (PJease note 
op~rations at Dl)Tetlib~· in Tripoli were suspended in.J:rilyo(this year.) 

. . As with ·~ proposed m'Gdifi~tions of the ~SPS~ Mr· ·cooper• s proposed changes to the 
CES. design were care:M=ly:reviewed ·by experts in OBO, ~; an(J'b.y private· indnstiy contradors,. 
and th~y determined the]nodifications suggested did net-meet industry standards, were .not easily 
implemented, and were not any more. effective in-'Prcitectblg the facility than the current ·design. 

The OIG is revieWing whether there .bas been :aoy-·reprlSal against ·M'r. Cooper for his 
·having raised the Clbove.a1legat;ions. In accordance with a discussion between your office, the 
OIG and. the Department"s Offi:ce-ofthe .Le,gal Adviser. OlG willrqJort separate}y to you on mar 

. subject 

. The Department 'wilJ centioue.to.assess· valid recommendations for improving tbe ESPS 
system and enhancing the protection of our diplomatic fact1ities. If you have any ht~ 
questions or·eoncems, please contaCt Valerie ·wenderothctt Wenderoth:V A@state'!8ov or 
202-647-2148. 

cc: Wesley Kilgore, Offi'£e ofthe InSpector -General 
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