










RE: Subject: Whistleblower Investigation, Dl-12-2344, Page 64., 4., LTC Basso states; 
"4. On 09 Mar 2011 Mr. Scoggins identifies Intrusion Detection System safeguard issue and nottties Mr. 
Ford and Mr. Eubank. The IDS system is one of our layers of defense for the Chemical Limited Area 
(CLA) . It is a system that will alert if the exterior or interior fences are breached and in if someone or 
something is in between the outer and inner fence. The chain of command was unaware of this until the 
results of the AMC security management review. They kept this information to themselves and I was 
never briefed on the deficiencies until the by AMC. The AMC Security Management Review 
occurred 4-7 Apr 2011. The Security Management Review found two deficiencies identified with the IDS. 
Mr. Scoggins was hired to ensure all of our physical security requirements were being met. My guidance 
and Ms Johnson's guidance for him was the CLA was his first priority. (emphasis added) . Deficiencies 
that occurred during the AMC inspection should not have occurred if Mr. Scoggins had been properly 
doing his job as directed." 

Mr. Scoggins Comment; 
LTC Basso incorrectly stated all allegations above; 

Evergreen Fire and Security Survey, 21 May 2010; addressed to Ms. Sheila Johnson states: 
Page 11, f. Perimeter cameras are powered by an external power source,. not on a back•up generator 
or UPS, (Has since been mitigated) 
Page 12; 
k. System power for the CLA perimeter systems is provided from an outside source into the CLA. The 
outside power source has no connection to the CLA generator backup or UPS. (Has since been 
mitigated) 
L. The power provided to the perimeter cameras and fence sensors is fed from outside the. secure area 
from transformers mounted on poles. Sincetnis power doesn't connect to the emernency power 
infrastructure within the SSCC,. there Is no backup power provided to the cameras, and only battery 
backup to the perimeter sensors. (Has since been mitigated) 
m. Microwave sensors are being used to screen through 3 chain link fences. Also the sensors are more 
than 40 feet apart. The manu.facturer suggests that these systems not be used to screen through 
more than 2 chain link fences and be 40 feet apart or less. {Has since been mitigated) 
Page 13; 
n. Dual tech sensors are also being .used over culverts that are sometimes filled with moving water. The 
manufacturer suggests that only one specific model should be ·used in this fashion. The detectors should 
be mounted so the water is moving away from the detector and the detectors set for approach only. (Has 
since been mitigated) 
o. Note: Event logs and work orders that document applicable dual tech false alarrn issues were 
provided uuring site survey. 
Page 15, p. Fence cabling installed on barbed wire above sally port can9py is en incorrect application 
(fence cable is tied to barbed wire and not rigid fence), and will cause false alarms. Complete removal 
recommended. (Has since been mitigated) · 

The AMC SMA Inspector Mr. Larry Krutsinger, specifically used excerpts from this information to cause 
the deficiencies to occur while he was inspecting, which were unknown to me at that time. 

Mr. Scoggins Conclusion; 

First, I would like to state for the record that my priority is to protect the chemical agents and any 
information that could possibly be used to cause them to be more vulnerable during this storage period . 
Even if it causes management and peer discomfort because r will not back down from the minimum 
regulatory requirements concerning its protection. 
In many cases I went beyond my required duties as an appointed security manager stated below in order 
to research and obtain the information needed to make sure that this was what it was. 

Second . all the reasons listed above require a preliminary inquiry by regulation, whether the Commander 
agrees with it or not. AR 380-5, 29 September 2000 states; 



1~3. The preliminary inquiry 
When an incident of possible loss or compromise of classifie~ information is reported, the command will 
immediately initiate a preliminarv inquiry into the incident. 

Third, my capacity as the appointed BGCA Security Manager was based solely on the authority of the FY 
201 i and 2012 inter service agreement only. It specifically allowed me access to sensitive information 
that may be relevant to the security of BGCA. In Mr. Ford's affidavit, the guidanc~ Mr. Ford received from 
my then Supervisory Security Specialist and temporary Chief of Staff, Ms. Sheila Johnson, was on page 
1, three Hnes from the bottom.• ... he wasn't hired to be a security manager, that's what the lnterservice 
SIJpport agreement was for." 

Appointment Order #1 dated 12 March 2012, which is an annual update are order appointing Mr. Sill 
Fischlein as BGCA's Information Security Manager per paragraph 5. "The DES Director, based on 
inherent responsibilities and duties of the position, Is also appointed the following for the installation, and 
as required supports tenant activities in the same capacity." 
My authority per the inter service agreeimentwas, "they will ensure all security related issues are 
synchronized with depot security plans• and "clean out and inventory" only. Th·ere were no BGAD 
Information Security Policies or BGCA Information Security Policies when r arrived, I had on several 
occasions recommended the need to create a BGCA Information Security Program through my chain of 
command. 
Therefore, I was as prudent as possible working my concerned issues about lnfoSec utilizing AR 380-5 
while under the constant pressure of possibly being counseled for doing it, as had happened previously. 

Fourth, I want to point out that I have only received one performance appraisal from BGCA in November 
2011 , which was a 1 = EXCEEDS, the highest appraisal rating you can receive at BGCA. Since then I 
have received no other performance appraisal, l have also not received any wtitten counseling's, 
reprimands or warnings since my arrival .to BGCA. 

Fifth, my biggest regret ls the lack of respect from my higher headquarters peers who seem to have come 
to the conclusion thatthis is my .entire fault, and a: waste of time. I did not read one discussion concerning 
the possibility that I am so concerned about the protection of the agents that the problem could result 
from possibility of, "well this is the way we've always done it." 

Sixth, the fact that there are so many incorrect quotes; statements and untruths that lt woul.d take me a 
month to respond to them all. 

Seventh and last, if I had known this would cause as much undue emotional anxiety, stress, pain and 
anguish for me and my family as it has, I would not have applied for the position or accepted th.e 
appointment. 

Signed-C___,........e~J.---<i~~-----Date ·iot~0111 
///EN Di// 


