
































Conclusion:

The AIB does not substantiate that_ did not receive adequate PIV training before
being assigned PIV roles.

Recommendation:
The AIB recommends that the facility develop a standard policy, consistent with the regulatory

requirements of RCS 10-1 Item 25 and GRS 1 Item 29a(1), for maintenance and retention of PIV
training records.

4. Did the order memm enter [ NN
employee and personal information into the and Department of Justice computer systems

under a false badge number to enable_ to issue PIV cards?

Findings: The interviews of all witnesses failed to identify anyone who witnessed the sharing of
cards and any wrong doing while performing the roles in the PIV process. The physical layout
of the PIV office supports the fact that others are in close proximity where such wrong doings
could be easily witnessed. was specifically asked questions related to the sharing of
badges and access code in

interview dated April 19, 2012. Page 10 o testimony revealed
the following question and response from : when asked ifjillused the_
* badge to enter data, responded, “Just a few times. Two,
would sign in, instruct
own access code to digitally sign and release the action. (pages
. transcript). Once competency was reached, was able to perform
the task without the aid of the using il own PIV Badge.

three, four, five and then I started using m ) badge....” Durin uestioning,q
never providedﬁ with il access code, but

release the work by typing in

Conclusion:

stated that the
on what steps were needed and then would review and
10, 13, 16 of]

The AIB does not substantiate that the directed the

- 0 enter_ employee and personal information into the VA and Department of

Justice computer systems under a false badge number to enable_ to issue PIV cards

Recommendation:

The AIB makes no recommendation regarding this allegation.



V. VIOLATIONS/APPARENT VIOLATIONS OF LAW, RULE OR REGULATION

The investigation did not uncover any violation of statutory laws governing the PIV Program.
The AIB completed their investigation of each allegation and concluded that each allegation
regarding the fraudulent issuance of PIV cards to be unsustained. The testimony, direct or
indirect, and documents reviewed, as well as the physical layout of the PIV office, do not
indicate that there was a single card obtained in a fraudulent or inappropriate manner. However,
the investigation did find that the P1V training records for had been destroyed
shortly after . The AIB also found
that the Bath VAMC did not have a standard policy governing retention of PIV training records,
and its consistent practice was to destroy such records when an employee left employment. The
Bath VAMC did not fully comply with the regulatory requirements in RCS 10-1 Item 25 and
General Records Schedule 1 Item 29a(i), which require that training records in an employee’s
training and education file be retained for 5 years, irrespective of whether the employee leaves
employment.

VI. ACTIONS TAKEN OR PLANNED

During our investigative interview, the Bath PCI Facility was unaware that individuals in PIV
roles must have a completed and favorably adjudicated background investigation (NACI or
higher level) prior to performing PIV role responsibilities. The Bath PCI Facility is now fully
aware of the requirement and has verified all active role members have had the appropriate
background investigation completed prior to PIV role assignment.

VHA concurs with the additional findings and will follow-up with the Bath VAMC to ensure
that corrective action is taken.



Documents Reviewed:

June 2011 PIV Card Operations Plan — Bath
June 2011 PIV Card Operations Plan — Canandaigua

Director, HSPD-12 Program (07C1) PIV Issuance Accreditation Review — Bath,
January 19, 2012

Director, Office of Personnel Security and Identity Management (07C) Review — Bath,
January 19, 2012

Training Records of all employees interviewed
AIB Transcripts of all employees interviewed

PIV Training Web site — FIPS Publication 201-1



