




















separation of duties. The AlB also examined the physical layout of the PlY office. The AlB 
found no evidence where the separations of duties were compromised. 

Conclusion: 

The AlB does not substantiate the allegation that the required PlY separations of duties were 

compromised. 

Recommendation: 

The AlB makes no recommendation regarding this allegation. 

order_ to assume the PlY roles before. completed 
proper 

Findings: Y A Directive 0735 requires training for individuals to fulfill PlY roles (PCI Manager, 
Sponsor, Registrar, Issuer and PlY Card A icant Representatives). Training cannot be 
confirmed by examination PlY training records, since the records were 
shredded when . facility. This appears to be consistent practice 
at the Bath Y as attempted to review training records for retired employees who 
previously held a role in the PlY process, but their records were also destroyed. 
There is inconsistent testimo whether received the proper training prior 
to assuming a PlY role. out and 
giving training 2-3 ot. transcript), that_ 
worked on the test in the police operations office across hall in the presence of another police 
officer (who is no longer with the Bath Y AMC) (page 4 otJIII transcript), and 
in-person trainin at the Issuer station on each step of the PlY Issuer role (page 3 0 

transcript). also testified th never lained that did not 
receive tram ng o. transcript) that woul not have 
received pri handedln the test was graded by 
transcript). testified tha_never received any official training (page 4 
transcript), was how to fifiin' the blanks in the computer 4, 14 
transcript), and never read any materials or took the test (pages 14-15 ot.te . 

Y A Handbook 0700, Administrative Investigations, Chapter I, Section C, paragraph 8, requires 
an AlB to analyze evidence to determine the facts that are not subject to reasonable dispute, and 
draw conclusions regarding other issues to the extent justified by the available evidence. The 
interviews of all witnesses and the training records that the AI B reviewed all demonstrated a 
consistent pattern of training received with in-person assistance for users in the PlY office, when 
needed on each step of the PlY process. The training records reviewed were all kept and 
maintained in a secure area within the PlY office. We acknowledge the inconsistent . 
from_ and but found the testimony of the 
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Conclusion: 

The AlB does not substantiate that 
being assigned PlY roles. 

Recommendation: 

did not receive adequate PlY training before 

The AlB recommends that the facility develop a standard policy, consistent with the regulatory 
requirements of ReS 10-1 Item 25 and GRS 1 Item 29a(1), for maintenance and retention of PlY 
training records. 

4. Did the 
employee 
under a false badge number to enable 

would sign in, 
release the work by typmg 1 

10, 13, 16 ofll transcript). 
the task without the aid of the 

Conclusion: 

to 
of Justice computer systems 

to issue PIV cards? 

,'U1Uo.",", that the _ directed the 
employee~1 information of 

systems under a false badge number to enable_ to issue PlY cards 

Recommendation: 

The AlB makes no recommendation regarding this allegation. 
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V. VIOLATIONS/APPARENT VIOLATIONS OF LAW, RULE OR REGULATION 

The investigation did not uncover any violation of statutory laws governing the PlY Program. 
The AlB completed their investigation of each allegation and concluded that each allegation 
regarding the fraudulent issuance of PlY cards to be unsustained. The testimony, direct or 
indirect, and documents reviewed, as well as the physical layout of the PlY office, do not 
indicate that there was a single card obtained in a fraudulent or . manner. However, 
the investigation did find that the PlY tra' . been destroyed 
shortly The AlB also found 
that the Bath not po ICY governmg retentIOn PlY training records, 
and its consistent practice was to destroy such records when an employee left employment. The 
Bath Y AMC did not fully comply with the regulatory requirements in RCS 10-1 Item 25 and 
General Records Schedule 1 Item 29a(i), which require that training records in an employee's 
training and education file be retained for 5 years, irrespective of whether the employee leaves 
employment. 

VI. ACTIONS TAKEN OR PLANNED 

During our investigative interview, the Bath PCI Facility was unaware that individuals in PlY 
roles must have a completed and favorably adjudicated background investigation (NACI or 
higher level) prior to performing PlY role responsibilities. The Bath PCI Facility is now fully 
aware of the requirement and has verified all active role members have had the appropriate 
background investigation completed prior to PlY role assignment. 

YHA concurs with the additional findings and will follow-up with the Bath Y AMC to ensure 
that corrective action is taken. 
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Documents Reviewed: 

June 2011 PlY Card Operations Plan - Bath 

June 20 II PlY Card Operations Plan - Canandaigua 

Director, HSPD-12 Program (07C I) PlY Issuance Accreditation Review - Bath, 
January 19, 2012 

Director, Office of Personnel Security and Identity Management (07C) Review - Bath, 
January 19,2012 

Training Records of all employees interviewed 

AlB Transcripts of all employees interviewed 

PlY Training Web site - FIPS Publication 201-1 
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