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Executive Summary

Secretary of Transportation, Flaine Chao directed the Federal Aviation Administration
(FAA), Office of Audit and Evaluation (AAE) to investigate a U.S. Office of Special
Counsel (OSC) whistleblower disclosure (OSC File No, DI-17-1298) referred on July 11,
2017. AAE is an independent office with the statutory authority to cohduct impartial
investigations of aviation safety-related whistleblower disclosures. This disclosure,
regarding improper approval of aircraft being operated under 14 CFR Part 135 and
invalid aircraft registration, was submitted by a confidential whistleblower employed by
FAA’s Flight Standards Service (AFS) in Washington DC.

The whistleblower alleged that: (1)} Aviation safety inspectors are improperly approving aircraft
that are prohibited from being operated for hire or common carriage for commcreial operations

under 14 CFR Part 135; and (2) Aviation safety inspectors have failed to ensure that all aircraft

operating in the national air systcm have valid aircraft registration.

Our investigation confirmed the allegation that aviation safety inspectors (ASI) are improperly
approving aircraft for addition to Operations Specifications (Ops Specs) under 14 CFR Part 135
without appropriately reviewing the exemptions of the aircraft. We identified nine Principal
Inspectors responsible for five. aircraft fleet types operating under Part 135. When interviewed,
all were unaware of their requirement to review exemption Limitations prior to approving the
aircraft for addition to the Ops Spec.. Two of the nine were made aware of the concern by the
whistleblower when the whistleblower emailed them in August 2016. Though approvals from.
the Aircraft Certification Service (AIR) may exist to mitigate the limitation of an existing
exemption, without a physical inspection of every aircraft with an exemption that was added to
‘the Ops Specs of a Part 135 operator, it is unclear how many aircraft are operating in the
National Airspace System (NAS) withont mitigations to remove exemption limitations.

Additionally, we confirmed that some aircraft are operated in violation of the regulations after
the registration has expired. Title 14, CFR § 47.45 requires that the holder of an aircraft
registration certificate notify the FAA of a change of address within 30 days. This is usually an
overlooked, inadvertent viclation by aircraft owners. However, FAA developed the requirernent
to register an aircraft every three years in response to requests by government and law
enforcement agencies to provide more accurate and up-to-date aircraft registration information.
Based upon the large number of aircraft that have been identified by the whistleblower, it
appears that the registry has failed to take sufficient steps to ensure that aircraft can be located
and that ownership can be accurately identified and contacted. These process shoricomings.
introduce an unknown level of risk to the NAS and contrary to regulatory requirements.

AAT issued five recommendations for cormrective action to -, FAA’s Associate
Administrator for Aviation Safety (AVS-1) on September 5, 2017, and received his concurrence
on Scptember 18, 2017. The FAA will establish a task force to conduct analyses of
approximately 1,000 exemptions and records for over 11,000 aircraft operating under Part 135
and will finalize a comprehensive corrective action plan by December 1, 2017. The plan will
include the provision of appropriate guidance for FAA inspectors and air operators.



Additionally, AVS will develop plans for a multi-level active enforcement program to identify
and address inaccurate aircraft operators and airmen records by December 1, 2017,

Detailed Findings

Allegation 1: Aviation safety inspectors are improperly approving aircraft that are
prohibited from being operated for hire or common carriage for commercial operations
under 14 CFR Part 135.

Finding: Substantiated.

When interviewed, the whistleblower stated that be was vetting '

Ops Specs, which identified airctaft used for Part 135 {(commercial) operations, when he noticed
that some of the Cessna 560XL aircraft listed on the Ops Specs were exempt from requirements
of 14 CFR §25.813(e) pursuant to exemption 8621. 14 CFR §25. 813(e) is a safety regulation
pertaining to emergency exit access for aircraft passengers and states, “no door may be installed
between any exit, such that the door crosses any egress path (including aisles, cross aisles and
passageways.” If pranted an exemption, an aircraft owner can install interior doors that limit
access to the aircraft’s emergency exit. However, exemption 8621 includes specific conditions,
that the aircraft is designated as “private, not for hire” and that the aircraft: cannot be operated for
bire or offered for common carriage under Part 135.

The whistleblower also spot-checked two other certificate holders and found additional Cessna
-560XL listed on Ops Specs that are subject to the limiting condition of exemption 8621. The .
whistleblower provided the information to his FAA manapement in the Special Emphasis
Investipation Team (SEIT) on August 31, 2016. Those managers wrote management personnel
at the Atlanta Aircraft Certification Oﬁicc certificate management and safety oversight section,
requesting information on the approved configuration. Guidance was sent indicating that the
aircraft could be operated in a Part 135 operation provided that the doors are pbysically locked
open at all times, and that a maintenance action is required to lock the doors open, such thata
passenger wonld not be able to unlock the lock mechanism and close the door. SEIT
meanagement gave the whistleblower permission to notify the principal inspectors of the -
interpretation to ensure that the aircraft they were adding to the Ops Specs had the door locked
open mechanism.

In September 2016, the whislleblower wrote SEIT management indicating that FAA has granted
seventy-one exemptions from 14 CFR § 25.813(e). The whistleblower suggested that an
Information for Operators (InNFO?) be issued, aud prepared-a draft (Artachment I) which would,
be distributed to all Part 135 operators.

! An InFO contzins valuable information for operators to help them meet certain administretive, reguletory, or
operational requirements with relatively low urgency or impact on safety. See FAA Order 8000.91 establishing the
methad for sending information to operators in a timely manner.



In late September 2016, SEIT management concurred with the InFO draft prepared by the
whistleblower and encoursged the whistleblower to proceed with InFO publication. The
whistleblower also had the regulatory authority to submit the InFO as a safety recommendation?,
or he/she could have taken the issue to the Air Transportation Division for resolution. When
questioned why this course of action was not pursued, the whistleblower stated that he/she had
already informed management. Thus, thc whistlchlower chose to take no further action.

AAF investigators reviewed the FAA Automated Exemption System (AES), identifying seventy-
one granted exemptions to 14 CFR 25.813(e). Of these, only twenty-four were issued to eleven -
aircraft flect types eligible to be used by a 14 CFR 135 operator.

A search of FAA’s Web Based Opcrations Safety System (WebOPSS) reduced the fotal number
of possible aircraft fleet types to nine, and identified the namber of potentially affected aircraft as
600. Sampled review of individual sircraft airworthiness certificates further reduced the mumber
of actual eircraft fleet types found on 14 CFR 135 Ops Specs to five fleet types (BD700-1A10,
BD700-1A11, CE-560XL, CE-750, and GVY), totaling 397 aircraft.

The sampling methodology is as follows:

AC Type #Sampled ~ %Sampled #NFH or CC? %NFH or CC
BD CL-600-2B19 /10 80 0 0

BD BD-700-1A10 33/70 47 25 75
BD BD-700-1A11 37/47 79 35 - 95
Cessna S60XL 107/142 75 36 34
Cesgna 750 115/120 96 44 38
DA Falcon 7X 4/13 31 0

DA Falcon 900 & 900EX 13/70 19 0

DA Falcon 2000 & 2000EX ~ 26/110 24 0

GVI 9/18 50 1 11

ZFAA Order 8020.17, FAA’s Procedures for Handling FAA and International Safety Recommendations is used to
identify and correct safety deficiencies in the NAS. Aviation Sefety Recommendations can be submitted by any
FAA employee, and ne FAA employee may prevent the recommendation from being submitted to FAA's Office of
Accident Prevention (AVF}, or alter the content of the submission without the author’s consent. The Information
may be reviewed by the author’s superviser or other subject matter experts, but such a review is not required.

3 Not for Hire or Common Carriage — (NFH or CC)



The investigation further determined that the BD700-1A10 and BD700-1A11 fleet types had a
Supplemental Type Certificate (STC) issued which provided for the use of aircraft with a

14 CFR. 25.813(¢) exemption for hire or in common carriage. To affect this, the cabin doors in
question must be deactivated or non-operational to allow the private use limitation to be
removed. The STC sets out specific requirements to deactivate or make the doors non-
operational and required aircraft logbook documentation that the work was completed.

The investigation found that it was possible that some Ccssna aircraft (560XL and 750) may
have an exemption listed on air¢raft airworthiness certificates for modifications that were not
made to the aircraft. According to communication from Cessna, their past practice was to list alt
exempiions the airframe was eligible for, whether installed or not, This practice was stopped
following the Cessna merger with Beech.

Interviews were then conducted with the Principal Maintenance Inspectors (PMI) with the
greatest risk exposure based upon the numbers of each aircraft fleet type overseen. This included
the PMIs (and two Principal Avionics Inspectors) for seven of the largest Part 135 operators.

Though approvals may exist for the mitigation of exemption limitations, we found that
maintenance ASIs are not sufficiently familiar with the requirement to review exemptions
associated with each aircraft prior to adding aircraft to a 14 CFR 135 certificate. Only 22% (2 of
9) of those interviewed were aware of a responsibility to determine whether exemptions on
aircraft airworthiness certificates needed to be considered prior to adding an aircraft to an
operator’s Ops-Specs. The 22% that were aware only became aware afier they were contacted
by the whistleblower in 2016.

All interviewed stated that FAA guidance on the requirement was either weak or did not exist.
However, FAA Order 8900,1, volume 10, chapter 9, section 1, table 10-9-1C documents a
Tequirement to “check the apphca'mhty of* exemphonsfdeﬂauons from the Type Certificate Data
Sheet (TCDS) or other certification document.” This requirement appears to be mislabeled since
itis in a section for Export Certificate of Airworthiness and the aircraft i question were not
being readied for export,

Allegation 2: Aviation safety inspectors have failed to ensure that all aircraft operating in
the National Airspace System have valid aircraft registration.

Findings: Substantiated, in part.

Background
Effective Qctober 1, 2010, aircraft owners are required to re-register their aircraft every three

years. The re-registration of all aircraft occurred between October 1, 2010 and Decemher 31,
2013, updating the U.S. Civil Aircraft Register with current data denved from recent contact
with aircraft owners. At the time the rule was published in the Federal Register, FAA personnel
at the aircraft registry estimated that one-third of the 357,000 aircraft records it maintained were
inaccurate. The new requirement was in response to government and law enforcement agency
requests to provide more accurate and up-to-date aircraft registration information.



Section 47.45 requires that the holder of an aircraft registration certificate notify the FAA of a
change of address within 30 days. This is an often overlooked, inadvertent violation by aircrafl
owners. Approximately six months before an aircraft’s registration expires, the Aircraft Registry
mails a notice with instructions to the owner using the mailing address of record. If renewal has
not occurred two months prior to expiration, a second notice is sent to the owners. If aircraft
registration has expired and a renewal certificate has not been issued, received and placed in the
aircraft, the aircraft is without authority to operate. If a renewal notice is returned to the Registry
as undeliverable, a copy is placed in the registry file. Once the registration has expired, the
Registry sends a letter notifying the owner that the aircraft registration and airworthiness
certificates no longer support the aircraft’s operatior, that the aircraft registration number is no
longer authorized for use, and its assignment to the aircraft is scheduled for cancellation 60 days
from the date of the notice. However, we were not able to identify instances in which the
aircraft registration number was cancelled solely due to an expired registration.

ASISs as part of their routine duties, do ensure that all aircraft operating in the NAS have a valid
registration. However, the primary responsibility for current aircraft registration remains with
personnel at FAA’s Civil Aviation Registry who manage the parmanent records for aircraft and
airmen registration. '

The FAA has processes in place once an aircraft has been identified and reported as operating
with an expired registration. However, it has limited resources to proactively identify aircraft
that have expired registrations beyond correspondence sent to the last known address provided to
the registry by the owner.

On humerous occasions, the whistleblower has provided lists of aircraft operating in the NAS
without a valid registration to his management team, Our investigation determined that the
whistleblower first brought such a list to the attention of SEIT management in August 2016. In
September 2016, the whistleblower provided a list of additional aircraft. After discussions, the
FAA's Office of Security and Hazardous Materials Safety (ASH) Law Enforcement Assistance
Program (LEAT) Ma.nager- and SEIT Managerﬁ developed a process in
which the SEIT management official will forward the whistleblower’s findings to for
coordination throughout ASH. This corresponds to 2 Memorandum of Understanding (MOU)
between ASH and FAA’s Office of Aviation Safety (AVS) which states that FAA investigative
personne] will promptly notify the applicable LEAP office of any other potential violations that
fall within ASH's responsibility, such as aircraft registration discrepancies that surface as a result
of an inspection or investigation for which AFS has regulatery responsibility. There are
approximalely 20 personnel FAA-wide whose daily duties include aircraft registration issues.

Additionally, Special Agents assigned to FAA’s ASH, Investigations and LEAP Division
conduct “ramp checks” frequently. For instance, in FAA’s Eastern region, personnel conduct
inspections at 25-30 airports and 150-200 aircraft per month in a proactive effort to ensuring
aircraft are properly registered. Additionally, on at least a quarterly basis, LEAP personnel,
along with ASIs, SEIT and law enforcement personnel conduct operations to inspect aircraft
.operating into or out of the country. Such an inspection includes reviewing for valid aircraft



registration. Typically, LEAP personnel visit 3-4 airports and inspect about 75-100 aircraft in
two to three days.

For example, the whistleblower provided a list of aircraft operating with expired registrations as
-of July 1, 2017. At our request, LEAP special agents used law enforcement resources to identify
the aircraft owners and bring them into compliance. All of those contacted indicated that their
corporate addresses had changed, and they were unaware they were operating in violation of the
FAR, Of the three aircraft identified in the July 11, 2017 OSC referral (N552Q5, N553Q5S and’
N601QS, OSC referral, paragraph 1, page 3), two of these aircraft were operating under “pink-
slips™ in which the aircraft registration ended as prescribed by §47.41 (e.g., expiration,
destruction, etc.) and the N-number is no longer authorized for use, however, there remains a 90-
day temporary operating authority of the second or “pink” copy of the Aircraft Regisiration
Application following owhership transfers under §47.31(c)} . All three aircraft are current in
their registration and were brought into cormpliance prior to the OSC referral.

Exeept for criminal cases such as smuggling or other illegal operations, most of the violations of
expired registration have been technical, inadvertent, or unintentional. .In and of itself, an
expired registration does not necessarily increase risk in the NAS. However, when the agency
does not know the location of the aircraft, the owner of the aircraft, or whether the aircraft might
be attempting to deliberately circumvent the regulations, then the level of risk is increased.

In 2013, a Department of Transportation (DOT), Office of Inspector General (OIG) audit report
cited the fact that FAA relies on each aircraft owner to validate that the information on his or her
aircraft, including make, model, serial number, and the owner’s physical address in the registry is
current. The OIG found that FAA lacks formal quality control procedures for the Registry.
Among other recommendations, OIG recommended to FAA that it develop procedures for
periodic reassessments of aircraft and airmen data to improve and maintain data integrity. The
FAA’s response to this audit advised OIG that the agency does not believe the recommended
establishment of a scheduled periodical reassessment procedure offers sufficient improvement to
be worth the investment of resources that would be required. The FAA: partially non-concurred
with this recommendation, and AFS presented evidence to siggest that such a process was not
needed and that sufficient corrective action was occurring. (See OIG report, FAA's Civil
Aviation Registry Lacks Information Needed for Aviation Safety and Security Measures, Report
Number FI-2013-101, June 27, 2013 Attachment 2) o

However, it appears that FAA’s partial non-concurrence with the OIG recoromendation was
premature, as the whistleblower bas identified numerous aircraft operating with expired = -
registrations. Based upon the whistlehlower’s suhstantiated allegations, it appears that the
corrective actions identified by AFS in 2013 have not been suceessful.

Recommendations and Corrective Actions:

On September 5, 2017, we made recommendations for corrective action to _ FAA’s
Associate Administrator for Aviation Safety (AVS-1). We received AVS’s response on
September 18, 2017, The recommendations and AVS’s plan for correction are as follows:



Recommendation 1; Develop a Corrective Action Plan, with firm due dates, which requires
PMTs to review the exemptions on the airworthiness certificates for all aircraft currenty
overseen to determine 1) whether exemptions on each aircraft airworthiness certificate are
appropriate (the modifications identified in the exemption were made) and 2) whether any
aircraft has a limitation preventing use in 14 CFR 135 operations. If an aircraft has a
Yimitation preventing aircraft use under 14 CFR 135 operations, determine if a subsequent
STC allowed for the removal of any private use limitation, and that appropriate
documentation showing STC compliance was made. -

AVS Response: Concur. Thisisa complex issue that will require extensive analyses to
understand the scope and the impact of all exemptions currently in active use for 14 CFR

parts 23 (Airworthiness Standards: Normal Category Airplanes), 25 (Airworthiness Standards:
Transport Category Airplanes), 27 (Airworthiness Standards: Nomal Category Rotoreraft) and
29 (Airworthincss Standards: Traasport Category Rotorcraft). There are currently over 1,000
exemptions within these 14 CFR parts, requiring a labor-intensive review of cach one to
determine if it allows conditions or limitations that could impact compliance with 14 CFR

part 135 (Operating Requirements: Commuter and on Demand Operations and Rules Governing
Persons on Board Such Aircraft) operations. Once these have been identified, we then need to
determine if the limitation or condition impacts the operation of the aircraft, what needs to be
done to address it and if correction is needed, can the aircraft continue to operate and if so, for
how long and under what conditions, etc.

The exemption identified in this cornplaint*, aliows the Cessna Aircraft Company to install
interior doors between passenger compartments in the Cessna Model 560XL aircraft. The
affected rule (14 CFR 25.813(¢)°) states:

No door may be installed between any passenger seat that is occupiable for takeoff and
landing and any passenger emergency exit, such that the door crosses any cgress path
(including aisles, crossaisles and passagcways)

This exemption requlred this operating hm1ta.t1011 to be added to the Airplane Flight Manual:
The airplane must not be operated for bire or offered for common carriage. This does
not preclude the operator from receiving remuneration to the extent consistent with

14 CFR parts 125 and 91, suhpart F, as applicable.

As we know, 14 CFR § 135.178(f)® operating regulatiori prevents the unsafe condition this
exemption allows, and states in part:

4 Attachment 3 — Exernption 8621.pdf
5 Attachment 4 — CFR-2017-title14-25.813 pdf

5 Attachment 5§ — CFR-~2014-title14-vol3-sec135-178.pdf



{f) Emergency exit access. Access to emergency exits must be provided as follows for
each passenger-carrying airplane:
(1) Each passageway bétween individual passenger areas, or leading to a Type 1 or
Type IT emergency exit, must be unobstructed and at least 20 inches wide.

The exemption and the requirements of 14 CFR § 135.178(f) appear to conflict in. this case and
could raise the question as to whether the aircraft is being operated in compliance with either the
current air operators certificate or the exemption. Once the determination that the aircrait is
being operated in fitll compliance of 14 CFR § 135.178(f) is made, our concern is now whether
the aircraft meets the requirements of its Type Design as airworthiness exemptions are explicitly
granted as part of the aircrafts airworthiness.

To accomplish the requircd analyses and determine the scope and applicability of the analysis to
aircraft currently in use for 14 CFR part 135 operations, will require the formation of a dedicated
tearn of specialists to review each exemptian, identify the applicable aircraft make, model, series
and whether it imposes an adverse impact or potential noncomplian¢e in 14 CFR part 135
operations. This teamn will include members of the Flight Standards Service and the Aircraft
Certification Service.

Once the exemptions bave been reviewed and their potential impact to 14 CFR part 135
operations has been determined, a comprehensive search for aircraft currently used in 14 CFR
part 135 operations {about 11,041 aircraft) will be conducted to identify the applicable atreraft
and companies (5,331 active certificated 14 CFR part 135 Air Operators).

At the completion of the analysis, we will be able to establish the baseline for the continuing
efforts to determine the airworthiness actions necessary to ensure the safety of all aircraft, with
exemptions, currently operating in 14 CFR part 135 operations. While it is difficult to specify,
with any certainty, what the continuing actions will be before the analysis is completed, these
actions may include:

1. Issuance of Airworthiness Directives.

2. Targeted inspections of identified aircraft by FAA assigned Principle Inspectors.

3. Letters to air operators requiring them to demonstrate compliance with part 135 within
a specified number of days.

4. Corrections of aircraft airworthiness certificates that may list an exemption that is not
applicable to the aircraft for which it was issued.

5. Removal of exempted aircraft frot part 135 operations until they can be brought into
full compliance for these operations.

6. Review of any Supplemental Type Certificates (STC) that may have heen applied to the
aireraft to ensure continued compliance for part 135 operations.

This action plan will resolve the whistleblower’s concerns for all aircraft currently in use for
14 CFR part 135 operations, the actions to answer recommendations 2, and 3 will address these
same concerns for additional/new aircraft being added to 14 CFR part 135 operations in the
future,



Guidance, is currently in draft, that addresses the review of all exemptions when considering
whether an airplane can be added fo an air operators certificate. This is further explained in the
responses to recommendations two and three.

When analysis and the scope of the work to be completed has been determined, a comprehensive
action plan will be developed. We will complete the comprehensive action plan by December 1
2017.

Recommendations 2 and 3: Revise FAA Order 8900.1 io provide beiter clarity on AST
responsibilities to review limitations placed on aircraft as a result of limitations in associated
exemptions and establish procedures to ensure exemptions are reviewed prior to aircraft
addition to 14 CFR 135 Op Specs.

AVS Response: Concur: It must be remembered, it is always the air operator’s responsibility to
chsure their aireraft are in compliance with their operating rules, as such, guidance has been
drafted for both the industry and FAA inspectors to mitigate the gaps found when adding an
aircraft to an air operators certificate. The draft guidance will enter our review process which
includes soliciting comments from FAA inspectors. After the conclusion of this process, we will
publish an Information for Operators (InFO), addressing the adding of an aircraft to an air
operators certificate, and an associated Advisory Circular (AC) to the public outlining the
chanpes and requirements for adding aircraft to their operating certificates. The timelines for.
publication of these documents may vary, however, our goal for project completion is within

6 months from September 30, 2017.

Recommendation 4: Have personnel in AFS-200 review the InFO prepared by the
whistleblower to determine whether it is appropriate for publication, and ensure that it is
. published in a timely manner. '

Concur: The content in the supplied InFO cites language from the FAA Order 8900.1 (Flight
Standards Information Management System) that is outdated and is currently in the process of
being updated. Publishing the current information in the nFO, as written, would only serve to
promulgate known outdated information as well as being limited to only one exemption issue.
When the guidance materials have been updated, and the analysis in recommendation 1 is
complete, we will publish an InFO that addresscs all of the identified exemptions that impact
current 14 CFR part 135 operations. :

We also propose to puhlish a Notice directed at PI's to ensure the firture aircraft additions to
operator’s operations specifications are reviewed with a specific focus on any airworthiness
exemptions and the compatibility of any associated Conditions and Limitations with the intended
operations of the aircraft. We will publish the TnFO and the Notice by September 1, 2018,
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Recommendation 5: In the June 27, 2013 DOT OIG Report, FAA’s Civil Aviation Registry
Lacks Information Needed for Aviation Safety and Security Measures, Report Number FI-
2013-101, OIG recommendations 1, 2, and 3 (page 10), all pertained to enhancing the
accuracy and. integrity of the information contained in the registry. Based on the volume of
aircraft identified as operating in the NAS with expired registratior. (as provided by the
whistleblower), it is clear that the registry does not have sufficient processes or personnel to
maintain a robust and accurate registry. The FAA needs to implement these
recommendations in a manner which addresses the recommendations’ full intent, to include
sufficient quality control processes.

Concur: The FAA is evaluating additional actions that could be taken to further enhance the
accuracy and integrity of the information contained in the registry. Specifically, to the
recommendations in the 2013 DOT OIG Report:

OIG recommendation 1. Develop procedures for periodic reassessments of aircraft and
airman data to improve and maintain data integrity.

Response: Aircraft owners are-required to re-register-their aircraft every three years. The
aircraft data is reviewed during the re-registration process. The Registry updates its airman
data from data submitted when an airman updates their medical certificate. The FAA is’
evaluating procedural enhancements that would address registry records in cases where a
safety risk is identified.

OIG recommendation 2, Issue policy or regulations that clarify informational
requirements for registration of aircraft owned by trusts for non-citizens.

Response: FAA published a policy clarification conceming registration of aircraft owned
by trusts for non-citizens, in the Federa! Register on June 18, 2013.

0OIG recommendation 3. Develop procedures to ensure that airman addresses are kept
CUFFENL.

Response: Conceming airman data, the Registry acquired software to standardize an
address using the rules established by the US Postal Service (USPS). It also checks if the
address is valid; i.e. street, city, state and zip code; by checking against a data base of
addresses provided by the USPS. We infend to partner with other offices within the Flight
Standards Service (AFS) and the Office of Security and Hazardous Materials (ASH) to
develop plans for a multi-level active enforcement program to identify and address
inaccurate aircraft operators and airmen records. We will complete a plan of action for this
effort by December 1. 2017,
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Investipation Methodology

The investigation was conducted under the authority of the FAA Office of Audit and Evaluation
(AAE), pursuant to Title 49 U.S.C. §106(t) and FAA Order 1100.167B.

Investigative Team: :
-, Jr., Senior Investigator/Aviation Safety Inspector, Office of Audit and

Evaluation
. . Investigator/Aviation Safety Inspector, Office of Audit and Evaluation
, Senior Technical Advisor, Office of Audit and Evalnation

The investigative team analyzed records and documents obtained from the whistlcblower, as well
as hundreds of records including memorandums, emails, and FAA guidance, policy, regulations,
orders and notices, hundreds of records related to aircraft exemnptions, aircraft registrations. In
addition, interviews or discussions of policy and practice were conducted with the following
individuals:

» The confidential whistleblower
Principal Maintenance Inspector (PMI) Exclusive Jets (CE

560XL)
o . 21 for Sunset Aviation LLC (7SSA) (GVI)
o [ 31 for XOJet Inc. AWKA (CE 750)
o I 121 for Delta Private Jets Inc. (CVGA) — (CE 560XL)
. — PMI for Executive Jet Management Inc. (CWQA) (GVI)
I 1\ for Netlets Aviation Inc.) DXTA — (BD700-1A10, BD700-1A11,

CE 560XL, CE 750)
o BRI 1 for Zetta Jet USA Inc. (IIDA) (BD700-1A10)
. -, Principal Avionics Inspector (PAI) for NetJets (DXTA)
. £ for Sunsct Aviation LLC (7SSA)
_,_ Manager, Avistion Security and Special Activities, Special Emphasis
Investigations Team (SEIT) _
, Manager, Safety Risk Management Division, SEIT
, Supervisory Aviation Safety Inspector, SEIT
, Program Manager, LEAP ASH
Special Agent, ASH

12



List of Attachments

ROl

Draft nFO

OIG Audit Report FI-2013-101
Exemption 8621.pdf

CFR 2017 title 14-25.813.pdf

CFR 14 title 14-vol3-sec135-178.pdf

13



Attachment 1






Office of Inspector General

Audit Report
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Federal Aviation Administration
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From:
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Q@ Memorandum

u.8. Department of
Transportation

Office of the Secretary
of Transportation

Offiee of Inspector Ganeral

ACTION: Report: FAA’s Civil Aviation Registry Dake:  June 27, 2013
Lacks Information Needed for Aviation Safety and

Security Measures

Report Number FI-2013-101

Reply ta JA-20
. " . Attn. of -
Assistant Inspector General for Financial and °

Information Technology Audits
Federal Aviation Administrator

As part of the Federal Aviation Administration’s (FAA) safety mission, its Flight
Standards Service' (AFS) maintaing the Civil Aviation Registry to ensure that
unqualified aireraft owners and airmen® do not receive aircraft registrations or
licenses. FAA uses the Registry to process and maintain ownership registrations
on 350,0003_ private and commercial aircraft and records on pilots’ licenses. The
Registry, which contains personalty identifiable information (PI), also serves as a
source of information for other Government agencics, including those responsible
for homeland security and investigations of aviation accidents and other incidents.

We initiated this audit because of congressional concerns over aviation safety and
the security of the information that FAA maintains in the Registry, Our objectives
were to determine whether (1) rircraft registrations and pilot certifications include
the information needed for FAA to ensure aviation safety, (2) security controls
keep the Registry secure from unauthorized access, and (3) contingency plans are
sufficient to recover the Registry system in the event of an emergency.

To conduct our work, we interviewed officials from FAA’s Flight Standards
Service and Aviation Safety Office of Quality, Integration, and Executive
Services, We reviewed laws governing aircraft registration and pilot certification
and examined FAA’s policies and procedures on the Registry’s operations. We

LAFS promotes safk air transportion by setting standands for certi fieation and oversight of pilats: air carriers including
imajor girlines, regional carriers and cargo carriers; fligh! schools and training eenlers: gnd mansgement of the
information systems of recond for pilots and all civil aircrafi. .

?[ndividuais certified by FAA's Airman Certificaiion Branch under 14 CFR Agronautios and Space § 61,63 and 65.
*The munber of U.S. civil aircratt registered as of August 2012,



also assessed FAA’s compliance with Department of Transportation (DOT) poticy
on maintenance of information -systems’ confidentiality and availability., We
condueted this audii between January 2011 and April 2013 in accordance with
generally accepted Government auditing standards. Exhibit A Turthet details our
scope and methodology.

BACKGROUND

AFS manages the Registty—located in Oklahoma City, Oklahoma—which
consists of two databases, one on aircraft and the other on airmen. For aircraft,
AFS accepts applications for and maintains permanent records on the registrations
of all ¢ivil aircraft. Title 14 (Aeronautics and Space) of ‘the Code of Federal
Regulations (CFR) requires the application to include the aircraft’s make, model,
and serial number; the applicant’s permanent address; and documentary proof—
such as title of ownership or bill of sale—that the applicant owns the aircraft. Each
applicant for registration must also certify that he or she is a citizen of the United
States and that the ajrcraft is not registered under the laws of any other country,
AFS reviews each applicant’s information and issues Certificates of Aircraft
Registration to applicants who mest requirements.*

FAA regulations also allow the registration of aircraft owned under trusts,” which
allow non-U.8. citizens to have their aircraft registered on FAA's Registry. To do
this, an aircraft owner will create a trust agreement that transfers the aircraft’s title
to an American trustee. The trustee, who may be an individual or organization,
will register the aircraft under his/her or its name. The 2greement will alsd identify
the beneficiary or person who can use the aircraft. The owner and the beneficiary
are frequently the same person.

In July 2010, to ensure that aircraft owners provide accurate information for
Registry records, FAA issued a rule on aircraft re-registration® and registration
renewal. The rmule requires the re-registration of all civil aircraft - by
December 31, 2013, and enables FAA to cancel the registrations of aircraft that
are not re-registered by this date, After initial re-registration, all aircraft
registrations must be renewed every 3 years.

“Title 14, Section 47.5 ol he CFR notually states that the Certificate of Airerafl Registration is issued “to the person
wha appears to be the awner” (emphasis added) of the aireraft.

*Atrustis a legal entity created by one party, the owner and trustor, Through which a seeond parly, the trustes, holds the
title to the trustor's assets or property for the benefit of a third pariy, the beneficiary. The rrusiodowner may also be a
trugice and/or one ol the beneficiaries.

“Re-registration will take place bebween Octaber 1, 2010, and Decemther 31, 2013, All awners are required w re
register by predetermined quarterly dates based on the menth of priginal registration, First-time registrations issued on
or alter Oclaber 1. 2010, glso expire atter 3 yvears,



CTR 14 also requires all persons who operate aircraft in the United States to obtain
and maintain a valid pilot’s certification. AFS accepts applications for pilots’
certifications and maintains permanent records on the certifications in the
Registry’s pilot database. An application for a pilot’s certification includes the
applicant’s social security number and date of birth, a record of pilot flight time,
and the basjs for the application such as test results or graduation from approved
courses’. FAA uses designated examinerss—private individuals wlo act on FAA’s
behalf—to review and approve the applications, and AFS’s Registry examinets
review approved applications and issue certifications. FAA contracts with a
vendor who fumnishes the facilities, management, personnel, equipment, and
materials necessary to produce and mail pilots’ certifications. :

RESULTS IN BRIEF

FAA’s Civil Aviation Registry lacks accurate and compiete information needed
for aviation safety and security measures. The Registry lacks information on
registered aircraft, owners—inciuding non-U.S. citizens—and their compliance
with FAA regulations. FAAs regulations require owners to periodically update or
correct the information in their Registry records, but the Agency does not check
these re-registrations against the original records to ensure accuracy and regulatory
compliance. We found incomplete registrations for about. 5,600 aircraft, or
54 percent, owned under trusts for non-U.5. citizens. As a result, FAA has been
unable to provide information on these aircraft to Toreign authorities upon request
when U.S. registered aircraft are involved in accidents or incidents in foreign
countries, as requited by the Convention on Intemational Aviation. FAA’s
Registry similarly lacks complete information on pilot certifications, which malces
it difficuit for law enforcement officials to use the Registry to conduct security

_screenings required by the Intelligence Reform and Terrorism Prevention Act of

2004 (IRTPA) or to detect pilots who provide false inforthation. These data
weaknesses largely stem from FAA’s lack of formal quality control procediires to.
regularly reassess the integrity of the Registry’s data and information systems.

FAA has not implemented needed security controls over the Registry’s
configuration and account management to mitigate the risk of unauthorized access
to PII. FAA maintains it is not responsible for information voluntarily submitted to
the Registry. However, FAA’s practices are contrary to Office of Management and
Budget (OMB) and National Institute of Standards and Technology (NIST)
requirements that require protection of PII and emphasize the importance of access

‘controis, up-to-date operating systems, and confinuous monitoring. We found

multiple weaknesses with the Registry servers, including outdated operating

TSubmission of the data is mandatory, except for the Soeial Security Nunber., which is voluntary.
Designared examiners éxcroise the aathority of the FAA Administrator’ © eertify and approve pitots” records.
cenifications. and test resulis,



systerns and no routine monitoring over sensitive data access. FAA is also not in
compliance with DOT policies calling for PIT encryption and account access
controls. Finally, FAA does not have agreements in place with external parties that
receive regisiry information to protect PII to prevent unauthorized access, as
required by the Federal Information Security Management Act (FISMA).

FAA’s recovery plan for the Registry does not meet DOT's information
technology {IT) security policy requirements and is inadequate to ensure that the
system is recoverable affer a disaster or other event causing it to be shut-down. For
example, FAA’s test procedures for the Registry's recovery plan did not-include
an alternative processing site for the resumption of Registry functions in case of a
shut-down. Due to a reorganization of information technology activities some
years ago and the Registry’s complexity, FAA had not yet selected an alternate
processing site, Lack of testing of the Registry’s backup systems at an alternative
site creates the risk that FAA will be unable to resume essential operations after a
system shut-down.

We are making recommendations fo improve the accuracy, security, and reliability
of the Registry’s dafa.

FAA’'S REGISTRY DOES NOT CONTAIN COMPLETE AND
ACCURATE INFORMATION ON AIRCRAFT REGISTRATIOMNS AND
PILOT CERTIFICATIONS

FAA does not maintain accurate or complete information in its Registry. For
example, it lacks information on registered aircraft, owners—inctuding non-U.8S.
citizens—and their compliance with FAA. regulations. FAA. similarly lacks
complete information on pilot cértifications, which makes it difficult for the
Transportation Security Administration (TSA) and other law enforcement officials
to use the Registry for required securify screenings or fo detect pilots who provide
false information. A major factor contributing to these weaknesses is FAA's lack
of formal quality control procedures to regularly reassess the integrity of the
Registry™s data and information systems.

The Registry Lacks Complete and Reliable Information on Registered
Aircraft and Their Owners and Operators

The Registry lacks information on registered aircraft, their owners, and their
operators that FAA needs for aviation and securiry measures. We selected a
random sample of 68 out of 10,292 fixed wing and rotary aircrafi registrations and
found that 37 out of 68 had incompiete registrations. Based on this finding we
estimate that 5,600 or 54.4 percent of aircraft owned under trusts for non-US
cifizens lacked important information such as the identity of the trusts’ owners and



aircraft operators.” While FAAs regulations require registration applications to
include copies of all documents that establish these trusts, they require few
documents that identify the owners who established the trusts and how the trusts
comply with regulations. However, under the Convention on International Civil
Aviation,'® FAA hds a duty to provide, upon request from appropriate foreign civil
aviation authorities, accurate information on .S, registered aircraft operated in
foreign countries. Foreign aviation authorities have brought to FAA’s attention
nmumerous accidents, operational errors, and other incidents involving U.S, aircraft
regisiered to trusts for non-U.8. citizen beneficiaries. Because the Registry lacks
information on these aircraft, FAA is at risk of not being able to meet its duty
under the Convention and answer these authorities’ requests for information. FAA
has taken actions by convening a working group to identify key issues, holding
public meetings, and issued proposed policy clarification in the Federal Register
for these types of aircraft registrations, but has yet to conclude work in this area.
We are conducting additional asudit work on the relationships between these
trustees and the anonymous owners/beneficiaries.

We also found errors in Registry data. Specifically, 130 of 350,000 aircraft
registration records in the Registry share make and model information and serial
numbers with at least 1 other aircrafi, making it difficult for FAA and other
Registry users to identify the true owners of tliese specific aircraft. While this is a
small number of discrepancies, the impact is potentially significant if a2 serious
incident occurs and FAA is unable to identify the aircraft’s owner in a timely
manner, Inadequate quality control procedures contribute to such errors. For
example, FAA does not check the Registry for duplicate information or perform
semi-annual reassessments to review the information in aircraft registrations for
accuracy or compliance with regulations in accordance with DOT policy. "
Instead, FAA relies on each aircraft owner to validate that the information on his
or her aircraft—including make, model, serial number, and the owner’s physical
address—in the Registry is current.

The Registry Does Not Contain Complete and Accurate Ihformation
on Pilots' Certifications

The Registry also lacks information on pilots that FAA. needs to ensure aviation
safety. Over 43,000 ajirmen have received certifications even though they have not
provided FAA with accurate permanent personal addresses. Despite its policy, '?
FAA has permitted pilots to use business and flight school addresses on their

*Our £,500 gstimate has g precision of +/-1,027 at the 90-percent confidence level.

¥inown as the Chicago Convention. it was signed on December 7, 1844,

"DOT Order 135137 Deporunemtal Cybersecurity Policy l'eq_u'i res thar Systzm Owuers perform semi-annual
reassesaments of the integrity of information and ensure the validity of information inpurs.

"“FA A Order 8900.2 CHG 1, General Avigtion Airmon Designee Handboole



applications for certification, As a result, it is difficuit for TSA to locate
individuals to conduct IRTPA-required pilot screening. These screenings must be
complete before FAA can issue pilot certifications. The Government
Accountability Office (GAO) recenﬂ? reported on the impact that FAA’s lack of
data on pilots has on aviation safety ~ and has l11gh11ghted the importance of the
Registry's accuracy for ensuring aviation security. e

FAA also does not comply with [RTPA’s requirements for more secure pilot
certification documentation. IRTPA requires FAA to issue pilots’ licenses that are
tamper resistant, include a photograph of the pilot, and can accommeodate a
biometric identifier, such as fingerprints. According to FAA officials, however,
the Agency does not yet require pilots to provide photographs or biometric
identifiers for inclusion in their certifications due to its lack of expertise in
biometrics and a late stari in its preparation to meet the requirement. The
Department of Homeland Security’s Inspector General has reported ' that because
FAA does not require unique identifiers—such as photographs or social security
numbers—on pilots’ certifications, TSA may not be able to identify pilots who
provide false personal information.on their certification - applications thereby
making it easier for individuals using false identities to receive certifications.

FAA Lacks Formal Quality Control Procedures for the Registry

FAA does not have formal quahty control procedures to conduct regular integrity
assessments of the Registry’s data. DOT policy'® states that Information System
Owners—the manager responsible for an information system’s operation and
maintenance—must reassess semi-annually the integrity of both their systems'
infonmation and software. Furthermore, System Owners must ensure that their
information systems validate information inputs to ensure that the systems' data
are complete, securate, and valid, and that the systems identify and reject any
incorrect information, However, FAA has no documentation that describes the
Registry’s quality control requiremenis for reassessing na da‘ra and how those
requirements correspond with FAA’s policy and regulations.

""GAQ, Additicnal FAA Efforts Could Help Identify and Mitigate Safety Risks, GAO-13-36, October 4, 2012,
"3a0, TSA's Process for Ensnring Foreign Flight Students Do Not Pose a Seeuriiy Risk Has Weaknesscs,
GAU 12-900T, July 18,2012,

YDHS, Transportution Secarity Adminisiralion (TSA) Vetting of Airmen Certificates and General Aviation Airport
Access and Security Procedwres, OIG-11-946, July 201 ).
"8, Departinent of Transportation, Departmental Cyberseeurity Compendium, Supplement to DOT Ocder 1351.37,
June 14, 2011.
14 CFR § 47 (Airerait Registration) and § 61, 65 and 65 (Alrmen Certification).



THE REGISTRY’S SECURITY CONTROLS ARE INADEQUATE TO
PROTECT THE REGISTRY’S Pll FROM UNAUTHORIZED ACCESS

FAA's security controls for the Registry’s systeml configuration and accoust
management do not adequately protect the PII in-the systerms. FAA’s controls do
not comply with DOT policies and put the system at risk for unauthorized access.
Furthermore, FAA -does not require the contractor who produces pilots’
certifications to have the security controls required by FISMA and DOT policy in
place.

FAA’s Inadequate Security Controis Put the Registry’s Pl at Risk for
Unauthorized Access

OMB requires all Federal agencies to implement the security controls necessary to
prevent inappropriate access to, use, and d.isclosure of PII. Furthermore, NIST
specifies the controls for high-impact systems,'® such as the Registrv For
example NIST requires access controls, up-to-date operating systems'® and
patches,”® and continuous monitoring. Pilots® certifications contain particularly
sensitive PII, including social security numbers end personal medical information.
Alrcrafl records submitted during the registration process may also contain PII
inadvertently included by the registrant. However, FAA hes not implemented
security controls that will mitigate the risk of una uthorized access to the Regisiry's
PII. We performed a vulnerahbitity assessment®’ of Registry systems and noted the
following weaknesses:

» Thirty computer servers, 70 percent, of the 42 that support the Registry,
contained at least 1 high risk or critical vulnerability—a weakness in an
information system that could be exploited for unauthorized access.

o Two servers were runting operating systems that were outdated and therefore
no longer receiving vendor support or patches.

o Seven servers were missing updéte paiches from 2007 and subsequent years.
+ Access to sensitive Registry data is not monitored.

Furthermore, we found that FAA did not effecﬁveiy implement the following
controls that are required by FISMA, OMB, or DOT policy:

YA gvstam is eonsidered high impact if its loss of confidentiality, inegrity, or availability is expected to have a severs
or eatastrophic adyerse effect on organizational operations, organizational assets, or individuals.

Yan operting system is the software that allows compuier ysers to o applications wit ile hardware of 2 specific
systermn. Microsoft Windaws or Apple Computer’s OF are examples of operuting systems.

®pstches are sofhware that fix profems with computer programs, ineluding system vulnerabilifias.

U A vulnersbility assessment is n method of identfving weaknesses present in information echnology systams by
examining the current sofhaare versions and seftings.



e PII encryption. FAA does not _encryp‘r22 Registry data, including PII, on pilots
and sensitive information inadvertently submiited by owmers for aircraft
_registrations. The lack of encryption makes reading PI easier when it is
accessed by an unauthorized party or stolen. During the ptlot certitication and
aircraft registration processes, FAA receives copies of sensitive information
such as driver licenses and documents ancillary to trusts, which without
encryption, is at am increased risk of exposure,

» Annual user account validations™ to identify, disable, and remove
accounts are no longer in use. FAA only sporadically validetes the Registry's
user accounts and does not document this validation. Untimely disabling and
removal of accounts could lead to unauthorized access to information and
systems by individuals who are no longer authorized. Additionally, FAA has
inadequate policies and practices for creating and managing user accounts. For
example, FAA’s gystem access authorizations do not adequately segregate
approval and recording of changes to user accounts.

» Multifactor nser identity authentication. OMB requires multifactor identity
authentication, which consists of a p&ssword ‘and another access method such
as a smart card, to verify Registry users’ identities before granting system
access. Although FAA indjcated that the Registry uses dlgltal signatures™ to
authenticate Registry users, we found that it does not use this technology or
multifactor authentication. In addition, there are over 38,000 Registry users—
designated examiners that certify pilots” certifications application—who are
not FAA employees, heightening the need for strong access conirols, such as
multifactor identity authentication, to prevent compromise of pilots’ Pl

Inadequate procedures, delayed resolution of identified weaknesses, and not
acceptinig responsibility for PII voluntarily submitted to the Registry contrihuted to -
these weaknesses. Specifically, FAA had no written procedures and guidance on
configuration manapgement and changes making it difficult to monitor and patch
the system. FAA also had not completed the corrective actions included in its
plens of action and milestones (POA&Ms) to address identified weaknesses.
Twenty-six POA&Ms, including high risk items that FAA identified in 2009, were
not resolved in a timely manner. For example, FAA wrote a POA&M for its lack
of a configuration management plan for the Registry’s system with a completion
date of May 31, 2010, but did not complete the plan until October 2011. Finally,
FAA officials informed us that because PII in aircraft registration records are

PEnerypion is the process of changing information in such a way a3 o make it unreadable by anvone except those
possessing spectal knowledge {nsually referred o as a “kev™) that allovws them to change the information back 1o its
ariginal, réadable torm. )

HAnnuat validadon is required for nsars® aceounts and semi-annual for system owners and administ-ators’ aceoim!s.
MDigital signature is & technology that vses encryption fo authenticate the person who irmsmits informetion over a
network and to ensure that the infbrmation is not changed doring (ransmission.



voluntarily submitted to the Registry by aircraft owners, FAA does not have any
responsibility to safeguard this sensitive information.

FAA Has Not Established Required Agreements with its Contractor
and Other Agencies That Receive Registry Information to Ehsure That
Their Systems Protect the Information

FAA doés not have FISMA-required agrecments with its contractor and other
Federal agencies that receive Registry information to ensure that these third-
parties” systers can protect the Registry’s PII from unauthorized access. FISMA
requires Federal agencies to establish interconnection’ security agreements to
authorize connections -from one information system fo systems outside of their
autharization, These agreements provide assurance that the outside systems are
secured according to the requirements. for Federal information processing systems,
DOT policy also calls for FAA to requite providers of external information system
services to employ security controls in accordance with the requirewnents for
Federal systems. However, FAA has not entered into such an agreement with the
vendor that produces pilots’ certifications or included the required terms in its
contract with the vendor. FAA also shares Registry information with other
Government agencies, such as TSA, and Federal and State priscnms, but does not
have interconnection security agreements with all such entities. As a result. FAA
does mot have any assurance that the information it provides to external parties
will be properly secured.

FAA’S CONTINGENCY PLAN FOR THE REGISTRY CANNOT
ENSURE THAT THE AGENCY WILL RECOVER THE SYSTEM
AFTER A SHUT-DOWN

FAA’s contingency plan for the Registry does not ensure that FAA will be able to
recover the Registry after a shut-down. At the time of our review, the plan
described how to recover the system in the event of an emergency shut-down.
However, FAA had not yet established an allernative operation site for the
Registrty, Both NIST Special Publication 800-53 and DOT policy, issued in
August 2009 and June 2011 respectively, require DOT’s operating administrations
to establish alternate processing sites for their information systems and to
implement plans for the resumption of system operations for essential missions
and business functions when the primary processing capabilities are unavailable,

Furthermore, FAA’s test procedures far the Registry’s recovery plan do not
include testing & recovered system. Because the Registry is a high-impact system,
NIST requires FAA to test the Registry’s contingency plan at the alternate
processing site to determine the plan’s effectiveness and staff’s readiness to
execute the plan, review the test results, and initiate corrective actions. However,
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FAA only makes phone calls to ensure thaf the key personnel can he contacted in
the event of an emergency shut~down of the Regisiry.

Due to a reorganization of information technology activities a number of years ago
and the Registry’s complexity, FAA is stili working to establish the Registry’s
alternative processing site. However, the lack of testing of the Registry’s backup
systems at an alternative site creates the risk that FAA will he unable to resume
essential operations after a system shut-down and ensure continued acecess to
aircraft registrations and pilot certification records.

CONCLUSION

DOT’s primary mission is safety. Integrally related to the safety of aviation
operations 13 the security and integrity of information FAA collects on the pilots
and aircraft operating in the National Airspace System and around the world. In
furtherance of the aviation safety mission, FAA must collect and protect complete
and accurate aireraft and pilot data. In addition, FAA must also ensure this data is
readily available for safety purposes. The weaknesses we identified increase the
risk that the integrity and privacy of the Registry’s data will he compromised. In
addition, in the event of a system disruption, the data may not be available in a
timely manner. Until reselved, these weaknesses diminish FAA’s ability to fully
carry out its safety mission and provide required services and assistance to the
aviation public, airlines, law enforcement, foreipn governments, and Federal
.agencies responsible for homeland security.

RECOMMENDATIONS -

To improve the accuracy, security, and reliability of the Registry's data, we
reconunend that FAA’s Administrator require the Associate Administrator for
Aviation Safety in consultation with the Agency’s Chief Information Officer:

1. Develop procedures for periodic reassessments of aircraft and aiiman data to
improve and maintain data integrity.

2. Issue policy or regulations that clarify informational requirements for
registration of aircraft owned by trusts for non-citizens.

3. Develop procedures to ensure that airman addresses are kept current.

4. Implement the provisions of the Intelligence Reform and Terrorism Prevention
Act’s for pilot certifications.



11

5. Implement access monitoring, user accounts, and multi-factor authentication
for the Registry.

6. Encrypt PII and mitigate the vulnerabilities on Registry computers. If controls
cannot be implemented immediately then remove all PII or take other actions
as appropriate, such as suspend the system’s operation in accordance with FAA
Order 1280.1B.

7. Ensure that the FAA contractor’s comnputers and other third-party systems
comply with information security conirols required by FISMA and DOT
policy.

8. Mitigate contingency planning weaknesses by selecting an alternative
processing site and periodically conducting comprehensive contingency tests at
the altemate site in accordance with DOT policy.

AGENCY COMMENTS AND OFFICE OF INSPECTOR GEMERAL
RESPONSE

We provided FAA with a-draft of this report on April 4, 2013, and requested the
Agency’s response within 30 calendar days. We received the response on June 20,
2013, which is included as an appendix to this report. FAA concurred with five of
our eight recommendations (2, 3, 4, 7, and 8) and partially concurred with three (1,
5. and 6). -

FAA concurred with recommendation 2 and requested that it be closed based on
its recent publication of a revised policy on registration of non-citizen trusts;
howcver, we do not agree that FAA's clarification of its aircrafl registration policy
will ensure that FAA has the information it needs. The new policy states that
trustees, upon FAA’s request, should provide information about registered aircraft
and their operations within set time frames. However, FAA states that the Registry
is the systermn of recard in which the Agency maintains information that users need
to locate individuals and aircraft. For the Registry to meet this purpose, FAA must
collect this information as part of the registration process so that is available to
users when they need it. Consequently, the new policy does not ensure that FAA
will have the information it needs for proper safely oversight. Therefore, we
request that FAA reconsider its response and provide information to clarify how it
will collect and maintain current information about the ownership and operation of
all ajrcraft owned under trusts for non-citizens.

FAA partially concurred with recommendations 1, 5 and 6. However, its planned
actions do mot address the recommendations® full intent. Therefore, we consider
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them open and unresolved and request that FAA reconsider its related responses.
Specifically:

We disagree that the Agency has quality control processes in place that are
sufficient to resolve recommendation 1. In addition, FAA has not provided
information describing its quality - control requirements for regular
reassessments of the Registry’s data. The Agency’s planned action on data
integrity improvements would be beneficial but does not go far enough. DOT
policy requires semi-annual data integrity assessments for all information
systems. FAA’s planned action does not comply with this policy. Therefore,
we request that FAA provide additional information on actions it plans 4o take
to periodically reassess the Registry’s data to identify and correct aircraft
registrations. and pilot certifications that do not conform to its policies and
regulations.

In response to recommendation 5, FAA stated that its self assessments of the
Registry determined that the Registry’s system was at fow risk for inadvertent
disclosure of sensitive information, despite the fact that FAA has not
implemented system account managemen! and strong user identity
authentieation mechanisms. Further, FAA categorized the Registry as a high
impact system, meaning that loss of confidentiality, integrity or availability of
its information would have a severe or catastrophic effect on FAA’s
operations. DOT policy requires high impact systems to use annual account
validations and multifactor identity authentication to protect their sensitive
information. FAA’s response does neet these DOT policy requirements for
such high risk systems. Therefore, we request that FAA provide clarifying
information on 'its plans for establishing annual account validations and
multifactor user identity authentication.

FAA’s lack of encryption of the data on its legacy systems does not comply.
with DOT policy and, therefore, does not sufficiently address recommendation
6. DOT pelicy requires encryption. of all sensitive P11, wherever it may reside,
and does not allow for application of encryption when practical. We request
that FAA provide information on its planned action to incfude encryption of all
sensitive PII in the Registry, including that contained in legacy systems.

Given FAA’'s reaction to our reconunendations, we remain concerned that the
integrity and privacy of the Registry’s data will remain at risk.

ACTIONS REQUIRED

FAA’s planned actions for recommendations 3, 4, 7, and 8 are responsive and we
consider these recommendations resofved but open pending completion of. the
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planned actions. For recommendations 1. 2, 5, and 6, we are requesting the
Agency provide additional information on its planned actions, as detailed above.
In accordance with DOT QOrder 8000.1C, we request this information within 60
days. All corrections are subject to follow-up provisions in DOT Order 8000.1C.

We appreciate the courtesies and cooperation of Federal Aviation Administration
representatives during this audit. If you have any questions cencerning this report,
please call me at (202) 366-1407, or *, Program Directer, af
{202) 366-1488.

cc: Chief Information Officer, DOT
Associate Administrator for Aviation Safety, FAA
Assistant Administrator for Information Services cmd
Chief Information Officer, FAA
DOT Audit Liaison, M-1
FAA Audit Liaison, AAE-100
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EXHIBIT A. SGOPE AND METHODOLOGY

‘We conducted our work from January 2011 through April 2013 in accordance with

generally accepted Govemment auditing standards. Those standards require that
we plan and perform the audit to obtain sufficient, appropriate evidence-to provide
n reasonable basis for our findings and conelusions based on our audit objectives.
We believe that the evidence obtained provides a reasonable ‘basis for our findings
and conclusions based on our audit objectives.

To determine the sufficiency of the Registry’s aircraft registrations and pilots
records, if PII was secure from unauthorized use or access, and if contingency
planning ensures Registry continuity, we interviewed officials from several FAA
offices and directorates. This included FAA’s Flight Standards Service—Civil
Aviation Registry and Flight Standards Division Special Emphasis Investigations
Team. We also interviewed officials from FAA’s Office of Quality, Integration,
and Execuive Services; Office of the Chief Counsel; Office of Information

Services-Information Systems Security; and Office of Acquisition Services—

Contract Management Team. We obtained, reviewed, and analyzed documentation
related to the confidentiality, integrity, and availability of the FAA's Registry
system. :

We used a statistical sample of 68 aircraft out of 10,292 from the Registry to
evaluate aircraft registration compliance with 14 CFR § 47 (Aircraft Registration),
We tested five key registration requirements on each of the 68 aircraft for a total
of 340 tests. This statistical sample allowed us to project aircraft registration
errors with a 90 percent confidence level and a precision of +/- 10 percent.

Finally, we performed & vulnerability assessment of the Registry’s Pilot and
Alircraft system components, including Pilot/Aircraft Web Services, IACRA Web
Services and Admin web site, Efectronic Document Retrieval System (EDRSID),
Image Management System and the Registry and Office of Aviation Safety data
center’s pilot and aircrafl processing infrastructure. We performed the assessment
using automated soffware tools as well as manual testing techniques. The results
of the scans were reviewed to determine if security seitings meet policy and
baseline requirements for security testing, vendor updates (patches), and FAA’s
configuration of these systems.

Exhibit A, Scope and Methodoiogy
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published in the Federal Register on June 18, 2013. The FAA request this
recommendation be closed.

Recommendation #3: Develop procedures to ensure that airman addresses are kept
current.

Response: Concur. Airmen are required by {4 Code of Federal Registration Part 61.60
to report a change in address within 30 days of a move and must provide an acceptable.
p]wswaI residential address if different than a mailing address. It's the responsibility of
the atrman to inform the FAA if there is a change of addvess, and this can be
accomplished through a change of address notification, when adding a rating or applying
for an airman certificate or replacement. The FAA provides policy guidance regarding
acceptable address information for FAA authorized designees, FAA inspectors and other
officials in FAA Orders 8900.1, 8900.2 and other publications. Additional instructions
are provided on each application for an airman certificate and/or rating, . If an
airman/applicant provides an uracceptable address, the Registry rejects the application or
request for reissuance of a certificate and the permanent airman certificate is not issued
until the airman complies with the FAA address reqmremems to provide an acceptable
address. Currently, the FAA does not preclude an airman from using a flight school
address or acceptable commercial address as 4 prelerred mailing address, as long as the
airman also provides an acceptable physical, residential address for the official aivman
record. Both addresses, when provided, are included in data that the FAA provides to the
Transportation Security Administration {TSA) and cother [aw eaforcement entities, as
required by U.S.C. 44703. The residential address may be shown in the database or
contained within the airman record on digite! images.

Also, the FAA continues to update its system to identify. eddresses that are not acceptable
in accordance with U.5.C. 44703, and has implemented software changes and system
edits to identify unacceptable addresses, The Registry utilizes United States Postal
Service software to identity and standardize address information in order to ensure the
address information provided by an applicant is not a fictitious address and to ensure
proper delivery of the airman cettificate. Geoing forward, the FA A has purchased new
address validation software, called Melissa Data, which is currently undergoing testing to
confirm that it will identify a "commercial” address (such as a flight school address),
which would thereby require the airman to provide e physical residential address for
officinl record purposes, [f'thistesting is successful, the FAA plans to fully implement
Melissa Data by September 30, 2014 and will also purchase a subscription of annual
updates to ensure continuing currency of address validation data.

It should be noted that many of the records identified by the OIG were cstablished prior
. to the requirement to provide & physical residential address. These airmen have had no

other contact with FAA, in some cases, since the original issuance of the airman
certificates. Many of the airmen the OIG identified are not “active”, and many of the
airman certificates were issued before or during the 1970°s and 1980 s, prior to the
requirement to provide a physical residential address (DEA Act of 1988). Priorto 1988,
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it was acceptable to use an avigtion school address, a post office box or other mailing
address when applying for an airman certificate and the purpose of capturing an address
was to ensure the FAA had a good address to be able to inail airmen certificates, FAA
sefety publications and notices to airmen.

Recommendation #4: [mplement the provisions of the Intelligence Reform and
Terrotism Prevention Act’s (IRTPA} for pilot certifications.

Response: Concur. Historically, the purpose of a pilot certificate is to display airman
certificate privileges and qualifications. Section 4022 of IRTPA changed the purpose and
utilizarion of & pilot certificate and required the FAA to issue improved pilot certificates
that (1) are vesistant to tampering, altering, or counterfeiting; (2) include a photograph of
the individual to whom the ceitificate is issued; and (3) are capable of accommodating a
digital photograph, a biometric identifier, or any other unique identifier that the FAA
Administrator considers necessary.

The FAA began issuing plastic tamper- and counterfeit- resistant certificates in 2003, In
February 2008, the FAA published the Drug Enforcement Assistance (DEA) final rule
(73 FR 10662), which requived all pilots (except student pilots) to obtain the tamper-
resistant plastic certificate by March 31, 2010. The DEA final rule satistied the IRTPA
requirement to issue pilot certificates that are resistaat to tampering, altering and
counterfeiting. : '

In November 2010, the FAA published a Natice of Proposed Rulemaking (NPRM) titled
“Photo Requirements for Pilot Centificates™ (75 FR 70871). The NPRM proposed to
fulfill the final requirements of section 4022 of the IRTPA by requiring a photo of the
pilot on all plastic pilot certificates, inciuding students, This rulemaking project was
placed on hold becausc it was superseded by Section 321 of the FAA Modernization and
Reform Act of 2012. To address the additional requirerents of Section 321, and because
a pilot certificate is not and has never been utilized as a security credential, the FAA
formed a working group consisting of multiple FAA and TSA offices. This working
group is evaluating the FAA’s current certification processes and how they could be
changed 1o accommodate such certificates, the infrastructure required to utilize such’
certificates, and associated costs that may be incurred. For example, the FAA must
consider infrastructure requirements such as biometric collection and card readers that
would need to be developed and distributed for airmen, government and industry to
utilize biometric pilot certificates. The working group is also looling at funding
considerations, and options to reduce the burden on'the public and the FAA.

The new associated tulemaking project has been accepted by FAA's Office of
Rulemaking, but a schedule has not yet been approved. The timing of any proposed rule
will be critical so as not to duplicate rulemaking efforts between TSA and the FAA, but
the complex project is unlikely fo be complete in the near term, and therefore the FAA
wilt provide an update by September 30, 2015,

Recommendation #5: linpleinent access moaitoring, uset accounts, and multi-factor
authentication for the Registry.
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Response: Partial Concur. The FAA cencurs with the recommendation to implement
access monitoring but does not cancur with the recomimendations regarding user accounts

or miult-factor suthetitication.

The OIG conducted this audit between Jenuary 2011 and April 2013, During this period,
the FAA closed a number of open Plan of Action and Milestones (POA&M}) items which
add insight into FAA's activities on this issue. The OIG confirmed the Fiscal Year (FY?}
2012 Assessment Team audit review finding Cyber Security Assessment and-
Management 1D 48954) that web appiication audit {ogs are not routinely monitored.
'During the follow on FY2013 assessment, the Assessment Team concluded that the
system owners review web application audit records on a daily basis, and recommmended
closing POA&M itein 48954 with an effective date of March 2013. The FY2013
Assessment Team also recommended that the Integrated Airman Certification and Rating
Application (IACRA) linformation Technology Program Manager continue progress on
POA&M item 28838, to modify the application to have a user interface that can display
audit reports such as events that occurred during a selected time span or a listing of audit
records for a specific event type. This modification is scheduled 1o be completed by
September 30, 2013.

The OIG proposes an annual process to validate user accounts for the Registry web
applications and the IACRA system. These applications provide services to authorized
users, as the user requires these services, but once authorized, the applications do not
require any minimum level of activity to maintain an account. The FY2013 Security
Assessment Team assessed this risk as the lowest level of risk that can be caleulated for
the Registry system. Based on the business requirements and the extremely low risk, the
Assessment Team recommended that the risk be accepted by the Authorizing Official, us
it was previously with POA&M item 38397,

The Office of Management and Budget published Memorandum number 4 in FY2004
(M-04-04) that describes the e-authentication analysis process.  Assessment Teams use
the M-04-04 process to determine the level of authentication required for non-
organizational (external) users, e.g. Designated Pilot Examiners. The IACRA system and
the Registry web applications authenticate external users, The FY2013 Assessment
Team completed independent assessments and determined that level 2 uscr identifier and
passwords are appropriate and should be required. The FAA reviewed, and concurs with
the Assessment Team conclusion, that multi-factor authentication is not required for
external users. .

Recommendation #6: Encrypt P11 and mitigate the vulnerabifitics on Registry
computers. If controls cannot be implemented immediately then remove all P11 or take
other actions as appropriste, such as suspend the system’s operation in accordance with
FAA Order 1280.1B.

Response: Partial Concur, The FAA concurs with the OIG recommendation to mitigate
the vulnerabilities on the Registry computers. However, this remediation cannot be
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performed immediately. FAA Order {280.1B. Protecting Personally Identifiable
Information (PIf), does not require immediate implementation and thus the FAA will not
suspend operations. The Registry and IACRA systems will continue to operate while the
FAA performs activities to mitigate the vulnerabilities.

The O1G confirmed the FY2012 Assessment Team patch management finding. In
response to missing patches, the FY2013 Assessment Team updated POA&M item 38344
for the Registry and developed a new POA&M item for the [ACRA system to address
missing security patches. The FAA concues with the OlG conelusions and assessed these
POA&M items at a high risk level. Remediation is scheduled for completion by
September 30, 2013,

As the OIG noted in the findings, the Regisiry system contains several legacy
components, therefore, the FAA will not be able to encrypt ali PIL In cases where
encryption is not practical, the FAA will continuce to implement strong access controls to
PIl in accordance with DOT Privacy Policy. The curent access controls reduce risk to an
acceptable fevel, in compliance with that same DOT Privacy Policy. '

It is not practical to implement eneryption in the mainframe portion of the Registry
system as this component is being phased out. In addition, the image files cannot be
encrypted because of the legacy application. However, the image files are stored with 2
proprietary wrapper and are not directly readable from storage. The sensitive data -

‘residing in databases in the enterprise data center can be encrypted; and the FAA is
reviewing potential solutions and plan to implement by December 31, 2013.

Recommendation #7; Ensute that the FAA contractor’s computers and other third-party
systems comply with information security controls required by FISMA and DOT policy.

Response: Concur. The FAA will add additional security controls to the next contract
and Statement of Work (SOW) which goes into effect October 2013. Even though
specific security requirements were not listed in the contract, the security requirements
were vetted by the FAA s contragting office prior to awarding the contract. The current
SOW requires periodic background checks on each individual witl access to airman data
and the contractor routinely provides background check results to the FAA.

Recoinmendation #8; Mitigate contingency planning weaknesses by selecting an
.alternative processing site and periodically conducting comprehensive contingency tests
ar the alternate site in accordance with DOT policy.

Response: Concur. An alternate data center with demonstrated failover capability has
been an identified vulnerability (POA&M item 48951}, Due ta competing priorities,
slow progress has been made with a tentative date of September 30, 2014 to remmediate
this vulnerability. The FAA plans system functionality testing at the FAA disaster
recovery sile, the William J. Hughes Technical Center (WIHTC), Atlantic City, New
Jersey. This activity is.dependent upon the Unisys upgrade to version 8.2 and the
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inclusion of the ancillary servers on the replication platform. The FAA scheduled this
item to be completed by Septeinber 30, 2014.

Although the FAA still needs to conduct functional testing at the alternative processing
site, the FAA has conducted several other contingency tests. The Registry has an
approved Information Security Contingency Plan in place in which Registry data is
ransferred to the WIHTC to provide an offsite sforage location that is not subject to the
same hazards as the primary site. The FAA has successfully completed file recovery
exercises of the data transferred to the WIHTC. Additionally;

1. The FAA participates in twe exercises per year simulating the loss of the
mainframe component and also participates in the Mike Monroney .
Aeronautical Center exercises to evaluate continuity of operations readiness in
a variety of scenarios.

e

Offsite backups and multiple levels of data protection arc already in place.
However, providing an alternate datacenter with demonstrated failover
capability has been an identified vulnerability and the FAA Plans to remediate
this vulnerability by September 30, 2014.

3. System functionality testing is scheduled to be done at the designated
Aviation Safety disaster recovery site at Atlantic City, New Jersey. This
activity is currently scheduled to be completed by September 30, 2014,
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The exemption identified in this complaint', allows the Cessna Aircraft Company to
instzll interior doors between passenger compartments in the Cessna Model S60XL.
gircraft. The affected rule (14 CFR 25.813(e)?) states:

No door may be installed between any passenger seat that is occupiable for
takeoff and landing and any passenger emergency exit, such that the door crosses
any cgress path (including aisles, crossaisles and passageways).

This exemption required this operating limitation to be added to the Airplane Flight
Meannat:

The airplane must not be operated for hire or offered for common carriage.
This does not preciude the operator from receiving remuneration to the extent
consistent with 14 CFR part 125 and 14 CFR part 91, subpart F, as applicable.

As we know, 14 CFR part 135, 178(t)3 operating regulation prevents the unsafe condmon
this exemption allows, and states in part:

(f) .Emergency exit access. Access to emergency exits must be provided as
follows for each passenger-carrying airplane: -
(1} Bach passageway between individnal passenger areas, or leading to a
Type 1 or Type Il emergency exit, must be unobstructed and at least 20 inches
wide.

Thé exemption and the requirements of 14 CFR. part 135.178(f) appear to conflict in.

this case end could raise the question as to whether the aircraft is being opexated in
compliance with cither the current air operators certificate or the exemption. Orce the
determination that the aircraft is being operated in full compliance of 14 CFR part
135.178(f) is made, our concern is now whether the aircraft meets the requirements of
its Type Design ns airworthiness exemnptions are explicitly granted as part of the aircrafts
airworthiness.

.To accomplish the analysis and determine the scope and applicability of the analysis to

aircraft currently in use for 14 CFR part 135 operations, will require the formation of
dedicated team of specialists to review each exemption, idemtify the applicable aircraft
make, model, series and whether it imposes an adverse impact or potential
noncompliance in 14 CFR part 135 operations. This team will include members of the
Flight Standards Service and the Aircraft Certification Service. Once the exemptions
have been reviewed and their potential impact to 14 CFR part 135 operations has been
determined, a comprebensive search for aircraft currently used in 14 CFR part 135

! Aitnchment 1 — Exemption 8621.pdf
* Avtachment 2 — CFR-2017-itle?4-25 813.pdfl
* Antachment 3 ~ CFR-2014-titls14-v013-5ec135-178.pdfl
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operations (about 11,041 aircraft) will be conducted to identify the applicable aircraft and
companics (5,331 active certificated 14 CFR part 135 Air Operators).

At the completion of the analysis, we will be able to establish the baseline for the
contimuing efforts to determine the airworthiness actions necessary to.ensure the safety of
ell aircraft, with exemptions, currently operating in 14 CFR part 135 operations. While it
is difficult to specify, with any certainty, what the continuing actions will be before the
analysis is completed, these actions may include:

1. Issuance of Airworthiness Direcfives,

2. Targeted inspections of identified aircraft by FAA assigned Principle
Inspectors.

3. Letters to air operators requiring them to demonstrate compliance w1rh FAR
135 swithin a specified nuniber of days.

4. Corrections of aircraft-airworthiness certificates that may list-an-exemption that
is not applicable to the aircraft for which it was issued:————

5. Removal of exempted afrcraft from FAR 135 operations until they can be
bronght mto full compliance for these operations.

6. Review of any Supplemental Type Certificates (STC) that may have been
applied to the aircraft to ensure continued compliance for FAR 135 operations.

This action plan will resolve the complainants concerns for all aircraft currenily in use for
14 CFR part 135 operations, the actions to answer recommendations 2, 3 and 4 will
address these same concems for additional/new aircraft being added to 14 CFR part 135
operations in the future.

Guidance, is currently in dreft, that addresges the review of all exemptions when _ e

considering whethe¥ an airplane can be added to an air operators certificate. This is
further explm_.r_&egl in the responses [ recommendations two and thres:

When analysis and the scope of the work to be completed has been determined, a
comprehensive action plan will be developed, We will complete the comprehensive ™

action plan by December 1, 2017.

Recommendation 2 and 3 (combined): Revise FAA Order 8900.1 ta provide better
clarity on ASI responsibilities to review livnitations piaced on afrcraft as a result of

limitations in associated exentptions and establisk procedures to ensure exemptions are
reviewed prior to aircraft addition to 14 CFR 135 Op Specs.

Concur: It must be remembered, it is always the air operator’s responsibility to ensnre
their aircraft are in compliance with their operating rules, as such, guidence has been
drafted for both the industry and FAA inspectors to mitigate the gaps found when adding
an aircrafi to an air operators certificate. The draft guidance will enter our review process
which includes soliciting comments from FAA inspectors. After the conclusion of this
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process, we will publish an Information for Operatots (InFQ), addressing the adding of
an aireraft to an air operators certificate, and an associated Advisory Circular (AC) to the
public outlining the changes and requirements for adding aircraft to their operating
certificates. The timelines for publication of these documents may vary, however, our

goal for project completion is within 6 months from Septermnber 30, 2017.

Recommendation 4: Have personnel in AFS-200 review the INFO prepared by the
whistieblower to determine whether it is appmpm:e for pubiication, and ensure that It
is published in a timely manner.

Congur: The content in the supplied InFQ cites language from the FAA Order §900.1
(Flight Standards Information Management Syster) that is outdated and is currenily in
the process of being npdated. Publishing the corrent informstion in the InFQ, as written,
would only serve to profiiulgate known outdated information as well as being limited to
only one exemption issne. When the guidance matesials have been updated; and the -
analysis in recommendation 1 is complete, we will publish an InFO that addresses all of
the identified exemptions that impact current 14 CFR part 135 operations.

We also propose to publish a Notice directed at PI°s to ensure the future aircraft additions
to operator’s operations specificgtions are reviewed with a specific focus on any
airworthiness exemptions and the compatibility of any associated Conditions and
Limitations with the intended operations of the aircraft, We will publish the InFQ and
the Notice by September 1, 2018, '

Recommendation 5: In the June 27, 2013 DOT OIG Report, FAA’s Civil Aviation
Registry Lachs Information Needed for Aviation Sefety and Security Measures, Report
Number FI-2013-101, OIG reconmmendations 1, 2, and 3 (page 10), all pertained to
enkancing the accuracy and integrity of the information contained in the registry.
Based on the volume of aircraft ldentified as operating In the NAS with expired
registration (as provided by the whistleblower), it is clear that the registry does not have
sufficient processes or personnel 1o maintain a robust and accurate regisiry. The FAA
Reeds to implement these recommendations In @ manner which addresses the
recommendations’ full intent, to include sufficient guality control processes,

Concur: The FAA is evaluating additional actions that could be taken to further enhance
the accuracy and integrity of the information contained in the registry. Specifically, to the
recommendations in the 2013 DOT QIG Report:

OIG recommendation 1. Develop praocedures for periodic reassessments of aircraft
and airman data to improve and maintain data integrity.

Response; Aircraft owners are required to re-register their aircraft every three
years. The afrcraft data is reviewed during the re-registration process. The
Registry updates its airman dats from dats submitted when an airman updates their



medical certificate. The FAA is evaluating procedural enhancements that would
address registry records in cases where a safety risk is identified.

OIG recommendation 2. Issue policy or regulations that clarify informational
requirements for registration of aircrafl owned by trusts for non-citizens.

Response; ¥AA published & pohcy clarification concerning registration of aircraft
owned hy trusts for non-citizens, in the Fedaral Register on June 18, 2013

OIG recommendation 3. Develop procedures to ensure that airmarn addresses are
kept current. '

Response: Cunce:rm.:_tg aimman data, the Registry acquired sofiware to standardize
£n address using the niles‘é?ﬁﬁhshed by the US Postal Service (USPS). 1t also
-c.hecks 1f theaddness is-valid; i.e. street, city, state and zip code; by chesldng

ase of eddresses provided by the USPS. We intend to partner with
other offices within the Flight Standards Service (AFS) and the Office of Security
and Hazardous Materials (ASH) to develop plans for a mndti-level active -
enforcement program to identify and address inaccurate aircraft operators and

airmen records. We will complete a plan of action for this effort by December 1
2017,

Attachmenis
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. for an exemption fram § 25,813¢e) of

ATTACHMENT #4

Exemption No. 8621

UNITED STATES OF AMERICA
DEPARTMENT OF TRANSPORTATION
FEDERAL AVIATION ADMINISTRATION
RENTON, WASHINGTON 98055-4056

In the matter of the petition of

Cessna Aircraft Company Regulatory Docket No. FAA-2005-21902

Title. 14, Code of Federal Regulations

GRANT OF EXEMPTION

By letter L390-05-2279, dated Tuly 8, 2005, [} I} B Dircctor of Airworthiness and
Product Safety, Cessna Aireraft Company, One Cessna Bounlevard, P.O. Box 7704, Wichita,
Kansas 6§7277-7704, petitioned the Federal Aviation Administration (FAA) for an exemption .
from the requirernents of § 25.813(g) of Title 14, Code of Federal Regulations (14 CFR). The
proposed exemption, if granted, would permit relief from the requirement that prokibits the
installation of interior doors between passenger compartments. The proposed exemption is
specifically for the installation of an executive interior on the Cessna Model 560X, airplane that
will be designated as “private, not-for-hire.”

The petitioner requests relief from the following regulation:

Section 25.813(¢), Amendment 25-82 - Prohibits installation of interior doors between
passenger compartments,

The petitioner's supportive information is as follows:

“The Cessna Model 560XL aircrafi is designed to the requirements of 14 CFR part 25.
The requirements of 14 CFR part 25 address Transport Category airplanes. These
requirements must address aircraft with seating capacities in excess of 500 passengers
and are used for the carriage of fare paying passengers from the gencral public. On the
cantrary, the Cessna Modc] 560X, aircraft is Type Certified for a maximum of

12 passengers and is typically ontfitted for corporate use (private). Current 14 CFR
part 25 rules for Transport Category aircraft do not make any distinction between the
commercial aircraft used in airline operations and the aircraft speclﬂcal]y used for
corporatc operations.

ANM-05-439-E



ATTACHMENTHE Page 2 of 8

“Cessna believes that airoraft specifically designed for corporate service should be
eligible for the acceptance of cabin features and facilities which do not comply with the
full requirements of 14 CFR part 25 by exemption, provided a similar leve] of safety is
provided and can be demonstrated.

“Cessna aircraft ate specifically designed and outfitted for corparate operation.. Some
anomalies of aircraft aperated in this manner are the crew is intimately knowledgeable of
the specific aircreft they are operating. Also, the passengers of corporate aireraft are
typically frequent fliers and familiar with the specific aircraft they are aboard. Finally,
the crew of a corporate aircraft has regular contact with their passengers, which has a
positive influence on communicating safety issues. The combination of these factors is
unique to corporate aircraft operations and provides an initial level of safety that cannot
be achieved in an airliner.

“Many customers who purchase and operate Cessna am:raft constder - privacy tobe of
paramount unportan;e It is therefore important: that-a portion of the cabin be conﬁgured
with a private ares that will provent personnel who are not Iseated within the compartment
from hearing conversations taking place inside the compartment. The only plausible
method of providing such privacy is through the use of doors that separate passenger
compartments. When a privacy area is created within the passenger cabin, the doors
seperating the private area from the rest of the cabin will be located between passenger

compartments.’

“Some customers, in particular Islainie customers, are bound by religious Jaws that
require the scgregation of men and women who are not related or married. According to
Islam, men and women who are not related or married should never shake hands or
touch, and should never be elone in a closed room or isolated place. An aircraft the size
of the Cessna Model 560XLcan be considered a closed space. 1t is again important that
a portion of the cabin be configured with a private area that will create separate
compariments within the cabin. —— .
“The cabin of the Cessna Model 560XL is approximately 5.5 fect wide. It is necessary to
divide the cabin full width laterally to praduce a private area, because a side corridor is
impractical, The proposed doors for the Cessna Model S60XL will be comprised of left
and right halves that slide laterally into recesses of the dividing bullthead between the
two passenger compartments. When the doors are open {i.e, stowed), an unobstructed
opening is provided that complies with the dimensions of 14 CFR 25.813 for the
maximum possible passenger configuration. In addition, Cessna proposes that the doors
have the following additional safety features:

. The door will be placarded to be latched open durmg taxi, tekeafl, and
landing.

“2. When the doors are deplayed (i.c. spanning across the aisle), there will not be
a laiching mechanism that keeps the doors in that pesition, obstructing the
aisie. Only low strength magnets or equivalent non-latching parts may be

2
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used to keep the two doors secured together. This will allow occupants o
access the opposite side of the door without use af any tools.

“3, Each door will feature a Iocking mechanism that is capable of supporting the
inertia loads specified in 14 CFR 25.561, The locking mechaniam design
‘would minjmize the probability of the door unlocking due to fuselage
distortion in an emergency landing.

%4, The door will be designed to be frangible, with features that will allow a 5th
pereentile female to break the doors open in case of an emergency, resulting
in an aperture large enough to allow for a 95th percentile male to escape.

“5. An amber caution Jight will be provided in the annunciator panel. The light
is not active with the squat switch in the air and the flaps selected up, and
will illuninate with either the squat switch on the ground or flaps not
selected up. if the partition door was not latched open. This indication would

pmwde the crew. with enough time.to.set the cabin doors.far. la.ndmg _This.... ... ..

logic is similar to the current lavatory door logic.

“6’, Bulkhead emergency exit sign(s) will be installed to ensure that the level of
passenger guidance required to find an exit will be provided.

“The following provision will be documented as operating limitations in the limitations
section of the Airplane Flight Marual,

“The airplane must nat bo operated far hire or offered for common carriage. This
does not preciude the operdter from receiving remuneration to the extent
consistent with 14 CFR part 125 and 14 CFR part 91, subpart F, as applicable,

“Effect of the Exemption

“The safety features described above are to ensure there is a clear path through the
partition to ani emergency exit. Howevce, even if some extreme condition should result in
& door being closed or partially closed after an accident, there are simple means to get
through the door to reach the exit(s). The basic issues of a passenger finding and
reaching an exit in an emergency are addressed by the above additional safety features
and by the existing safety paramcters inherent in corporate operation, For this reason, the
exemption, as requested, would provide a level of sefety for the Cessna Model 560XL
passengers that would be equal to that required for airline airplanes.

“Pubii;:: Interest Statement

“Cessna Aircraft Company is 8 major U.S. corporation, which manufactures, sells, and

services business transport aircraft to the domestic and international markets. fts

manufacturing facilities are mainly located in the United States and itg sales and service

facilities are Jocated in the Uhited States and other locations throughout the world, The

‘company employs thousand of employees in the United States providing strong support

to the local economies whete these employees and facilities are located. The company
3
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utilizes nmriemus products, such as avionics and environmental control systems, from
scores of suppliers located throughout the world,

“Cessna competes for new business all over the world, and the corporate aircraft market
is expectad to grow. The owners and operators of Cessna business aircraft very often
prefer to configure their aircraft interiors to facilitate use of nterior space for in-fight
conferences and other work not normally accomplished aboard airline zircraft. In order
to satisfy the customer demands and maintain its marketing competitiveness, Cessna is
seeking to accormmodate mid cabin divider installations in its business aircraft. Doing
this without compromising safcty can only increase the sales volume of these aircraft,
benefiting Cessna, its employees, and the local and national economies they support.
Due to the high demand for these business aircraft, it is important that Cessna be granted
the regulatory relief requested. The stabilizing effect that Cessna has on the job market is
significapt and in the best interest of the public. Failure to achieve this goal will result in
wsignificant lass-of income for the local economy and will have a negative effect on both

- domesti¢-and fargign tade for the United States..

Public

“Private areas in-corporate aircraft are being requested by an increasing number of
prospective aircraft operators, These operators compare Cessna products with other
products from other domestic and foreign aircraft manufacturers who are able to offer
this feature. This differential creates an unfair competitive edge in this market. The
exemption as proposed above is in essence only an altemnative method of achieving an
appropriate level of safety, while at the same time providing features attractive to
pruspective purchasers,

“Cessna believes that action on this petition should not be delayed by publication and
comment procedures since the FAA has previously published other petitions for
exemnption on this same issue and has received no adverse comments. In addition, further
deley on this petition could canse sconomic harm to Cessna and their suppliers whose
material procurement decisions will be substantively affected by the decision on this
petition.”

Comment

A summary of this petition was not published in the Federal Register. The nature of this
exemption is effectively identical to those of previous petitions for which there were no public
COMMMEnts received.



ATTACHMENT 6{ Page 5 of 8.

The FAA’s analysis/summary is as follows:

The FAA finds that the petitioner’s proposa.l js in the public interest because the private -
area created by the installation of doors in the passcnger cabin will allow Islamic
customers to comply with religious laws that require the segregation of men and women
wha are not related or married. Thus, these customers will be able to benefit from use of
this airplane. The FAA also considers the petitioner’s proposal to be in the public
interest for the previously described benefits to the national and local economies.

As more and more transport category airp]anes have been configured {or re-conﬁgmed)
for “private, not-for-hire” use, the FAA has given considerable attention to the issue of
appropriate regulation of such airplanes. Some of the current regletions govertiing
design certification of transport category airplanes are not compatible with private, not-
for-hire use of such-ajrplanes...Given this situation, the FAA has received a number of
petitions for exemptionfrom certain regulations. The FAA has granted such exempticns
when it finds that to do so i in the public interest and does not adversely affect the level
of safety provided by the regulations. In the future, the FAA intends to propose
reguiations governing transport category airplanes in private use, obviating the need for
case-hy-case review of individual petitions for exemption.

Interior Doors .

The placement of interior doors is clearly quite significant to the owner/operator of the
airplane. The flexibility to partition the airplane into individual rooms, such as private
meeting rooms or bedrooms, is paramount to an acceptable interior. The availability of
privete meeting rooms and bedrooms is essential. The FAA acknowledges the
desirability of these featurcs frorn the operator’s point of view.

When the regulations pertaining to interior doors were adopted, they did not necessarily
consider “rooms.” They considered twa possible types of interior doors in a passenger
compartment, The first type is an intetior door between passenger compartments, The
second type is an interior door between the exit and the passenger compartment;

Unti} recently, only the firsttype of door was prohibited by § 25.813(c). However,

part 235, as amended by Amendment 25-116, prohibits interior doors between the exit and
the passenger campartment, In addition, Amendment 121-306 prohibits these doors in
airplanes manufactured after November 27, 2006, operated under 14 CFR part 121.
Amendments 25-116 and 121-306, tifled “Misceliancous Cabin Safety Chenges,” were
published in the Federal Register on October 27, 2004,

In terms of airplanes configured for “private, not-for-hire” use, there are four different
categories of doors in the passenger cabins.

1. Category 1 is a door in 8 room and the room is less than the full width of the
airplane. There will be an aisle on the outside of the room. This type of room

5
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may be occupied during takeoff and landing, and only the accupants of the room
must use the door to reach an exit.

2. Category 2 is a door in a room and is the same as Category 1, except there is 2
single emergency exit or pair of emergency exits within the room.

3. Category 3 is a door or doors in a compartment and the compartment is the fuil
width of the airplane. There are passengers seated on both sides of the door(s)
and the main aisle leads out of or passes through the compartment., The
compartment does not have any emergency exits. This type of compartment may
be occupied during takeoff and landing.

4, Category 4 is a door in a room and the room i3 the fisll width of the ajrplane.
- .-~ . Passcngers are seated on both sides of the door, and there i a pair of emergency
exits at one end: This type of roorrmay be-oeeupicd during takeoff amd-tanding.

After considerable deliberation, the FAA has concluded that, in regard to the installation
of interior doors between passenger compariments, not all interior doors are equivalent.
With respect to such interior doors, the FAA has determined that the following
requirements will produce an adequate level of safety:

1. In order to maximize the level of safety, doors in Category 2, 3, or 4 installed
acrogs the main cabin aisle must open and close in a transverse direction. That is,
the direction of motion of the door must be at a right angle to the longitudinal axis
of the airplane. A “pocket door” is one example of such a design. This will tend
to minimize the chance that the inertia forces of an accident could force the deoor
closed.

2. Redundant means are necessary to iatch doors open for takeoff and landing. Each
. latching means must have the capability of retaining the door in the takeoff and
landing position under the inertia forces-of § 25.561.

3. Each interior door must be frangible, in the event that it is jammed in the closed
position in flight or during taxi, takeoff, or landing. Frangibility is intended to
ensure that if e door i jammex closed occupants can escape in egither direction
and emergency equipment can be moved. Frangibility may be demonstrated in
either of the following ways:

+ ASH percentﬂe female can break through the door, creating a large enough
opening that a 95 percentile (or larger) male can pass through. (See
Advisory Circular 25-17, “Transport A irplane Cahin Interiors
Crashworthiness Handhook,” paragraph 43b(2)). -

o A 5" percentile female can break a hinge on the door or a hinge on a smaller
doar within the door such that the doar can swing, so as to allow a 95 (or
larger) percentile male to pass through the opening with the door swung open.

&
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This evaluation must be made with any cabin furnishing er equipmant that
could limit the swing arc of the door installed and then placed in the most
adverse posmen In using this approach one must consider the possibility
that the door is physically jammed in the closed position by distortion of the
fuselage or furnishings. This possibility must be considered even if the door
normally translates into the open and closed positions.

4. Doors which fall into Category 1 must be in the open position during taxi, takeoff
and landing only when the room is occupied.

5. Doors whicb fall into Categorics 2, 3, of 4 must bg in the open posmon during
taxt, takeoff and landing, regardless of occupancy. -

6. With respect to the possibility that & door will remain closed when it shoufd not
be, the FAA has determined that a higher level of awareness is requred to address :
this issue. Duete the relattve eemplem%y-efthqgabm interior, the FAA has
determined that inspection by flight attendants prior to takeoff and Iandm_g is
sufficient to verify that interior doors are in the proper position. Conssquently, -
some type of remote indication is considered necessary. The petitioner’s ptoposal
to provide remete indication to the flightcrew is considered adequate.

In consideration of the foregoing, I find that e grant of exemption is in the public interest.
Therefore, pursuant to the authority contained in § 49 U.5.C. §§ 40113 and 44701, delegated to
me by the Administrator, Cessna Aircraft Company is hereby granted an exemnption from

14 CFR § 25.813(e), Amendment 25-82. The petition is granted 1o the extent necessary to allow
the Cessna Aireraft Company to instell executive mteriors on “private, not-for-hire”™ Cessna
Mode] 560XL airplanes. This excmption is subject to the following conditions:

1.

The airplane is not-operated for hire or. offered for commian carriage. This provision
does not preclude the operator from receiving remuneration to the extent consistent
with 14 CFR parts 125 and 91, subpart F, as applicable.

. Each door between passenger compartments must be frangible.

. Doors that fall into Categories 1 and 3 must be in the open position during taxi,

takeoff and landing only when the rooin is ocoupied or when passengers must pass
through the room to reach an emergency exit.

. Doors that fall into Categories 2 or 4 must be in the open pO‘ilthl’l during taxi, takeoff

and landing, regardless of occupancy.

. Appropriate procedures must be established to signal the flightcrew that a deor

between passenger compartents is closed and to prohibit takeoff or landing when a
door between passenger compartments is not in the proper position.
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6. Doors between passenger compartments must have duel means to retain them in the
open position, each of which means must be capable of withstanding the inertia loads
specified in § 25.561.

7. Doofts in Categories 2, 3, or 4, which are installed across a longitudinal aisle, must
tranglate 1aterally to open end close.

Issued in Renton Washington, on Ogtober 3, 2005.

Signed by Ali Bahrami

Al Babrami o

Managet, Transport Airplane Directorate
Aireraft Certification Service
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ELECTRONIC CODE OF FEDERAL REGULATIONS

eCFR. — Code of Federal Regulations

e-CFR data is current as of August 25, 2017

Title 14 — Chapter | — Subchapter C —» Part 25 — Subpart D — §25.813

Title 14: Aeronautice end Space
PART 25—AIRWDRTHINESS STANDARDS: TRANSPORT CATEGCORY AIRPLANES

Subpart D—Des|gn and Canstruction . .

§25.813 Emergency eXit access.

Eech required emergancy exlt must be accaseible to the passengers and loceted whore it witl afford an sffective
means of evacuation. Emergency exif digtribution must be as uniform as practicel, kaking passanger disirlbution Into
acoolint; however, the size and location of exits on both sldes of the cabin need nofbe-symmetrical. If only-one fioor-jevel -~ - :
exit per side is prescribed, : dnd.the airplane ¢ dpes not have-a faileuna-or-ventral- -emergeney-axit-the flosrevelexitmusHee— ——— ~- -
in the rearward part of the passenger wmpartment unless anothar location affords a more effective means of passenger
evacuation: Where more than one Foor igvel ekit hat-sidé |s prescrhed, at. least.ohgfiopr lewal exit per Side Hiust Be., .-
locatad near each end of the cabin, akéept that this provision doés not apply to combination carga/passenger
canﬁguraﬂons In additiun-— '

{8} There must be a passagewsay isading from the naarest main aisle to each Type A, Type B, Type G, Type |, or
Typa B emergency exit and befween individual passenger areas, Each passagewey leading to a Type A or Type B exit
must be unobstructed and at least 36 Inches wide. Passageways between individual passenger areas and those leading
to Typa !, Type il or Type C emergency exits must be uncbstructed and ot least 20 inches wide, Unless there are two or
more main alsles, each Type A or B exit must be iocated so that there is passenger flow along the maln-aiste fo that exdt
from both the forward and aft direcfions. If two or mare min aisles are prowdad there must be unobstructed cross-aigles
at least 20 inches wide between main aisles. There must be—

(1) A cross-aisle which leads directly to sach passageway batwean the nearest maln alsle and a Type A or B exit; and

(2) A cross-alsle which leads to the immediata vicinfty of each passegeway bietween the nearast maln aisle and a
Type 1, Type i, or Type W exit; except that when two Type |l exita are located within threa passenger rows of each other,
a slngla cross-alsle may be used If it Inads to the vicknity betwesn the passageways from the nearest main risle to each
axit.

{b) Adequate space io allow crewmember(s) to assist in the evacuation of paasengers must be provided a$ follows:

(1) Each assist space must bs a rectangle on the flocr, ot sufficient size to snable a crowmember, standing arect, to
effectively assist evacuees. The asstst space must not reduce the uncbstrucled width of the passageway belaw that
required for the exit,

(2} For each Type A or B exit, aselst spacs must be provided at each side. of the exit regardlass of whether an assist
means ks required by §25.810(a}.

(3) For pach Type C, | or 4l exdt installed in &n airbiane with seating for more than 8C passangers, an assist space
must be provided at one side of the passageway regardless of whether an assist means i required by §25.810{a).

(4) Foreach Type C, { or I} eJat an asslst Epace must be provided &l one side of the passageway if an assist maans is
requirad by §25.810(a).

{5} For any teilcans axil that qualifles for 25 additicnal passengser seals under the provisions of §25.807(}®)i), an
asslst space must ba providad, if an asslst means Is required by §25.8910{a).

(B} There must be g hendle, or handles, at sach assiet spé.c:s, localed to enable the crewmember to steady himse!f or
harssf-

{i} Whita menually adivating the assist means {where applicable} and,
. {ii} While assisting passangare during &n evacuation.’

{:} The following must be provided for sach Typa fll or Type IV exit—{1) Them must be access from tha nearest alsle
to each axit. In addition, for each Type HI exit in an aitpizna thet has a passenger seating conflguration of 80 or more—
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(i) Except as provided In paragraph (¢)(1)(i}, the access must be provided by an unchstructed passageway that is at
least 10 inches in width for interjor arrangamsnts in which the adgiacent seal rows on the axit side of the aisle contain no
more than two seets, or 20 Inches in width for Interior arrangements In which thasa rows contaln three seats. The width of
the passagewzay musi be measured with adjacsnt seats adjusted to their most adverse pasition. Tha centerine of the
required passageway width must not bs displacad more then 5 Inches horizonially from that of the et

(1) In lleu of one 10- or 20-nch passagaway, there may be two passageways, between seat rows anly, that must be at
leest 8 inches in width and lead to an unobstructed space adjacent o .each exit, (Adiacent exits must not share a common
passagewsy.} The width of the passageways niust be measured with adjacent seats adjusted to their mpst adverse
position. The unobstructed space adjecant.to the exit must extend vertically frarn the floor to the ceiling (or bottom of
sidewall stowage bins), inboard from the exit for a distance not less than the width of the narrowest passenger seat
installed on the airplane, and from the forward edgs of the forward passagewsy to the aft edge of the aft passageway. The
exit apentng must ba totally within the fore and aft bounds of the unobetructad space.

{2} in addition to the access—

{I) For airplanes that have a pagsenger seating cantiguration of 20 or more, the projectad opening of the exit provided
must not be obstrusted and thers must be no interference in opening the exit by seats, barlhs, or othar protrusions
{inctuding any seatback in the most adverss position) for 2 distance from that exit not lass than the width of the narroweast
passenger seat inetallad on the airplans,

{il} For airplanss that have a pesssnger seating configuration of 19 or fewer, there may be minor tbsictions in this
region, if there are compenseting ferters to-meintgin the effectivensss of the exit - S e

{3) For eagh Type !ll-axlt; regardiess of the passenger cepacily of the airplane in which itis instafied, there must be
placards that-— o ) ‘

{i) Are regdable by all peraons seated adjacent o and facing a paasagewsy to the exit, _
{il) Accurately state or Mustrata the proper method of opening the axit, induding the use of handhclds; and

{iii} if the exft i5 a removable hatch, slata the weight of the hatch and indicate an 2pproprlale focation to place the
hatd] aftar removal.

(d) If it Is neceseary to pass through a passegeway between passenger compartmants to reach any raquired
emergency exlt from any seat In the passenger cabin, the pessageway must be unabstrueted. However, curtains may be
ugad if they allow free enlry through the phigsageway.

_ (e} No door may be installed between any passenger seat that is occupiable for takeoff and landing and any -
pessenger emergency exit, such that the door crosses any egress path (including aisles, crossalsles and pessageways).

() Wit Is necessary to pass through a doorway separafing any crewmember seat (except these seats on the
filghtdeck}, occuplable for takeoff and landing, from any smergency exit, the door must have & maane to latch It in the
open position. The latching means must be able to withstand the loads Imposed upon it when the door is subjectsd to the
ultimate nertia forees, relativa to the surrounding structure, ilsted in §25.581(b)

[Amdt. 25-1, 30 FR 3204, Mar, 8, 165, as amended by Amdt. 25-15, 32 FR 13268, Sept. 20, 1967; Amdt. 25-32, 37 FR 3971, Feb.
24, 1972; Amdt, 26-48, 43 FR 60897, Qcl. 30, 1078; Amdl. 25-72, 55 FR 29783, July 20, 1960; Amadt. 25-79, 57 FR 16244, May 4,
1982; AmdE. 25-78, 57 FR 20120, Juns 30, 1902; Amdt. 25-88, 81 FR 57958, Nov, 8, 1996; Amdt, 25-116, 69 FR 82788, O, 27,
2004; Arndt., 25-128, ¥4 FR 25845, May 29, 2008]

Moad assisianca’?
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$1386.175 Airhorne  weather radar
eguipment requirements.

{a} No parson mey Sperate a large,
transport category elrcraft In Dpas-
semger-oarrying oparablons unless ap-
proved zirborne weather radar equlp-
ment is installed in the alrerait,

by No persan may begin a flight
arder IFR or night VFR conditions
when aurrent Weathef féhorte indicate
that -thendersborss;: -of—otier-poten
tially lhagzardous weabher conditlons

that ean be detottad Witk aiehonsg.

weather radar equipmerts; may reiscn-
ably be expected along the route to be
flown, uniess the alrborne - -weather
radar equipment required by paragraph

(&) of this secklon is in sa.t-flafactary op-

erating condition.

() If the airborms weather redar
equipmant ~ becomes Inoperative en
ronte, the airersft must be operated
under the instroctions end procedures
ppecified for that event in the mannal
required by §196.21,

(d) This gection does notb epply to alr-
craft used sclely within the State of
Hawaii, within the State of Alaska,
within that part of Oanads wesb of lan-
gitude 130 degrees W, between labltude
¢ degrees N, and latitnde 63 dagroes N,
%rigguﬁng shy tm:ln:lng tost, or fez-ry

{e) Without regard to any of.her pru-
vislon of thie part, an mliernate-elec-
triead power supply is not required for
airhorne weather radar equipment,

§1RRATT Emnrg‘ency equipment re-
gquirements for aircraft having a
smtifer peating ccm:ﬁgm-al-mn of
19 passehgoys..

(a) NO DErsOL may oDarate an airerait
heving a passenger eeating oconfizura~
tion, excluding any nilot seat, of more
than 19 seats unless it 8 equipped with
the follewing emergency aguipment:

(1) At least one epproved firgt-gif It
for trestment of injures llkely to
oeclir In flight or in a minor accldent
that must:

1) Be readily aocoassible ta  orew-
membergs.

{11 Be stored eeourely and Kepb fres
‘from dust, molstore, and dzmaging
temperatores,

(1ii) Contaln et least the following
appropriately malntained contents in
the gpeclfied guankitles:

5135.178
Canlgals -
At spllrt, i '
Lig spiink, nondrfiatatly

Rolar bandega, 4-roh o
Adnualva tapa, 1-nch stand

BrissOs
B i

Iz glovas or 8 _:

__@}.A cmsh axe ¢arried 80 a8 to bo ac-
cessible-tenthe-crew-buk tnaccessible to
peegEnrers Auring normsl operations.

¢3) Bigns that are visible to all ccon-
panty 6 notlfy them whan smoking is
prohibited and when safety belts must
be fastened. The slens must bo gon-
struoted e that they cah be turned on
during any movemsant of tha aireraft
on the gurface, for each takeoff or land-
ing, and at other times considered nec-
eosary by the pllot in command. “No
smolkzing' slgns shall be turned on
when reguired by §195.137.

{4) [Reserved]

{b) Bach itém of egnipment must he
lospested reguwlarly nnder inspeckion
periode establizhed 1n the operations
specifioations to enfure its condidon
for continued servicesbliity and iImme-
. diate readiness to perform its Intended
TrElEerEEicy burposes,

[Doo. No. 16087, 48 FR, 46783, Oot. 10, 168, as

anientél’ by “AInAt, 18526, EEE‘EIERE&' .&P-!',.

18, 1988, Awndb. 185-48, 57 F'E 10248, May 4,
1982; Arnd; 155-44, 67 PR 49875, Sept, 15, 1052;
Amdt, 18647, £9 FR 1751, Jax., 12, 1894; Awdt,
135-53, 0 FR 52848, Oot, 18, 1004; 50 Pt 56203,
Nov. 4,1994; Amdb 121-081, 66 FR 19D45, Apr.
12, 2001}

§185178 Additionnl emergeney equip-

ment,
No Derson MAy cperate an airplane

having o passenger seating ¢onflgurs-
tion of more than 19 seats, unlesa it hes

the additdlonal smérpency eguipmant

specifisd in paragraphs (a) through (1)
of thia sechion. .

(8) Maeans for emergency svocuctlon.
Hech passepger-carrylng  landplane
smergency exit (other than over-tho-
wing) thet 1a more than § feet fram the
ground, with the airplane on the
geroand and the landing gesr axtended,
must; ave an approved means to aselst
the occopants. in desssnding to the
ground. The asgieting mesns for a

453
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§135.178

flaor-level emergency exlt must mest-

the reguirements of §25.808(f)(1) of this
chapter {n effect on Arrll 30, 1872, ex-
cept that, far any alrplare for which
the application far the typs cortificate
wad filed after that dats, 1t musb meet
the requirements under which the air-
plene wag t?rpa cartificnted, An asgist-
ing means that deploys antcmatieally
muat ba armed dedng taxiing, take-
offs, aud landings; however, the Admin-
istrator may prant a deviation from
the requirement of autometic deploy-
ment. If e finds that the Jeslgn of the
exlt makes compllahce impractical, if
the assisting measns antomgileally
erocte upon deployment and, with re-
gpect to regquired emergenoy exlts, If an
emargency evacugiion demonstration
is conduetad in  secoordance with
§121.2901(a} of thia chapber. Thia para-
graph does not apply to the rear win-
dow emergency exit of Douglas DO-§
alrplanes operated with fewer then 36
oegupants, 1ocluding orewrnembars,
and fawer than fve exdss arthorized for
passengar use. )

(b) interior emergency ezt maorking,
The following must be complled with
for each passenger-carrying airplahe;

(1) Each pasagenger emergency exit,
1te means of eeccoss, and I1ts meansa of
opening  must be eonspicnonsly
merkead. The 1dentity sand locasing of
egch passanger smergeney exit must be
repognizable from: a dlatance equal to
the width of the cabin, The locetion of
each baggenger emergency exit muet be
indleated by a sign vigibio to cocupants
approaching alony the main passenger
algle. There must be a locating slgmn-—

1) Above the aisle near émch over-
the-wing passeniger ¢mergency exih, or
at another apiling location If it s more
practical becavse of low headroom;

{11} Next to each foor level nassengsr
emargency oxit, expept that one algn
may serve two such exits if they both
oen be geen reedlly Crom that slgn; and

{ii1) On each bulkhead or divider thet
nreventa fore and aft visloh elong the
pasaanger cabin, to Indicate emergency
exIts bayond and otecored by if, except
thet if thiz is pot poszibls, the sien
mey be placed ab another spprupriate
location.

{2} Bech passenger emergency exih
marking and aaah logating slgn must
mest tihe following:

14 CFR Ch. | (1~1~14 Edion)

i} For an sirplane for which the ap-
pifcetion for the type certificate was
filed pricr to May 1, 1973, each pame-
senger emeargency exlt marking and
saoh locating sign must be manufao-
tured fo meet the roguirements of
§25.812(b) of this chapter in effect am
April 80, 1972. On thess alvplanes, mo
Blgn may eonbtinue tobhe ased if-its In-

Trnescence- (brightness} deocroeases to

below 100 microlamberts. The colore
may be raversed iIf -it-incrassss the
amergeney illumination of the pas-
BeNger oommpartment. Hnwever, the Ad-
ministrater mey suthorize deviation
from the 2-nch backgtound require-
mentz if he finds. that special  ofr-
onmetanoes exist thet meke ccmpli-
ance Impractical and that the propossd
deviation prr:mdaa an eqoivalent level
of safaty.

{il) Far an alrplans for whick the ap-
pliocetion for the type certificate was
filad on or afber May.l, 1672, each pas-
senger emergency exit mearking and
oach locating pigh muat be manoiac-
tured to meet the Interlor smerzency
axlt marking requirernents 1mdar
which the airplane was t¥pe cerkifi-
cuted, On these airplanes, no sien may
continne to be used if 1ts luminescance
{brightnees) dauraasas o below 260
mierolamberts,

(e) Lighting for intenar emergency atit
markings. Hach passenger-oarrying alr-
plane muet have an emmergency ghting
aystern, Independent of the main }eght-
ing eystem; however, soorces 0f ganeral
cabin lluminakion may he common ta
both the emergency -and the main
Hghidng aystems If the powar supply to
the emergency lightlng systern ig inde-
pendent of the power supply to. the
meain Hehting apstem. The emergency
ghting sygtem must— = |

{1} Mmminate each passenger exilt
marking aid locating slen;

() Provide snough gcneral ltghtdng
in the passenger eabin so that the aver-
age illumination when measured at 40-
tnch Intervals at geat armrest helght,
on the centerline of the main passenger
alale, 18 8.8 least 0.05 foob-oandles; and

{3} Por alrplanes type certificated
after Jawvary 1, i958, include floor
proximity emergency cecape path
merking which meets the requirements
of §25.613(0} of this chapter n effect on
Novermber 26 1984,

154
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(4) Emergency lght operalion. Hxceph
for Hghts forming part of emeTgency

lighting subgysteme provided in.com-.

plience with §25.812(h) of this chepter
{as prescribed In paragraph (h) of this
section) fhat serve me miore than one
assist means, ars independent of the
alrplang’s main emergency Nghting
agystems, and are sutomstically ecti-

§135.1738

{2) For a passenger-carrying alrplane *

for which the application for the type
certificate was fllsd on or after May 1,
1572, the locabion of sach passsnger
emergency exit operatlog handle and
instruetions for opendng the exit must
be shown in accordance with the re-
qnirements onder which the ghrplene
we#f type oertificated. On lhese alr-

yated—whoen- the agslst wmeans—ig—de—-planes, no operating handle or opar-

ployed, each light reqétred by para-
graphy-(c) and (o) of this section must:,
{1)_Be gperablp manpglly both from

the fHighterew station and from a pomnt

in the passenger compartment that ls
rendily accessibls to & neormel fHght
attandant seat;

{2 Have & means to prevent Inad-
vartant operatdon of the manmua! con-
trols;

{8) When armed ar turned on at el-
ther gtalion, remeln Hghted or bocome
lighted mpon interruption of the alr-
plane's normal eleotrio power;

{¢) Ba armed or turned on during tax-

iing, takeoff, and landing, In showing

campllance with this parsgraph, a
tranaverse vertioal ssparation of the
faselage need not he cohsiderad;

(5) Provide the required level of {1ln-
minaticn for at least 10 minutes at the
eritical ambient conditions after emar-
gonay Janding; and )

{6} Have a coakpt contrul device that
h&eE gn "0]1.“ "Off.” gnd "ﬂ-'_l'med” mm_
tion. .

{6) Emergency exdf operating handies.
(1) For a pasienger-carrying alrplane
for which the application for the type
certdficata was filed prior to May 1,
1672, the location of each passsnper
emergeney axlt operating handle, and
inshrnetions for opening the exit, mnst
be shown by » Imarking on or near tha
exit that 1g readable from a distance of
30 inches. Tn additlon, for each Type I
and Type I omerpency exlt with a
loeking mechanizm released by rotary
motion of the bapdle, the instirucblons
for opaning must be shown by—

(i) A red arrow with a ghaft et leasf
three-fourthe inch wide and & heed
twice the wildth of the shaft, extending
along ab Jeast T0° of aro ab a redius ap-
proximately equal to threedourthe of

-the handle length; and

{11} The word “aopen™ In red Jetters 1
inch high placed horizontally nsar the
head of the arrow.

ating handle cover may continue to be
used if its Inminescenss {(dbrighthess)
degranses to below 100 mierolamberts.

(f) Emergenicy eIl mecess, Accops 0
emergency exite must bhe provided as
Sollows for each pasyenger-gcarrying air-
plang!

@A) Bach passagewsy bebtween Indl-
vidual passenger areas, or Jeading to a
Twpe I or Type II emergency axit, must
be ubobstructed and et least 20 Inchee
wida,

2y There muat be enough space next
to each Type I ar Typa II amergency
exit to allow & crewmember to assiat in
the evacnation of pessengers without
reducing the unohstracted width of the
passagoway below that required in
paregraph (1) of this eection; how-
evar, the Adminletrator may anthorize
deviatlon from this regqiivement-for an
alrplang certificated nnder the provi-
gions of part 4b of the Clvil Air Reguia-~
tlona in sifect bafore Decembsr 20, 1951,
it he finds thabt-special clrcumstances
exlet that provids an equivelent level
of safeby.

(%) There must D¢ acoess from the
majnh aisle to each Type I and Type
IV exif, The scceas Prom the =isle to
thess exits rmnugt not he obstructed hy
seats, berths, or other protrusions in e
mennar that would reduce the effeo-
tivenens of the exit. In sddition, for o
tranepors category airplane Gype ger-
tificated after January I, 1958, there
must be placerds ingtalled in aoccord-
anoe with §36.813(0)(8) of this chapter
for each Type III exlt after December 8,
14992,

{4) If 1% i3 pecessary to paes through
a passagewsy belwedn pessehger com-
partments to reach any required emer-
geney exlt from any seat in the psa-
semger cabin, the pafzageway must not
ba obstruoted, Curealns may, however,
be uwsed If they =llow Jiree oniry
throngh the passageway.
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{5) Ho door mey be installed {n any
pertltilon between passsngar compart-
menta,

(8) If it is necessary to pass through
a doocrwsay separating the passenger
cabin from other arees o reech & re-
‘quired emergenoy emdb from any pes-
asenger ssat, the door must have a
meens to lateh {t in the apem™position,

~~gnd-the doormust be latwhed open dor-
ing takedff znd landing. The
letching meens most be abie. to with-
ptand the loeda imposed npon 1t whan

- the deor s subjeoted ta THEIDtmabe
inertia foroes, relalive to the. aur-
rounding strugture, Hsted in §26.601(b)
of this chapter,

(g) Ezterior exit mardngs. Bach pas-
songer emérgency exlt and the means
of opening that exit from the outmide
muss be marked on the outslds of the
airplane. There mnat be a 2-inch coi-
ored tand ocublinilng esah paseenger
emargendy exlt on the slde of the fuse-
Iage. Bach outeide merking, including
ths band, muek be readily distingmlzh-
able from the purrcunding fuselses
area by contrast In color, The mark-
ings mnst comply with the following:

(1} If the reflactance of the darker
oolor Is 15 percent or lees, the raflac-
tance of the lighter color must be at
lemst 45 percent.

(%) If the refleotance of the darker
color 18 greater than 15 percent, &b
Ipagt a 30 percent differemce betwesn
ita reflectance and the reflectance of
the lightar color must be provided.

(3) Exits that are not in the slde of
the fuselage must have the sxternal
means of opening and applicable in-
streetions marked conspleucusly in red
or, If' red is incomspicuoue against the
backgroand coler, in bright chrome
¥allow and, when tbe opening meana
for such an ext 18 lopated on only ¢me
plds of the fuselapge, & Conapicuous
marking to that effeat mnst be pro-
vlded cn the other side. "“Rafiactance™
iz the ratio of the luminons flox re-
flected by & body ta the luminous fnx
it recelves,

th) Erterior emergency Hghting ond es-
cape rouds. {1) Hach passénger-carrying
aitplane muet be equipped with exbe-
rlor lighting that mmests the following
requiraments:

(i) For an airplane for whioh the ap-
plicatlon for the bLype certificate was

14 CFR Ch, f (1~1~14 Edition}

Eled prior to May 1, 1872, the reqnire-
ments of §26.612 () and (g} of thio ohap-
terin effect on April 30, 1972,

(11} Far an sirplane ior which the ap-
plieation far the type oertificate -was
filed on or aftar May 1, 1972, the exte-
rior emergency lghting regquirsments
under which the airplane was type cer-
taficeted. -

(2} Each passenger-carrying alrplane
must bé' equipped with a slip-reslstant
eaoape route thet meets the following
requirements; )

(1} For mn airplend T6F Which the ap-
pliceticon far the type certificate was
{iled prior to May 1, 1973, the regnire-
ments of $35.803(e) of this chapter in ef-
fect on April 30, 1972.

(ii) For an airplane for which the ap-
plication far the type oertificate was
flled on or after May 1, 1972, the z2lip-re-
sistant escape route requirements
under which the airplane was type nar-
tificated. .

(1) Floor level exits. Fach floor lovel
door or exit iIn the slde of the Mmsalage
(other than those leedlng into = cargo
or bagepuge comparbiment that Is nat
aceesslhls from the passenger cabin)
that iz 44 or mars inohss higb and 2 or
more inches wide, bul not wider than
48 Inches, esch passenger ventral exlt
(exogpt bhe vanttral exity on Martdn 404
shd Convalr 240 ajrplanes), and eash
tall come exlt, must meet the require-
ments of this section for fleor level
amergenty extts, However, the Admin-
istraior may grant & deviation from
thile peragraph If he fiods thet elr-
cumafances make full complance im-
praetical and that an aocepteble level
of safety has been achlaved.

(i) Addifional emergemcy erite. Ap-
proved emergency exits in the pas-
setiger compartments thet are in ex-
cesg ¢of the minimuom number of re-
quired emergency exits must meet nll
of the applcable provisiong of this Spo-
tlan, exzoept parzeraphs (f) (1), (2, and
(8} of thig sscticn, and muat be readlly
ronessible.

{k) On sach large passsngar-carrylng
turbofet-powerad airplans, each ven-
tral exdt and taileons oxis must be—

(1) Deslgned and constructed so that
It canmat be opened during flight; and

(2) Marked with a placard readabls
from g distance of 80 loches end in-
stalled at a consplonoue location neer
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tha means of cpenlng the exit, stating
thet the exit has besn desglgned and
construetad go- that it cannot be opened
during flight.

(1) Portghle Hphts, No person may op-
ernte g pesgenger-oarrying airplang un-
less it 1s equipped with flashlight stow-
age provisions accepElble from ~eadh
flight. attendant sent,

[Coe, No, 28530, 37 FR 10845, Mey 4, 105% 67

FR 25120, June 80, 1502, aa amended ab 57 FR
34083, Ang. §, 188d] -

-~ §185.17% Tnopersble jnsiruments. and

equiprmens ]

(&) No person may take off an alr-
oraft with inoperable instruments cor
aquipment: ingballed vmless the Ial-
lowing conditions are meat:

) An approved Mirimom Equizment
List exists for thet aircraft.

{2} The certificate-holding district af-
fige has fsensd the certdficate holder
operations gpecifications wathorleing
operations In acoordance with an ap-
proved Minimum Byeinment List. The
Mipht crew shall have direct acoess at
all tiznes prior to fight to &ll of the u-
formation conlained In the approvsd
Minimum Hguipment IList through
priated or othér means approved hy, ths
Administrator fn the eertiflente hold-
ers operations spegificstions. An ap-
proved Minimumw Egnipment List, as
aunthorized by the operations specifica-
tlons, constitutes en approved change
to the type deasign without reguiring
recertiiication,

(%) Ths approved Mimmum Bguip-
ment List must: )

(1} Be prepared in mocordance with
the lmitations specified in paragraph
() of this section.

(1) Provide fov the operation of the
giroraft with oarteln Inetroments and
equipment in an inpcperahls condition,

{4) Records identdfving the inoparghie
Inztraments and eqgolpmant and the -

" formasion required by (2)@Xi1) of this
sectlon must be available to Ghe milot.

(&)} The alroratt iz operated ander all
applicable conditions end Hmitetione
contalned in the Minimum Egqulpment
List and the operatdons apscifications
anthorizing use of the Minimwm Equip-
msnt; List. :

) The following :lnstrumante .e.nd
aquipment may not be Inaluded 3o the
Minimum BEguipment List:

§135.18D

(1) Ineiruments and equipment that
are elther spealfloally or otherwlse re-
guired by the alrworthiness require-

* 1nents under which the alrplane is type

oartificated and which are essentbial for

safe oparatione u:adar all operabing -
oonditions.

" (@) Instruments.and equipment re-

quired hy an airworthiness directive to

bé 1N operable condition unless the air-

wc:rl‘.hmeas direotive pravides other-

wise.

- -(8¥ “Instimvents and equipment re=—
quired for specific operztions by this
part. '

{c; Nobtwithstanding paragraphs {(b){1)

end (bY@ -of this sectiom, an alreraft
with inoperabls instrumsnts or squip-
mént may ba operated under a spoclal”
flight permit under 3821157 and 21109
of this chapter,

[Doo, Mo, 26790, 56 BFR 15311, Mar. 22, 1991; 68
FH 14820, Apr. B, 1861, as amended by AmdE,
1380, @l FE 3519, Jar. 3, 1600; Amdt. 13591,
88 FR 54568, Bept, 17, 2003]

£135.1680 Traffo Alert and Collisicn
Avoidenes Bygten,

{a) Unlegs otherwise authorized by
the Administretor, after Decembear 31,
1966, no person may operate n turkine
powered "girplana that har 6 pagsenger
seal conflguration, exoluding any pilot
geat, of 10 to 80 seats ibilesg it ds
equipped with an ppproved braffic elart
and enliizslen avoidance asyuteam. If a
TCAS IT aystem is inetallad, 1t must be
oapable of coordinating with TOAH
units that meet TSO C-118.

i{b) The alrplane flight mannal re-
quired by §13681 of this part shall con-
taln the following informatlon on the
TCAS I syatem required by this sec-
tam: )

(1) Approprisfe procedures for—

1} The use of the equirment; and
- (i) Proper Alghtorew actlon with re-
spect to the equipment opera tlon.

@) An outline af ell inpui sourcas
that moat he operabing for the TCAS to
functon proparly. )

[Doc, Mo, 25355, 54 FR, 851, Jen. IO, 1589, 2s
amendod by Amdt, 185-54, 55 FR 67457, Twoo.
29, 1584]
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The exemption identified in this complaint!, allows the Cessna Aircraft Company to
install interior doors between passenger compartments in the Cessna Model 560XL
aircraft. The affected rule (14 CFR 25.813(¢)?) states:

No door may be installed between any passenger seat that is occupiable for
takeoff and landing and any passenger emergency exit, such that the door crosses
any egress path (including aisles, crossaisles and passageways).

This exemption required this operating limitation to be added to the Airplane Flight
Manual:

The airplane must not be operated for hire or offered for common carriage.
This does not preclude the operator from receiving remuneration to the extent
consistent with {4 CFR part 125 and 14 CFR part 91, subpart F, as applicable.

As we know, 14 CFR part 135.178(f)* operating regulation prevents the unsafe condition
this exemption allows, and states in part:

() Emergency exit access. Access to emergency exits must be provided as
follows for each passenger-carrying airplane:
(1) Each passageway between individual passenger areas, or leading to a
Type 1 or Type Il emergency exit, must be unobstructed and at least 20 inches
wide,

The exemption and the requirements of 14 CFR part 135.178(f) appear to conflict in

this case and could raise the question as to whether the aircraft is being cperated in
compliance with either the current air operators certificate or the exemption. Once the
determination that the aircraft is being operated in full compliance of 14 CFR part
135.178(f) is made, our concern is now whether the aircraft meets the requirements of
its Type Design as airworthiness exemptions are explicitly granted as part of the aircrafts
airworthiness. '

To accomplish the analysis and determine the scope and applicability of the analysis to
aircraft currently in use for 14 CFR part 135 operations, will require the formation of a
dedicated team of specialists to review each exeinption, identify the applicable aircraft
make, model, serie2 and whether it imposes an adverse impact or potential
noncompliance in 14. CFR part 135 operations. This team will inchide members of the
Flight Standards Service and the Aircraft Certification Service. Once the exemptions
have been reviewed and their potential impact to 14 CFR part 135 operations has been
determined, a comprehensive search for aircraft currently used in 14 CFR part 135

! Attachment 1 - Exemption 8621 pdf
 Attachment 2 — CFR-201 7-title14-25.813.pdf
3 Attpchment 3 ~ CFR-2014-titlel 4-yol3-secl35-178.pdf
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operations (about 11,041 aircrafi) will be conducted to identify the applicable sircrafi and
companies (5,331 active certificated 14 CFR part 135 Air Operators).

At the completion of the analysis, we will be able to establish the baseline for the
continuing efforts to determine the airworthiness actions necessary to ensure the safety of
all aircrafl, with exemptions, currently operating in 14 CFR part 135 operations. While it
is difficult to specify, with any certainty, what the continuing actions will be before the

_ analysis is completed, these actions may include:

1. Issuance of Airworthiness Directives.
2. Targeted inspections of identified aircraft by FAA assigned Principle

Inspectors.
3. Letters to air operators requiring them to demonstrate compliance with FAR
135 within a specified number of days. e

4, Comections of aircraft airworthiness certificates that may list an-exemption that
is not applicable to the aircraft for which it was fsswed.—-- ~—

5. Removal of exempted aircraft from FAR 135 operations until they can be -
brought into full compliance for these operations.

6. Review of any Supplemental Type Certificates (S8TC) that mxy have been
applied to the aircraft to ensure continued compliance for FAR 135 operations.

This action plan will resolve the complainants concerns for all aircraft currently in use for
14 CFR part 135 operations, the actions to answer recommendations 2, 3 and 4 will
address these same concerns for additional/new atrcraft being added to 14 CFR part 138
operations in the future. ‘

Guidance, is currenﬂy in draft, that addresses the review of all exemptions when
considering whether an airplane can be added to an air operstors certificate. Thig is
further explained in the responses to recommendations two and three.

When analysis and the scope of the work to be completed has been determined, a
comprehensive action plan will be developed. We wilt complete the comprehenmva

action plan by December 1, 2017,

Recommendation Z and 3 (combined): Revise FA4 Order 8900.1 to provide better
clarlty on ASI responsibilities to review limitations placed on aircraft as a result of
limitations it nssoclnted exernptions and esteblish procadures to ensure exermptions are
reviewed prior o aircraft addition to 14 CFR 135 Op Specs.

Coneor; It must be ramembered, it i3 always the air ope.fator’s responsibility to ensure
their aircraft are in compliance with their operating rules, as such, guidance has been
drafted for both the industry and FAA inspectors to mitigate the gaps found when adding:
an aircraft to an air operators certificate. The draft guidance wil! enter our review process
which includes soliciting commments from FAA inspectors. After the conclusion of this




process, we will publisb an Information for Operators (InFO), addressing the adding of
an aircraft to an air operators certificate, and an associated Advisory Circular (AC) to the
public outlining the changes and requirements for adding aircraft to their operating
certificates. The timelines for publication of these documents may vary, however, our
goal for project completion is within ¢ months from September 30, 2017,

Recommendation 4: Have personnel in AFS-200 review the INFQ prepared by the
whistleblower to determine whether it Is appropriate for publication, and ensure that it
Is published in a timely manner,

Concar; The content in the supplied InFQ cites language from the FAA Order 8900.1
(Flight Standards Information Managemeat System) that is outdated and is currently in
the process of being updated. Publishing the current information in the InFO, as written,
would only serve to promulgate known outdated information as well as being limited to
only one exemption issue. When the puidance materials have been updated, and the
analysis in recornmendation 1 is complete, we will publish an InFO that addresses all of
the identified exemptions that impact current 14 CFR. part 135 operations.

We also propose to publish a Notice directed at PI’s to ensure the firture aircraft additions
to operator’s operations specifications are reviewed with a specific focus on any
airworthiness exemptions and the compatibility of any associated Conditions and
Limitations with the intended operations of the aircraft. We will publish the InFO and

the Notice by September 1. 2018,

Recommendation 5: In the June 27, 2013 DOT OIG Report, FAA’s Civil Avintion
Registry Lacks Information Needed for Aviation Safety and Security Measures, Report
Number F1-2013-101, OIG recommendations 1, 2, and 3 (page 10), all pertained to
enhiancing the accuracy and integrity of the information contained in the registry.
Based on the volume of aircraft identificd as operating in the NAS with expired .
registration (as provided by the whistleblower), it is clear that the registry daes not have
sufficient processes ar personnel to maintain a robust and accurate registry. The FAA
needs to linplement these recommendations bn a manner which addresses the
recommendations’ full intent, to include sufficient quality control processes,

Concur: The FAA is evaluating additional actions that could be taken to further enhance
the accuracy and integrity of the information contained in the registry. Specifically, to the
recommendations in the 2013 DOT OIG Report:

OIG recommendation 1. Develop procedures for periodic reassessments of aircraft
and airman data to improve and maintain dota integrity.

Response: Aircraft owners are required to re-register their aircraft every three
years. The aircmaft data is reviewed during the re-registration process. The
Registry updates its airman data from data submitted when an airman updates their



medical certificate. The FAA is evaluating procedural enhancements that would
address registry records in cases where a safety risk is identiffed.

OIG recommendation 2. Issue policy or regulations that clarify informational
requirements jor regisiration of aircraft owned by irusts for non-citizens.

Response: FAA published a policy clarification concerning registration of aircraft
owned by trusts for non-citizeny, in the Federal Register on June 18, 2013

0IG recommendation 3. Develop procedures to ensure that airman addresses are
kept current.

Response: Concerning airman data, the Registry acquired software to standardize |
an address using the rules established by the US Postal Service (USPS). It also
checks if the-address is valid; i.e. street, city;state and zip eode; by checking

. againsta~data-base of addresses provided by the USPS. We intend to partner with
other offices within the Flight Standards Service (AFS) and the Office of Security
and Hazardous Materials (ASH) to develop plans for a multi-level active
enforcement program to identify and address inaccurate. aircraft operators and.
airmen records. We will complete a plan of action for this effort by December 1
2017.

Aitachmenis





